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1 Introduction

The device supports multiple line modes. With four 10/100 base-T Ethernet
interfaces at the user end, the device provides high-speed ADSL broadband
connection to the Internet or Intranet for high-end users like net bars and office
users. It provides high performance access to the Internet with a downstream
rate of 24 Mbps and an upstream rate of 1 Mbps. It supports 3G WAN, 3G
backup, and Samba for USB storage.

The device supports WLAN access, such as WLAN AP or WLAN device, to the
Internet. It complies with specifications of IEEE 802.11, 802.11b/g/n, WEP, WPA,
and WPA2 security. The WLAN of the device supports 2T2R.

1.1 Packing List

1 x device

1 x external splitter
1 x power adapter

2 x telephone cables
1 x Ethernet cable

1.2 Safety Precautions

Take the following instructions to prevent the device from risks and damage

caused by fire or electric power:

° Use the type of power marked in the volume label.

° Use the power adapter in the product package.

° Pay attention to the power load of the outlet or prolonged lines. An
overburden power outlet or damaged lines or plugs may cause electric
shock or fire accidents. Check the power cords regularly. If you find any
damage, replace it at once.

° Proper space left for heat dissipation is necessary to avoid damage
caused by overheating to the device. The long and thin holes on the device
are designed for heat dissipation to ensure that the device works normally.
Do not cover these heat dissipation holes.
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° Do not put this device close to a heat source or under a high temperature
occurs. Keep the device away from direct sunshine.

° Do not put this device close to an overdamp or watery place. Do not spill
fluid on this device.

° Do not connect this device to a PC or electronic product unless instructed
by our customer engineer or your broadband provider. Wrong connection
may cause power or fire risk.

° Do not place this device on an unstable surface or support.

1.3 LEDs and Interfaces

Front Panel

O

Power

25 ) 2 ol © &

Ethernet Wifi WPS 3G ADSL Internet

Figure 1 Front panel

The following table describes the LEDs of the device.

LED Color Status Description
Off Router powered off
Blinking 2Hz .
Power Red/Green Red Failure on power-on self-test
Solid Green Router powered on correctly.
On Ethernet connection is available.
Ethernet | Green off Ethernet connection is
unavailable.
On Wi-Fi connection is available.
- Off Wi-Fi connection is unavailable.
Wifi Green —
Blinking L . .
Negotiation or traffic on line.
Green
Solid Green WPS active
Blinking 2Hz
WPS Red/Green g WPS negotiation open
Green
Solid Red (20 | Problems on WPS registration
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LED Color Status Description

seconds)
Blinking L
Green Negotiation
Solid Green Up
Quick

3G Red/Green Blinking Tx/Rx traffic on line
Green
Solid Red Authentication failed
Off Traffic ~ through broadband

interface

Off Router powered off

ADSL Green Blinking 2Hz No line detected
Blinking 4Hz Line training
Solid Line up
Blinking .
Green PPP/DHCP negotiation
Solid Green PPP/DHCP up

Internet | Red/Green | Quick
Blinking Tx/RXx traffice on line
Green
Solid Red Authentication failed

Rear Panel
——
Etnt Ein2 Eths Ethe USB WEAN Pawer oy —ia ‘\\ k\\.-
— — — On/Off —-—n

2 @[e]

]

—

Figure 2 Rear panel

The following table describes the interface of the device.

Interface/Button

Description

ADSL

telephone cable

RJ-11 interface connecting to a telephone set through a
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Ethernet RJ-45 interfaces connecting to the Ethernet
Eth1/2/3/4 . .
interfaces of computers or Ethernet devices
usB Connecting to a 3G data card or other USB storage device
® Press the button for less than 1 second to enable
WLAN function.
WLAN/WPS
® Press the button for more than 10 seconds to enable
WPS function.
Reset to the factory defaults. To restore factory defaults,
Reset keep the device powered on and push a paper clip into the
hole. Press down the button for more than 5 seconds and
then release.
Power On/Off Push to power on/off the device.
Interface connecting to the power adapter. The power
12v—=1A
adapter output is: 12V DC, 800mA

1.4 System Requirements

° A 10 baseT/100BaseT Ethernet card is installed on your PC.

° A hub or switch (attached to several PCs through one of Ethernet
interfaces on the device)

° Operating system: Windows Vista, Windows 7, Windows 98SE, Windows
2000, Windows ME or Windows XP

° Internet Explorer V5.0 or higher, Netscape V4.0 or higher, or Firefox 1.5 or
higher

1.5 Features

Various line modes

External PPPoE dial-up access

Internal PPPoE and PPPoA dial-up access

Leased line mode

1483B, 1483R, and MER access

Multiple PVCs (eight at most) and these PVCs can be isolated from each
other
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A single PVC with multiple sessions
Multiple PVCs with multiple sessions
Binding of ports with PVCs

802.1Q and 802.1P protocol

DHCP server

NAT and NAPT

Static route

Firmware upgrade: Web, TFTP, FTP
Reset to the factory defaults

DNS relay

Virtual server

DMZ

Two-level passwords and user names
Web user interface

Telnet CLI

System status display

PPP session PAP and CHAP

IP filter

IP QoS

Samba

Remote access control

Line connection status test

Remote management (telnet and HTTP, TR069)
Backup and restoration of configuration file
Ethernet interface supports crossover detection, auto-correction and
polarity correction

UPNnP

3G WAN and 3G Backup

Samba for USB storage
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2 Hardware Installation

Step1 Connect the ADSL port of the device and the Modem port of the
splitter with a telephone cable. Connect the phone to the Phone port of
the splitter through a telephone cable. Connect the incoming line to the
Line port of the splitter.

The splitter has three ports:
® Line: Connect to a wall phone port (RJ-11 jack).
® Modem: Connect to the DSL port of the device.
® Phone: Connect to a telephone set.

Step 2 Connect an Eth port of the device to the network card of the PC
through an Ethernet cable (MDI/MDIX).

Note:
Use twisted-pair cables to connect the device to a Hub or switch.

Step 3  Plug one end of the power adapter to the wall outlet and the other end
to the Power port of the device.

Connection 1: Figure 3 displays the application diagram for the connection of

the device, PC, splitter and telephone sets, when no telephone set is placed

before the splitter.
[ | e ] IC' @ !l :

5y
. !I |I +

1
|
Pomes Adiapier
FHOKE 5 E
s e iata card .
b Fromerst Tt

Tetophone Sel Telephone Sel

Wl cuet
welh ADSL Servce

Figure 3 Connection diagram (without telephone sets before the splitter)
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Connection 2: Figure 4 displays the application diagram for the connection of
the device, PC, splitter and telephone sets when a telephone set is placed before

the splitter.
As illustrated in the following figure, the splitter is installed close to the device.

T\F i_|[ jGT

Wal st TR T ELa%
weth AL Servce Poswer At
S e
PHONE | o
. P WS LSE

FLTER: | ~F L £ ||

--..|_ . - Prowwer Cuiet

e N N d

Telephone Sel Tirtejsharm Sat Tichepdwnm Sal

Figure 4 Connection diagram (with a telephone set before the splitter)

Note:
When connection 2 is used, the filter must be installed close to the
telephone cable. See Figure 4. Do not use the splitter to replace the

filter.

Installing a telephone directly before the splitter may lead to failure of connection
between the device and the central office, or failure of Internet access, or slow
connection speed. If you really need to add a telephone set before the splitter,
you must add a microfilter before a telephone set. Do not connect several
telephones before the splitter or connect several telephones with the microfilter.
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3 Web Configuration

This chapter describes how to configure the device by using the Web-based
configuration utility.

3.1 Accessing the Device

The following is the detailed description of accesing the device for the first time.
Step 1  Open the Internet Explorer (IE) browser and enter http://192.168.1.1.
Step 2  The Welcome page shown in the following figure appears.

Telefonica

WEB Reducida en Castellano
Equipo en Casa del Cliente
Blenvenido

A contiousclin podra ingresar 8 su equipo en essa del Cliente. Pulse €
boton “Siguienie™ pars configarar sa conexion rued ¥ su red Wi-Fi o el
boton “Configuracion Avanrada™ con mas opo %y Para Wsuarios expenios.

Sm acten

Estahs de comenidm n
S SO0 PSS COSSTIase

ot boe dderechos yerervados

Step 3  Click Next to configure your user’s account and Wi-Fi network as
shown in the following Connectivity page, or click Advanced
Configuration for more options.

8
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Telefonica

WEB Reducida en Castellano
Equipo en Casa del Cliente
Conretividad

Ingrese bod datos de va caents de SFEEDY

o (T

Srdercione m prestador de servicis teleonicn

W mvicain soewsivke

Cognmght 1 2010 Teadon ki devechen feieromios

By default, the user’s name is MAC@acs and password is the MAC. The MAC is

the equipment’'s MAC Address leaving out the 2 points.

Step 4  Selecte Advanced Configuration to login into the equipment with the
user admin and password 1234, or selected Cancel to return to the
Welcome page without saving changes, or select Next to save
selected changes. When the checkbox Additional Services is
selected, it will go to the following figure.
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T'elefonica

WEB Reducida en Castellano
Equipo en Casa del Cliente

Serviclos Adiciomales

CUIDADD ESTOS CAMBIOS PUEDEN AFECTAR SU
FUNCHONAMIENTO.

# Salo Speedy (LAN], LAND, LANY, LANA ¥ WIFT)
0 Solo Speady (LAND, LANT, LANI v WIFT) + VIHRLANSG

When Solo Speedy (LAN1, LAN2, LAN3 y WIFI)+ VOIP(LAN4) is selected, the

LAN4 port is used as VOIP port for voice service.

Step 5  Select Advanced Configuration to login into the equipment, or select
Cancel to return to the Connectivity page without saving the changes,
or selected Next to save changes and go to the following
WiFi-Configuration page.
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Telefonica

WERB Reducida en Castellano
Equipo en Casa del Cliente
Configuracim WI-FI

A comizncbn configore su e lambrica
Habuliiaw 1o madmndbrcs

Oieultar 550

2010 Todos kea derochon rriaivadios

Next, you are going to config you wireless network. You can enable wireless
network, hide the SSID, select a channel and security mode, and input a key as
instructed by the screen.

Step 6  Select Next to save changes and go to the following figure, or select
Cancel to return to the Additional Services page without saving the
changes, or select Advanced Configuration to login into the
equipment.
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I'elefonica

WEB Beducida en Castellano
Equipo en Casa del Cliente
Fstsdao de ks eonriin

No s conecta 8 Imfernet

[ Gigowts W Corcoin Wl Corsipmscnn Aiais |

The Login page is shown as below. Choose the username admin, input the
password 1234 and click login.

- ——— e ———
M‘“‘*\‘-&\L‘-\__
Inpd umername and password
Language Engiish [»
Usariiamse aomin =

Password

Copyright & OBSERVA Systems Ine

If you log in successfully, the page shown in the following figure appears.
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Aenip

If the login information is incorrect, click Try Again in the page that pops up to log
in again.

3.2 Setup

In the main interface, click Setup tab to enter the Setup menu as shown in the
following figure. The submenus are Wizard, Internet Setup, Wireless, Local
Network, Time and Date and Logout.

3.21 Wizard

Wizard enables fast and accurate configuration of Internet connection and other
important parameters. The following sections describe configuration parameters.
When subscribing to a broadband service, you should be aware of the method,
by which you are connected to the Internet. Your physical WAN device can be
Ethernet, DSL, or both. Technical information about the properties of your
Internet connection is provided by your Internet service provider (ISP). For
example, your ISP should inform you whether you are connected to the Internet
using a static or dynamic IP address, or the protocol, such as PPPoA or PPPOE,
that you use to communicate over the Internet.

Step1 Choose Setup > Wizard. The page shown in the following figure

appears.
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Lo o T o R
dirms

. P ot i 23 BT s e Wt CORcDen, Wik can sl T Wal aiad Irneeat Comaarten Wns o o
w5 1wk Ceigeey T e

Fanis TEkE e yis Pew v D CHRTACIIY W e F ets CI0N TERLH T

4 bu retnd
B 5 B

Fiu O uie 0 milied f el Y ol trrettnt o st tew Sauti B8 B Fleee
=Y BeSyRas PR R bl 1 B e Pl i & swwwj. Cith ™

T |

Pt e Mg the woed, i SR S Pl CeacT PrlTmad the IrEpt curivad B T Gk Intaira
st wit S rastw

Step 2  Click Setup Wizard. The page shown in the following figure appears.

WWLLCTHL TO SLTUF WILEAKD

This wizand will Uit ¥ou Thenugh 3 sEep-y-Etan Drocess T0 Configura VoUT New ruter and connact 1o the Intemss.

® Step 1 fer Tene and Date

& Sbep 2 fetup Intemat Connection
» Step 3 Configure Wireksd Metward
s Shep 4 1 Compieted and Qui

(==

Step 3  There are four steps to configure the device. Click Next to continue.
Step 4  Set the time and date.
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STEP 1: SET TIHE AN} DATE

Tha Tira Configuraton opties abaws you £ confgone, updata, and mantan tha ooevact tms on the ntermal sesmam casic
From this S35 YOU C3N BRT TR TS Tona ERhak vwou ara m and et ta NP (Hatwan: Temg Protacsl) Seevar. Davight
Saving can aiss B configurad o auTematicaly adjust tha tima whan raadad,

[5] Autamatically syrscheanise with Tnternet b
15t NTP time sarver @ | hora ngn imastde net
Fthi NTP tima seevar @ 102 168 2 100

Time Zome ¢ | (UT<0100) Amasersam, Berin, Aeme, Sircineim. Vieens, Farg %)
5] nabia Daylight Saving
Davight Saving Start [ 2000 year | 02 [pan |00 ooy |22 |hpur | 00 [mn| 00 | gee
Davight Saving ind | 2000 1o | 08 [yon | 00 oy 182 Jhour 99 [aan| 00 gec

Step 5  Configure the Internet connection.
Set the VPl and VCI. If the Protocol is PPPoE or PPPoA, the page shown in the
two following figure appears.
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STEF 3: SETUP INTERHET CONMECTION

Piagse gelact your ISP (Intamss Sanvics Frovidar] from the BT Deiow.

Protocal:|FePsE v
Eneapsulation Moda: | LLC w0
WRL: (8 [0-255)
wel: a2 [32.65535)

Search Avaiable PVC :

Fieage anter your Usamama and Passwaond 38 prosaded by your ISP (Imemas Sanvice Providar]. Fieqse enter the
mfarmation axactly 38 ghown @iong rote of upper and ower Casas. CICk “Mext” T continua.

Ussmiame :
Passwoed !
Conlem Password :

(Basi] () (Cancer])

In this page, enter the user name and password as provided by your ISP.
If the Protocol is Dynamic IP, the page shown in the following figure appears.

STLP &2 SLTUP INTLIEHLT CORMLCTION

Phigda dakect your BP [Ivtermet Sernde Provder) from the B2 bebw.

Protoced : | Dynasic 1P v
Encapsulation Hode: | LG =
VRT: &

(0-285)
woL:| (1265535
Search Avaitible VC -
(Biack ] (Fie] [ amcet]

If the Protocol is Bridge, the page shown in the following figure appears.

16



User Manual

STUP & SLTUP INTERNLT CONNLCTION

Please select vour 15F [Intemet Senvice Provider) from the st below,

Protacal: Brdgs 1w
[ncapsulation Mode: _LLI'.' =
bt L (0-255)
W= [37-65535)

Search Aailable PYC : [ 5can

(B3] ) (Gance)

If the Protocol is Static IP, the page shown in the following figure appears.

STLPF 2 SLTUP INTERNLT COMRLCTION

Pleasd SERCt vour ISP [[Eemet Senacd Proveder) from Eh B2 belaw,

Protorol ;| Stabc P =
Incapsulation Mode: LLC w

VFI1: |8 [0-258)

wOI: 3

mmws:

[22-65535)

Wou have selected Smte I Intemet connedhon. Pikase enter the pproorate nfanvaton below 35 pravided By vour ISP,
Tre Auto PYC Seae faptura wil mot wark ool casss 55 pieass anter tha VRTVCT rumbars F providad By the ISP,

R Mind b S2atnul.

1P Address :
Subnet Mask :
Drafault Gatwwary :

Frimary DS Server :

Back Cancel

Enter the IP Address, Subnet Mask, Default Gateway and Primary DNS
Server. Click Next. The page shown in the following figure appears.
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STEP 3 CONWFIGURE WIRELESS NETWORK

Wour wirdlags natwarnk s anatiad by dafaul. You e serply unchack & to dissizls € and cick THaswt T sk configuration of

Enabile Your Wireless Hetwaork : [

Your wrehss network ndeds ¥ rame 50 € cn be easdy necognined by vreless chents. Por secunty purposes, £ & highly
recommended to change the ore.configored nebwork name.

Winglass ietwork Name (SSI0) 1| Speed, TF2508

SakCT “VEDR™ [0 publsh vour wireless network and 5510 can be found by wirnalass chants, or seiect “Invsbie™ To Rice your
WINRIEE NATWOMK 50 That Lsans naed T0 manualy enter S5ID i order t0 ooncect 10 YOUT Winkless naiwon.

Wisihility Status @ & Visiis O sl

17 order B0 pretedt your netwerk From hicken ind wrauthoroed ukns, £ § highly recormended you chades ane of the
Febawitg wireiss Retwork Moty WINgE

] Bast
O o & wer O whapem O whA2-piK

Senurity Modae: i
Salacy this sption ¥ your wirsiees 2daptam only speart WEP Bt &3 HOT mppart WPA,

Mo, Ghddd SABar vour verahiss securty kiy @
WEP Ky 1| fwis
[5 eharscters, such B8 B=l, A=Z, o 0~3, or 10 hex dagts, such 25 0a%, Ihf.. or A=F, L. @abode o abodel 2345)

Mote: Yo will nasd to anter the gama kay hara inkn yoor wiralags chants in order t0 anabis peopar wiralass connaction.

Step 6  Configure the wireless network. Enter the information and click Next.
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STER 4; COMPLETED AMD RESTAR

Latup corphete. Chik "DBc” Lo reviear & modfy settngd

¥ your Intemet connection does not work, vou an Ty the Setup Wizard again with akemative setongs or upe Manual Setup
ratedd F you Pawd v INDEmMEt connectan detas 35 provided By wour ISP,

wrrmiry of your settrgd. Please omt the p
ha caradt pattegh o0 your wrakiis dhee

&, o write e miformaton on b oede of Saper, i

Time 5t0ngs | 1
NTP Sarvar | 1 e mg-td e nat
HTP Sérver 2 : 192.168.2.100
Time 2ot 1 CET
Cvighe Saving Tims ¢ 1
VPIf VL : 18
Pratoced : PPPOE
Commponon Tyns ! LT
Uemane : 1234
Fasseond : mmn
Wirsler Matwark Hams (5500) ¢ Spasdy-TF400
Vebilty Status : 1
Encrypoen Basc
Pra-Gharsd Kay !
weeey: 0 Emm=s

&)

Step 7  Click Apply to save the settings.

Note:

In each step of the Wizard page, you can click Back to review or
modify the previous settings. Click Cancel to exit the wizard page.

3.2.2 Internet Setup

Choose Setup > Internet Setup. The page shown in the following figure appears.
In this page, you can configure the WAN interface of the device.
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* L UL LR R
o e Consis LS, WA, o Theinha® 1 e5sbiurs WA FEaie
WFLVOT WLAN D TRCAR S B L I wnane AT
O we ] e L= i Booge I Eeawretel
0 == L] s L% B P i e e
o wn L] (154 L R T o FEVSE i SR BT

Click Add in “INTERNET SETUP”. The page shown in the following figure

appears.
INTLHHLT =LTUP

This seraan alaws you o comfgura g ATM PUC igemtiiar (VP and VCI) e 520827 3 53rvca Catagony.

b bl L) [0 258)
va: (= | (45509
Service Category ;| UBR With PR =
Peak Oel Rab 1| 0 (ealsis)
Sast bl Crdl Rakbe
Mawimum Burst Sk
Protorol ;| Dridging -
Encapsulation Mode: LLC v
021G VLANTD : & [ = diable, 1 - 4054)
Pricwity : 0 @7
Enable ging 1 [

G
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The following table describes the parameters in this page.

Field

Description

PVC Settings

VPI: The virtual path between two points in an ATM
network, and its valid value is from 0 to 255.

VCI: The virtual channel between two points in an ATM
network, ranging from 32 to 65535 (0 to 31 is reserved
for local management of ATM traffic).

Service
Category

You can select from the drop-down list.

LBR With PCR b

|LIBR Without PCR

[CER
Mon Realtime VBER
Realtime YER

Protocol

You can select from the drop-down list.

Bridging j
PPF aver ATM (FFFPoA)

FFP over Ethernet (PPFoE)

MWAC Encapsulation Routing (MER)

IP over AT iIF'cuAi

Encapsulation
Mode

Select the method of encapsulation provided by your
ISP. You can select LLC or VCMUX.

Click Apply, the page shown in the following figure appears.

Choase & gure WAH interface
WPLIVCT WLARID ERCAP Searvice Mo Protooed  Stake Status Betion
&7 o L PYCRaT Bridge i Dsconnected
k) o LLE FYC0fas Brdge 1 D orled
L] ] LLE PVCES epesl 1 Dacosnactes
L] ] LLE soooe_ B 33 0 3 epeal 1 Dacosnactes
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3.2.3 Wireless

This section describes the wireless LAN and basic configuration. A wireless LAN
can be as simple as two computers with wireless LAN cards communicating in a
pear-to-pear network or as complex as a number of computers with wireless LAN
cards communicating through access points which bridge network traffic to wired
LAN.

Choose Setup > Wireless. The Wireless page shown in the following figure
appears.

N - | | s | s |

Ry

wwan Him

3.2.3.1 Wireless Basic

In the Wireless page, click Wireless Basic. The page shown in the following
figure appears. In this page, you can configure the parameters of wireless LAN
clients that may connect to the device.

22
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Enahle Wircless:

Erhbs MultiiP Isolation:
Wirnhess Bibwark Rarsss (SSI0) | 5
Visiblity Status : % vas

Country :

Controd Skdeband:

Wirehess Channed @

Arganting w
Uppeesr |

Ao Scan w

B0F.11 Meule ;| B

Bard Width :

201800

. l;-'q..'t.'\l ]l Cancal ]

The following table describes the parameters in this page.

Network Name
(SSID)

Field Description
Enable Select this to turn Wi-Fi on or off.
Wireless
Enable MultiAP | Select this to turn MultiAP isolation on and off.
Isolation
The Wireless Network Name is a unique name that
) identifies a network. All devices on a network must
Wireless

share the same wireless network name in order to
communicate on the network. If you decide to change
the wireless network name from the default setting,
enter your new wireless network name in this field.

Visibility Status

You can select Visible or Invisible.

Country Select the country from the drop-down list.
Control Choose the channel selection mode as Upper or
Sideband Lower.

23
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Field Description
Wireless Select the wireless channel from the pull-down menu.
Channel It is different for different country.
Select the appropriate 802.11 mode based on the
wireless clients in your network. The drop-down menu
802.11 Mode .
options are 802.11b, 802.11g, 802.11n, 802.11b/g,
802.11n/g and 802.11b/g/n.
Select th iate band of 20M, 40M or 20M/40M
Band Width elect the appropriate band o or
from the pull-down menu.

Click Apply to save the settings.

3.2.3.2 Wireless Security

In the Wireless page, click Wireless Security. The page shown in the following

figure appears. Wireless security is vital to your network to protect the wireless

communication among wireless stations, access points and wired network.

Note:

Enable Wireless before configuring the wireless security settings in
this page. Refer to 3.2.3.1 Wireless Basic.

When the Security Mode is set as WEP, the following figure appears.
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WIRELESS SECURITY

Uk this seitan 30 configure the winehess securty sattings for wour routir. PHase rote that changes made on ths secbion
will ako reed T De Cuplcated T your wiraiess chents and PC.

WIRI 55 SEOINEITY MOLX

To profect your privacy wou can configure wirakess seourty faatures. This dewice supoors three wirelass secunty modes
mchadings WIEP, WPA and WPAL WIP 8 the ongral wreksss encypbion standicd, WPA ind WPAZ provides b higher kvel
of peturiy.

Security Mode ;| WER v

T yau chasss tha WEP pacunsy cpoian this devies wil OHLY epamss: n Lagacy Wirslass mods (RD2.110/G).

WER & the winehiss encryption standand. To uSé £ you rust enter the same ki(s) mto the router 30d the wrikes
satons. For g4 bt keys vou must enver 10 hew diges into each key box, For 128 b keys you muss enter 26 hbex dges
It @ach key B A haw gt § aher @ mumBer froen O to 9 or @ leeter freem A to F. For the mest seoure use of WiEP sat
i Jthentcaton Tyoe 1o "Shaned Key™ when WEP & enabled.

“fou may A0 anter any text srng Into 3 WER key box, i which case £ will be converted into a haxadecimal key usng the
ASCT walues of the characters, A madriuen of 5 text characters can be entered for 64 b keys, and & maxrmum of 13
charactars far 128 bE kivs.

WER Koy Length 1 | &4 bits{ 10 hex digins or & char) =
Chovse WEP Key : [ 1%

WILF Keyl : sssss

WIP Hey2 !

WER Keyd :|

WEP Keyd ;|
Authentication | Open |

Plaass mais nots of your S50 and sacunty Key 35 you wil mesd o duphoats the EMa FAETIRGE 1O YOUF wWrlaE devieas and

| ) )
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The following table describes the parameters of this page.
Field Description

Choose the WEP key length. You can Choose
64-bit or 128-bit.

Choose the index of WEP Key. You can choose Key
1,2,30r4.

The Encryption keys are used to encrypt the data.
Both the modem and wireless stations must use the
same encryption key for data transmission. The
default key 1 is 8wIHK.

WEP Key Length

Choose WEP Key

WEP Key 1/2/3/4

Click Apply to save the settings.
When the Security Mode is set as Auto (WPA or WPA2), WPA2 only or WPA
only, the following figure appears.
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The following table describes the parameters in this page.

Field Description

Configure the wireless encryption mode. You can
choose None, WEP, Auto(WPA or WPA2), WPA 2
Only or WPA Only.

® Wired equivalent privacy (WEP) encrypts data

Security Mode
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Field

Description

frames before transmitting over the wireless network.
® Wi-Fi protected access (WPA) is a subset of the
IEEE802.11i security specification draft.

® WPA2 Mixed is the collection of WPA and WPA2
encryption modes. The wireless client establishes the
connection between the modem through WPA or
WPA2.

Key differences between WPA and WEP are user
authentication and improved data encryption.

WPA
Encryption

When WPA or WPA2 is selected, you can select WPA
encryption as AES or TKIP+AES.

WPA Mode

® Select PSK (Pre-Shared Key), enter the
pre-shared key in the Pre-Shared Key field.

® Select Enterprise (RADIUS), enter the port, IP
address, and password of the Radius server. You need
to enter the username and password provided by the
Radius server when the wireless client connects the
modem.

If the encrypton is set to WEP, the modem uses 802.1
X authentication, which is Radius authentication.

Group Key
Update Interval

When WPA encryption is applied, messages sent are
encrypted with a password. For higher security, WPA
password is updated periodically. This value is the
update interval of the WPA password.

3.2.4 Local Network

You can configure the LAN IP address according to the actual application. The
preset IP address is 192.168.1.1. You can use the default settings and DHCP
service to manage the IP settings for the private network. The IP address of the
device is the base address used for DHCP. To use the device for DHCP on your
LAN, the IP address pool used for DHCP must be compatible with the IP address
of the device. The IP address available in the DHCP IP address pool changes

automatically if you change the IP address of the device.
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You can also enable the secondary LAN IP address. The two LAN IP addresses

must be in different networks.
Choose Setup > Local Network. The Local Network page shown in the

following figure appears.
T - (| o [ e | e ] |

riup

KenAmr [P Adicbrrn
Wbt bk 0 JO7 PRE U0

e ke

By default, Enable DHCP Server is selected for the Ethernet LAN interface of
the device. DHCP service supplys IP settings to workstations configured to
automatically obtain IP settings that are connected to the device through the
Ethernet port. When the device is used for DHCP, it becomes the default gateway
for DHCP client connected to it. If you change the IP address of the device, you
must also change the range of IP addresses in the pool used for DHCP on the
LAN. The IP address pool can contain up to 253 IP addresses.
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Use this section to configure the DHCP Relay for your network.

Enzhle DHCP Relay

Use this section to configure the built-in DHCP Server to assign 1P addresses to the computers on your network.

Enable DHCP Server

DHCP IP Address Range : 192158.1.33 192168148

to

DHCP Lease Time : | 85400 (seconds)

Use the following DHS server addresses:
O Enzble static DNS

Enable DNS Relay

Use this section to canfigure the DHCP Server in lan port indhidual:
LAM Portl
LAN Port2
LAM Paort3
[] LA Port4

WWLAN Portl

WLAN Port2

VLAN Port3

WLAN Port4

Click Apply to save the settings.
The DHCP Client Class List section shown in the following figure appears.

Chent Class Min Address Hax Address IS Address

() (] (o

Click Add, the page shown in the following figure appears.
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Chent Class Hame :
Him IF Aaddress ;
Max 1P Addcress ;

DA Addness

In the Local Network page, you can assign IP addresses on the LAN to specific
individual computers based on their MAC addresses.

Satum Compuaber e AL Agldness 1P Address

[2ad] [Eda] [ Desetn

Click Add to add static DHCP (optional). The page shown in the following figure
appears.

Enabde
Compiuter Hama :
1P Betlciress -

HMAL Address ©

Select Enable to reserve the IP address for the designated PC with the
configured MAC address. The Computer Name helps you to recognize the PC
with the MAC address, for example, Father’s Laptop. Click Apply to save the
settings.

After the DHCP reservation is saved, the DHCP reservations list displays the
configuration.

The NUMBER OF DYNAMIC DHCP CLIENTS page shows the current DHCP
clients (PC or Laptop) connected to the device and the detailed information of the
connected computer(s).

Computer Name MAC Address TP Address Expire Time
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3.2.5 Time and Date

Choose Setup > Time and Date. The page shown in the following figure
appears.

e B R B .~

Arfup
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s e rarally St ek 1o QAT K changis

g e

In the Time and Date page, you can configure, update, and maintain the correct
time on the internal system clock. You can set the time zone that you are in and
the network time protocol (NTP) server. You can also configure daylight saving to
automatically adjust the time when needed.

Select Automatically synchronize with Internet time servers.

Select the specific time server and the time zone from the corresponding
drop-down lists.

Select Automatically adjust clock for daylight saving changes if necessary.
Set the daylight as you want.

Click Apply to save the settings.

3.2.6 Logout

Choose Setup > Logout. The page shown in the following figure appears. In this
page, you can log out of the configuration page.
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3.3 Advanced

This section includes advanced features for network management, security and
administrative tools to manage the device. You can view status and other
information used to examine performance and troubleshoot.

In the main interface, click Advanced tab to enter the Advanced menu as shown
in the following figure. The submenus are Advanced Wireless, Port Fowarding,
DMZ, SAMBA, 3G Configuration, Parental Control, Filtering Options, QoS
Configuration, Firewall Settings, DNS, Dynamic DNS, Network Tools,
Routing, Schedules, DLNA and Logout.

3.3.1 Advanced Wireless

This function is used to modify the standard 802.11g wireless radio settings. It is
suggested not to change the defaults, as incorrect settings may reduce the
performance of your wireless radio. The default settings provide the best wireless
radio performance in most environments.

Choose Advanced > Advanced Wireless. The page shown in the following
figure appears.
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3.3.1.1 Advanced Settings

Select Advance Settings. The page shown in the following figure appears.
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Wireless Network Name (SSID): The Wireless Network Name is a uniqgue name
that identifies a network. All devices on a network must share the same wireless
network name in order to communicate on the network. If you decide to change
the wireless network name from the default setting, enter your new wireless
network name in this field.

These settings are only for more technically advanced users who have sufficient
knowledge about wireless LAN. Do not change these settings unless you know
the effect of changes on the device.

Click Apply to save the settings.

3.3.1.2 MAC Filtering

Select MAC Filtering. The page shown in the following figure appears.
MAL ADDRLES

g Comaral mada, F anadias, pammEs Jooees T This routs fram host with MAL adsresas contaned n

Erteér the MAC addness of the manapement SLaton penmitted 10 Jotesd this route, and ek "Apply

1 Enable Access Control Mode

HAL Addrads

|fad| | Dot

Choose Enable Access Control Mode, and then click Add to add a MAC
Address as shown in the following figure.

MAL Address

Click Apply to finish.
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3.3.1.3 Security Settings

Select Security Settings. The page shown in the following figure appears.

WIHLLLES SLOURITY

Usa thig gacmian o2 sonfigura tha winalass paounty BSETROS for vour routar. Pisass nota that changes mads on thi saction
wil s maa T2 e dupleatad T your winalass clants and PC.

Saleck SSI0: Spasdy-TRAS0E »

T protedt your prwdly you QN Configore wirghess seturty Teatures. This devict Suppomts thise wreless seturty modes
nekiding: WEP, WRA 30 WRAZ, WEP i the sngngl winehess $1nvoton standacd, WIRA and WRAZ petvides 3 highes level
of seurty,

Sequrity Hode 1 WEF ol

If you choase thie WER sécunty pobon the disnce wil ONLY ooemate n Legacy Wineless mode (802.118/6).

WEP 5 The Wirsiegs enCIvROoN $ancand, To use K you must anter the same key(s) into the muter and the winsiess
FATorE. For &4 DT kays you muss enter 10 hex Cigits nto each ke Do For 128 DE keys you must enter 26 hex Jges
oo each kay Do, A hax digt § echer a numbar from 0 to @ o 3 ewer from A 1o F. For tha most securd usa of WER se;
e JUThenTICAtoN Ly T0 “Shared Kay™ when WEP & anabied.

Tou iy Biso enter any Dext S0 Nt & WEP key box. i which cide it wil be converted nto & Rexidecrnal key usng the
ASCH values of the chamecbéns. A maamum of 5 text characters can be entered for B4 bit keys, and b rrammutn of 13
characters for 128 bt keys.

WER ey Length 1| 62 bits(10 hax digits o 5 char) (%
Choose WEP Key: | >

WEP Koyl @ seean

WEP Kay2

WLP Kiyd ;|

H‘EFI:M::
Authentication :| Optn ~

Pleie take note of vour S5I0 & securtty Ky i you wil need to duphite the same serbrgd D2 your wingledd devides and

PL.
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Select the SSID that you want to configure from the drop-down list. Select the
encryption type from the Security Mode drop-down list.You can select None,
WEP, AUTO (WPA or WPA2), WPA Only or WPA2 Only.

If you select WEP, the page shown in the following figure appears.

IF o Eracsa tha WP gacurty nynas wea Beves wil OHLY spsmte n Lagasy Wirslass mosde (B02.110/G)

WEP & B wineiess eaLryolin fandand, To use £y St enter the sme kevls) rto the
L For A DR Ry w00 must 4atar Boh ey Dooc FOr 128 B Rivs v
il tO 9 ar 3 WITAr Bom A B3 F RO Bh Mo pedon
£ BUTREMTERTN Ty T8 "IN Kiy AEF 8 dnabigd

EP key bax, i which case B il

i & v o 5 bk Shainche cah be anbe

Wou iy gl eriter giy SEt irng nka
ARET) waikins ol b

Ll
chisnctans fot 130 bE kep

WEP Key Lengith @ 64 bits| 10 hax hots of 5 char] |
Chodse WEP ey i 1 &
WEP Kyl 2 senan
WEF Koyd -
WP Myl ¢
WL Keyd -
Autheiticition : | Open -

(2eety] (Concet]

Prage Lk % &l pius 5330

If you select AUTO (WPA or WPA2), WPA Only or WPA2 Only, the page shown
in the following figure appears.
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Click Apply to save the settings. For detailed configuration, you may refer to
3.2.3.2 Wireless Security.

3.3.1.4 WPS Settings

Select WPS Settings.This page is used to config WPS settings.
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The following table describes the parameters of this page.

State

Field Description
Choose to enable WPS function to set the following
Enabled
parameters.
Select SSID Select one SSID of the CPE.
Select the mode either Registar or Enrollee. When
Select Mode an AP or a station used Registar mode, the other
should use Enrollee mode.
When Configured state is selected, wireless
parameters (for example, the encryption password)
Configuration are provided by the CPE in WPS negotiation. When

Unconfigured state is selected, wireless
parameters are provided by the connecting user end
(for example, PC).

Push Button

Press the button, the CPE will connect the station
automaticlly.

Input Station PIN

You need to enter a pin the station which mode is
Enrollee Generate. Press the button to connect the
other with the pin.
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When Registrar mode is chosen, the following figure appears. In this condition,
only PIN button can be used.

Enabled :
Select SSID : | Speedy-TF4508 +
Select Mode : | Registrar v

Configuration State : | Configured %

Generate PIN : {2345670 Mew PIM
Pin Station : |PIN

WPS Session Status :

The following table describes the parameters of this page.
Field Description

Press the button to generate a pin used by the AP
and the station.

Generate PIN

PIN Station Press the button to connect the station with the pin.
WPS Session Display the session status.
Status

3.3.2 Port Forwarding

This function is used to open ports in your device and re-direct data through
those ports to a single PC on your network (WAN-to-LAN traffic). It allows remote
users to access services on your LAN, such as FTP for file transfers or SMTP
and POP3 for e-mail. The device accepts remote requests for these services at
your global IP address. It uses the specified TCP or UDP protocol and port
number, and redirects these requests to the server on your LAN with the LAN IP
address you specify. Note that the specified private IP address must be within the
available range of the subnet where the device is in.

Choose Advanced > Port Forwarding. The page shown in the following figure
appears.
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Click Add to add a virtual server.
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Select a service for a preset application, or enter a name in the Custom Server
field.

Enter an IP address in the Server IP Address field to appoint the corresponding
PC to receive forwarded packets.

The Ports show the ports that you want to open on the device. The TCP/UDP
means the protocol type of the opened ports.

Click Apply to save the settings. The page shown in the following figure appears.
A virtual server is added.
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PORT FORWARDING

Port Forwarding allows you to direct incoming traffic from the WAN side (identified by protocol and external port)to the
internal server with a private IP address on the LAN side. The internal port is required only i the external port needs to be
converted to & different port number used by the server on the LAN side. A maximum of 32 entries can be configured.

Select the service name, and enter the server IP address and click "Apply" to forward IP packets for this service to the
specified server. Mote: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port
Start or the External Port End changes, the Internal Port Start or Internal Port End zutomatically changes

accordingly.
Server Wan External Port Protocol Internal Port Server IP Schedule Remote
Name Connection Start/End Start/End Address Rule i
@ A‘;t"'e PVC:e/35 3000/3000 o 3000/3000 19216812  Always
Active
il W PVC:B/35 5670/5670 tep 5670/5670 192.168.1.2 Always
Activ
[F] W PVC:B/35 1777777 tep T77IITITT7 192.168.1.2 Always
Active
[F] W PVC:B/35 7000/7000 tep 7000/7000 192.168.1.2 Always

Since some applications are not compatible with NAT, the device supports the

use of a DMZ IP address for a single host on the LAN. This IP address is not
protected by NAT and it is visible to agents on the Internet with the correct type of
software. Note that any client PC in the DMZ is exposed to various types of

security risks. If you use the DMZ, take measures (such as client-based virus
protection) to protect the remaining client PCs on your LAN from possible
contamination through DMZ.
Choose Advanced > DMZ. The page shown in the following figure appears.
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Click Apply to save the settings.

3.3.4 SAMBA

Select Advanced > SAMBA.The page shown in the following figure appears.
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The following table describes the parameters of this page.

Field Description
Enable SAMBA Select the check box to enable the samba service
Workgroup Enter the name of your local area network (LAN).

) Enter your netbios name which is an identifier used
Netbios Name ) ) )
by netbios services running on a computer.

New SMB Enter your samba password for user root.
password

Retype new SMB Reconfirm your samba password here.
password

Enable USB Select the check box to support USB storage.
Storage

Enable Select the check box to allow anonymous users
Anonymous access.

Access

3.3.5 3G WAN Configuration

Choose Advanced > 3G WAN Configuration. The page shown in the following
figure appears.

T - | e [ e | e |~ I

Aok el

If you want to access the Internet through 3G connection, a 3G USB data card is
required. Connect the 3G data card to the USB interface of the Router and the
following will appear.
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Choose “ASd™, “EOT, o7 TDekete” w0 configure 35 WAN nTerfaces.

15 Sratud: Ready

Irfeerrc COMNECTTED
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Click Add to display the following figure. In this page, you can configure 3G

Internet connection.
65 INTERNET SETUP

This screen akywes vou B0 configure 3 36 Inbemaet condecton,

Fnakda 3G Sarviea @ 2]
Aiount @
Passwond - ssssaass
sal_Musmber =
APH 1| Imigenied
ombemand : [
Inactivity Tiweout @ 0
Backup delay time @ 60
Initiakration Delay bime = 20
Mode Switch Delay tme = 20
Backuptiechantsm @ | DSL M

Checking TP

[Seconds [D-65535])
[Beconds [0-6001)
(IF was sl some 3p donghe vl Be widugpored)

(IF so0 swal, some 3g dongle vl be uripporsed)
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The following table describes the parameters of this page.

Field

Description

Enable 3G Service

You may choose to enable or disable 3G service.

Account

Enter the account.

Password

Enter the password.

Dial_Number

Enter the dial number.

APN

Enter the access point.

OnDemand

You may choose to dial on demand.

Inactivity Timeout

Set the period without flow before disconnecting
3G connection. When 0 is set, 3G connection will
always be connected regardless of flow.

Backup delay time

Set the period before starting 3G dial after ADSL
disconnection.

Initialization Delay
time

Set the initialization time of 3G USB data card.

Mode Switch Delay
time

Set the time for the 3G USB data card to switch
from a storage device to a communication
device.

Backup Mechanism

When DSL is selected, 3G dial starts after DSL
disconnection. Usually DSL is selected.

When IPCHECK is selected, 3G dial starts when
DSL connection is established and the address
set in Checking IP address can not be pinged.

Checking IP address

It is an address for 3G detection. After DSL
dialup, if this address cannot be pinged, 3G dial
will be started.

Timeout (in sec.)

Set the ping timeout.

Period time (in sec.)

Set the interval between two times of ping.

Fail Tolerance

Set the allowed times of ping failure.

You may click Donglelnfo to view 3G network card information as shown in the
following figure.
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3G DONGLE TNFORMATION

DangleRariallumber : AR0036231451 188
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Click Pin Manage to enable the 3G PIN code as shown in the following figure.

THE 3G CONFIGURATION

This section alows you to configure the sim card pin code.

sim card's status is : 10ck disable

Enable PIN protect (5)

Enter PIN code: | | Remain times:3

Enter the applied PIN code in the Enter PIN code field, and then click Apply to
finish.

49



User Manual

You can disable the 3G PIN code as shown in the following figure.

sim card's status is ; 10ck enable

Disable PIN protect

Change PIN code
Enter PIN code: | | Remain tirmes:3

Applyl Cancel |

Select Disable PIN protect, and then click Apply to finish.
You can Change the PIN code as shown in the following figure.

sim card's status is : [ock enzble

Disable PIN protect

Change PIN code &

Enter current PIN code: . [Remain times: 3

Enter new PIN code: |

Confirm new PIN code: |

Applyl Cancel |

Enter current PIN code and a new one for twice, and then click Apply to finish.
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Note:

If a wrong PIN code is input continuously for three times, the PUK
code will be required to unlock the PIN code.

3.3.6 Parental Control

Choose Advanced > Parental Control. The Parent Control page shown in the
following figure appears.

TR - [ e | e | o |-

Hits o =l

This page provides two useful tools for restricting the Internet access. Block
Websites allows you to quickly create a list of all websites that you wish to stop
users from accessing. Block MAC Address allows you to control when clients or
PCs connected to the device are allowed to access the Internet.

3.3.6.1 Block Website

In the Parent Control page, click Block Website. The page shown in the
following figure appears.

RLOCK W SITF

This page alows v To Dinck webstes, ¥ enabiad, the webstes ETed hera will Do dersed access 70 CNCE Trving T0 Drmiwss
FaEr wanEa

[ A ][ Echt ] | Delete
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Click Add. The page shown in the following figure appears.

URL: hfp
[ Schedule : | #ways 88 es daibie Schedues

2 Mamual Schedube ©

Enter the website in the URL field. Select the Schedule from the drop-down list,
or select Manual Schedule and select the corresponding time and days.

Click Apply to add the website to the BLOCK WEBSITE table. The page shown
in the following figure appears.

SLOCK WEBSITE

The page abows wou 1o black webstes. IF enadied, the webdmes Boed heng wil be dened 300858 1o chants trhyng 10 browss
that webste.

UKL Schedule

] W KK ., ANE

Add || Ede || Delee
3.3.6.2 Block MAC Filter

In the Parent Control page, click Block MAC Address. The page shown in the
following figure appears.
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DLOHCK MAC BDDELSS

T of Dy Rastrictions — A marum of 18 enftriss can b2 configured

This page #dds 3 tme of day restricoon o 3 specal LAN device connecoed to the router. The “Curent PO MAC Address™
automatcaly deplays the MAC address of T LAM devioe whene the broveser & romnirg. To resnct angther LAH deeace, choc
the “0ther HAL Address™ button and enter the MAC address of the other LAN device. To find out the MAL address of 2
Windows-based PC open 3 commend geomps window and typee “pcontig [,

Mac Filtering Global Paloy:

(® BLACK_LIST ~Akiw o packets Bos DEMY those matching 3ny oF soeche rubs med
(5 WHITE_LIST Doy al packers but ALLOW those manching any of specfic ruls isted

[Apply ] [ Cancel

(] (€t (ooiee

Choose BLACK_LIST or WHITE_LIST, and then click Add. The page shown in
the following figure appears.

Uiy Mame ©
1 Cument PC's MACAd dress -
) drther HAL Addeess |

& Schedule ;| #hrayn ¥ ew 3y

) Manual Schedubs =

Enter the use name and MAC address and select the corresponding time and
days. Click Apply to add the MAC address to the BLOCK MAC ADDRESS

Table. The page shown in the following figure appears.
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3.3.7 Filtering Options

Choose Advanced > Filtering Options. The Filtering Options page shown in
the following figure appears.

L]
T rpETe ey
ey e
I = b e I R in

3.3.7.1 IPv4 Filtering

In the Filtering Options page, click IPv4 Filtering. The page shown in the
following figure appears. In this page, you may configure IPv4 firewall function.
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1Pv4 FILTER

g [P eraffic by specfmg a new fiter name and Bt least one

The seresn alows you to create & flter rule to dentify Heo
hi 7 oruke rruEt be sataled fir the rule o teke affest, bk "Agl™ o

(-l
e B achrate B

Hane Interface Infout Deefault actian Bytes  Phis Localf Farward
Add Filtar
1P Pritocol OrigiP) restipf
Enaksled Typs Action RejectType IompType  “y 0 OngPort © 0" DestPort Bytes Phis

Click Add Filter. The page shown in the following figure appears.

Mama:
Intwrface: AN bl
InfOut: In
Delsult action: Femal =
Local{Forwand; Local &

Enter the Filter Name and specify at least one of the following criteria: Interface,
In/Out, Default action and Local/Forward.
Click Apply to save the settings.

Note:
The settings are applicable only when the firewall is enabled.

Click Add Rule. The page shown in the following figure appears.
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Enabled:
Pritocok
Action:
RefjectType:
TempType:
angEPaddress:
ek

Pamit

ergSrtPoet O

varigl mifPrard :
destiPachiress;
desiHhask:

distStarifort: 0

destindiort: 0

|_ Ay || Cancal |

The following table describes the parameters of this page.

Field Description
Enable Tick in the box to enable a firewall rule.
Choose a protocol corresponding to the rule. You
Protocol
may choose TCP, UDP or ICMP.
The action when the rule is matched. Permit means
Action allowing the message to pass, Drop means
discarding messages without a reply, and Reject
means discarding messages with a reply.
Reject Type The type of message sent in a Reject action.
lcmp Type Type of ICMP messages
origlPAddress Original IP address
origMask Original address mask
origStart/End Port Original start/ end port, which is the original port
range
destIPAddress Destination address
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Field Description
destMask Destination address mask
dest Start/End Destination start/ end port, which is the original port
Port range

After setting the parameters, click Apply. The page shown in the following figure
appears.

LEEY Intarface T Dk Default action [y Ptz Local Forwand
10} Filter 1 WA n PonmE 255 3 Locy

[ Add Finer ][ €t Fiker | [ Delata Fiter

1P Protosol DrgiPy
Lnabded T Action RejectType empType aask

(O] o Panm I {151] i 0:0 a [}

Destify
Hask

OrgPort DestPort Bytes Phis

| asdRue || EocRule |[ Delote Rus |

3.3.7.2 Bridge Filtering

In the Filtering Options page, click Bridge Filtering. The page shown in the
following figure appears.This page is used to configure bridge parameters. In this
page, you can change the settings or view some information of the bridge and its
attached ports.
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BRIDGE FILTERING
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Dridge Fillering Global Polion

(%) ALLDW 2l packess but DENY thoge matching any of spectic nues lsted
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] [£t] [ atmte |
Click Add to add a bridge filter. The page shown in the following figure appears.

Pratesed Type! _|\'_'I|r.r1u Salaci) =
Destnation MALC Acdress:
Sourte AL Address:
Frams Direction; VWAN=>LaM =
T'nenlr!dulr._uh-l,l M ey Suplalie =iy
Waii miterfaoe: | select all miedace =

The following table describes the parameters of this page.
Field Description

Choose a third-layer protocol type for bridge filtering
Protocol Type from the drop-down list. You may choose PPPoE,
IPv4, IPv6, AppleTalk, IPX, NetBEUI or IGMP.
Destination MAC The MAC address of sendee of the message

Address
Source MAC The MAC address of sender of the message
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Field Description

Address

L Choose the sending direction as WAN to LAN or
Frame Direction

LAN to WAN.
Time schedule Choose the filtering strategy as always or never.
Wan interface Set an effective interface for the bridge filtering rule.

Click Apply to save the settings.

3.3.8 QoS Configuration

Choose Advanced > QoS Configuration. The QoS Configuration page shown
in the following figure appears.

N - [ o [ e [ e [~ I

A g el

3.3.8.1 QoS Global Options

In the QoS Configuration page, click QoS Global Options. The page shown in
the following figure appears.You can tick in the checkbox and then click Submit
to enable queuing operation.
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Enablie Queuing Operation [+

Submit || Refresh

3.3.8.2 QoS Queue Config

In the QoS Configuration page, click QoS Queue Config. The page shown in
the following figure appears. In this page, you can set QoS flow control.

Direction (30 Usdtredm(Lan «» Wan) O Dowestream{van = Lan)
Enable

= E

Ipstream Bandwidth ¢ Wheng [ s
Scheduling Strategy  SF % (s
Tnalds BEOPITEC Mark |

Enabile B02.1F Mark ]

[ Acd duaue |

The following table describes the parameters of this page.

Field Description
Direction Choose Upstream queue or Downstream queue.
Enable Tick in the box to enable queue.
Upstream Total bandwith for upstream flow
Bandwidth
Scheduling Scheduling algorithm of QoS queue
Strategy
Enable DSCP/TC You may tick in the box to permit DSCP/TC Mark.
Mark
Enable 802.1P You may tick in the box to permit 802.1P Mark.
Mark

After setting the parameters, click Add Queue to add a queue.
In the above page, when Upstream (Lan -> Wan) direction is chosen, you need
to configure the parameters in the following figure.
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Mumsber  Mame  Enable Precedence Egress Interface Operation

I wa3 & 1 WAl - [ Deee |

2 wad [ 2 Wl » [Datess |

3 was [ 3 i) - [ Dateen |

4 wos = 1 WAl -
E.EI-II:IiﬂI; ] l Fir.hn:fll |

When Downstream (Lan -> Wan) direction is chosen, you need to configure the
parameters in the following figure.

Husmtier Hame [Enabds Precedenoe Egress Interince Operation

1 DOWRL Q7 a LA w

z cewrios O E LAl - [ Dotese |

3 DOWELO # O 1 LAH - [ Deietn |

4 Dov_Q_ L [ 4 LA - |““_':'-"|
Sutiat | [ FRefrash

After modifying a queue, click Submit to enable the modification. Click Refresh
to refresh the queue.

3.3.8.3 QoS Classification

In the QoS Configuration page, click QoS Classification. The page shown in
the following figure appears.You can configure QoS queue rule.
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S CLASSIY CONFIG

[_Aod Classification Rue___|

Classify Classify
Classify Bumber Enable Classify Condition et 0 Operation

Source/Destriation MAC address - [
Erhemet Type - [Pvd

VLANID : -1
80038 : -1
Sonreey Destnation 1P . [Eaa]
1 1 address ¢ 81472240 e waa
SouscufDestination Misk : (255285 382, :

DSCP value = Do nok mark.
Protocol Type : Do not match
Sounce DO rande { 1=l
Dernamon port rnge : «1=1

Click Add Classification Rule. The page shown in the following figure appears.
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Input Interface  LAN "'
Source UG addness
Sounte MAC mask
803.1P Mot Match w
Sounte 1Pvd addness
Source subnct mask
Destination IPv4 address
Destination subnet mask
DSCP Chack  Mat Maich -
Protocol Type Mot Match =
SoAIrce part Fange
Detinatsan part range
Classily Quews  Unbound
DSOP Hark | Mot Mark L
The following table describes the parameters of this page.
Field Description
Classify Type Set the QoS rule type as Upstream or
Downstream.
Enable Tick in the box to enable this QoS rule.

Ip Protocol Type

Select the protocol type IPv4.

Input Interface

Based on the Classify Type, choose a WAN/LAN
interface.

802.1P

Choose a matched 802.1P VLAN priority.

DSCP Check

Choose a matched DSCP type.
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Field Description
Protocol Type Choose a protocol type matching with the QoS rule.
Classify Queue Choose a QoS queue for the rule.
DSCP Mark Set a DSCP Mark for this QoS rule.

You may click Edit to modify the existing classification rule.

3.3.9 Firewall Settings

A denial-of-service (DoS) attack is characterized by an explicit attempt by
attackers to prevent legitimate users of a service from using that service.
Port scan protection is designed to block attempts to discover vulnerable ports or
services that might be exploited in an attack from the WAN.
Choose Advanced > Firewall Settings. The page shown in the following figure
appears.
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TOF D - =
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Click Apply to save the settings.
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3.3.10 DNS

Domain name system (DNS) is an Internet service that translates domain names
into IP addresses. Because domain names are alphabetic, they are easier to
remember. The Internet, however, is actually based on IP addresses. Each time
you use a domain name, a DNS service must translate the name into the
corresponding IP address. For example, the domain name www.example.com
might be translated to 198.105.232.4.

The DNS system is, in fact, its own network. If one DNS server does not know
how to translate a particular domain name, it asks another one, and so on, until
the correct IP address is returned.

Choose Advanced > DNS. The page shown in the folllowin g figure appears.
SNEEEN - - — [ = - I

e e tan. -« P

If you are using the device for DHCP service on the LAN or using DNS servers on
the ISP network, select Obtain DNS server address automatically.

If you have DNS IP addresses provided by your ISP, enter these IP addresses in
the available entry fields for the preferred DNS server and the alternate DNS
server.

Click Apply to save the settings.

3.3.11 Dynamic DNS

The device supports dynamic domain name service (DDNS). The dynamic DNS

service allows a dynamic public IP address to be associated with a static host

name in any of the many domains, and allows access to a specified host from

various locations on the Internet. Click a hyperlinked URL in the form of
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hostname.dyndns.org and allow remote access to a host. Many ISPs assign
public IP addresses using DHCP, so locating a specific host on the LAN using the
standard DNS is difficult. For example, if you are running a public web server or
VPN server on your LAN, DDNS ensures that the host can be located from the
Internet even if the public IP address changes. DDNS requires that an account
be set up with one of the supported DDNS service providers (DyndDNS.org or
dlinkddns.com).
Choose Advanced > Dynamic DNS. The page shown in the following figure
appears.
N - e [ - | ~

Ay i il

Click Add to add dynamic DNS. The page shown in the following figure appears.

DOWS. provider ¢ | DynDHE og =
Hostrame ©

Intarface ;| FVC

=
£l

Issrriama =

Passwod

[ Zeely | [ Sancel |

The following table describes the parameters of this page.
Field Description

Select one of the DDNS registration organizations

DDNS provider
P from the down-list drop. Available servers include
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Field Description

DynDns.org and dlinkddns.com.

Enter the host name that you registered with your

Host Name . .

DDNS service provider.
Username Enter the user name for your DDNS account.
Password Enter the password for your DDNS account.

Click Apply to save the settings.

3.3.12 Network Tools

Choose Advanced > Network Tools. The page shown in the following figure
appears.

N - | | e | e |

Hilswme onl
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3.3.12.1Port Mapping

Choose Advanced > Network Tools and click Port Mapping. The page shown
in the following figure appears. In this page, you can bind the WAN interface and
the LAN interface to the same group.
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Click Add to add port mapping. The page shown in the following figure appears.
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1. Deiter the Gross rame and sk prarfioss fom the el riefics It ind add & to the grouped nterface Bt wng
e araw bubbend b Srapte the réduired magang of the parls, The grdup ne rust be ungus,

2Ol "Appl” Butan ta make the changes effective mmedatel.

Group Hanves
Grouped Interfaces awallable Interfaces
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The procedure for creating a mapping group is as follows:
Step 1  Enter the group name.
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Step 2  Select interfaces from the Available Interface list and click the <-
arrow button to add them to the grouped interface list, in order to

create the required mapping of the ports. The group name must be
unique.

Step 3  Click Apply to save the settings.

3.3.12.2IGMP Proxy

Choose Advanced > Network Tools and click IGMP Proxy. The page shown in
the following figure appears.

IGHP PROXY
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(] PYCEI37
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IGMP proxy enables the system to issue IGMP host messages on behalf of hosts
that the system discovered through standard IGMP interfaces. The system acts
as a proxy for its hosts after you enable it.

The following table describes the parameters of this page.

FastLeaving

Field Description
Enable The device preserve IP address field of the IGMP
packets when sent in upstream direction to the
PassThrough
DSLAM
Enable the IGMP user disconnected from particular
Enable

multicast group immediately without performing the
verification procedure with IGMP GSQ messages.

General Query
Interval

The device will send query messages to check
IGMP user periodically. The unit is second.

General Query
Response Interval

The device waits for the IGMP user’s replying. The
unit is 100 * millisecond.

The device will send multicast group query message

Group Quer
P Query to check if the IGMP user is still alive. The unit is
Interval

second.
Group Query The device waits for the IGMP user’s replying. The
Response Interval | unitis 100 * millisecond.
Group Query This parameter specifies how many times that the
Count device sends the multicast group query message.

Last Member
Query Interval

When the last member left, the device sent the
query messages periodically. The unit is second.

Last Member
Query Count

This parameter specifies how many times that the
device sends the query message.

Click Apply to save the settings.

3.3.12.3IGMP Snooping

Choose Advanced > Network Tools and click IGMP Snooping. The page
shown in the following figure appears. When IGMP Snooping is enabled, the
multicast data transmits through the specific LAN port which has received the
request report.
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3.3.12.4UPnP

Choose Advanced > Network Tools and click UPnP. The page shown in the
following figure appears.

Unkeersal Plug and Py (UPAR) sussorts peento-peer P and Py functanaity far netwark devices.

= Fnakde UFnF
WaN Connection @ | FVEE0E >

AN Comnesction | el

In this page, you can configure universal plug and play (UPnP). The system acts
as a daemon after you enable UPnP.

UPnP is used for popular audio visual software. It allows automatic discovery of
your device in the network. If you are concerned about UPnP security, you can
disable it. Block ICMP ping should be enabled so that the device does not
respond to malicious Internet requests.

Click Apply to save the settings.
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3.3.12.5ADSL

Choose Advanced > Network Tools and click ADSL. The page shown in the
following figure appears.
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[F'FFlr-':
In this page, you can select the DSL modulation. Normally, you can remain this

factory default setting. The device negotiates the modulation mode with DSLAM.
Click Apply to save the settings.

3.3.12.6 SNMP

Choose Advanced > Network Tools and click SNMP. The page shown in the
following figure appears. In this page, you can set SNMP parameters.
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Click Apply to save the settings.

3.3.12.7TR-064

Choose Advanced > Network Tools and click TR-064. The page shown in the
following figure appears. In this page, you can enable the TR064 service.

TROG4 CONFTGURATION

This page & wead to configure tha TROG4 protocol

[] Enable TROGA

3.3.12.8 TR-069

Choose Advanced > Network Tools and click TR069. The page shown in the
following figure appears. In this page, you can configure the TRO69 CPE.
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Click Apply to save settings.

3.3.12.9Certificates

Choose Advanced > Network Tools and click Certificates. The Certificates
page shown in the following figure appears.

Trustad CA cerifiestes ¥e used by you Lo virdy Seey’ cenficited

Trustnd L'..ﬁ-

Click Trusted CA button to import a certificate.
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CERTIFICATES -- TRUSTED CA
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cart Q=Gings Tekfonica/O=THE/ST=AT... st sigrad cRrteic...

Click Input Certificate button to import a certification.

Note:
You can input a certificate after deleting the existing certificate.
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3.3.12.10 Printer

Choose Advanced > Network Tools and click Printer. The Printer page shown

in the following figure appears. In this page, you can enable/disable printer
support.
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3.3.13 Routing

Choose Advanced > Routing. The page shown in the following figure appears.
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3.3.13.1Static Route

Choose Advanced > Routing and click Static Route. The page shown in the
following figure appears. This page is used to configure the routing information.
In this page, you can add or delete IP routes.

STATIC ROUTE

Erter the destraton netmank 3O50e, Subnet madk, gateway ANDYOR svalable WAl rrerface then chik "Apoly™ 1o add the
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Click Add to add a static route. The page shown in the following figure appears.

Destination Metwork Sddress =
Subnet Mask :

s Priterface - FVC 005 -
Uisa Cateway 1P Addness =

[#pety | | concal |

The following table describes the parameters of this page.

Field Description
Destination Network | The destination IP address of the router.
Address
Subnet Mask The subnet mask of the destination IP
Use Interface The interface name of the router output port.
Use Gateway IP Address The gateway IP address of the router.

Click Apply to save the settings.

3.3.13.2Policy Route
Choose Advanced > Routing and click Policy Route. The page shown in the
following figure appears. The policy route binds one WAN connection and one

LAN interface.

Click add, the page shown in the following figure appears.

80



User Manual

WAl Conmection | B/ 235 Ly

LA Conmection | sthemstl =

3.3.13.3Default Gateway

Choose Advanced > Routing and click Default Gateway. The page shown in
the following figure appears. You may assign a default gateway for the router to
use first.

Hars & Az gnad tha Defauk Gataway the router will usa which WAH reefacs you ARRDS et Chek “Apph” Button to Eave

Assignad the Dataulk Gakaway @ PUVCEZE -

[Besty] [ ancel |

Click Apply to save the settings.

3.3.13.4RIP

Choose Advanced > Routing and click RIP Settings. The page shown in the
following figure appears. This page is used to select the interfaces on your device
that use RIP and the version of the protocol used.
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If you are using this device as a RIP-enabled device to communicate with others
using the routing information protocol, enable RIP and click Apply to save the
settings.

3.3.14 Schedules

Choose Advanced > Schedules. The page shown in the following figure

appears.
SCHEDILES

chedde abows you T create schedulng ndes Do be apaked for your frewal

Handmam riumber of schedule nules: 20

Rube Hame Fun Men Twe Wed Tha Fd Sat Slart Tinme Flop Ume

Click Add to add schedule rule. The page shown in the following figure appears.
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Bamae =
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Click Apply to save the settings.

3.3.15 DLNA

Choose Advanced > DLNA. The page shown in the following figure appears. In
this page, you can choose to enable DLNA and click Apply.

H A

Yo can Enabke or Dabk DLHA Rare,

Enalbibe DUA, 1 [

Cancel

3.3.16 Logout

Choose Advanced > Logout. The page shown in the following figure appears. In
this page, you can log out of the configuration page.
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3.4 Management

In the main interface, click Management tab to enter the Management menu as
shown in the following figure. The submenus are System Management,
Firmware Update, Access Controls, Diagnosis, Log Configuration and

Logout.

3.4.1 System Management

Choose Management > System Management. The page shown in the following

figure appears.

N - e [ e [ e | -

Eananrneni

SerTimags Dile R Srpnm

In this page, you can reboot device, back up the current settings to a file, update
settings from the file saved previously and restore the factory defaults.

The buttons in this page are described as follows.
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Field Description
Reboot Click this button to reboot the device.
Backup Setting Click this button to save the settings to the local hard

drive. Select a location on your computer to back up

the file. You can name the configuration file.

Update setting Click Browse to select the configuration file of device
and then click Update Settings to begin updating the

device configuration.

Restore Default | Click this button to reset the device to default settings.

Setting

Note:

Do not turn off your device or press the Reset button while an
operation in this page is in progress.

3.4.2 Firmware Update

Choose Management > Firmware Update. The page shown in the following
figure appears. In this page, you can upgrade the firmware of the device.

Y - R
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To update the firmware, take the following steps.
Step 1 Click Browse...to find the file.

Step 2 Select Click Config.

Step 3  Click Update Firmware to copy the file.
The device loads the file and reboots automatically.

Note:

Do not turn off your device or press the Reset button while an
operation in this page is in progress.

3.4.3 Access Controls

Choose Management > Access Controls. The Access Controls page shown
in the following figure appears. The page contains User Management, Services
and IP Address.
T - | — ] — [ -

Elnagrrmend

3.4.3.1 Account Password

In the Access Controls page, click Account Password. The page shown in the
following figure appears. In this page, you can change the password of the user
and set time for automatic logout.
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You should change the default password to secure your network. Ensure that you
remember the new password or write it down and keep it in a safe and separate
location for future reference. If you forget the password, you need to reset the
device to the factory default settings and all configuration settings of the device
are lost.

Select the Username from the drop-down list. You can select admin, user or
support.

Enter the current and new passwords and confirm the new password to change
the password. Click Apply to apply the settings.

3.4.3.2 Services

In the Access Controls page, click Services. The page shown in the following
figure appears.
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In this page, you can enable or disable the services that are used by the remote
host. For example, if telnet service is enabled and port is 23, the remote host can
access the device by telnet through port 23. Normally, you need not change the
settings.

Select the management services that you want to enable or disable on the LAN
or WAN interface. Click Apply to apply the settings.

Note:

If you disable HTTP service, you cannot access the configuration
page of the device any more.

3.4.3.3 IP Address

In the Access Controls page, click IP Address. The page shown in the following
figure appears.
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In this page, you can configure the IP address for access control list (ACL). If ACL
is enabled, only devices with the specified IP addresses can access the device.
Tick Enable Access Control Mode to enable ACL.

Note:
If you enable the ACL, ensure that IP address of the host is in the ACL
list.

To add an IP address to the IP list, cick Add. The page shown in the following
figure appears.

I Address ©
| Apply Cancal

Click Apply to apply the settings.

3.4.4 Diagnosis

Choose Management > Diagnosis. The Diagnosis page shown in the following
figure appears. The page contains DSL Test and Traceroute.
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Hanagrmeni
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3.4.4.1 DSL Test

In the Diagnosis page, click DSL Test. The page shown in the following figure
appears. In this page, you can test your DSL connection.

DAGHTSTICS

Thi: CEL routier €3 Best pour D81 corviction, The ndedual tests ane isted befow. IF 2 st deplye 2 Bl status, chek the
"Ruf Dagnaste Tast™ buthon 3030 0 maks furg The Sl Situs & Consstent,

WA Conmechion Py 835 w I Run Cragnostic Tests I

Click Run Diagnostic Tests. After testing, the following figure appears.
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CLAGHOSTICS

Thi BEL routbér £an best your DSL connecton. The rdhadusl ests Soe leted below. IF 3 test desbive 3 fal satus, chk the
"Run Dagnaste Tast™ bothon S5 Bo make sosd the fl s5akus 8 Sondstent,

WAN Connection | BvE 104 w |  PRun Diag Tosts |
Test your LAN 1 Connection FAIL
Test waur LAN 3 Connactian FAIL
Test your LAN 4 Connectian FAIL
Test your Wirekess Connection PASS
Test ADSL Synchronization FAdL
Test ATH OAM F5 Segerent Loopback FAIL
Test ATH OAM F5 [nd-to-and Leophack FAIL
Test ATH OAM F4 Segment Loaphback FAIL
Test ATH OAM F4 End-to-end Loophack FAIL
Ping Default Gateway FAIL
Ping Primary Damain Name Senner FAIL

3.4.4.2 Traceroute

In the Diagnosis page, click Traceroute. The page shown in the following figure
appears. In this page, you can determine the routers on the Internet by sending
packets.
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TRACTROUTT DLAGHOSTS
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Click Traceroute to begin diagnosis. After finish, the page shown in the following
figure appears.

Tranceroute Statu3: Traceroute has finished
traceroute to 182.168.1.1 (182.168.1.1), 30
hops max, 38 byte packets

1 homestation (192.168.1.1) 0.000 ms
0.000 ms 0.000 ms

3.45 Log Configuration

Choose Management > Log Configuration. The System Log page shown in
the following figure appears.
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This page displays event log data in the chronological manner. You can read the

event log from the local host or send it to a system log server. Available event

severity levels are as follows: Emergency, Alert, Critical, Error, Warning, Notice,

Informational and Debugging. In this page, you can enable or disable the system

log function.

To log the events, take the following steps.

Step 1  Select Enable Log check box.

Step 2  Select the display mode from the Mode drop-down list.

Step 3  Enter the Server IP Address and Server UDP Port if the Mode is set
to Both or Remote.

Step 4  Click Apply to apply the settings.

Step 5  Click View System Log to view the detail information of system log.

3.4.6 Logout

Choose Management > Logout. The page shown in the following figure appears.
In this page, you can log out of the configuration page.
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3.5 Status

In the main interface, click Status tab to enter the Status menu as shown in the
following figure. The submenus are Device Info, Wireless Clients, DHCP
clients, Logs, Statistics, Route Info and Logout. You can view the system

information and monitor performance.

3.5.1 Device Info

Choose Status > Device Info. The page shown in the following figure appears.
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DHCP Server: Enabie

The page displays the summary of the device status. It includes the information
of firmware version, upstream rate, downstream rate, uptime and Internet
configuration (both wireless and Ethernet statuses).
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3.5.2 Wireless Clients

Choose Status > Wireless Clients. The page shown in the following figure
appears. The page displays authenticated wireless stations and their statuses.

wa

3.5.3 DHCP Clients

Choose Status > DHCP Clients. The page shown in the following figure appears.
This page displays all client devices that obtain IP addresses from the device.
You can view the host name, IP address, MAC address and time expired(s).

Y - (o [ e [ e [~

L FIE

3.54 Logs

Choose Status > Logs. The page shown in the following figure appears. This
page lists the system log. Click Refresh to refresh the system log shown in the
table.
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3.5.5 Statistics

Choose Status > Statistics. The page shown in the following figure appears.
This page displays the statistics of the network and data transfer. This
information helps technicians to identify if the device is functioning properly. The
information does not affect the function of the device.
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3.5.6 Route Info

Choose Status > Route Info. The page shown in the following figure appears.
The table shows a list of destination routes commonly accessed by the network.
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3.5.7 Logout

Choose Status > Logout. The page shown in the following figure appears. In this
page, you can log out of the configuration page.

B g g

3.6 Help

In the main interface, click Help tab to enter the Help menu as shown in the
following figure. This section provides detailed configuration information for the

device. Click a wanted link to view corresponding information.
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fce Statement and WarninG

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause interference to radio or
television reception, which can be determined by turning the equipment off and then on, the user is
encouraged to try to correct the interference by one or more of the following measures;-

Reorient the receiving antenna.

. Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

. Consult the dealer or an experienced radio/TV technician for help.

MODIFICATIONS NOT EXPRESSLY APPROVED BY THE MANUFACTURER COULD VOID THE USER
AUTHORITY TO OPERATE THE EQUIPMENT UNDER FCC RULES

This device complies with part 15 of the FCC Rules.Operation is subject to
the following two conditions:(1)This device may not cause harmful
interference,and (2)this device must accept any interference received,
including interferecce that may cause undesired operation.

This equipment complies with FCC's and IC's RF radiation exposure limits set forth for
an uncontrolled environment. The antenna(s) used for this transmitter must be installed
and operated to provide a separation distance of at least 20 cm from all persons and
must not be collocated or operating in conjunction with any other antenna or transmitter.
Installers must ensure that 20cm separation distance will be maintained between the
device (excluding its handset) and users.





