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5 PROGRAMMING & CONFIGURATION

5.1 Overview

Configuration of the Digital Mobile Radio is performed using the Windowsa -based DMR-25 Program

software application running on an IBM& compatible PC connected via an RS-232 port (RJ-11) to the
DMR-25. Thismanual documents the procedures for installing the DMR-25 programmer and its

operation.

5.2 Getting Started

5.2.1 System Requirements

The minimum system requirements for operation of the DMR-25 Program software application are given

inTable5-1.
Table 5-1 System Requirements
Component Minimum Recommended
Computer 80486 Intel Pentium at 100 MHz
Operating system Windows 95 Windows 95/98/NT
RAM 8 Mb 16 Mb
Hard disk free space 1.5Mb 10 Mb
Display type VGA Super VGA

Display resolution

640 x 480 pixels

1024 x 768 pixels

5.2.2 Making a Backup Copy of the DMR-25 Programmer Disk

The DMR-25 Programmer may be supplied either on diskette or on CD ROM. To prevent accidental
erasing or overwriting of files, make awrite-protected backup copy of the DM R-25 Programmer floppy

disk prior to installation if the software was provided on diskette.

5.2.3 Installing the DMR-25 Programmer Software

The following steps assume that the DM R-25 Programmer Softwareis being installed from aCD ROM or
adiskette drive A\ on to ahard drive.

Toinstall the DMR-25 Programmer Software application:

1. Start Windows.
2. If anolder version (TMP) isaready installed, uninstall it using the uninstall utility.

3. Placethe DMR-25 Programmer distribution diskette #1 in afloppy disk drive onthe PC or if the

softwareis supplied on CDROM, insert the CD in the CDROM drive.

AMX-MA-00657 Issue: 1.02 (USA)
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4. Run Windows Explorer, and with it display the contents of the CD drive or floppy drive in which the
installation mediais|ocated.

5. Double-click onthefile “setup.exe’ to commence the installation. If there are multiple disk images on
the CD, it will be located in the directory labeled “Disk1”. On afloppy it will be atop-leve file.

6. Follow theinstructions given by the Setup dialog boxes.

If installation problems occur, contact the supplier.

5.2.4 Starting DMR-25 Programmer for the First Time
To start the DMR-25 Programmer, select the DMR-25 Programmer icon from the Start | Programs menu.

The DMR-25 Programmer main window will appear as shown in Figure 5-1.

S - 5 e ey - s i B
Fla Conlguw Progas Mo el

131 | |
For Help, prissa F1
Mstart| | o B - P s SR ETHESE s

Figure5-1 DM R-25 Programmer Main Window

5.2.5 Connecting the Programmer to the Transceiver Module

To connect to aDMR Transceiver module:

1. A programming cable (Westel Part number CB-02272) isrequired. Connect the PC communications

port to be used to the required DMR-25 Transceiver Module RJ-11 serial port connector using the
programming cable.

2. Using the procedure given in Section 3.1, Serial Communications, set the PC communications port used
to connect to the DMR.
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The DMR-25 Programmer is now ready to read or write data to or from the DMR-25 module.

5.2.6 Getting Help

The information contained in this manual is available as on-line help as part of the DMR-25 Programmer.

To get help on the DM R-25 Programmer, from the main menu click on the Help pull-down menu and
select Contents, Search or Index as required.

5.2.7 Running the DMR-25 Programmer

There are many configuration options available to the user, some of which depend on the hardware options
installed. Other parameters are operational such as the desired receive and transmit operating frequency
and channel number.

Once the DM R-25 Programmer isinstalled, the Main Screen provides access to the following dial og boxes:

File: Generate a Newfile, Open an existing file, Save, and Save As. Other options allow
the user to Print, Get and Send data.

Configure:  Serial Comms for selection of Serial Port, Modem Commands and Exit Binary
Mode. See Section 3, Configuring Communications.

Program: Allows user to edit DM R-25 transceiver data using Radio Wide Settings, Channel
Table, Tone Remote Settings, Encryption Settings, Squelch Groups, License Features and
Change Passwor d.

Phone: Givesthe user the ability todial up over amodem to connect to the Transceiver, and
also hang up when the programming is complete.

Hdp: Supplies user with on-line help documentation through Contents, Sear ch,
Using Help and About DMR-25 Programmer .

Initial or existing configuration data can be obtained in the following ways:

File| Open: opensapreviously saved file (Will prompt user to save before overwriting currently
opened file).

File| Get: getsthe current file from a DMR-25 Transceiver Module (Will prompt user to save
before overwriting open file).

File| New: creates anew file viauser input dialog boxes.

It ispossible to send DMR-25 Transceiver datato the transceiver module by using the File | Send option.

Note that the DM R-25 programmer will reboot the transceiver modul e after sending the programming
information in order to invoke the new configuration.
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5.2.8 Upgrading From TMP to DMR-25

The DMR-25 programmer has new features not availablein the TMP programmer. If DMR-25 is used to
upload channel table data which was programmed into atransceiver with TMP, the data elements

describing the new features will be uninitialised, and may need manual editing afterward. By following the
procedure below you can avoid the need for manual editing when upgrading to DM R-25.

DMR-25 Upgrade procedure:

Step 1 - Transceivers with channel tables which were programmed with TMP should be read back with
TMP and the BCF file saved to disk. Y ou can skip this step if you already have a saved BCF file.

Step 2 - Load the BCF fileinto DM R-25 using the File->Open menu items. When loading thefile, the
DMR-25 will set the new features to the default (disabled) state. The new features, in the Channel Settings
dialog are: Channel Name, Squelch System, Squelch Group, CDCSS Invert, Autosense TX, Courtesy
ToneTail. See section 54.1.

Step 3 - If you wish to use any of the new features, update their settingsin the Channel Settingsdialog .
Particularly check the PTT Delay setting if you enableit, because the format has changed.

Step 4 - The BCF file is now ready to be written back to the Transceiver, or saved to disk.

AMX-MA-00657 Issue: 1.02 (USA) Page 6



Installation and Operator Handbook Programming and Configuration

5.3 Configuring Communications

The Configur e pull-down menu allows the DMR-25 programmer to control the PC's serial port and
interface to amodem if desired.

5.3.1 Serial Communications

To set or select the communications port, from the main menu activate the Configur e pull-down menu and
select Serial Comms. The Serial Comms dialog box will appear as shown in Figure 5-2.

Select desired port and click OK.

There may be an instance where the serial port is required by another PC application. If so, click

REL EA SE so that the other application may use the serial port, without needing to quit the DMR-25
Programmer.

NOTE
Some functions within the DMR-25 Programmer will not work correctly
without serial communicationsto the transceiver. If in doubt, leave the

serial communication port connected to the DMR-25 Programmer.

Configure Serial Comms |

—COM Optionsz:

Eurt:| COM1 _'_l| Heleaze I

Cancel |

Figure5-2 Serial Comms Dialog Box
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5.3.2 Modem Communications

Consult your modem manual to determine what it requires for initialisation string, dial string, and hangup
string. To set the modem commands used by the DM R-25 Programmer, select the Configur e pull-down
menu and select Modem Commands. The Modem Commands dialog box will appear as shown in

Figure 5-3.

Init: The modem initialisation string stores parameters to configure the modem after power up.

Dial: The modem command required before dialing a number.

Hangup: The command required to hangup the modem.

Modem Commands i

. -
Dial |atdt | ﬂl

Hangup ||ath |

— Commands

Figure 5-3 Modem Commands Dialog Box

5.3.3 Exit Binary Mode

Configure/Exit Binary Mode: When issuing aFile/Send or File/Get command, the PC to DMR-25
communication mechanism on the DMR uses abinary mode. On afailed File/Send or File/Get order, the

DMR may beleft in binary mode. The Configure/Exit Binary Mode menu item will, when selected,
force

the DMR back into normal operating mode.
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5.4 Programming The Radio

5.4.1 Radio Wide Settings

The Radio Wide Settings dialog box is accessed via Program | Radio Wide Settings. Thisdialog box
contains general DMR-25 Transceiver parameters as shown in Figure 5-4.

| P address and netmask parameters for the ethernet interface (future option).
Front panel audio enable and volume adjustment.
NOTE

This parameter adjusts the audio levels sent to the transceiver front panel RJ45 connector.
Settings made here will have no effect on audio sent to any front panel speaker that isan
integrated part of any DMR radio.

Hadio Wide Satings

: o ,“ |'_] . [’_l u : u F Audio Cancel
: DI:H: I:I [ | AudioLevel

A etm

Figure 5-4 Radio Wide Settings Dialog Box

The radio wide settings of the currently open file will be displayed.

Toenter |P Configuration parameters: (Future Option)

Thisfunction is not currently available but will beincluded in future releases of the radio software
package.

1. ThelP configuration is required whenever the DMR is connected to a LAN using the ethernet facility
on the Interface Module.

2. Point the cursor to a cell where the change isrequired, click and enter the new parameter. The cursor in
the cell will flash when selected. The cells can be highlighted in sequence using the <Tab> key.

Toenter Front Pand Audio parameters:

1. Audio On or Off. Point and click as required to enable or diseble audio output to the DMR-25 front
panel audio connector.

2. Audio Level. Click the up or down buttons to select an audio volume level from 0 to 10.(maximum)
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If the settings are acceptable, click OK, otherwise click Cancel to close the General Settings dialog box
and the current configuration will not be changed.

Help: Provides accessto On-line help for the General Settings dialog box.
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5.4.2 Channel Table

To enter the Channel Table, from the main menu activate the Program pull-down menu and sel ect
Channel Table. The Channel Table dialog box will appear as shown in Figure 5-5.

The table window lists the currently configured channels for the DMR-25 Transceiver. These channelsare

sorted in ascending order of the channel number. Listed functions are:

Add: To add anew channel configuration, click ADD and the Channel Settings Dialog Box appears.

Delete: To delete acurrently configured channel, highlight the desired channel (left mouse button click on

the channel name) and click DELETE. Several channels may be deleted in one operation, if required.

Copy: To copy aconfigured channel, highlight the desired channel (left mouse button click on the channel
name) and click COPY. The Copy Channel Dialog Box appears. Enter the new desired channel number
and click OK. If the desired channel number already exists, anew Copy Channel Dialog Box appears
asking if you want to replace the existing configured channel. Click YESto do so. At any stage click

CANCEL to exit the Copy Channel function and return to the Channel Table Dialog Box. The new

channel appearsin the Channel Table Dialog Box.

Edit: To edit an existing channel, highlight the required channel (left mouse button click on the channel
name) and click EDIT or double click the left mouse button. The Channel Settings Dialog Box appears

and the channel parameters may be changed.

Close: This closesthe Channel Table and returnsto the Main Entry Screen of the DM R-25 Programmer.

Channel Table

000 "TEST" Wideband Analogue Repeater

001 "TEST" Wideband Analogue Repeater
002 "TEST" Project 25 Repeater

Add

Delete |
Copy |
Edit |

Close |

Figure 5-5 Channel Table Dialog Box

To enter the Channel Settings, either Edit an existing channel or Add a channel from the Channel Table

Window. The Channel Settings dialog box will appear as shown in Figure 5-6.

The channel settings for the selected channel will be displayed in this dialog box.
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Channel Settings

—Channel Selection —— [ Scan Channels

Channel Hame Mumber
|h:hanunu | |n

e
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=

Cancel
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—Channel Type —‘

* Figed ( Scan
- Fized Channel

=
wop =
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Mode Control [
[Ropostor ][ Locat ] | ([ Configuabion | Tmers )
req z * - ai
Signal Type  Bandwidth [136.000 | [NONE |- CET - S
|Analngue _'_i” Widebhand ;" HAD I:Ij 2
! PTT Timeout
Stsabloh Sstom [ | reoess 0 B
CTCSS _'_i -~ Courtesy Tone -
- Transmit Configuration 0.00 -| Tail (sec)
oL . :
EHUEILTIOTp Group | | Freq [MHz]  CxCSS (L
| _|| [ Enable |133_|]|]|] | |NIJNE H |Nune ;“ Tone
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NDNE EN = [ﬁ‘ Analog € Digital | 5 tneip
Power

Figure 5-6 Channel Settings Dialog Box

Channel Selection

Channel Name: The name of the selected channel is shown in the Channel Name window. The channel

name can be changed by overwriting the existing name in the window. The name is limited to 8 characters
in length.

Channel Number: The channel number is displayed in the Channel Number window. When achannel is

created with the Add command, a sequential default channel number appears here and may be edited. The
channel number of established channels may not be edited.

Channd Type

A channel can function as either a Fixed Channel or a Scan Channel. A Fixed Channel isa“real” channel
used to transmit and receive voice messages. A Scan Channel holds alist of Fixed Channels through
which the radio will scan in receive mode. The channel typeis selected by clicking the “Fixed” or “ Scan”
radio button in the “ Channel Type” box.

Fixed Chann€l
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Mode Click asrequired to select the operating mode for the channel between basestation and
repeater. Inrepeater mode, all valid inbound signals are repeated on the outbound channel. In base-
station mode, valid inbound signals are not repeated.

Control: There are four functions/options that may be sdected, Local control, Tone control, Line
control and None.

Local control: isviaa DTMF microphone connected to the DMR-25 Transceiver Module audio

connector elsewhere thisis described as the front panel connector. DTMF tones can be used to
configure/control the radio.

Tone contral: isviaan industry standard tone remote control unit connected to the DMR-25
Interface Module line connector. Tone remote tones are used to control the radio.

Line control: usesthe rear panel audio port for control but disablestone remote signalling. When a
4-wireinterfaceis used, control is achieved by E+M signalling. When a2-wire interface is used,
the radio is capable of making and receiving PSTN calls. Inthismode call setup, dialing and
cancellation is controlled by the subscriber radio using DTMF or Project 25 signalling.

None: no control option isactive.
NOTE

Control options are only available on DMR-25 Radios fitted
with a controller module. Control optionswill be ignored by
radios which are fitted with the Timing Module as a
replacement for a Controller Card.

Signal Type: Select the channel mode from thelist of Analog, Project 25 and Autosense modes.

Bandwidth: This setting determines the peak deviation of the transmitted signal, and the channel
bandwidth used in the receiver. Select the required channel bandwidth from thelist, to set
wideband or narrowband analog or autosense operation. Wideband operation should be selected
for use with analog systems employing 25 kHz or 30 kHz channel spacing. Narrowband operation
should be selected for use with analog systems employing 12.5 kHz or 15 kHz channel spacing.

Squelch System: Select the type of anal og squelch required between CTCSS and CDCSS.

Group Enable When selected, the squelch system selection is disabled and a Squelch Group is
required.

Squelch Group: Select from alist of Squelch Groups, which are defined in Program/Squelch
Groups see section 4.5 Squelch Groups. The Squelch System will determine which analog
squelchisused in asquelch Group.

Link Radio: Select to enable the Transceiver Module for cross-band and cross-mode operation.
This selection will be disregarded by the transceiver if it is not licensed to support Link Radio. See
Section 4.6 License Features.

Enable Front Pand PTT: Select to permit transmissions to be made from the microphone
connected to the DM R-25 Transceiver Module Front Panel audio connector.

NOTE
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Link Radio cannot be selected when Enable Front
Panel PTT isenabled and vice-versa.

Half Duplex: When half-duplex mode is selected, the receiver is disabled when transmitting and
vice-versa. Half-duplex operation isonly available in base-station mode.

Receive/Transmit Configuration

Freg (MH2z): Enter the receive and transmit frequency for the selected channel. Note that the VHF
radio frequencies can be set to 1Hz precision. However for the UHF radio, entered frequencies are
internally rounded to amultiple of 5.0 kHz or 6.25 kHz (whichever is nearer) regardless of what is
displayed or entered in the frequency dialog.

When the DMR is operated in full duplex (simultaneous reception and transmission) isolation is
required between the receive and transmit signals to ensure that the receiver is not de-sensed by the
transmitter. Theisolation is generally provided by a separate antenna or external RF combining
network. Table 5-2 and Table 5-3 show the minimum and recommended isolation levelsfor VHF

and UHF-Lo respectively.

Table 52 VHF Receive/Transmit Spacing

Receive/Transmit Spacing Minimum Recommended Isolation
Isolation
<600 kHz - Not recommended
600 kHz to 1 MHz 85dB >100 dB
1 MHz to 2.5 MHz 70dB >80 dB
>2.5 MHz 60 dB 80 dB

Table 5-3 UHF-L o Receive/Transmit Spacing

Receive/Transmit Spacing Minimum Recommended Isolation
Isolation
<600 kHz - Not recommended
600 kHz to 1 MHz TBA TBA
1 MHz to 2.5 MHz TBA TBA
>2.5 MHz TBA TBA

Dueto harmonics of internal clocks and oscillators degradation of receiver sensitivity may be

experienced on the following specific frequencies, and these frequencies should therefore be
avoided:

140.000000 MHz, 150.000000 MHz, 157.287500 MHz, 160.000000 MHz and 170.000000 MHz.

NAC (Network Access Code). For Project 25/ Autosense operation select the NAC as required,
using hexadecimal (Hex) notation. Receive and transmit NAC may be set independently, or the
transmit NAC may be set to be the same asthe received NAC (‘ Same as Rx’). If analog channel

mode is selected then these boxes will be disabled. Click on the Up/Down Arrows to
increase/decrease the current NAC value.
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The DMR radio can be programmed to un-mute on any NAC by entering the NAC values OXF7E
and OxF7F as defined inthe Project 25 suite of standards.

CXCSS: Receive and transmit CxCSS may be set independently or the transmit CxCSS may be set
to be the same as the received CxCSS (‘ Same as Rx’). If APCO 25 channel mode is sel ected then
this box will be disabled. Click on the Up/Down Arrows to increase/decrease the current CxCSS
value.

CDCSSlInvert: Select to invert the CDCSS encoding string pattern for both receive and transmit.
Autosense TX: Selectsthe Transmit type (Analog or Digital) when a PTT from the front panel

microphone or rear panel 4w/2w interface has been asserted on a channel whose signal type has
been programmed as " Autosense”.

Encryption

Algorithm ID: The DMR-25 Programmer currently supports clear transmission and DES-OFB
agorithm.

Key ID: TheKey ID may be anumber between 0x0000 and Oxffff.
See Section 4.4 Encryption Settings for details.

Timers

PTT Tail (sec): Enter the amount of time the DMR continues to transmit acarrier signal after the

PressTo Talk isreleased, or click on the up/down arrows to raise or lower the Tail timein 0.1
second increments to a maximum of 9.9 seconds.

PTT Delay (msec): (Applicableto Base-station Mode only) Enter the amount of time the Tx/Rx
changeover relay is allowed to stabilize before RF power is applied, or click on the up/down arrows
toraise or lower the Delay time in 1 millisecond increments to a maximum of 99ms. Set to zero if

no changeover relay is used.

PTT Timeout (sec): Enter the maximum duration of continuous transmission in seconds, or click

on the up/down arrows to raise or lower the Timeout in 1 second increments to a maximum of 255
seconds. If no transmission length timer is required, set to zero.

Courtesy Tone
Courtesy toneisonly applicablein repeater mode.

Tail (sec): Enter the desired duration of the courtesy tone to follow anal ogue voice transmissions

initiated from the front panel microphone or rear panel 2w/4w interface, or click on the up/down
arrows to raise or lower the Tail timein 10 millisecond increments to a maximum of 9.99s.

Tone(Hz): There are four options available, None, 400Hz, 1000Hz and 2500Hz.

Reverse Burst: Reverse Burst is afeature designed to minimise the squelch crash at the end on an
analogue transmission. If the reverse burst check boxis selected in an analogue transmit mode then
at the end of atransmission the CTCSS tone phase will be inverted for CTCSS channels or the
CDCSS "turn-off" signal will be transmitted for CDCSS channels as described in TIA/EIA 603.
When this box is selected, the Courtesy Tone tail setting determines the burst length, and Tone
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setting isignored. Thetail time should be selected to optimise the performance of the particular
analog mobile used in asystem.

Genegal

Talk Group ID; Select or enter the Talk Group ID for Project 25 transmissions from the DMR in
basestation mode.

Unit ID: Select Unit ID for the Base-station Unit.

Power (Watts): Enter the transmit output power for the channel or click on the up/down arrows to
raise or lower the output power in 1 W increments. Because internal communication with the PA is

slow, around 30 seconds will elapse after radio startup before this setting becomes active. During
those 30 seconds, the transmitter, if keyed, will transmit at full power.

Scan Channels

A scan channel consists of two or more fixed channels. The DMR-25 will step through the list of
fixed channels until it finds one with avalid receive signal. The Channel Settings Dialog Box
displaysalist of fixed channelswith their dwell times. Usethe Add, Edit and Delete buttons to
manage thislist.

Add: Addsareference channel to the selected scan channel list using the Configure Scan

Channel Reference Dialog Box shown inFigure5-7. Select afixed channel in the Reference
Channel field and nominate aDwell Time. Dwell Timeisthe period, in seconds, for which the
DMR will monitor a particular reference channel given ceased activity on that channel. The selected
reference channel is then added to the scan channel when the OK button is clicked or discarded if
the Cancel button is clicked.

Edit: Changes the parameters of a preconfigured fixed channel.

Delete: Deletes the highlighted reference channel from the Scan Channel list.

Configure Scan Channel Reference |

Beference Channel

[— ] [ o |
Dwell Time [zec] Cancel |
00

Figure 5-7 Configure Scan Channel Reference Dialog Box

Channel Settings Dialog Box Controls:

OK: Returnsto the Channel Table Dialog Box, updating the parameters of the selected channel.

Cancel: Returnsto the Channel Table Dialog Box, without changing the parameters of the selected
channel.

Table 5-4 lists the applicabl e setting ranges and brief descriptions of the channel parameters.
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Table 5-4 Channd Parametersand Limits

Parameter

Range

Channel Selection

Channel 0 to Channel 511 as defined in Program/Channel Table

Channel Type

Fixed or scan

Signal Type Project 25, Analog FM (CTCSS or CDCSS), Autosense (Project 25 and Analog)
Channel Mode Basestation or Repeater.
Spacing Wide or Narrow band

Frequency in MHz

VHF 136-174 MHz or UHF 400-470 MHz.

Network access code
(NAC)

Receive :3 digit hexadecimal
Transmit : 3 digit hexadecimal, or ‘'same as receive’

CxCSS Receive : Tones and codes according to TIA 603, or ‘any’
Transmit : Tones and codes according to TIA 603, ‘none’ or ‘same as receive’
Talk group ID 4 digit hexadecimal 0x0001 to OxFFFF (All Talk-groups)

Encryption algorithm

DES-OFB or None

Encryption key ID

Up to 16 key IDs (labeled 0x0000 to OxFFFF) as defined in Program/Encryption
Settings

Control mode

Repeater, Basestation local control, Basestation tone control, Line control and
None (ho control)

Disable front panel PTT

Enabled/Disabled

Link radio

Enabled/Disabled

Unit ID 0 through to OXFFFFFF
PTT Timeout 0 to 255 seconds
PTT Tall 0.0 to 9.9 seconds
PTT Delay 0.0 to 0.099 seconds

Courtesy Talil

0.00 to 9.99 seconds

Courtesy Tone

None/400Hz/1000Hz/2500Hz

Power

60 W Pas :5to 60 W (134— 160 MHz), 5to 50 W (160-174 MHz)
125W PAs :12t0 125 W

Number of Referenced
Channels within a Scan
Channel

1 to 8 fixed channels

Dwell time

0.0 to 9.9 seconds

AMX-MA-00657 Issue: 1.02 (USA)

Page 17



Installation and Operator Handbook Programming and Configuration

5.4.3 Tone Remote Settings

Using the Tone Remote Properties the following functions may be allocated to tones used by industry
standard tone remote units:

Increase audio level
Decrease audio level
Change to Tone Remote controlled channel

Selecting Program/Tone Remote Settings, the Tone Remote Settings Dialog Box will appear as shownin
Figure5-8. Thisbox liststhe currently configured tone signals with their appropriate function.

Tone Remote Settings i

F1 - 1950Hz Increaze Audio

F2 - 1850Hz Decrease Audio

Edit

Delete

I
[

114 |
__ Cancel |

Cancel

Figure 5-8 Tone Remote Dialog Box

Add: When selected, the Tone Remote Properties appears as shown in Figure 5-9. Select afunction tone
(F1-F12). When assigning afunction, the pull-down window lists the appropriate channels, (eg. Fixed
channels with Tone control are assigned as tone remote channels) and increase/decrease audio level

functions. Choose afunction and click OK. The new function will now be displayed in the Tone Remote
Settings Dialog Box. Otherwise click CANCEL and the Tone Remote Settings will remain unchanged.

Edit: To edit a particular Tone Remote function from the Tone Remote Settings Dialog Box, either
highlight the appropriate function and click EDIT or simply double click the function. Thiswill display
the Tone Remote Properties Dialog Box containing the functions current properties.

Delete: To delete aparticular tone remote function, highlight the required function and click DELETE.

When satisfied with the tone remote function settings, click OK. Otherwise, click CANCEL to ignore
changes.
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Tone Remote Propartias

Freguency 1

F1 - 1950Hz -

Figure 5-9 Tone Remote Properties

F1 may be allocated to Increase Audio and Change Channel. F2 may be allocated to Decrease Audio and
Change Channel. F3—F12 may only be allocated to Change Channel functions. The DMR Tone Remote

functions are pre-programmed to detect the following industry standard tones. The function tone

frequencies are listed in Table 5-5.

Table 5-5 Function Tone Frequencies

Function Frequency (Hz) | Level (dBm) Function Frequency (Hz) Level (dBm)
F1 1950 0 F2 1850 0
2¢] 1750 0 H 1650 0
23] 1550 0 F6 1450 0
F7 1350 0 =] 1250 0
Fo 1150 0 F10 1050 0
F11 950 0 F12 850 0
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5.4.4 Encryption Settings

Program/Encryption Settings opens the Encryption Settings Dialog Box as shown in Figure 5-10 listing the
currently configured Encryption keys. If an encryption key is entered, and its Key I|D matches that of an
incoming transmission, the key will be used to decrypt the transmission. Up to 16 keys can be entered, and
the transmission will automatically select the correct key which matches the incoming Key 1D.

NOTES

1. Encryption Keys, once configured, cannot be reviewed.

2. If theradio is not licensed for the encryption feature, the
encryption keyswill be ignored (see Section 7 License
Features).

Encryption Settings !

—Active Keyz Sorted by KID

Delete

N

Close

Figure 5-10 Encryption Settings Dialog Box

To Add an Encryption Key click ADD and the Add Key Dialog Box appears as shown in Figure 5-11.
Therequired key is entered into the eight 2-hex-digit boxes using the Tab key to move between boxes.
Note that each 2-hex-digit code must have odd parity. The DMR-25 programmer will check and report any
errors of the entered encryption key. Next, enter aKey 1D between 0x0000 and OxFFFF. When the

desired Encryption Key and Key ID are entered, click OK and the new key will belisted in the Encryption
Settings Dialog Box.

Clear Key: Inthe Add Key Dialog Box, an entered key can be cleared by clicking the Clear Key button.
Generate Random Key: To add arandom key, click Generate Random K ey button and assign aKey ID.
At any stage, the CANCEL button can be clicked and the key will not be added to thelist.
Delete: To delete an existing Encryption Key, highlight the desired key and click DELETE.

Close: When satisfied with thelist of Encryption Keys, click CLOSEin the Encryption Settings Dialog
Box.
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Key Key ID

.|| O .

Cancel

Clear Key I Generate Random Key I

Figure5-11 Add Key Dialog Box
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5.4.5 Squelch Groups
Program/Squelch Groups will display the Active Squelch Groups Dialog Box as shown in Figure 5-12.

Thisliststhe currently configured Squelch Groups. Groups of sgquelch tones are used to allow arepeater to
retransmit asignal containing any one of anumber of different squelch tones or codes.

Active Squelch Groups

SQUELCH GROUP 1

E dit

Delete

e
[

(114 |
[ ]

Cancel

Figure 5-12 Active Squelch Groups Dialog Box

Add: To add asquelch group, click ADD and the Squelch Group Properties Dialog Box appears as
shown in Figure 5-13. Enter aname for the new squelch group in the Squelch Group Name Field Then,
by clicking the up/down arrows, select the desired squelch value for the squelch system and click the
appropriate Left Arrow to add the selection to thelist.

NOTE

Multiple values for the same squel ch system, and multiple squelch
systems, with the exception of the CDCSS and CTCSS case, can co-
exist in the same squelch group. The DMR-25 radio will usethe
appropriate valuesin the group for the selected channel.

Items within the list can be deleted by highlighting the desired item and clicking DELETE. When
satisfied with the list click OK and the new list is entered as a new squelch group and displayed in the
Active Squelch Groups Dialog Box. Alternatively, click CANCEL and all additions and/or changes are
ignored.

Edit: Squelch groups can be edited by either double clicking on the appropriate group or by highlighting
the group and clicking EDIT. The Squelch Group Properties Dialog Box displays the configuration of
the selected group where items can be added, altered or deleted as required.

Delete: Existing squelch groups can be deleted by highlighting the required group and clicking DELETE

When thelist of groupsisfinalised, click OK or click CANCEL and the changes will beignored.
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Sguelch Group Properties

Squelch Rems

Squelch Group Mame
FUUELCH GROUP 1 |

Choose squelch type Delate |
MNAC
Jxe| [mx000

CTEES

| (000 =
2

cocss
L) concel |

Figure 5-13 Squelch Groups Dialog Box
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5.4.6 License Features

Although all of the software described in this manual is contained in the DMR-25 transceiver software,
some features require alicense key before they become active. If no keys are present, the transceiver
software will ignore any settings made viathe DMR-25 Programmer which require alicense key. Current
license key features are Link (Section 5.4.2) and Encryption (Section 5.4.4).

Licenses can be displayed in Program/License Features as shown in Figure 5-14. Licenses cannot be
added or deleted "off-line". The DMR-25 Programmer must be connected to a transceiver to use this
feature. Licenses can be added by clicking Add License where a 25-digit string should be entered as
shown in Figure 5-15. The transceiver license string is updated immediately "OK" is clickedin the dialog.
Contact your supplier to obtain the license string.

Licenses can be deleted by highlighting the required license and clicking Delete License. When satisfied
with the license structure, click OK to return to the DM R-25 programmer main screen.

Feature Licienzes Installed i

elete Licenze

1] i

Transceiver Card ID
|w1nnzuuuuuaEMPu3uasau |

Figure5-14 License Features Dialog Boxes
Licenze String

Enter 25 digit license string

Cancel !

Figure 5-15 Add License Dialog Boxes
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5.4.7 Change Password

The programming details of a DMR-25 Radio may be protected from unauthorised use by the inclusion of

apassword. Setting a password in the radio will mean that the programming information of the radio
cannot be viewed or changed without first entering the correct password.

To change the password, from the main menu activate the Program pull-down menu and sel ect Change

Passwords. The Change Password dialog box will appear as shown inFigure 5-16. Like license strings,
passwords can only be changed if the DM R-25 Programmer is connected to atransciever.

Change Password !

— Password

0Id Password :I
Mew Password |:|
Hew Password |:|

(1].4 I Cancel |

Figure 5-16 Change Password Dialog Box

Enter the old password, followed by the desired new one. If no password is currently set, leave the “Old
Password” field empty. Enter the new password again in the bottom field for verification and click OK.
The Tab key may be used to move between the text boxes. To remove the password from the radio, enter
the old password in the “Old Password” field and |eave the “New Password” fields empty.

NOTE
Transceivers are shipped without active passwords and no password is
required for normal operation. Earlier transceivers were shipped with
the default password “1234”. 1f the DMR-25 prompts for a password
unexpectedly, try “1234”,

If you forget the password for aradio, contact your Westel distributor.
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