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In this field... Do this...

Max. Type the maximum number of network connections allowed per second
Connections/Second from the same source IP address.
from Same Source IP

The default value is 100.

Set a lower threshold for stronger protection against DoS attacks.

Note: Setting this value too low can lead to false alarms.

Welchia
The Welchia worm uses the MS DCOM vulnerability or a WebDAV vulnerability.
After infecting a computer, the worm begins searching for other live computers to
infect. It does so by sending a specific ping packet to a target and waiting for the
reply that signals that the target is alive. This flood of pings may disrupt network
connectivity.

You can configure how the Welchia worm should be handled.

SmartDefense Configuration

Welchia

%:J;E:fd\ Iuéa?:mce The Welchia worm uses the M3 DCOM vulnerability or a WebDAY vulnerability.

B After infecting a computer, the worm begins searching for other live computers to

~-Packet Sanity . " e

" Max Ping Size infect. It du_ea s0 by sending a sp_ecn'!c plng_packet 1o a target and waiting for the
reply that signals that the target is alive. This flood of pings may disrupt netwaork

IPF 1 ’
: ragments cannectivity.

-Metwork Quota
- Welchia
' Ciscg 105 DOS Action IEHUck j
“Mull Payload Track |Lng =
{ITCR
{21 Port Scan
{JFTP
{21 Microsoft Metworks
{J1GMP
{21 Peer to Peer
{1 Instant Messaging Traffic

[ Apphy )f Cancel )( Default )
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Table 43: Welchia Fields

In this field... Do this...

Action Specify what action to take when the Welchia worm is detected, by selecting
one of the following:

e Block. Block the attack. This is the default.
e None. No action.

Track Specify whether to log Welchia worm attacks, by selecting one of the

following:

e Log. Log the attack. This is the default.
e None. Do not log the attack.

Cisco 10S DOS
Cisco routers are configured to process and accept Internet Protocol version 4
(IPv4) packets by default. When a Cisco 10S device is sent a specially crafted
sequence of IPv4 packets (with protocol type 53 - SWIPE, 55 - IP Mobility, 77 -
Sun ND, or 103 - Protocol Independent Multicast - PIM), the router will stop
processing inbound traffic on that interface.
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You can configure how Cisco 10S DOS attacks should be handled.

SmartDefense Configuration

X Cisco 10S DOS
1 Denial of Senice o
2 531P and ICMP Cisco routers are configured to process and accept Internet Protocaol version 4
" Packel Sanity [IPw4] packets by default. A specially-crafted sequence of IPwd packets with
Max Ping Size protocal type 53 - SWIPE, 55 - IP Mobility, 77 - Sun ND, or 103 - Protocol
IP Fragments Independent Multicast - PIM, which is handled by the processor on a Cisco 105
Metwork Quota device, can cause the router to stop processing inbound traffic on that interface.
YWelchia
Cisco 10S DOS Action |El\nck j
L-Null Payload Track ILDg j
®Z1TCP
w1 Pant Scan Murnber of Hops to Protect IWD
8 % ;’IT\:Pmsnﬂ Matwitks Action Pratection for SWIPE - Protocol 53 IB\m:k j
= IGMP Action Protection far IP Mability - Protocol 55 |B\Dck j
&1 Peer to Peer
@1 Instant Messaging Traffic Action Pratection for SUN-ND - Protocal 77 IB\m:k j
Action Protection far PIM - Protocol 103 IEHDck j

[Apply ][ Cance| J[ Default ]

Table 44: Cisco 10S DOS

In this field...

Do this...

Action

Track

Number of Hops to Protect

Specify what action to take when a Cisco IOS DOS attack occurs,
by selecting one of the following:

e Block. Block the attack. This is the default.
e None. No action.

Specify whether to log Cisco 10S DOS attacks, by selecting one of
the following:

e Log. Log the attack. This is the default.
e None. Do not log the attack.

Type the number of hops from the enforcement module that Cisco
routers should be protected.

The default value is 10.
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In this field...

Do this...

Action Protection for
SWIPE - Protocol 53 /

IP Mobility - Protocol 55 /

SUN-ND - Protocol 77 /
PIM - Protocol 103

Specify what action to take when an IPv4 packet of the specific

protocol type is received, by selecting one of the following:

e None. No action.

e Block. Drop the packet. This is the default.

Null Payload

Some worms, such as Sasser, use ICMP echo request packets with null payload to
detect potentially vulnerable hosts.

You can configure how null payload ping packets should be handled.

SmartDefense Configuration

{21 Denial of Service
2P and ICMP
--Packet Sanity
- Max Ping Size
P Fragments
-Metwork Quota
- “Welchia
.Cigco 105 DOS
“Null Payload
aTce
{21 Port Scan
LIFTP
{21 Microsoft Metwarks
LI1GMP
{21 Peer to Peer
{1 Instant Messaging Traffic

Null Payload

Some worms, such as Sasser, use ICMP echo request packets with null payload
to detect potentially vulnerable hosts.

When this protection iz enabled, SmartDefense will identify and drop the null
payload ping packets

Action IEHUck j
Track |Lng j

[ Apply ]f Cancel )( Default )

Table 45: Null Payload Fields

In this field... Do this...

Action Specify what action to take when null payload ping packets are detected, by

selecting one of the following:

Block. Block the packets. This is the default.
None. No action.
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In this field... Do this...

Track Specify whether to log null payload ping packets, by selecting one of the
following:

e Log. Log the packets. This is the default.
e None. Do not log the packets.

TCP

This category allows you to configure various protections related to the TCP
protocol. It includes the following:

e Strict TCP on page 239

e Small PMTU on page 241

Strict TCP

Out-of-state TCP packets are SYN-ACK or data packets that arrive out of order,
before the TCP SYN packet.

Note: In normal conditions, out-of-state TCP packets can occur after the
Safe@Office restarts, since connections which were established prior to the reboot
are unknown. This is normal and does not indicate an attack.

e
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You can configure how out-of-state TCP packets should be handled.

SmartDefense Configuration

{1 Denial of Serice
CIP and ICMP
EHTCP

Strict TCP

Srall PMTU
{J1Port Sean
LCAFTP
(1 Microsoft Networks
C1IGMP
(1 Peer to Peer
{JInstant Massaging Traffic

Strict TCP
Strict TCP controls the way the firewall handles all out-of-state TCP packets. Out-
of-state packets are SYMN-ACK or data packets that arrive out of order, before the
TCP SYN packet. If you wish to have an extra strict policy, set Strict TCP action to

‘block’
Action |Nmne j
Track |Log j

f Agply J[ Cancel ]f Default J

Table 46: Strict TCP

In this field...

Do this...

Action Specify what action to take when an out-of-state TCP packet arrives, by
selecting one of the following:
e Block. Block the packets.
e None. No action. This is the default.

Track Specify whether to log null payload ping packets, by selecting one of the
following:
e Log. Log the packets. This is the default.
o None. Do not log the packets.
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Small PMTU

Small PMTU (Packet MTU) is a bandwidth attack in which the client fools the
server into sending large amounts of data using small packets. Each packet has a
large overhead that creates a "bottleneck” on the server.

You can protect against this attack by specifying a minimum packet size for data
sent over the Internet.

SmartDefense Configuration

#-_] Denial of Service
=11 and ICMP
EHATCP
i-Gtrict TCP
+-Small PMTU
=-] Part Scan
=2 FTP
-1 Microsoft Netwarks
- IGMP
-1 Peer to Peer
-1 Instant Messaging Traffic

Small PMTU
Small PMTU is a bandwidth attack in which, the client fools the server into sending
large amounts of data using small packets. Each packet has a large overhead that
creates a "hottleneck” on the server

Action |None j
Track ILUg j
Minimal MTL Size [300

[ Apply ]f Cancel Jf Default ]

Table 47: Small PMTU Fields

In this field...

Do this...

Action

Track

Specify what action to take when a packet is smaller than the Minimal MTU
Size threshold, by selecting one of the following:
e Block. Block the packet.

e None. No action. This is the default.

Specify whether to issue logs for packets are smaller than the Minimal MTU
Size threshold, by selecting one of the following:

e Log. Issue logs. This is the default.
e None. Do not issue logs.
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In this field... Do this...
Minimal MTU Type the minimum value allowed for the MTU field in IP packets sent by a
Size client.
An overly small value will not prevent an attack, while an overly large value
might degrade performance and cause legitimate requests to be dropped.
The default value is 300.
Port Scan

An attacker can perform a port scan to determine whether ports are open and
vulnerable to an attack. This is most commonly done by attempting to access a port
and waiting for a response. The response indicates whether or not the port is open.

This category includes the following types of port scans:

e Host Port Scan. The attacker scans a specific host's ports to determine
which of the ports are open.

e Sweep Scan. The attacker scans various hosts to determine where a specific
port is open.

You can configure how the Safe@Office appliance should react when a port scan is

detected.

SmartDefense Configuration

(1 Denial of Serice
C11P and ICMP
CaTep

E423 Port Scan

. ~Host Port Scan
“-Sweep Scan

FTP

Microsoft Metwarks

1GNP
(1 Peer to Peer
{1 Instant Messaging Traffic

Host Port Scan

A host port scan is directed at a specific host or network. A scan can determine
which serices a host offers

Track

MNurnber of ports accessed |SD

In a period of [seconds] |20

|Nune

Detect scans from Internet anly IFalse

(Apply )[ Cancel )( Default ]
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Table 48: Port Scan Fields

In this field... Do this...

Number of ports SmartDefense detects ports scans by measuring the number of ports

accessed accessed over a period of time. The number of ports accessed must exceed
the Number of ports accessed value, within the number of seconds specified by
the In a period of [seconds] value, in order for SmartDefense to consider the
activity a scan.

Type the minimum number of ports that must be accessed within the In a
period of [seconds] period, in order for SmartDefense to detect the activity as
a port scan.

For example, if this value is 30, and 40 ports are accessed within a specified
period of time, SmartDefense will detect the activity as a port scan.

For Host Port Scan, the default value is 30. For Sweep Scan, the default
value is 50.
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In this field...

Do this...

In a period of
[seconds]

Track

Detect scans
from Internet only

SmartDefense detects ports scans by measuring the number of ports
accessed over a period of time. The number of ports accessed must exceed
the Number of ports accessed value, within the number of seconds specified by
the In a period of [seconds] value, in order for SmartDefense to consider the
activity a scan.

Type the maximum number of seconds that can elapse, during which the
Number of ports accessed threshold is exceeded, in order for SmartDefense to
detect the activity as a port scan.

For example, if this value is 20, and the Number of ports accessed threshold is
exceeded for 15 seconds, SmartDefense will detect the activity as a port
scan. If the threshold is exceeded for 30 seconds, SmartDefense will not
detect the activity as a port scan.

The default value is 20 seconds.

Specify whether to issue logs for scans, by selecting one of the following:

e Log. Issue logs. This is the default.
e None. Do not issue logs. This is the default.

Specify whether to detect only scans originating from the Internet, by
selecting one of the following:

e False. Do not detect only scans from the Internet. This is the
default.

e True. Detect only scans from the Internet.
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FTP

This category allows you to configure various protections related to the FTP
protocol. It includes the following:

e FTP Bounce on page 245

e Block Known Ports on page 246

e Block Port Overflow on page 247

e Blocked FTP Commands on page 248

FTP Bounce
When connecting to an FTP server, the client sends a PORT command specifying
the IP address and port to which the FTP server should connect and send data. An
FTP Bounce attack is when an attacker sends a PORT command specifying the IP
address of a third party instead of the attacker's own IP address. The FTP server
then sends data to the victim machine.

You can configure how FTP bounce attacks should be handled.

SmartDefense Configuration

=

- FTP Bounce

S o ‘Ellleg:ldl ?éha;mce Wihen connecting to an FTP server, the client sends a PORT command specifying
BOITER the IP address and port to which the FTP server should connect and ser_']d data. An
&1 Part Scan FTP Bounce attack is when an attacker sends a PORT command specifying the IP
BEYFTP address of a third party |_n5_tead Ufthe attacker's own [P address. The FTP serer

" ETP Bounce then sends data to the victim machine.

-Block Known Paorts

Block Part Overflow Actien IB‘DCR ﬂ

-Blocked FTP Commands Track ILDg j
B Microsoft Networks
#-C1IGMP
&1 Peer to Peer
&1 Instant Messaging Traffic

[ Apphy ][ Cancel ][ Default ]
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Table 49: FTP Bo

unce Fields

In this field...

Do this...

Action

Track

Specify what action to take when an FTP Bounce attack occurs, by selecting

one of the following:

Block. Block the attack. This is the default.
None. No action.

Specify whether to log FTP Bounce attacks, by selecting one of the

following:

Log. Log the attack. This is the default.
None. Do not log the attack.

Block Known Ports
You can choose to block the FTP server from connecting to well-known ports.

e

is port

25).

Note: Known ports are published ports associated with services (for example, SMTP

This provides a second layer of protection against FTP bounce attacks, by
preventing such attacks from reaching well-known ports.

SmartDefense Configuration

{1 Denial of Service
31P and ICMP
QrTee
ER=Tal
- -FTP Bounce
- Block Known Ports
- Block Port Cverflow
*Blocked FTP Commands
Lliemp
{1 Peerta Peer
{J Instant Messengers

Block Known Ports

ports

You can specify whether to allow the FTP security server to connect to well-known

This provides a second protection against certain FTP bounce attacks. The
security server will not let the bounce connect to any port running a known service.

Action

None

H

[ Apphy Jf Cancel J[ Detfault J
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Table 50: Block Known Ports Fields

In this field...

Do this...

Action

Specify what action to take when the FTP server attempts to connect to a
well-known port, by selecting one of the following:

e Block. Block the connection.
e None. No action. This is the default.

Block Port Overflow
FTP clients send PORT commands when connecting to the FTP sever. A PORT

command consists of a series of numbers between 0 and 255, separated by

commas.

To enforce compliance to the FTP standard and prevent potential attacks against
the FTP server, you can block PORT commands that contain a number greater than

255.

SmartDefense Configuration

{21 Denial of Service
{J1P and ICMP
TGP
{23 Port Scan
SC3FTR

. -FTP Bounce

J1GMP
{21 Peer to Peer

+Block Known Ports

. Block Port Overflow

*Blocked FTP Commands
{1 Microsoft Metworks

{21 Instant Messaging Traffic

Block Port Overflow
FTP clients send PORT commands when connecting to the FTP sever. A PORT
command consists of a series of numbers between 0 and 255, separated by
commas
Block Port Overflow rejects PORT commands that contain a number greater than
255

Action Elock j

[ Apply ][ Cancel J[ Default ]
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Table 51: Block Port Overflow

In this field... Do this...

Action Specify what action to take for PORT commands containing a number

greater than 255, by selecting one of the following:

Block. Block the PORT command. This is the default.
None. No action.

Blocked FTP Commands
Some seldom-used FTP commands may compromise FTP server security and
integrity. You can specify which FTP commands should be allowed to pass through
the security server, and which should be blocked.

SmartDefense Configuration

Blocked FTP Commands
Use this page to select which FTP commands are allowed to pass through the

{0 Denial of Senice
CIIP and ICMP

Security server.

aTep

O Port Scan =

SEFTP Action  |Block J

i ~FTP Bounce Blocked commands: Allowed commands
locked FTP Commands

O Microsoft Networks m

C1IGMP

# C1Peer o Peer

(1 Instant Messaging Traffic

[ Apphy J[ Cancel ][ Default ]

To enable FTP command blocking
¢ In the Action drop-down list, select Block.
The FTP commands listed in the Blocked commands box will be blocked.

FTP command blocking is enabled by default.
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To disable FTP command blocking
e In the Action drop-down list, select None.
All FTP commands are allowed, including those in the Blocked commands box.

To block a specific FTP command
1. In the Allowed commands box, select the desired FTP command.
2. Click Block.
The FTP command appears in the Blocked commands box.
3. Click Apply.
When FTP command blocking is enabled, the FTP command will be blocked.

To allow a specific FTP command
1. In the Blocked commands box, select the desired FTP command.
2. Click Accept.
The FTP command appears in the Allowed commands box.
3. Click Apply.

The FTP command will be allowed, regardless of whether FTP command
blocking is enabled or disabled.

Microsoft Networks
This category includes File and Print Sharing.
Microsoft operating systems and Samba clients rely on Common Internet File

System (CIFS), a protocol for sharing files and printers. However, this protocol is
also widely used by worms as a means of propagation.
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You can configure how CIFS worms should be handled.

{1 Denial of Senice
LCI1P and ICWP
LTcP
{21 Port Scan
LFTP
-4 Microsoft Metworks
File and Print Sharing
LaiGmp
{1 Peer ta Peer
{0 Instant Messaging Traffic

File and Print Sharing =

Avwiorm is a selfreplicating malware malicious software that propagates by
actively sending itself to new machines. CIFS, The Common Intemet File
System sometimes called SME is a protocol for sharing files and printers. The
protocol is implemented and widely used by Microsoft operating systems, as
well as by Samba clients. Many worms, once they have infected a host, use
CIFS as their means of propagation.

Action |Nnne j
Track |Nnne j
M Mumu. B
¥ Bugbear |
¥ Lioten
W Nimda
¥ Opaser
W Windows Metafilas “ulnerability - EMF =l

[ Apply ][ Cancel ]( Default ]

Table 52: File Print and Sharing Fields

In this field...

Do this...

Action

Track

CIFS worm patterns

Specify what action to take when a CIFS worm attack is detected, by
selecting one of the following:

e Block. Block the attack.
e None. No action. This is the default.

Specify whether to log CIFS worm attacks, by selecting one of the
following:

e Log. Log the attack.
e None. Do not log the attack. This is the default.
Select the worm patterns to detect.

list Patterns are matched against file names (including file
paths but excluding the disk share name) that the client is
trying to read or write from the server.
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IGMP
This category includes the IGMP protocol.

IGMP is used by hosts and routers to dynamically register and discover multicast

group membership. Attacks on the IGMP protocol usually target a vulnerability in
the multicast routing software/hardware used, by sending specially crafted IGMP

packets.

You can configure how IGMP attacks should be handled.

SmartDefense Configuration

1IGMP

g ::;,92:; Inéa?jmce IGKP is used by hosts and routers to dynamically register and discover multicast
=TGP group membership. Attacks on the IGMP pratacol usually target a vulnerability in
=] Port Scan the multicast routing software/hardware used, by sending specially crafted IGWP
=L FTP packets
g Pglrfﬂr;SOﬁ Metwarks Action [Biack E

- 1GMP Track |Lng j
-] Peer to Peer
-] Instant Messaging Traffic Enforce IGMP to multicast addresses |B|DC|< j

[ Apply ]f Cancel J[ Default J

Table 53: IGMP Fields

In this field... Do this...

Action Specify what action to take when an IGMP attack occurs, by selecting
one of the following:

e Block. Block the attack. This is the default.
e None. No action.

Track Specify whether to log IGMP attacks, by selecting one of the following:

e Log. Log the attack. This is the default.
e None. Do not log the attack.
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In this field...

Do this...

Enforce IGMP to
multicast addresses

According to the IGMP specification, IGMP packets must be sent to
multicast addresses. Sending IGMP packets to a unicast or broadcast
address might constitute and attack; therefore the Safe@Office appliance
blocks such packets.

Specify whether to allow or block IGMP packets that are sent to non-
multicast addresses, by selecting one of the following:

¢ Block. Block IGMP packets that are sent to non-multicast
addresses. This is the default.

e None. No action.

Peer to Peer

SmartDefense can block peer-to-peer traffic, by identifying the proprietary
protocols and preventing the initial connection to the peer-to-peer networks. This
prevents not only downloads, but also search operations.

This category includes the following nodes:

o KaZaA

e Gnutella
e eMule

e BitTorrent

oo e

Note: SmartDefense can detect peer-to-peer traffic regardless of the TCP port being
used to initiate the session.
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In each node, you can configure how peer-to-peer connections of the selected type
should be handled, using the table below.

SmartDefense Configuration

{7 Denial of Senice
C11IP and ICMP
caTeP

O Port Scan

CAFTP

Lo Microsoft Metworks
L IGMP

B4 Peer to Peer

i ~KaZaa

Grutella

ehule

i BitTorrent

{1 Instant Messaging Trafiic

KaZaa

KaZaa is a popular Peer to Peer Protocol, running over TCP port 1214 or ower HTTP.

Action |Nune j
Track INDHE j
Block propristary protocols on all ports |B\n:k j

[Apply ][ Cancel J[ Default ]

Table 54: Peer to Peer Fields

In this field...

Do this...

Action

Track

Block proprietary
protocols on all ports

Specify what action to take when a connection is attempted, by selecting
one of the following:

e Block. Block the connection.
e None. No action. This is the default.

Specify whether to log peer-to-peer connections, by selecting one of the
following:

e Log. Log the connection.
e None. Do not log the connection. This is the default.

Specify whether proprietary protocols should be blocked on all ports, by
selecting one of the following:

e Block. Block the proprietary protocol on all ports. This in effect
prevents all communication using this peer-to-peer
application. This is the default.

e None. Do not block the proprietary protocol on all ports.
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Instant Messengers

SmartDefense can block instant messaging applications that use VVolP protocols, by
identifying the messaging application's fingerprints and HTTP headers.

This category includes the following nodes:

e Skype
e Yahoo
e ICQ

Note: SmartDefense can detect instant messaging traffic regardless of the TCP port
being used to initiate the session.

In each node, you can configure how instant messaging connections of the selected
type should be handled, using the table below.

SmartDefense Configuration

{1 Denial of Service
CIIP and ICMP

Skype

SmartDefense can block Skype traffic by identifying Skype fingerprints and HTTP
headers. SmartDefense is able to detect peer to peer traffic regardless of the TCP

gggi Sean port being used to initiate the peer to peer session. Skype uses UDP or TCP port
CIFTP 1024 and higher ar HTTP for peer to peer telephony.
Mlicrosoft Netwaorks
8 \GMP Action |Nnne j
{1 Peer to Peer Track |Nune j
=3 Instant Messaging Traffic

..... Skype Block proprietary protocols on all parts |Elnck j

..... Yahoo

..... [ele]

f Apphy J[ Cancel Jf Default J
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Table 55: Instant Messengers Fields

In this field... Do this...

Action Specify what action to take when a connection is attempted, by selecting
one of the following:
e Block. Block the connection.
e None. No action. This is the default.

Track Specify whether to log instant messenger connections, by selecting one

Block proprietary
protocols on all ports

of the following:

e Log. Log the connection.
¢ None. Do not log the connection. This is the default.

Specify whether proprietary protocols should be blocked on all ports, by
selecting one of the following:

e Block. Block the proprietary protocol on all ports. This in effect
prevents all communication using this instant messenger
application. This is the default.

« None. Do not block the proprietary protocol on all ports.
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Using Secure HotSpot

You can enable your Safe@Office appliance as a public Internet access hotspot for
specific networks. When users on those networks attempt to access the Internet,
they are automatically re-directed to the My HotSpot page http://my.hotspot. On
this page, they must read and accept the My HotSpot terms of use, and if My
HotSpot is configured to be password-protected, they must log on using their
Safe@Office username and password. The users may then access the Internet.

& Check Pe Safe@Office

My HotSpot

Please review the following 1omms of use.
1. ntomat

cags cam be purchaeed at tha information and Eales dask

--------

Users can also log out in the My HotSpot page.

P Note: HotSpot users are automatically logged out after one hour of inactivity.
'\-\."-\'J_"_—

Safe@Office Secure HotSpot is useful in any wired or wireless environment where
Web-based user authentication or terms-of-use approval is required prior to gaining
access to the network. For example, Secure HotSpot can be used in public
computer labs, educational institutions, libraries, Internet cafés, and so on.

The Safe@Office appliance allows you to add guest users quickly and easily. By
default, guest users are given a username and password that expire in 24 hours and
granted HotSpot Access permissions only. For information on adding quick guest
users, see Adding Quick Guest Users on page 367.
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You can choose to exclude specific network objects from HotSpot enforcement.
For information, see Using Network Objects on page 129.

& Important: SecuRemote VPN software users who are authenticated by the Internal
VPN Server are automatically exempt from HotSpot enforcement. This allows, for
example, authenticated employees to gain full access to the corporate LAN, while

guest users are permitted to access the Internet only.

Note: HotSpot enforcement can block traffic passing through the firewall; however, it
does not block local traffic on the same network segment (traffic that does not pass
through the firewall).

'w-t;'_.." e

Setting Up Secure HotSpot

To set up Secure HotSpot

1. Enable Secure HotSpot for the desired networks.
See Enabling/Disabling Secure HotSpot on page 258.

2. Customize Secure HotSpot as desired.
See Customizing Secure HotSpot on page 259.

3. Grant HotSpot Access permissions to users on the selected networks.
See Adding and Editing Users on page 363.

4. To exclude specific computers from HotSpot enforcement, by adding or editing
their network objects.

See Adding and Editing Network Objects on page 130.

You must select Exclude this computer/network from HotSpot enforcement
option.

5. Add quick guest users as needed.
See Adding Quick Guest Users on page 367.
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Enabling/Disabling Secure HotSpot

To enable/disable Secure HotSpot
1. Click Security in the main menu, and click the My HotSpot tab.
The My HotSpot page appears.

& Check Point’

SOFTWARE TECHNGLOGIES LTD. -
We Secure the Internet. 6.0

Firewall Servers Rules SmartDefense HotSpot Exposed Host

My HotSpot

Welcome
Reports My HotSpot

“Security HotSpot Networks
Antivirus
Services I Lan
Network I~ DME
Setup
Users LA
VPN Customize HotSpot
Help
Logout My HotSpot Title  |\WWelcome to Wy HotSpot

Wy HotSpot Terms

X

SofaWare
Embedded

™ by HotSpot is password-protected

Internet : Connected Service Center : Connected

2. In the HotSpot Networks area, do one of the following:

e To enable Secure HotSpot for a specific network, select the check box
next to the network.

e To disable Secure HotSpot for a specific network, clear the check box
next to the network.

3. Click Apply.
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Customizing Secure HotSpot

To customize Secure HotSpot

1. Click Security in the main menu, and click the My HotSpot tab.
The My HotSpot page appears.

2. Complete the fields using the information in the table below.
Additional fields may appear.

Check Point’

SOFTWARE TECHNOLOGIES LTD.
We Secure the Internet. 6.0

Firewall Servers Rules SmartDefense HotSpot Exposed Host

My HotSpot

welcome
Reports My HotSpot

“Security HotSpot Networks

Antivirus

Services ™ LaN

Network I omz

Setup

Users 7 WyLAN

¥PN Customize HotSpot

Help

Logout Iy HotSpot Title |We\cumelu My HotSpot

My HotSpot Terms

Embedded

I¥ hdy HotSpot is passward-protected

™ Allow 2 user to login from more than one computer at the same time

Internet : Connected Service Center: Connected

3. To preview the My HotSpot page, click Preview.
A browser window opens displaying the My HotSpot page.
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4. Click Apply.
Your changes are saved.

Table 56: My HotSpot Fields

In this field... Do this...

My HotSpot Type the title that should appear on the My HotSpot page.

Title
The default title is "Welcome to My HotSpot".

My HotSpot Type the terms to which the user must agree before accessing the Internet.

Terms
You can use HTML tags as needed.

My HotSpot is Select this option to require users to enter their username and password
password before accessing the Internet.
protected

If this option is not selected, users will be required only to accept the terms of
use before accessing the network.

The Allow a user to login from more than one computer at the same time check box
appears.

Allow a user to Select this option to allow a single user to log on to My HotSpot from multiple
login from more computers at the same time.

than one

computer at the

same time
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Defining an Exposed Host
The Safe@Office appliance allows you to define an exposed host, which is a
computer that is not protected by the firewall. This is useful for setting up a public

server. It allows unlimited incoming and outgoing connections between the Internet
and the exposed host computer.

The exposed host receives all traffic that was not forwarded to another computer by
use of Allow and Forward rules.

hacker attacks. Defining an exposed host is not recommended unless you are fully
aware of the security risks.

& Warning: Entering an IP address may make the designated computer vulnerable to

To define a computer as an exposed host
1. Click Security in the main menu, and click the Exposed Host tab.
The Exposed Host page appears.

& Check Point’

SOFTWARE TECHNCLOGIES LTD. -
We Secure the Internet. 6.0

Firewall Servers Rules SmartDefense HotSpot Exposed Host

Exposed Host

welcome
Reports
“Security
Antivirus Exposed Host
Services
Network
Setup
Users
YPN
Help
Logout

Embedded

Exposed Host 15 This Computer fiih Clear

Internet : Connected Service Center : Connected

Chapter 9: Setting Your Security Policy 261



Defining an Exposed Host @

2. In the Exposed Host field, type the IP address of the computer you wish to
define as an exposed host.

Alternatively, you can click This Computer to define your computer as the
exposed host.

3. Click Apply.
The selected computer is now defined as an exposed host.

To clear the exposed host

1. Click Security in the main menu, and click the Exposed Host tab.
The Exposed Host page appears.

2. Click Clear.

3. Click Apply.
No exposed host is defined.
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Chapter 10

Using VStream Antivirus

This chapter explains how to use the VStream Antivirus engine to block security
threats before they reach your network.

This chapter includes the following topics:

OVEIVIBW ..ottt ettt sttt bbbt bbb 263

Enabling/Disabling VStream ANtiVIrUS .......cccceieveneriesesiesieee s e 265

Viewing VStream Signature Database Information ............cccccecvvvvveninne. 266

Configuring VStream ANLIVITUS ......c.ccovvevereveiese e seese e seens 267

Updating VStream ANLIVIFUS .......c.oovieie i 279
Overview

The Safe@Office appliance includes VStream Antivirus, an embedded stream-
based antivirus engine based on Check Point Stateful Inspection and Application
Intelligence technologies, that performs virus scanning at the kernel level.

VStream Antivirus scans files for malicious content on the fly, without
downloading the files into intermediate storage. This means minimal added latency
and support for unlimited file sizes; and since VVStream Antivirus stores only
minimal state information per connection, it can scan thousands of connections
concurrently. In order to scan archive files on the fly, VStream Antivirus performs
real-time decompression and scanning of ZIP, TAR, and GZ archive files, with
support for nested archive files.

When VStream Antivirus detects malicious content, the action it takes depends on
the protocol in which the virus was found. See the table below. In each case,
VStream Antivirus blocks the file and writes a log to the Event Log.
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Table 57: VStream Antivirus Actions

If a virus if found in
this protocol...

VStream Antivirus does this...

The protocol is detected
on this port...

HTTP

POP3

IMAP

SMTP

FTP

TCP and UDP

Terminates the
connection

Terminates the
connection

Deletes the virus-
infected email from the
server

Terminates the
connection

Replaces the virus-
infected email with a
message notifying the
user that a virus was
found

Rejects the virus-
infected email with error
code 554

Sends a "Virus
detected" message to
the sender

Terminates the data
connection

Sends a "Virus detected"
message to the FTP
client

Terminates the
connection

All ports on which VStream is
enabled by the policy, not
only port 80

The standard TCP port 110.

The standard TCP port 143

The standard TCP port 25

The standard TCP port 21

Generic TCP and UDP ports,
other than those listed above

oo e

Note: In protocols that are not listed in this table, VStream Antivirus uses a "best
effort" approach to detect viruses. In such cases, detection of viruses is not

guaranteed and depends on the specific encoding used by the protocol.
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If you are subscribed to the VVStream Antivirus subscription service, VStream
Antivirus virus signatures are automatically updated, so that security is always up-
to-date, and your network is always protected.

Note: VStream Antivirus differs from the Email Antivirus subscription service (part of

o
= the Email Filtering service) in the following ways:

¢ Email Antivirus is centralized, redirecting traffic through the Service
Center for scanning, while VStream Antivirus scans for viruses in the
Safe@Office gateway itself.

e Email Antivirus is specific to email, scanning incoming POP3 and
outgoing SMTP connections only, while VStream Antivirus supports
additional protocols, including incoming SMTP and outgoing POP3
connections.

You can use either antivirus solution or both in conjunction. For information on
Email Antivirus, see Email Filtering on page 294.

Enabling/Disabling VStream Antivirus

To enable/disable VStream Antivirus

1. Click Antivirus in the main menu, and click the Antivirus tab.
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The VStream Antivirus page appears.

Check Point

TECHNOLOGIES LTD.

We Secure the Intemet. 6.0

Antivirus Policy Advanced

VStream Antivirus

welcome
Reports VStream Antivirus

! On Antivirus On
Off Antivirus scanning will be pafarmed

Security
sAntivirus

Services
Network
Setup
Users
YPN
Help
Logout

Embedded

Internet : Connected Service Genter : Connected

Status

Main database: Sep 13, 2005 02:20:30 PM GMT Version: 1.1.0

Daily database: Mov 28, 2005 02:30:54 PM GMT “ersion: 1.1.42
Mov 28, 2005 08:21:28 PM GMT+02:00
0K

Next update: > Update Now

Status:

2. Drag the On/Off lever upwards or downwards.
VStream Antivirus is enabled/disabled for all internal network computers.

Viewing VStream Signature Database Information

VStream Antivirus maintains two databases: a daily database and a main database.
The daily database is updated frequently with the newest virus signatures.
Periodically, the contents of the daily database are moved to the main database,
leaving the daily database empty. This system of incremental updates to the main
database allows for quicker updates and saves on network bandwidth.

You can view information about the VVStream signature databases currently in use,
in the VStream Antivirus page.
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Table 58: Account Page Fields

This field... Displays...

Main database The date and time at which the main database was last updated,
followed by the version number.

Daily database The date and time at which the daily database was last updated, followed

by the version number.

Next update The next date and time at which the Safe@Office appliance will check for
updates.
Status The current status of the database. This includes the following statuses:

e Database Not Installed
o OK

Configuring VStream Antivirus
You can configure VStream Antivirus in the following ways:

e Configuring the VStream Antivirus Policy on page 267
e Configuring VStream Advanced Settings on page 275

Configuring the VStream Antivirus Policy

VStream Antivirus includes a flexible mechanism that allows the user to define
exactly which traffic should be scanned, by specifying the protocol, ports, and
source and destination IP addresses.

V/Stream Antivirus processes policy rules in the order they appear in the Antivirus
Policy table, so that rule 1 is applied before rule 2, and so on. This enables you to
define exceptions to rules, by placing the exceptions higher up in the Rules table.
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For example, if you want to scan all outgoing SMTP traffic, except traffic from a
specific IP address, you can create a rule scanning all outgoing SMTP traffic and
move the rule down in the Antivirus Policy table. Then create a rule passing SMTP
traffic from the desired IP address and move this rule to a higher location in the
Antivirus Policy table than the first rule. In the figure below, the general rule is rule
number 2, and the exception is rule number 1.

= Check Point

Ho Rule Type Source Destination Direction Enabled

1 (&) Pam fE21E8A042  ANY.Ms SerEMTF) @ B BEme @R
2 (AW Scan ANY ANY: Ml Servor (SMTE) ] B B  Ed

The Safe@Office appliance will process rule 1 first, passing outgoing SMTP traffic
from the specified IP address, and only then it will process rule 2, scanning all
outgoing SMTP traffic.

The following rule types exist:

VStream Antivirus Rule Types

Table 59: VStream Antivirus Rule Types

Rule Description

Pass This rule type enables you to specify that VStream Antivirus should not scan

traffic matching the rule.
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Rule Description

Scan This rule type enables you to specify that VStream Antivirus should scan traffic
matching the rule.

If a virus is found, it is blocked and logged.

Adding and Editing Rules

To add or edit a rule

1. Click Antivirus in the main menu, and click the Policy tab.
The Antivirus Policy page appears.

Check Point’

SOFTWARE TEGHNOLOGIES LTD. -
We Secure the Infemet. 6.0
Antivirus Policy Advanced

Antivirus Policy

welcome

Reports Rule Type Source Destination Direction Enabled

Security ANY ANY:Wiail Server (SMTF) 1] B8 BEcs
wAntivirus

Services 2 [A][¥]  Scan ANY ANY:Mail Server (POP3) (7] [v] @Erase

Network
Setup
Users
YPN
Help
Logout

Embedded

2. Do one of the following:

m
=

@ﬁ@

3 [A]F]  Scan ANY ANY:IMAP Server @ B @Eee

A Fule

e To add a new rule, click Add Rule.

e To edit an existing rule, click the Edit icon next to the desired rule.
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The VStream Policy Rule Wizard opens, with the Step 1: Rule Type dialog box
displayed.

4} ¥Stream Antivirus Rule Wizard -- Web Page Dialog x|

VStream Policy Rule Wizard

Step 1: Rule Type

This wizard will guide you through the process of creating a %Stream rule.
Which type of rule do you want to create?

@ Scan

Scan and hlock viruses in incoming or outgoing connections
¢ Pass:

Don't scan incoming or outgoing connections for viruses

3. Select the type of rule you want to create.
4. Click Next.
The Step 2: Service dialog box appears.
The example below shows a Scan rule.

<2} vStream Antivirus Rule Wizard -- Web Page Dialog x|

VStream Policy Rule Wizard

Step 2: Service
Scan connections to the following service:

& Any Serice
" Standard Service

‘“Web Server x

£ Custom Service

Protocol TCP 'I
Port Range -

[ < Back J [ INext > J [ Cancel ]

5. Complete the fields using the relevant information in the table below.
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6. Click Next.
The Step 3: Destination & Source dialog box appears.

4} ¥Stream Antivirus Rule Wizard -- Web Page Dialog x|

VStream Policy Rule Wizard

Step 3: Destination & Source

If the connection source is:

[Any =l
And the destination is

|5pecmed IP jl
Data Direction: Download and Upload data j

f < Back J [ et > J [ Cancel ]

7. Complete the fields using the relevant information in the table below.
The Step 4: Done dialog box appears.

4} ¥Stream Antivirus Rule Wizard -- Web Page Dialog x|

VStream Policy Rule Wizard

Step 4: Done

This rule will Scan connections to Web Server if the connection source is ANY and the
destination is Any Unencrypted and the data direction is Download and Uplead data

Click Finish to save the rule into your settings
Click Back to review your settings.
Click Cancel to quit without saving.

8. Click Finish.
The new rule appears in the Firewall Rules page.
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Table 60: VStream Rule Fields

In this field... Do this...

Any Service Click this option to specify that the rule should apply to any service.
Standard Click this option to specify that the rule should apply to a specific standard
Service service.

Custom Service

You must then select the desired service from the drop-down list.

Click this option to specify that the rule should apply to a specific non-
standard service.

The Protocol and Port Range fields are enabled. You must fill them in.

Protocol Select the protocol (TCP, UDP, or ANY) for which the rule should apply.

Ports To specify the port range to which the rule applies, type the start port
number in the left text box, and the end port number in the right text box.
Note: If you do not enter a port range, the rule will apply to all ports. If you
enter only one port number, the range will include only that port.

If the Select the source of the connections you want to allow/block.

connection

source is To specify an IP address, select Specified IP and type the desired IP address
in the filed provided.
To specify an IP address range, select Specified Range and type the desired
IP address range in the fields provided.
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In this field...

Do this...

And the
destination is

Data Direction

Select the destination of the connections you want to allow or block.

To specify an IP address, select Specified IP and type the desired IP address
in the text box.

To specify an IP address range, select Specified Range and type the desired
IP address range in the fields provided. This option is not available in Allow
and Forward rules.

To specify the Safe@Office Portal and network printers, select This Gateway.
This option is not available in Allow and Forward rules.

To specify any destination except the Safe@Office Portal and network
printers, select ANY.

Select the direction of connections to which the rule should apply:

e Download and Upload data. The rule applies to downloaded and
uploaded data. This is the default.

e Download data. The rule applies to downloaded data, that is, data
flowing from the destination of the connection to the source of the
connection.

e Upload data. The rule applies to uploaded data, that is, data flowing
from the source of the connection to the destination of the
connection.

Enabling/Disabling Rules

You can temporarily disable a VVStream Antivirus rule.

To enable/disable arule

1. Click Antivirus in the main menu, and click the Policy tab.

The Antivirus Policy page appears.
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2. Next to the desired rule, do one of the following:

e To enable the rule, click .

The button changes to &8 and the rule is enabled.
e To disable the rule, click €.

The button changes to @ and the rule is disabled.

Changing Rules' Priority

To change arule's priority

1. Click Antivirus in the main menu, and click the Policy tab.
The Antivirus Policy page appears.

2. Do one of the following:

e Click [A] next to the desired rule, to move the rule up in the table.

e Click [¥] next to the desired rule, to move the rule down in the table.
The rule's priority changes accordingly.

Deleting Rules

To delete an existing rule
1. Click Antivirus in the main menu, and click the Policy tab.
The Antivirus Policy page appears.

2. Click the Erase iﬁl icon of the rule you wish to delete.
A confirmation message appears.
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3. Click OK.
The rule is deleted.

Configuring VStream Advanced Settings

To configure VStream Antivirus advanced settings
1. Click Antivirus in the main menu, and click the Advanced tab.
The Advanced Antivirus Settings page appears.

& Check Point’

- SOFTWARE TECHNOLOGIES LTD.
We Secure the Internet.

Antivirus Policy Advanced

VStream Antivirus

Welcome

Repaorts Advanced Antivirus Settings
Security File Types
«Antivirus [~ Bilock potentially unsafe file types in email messages )
Services
v Pass safe file types without scannin
Network E e Y @
Setu,
P Status
Users
VPN WMaximum nesting level 5 levels
(=L Waximum camprassion ratio 1. 100
Logout

‘When archived file exceeds limit or extraction fails |Pa55fl\e without scanning j

[

I E |

When a password-protected file is found in archive |Pa55fl\e without scanning

Embedded

Internet : Connected Service Center : Connected

2. Complete the fields using the table below.
3. Click Apply.
4. To restore the default VVStream Antivirus settings, do the following:
a) Click Default.
A confirmation message appears.
b) Click OK.
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The VStream Antivirus settings are reset to their defaults. For information on
the default values, refer to the table below.

Table 61: Advanced Antivirus Settings Fields

In this field... Do this...

File Types

Block potentially unsafe Select this option to block all emails containing potentially unsafe
file types in email attachments.

messages

Unsafe file types are:

¢ DOS/Windows executables, libraries and drivers
e Compiled HTML Help files

e VBScript files

¢ Files with {CLSID} in their name

e The following file extensions: ade, adp, bas, bat, chm,
cmd,com, cpl, crt, exe, hlp, hta, inf, ins, isp, js, jse,
Ink, mdb, mde, msc, msi, msp, mst, pcd, pif, reg, scr,
sct, shs,shb, url, vb, vbe, vbs, wsc, wsf, wsh.
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In this field... Do this...
Pass safe file types Select this option to accept common file types that are known to
without scanning be safe, without scanning them.

Safe files types are:

MPEG streams
RIFF Ogg Stream
MP3

PDF

PostScript
WMA/WMV/ASF
RealMedia

JPEG - only the header is scanned, and the rest of
the file is skipped

Selecting this option reduces the load on the gateway by skipping

safe file types. This option is selected by default.

Status

Maximum nesting level Type the maximum number of nested content levels that

VStream Antivirus should scan.

Setting a higher number increases security. Setting a lower

number prevents attackers from overloading the gateway by

sending extremely nested archive files.

The default value is 5 levels.
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In this field... Do this...
Maximum compression Fill in the field to complete the maximum compression ratio of
ratio 1:x files that VStream Antivirus should scan.

For example, to specify a 1:150 maximum compression ratio,
type 150.

Setting a higher number allows the scanning of highly
compressed files, but creates a potential for highly compressible
files to create a heavy load on the appliance. Setting a lower
number prevents attackers from overloading the gateway by

sending extremely compressible files.
The default value is 100.

When archived file Specify how VStream Antivirus should handle files that exceed
exceeds limit or extraction the Maximum nesting level or the Maximum compression ratio, and

fails files for which scanning fails. Select one of the following:

e Pass file without scanning. Scan only the number of
levels specified, and skip the scanning of more deeply
nested archives. Furthermore, skip scanning highly
compressible files, and skip scanning archives that
cannot be extracted because they are corrupt. This is
the default.

¢ Block file. Block the file.

When a password- VStream Antivirus cannot extract and scan password-protected
protected file is found in files inside archive. Specify how VStream Antivirus should handle
archive such files, by selecting one of the following:

e Pass file without scanning. Accept the file without
scanning it. This is the default.

e Block file. Block the file.
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Updating VStream Antivirus

When you are subscribed to the VStream Antivirus updates service, VStream
Antivirus virus signatures are automatically updated, keeping security up-to-date
with no need for user intervention. However, you can still check for updates
manually, if needed.

To update the VStream Antivirus virus signature database

1. Click Antivirus in the main menu, and click the Antivirus tab.
The VStream Antivirus page appears.

2. Click Update Now.

The VStream Antivirus database is updated with the latest virus signatures.
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@ Connecting to a Service Center

Chapter 11

Using Subscription Services

This chapter explains how to start subscription services, and how to use Software
Updates, Web Filtering, and Email Filtering services.

Note: Check with your reseller regarding availability of subscription services, or surf

oo . . .
5 to www.sofaware.com/servicecenters to locate a Service Center in your area.

T

This chapter includes the following topics:

Connecting t0 @ SErvice CeNTEN .......ccoiiiiiie e 281
Viewing Services INformation............cocooveveiiiieiinienice e 287
Refreshing Your Service Center CONNECLION..........ccceveiireeiieieiencrenias 288
Configuring YOour ACCOUNT.......cciiiiiieirieie et 288
Disconnecting from Your Service CeNnter..........ccoovvveeiiiriienenene e 289
WED FILEIING...cviitiiieciieeee e e 290
EMail FIIEIING...cviieiiiieee e e 294
Automatic and Manual Updates ..o 298

Connecting to a Service Center

To connect to a Service Center

1. Click Services in the main menu, and click the Account tab.
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The Account page appears.

gﬁn&ck Point’

- TECHNOLOGIES LTD.
We Secure the Internet.

Account

Account

Welcome Service Account

Repur.ts Buy Product Upgrades and Subscription Senices > Buy
Security

Antivirus Connect to a Service Center > Connect
«Services

Network Subscription Status Information
Setup

Users Software Updates Mot Subscribed

YPN

Help

Logout Remote Management Mot Subscribed AR,

9 Web Filtering Mot Subscribed AR

SofaWare Email Antivirus Mot Subscribed

Embedded

Email Antispam Mot Subscribed

WStream Antivirus Signature Updates Mot Subscribed

Dynamic DNS Mot Subscribed

Dynarmic YPN Mot Subscribed

Logging & Reporting Mot Subscribed

Internet : Connected Service Center : Not Subscribed

2. In the Service Account area, click Connect.
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The Safe@Office Services Wizard opens, with the Service Center dialog box
displayed.

) Setup Wizard -- Web Page Dialog x|

Safe@Office Services Wizard

Service Center

Your Safe@Office allows additional security services, including security and firmware
updates, content filtering and antivirus - enabling you to receive a comprehensive security
solution that is akways up-to-date

If you have already purchased security subscription from your service provider or reseller,
enter your subscription provider details below,

If you have not subscribed yet or would like to subscribe to more sewices, click Locate a
Service Center.

I¥ Connect to a difierent Senice Center
" usercenter.sofaware.com

 Specified |p|123123123123

Mext > Cancel

3. Make sure the Connect to a different Service Center check box is selected.
4. Do one of the following:

e To connect to the SofaWare Service Center, choose
usercenter.sofaware.com.

e To specify a Service Center, choose Specified IP and then in the Specified
IP field, enter the desired Service Center’s IP address, as given to you by
your system administrator.

5. Click Next.

e The Connecting... screen appears.
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e |f the Service Center requires authentication, the Service Center Login
dialog box appears.

4} Setup Wizard -- Web Page Dialog x|

Safe@Office Services Wizard

Service Center Login

This Service Center requires authentication
Please enter your subscription details as given to you by your Serice Provider or system
administrator

Gateway 1D |usergw7123

Registration Keyl-----u--------

[ <Ea:kJ [ Next)J [ Cancel J

Enter your gateway ID and registration key in the appropriate fields, as given
to you by your service provider, then click Next.

e The Connecting... screen appears.

e The Confirmation dialog box appears with a list of services to which you
are subscribed.

4} Setup Wizard -- Web Page Dialog x|
Safe@Office Services Wizard

Confirmation

Welcome to the SofaWareBeta Service Center

*fou are now subscribed to the following services:
Remote Management
Software Updates
Web Filtering
Email Antivirus
Logging & Reporting
Dynamic DNS
Email Antispam
VStream Antivirus Signature Updates

Subscription Expires : Sep 1, 2008

To confirm, click Next

[ (Elack_) [ Next>_) [ Cancel _)
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6. Click Next.

The Done screen appears with a success message.
x

Safe@Office Services Wizard

Done

Senices configured successfully

Finish ]

7. Click Finish.
The following things happen:

o |f a new firmware is available, the Safe@Office appliance may start
downloading it. This may take several minutes. Once the download is
complete, the Safe@Office appliance restarts using the new firmware.

e The Welcome page appears.
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e The services to which you are subscribed are now available on your

Safe@Office appliance and listed as such on the Account page. See
Viewing Services Information on page 287 for further information.

Check Point’

SOFTWARE TECHNOLOGIES LTD. -
We Secure the Internet. 6.0

Account Web Filtering Email Filtering Software Updates

Account

Welcome Service Account

Repur.ts Buy Product Upgrades and Subscription Senices Buy

Security

Antivirus Connect to a Service Center > Connect

Sorvi
sservices Refresh your Senice Center connection Befrash

Network

Setup Serwvice Center Name SofavWareBeta

Users Gateway ID ghwd55

YPN Subscription will end on Sep 1, 2008

Help

Logout Subscription Status Information

Software Updates Subscribed Connected  Automatic
Sof: n; Remote M t Subscribed C ted
e emate Managemen| ubscribe onnecte
Embedded

m Web Filtering Subscribed Connected  On

Subscribed

Ernail Antivirus Connectad

Email Antispam Subscribed Connected

WStream Antivirus Signature Updates Subscribed Connected

Dynarmic DNS

Subscribed Connected  ghwd55. mysofaware. net

Dynarnic WPMN Mot Subscribed

Logging & Reporting Subscribed Connected

Internet : Connected Service Center : Connected

e The Services submenu includes the services to which you are subscribed.
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Viewing Services Information

The Account page displays the following information about your subscription.

Table 62: Account Page Fields

This field... Displays...

Service Center The name of the Service Center to which you are connected (if known).
Name

Gateway ID Your gateway ID.

Subscription will The date on which your subscription to services will end.

end on

Service The services available in your service plan.

Subscription The status of your subscription to each service:

e Subscribed
e Not Subscribed

Status The status of each service:

e Connected. You are connected to the service through the
Service Center.

e Connecting. Connecting to the Service Center.
e N/A. The service is not available.
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This field... Displays...

Information The mode to which each service is set.

If you are subscribed to Dynamic DNS, this field displays your gateway's
domain name.

For further information, see Web Filtering on page 290, Virus Scanning
on page 294, and Automatic and Manual Updates on page 298.

Refreshing Your Service Center Connection

This option restarts your Safe@Office appliance’s connection to the Service Center
and refreshes your Safe@Office appliance’s service settings.

To refresh your Service Center connection

1. Click Services in the main menu, and click the Account tab.
The Account page appears.

2. In the Service Account area, click Refresh.
The Safe@Office appliance reconnects to the Service Center.
Your service settings are refreshed.

Configuring Your Account

This option allows you to access your Service Center's Web site, which may offer
additional configuration options for your account. Contact your Service Center for
a user ID and password.
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To configure your account

1. Click Services in the main menu, and click the Account tab.
The Account page appears.

2. In the Service Account area, click Configure.

Note: If no additional settings are available from your Service Center, this button will

e
i not appear.

Your Service Center's Web site opens.
3. Follow the on-screen instructions.

Disconnecting from Your Service Center

If desired, you can disconnect from your Service Center.

To disconnect from your Service Center

1. Click Services in the main menu, and click the Account tab.
The Account page appears.

2. In the Service Account area, click Connect.

The Safe@Office Services Wizard opens, with the first Subscription Services
dialog box displayed.

3. Clear the Connect to a different Service Center check box.
4. Click Next.

The Done screen appears with a success message.
5. Click Finish.

The following things happen:

e You are disconnected from the Service Center.
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e The services to which you were subscribed are no longer available on
your Safe@Office appliance.

Web Filtering

When the Web Filtering service is enabled, access to Web content is restricted
according to the categories specified under Allow Categories. Authorized users will
be able to view Web pages with no restrictions, only after they have provided the
administrator password via the Web Filtering pop-up window.

Note: Web Filtering is only available if you are connected to a Service Center and

o . . .
subscribed to this service.

Enabling/Disabling Web Filtering

% Note: If you are remotely managed, contact your Service Center to change these
o
i settings.

To enable/disable Web Filtering
1. Click Services in the main menu, and click the Web Filtering tab.
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The Web Filtering page appears.

Check Point

TECHNOLOGIES LTD.

We Secure the Intemnet. 6.0

Account Web Filtering Email Filtering Software Updates

Web Filtering

Welcome
Reports
Security
Antivirus Web Filtering
«Services 1
Network Qn ng F_illerirlg on
Setup @ Toﬁ’ Objectionable sites will be blocked
Users
VDN Allow Categories
Help 8 spont B Travel B Hobbies & Recreation
Logout B Gambling B Health & Medicine B news
B Finance & Investment B Government & Politics B2 Arts/Ententainment
- Job Search/Career Development - Computing & Intemet - Shopping
Eg B Adult/Sexually Explicit B Criminal Skills B Hate Speech
SofaWare . Yinlence . Glamour & Intimate Apparel . Personals & Dating
Embaddsd B Photo Searches B Remote Proxies B2 Hosting Sites
. Drugs & Alcohal . Usenet Mews . Chat
. Lifestyle & Cultures . Food/Drinks . Real Estate
B Reference B Search Engines B vveb-based Email

B ~lowed Sites B Blocked Sites

Snooze

B3 Unknown Sites

Internet : Connected Service Center : Connected

2. Drag the On/Off lever upwards or downwards.
Web Filtering is enabled/disabled.

Selecting Categories for Blocking

You can define which types of Web sites should be considered appropriate for your
family or office members, by selecting the categories. Categories marked with &3
will remain visible, while categories marked with @ will be blocked and will
require the administrator password for viewing.

Note: If you are remotely managed, contact your Service Center to change these
settings.
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To allow/block a category

e In the Allow Categories area, click & or B next to the desired category.

Temporarily Disabling Web Filtering

If desired, you can temporarily disable the Web Filtering service.

To temporarily disable Web Filtering

1. Click Services in the main menu, and click the Web Filtering tab.
The Web Filtering page appears.

2. Click Snooze.

e \Web Filtering is temporarily disabled for all internal network computers.
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e The Snooze button changes to Resume.

& Check Point
We Secure the Internet. 6.0

Account Web Filtering Email Filtering Software Updates

Web Filtering

welcome

Reports
Security
Antivirus Web Filtering
«Services
Network Qn Web Filtering on
Setup Objectionable sites will be blocked
Users
VPN Allow Categories
Help [ v B Travel B2 Hobbies & Recreation
Logout B Gambling B Heslth & Medicine B news
- Finance & Investment - Gaovernment & Palitics - Arte/Entertainment
. Job Search/Career Development . Computing & Intermet . Shopping
E, . Adult/Sexually Explicit . Criminal Skills . Hate Speech
SofaWare B viclence B Glamour & Intimate Apparel [l Personals & Dating
Embedded B3 Proto Searches B3 Remote Proxies B3 Hosting Sites
B Drugs & Alcohol B9 Usenet News B Chat
B Lifestyle & Cultures B FoodiDrinks B Real Estate
B Reference B Search Engines B veb-based Email

B Allowed Sites BB Blocked Sites

Fesume

B Unknown Sites

Internet : Connected Service Center : Connected

e The Web Filtering Off popup window opens.

Jmy.firewall - Resum
Safe@Office
Web Filtering Off

Web Filtering is off for the network
Click button to resume Web Filterin
filtered mode

Fesume

3. To re-enable the service, click Resume, either in the popup window, or on the
Web Filtering page.

e The service is re-enabled for all internal network computers.

¢ If you clicked Resume in the Web Filtering page, the button changes to
Snooze.
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e If you clicked Resume in the Web Filtering Off popup window, the popup
window closes.

Email Filtering
There are two Email Filtering services:

e Email Antivirus

When the Email Antivirus service is enabled, your email is automatically
scanned for the detection and elimination of all known viruses and vandals. If a
virus is detected, it is removed and replaced with a warning message.

Note: The Email Antivirus subscription service differs from VStream Antivirus in the

oo .
i following ways:

e Email Antivirus is centralized, redirecting traffic through the Service
Center for scanning, while VStream Antivirus scans for viruses in the
Safe@Office gateway itself.

e Email Antivirus is specific to email, scanning incoming POP3 and
outgoing SMTP connections only, while VStream Antivirus supports
additional protocols, including incoming SMTP and outgoing POP3
connections.

You can use either antivirus solution or both in conjunction. For information on
VStream Antivirus, see Using VStream Antivirus on page 263.

e Email Antispam

When the Email Antispam service is enabled, your email is automatically
scanned for the detection of spam. If spam is detected, the email’s Subject line is
modified to indicate that it is suspected spam. You can create rules to divert
such messages to a special folder.

Note: Email Filtering services are only available if you are connected to a Service

o
Y Center and subscribed to the services.

T
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Enabling/Disabling Email Filtering

¢ % Note: If you are remotely managed, contact your Service Center to change these
settings.

To enable/disable Email Filtering
1. Click Services in the main menu, and click the Email Filtering tab.
The Email Filtering page appears.

Check Point

TECHNOLOGIES LTD.

We Secure the Internet. 6.0

Account Web Filtering Email Filtering Software Updates

Email Filtering

Welcome
Reports
Security
Antivirus

Email Filtering

Email Antivirus on
All il will be scanned

«Services
Network
Setup
Users
YPN
Help
Logout

SofaWare
Embedded

Internet : Connected Service Center : Connected

On Email Antispam on
All mail will he scanned

Options
. Email retrieving (POP3)
B Email sending (SMTP)

2. Next to Email Antivirus, drag the On/Off lever upwards or downwards.
Email Antivirus is enabled/disabled.

3. Next to Email Antispam, drag the On/Off lever upwards or downwards.
Email Antispam is enabled/disabled.
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Selecting Protocols for Scanning

If you are locally managed, you can define which protocols should be scanned for
viruses and spam:

e Email retrieving (POP3). If enabled, all incoming email in the POP3
protocol will be scanned.

e Email sending (SMTP). If enabled, all outgoing email will be scanned.
Protocols marked with &8 will be scanned, while those marked with #® will not.

Note: If you are remotely managed, contact your Service Center to change these

Con .
settings.

i

To enable virus and spam scanning for a protocol

e In the Options area, click & or @ next to the desired protocol.

Temporarily Disabling Email Filtering

If you are having problems sending or receiving email you can temporarily disable
the Email Filtering services.

To temporarily disable Email Filtering

1. Click Services in the main menu, and click the Email Filtering tab.
The Email Filtering page appears.

2. Click Snooze.

e Email Antivirus and Email Antispam are temporarily disabled for all
internal network computers.
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e The Snooze button changes to Resume.

Check Point

TECHNOLOGIES LTD.

We Secure the Internet. 6.0

Account Web Filtering Email Filtering Software Updates

Email Filtering
Welcome
Reports Email Filtering

Security
Antivirus

Email Antivirus on
All il will be scanned
«Services
Network
On Email Antispam on
All mail will he scanned

Setup
Users
YPN
Help
Logout

SofaWare
Embedded

Internet : Connected Service Center : Connected

Options
. Email retrieving (POP3)
B Ermail sending (SMTP)

e The Email Filtering Off popup window opens.

Email Filtering Off

Email Filtering is off for the netwarl
Click button to resume Email Filteri
mode

Fiesume

3. To re-enable Email Antivirus and Email Antispam, click Resume, either in the
popup window, or on the Email Filtering page.

e The services are re-enabled for all internal network computers.

¢ If you clicked Resume in the Email Filtering page, the button changes to
Snooze.

o |f you clicked Resume in the Email Filtering Off popup window, the popup
window closes.
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Automatic and Manual Updates

The Software Updates service enables you to check for new security and software
updates.

£ % Note: Software Updates are only available if you are connected to a Service Center
and subscribed to this service.

Checking for Software Updates when Remotely Managed

If your Safe@Office appliance is remotely managed, it automatically checks for
software updates and installs them without user intervention. However, you can
still check for updates manually, if needed.

To manually check for security and software updates
1. Click Services in the main menu, and click the Software Updates tab.
The Software Updates page appears.

& Check Point

 TECHNGLOGIES LTD. -
We Secure the Internet. 6.0

Account Web Filtering Email Filtering Software Updates

Software Updates

Wwelcome
Reports
Security
Antivirus

Software Updates Mode

. Safei@Office will automatically check for new security and software updates.

«Services The next check will be performed in 43 minute(s), 42 second(s)

Network
Setup
Users
YPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected

2. Click Update Now.

Update Mo
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The system checks for new updates and installs them.

Checking for Software Updates when Locally Managed
If your Safe@Office appliance is locally managed, you can set it to automatically

check for software updates, or you can set it so that software updates must be
checked for manually.

To configure software updates when locally managed
1. Click Services in the main menu, and click the Software Updates tab.
The Software Updates page appears.

& Check Point

TECHNGLOGIES LTD. -
We Secure the Internet. 6.0

Account Web Filtering Email Filtering Software Updates

Software Updates

welcome
Reports Software Updates Mode

Security
Antivirus

Software Updates Automatic
. TAutnmatm Safe@Office will automatically check for new security and software

Ianual updates
The next check will be performed in 56 second(s)

«Services

Network
Setup
Users
YPN
Help

Embedded

Undate MNow

Internet : Connected Service Center : Connected

2. To set the Safe@Office appliance to automatically check for and install new
software updates, drag the Automatic/Manual lever upwards.

The Safe@Office appliance checks for new updates and installs them according
to its schedule.
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'w-t;'_.." e

Note: When the Software Updates service is set to Automatic, you can still manually
check for updates.

3. To set the Safe@Office appliance so that software updates must be checked for
manually, drag the Automatic/Manual lever downwards.

The Safe@Office appliance does not check for software updates automatically.

4. To manually check for software updates, click Update Now.

The system checks for new updates and installs them.

300

Check Point Safe@Office User Guide



@ Overview

Chapter 12

Working With VPNs

This chapter describes how to use your Safe@Office appliance as a Remote Access
VPN Client, server, or gateway.

This chapter includes the following topics:

OVEIVIBW ..ottt ettt sttt bbbt bbb 301
Setting Up Your Safe@Office Appliance as a VPN Server...........c.c...... 307
Adding and Editing VPN SIteS .....c.ccceveiieiiiiiiiesieceeeee e 312
Deleting @ VPN St ..cvcveiee et 343
Enabling/Disabling @ VPN SIte ........ccviviviiiiiceicse e 343
Logging on to a Remote Access VPN Site.......cccccvvvvviviieiieiene e 344
Logging off a Remote Access VPN Site .......cccccvivveivniviieiesene e 348
INstalling @ CertifiCate ..........cvvviiviveieieee e s 348
Uninstalling @ CertifiCate.........cccvvvivvieiiveieiec s 355
VIewing VPN TUNNEIS ....ccoiiiiieiecieeee e 356
Viewing IKE Traces for VPN Connections.........ccccceeeveveneiesnsesesnnnne 359
Overview

You can configure your Safe@Office appliance as part of a virtual private network
(VPN). A VPN is a private data network consisting of a group of gateways that can
securely connect to each other. Each member of the VPN is called a VPN site, and
a connection between two VPN sites is called a VPN tunnel. VPN tunnels encrypt
and authenticate all traffic passing through them. Through these tunnels, employees
can safely use their company’s network resources when working at home. For
example, they can securely read email, use the company’s intranet, or access the
company’s database from home.

The are four types of VPN sites:

e Remote Access VPN Server. Makes a network remotely available to
authorized users, who connect to the Remote Access VPN Server using the
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Check Point SecuRemote VPN Client, provided for free with your
Safe@Office, or from another Safe@Office.

e Internal VPN Server. SecuRemote can also be used from your internal
networks, allowing you to secure your wired or wireless network with
strong encryption and authentication.

e Site-to-Site VPN Gateway. Can connect with another Site-to-Site VPN
Gateway in a permanent, bi-directional relationship.

e Remote Access VPN Client. Can connect to a Remote Access VPN Server,
but other VPN sites cannot initiate a connection to the Remote Access
VPN Client. Defining a Remote Access VPN Client is a hardware
alternative to using SecuRemote software.

Both Safe@Office 500 and 500W provide full VPN functionality. They can act as a
Remote Access VPN Client, a Remote Access VPN Server for multiple users, or a
Site-to-Site VPN Gateway.

A virtual private network (VPN) must include at least one Remote Access VPN
Server or gateway. The type of VPN sites you include in a VPN depends on the
type of VPN you want to create, Site-to-Site or Remote Access.

% Note: A locally managed Remote Access VPN Server or gateway must have a static
= IP address. If you need a Remote Access VPN Server or gateway with a dynamic
IP address, you must use SofaWare Security Management Portal (SMP)
management.

A SecuRemote or Safe@Office Remote Access VPN Client can have a dynamic IP
address, regardless of whether it is locally or remotely managed.

e Note: This chapter explains how to define a VPN locally. However, if your appliance
= is centrally managed by a Service Center, then the Service Center can
automatically deploy VPN configuration for your appliance.

Site-to-Site VPNs

A Site-to-Site VPN consists of two or more Site-to-Site VPN Gateways that can
communicate with each other in a bi-directional relationship. The connected
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networks function as a single network. You can use this type of VPN to mesh
office branches into one corporate network.

-
\ Office C o
Branch3 [VPN Gateway] Office B

[VPN Gateway]

Internet

[VPN Gateway]

Figure 12: Site-to-Site VPN
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To create a Site-to-Site VPN with two VPN sites
1. On the first VPN site’s Safe@Office appliance, do the following:

a. Define the second VPN site as a Site-to-Site VPN Gateway, or create
a PPPOE tunnel to the second VPN site, using the procedure Adding
and Editing VPN Sites on page 312.

b. Enable the Remote Access VPN Server using the procedure Setting
Up Your Safe@Office Appliance as a Remote Access VPN Server on
page 307.

2. On the second VPN site’s Safe@Office appliance, do the following:

a. Define the first VPN site as a Site-to-Site VPN Gateway, or create a
PPPOE tunnel to the first VPN site, using the procedure Adding and
Editing VPN Sites on page 312.

b. Then enable the Remote Access VPN Server using the procedure
Setting Up Your Safe@Office Appliance as a Remote Access VPN
Server on page 307.
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Remote Access VPNs

A Remote Access VPN consists of one Remote Access VPN Server or Site-to-Site
VPN Gateway, and one or more Remote Access VPN Clients. You can use this
type of VPN to make an office network remotely available to authorized users,
such as employees working from home, who connect to the office Remote Access
VPN Server with their Remote Access VPN Clients.

VPN-1
= Home Worker SecuRemote
Home Gateway g
[VPN Client] Dial-up
Mobile Worker
Internet

Office Gateway
[VPN Server]

Office Network

Figure 13: Remote Access VPN
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To create a Remote Access VPN with two VPN sites

1. On the remote user VPN site's Safe@Office appliance, add the office Remote

Access VPN Server as a Remote Access VPN site.
See Adding and Editing VPN Sites on page 312.

The remote user's Safe@Office appliance will act as a Remote Access VPN
Client.

On the office VPN site's Safe@Office appliance, enable the Remote Access
VPN Server.

See Setting Up Your Safe@Office Appliance as a Remote Access VPN Server
on page 307.

Internal VPN Server

You can use your Safe@Office appliance as an internal VPN Server, for enhanced
wired and wireless security. When the internal VPN Server is enabled, internal
network PCs and PDAs with SecuRemote VPN Client software installed can
establish a Remote Access VPN session to the gateway. This means that
connections from internal network users to the gateway can be encrypted and
authenticated.

The benefits of using the internal VPN Server are two-fold:

Accessibility

Using SecuRemote, you can enjoy a secure connection from anywhere—in your
wireless network or on the road—without changing any settings. The standard is
completely transparent and allows you to access company resources the same
way, whether you are sitting at your desk or anywhere else.

Security

Many of today's attacks are increasingly introduced from inside the network.
Internal security threats cause outages, downtime, and lost revenue. Wired
networks that deal with highly sensitive information—especially networks in
public places, such as classrooms—are vulnerable to users trying to hack the
internal network.
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Using the internal VPN Server, along with a strict security policy for non-VPN
users, can enhance security both for wired networks and for wireless networks,
which are particularly vulnerable to security breaches.

The internal VPN Server can be used in the Safe@Office 500W wireless appliance,
regardless of the wireless security settings. It also can be used in wired appliances,
both for wired stations and for wireless stations.

Note: You can enable wireless connections to a wired Safe@Office appliance, by
connecting a wireless access point in bridge mode to one of the appliance's internal
interfaces. Do not connect computers to the same interface as a wireless access
point, since allowing direct access from the wireless network may pose a significant
security risk.

oo e

For information on setting up your Safe@Office appliance as an internal VPN
Server, see Setting Up Your Safe@Office Appliance as a VPN Server on page
307.

Setting Up Your Safe@Office Appliance as a VPN
Server

You can make your network available to authorized users connecting from the
Internet or from your internal networks, by setting up your Safe@Office appliance
as a VPN Server. Users can connect to the VPN Server via Check Point
SecuRemote or via a Safe@Office appliance in Remote Access VPN mode.

Enabling the VPN Server for users connecting from your internal networks adds a
layer of security to such connections. For example, while you could create a
firewall rule allowing a specific user on the DMZ or WLAN to access the LAN,
enabling VPN access for the user means that such connections can be encrypted
and authenticated. For more information, see Internal VPN Server on page 306.
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To set up your Safe@Office appliance as a VPN Server

1. Configure the VPN Server in one or more of the following ways:

e To accept remote access connections from the Internet.
See Configuring the Remote Access VPN Server on page 309.
e To accept connections from your internal networks.

See Configuring the Internal VPN Server on page 310.

2. If you configured the internal VPN Server, install SecuRemote on the desired
internal network computers.

See Installing SecuRemote on page 311.
3. Set up remote VPN access for users.
See Setting Up Remote VPN Access for Users on page 369.
Note: Disabling the VPN Server for a specific type of connection (from the Internet or

from internal networks) will cause all existing VPN tunnels of that type to
disconnect.

'\-':.':':' J'"_
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Configuring the Remote Access VPN Server
To configure the Remote Access VPN Server

1. Click VPN in the main menu, and click the VPN Server tab.
The SecuRemote VPN Server page appears.

Check Point’

SOFTWARE TECHNOLOGIES LTD.
We Secure the Internet.
¥PN Server VPN Sites ¥PN Login Certificate

SecuRemote VPN Server

Welcome
Reports SecuRemote Server Mode

Security The Safe@Office WPN Server enables users running Check Point SecuRemoate to securely access
Antivirus your network
Services
Network [~ Allow SecuRemote users to connect from the Internet
Setup .
Users [~ Allow SecuRemote users to connect from my internal networks
“¥PN ® Download SecuRemote VPN client
Help
Logout

Embedded

2. Select the Allow SecuRemote users to connect from the Internet check box.
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New check boxes appear.

Check Point

TECHNOLOGIES LTD.

We Secure the Intemnet. 6.0

VPN Server ¥PN Sites ¥PN Login Certificate

SecuRemote VPN Server

welcome
Reports SecuRemote Server Mode

Security The Safe@Ofiice WPH Server enables users running Check Point SecuRemote to securely access

Antivirus your network.
Services
Network ¥ Allow SecuRemote users to connect from the Internet
EIip ™ Bypass NAT Do not perform Metwork Address Translation (MAT) to the
Users . v internal netwark for authenticated remate users.
VPN .
I Bypass the firewall Bypass the firewall to the intemal network for
Help e " authenticated remote users
Logout

" Allow SecuRemote users to connect from my internal networks

# Download SecuRemote YPH client

Embedded

Internet : Connected Service Center : Connected

3. To allow authenticated users connecting from the Internet to bypass NAT when
connecting to your internal network, select the Bypass NAT check box.

4. To allow authenticated users connecting from the Internet to bypass the firewall
and access your internal network without restriction, select the Bypass the
firewall check box.

5. Click Apply.
The Remote Access VPN Server is enabled for the specified connection types.

Configuring the Internal VPN Server

To configure the internal VPN Server
1. Click VPN in the main menu, and click the VPN Server tab.
The SecuRemote VPN Server page appears.
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2. Select the Allow SecuRemote users to connect from my internal networks check
box.

New check boxes appear.

Check Point

TECHNOLOGIES LTD.

We Secure the Intemnet. 6.0

VPN Server ¥PN Sites ¥PN Login Certificate

SecuRemote VPN Server

welcome
Reports SecuRemote Server Mode

Security The Safe@Ofiice WPH Server enables users running Check Point SecuRemote to securely access

Antivirus your network.
Services
Network Allow SecuRemote users to connect from the Internet
Setup B
Users . ¥ Allow SecuRemote users to connect from my internal networks
«¥PN Do not perform Metwork Address Translation (MAT) to the
Help 7 Bypass NAT. internal network for authenticated remote users
ECUDEE [~ Bypassthe firewall:  Bypass the firewall for authenticated users

® Download SecuRernote YPM client

Embedded

Internet : Connected Service Center : Connected

3. To allow authenticated users connecting from internal networks to bypass the
firewall and access your internal network without restriction, select the Bypass
the firewall check box.

Bypass NAT is always enabled for the internal VPN server, and cannot be
disabled.

4. Click Apply.
The internal VPN Server is enabled for the specified connection types.

Installing SecuRemote

If you configured the Remote Access VPN Server to accept connections from your
internal networks, you must install the SecuRemote VPN Client on internal
network computers that should be allowed to remotely access your network.
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To install SecuRemote
1. Click VPN in the main menu, and click the VPN Server tab.
The SecuRemote VPN Server page appears.
2. Click the Download SecuRemote VPN client link.
The VPN-1 SecuRemote for Safe@Office page opens in a new window.
3. Follow the online instructions to complete installation.
SecuRemote is installed.

For information on using SecuRemote, see the User Help. To access
SecuRemote User Help, right-click on the SecuRemote VPN Client icon in the
taskbar, select Settings, and then click Help.

Adding and Editing VPN Sites

To add or edit VPN sites
1. Click VPN in the main menu, and click the VPN Sites tab.
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The VPN Sites page appears with a list of VPN sites.

Check Point’

TECHNOLOGIES LTD.

We Secure the Internet. 6.0

VPN Server ¥PN Sites ¥PN Login Certificate

VPN Sites

Welcome
Reports Site Name Type Enabled
Security
Antivirus

office Rermote Access YRR [v] {@hErase

Services
Network
Setup
Users
VPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected

2. Do one of the following:

e To add a VPN site, click New Site.
e To edit a VPN site, click Edit in the desired VPN site’s row.

The Safe@Office VPN Site Wizard opens, with the Welcome to the VPN Site

Wizard dialog box displayed.

2} VPN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Welcome to the VPN Site Wizard

Using this Wizard, you can create a connection to a PN (Virtual Private Netwark) site
Select the type of site to establish:
& Remote Access VPN:
Allow a user to establish remote access sessions to another
netwark.
¢ Site-to-Site VPN:
Establishes a permanent secure link between your netwark and
a remote network.
To continug, click Next
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3. Do one of the following:

e Select Remote Access VPN to establish remote access from your Remote
Access VPN Client to a Remote Access VPN Server.

e Select Site-to-Site VPN to create a permanent bi-directional connection to
another Site-to-Site VPN Gateway.

4. Click Next.

Configuring a Remote Access VPN Site
If you selected Remote Access VPN, the VPN Gateway Address dialog box appears.

Safe@Office VPN Site Wizard

VPN Gateway Address

Enter the IP address of the WPN gateway to which you want to connect

WP Gatewayl

™ Bypass the firewall:

Bypass the firewall between this site and the internal
netwark

[ <Eiack) [ Next)J [ Cancel J

1. Enter the IP address of the Remote Access VPN Server to which you want to
connect, as given to you by the network administrator.

2. To allow the VPN site to bypass the firewall and access your internal network
without restriction, select the Bypass the firewall check box.

3. Click Next.
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The VPN Network Configuration dialog box appears.

4 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

VPN Network Configuration

How do you want to obtain the WP network configuration?
To download the configuration, the site you are contacting must be running a Check Paoint
WPN-1™ Topology Server.
& Download Configuration
Obtain the netwark configuration by downloading it fram the
site.

 Specify Configuration:
Enter the netwaork configuration manually.

¢ Route All Traffic:
All network traflic will be routed via this site {Including Intemet
traffic)

[ <Back ) [ Mext> ) [ Cancel )

4. Specify how you want to obtain the VPN network configuration. Refer to VPN
Network Configuration Fields on page 323.

5. Click Next.

The following things happen in the order below:

¢ If you chose Specify Configuration, a second VPN Network Configuration
dialog box appears.

4} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

VPN Network Configuration

Enter the destination network addresses and subnet masks of the site to which you want to

connect:
No. Destination network Subnet mask
1 | 255.255.256.0 [124] =l
| | 265.266.256.0 [f24) =l
3 | | 285.255.256.0 [124] 2|

Backup Gateway |

[ <Ea:kJ [ Next)J [ Cancel J
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Complete the fields using the information in VPN Network Configuration
Fields on page 323 and click Next.

e The Authentication Method dialog box appears.

2} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Authentication Method
Select the authentication method used by this VPN site

& Username and Password
 Certificate
 RSA SecurlD Token

[ < Back ] f Iext > ] [ Cancel ]

6. Complete the fields using the information in Authentication Methods Fields on
page 325.

7. Click Next.
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Username and Password Authentication Method

If you selected Username and Password, the VPN Login dialog box appears.

2} ¥PN Site Wizard -- Web Page Dialog

Safe@Office VPN Site Wizard

VPN Login

How should the Safe@Office login on this site?
& Manual Login:

| want to enter the password every time, using http:#ry.van .
¢ Automatic Login:

Use the specified username and password to login automatically
Usemame |

Password |

[ < Back ] f INext > ] [ Cancel ]

2. Click Next.

1. Complete the fields using the information in VPN Login Fields on page 325.

e |f you selected Automatic Login, the Connect dialog box appears.

4} ¥PN Site Wizard -- Web Page Dialog

Safe@Office VPN Site Wizard

Connect

I Try to Connect ta the WYPN Gateway

Using the credentials you provided. Any existing tunnels will be
terminated

[ < Back ] [ Next > ] [ Cancel ]
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Do the following:

1) To try to connect to the Remote Access VPN Server, select the Try
to Connect to the VPN Gateway check box.

This allows you to test the VPN connection.

Warning: If you try to connect to the VPN site before completing the wizard, all
existing tunnels will be terminated.

2) Click Next.

If you selected Try to Connect to the VPN Gateway, the Connecting...
screen appears, and then the Contacting VPN Site screen appears.

e The Site Name dialog box appears.

4 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Site Name

You have successfully defined the VPN site.
Flease enter a name for this site:

Site Name

[ <Back ) [ Mext> ) [ Cancel )

3. Enter a name for the VPN site.
You may choose any name.
4. Click Next.
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The VPN Site Created screen appears.

4 ¥PN Site Wizard -- Web Page Dialog

Safe@Office VPN Site Wizard

VPN Site Created

VPN Site was created.
Click Finish to exit this wizard

5. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the

VPN Sites list.

Certificate Authentication Method

If you selected Certificate, the Connect dialog box appears.

4 ¥PN Site Wizard -- Web Page Dialog

Safe@Office VPN Site Wizard

Connect

¥ Try to Connect to the WYPN Gateway
Using the credentials you provided. Any existing tunnels will be
terminated

[ < Back ] f INext > ] [ Cancel ]

Chapter 12: Working With VPNs

319



Adding and Editing VPN Sites @

1. To try to connect to the Remote Access VPN Server, select the Try to Connect to
the VPN Gateway check box.

This allows you to test the VPN connection.

Warning: If you try to connect to the VPN site before completing the wizard, all
existing tunnels will be terminated.

2. Click Next.

If you selected Try to Connect to the VPN Gateway, the Connecting... screen
appears, and then the Contacting VPN Site screen appears.

The Site Name dialog box appears.

2} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Site Name

You have successfully defined the %FPN site.
Please enter a name for this site:

Site Name

[ <Ea:kJ [ Next)J [ Cancel J

3. Enter a name for the VPN site.
You may choose any name.
4. Click Next.
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The VPN Site Created screen appears.

4 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

VPN Site Created

VPN Site was created.
Click Finish to exit this wizard

5. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the
VPN Sites list.

RSA SecurlD Authentication Method
If you selected RSA SecurlID, the Site Name dialog box appears.

/3 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Site Name

You have successfully defined the VPN site.
Flease enter a name for this site:

Site Name

[ <Back ) [ Mex> ) [ Cancal ]
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1. Enter a name for the VPN site.
You may choose any name.
2. Click Next.
The VPN Site Created screen appears.

4} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

VPN Site Created

VPN Site was created.
Click Finish to exit this wizard

3. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the
VPN Sites list.
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Table 63: VPN Network Configuration Fields

In this field... Do this...
Download Click this option to obtain the network configuration by downloading it from
Configuration the VPN site.

This option will automatically configure your VPN settings, by downloading
the network topology definition from the Remote Access VPN Server.

Note: Downloading the network configuration is only possible if you are
connecting to a Check Point VPN-1 or Safe@Office Site-to-Site VPN

Gateway.
Specify Click this option to provide the network configuration manually.
Configuration
Route All Traffic Click this option to route all network traffic through the VPN site.

For example, if your VPN consists of a central office and a number of
remote offices, and the remote offices are only allowed to access Internet
resources through the central office, you can choose to route all traffic from
the remote offices through the central office.

Note: You can only configure one VPN site to route all traffic.
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In this field... Do this...

Route Based VPN Click this option to create a virtual tunnel interface (VTI) for this site, so
that it can participate in a route-based VPN.

Route-based VPNs allow routing connections over VPN tunnels, so that
remote VPN sites can participate in dynamic or static routing schemes.
This improves network and VPN management efficiency for large

networks.

For constantly changing networks, it is recommended to use a route-based
VPN combined with OSPF dynamic routing. This enables you to make
frequent changes to the network topology, such as adding an internal
network, without having to reconfigure static routes.

OSPF is enabled using CLI. For information on using CLI, see Controlling
the Appliance via the Command Line on page 388. For information on
the relevant commands for OSPF, refer to the Embedded NGX CLI
Reference Guide.

This option is only available for when configuring a Site-to-Site VPN
gateway.

Destination network Type up to three destination network addresses at the VPN site to which

you want to connect.
Subnet mask Select the subnet masks for the destination network addresses.

Note: Obtain the destination networks and subnet masks from the VPN

site’s system administrator.

Backup Gateway Type the name of the VPN site to use if the primary VPN site fails.
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Table 64: Authentication Methods Fields

In this field...

Do this...

Username and
Password

Certificate

RSA SecurlD
Token

Select this option to use a user name and password for VPN
authentication.

In the next step, you can specify whether you want to log on to the VPN
site automatically or manually.

Select this option to use a certificate for VPN authentication.

If you select this option, a certificate must have been installed. (Refer to
Installing a Certificate on page 348 for more information about

certificates and instructions on how to install a certificate.)
Select this option to use an RSA SecurID token for VPN authentication.

When authenticating to the VPN site, you must enter a four-digit PIN code
and the SecurlD passcode shown in your SecurlD token's display. The

RSA SecurlID token generates a new passcode every minute.

SecurlD is only supported in Remote Access manual login mode.
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Table 65: VPN Login Fields

In this field... Do this...

Manual Login Click this option to configure the site for Manual Login.

Manual Login connects only the computer you are currently logged onto to
the VPN site, and only when the appropriate user name and password
have been entered. For further information on Automatic and Manual
Login, see, Logging on to a VPN Site on page 344.

Automatic Login Click this option to enable the Safe@Office appliance to log on to the VPN
site automatically.

You must then fill in the Username and Password fields.

Automatic Login provides all the computers on your internal network with
constant access to the VPN site. For further information on Automatic and
Manual Login, see Logging on to a VPN Site on page 344.

Username Type the user name to be used for logging on to the VPN site.

Password Type the password to be used for logging on to the VPN site.
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Configuring a Site-to-Site VPN Gateway
If you selected Site-to-Site VPN, the VPN Gateway Address dialog box appears.

7} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

VPN Gateway Address

Enter the IP address of the VPN gateway to which you want to connect

WPN Gateway

" Bypass NAT:
Dan't perdarm MNetwork Address Translation (MNAT)
between this site and the internal netwark

" Bypass the firewall:

Bypass the firewall between this site and the internal
network

[ <Ea:kJ [ Next)J [ Cancel J

1. Complete the fields using the information in VPN Gateway Address Fields on
page 338.

2. Click Next.
The VPN Network Configuration dialog box appears.

2} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

VPN Network Configuration

How do you want to obtain the PN network configuration?
To download the configuration, the site you are contacting must be running a Check Point
WPRN-1™ Topalogy Server
& Download Cenfiguration
Obtain the network configuration by downloading it fram the
site:

= Specify Configuration:
Enter the netwark configuration manually.

¢ Route All Traffic:
All netwark trafiic will be routed via this site {Including Internet
traffic)

¢ Route Based VPN:
Create a virtual tunnel interface for this WPN site, allowing it to
participate in dynamic or static routing schemes.

[ <Back_) [ Next>_) [ Cancel _)
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3. Specify how you want to obtain the VPN network configuration. Refer to VPN
Network Configuration Fields on page 323.

4. Click Next.

e If you chose Specify Configuration, a second VPN Network Configuration
dialog box appears.

Safe@Office VPN Site Wizard

VPN Network Configuration

Enter the destination network addresses and subnet masks of the site to which you want to
connect:

No.Destination network Subnet mask

1. | 265.266.256.0 [f24) =l
2 | | 285285 256.0 [124] =l
| | 265.266.256.0 [j24) =l

Backup Gateway |

[ < Back ] [ Next > ] [ Cancel ]

Complete the fields using the information in VPN Network Configuration
Fields on page 323, and then click Next.
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e If you chose Route Based VPN, the Route Based VPN dialog box appears.

4 ¥PN Site Wizard -- Web Page Dialog x|
Safe@Office VPN Site Wizard
Route Based VPN

Use these fields to configure the Virtual Tunnel Interface (VTI)
Tunnel Local IP |

Tunnel Remote IP |

OSPF Cost [10

5 &

[ < Back J [ Next > J [ Cancel ]

Complete the fields using the information in Route Based VPN Fields on
page 339, and then click Next.

e The Authentication Method dialog box appears.

Safe@Office VPN Site Wizard

Authentication Method

Select the authentication method used by this WPN site.

 Shared Secret
 Certificate

[ < Back ] [ MNext > ] [ Cancel ]

5. Complete the fields using the information in Authentication Methods Fields on
page 340.

6. Click Next.
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Shared Secret Authentication Method

If you selected Shared Secret, the Authentication dialog box appears.

4 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Authentication

Flease enter the credentials for the topology download:
Use Shared Secret ssssssssssssess

[ < Back ] [ MNext > ] [ Cancel ]

If you chose Download Configuration, the dialo

4 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Authentication

Flease enter the credentials for the topology download:
Topology User |

Topology Password I

Use Shared Secret I

[ < Back ] [ MNext > ] [ Cancel ]

g box contains additional fields.

1. Complete the fields using the information in V
page 340 and click Next.

PN Authentication Fields on
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The Security Methods dialog box appears.

4} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Security Methods

Select the security and integrity methods far this site, or select "Automatic” to
automatically select the best security methods supported by the site

¥ Show Advanced Settings

Phase 1

Security Methods |Autumamc j
Phase 2

Security Methods |Autumamc j

[ < Back J [ Next > J [ Cancel ]

2. To configure advanced security settings, click Show Advanced Settings.
New fields appear.

2} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Security Methods

Select the security and integrity methods far this site, or select "Automatic” to
automatically select the best security methods supported by the site

A Hide Advanced Seftings

Phase 1
Security Methods |Automati: j 12)
Diffie-Hellman group IAutUmatic j @)
Renegotiste every IT‘MU— minutes @

Phase 2
Security Methods |Automati: j 2)
Perfect Forward Secrecy IDlsab\ed j @
Diffie-Hellman group |Automati: j 12)
Renegotiate every 600 seconds [2)

[ < Back J [ INext > J [ Cancel ]

3. Complete the fields using the information in Security Methods Fields on page
340 and click Next.
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The Connect dialog box appears.

4 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Connect

¥ Try to Connect to the WYPN Gateway
Using the credentials you provided. Any existing tunnels will be
terminated

[ < Back ] f INext > ] [ Cancel ]

4. To try to connect to the Remote Access VPN Server, select the Try to Connect to
the VPN Gateway check box.

This allows you to test the VPN connection.

Warning: If you try to connect to the VPN site before completing the wizard, all
existing tunnels will be terminated.

5. Click Next.

e If you selected Try to Connect to the VPN Gateway, the Connecting...
screen appears, and then the Contacting VPN Site screen appears.
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e The Site Name dialog box appears.

2} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Site Name

You have successfully defined the %FPN site.
Please enter a name for this site:

Site I

Name

" Keep this site alive

This site will he connected even if there is no netwark
traffic

[ < Back ] f INext > ] [ Cancel ]

6. Enter a name for the VPN site.
You may choose any name.

7. To keep the tunnel to the VPN site alive even if there is no network traffic
between the Safe@Office appliance and the VPN site, select Keep this site alive.

8. Click Next.
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e If you selected Keep this site alive, and previously you chose Download
Configuration, the "Keep Alive” Configuration dialog box appears.

k=1 ite Wizard -- Web Page Dialo
Safe@Office VPN Site Wizard

"Keep Alive"” Configuration

Specify the Host IP's to "Ping":
No.  Host IP

1. I
z |
3|

[ <Ea:kJ [ Next)J [ Cancel J

Do the following:

1) Type up to three IP addresses which the Safe@Office appliance
should ping in order to keep the tunnel to the VPN site alive.

2) Click Next.
e The VPN Site Created screen appears.
9. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the
VPN Sites list.

Certificate Authentication Method
If you selected Certificate, the following things happen:
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e If you chose Download Configuration, the Authentication dialog box
appears.

4 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard
Authentication

Please enter the credentials for the topology download:
Topology User

Topology Password I

[ < Back ] f INext > ] [ Cancel ]

Complete the fields using the information in VPN Authentication Fields on
page 340 and click Next.

e The Security Methods dialog box appears.

3 ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Security Methods
Select the security and integrity methods for this site, or select "Automatic” to
automatically select the best security methods supported by the site
¥ Show Advanced Settings
Phase 1

Security Wethods |Aulumahc j
Phase 2
Security Wethods |Aulumahc j

[ < Back ] [ IMNext > ] [ Cancel ]

1. To configure advanced security settings, click Show Advanced Settings.
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New fields appear.

4} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard
Security Methods

Select the security and integrity methods for this site, or select "Automatic” to
automatically select the best security methods supported by the site

A Hide Advanced Settings

Phase 1
Security Methods |Autnmatl: j 2)
Diffie-Hellman group |Automati: j 2)
Renegotiate every |M4U— minutes @

Phase 2
Security Methods |Autnmatl: j 2)
Perfect Forward Secrecy |Disab\ed j 2)
Diffie-Hellrman group |Autnmatl: j )
Renegotiste every IEW— seconds @

[ < Back ] [ Nt > ] [ Cancel ]

2. Complete the fields using the information in Security Methods Fields on page
340 and click Next.

The Connect dialog box appears.

7} ¥PN Site Wizard -- Web Page Dialog x|

Safe@Office VPN Site Wizard

Connect

I Try to Connect to the WPN Gateway

Using the credentials you provided. Any existing tunnels will be
terminated

[ < Back ] f Mext > J [ Cancel J

3. To try to connect to the Remote Access VPN Server, select the Try to Connect to
the VPN Gateway check box.

This allows you to test the VPN connection.
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Warning: If you try to connect to the VPN site before completing the wizard, all
existing tunnels will be terminated.

4. Click Next.

e If you selected Try to Connect to the VPN Gateway, the following things
happen:

The Connecting... screen appears.
e The Contacting VPN Site screen appears.
e The Site Name dialog box appears.

Safe@Office VPN Site Wizard

Site Name

You have successfully defined the WP site.
Flease enter a name for thiz site:

Site: I

MName

" Keep this site alive

This site will be connected even if there is no netwark
traffic

[ <Ea:kJ [ Next)J [ Cancel J

5. Enter a name for the VPN site.
You may choose any name.

6. To keep the tunnel to the VPN site alive even if there is no network traffic
between the Safe@Office appliance and the VPN site, select Keep this site alive.

7. Click Next.
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e If you selected Keep this site alive, and previously you chose Download
Configuration, the "Keep Alive” Configuration dialog box appears.

k=1 ite Wizard -- Web Page Dialo
Safe@Office VPN Site Wizard
"Keep Alive"” Configuration

Specify the Host IP's to "Ping":
No.  Host IP

1. I
z |
3|

[ <Ea:kJ [ Next)J [ Cancel J

Do the following:

1) Type up to three IP addresses which the Safe@Office appliance
should ping in order to keep the tunnel to the VPN site alive.

2) Click Next.

e The VPN Site Created screen appears.
8. Click Finish.

The VPN Sites page reappears. If you added a VPN site, the new site appears in
the VPN Sites list. If you edited a VPN site, the modifications are reflected in the

VPN Sites list.
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Table 66: VPN Gateway Address Fields

In this field... Do this...

Gateway Address Type the IP address of the Site-to-Site VPN Gateway to which you want
to connect, as given to you by the network administrator.

Bypass NAT Select this option to allow the VPN site to bypass NAT when connecting
to your internal network.
This option is selected by default.

Bypass the Select this option to allow the VPN site to bypass the firewall and access

firewall your internal network without restriction.

Table 67: Route Based VPN Fields

In this field...

Do this...

Tunnel Local IP

Tunnel Remote IP

OSPF Cost

Type a local IP address for this end of the VPN tunnel.
Type the IP address of the remote end of the VPN tunnel.
Type the cost of this link for dynamic routing purposes.
The default value is 10.

If OSPF is not enabled, this setting is not used. OSPF is enabled using
the Safe@Office command line interface (CLI). For information on using
CLI, see Controlling the Appliance via the Command Line on page
388. For information on the relevant commands for OSPF, refer to the
Embedded NGX CLI Reference Guide.
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Table 68: Authentication Methods Fields

In this field...

Do this...

Shared Secret

Certificate

Select this option to use a shared secret for VPN authentication.
A shared secret is a string used to identify VPN sites to each other.
Select this option to use a certificate for VPN authentication.

If you select this option, a certificate must have been installed. (Refer to
Installing a Certificate on page 348 for more information about
certificates and instructions on how to install a certificate.)

Table 69: VPN Authentication Fields

In this field...

Do this...

Topology User

Type the topology user’s user name.

Topology Type the topology user’s password.
Password
Use Shared Type the shared secret to use for secure communications with the VPN
Secret site.
This shared secret is a string used to identify the VPN sites to each other.
The secret can contain spaces and special characters.
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Table 70: Security Methods Fields

In this field...

Do this...

Phase 1

Security Methods

Diffie-Hellman
group

Renegotiate every

Phase 2

Security Methods

Select the encryption and integrity algorithm to use for IKE negotiations:

e Automatic. The Safe@Office appliance automatically selects
the best security methods supported by the site. This is the
default.

o A specific algorithm
Select the Diffie-Hellman group to use:

e Automatic. The Safe@Office appliance automatically selects a
group. This is the default.

o Aspecific group

A group with more bits ensures a stronger key but lowers performance.

Type the interval in minutes between IKE Phase-1 key negotiations. This
is the IKE Phase-1 SA lifetime.

A shorter interval ensures higher security, but impacts heavily on
performance. Therefore, it is recommended to keep the SA lifetime
around its default value.

The default value is 1440 minutes (one day).

Select the encryption and integrity algorithm to use for VPN traffic:

o Automatic. The Safe@Office appliance automatically selects
the best security methods supported by the site. This is the
default.

e A specific algorithm
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In this field...

Do this...

Perfect Forward
Secrecy

Diffie-Hellman

group

Renegotiate every

Specify whether to enable Perfect Forward Secrecy (PFS), by selecting
one of the following:

e Enabled. PFS is enabled. The Diffie-Hellman group field is
enabled.

o Disabled. PFS is disabled. This is the default.
Enabling PFS will generate a new Diffie-Hellman key during IKE Phase 2

and renew the key for each key exchange.

PFS increases security but lowers performance. It is recommended to
enable PFS only in situations where extreme security is required.
Select the Diffie-Hellman group to use:

e Automatic. The Safe@Office appliance automatically selects a
group. This is the default.

o Aspecific group

A group with more bits ensures a stronger key but lowers performance.

Type the interval in seconds between IPSec SA key negotiations. This is
the IKE Phase-2 SA lifetime.

A shorter interval ensures higher security.

The default value is 3600 seconds (one hour).
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Deleting a VPN Site

To delete a VPN site
1. Click VPN in the main menu, and click the VPN Sites tab.
The VPN Sites page appears, with a list of VPN sites.

2. In the desired VPN site’s row, click the Erase i icon.
A confirmation message appears.

3. Click OK.
The VPN site is deleted.

Enabling/Disabling a VPN Site

You can only connect to VPN sites that are enabled.

To enable/disable a VPN site

1. Click VPN in the main menu, and click the VPN Sites tab.
The VPN Sites page appears, with a list of VPN sites.

2. Toenable a VPN site, do the following:

a. Click the @ icon in the desired VPN site’s row.
A confirmation message appears.
b. Click OK.
The icon changes to &, and the VPN site is enabled.
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3. To disable a VPN site, do the following:

& Note: Disabling a VPN site eliminates the tunnel and erases the network topology.
'\-\.\-\'J_"_—

a. Click the & icon in the desired VPN site’s row.
A confirmation message appears.
b. Click OK.
The icon changes to @, and the VPN site is disabled.

Logging on to a Remote Access VPN Site

You need to manually log on to Remote Access VPN Servers configured for
Manual Login. You do not need to manually log on to a Remote Access VPN
Server configured for Automatic Login or a Site-to-Site VPN Gateway: all the
computers on your network have constant access to it.

Manual Login can be done through either the Safe@Office Portal or the my.vpn
page. When you log on and traffic is sent to the VPN site, a VPN tunnel is
established. Only the computer from which you logged on can use the tunnel. To
share the tunnel with other computers in your home network, you must log on to
the VPN site from those computers, using the same user name and password.

Note: You must use a single user name and password for each VPN destination
gateway.

'w-t;'_.." e
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Logging on through the Safe@Office Portal

% Note: You can only login to sites that are configured for Manual Login.

To manually log on to a VPN site through the Safe@Office Portal
1. Click VPN in the main menu, and click the VPN Login tab.
The VPN Login page appears.

Check Point’

SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

YPN Server ¥PN Sites ¥PN Login Certificate

VPN Login

Welcome
Reports VPN Login
Security
Antivirus

Site Mame

Services Usermname

Network
Setup
Users
“¥PN
Help
Logout

Embedded

2. From the Site Name list, select the site to which you want to log on.

Password

% Note: Disabled VPN sites will not appear in the Site Name list.

3. Type your user name and password in the appropriate fields.
4. Click Login.
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e If the Safe@Office appliance is configured to automatically download the
network configuration, the Safe@Office appliance downloads the
network configuration.

e If when adding the VPN site you specified a network configuration, the
Safe@Office appliance attempts to create a tunnel to the VPN site.

e Once the Safe@Office appliance has finished connecting, the VPN Login
Status box appears. The Status field displays “Connected”.

3 http:/ /my.firewall - ¥PN Lo i =]
Safe@Office

VPN Login Status
Site Name office
Status Connected

=
e The VPN Login Status box remains open until you manually log off the
VPN site.

Logging on through the my.vpn page

& Note: You don’t need to know the my.firewall page administrator's password in order
o
S to use the my.vpn page.

To manually log on to a VPN site through the my.vpn page

1. Direct your Web browser to http://my.vpn
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The VPN Login screen appears.

Check Point’

TECHNOLOGIES LTD.

We Secure the Internet.

VPN Login

Site Mame

Usemame

Password

Embedded

Internet : Connected Service Center : Connected

2. In the Site Name list, select the site to which you want to log on.
3. Enter your user name and password in the appropriate fields.
4. Click Login.

o If the Safe@Office appliance is configured to automatically download the
network configuration, the Safe@Office appliance downloads the
network configuration.

¢ |If when adding the VPN site you specified a network configuration, the
Safe@Office appliance attempts to create a tunnel to the VPN site.

e The VPN Login Status box appears. The Status field tracks the
connection’s progress.

¢ Once the Safe@Office appliance has finished connecting, the Status field
changes to “Connected”.

e The VPN Login Status box remains open until you manually log off of the
VPN site.
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Logging off a Remote Access VPN Site

You need to manually log off a VPN site, if it is a Remote Access VPN site
configured for Manual Login.

To log off a VPN site

¢ Inthe VPN Login Status box, click Logout.
All open tunnels from the Safe@Office appliance to the VPN site are closed,
and the VPN Login Status box closes.

& Note: Closing the browser or dismissing the VPN Login Status box will also terminate
e e . - .
i the VPN session within a short time.

Installing a Certificate

A digital certificate is a secure means of authenticating the Safe@Office appliance
to other Site-to-Site VPN Gateways. The certificate is issued by the Certificate
Authority (CA) to entities such as gateways, users, or computers. The entity then
uses the certificate to identify itself and provide verifiable information.

For instance, the certificate includes the Distinguished Name (DN) (identifying
information) of the entity, as well as the public key (information about itself). After
two entities exchange and validate each other's certificates, they can begin
encrypting information between themselves using the public keys in the
certificates.

The certificate also includes a fingerprint, a unique text used to identify the
certificate. You can email your certificate's fingerprint to the remote user. Upon
connecting to the Safe@Office VPN Server for the first time, the entity should
check that the VPN peer's fingerprint displayed in the SecuRemote VPN Client is
identical to the fingerprint received.
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The Safe@Office appliance supports certificates encoded in the PKCS#12
(Personal Information Exchange Syntax Standard) format, and enables you to
install such certificates in the following ways:

e By generating a self-signed certificate.
See Generating a Self-Signed Certificate on page 349.
e By importing a certificate.

The PKCS#12 file you import must have a ".p12" file extension. If you do not
have such a PKCS#12 file, obtain one from your network security administrator.

See Importing a Certificate on page 353.

s Note: To use certificates authentication, each Safe@Office appliance should have a
e e . i Lee
e unique certificate. Do not use the same certificate for more than one gateway.

Note: If your Safe@Office appliance is centrally managed, a certificate is
automatically generated and downloaded to your appliance. In this case, there is no
need to generate a self-signed certificate.

'\-‘\.':':' J_'l_—

Generating a Self-Signed Certificate

To generate a self-signed certificate

1. Click VPN in the main menu, and click the Certificate tab.

Chapter 12: Working With VPNs 349



Installing a Certificate

2.

3.

The Certificate page appears.

Check Point

TECHNOLOGIES LTD.

We Secure the Intemnet. 6.0

VPN Server ¥PN Sites ¥PN Login Certificate

Certificate

welcome
Reports VPN Certificate

Security Installed Certificate:
Antivirus .
) alid From:
Services
Network Walid Until
Setup Fingerprint;
Users CA Cerificate
VPN
Help Walid From:

Logout Walid Undil

Fingerprint

Install Certificate Uninstall Cerificate
Embedded

Internet : Connected Service Center : Connected

Click Install Certificate.

The Safe@Office Certificate Wizard opens, with the Certificate Wizard dialog box
displayed.

7} safe@0ffice Certificate Wizard -- Web Page Dialog x|

Safe@Office Certificate Wizard
Welcome to the Certificate Wizard

A digital cerificate is a secure means of authenticating the Safe@Office gateway to other
gateways. You can install a certificate in the following ways:

* Generate a self-signed security certificate for this gateway
" Import a security certificate in PKCS#12 format

Click Generate a self-signed security certificate for this gateway.
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The Create Self-Signed Certificate dialog box appears.

4 safe@0ffice Certificate Wizard -- Web Page Dialog x|

Safe@Office Certificate Wizard

Create Self-Signed Certificate

Pleaze enter the details of this gateway
Country |(Chnnse wour country) j

Organization Namel

Organizational Umll

Gateway Name IEIEI 08:da:77:70:70

Valid Until [Nov =] 11 =] feom4 =]

[ < Back ] f INext > ] [ Cancel ]

4. Complete the fields using the information in the table below.
5. Click Next.

The Safe@Office appliance generates the certificate. This may take a few
seconds.

The Done dialog box appears, displaying the certificate's details.

7} safe@0ffice Certificate Wizard -- Web Page Dialog x|

Safe@Office Certificate Wizard

The following certificate has been created
Installed Certificate: /C=US/0=mycompnay/0U=office/CN=00:08:da:77:70:70

Valid From: Mov 28, 2005 10:54:35 Al GMT+HI2:00
Valid Until: Oct 29, 2015 12:00:08 AM GMT+12:00
Fingerprint: BEST JEFF IDEA GIL DOCK HID SKik WATT LORE TIP KNIT IRE
CA Certificate: /C=US/0=mycompnay/0U=office/CN=CA-
00:08:da:77:70:70
Valid From: Mov 28, 2005 10:54:31 Al GWT+HI2:00
Valid Until: Oct 29, 2015 12:00:04 Al GMT+I2:00
g e EED\ARJ‘LT ARTS NIB ROTH BELT MUTT SEAL CLAD FIEF CAM

To save this cedificate and overwrite the existing cedificate press Finish

6. Click Finish.
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The Safe@Office appliance installs the certificate. If a certificate is already
installed, it is overwritten.

The Certificate Wizard closes.
The Certificates page displays the following information:

e The gateway's certificate

e The gateway's name

e The gateway certificate's fingerprint
e The CA's certificate

e The name of the CA that issued the certificate (in this case, the
Safe@Office gateway)

e The CA certificate's fingerprint

e The starting and ending dates between which the gateway's certificate and
the CA's certificate are valid

& Check Point’

SOFTWARE TECHNOLOGIES LTD.
We Secure the Internet.

VPN Server VPN Sites ¥PN Login Certificate

Certificate

Welcome
Reports VPN Certificate

Security /C=US/0=mycompnay/OU=office/CN=00:08:da:77:70:T0

Installed Certificate:

Antivirus
) walid Fror: Moy 28, 2005 1046435 Al GMT+H1200
Services
Network Valid Until Oct 23, 2015 12,0008 AW GMT+I200
Setup Fingerprint BEST JEFF IDEA GIL DOCK HID SKIM WATT LORE TIP KNIT IRE
:::’5 4 Certificate {C=US/0=mycompnay/OU=office/CH=CA-00:08: da:77:70:70
.
Help walid Fror: Mov 28, 2005 106431 At GMT+H1200
Logout Valid Until Oct 23, 2015 120004 AWt GMT+IZ00

Fingerprint BAM JILT ARTS MIE ROTH BELT MUTT SEAL CLAD FIEF CAM HEAR

Install Certificate Uninstall Certificate

SofaWare
Embedded

Internet : Connected Service Center : Gonnected
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Installing a Certificate

Table 71: Certificate Fields

In this field...

Do this...

Country

Organization
Name

Organizational Unit

Gateway Name

Valid Until

Select your country from the drop-down list.

Type the name of your organization.

Type the name of your division.

Type the gateway's name. This name will appear on the certificate, and will
be visible to remote users inspecting the certificate.

This field is filled in automatically with the gateway's MAC address. If
desired, you can change this to a more descriptive name.

Use the drop-down lists to specify the month, day, and year when this
certificate should expire.

Note: You must renew the certificate when it expires.

Importing a Certificate

To install a certificate

1. Click VPN in the main menu, and click the Certificate tab.

The Certificate page appears.
2. Click Install Certificate.
The Safe@Office Certificate Wizard opens, with the Certificate Wizard dialog box

displayed.

3. Click Import a security certificate in PKCS#12 format.
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The Import Certificate dialog box appears.

4 safe@0ffice Certificate Wizard -- Web Page Dialog

Safe@Office Certificate Wizard
Import Certificate
To install a cedificate fwhich will overarite any existing installed one)
1. Obtain the PKCS# 2 Cetificate file from your netwark security administrator

2. Click Browse... and select the Certificate file (with a p12 suffix)
3. Click Next

Browse. I

[ <Ea:kJ [ Next)J [ Cancel J

4. Click Browse to open a file browser from which to locate and select the file.

The filename that you selected is displayed.

5. Click Next.

The Import-Certificate Passphrase dialog box appears. This may take a few

moments.

; Safe@0ffice Certificate Wizard -- YWeb Page Dialog

Safe@Office Certificate Wizard

Import Certificate - Passphrase

Please enter the cerdificate passphrase, and click Next to view the certificate

[

[ <Ea:KJ [ Next>) [ Cancel J

6. Type the pass-phrase you received from the network security administrator.
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7. Click Next.
The Done dialog box appears, displaying the certificate's details.
8. Click Finish.

The Safe@Office appliance installs the certificate. If a certificate is already
installed, it is overwritten.

The Certificate Wizard closes.

The Certificates page displays the following information:

e The gateway's certificate

e The gateway's name

e The gateway certificate's fingerprint

e The CA's certificate

e The name of the CA that issued the certificate
e The CA certificate's fingerprint

e The starting and ending dates between which the gateway's certificate and
the CA's certificate are valid

Uninstalling a Certificate

If you uninstall the certificate, no certificate will exist on the Safe@Office
appliance, and you will not be able to connect to the VPN if a certificate is
required.

You cannot uninstall the certificate if there is a VPN site currently defined to use
certificate authentication.

Note: If you want to replace a currently-installed certificate, there is no need to
uninstall the certificate first. When you install the new certificate, the old certificate
will be overwritten.

'\-':.':':' J'"_
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To uninstall a certificate
1. Click VPN in the main menu, and click the Certificate tab.
The Certificate page appears with the name of the currently installed certificate.
2. Click Uninstall.
A confirmation message appears.
3. Click OK.
The certificate is uninstalled.
A success message appears.
4. Click OK.

Viewing VPN Tunnels

You can view a list of currently established VPN tunnels. VPN tunnels are created
and closed as follows:

e Remote Access VPN sites configured for Automatic Login and Site-to-Site
VPN Gateways

A tunnel is created whenever your computer attempts any kind of
communication with a computer at the VPN site. The tunnel is closed when not
in use for a period of time.

s Note: Although the VPN tunnel is automatically closed, the site remains open, and if
e e . . . . .
i you attempt to communicate with the site, the tunnel will be reestablished.

e Remote Access VPN sites configured for Manual Login

A tunnel is created whenever your computer attempts any kind of
communication with a computer at the VPN site, after you have manually
logged on to the site. All open tunnels connecting to the site are closed when
you manually log off.
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To view VPN tunnels
1. Click Reports in the main menu, and click the VPN Tunnels tab.
The VPN Tunnels page appears with a table of open tunnels to VPN sites.

& Check Point’

TECHNOLOGIES LTD. -
We Secure the Internet. 6.0
Event Log Traffic Monitor Active Computers Active Connections Wireless ¥PN Tunnels

VPN Tunnels Save IKE Trace Cleat IKE Trace

Welcome
«Reports Type Source Destination Security Established

b4 217.132.162.212
(Safe@Office)

Phase 2 [ 217.132.162.212

Security
Antivirus

Phase 1 2] 856478144 (Victoria) AES-256/SHAT 02:18:20 PM

B s [ 0.0.0.0-255 255 255 255 3DES/SHAT  02:18:20 PM

Network
Setup
Users
VPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected Mow 15, 2005 02:18:51 PM GMT+02:00

The VPN Tunnels page includes the information described in the table below.
2. To refresh the table, click Refresh.

Table 72: VPN Tunnels Page Fields

This field... Displays...

Type The currently active security protocol (IPSEC).

Source The IP address or address range of the entity from which the tunnel
originates.

The entity's type is indicated by an icon. See VPN Tunnel Icons on page
358.
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This field... Displays...
Destination The IP address or address range of the entity to which the tunnel is
connected.

The entity's type is indicated by an icon. See VPN Tunnel Icons on page
358.

Security The type of encryption used to secure the connection, and the type of
Message Authentication Code (MAC) used to verify the integrity of the
message. This information is presented in the following format: Encryption
type/Authentication type

Note: All VPN settings are automatically negotiated between the two sites.
The encryption and authentication schemes used for the connection are the
strongest of those used at the two sites.

Your Safe@Office appliance supports AES, 3DES, and DES encryption
schemes, and MD5 and SHA authentication schemes.

Established The time at which the tunnel was established.
This information is presented in the format hh:mm:ss, where:
hh=hours
mm=minutes

ss=seconds

Table 73: VPN Tunnels Icons

This icon... Represents...

ﬁ This gateway
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This icon... Represents...
A network for which an IKE Phase-2 tunnel was negotiated
A Remote Access VPN Server

A Site-to-Site VPN Gateway

A remote access VPN user

Viewing IKE Traces for VPN Connections

If you are experiencing VPN connection problems, you can save a trace of IKE
(Internet Key Exchange) negotiations to a file, and then use the free IKE View tool
to view the file.

The IKE View tool is available for the Windows platform.

& Note: Before viewing IKE traces, it is recommended to do the following:
'\-\."-\'J_"_—

e The Safe@Office appliance stores traces for all recent IKE
negotiations. If you want to view only new IKE trace data, clear all IKE
trace data currently stored on the Safe@Office appliance.

o Close all existing VPN tunnels except for the problematic tunnel, so as
to make it easier to locate the problematic tunnel's IKE negotiation
trace in the exported file.

To clear all currently-stored IKE traces
1. Click Reports in the main menu, and click the VPN Tunnels tab.
The VPN Tunnels page appears with a table of open tunnels to VPN sites.
2. Click Clear IKE Trace.
All IKE trace data currently stored on the Safe@Office appliance is cleared.
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To view the IKE trace for a connection

1. Establish a VPN tunnel to the VPN site with which you are experiencing
connection problems.

For information on when and how VPN tunnels are established, see Viewing
VPN Tunnels on page 356.

2. Click Reports in the main menu, and click the VPN Tunnels tab.
The VPN Tunnels page appears with a table of open tunnels to VPN sites.
3. Click Save IKE Trace.
A standard File Download dialog box appears.
4. Click Save.
The Save As dialog box appears.
5. Browse to a destination directory of your choice.
6. Type a name for the *.elg file and click Save.

The *.elg file is created and saved to the specified directory. This file contains
the IKE traces of all currently-established VPN tunnels.

7. Use the IKE View tool to open and view the *.elg file, or send the file to
technical support.
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Chapter 13

Managing Users

This chapter describes how to manage Safe@Office appliance users. You can
define multiple users, set their passwords, and assign them various permissions.

This chapter includes the following topics:

Changing Your PaSSWOIT ..........ccccviviveierierieriesesiesieseseeeeseeeeseesseseesnens 361
Adding and Editing USEIS .......cccoveveieriiieiise e s e e s 363
Adding Quick Guest HOtSPOt USEFS.......c.cccevvvieiisiieeieeeeese e 367
Viewing and Deleting USErS.......c.coeieveiieiienine e siesieeie e sie e sveens 369
Setting Up Remote VPN ACCeSS for USErS........coeveieiireiesenesesnsieaneas 369
Using RADIUS AUthentication ..........cccccoveveriiiesnsiesicee e se e 370
Configuring the RADIUS Vendor-Specific Attribute .........c.ccccevevivinnns 374

Changing Your Password

You can change your password at any time.

To change your password

1. Click Users in the main menu, and click the Internal Users tab.
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The Internal Users page appears.

Check Point’

TECHNOLOGIES LTD.

We Secure the Internet. 6.0

Internal Users RADIUS

Internal Users

welcome
Reports e name Administrator VPN Web HotSpot
Security Level Access Filtering Access

Antivirus admin Read/Wtite ¥ @ @ GPEdit

guest3Z2 No Access [ ] ® @ Mov 30, 2005 11:14:AM G Erase 625 Edit

Expires

Services

Network
Setup
«Users
VPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected

Quick Guest Clear Expired

2. In the row of your username, click Edit.

The Account Wizard opens displaying the Set User Details dialog box.
x|

<} Account Wizard -- Web Page Dialog

Account Wizard
Set User Details

Flease choose a usemame and password for this user.

Username admin

Password (5-25 ct j]

Canfirm password

3. Edit the Password and Confirm password fields.
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= Note: Use 5 to 25 characters (letters or numbers) for the new password.
'\-\.‘:\'J_'i_—
4. Click Next.
The Set User Permissions dialog box appears.
7 Account Wizard -- Web Page Dialog x|
Account Wizard
Set User Permissions
Please select the permissions granted to this user.
Administrator Level Fieadhirite -
PN Remote Access I
“Web Filtering Cverride I
HotSpot Access il
< Back Cancel | Finizh |
5. Click Finish.

Your changes are saved.

Adding and Editing Users

This procedure explains how to add and edit users.

For information on quickly adding guest HotSpot users via a shortcut that the
Safe@Office appliance provides, see Adding Quick Guest HotSpot Users on page
367.

To add or edit a user

1. Click Users in the main menu, and click the Internal Users tab.
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The Internal Users page appears.
2. Do one of the following:

e To create a new user, click New User.

e To edit an existing user, click Edit next to the desire user.
The Account Wizard opens displaying the Set User Details dialog box.

- Account Wizard -- Web Page Dialog

Account Wizard
Set User Details

Please choose a usemame and passward for this user.

Username
Password (5-25 characters)
Canfirm password
I” Expires On [Mov =] fza  [E Jeo08 =]

[ floe [ [av =

%]

3. Complete the fields using the information in Set User Details Fields on page

365.
4. Click Next.
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The Set User Permissions dialog box appears.

x
Account Wizard
Set User Permissions
Flease select the permissions granted to this user
Administrator Level Mo Access -
PN Remote Access r
Wieb Filtering Override r
HotSpot Access I
< Back l Cancel l Finish l

The options that appear on the page are dependant on the software and services
you are using.

5. Complete the fields using the information in Set User Permissions Fields on
page 366.

6. Click Finish.
The user is saved.

Table 74: Set User Details Fields

In this field... Do this...
Username Enter a username for the user.
Password Enter a password for the user. Use five to 25 characters (letters or

numbers) for the new password.

Confirm Password Re-enter the user’s password.
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In this field...

Do this...

Expires On

To specify an expiration time for the user, select this option and specify
the expiration date and time in the fields provided.

When the user account expires, it is locked, and the user can no longer
log on to the Safe@Office appliance.

If you do not select this option, the user will not expire.

Table 75: Set User Permissions Fields

In this field...

Do this...

Administrator Level

Select the user’s level of access to the Safe@Office Portal.

The levels are:

e NoAccess: The user cannot access the Safe@Office Portal.
e Read/Write: The user can log on to the Safe@ Office Portal
and modify system settings.

e Read Only: The user can log on to the Safe@Office Portal,
but cannot modify system settings or export the appliance
configuration via the Setup>Tools page. For example, you
could assign this administrator level to technical support
personnel who need to view the Event Log.

The default level is No Access.

The “admin” user's Administrator Level (Read/Write) cannot be

changed.
VPN Remote Select this option to allow the user to connect to this Safe@Office
Access appliance using their VPN client.
For further information on setting up VPN remote access, see Setting
Up Remote VPN Access for Users on page 369.
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Web Filtering Select this option to allow the user to override Web Filtering.
Override
This option only appears if the Web Filtering service is defined.
This option cannot be changed for the “admin” user.

HotSpot Access Select this option to allow the user to log on to the My HotSpot page.

For information on Secure HotSpot, see Configuring Secure HotSpot
on page 256.

This option only appears in Safe@Office 500 with Power Pack.

Adding Quick Guest HotSpot Users

The Safe@Office appliance provides a shortcut for quickly adding a guest HotSpot
user. This is useful in situations where you want to grant temporary network access
to guests, for example in an Internet café. The shortcut also enables printing the
guest user's details in one click.

By default, the quick guest user has the following characteristics:

e Username in the format guest<number>, where <number> is a unique
three-digit number.

For example: guest123
e Randomly generated password
e Expires in 24 hours
e Administration Level: No Access
e Permissions: HotSpot Access only

For information on configuring Secure HotSpot, see Using Secure HotSpot on
page 256.
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To quickly create a guest user
1. Click Users in the main menu, and click the Internal Users tab.
The Internal Users page appears.
2. Click Quick Guest.
The Account Wizard opens displaying the Save Quick Guest dialog box.

4} Account Wizard -- Web Page Dialog x|

Account Wizard

Save Quick Guest

To sawe the new guest account, click Finish.

Username guesti2z
Password : BtdZona

Expires : Maw 30 =, 2005, 11:14 AM =

3. In the Expires field, click on the arrows to specify the expiration date and time.
4. To print the user details, click Print.
5. Click Finish.

The guest user is saved.

You can edit the guest user's details and permissions using the procedure
Adding and Editing Users on page 363.
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Viewing and Deleting Users

% Note: The “admin” user cannot be deleted.
o e

To view or delete users

1. Click Users in the main menu, and click the Internal Users tab.

The Internal Users page appears with a list of all users and their permissions.
The expiration time of expired users appears in red.
2. To delete a user, do the following:

a) In the desired user’s row, click the Erase iﬁ icon.
A confirmation message appears.

b) Click OK.
The user is deleted.

3. To delete all expired users, do the following:

a) Click Clear Expired.
A confirmation message appears.

b) Click OK.
The expired users are deleted.

Setting Up Remote VPN Access for Users

If you are using your Safe@Office appliance as a Remote Access VPN Server or as
an internal VPN Server, you can allow users to access it remotely through their
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Remote Access VPN Clients (a Check Point SecureClient, Check Point
SecuRemote, or another Embedded NGX appliance).

To set up remote VPN access for a user

1. Enable your VPN Server, using the procedure Setting Up Your Safe@Office
Appliance as a VPN Server on page 307.

2. Add or edit the user, using the procedure Adding and Editing Users on page
363.

You must select the VPN Remote Access option.

Using RADIUS Authentication

You can use Remote Authentication Dial-In User Service (RADIUS) to
authenticate both Safe@Office appliance users and Remote Access VPN Clients
trying to connect to the Safe@Office appliance.

e Note: When RADIUS authentication is in use, Remote Access VPN Clients must
= have a certificate.

When a user tries to log on to the Safe@Office Portal, the Safe@Office appliance
sends the entered user name and password to the RADIUS server. The server then
checks whether the RADIUS database contains a matching user name and
password pair. If so, then the user is logged on.

By default, all RADIUS-authenticated users are assigned the set of permissions
specified in the Safe@Office Portal's RADIUS page. However, you can configure
the RADIUS server to pass the Safe@Office appliance a specific set of permissions
to grant the authenticated user, instead of these default permissions. This is done by
configuring the RADIUS Vendor-Specific Attribute (VSA) with a set of attributes
containing permission information for specific users. If the VSA is configured for a
user, then the RADIUS server passes the VSA to the Embedded NGX gateway as
part of the response to the authentication request, and the gateway assigns the user
permissions as specified in the VSA. If the VSA is not returned by the RADIUS
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server for a specific user, the gateway will use the default permission set for this
user.

To use RADIUS authentication
1. Click Users in the main menu, and click the RADIUS tab.
The RADIUS page appears.

Check Point’

SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

Internal Users RADIUS

RADIUS

welcome
Reports
SNy Primary RADIUS Server
Antivirus
SErfEas Address I {5 This Computer {ih Clear
Network
Part [te12
Setup
HUsERs Shared Secret |
VPN
Help Realm | (Optional)
Logout .
Tirmeout |3 seconds

Secondary RADIUS Server

Address | {9 This Computer i Clear

Embedded

Port [1812

Shared Secret |

Realm | (Optional)

Timeout |3 seconds

RADIUS User Permissions

Administrator Level |Nn Access j
r
r
r

Y¥Ph Remote Access

Web Filtering Override

HotSpat Access

Internet : Connected Service Center : Connected

2. Complete the fields using the table below.
3. Click Apply.
4. To restore the default RADIUS settings, do the following:

a) Click Default.
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A confirmation message appears.
b) Click OK.

The RADIUS settings are reset to their defaults. For information on the
default values, refer to the table below.

5. To use the RADIUS VSA to assign permissions to users, configure the VSA.
See Configuring the RADIUS Vendor-Specific Attribute on page 374.

Table 76: RADIUS Page Fields

In this field... Do this...
Primary/Secondary Configure the primary and secondary RADIUS servers.
RADIUS Server

By default, the Safe@Office appliance sends a request to the primary
RADIUS server first. If the primary RADIUS server does not respond
after three attempts, the Safe@Office appliance will send the request to
the secondary RADIUS server.

Address Type the IP address of the computer that will run the RADIUS service
(one of your network computers) or click the corresponding This
Computer button to allow your computer to host the service.

To clear the text box, click Clear.
Port Type the port number on the RADIUS server’s host computer.
The default port number is 1812.

Shared Secret Type the shared secret to use for secure communication with the
RADIUS server.
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In this field... Do this...

Realm If your organization uses RADIUS realms, type the realm to append to
RADIUS requests. The realm will be appended to the username as

follows: <username>@<realm>

For example, if you set the realm to “myrealm”, and the user "JohnS"
attempts to log on to the Safe@Office Portal, the Safe@Office
appliance will send the RADIUS server an authentication request with
the username “JohnS@myrealm”.

This field is optional.

Timeout Type the interval of time in seconds between attempts to communicate
with the RADIUS server.

The default value is 3 seconds.

RADIUS User If the RADIUS VSA (Vendor-Specific Attribute) is configured for a user,
Permissions the fields in this area will have no effect, and the user will be granted
the permissions specified in the VSA.

If the VSA is not configured for the user, the permissions configured in

this area will be used.

Administrator Level Select the level of access to the Safe@Office Portal to assign to all
users authenticated by the RADIUS server.

The levels are:

e NoAccess: The user cannot access the Safe@Office Portal

e Read/Write: The user can log on to the Safe@ Office Portal
and modify system settings.

e Read Only: The user can log on to the Safe@Office Portal,
but cannot modify system settings.

The default level is No Access.

Chapter 13: Managing Users 373



Configuring the RADIUS Vendor-Specific Attribute @

In this field... Do this...
Web Filtering Select this option to allow all users authenticated by the RADIUS server
Override to override Web Filtering.

This option only appears if the Web Filtering service is defined.
HotSpot Access Select this option to allow the user to access the My HotSpot page.

This option only appears in Safe@Office 500 with Power Pack.

Configuring the RADIUS Vendor-Specific Attribute

For detailed instructions and examples, refer to the "Configuring the RADIUS
Vendor-Specific Attribute" white paper.

To assigh permissions to specific RADIUS-authenticated users
1. Create a remote access policy as follows:
a) Assign the policy’s VSA (attribute 26) the SofaWare vendor code
(6983).

b) For each permission you want to grant, configure the relevant attribute
of the VSA with the desired value, as described in the table below.
For example, to assign the user VPN access permissions, set attribute number 2
to “true”.

2. Assign the policy to the desired user or user group.
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Table 77: VSA Syntax

Permission  Description

Attribute
Number

Attribute
Format

Attribute Values Notes

Admin Indicates the
administrator’s
level of access to
the Embedded

NGX Portal

VPN Indicates whether
the user can
access the
network from a
Remote Access

VPN Client.

2

String

String

none. The user
cannot access the
Safe@Office
Portal.

readonly. The user
can log on to the
Safe@Office
Portal, but cannot
modify system
settings.

readwrite. The user
can log on to the
Safe@Office
Portal and modify
system settings.

true. The user can This permission

remotely access is only relevant if

the network via the Safe@Office

VPN. Remote Access
VPN Server is
false. The user enabled. The

cannot remotely
gateway must

access the
have a

network via VPN. e
certificate.
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Permission  Description Attribute Attribute Attribute Values Notes
Number Format

Hotspot Indicates whether 3 String true. The user can This permission
the user can log access the Internet  is only relevant if
on via the My via My HotSpot. the Secure
HotSpot page. HotSpot feature

false. The user .
is enabled.
cannot access the
Internet via My
HotSpot.

UFP Indicates whether 4 String true. The user can This permission is
the user can override Web only relevant if
override Web Filtering. the Web Filtering
Filtering. service is

false. The user
enabled.
cannot override
Web Filtering.
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Chapter 14

Maintenance

This chapter describes the tasks required for maintenance and diagnosis of your
Safe@Office appliance.

This chapter includes the following topics:

Viewing FIrmware STatUS ........ccccviviriieeieiese e 377
Updating the FIMMWATE...........cccivieiiieieeie s 379
Upgrading Your Software ProducCt...........ccccuevevevenesie s sese e 381
Registering Your Safe@Office ApplianCe .........ccocvvvviveieieicie e 385
Configuring SysIog LOGQING ...ccveveveieieiere e sesie e se e s snens 386
Controlling the Appliance via the Command Line.........cccccoecevievieiivinnnnns 388
Configuring HTTPS ..o 392
ConfigurNg SSH ..o 394
Configuring SNIMP........ooieiec e 396
Setting the Time on the AppHaNCe ........ccccv v i 399
Using DiagnostiC TOOIS .....cveviieiiiiceseeieiee s enea 403
Backing Up the Safe@Office Appliance Configuration.............cc.cccvee.e. 417
Resetting the Safe@Office Appliance to Defaults .........cccccccceviieiiinnnnas 420
RUNNING DIAGNOSTICS ....vvevvevieiciesie st st sne 423
Rebooting the Safe@Office ApplianCe .........cccvvivvivicreieiccece e 424

Viewing Firmware Status

The firmware is the software program embedded in the Safe@Office appliance.
You can view your current firmware version and additional details.
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To view the firmware status
o Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.

Check Point

TECHNOLOGIES LTD.

We Secure the Internet. 5.0

Firmware High Awvailability Logging Management Tools Printers

Firmware

Welcome
Reports Status

Security WAN MAC Address 00:08:d5:77:70:70
Antivirus
Services Firmware Version 6.0.36% » Eirmware Update
Net k
stwor Installed Product Safe@Office (25 nodes) » Upgrade Product
«Setup
Users Uptime 2 days, 01:37:52 > Bestart
YPN
Help Hardware Type SBox-200
Logout Hardware Version 1.1

Safei@Office Setup Wizard
Embedded

Internet : Connected Service Center : Connected

The Firmware page displays the following information:

Table 78: Firmware Status Fields

This field... Displays... For example...

WAN MAC Address The MAC address used for 00:80:11:22:33:44
the Internet connection

Firmware Version The current version of the 6.0
firmware
Installed Product The licensed software and Safe@Office 500 unlimited nodes

the number of allowed
nodes
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This field... Displays... For example...

Uptime The time that elapsed from 01:21:15
the moment the unit was

turned on

Hardware Type The type of the current Sbox-500
Safe@Office appliance
hardware

Hardware Version The current hardware 1.0
version of the Safe@Office

appliance

Updating the Firmware

If you are subscribed to Software Updates, firmware updates are performed
automatically. These updates include new product features and protection against
new security threats. Check with your reseller for the availability of Software
Updates and other services. For information on subscribing to services, see
Connecting to a Service Center on page 281.

If you are not subscribed to the Software Updates service, you must update your
firmware manually.

To update your Safe@Office firmware manually

1. Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.

2. Click Firmware Update.
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The Firmware Update page appears.

& Check Poinf

SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet. 6.0

Firmware High Availability Logging Management Tools Printers

Firmware Update

welcome
Reports Firmware Update

Security To update the firmware of your Safe@Office, follow these steps:
Antivirus
. 1. Obtain the updated firrmvware file
8
ervices 2. Click Browse... and select the new firmwars fila
Network 3. Click Upload
«Setup
I Erowse...
Users
VPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected

Click Browse.
A browse window appears.
Select the image file and click Open.

The Firmware Update page reappears. The path to the firmware update image file
appears in the Browse text box.

Click Upload.
Your Safe@Office appliance firmware is updated.

Updating may take a few minutes, during which time the PWR/SEC LED may
start flashing red or orange. Do not power off the appliance.

At the end of the process the Safe@Office appliance restarts automatically.
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Upgrading Your Software Product

You can upgrade your Safe@Office 500 appliance by adding the Safe@Office 500
Power Pack. After purchasing the Power Pack, you will receive a new Product Key
that enables you to use the Power Pack on the same Safe@Office appliance you
have today. There is no need to replace your hardware. You can also purchase node
upgrades, as needed.

e Note: To purchase the Power Pack or node upgrades, contact your Safe@Office
e appliance provider.

To upgrade your product, you must install the new Product Key.

To install a Product Key

1. Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.

2. Click Upgrade Product.
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®

The Safe@Office Licensing Wizard opens, with the Install Product Key dialog box

displayed.

; Setup Wizard -- Web Page Dialog

Safe@Office Licensing Wizard

Install Product Key > Buy Upgrade
Your Safe@Cffice is currently configured with the following product information:

Product : Safe@Office (25 nodes)

Product Key : TdeTde TdeTdeT4e7de

In a typical installation, there is no need to change these settings, and you can proceed by
clicking Next

What do you want to do?

 Keep these settings

" Enter a different Product Key

3. Click Enter a different Product Key.

4. In the Product Key field, enter the new Product Key.

5. Click Next.

The Installed New Product Key dialog box appears.

4 Setup Wizard - Web Page Dialog

Safe@Office Licensing Wizard
Installed New Product Key

The Product Key was updated. Vour new product is:
Safe@Office 425W (25 nodes)

6. Click Next.
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The first Registration dialog box appears.

4} Setup Wizard -- Web Page Dialog x|
Safe@Office Licensing Wizard

Registration

Registration is reguired to activate your product warranty, and to receive optional
natifications of new firmware versions and serices

¥ |want to register my product

[ < Back J [ Next > J [ Cancel ]

7. Do one of the following:

e To register your Safe@Office appliance later on, clear the | want to
register my product check box and then click Next.

4} Setup Wizard -- Web Page Dialog

Safe@Office Licensing Wizard

Registration

Your product was not registerad
You can register your product later by clicking "Setup” = "Firmware" > "Upgrade Product”

e To register your Safe@Office appliance now, do the following:
1) Click Next.
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A second Registration dialog box appears.

/) Setup Wizard -- Web Page Dialog
Safe@Office Licensing Wizard

Registration

To complete your registration, please enter your contact information :
WAC Address 00:08: da:77:70:70
Product Safe@Office (Unlimited nodes)

* First Name |

™ Last Name

Company

|
* Ermnail |
|
|

Country

ZIP Code |

I Send me email natifications regarding new firmware wersions and senices.

[ < Back J ( INext > ] [ Cancel ]

2) Enter your contact information in the appropriate fields.

3) To receive email notifications regarding new firmware versions

and services, select the check box.
4) Click Next.
The Registration... screen appears.

The third Registration dialog box appears.

/) Setup Wizard -- Web Page Dialog

Safe@Office Licensing Wizard
Registration

Thank you for registering your product!
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8.

Click Finish.
Your Safe@Office appliance is restarted and the Welcome page appears.

Registering Your Safe@Office Appliance

If you want to activate your warranty and optionally receive notifications of new
firmware versions and services, you must register your Safe@Office appliance.

Privacy Statement: Check Point is committed to protecting your privacy. We use
the information we collect about you to process orders and to improve our ability to
serve your needs. We will under no circumstances sell, lease, or otherwise disclose
any of your personal or contact details without your explicit permission.

To register your Safe@Office appliance

1.

Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.
Click Upgrade Product.

The Safe@Office Licensing Wizard opens, with the Install Product Key dialog box
displayed.

3. Select Keep these settings.

Click Next.

The first Registration dialog box appears.

Verify that the | want to register my product check box is selected.
Click Next.

A second Registration dialog box appears.

Enter your contact information in the appropriate fields.

To receive email notifications regarding new firmware versions and services,
select the check box.
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9. Click Next.
The Registration... screen appears.
The third Registration dialog box appears.
10. Click Finish.
Your Safe@Office appliance is restarted and the Welcome page appears.

Configuring Syslog Logging

You can configure the Safe@Office appliance to send event logs to a Syslog server
residing in your internal network or on the Internet. The logs detail the date and the
time each event occurred. If the event is a communication attempt that was rejected
by the firewall, the event details include the source and destination IP address, the
destination port, and the protocol used for the communication attempt (for
example, TCP or UDP).

This same information is also available in the Event Log page (see Viewing the
Event Log on page 187). However, while the Event Log can display hundreds of
logs, a Syslog server can store an unlimited number of logs. Furthermore, Syslog
servers can provide useful tools for managing your logs.

e Note: Kiwi Syslog Daemon is freeware and can be downloaded from
e http://www.kiwisyslog.com. For technical support, contact Kiwi Enterprises.

To configure Syslog logging
1. Click Setup in the main menu, and click the Logging tab.
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The Logging page appears.

& Check Point

TECHNOLOGIES LTD.

We Secure the Internet. 6.0

Firmware High Availability Logging Management Tools Printers

Logging

welcome
Reports Syslog

Security =
PR Syslog Server I Thls Computer E@
Services Syslog Port |514 2 Default
Network
«Setup
Users
VPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected

2. Complete the fields using the information in the table below.
3. Click Apply.

Table 79: Logging Page Fields

In this field... Do this...

Syslog Server Type the IP address of the computer that will run the Syslog service
(one of your network computers), or click This Computer to allow your
computer to host the service.

Clear Click to clear the Syslog Server field.
Syslog Port Type the port number of the Syslog server.
Default Click to reset the Syslog Port field to the default (port 514 UDP).
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Controlling the Appliance via the Command Line

Depending on your Safe@Office model, you can control your appliance via the
command line in the following ways:

e Using the Safe@Office Portal's command line interface.
See Using the Safe@Office Portal on page 388.

e Using a console connected to the Safe@Office appliance.
For information, see Using the Serial Console on page 390.

e Using an SSH client.
See Configuring SSH on page 394.

Using the Safe@Office Portal

You can control your appliance via the Safe@Office Portal's command line
interface.

To control the appliance via the Safe@Office Portal

1. Click Setup in the main menu, and click the Tools tab.
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The Tools page

& Check Point

TECHNOLOGIES LTD.

We Secure the Internet.

welcome
Reports
Security
Antivirus

Services
Network
«Setup
Users
VPN
Help
Logout

/are

SofaWare
Embecded

appears.

Firmware High Availability Logging Management Tools Printers

Tools

Set Time Set the date and time of your Safe@Office: SetTime

[ Tols Tool IPlng j

.,
g

Addrass

v
@)
(=]
E
=
=
=
=5

Command Line  Use direct command line interface to control the Safe@Office:

Packet Sniffer Capture netwark traffic: > Sniffer

Export Settings  Export the configuration of your Safe@Office to a file

Import Settings

Load a configuration file to your Safe@Ofice:

Factory Settings Reset all your settings to the factory defaults: Factory Settings

Diagnostics Troubleshooting and technical infarmation: Diagnostics

Internet : Connected Service Center : Connected

2. Click Command.
The Command Line page appears.

& Check Point

 TECHNOLOGIES LTD.
We Secure the Internet.

Welcome
Reports
Security
Antivirus
Services
Network
«Setup
Users
VPN
Help
Logout

b

SofaWare
Embedded

Firmware High Availability Logging Management Tools Printers

Command Line

Internet : Gonnected Service Center : Gonnected

Chapter 14: Maintenance

389



Controlling the Appliance via the Command Line @

3. In the upper field, type a command.
You can view a list of supported commands using the command help.

For information on all commands, refer to the Embedded NGX CLI Reference
Guide.

4. Click Go.
The command is implemented.

Using the Serial Console

You can connect a console to the Safe@Office appliance, and use the console to
control the appliance via the command line.

e Note: Your terminal emulation software must be set to 57600 bps, N-8-1.

To control the appliance via a console

1. Connect the serial console to your Safe@Office appliance's serial port, using an
RS-232 Null modem cable.

For information on locating the serial port, see Rear Panel.
2. Click Network in the main menu, and click the Ports tab.

390 Check Point Safe@Office User Guide



Controlling the Appliance via the Command Line

The Ports page appears.

Check Point

TECHNOLOGIES LTD.

We Secure the Internet.

Internet My Network Ports

Ports

Traffic Shaper

&.0
Network Objects Routes

Status @

No Link

No Link

No Link

100 Mbps Full Duplex

Disabled

Welcome
Reports Assigned To & Link Configuration B
Security
Antivirus
LAN 2 Autamatic Detection 2
Services I J I J
sNetwork - -
Setup |LAN |Autnman: Detection j
Users
VPN |LAN |Autuma|ic Detection j
Help
Logout |LAN j IAutUmalic Detection j
|DMZ |Autnman: Detection j
SofaWare |WAN |Autnman: Detection j
Embedded
Console Ed

Internet : Connected Service Center : Connected
3. In the RS232 drop-down list, select Console.
4. Click Apply.

100 Mbps Full Duplex

You can now control the Safe@Office appliance from the serial console.

For information on all supported commands, refer to the Embedded NGX CLI

Reference Guide.
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Configuring HTTPS

You can enable Safe@Office appliance users to access the Safe@Office Portal
from the Internet. To do so, you must first configure HTTPS.

To configure HTTPS
1. Click Setup in the main menu, and click the Management tab.
The Management page appears.

& Check Point’

- TECHNOLOGIES LTD.
We Secure the Internet. 6.0

Firmware High Awvailability Logging Management Tools Printers

Management

Welcome

Reports Management Protocols
Security
Antivirus

HTTPS Access From IImEma\ Networks j

Services SSH Access From |Intema\ Networks j
Network
«Setup
Users
VPN
Help

Logout

Embedded

Internet : Connected Service Center : Connected

2. Specify from where HTTPS access to the Safe@Office Portal should be granted.
See Access Options on page 393 for information.

SNMP Access From |D\sabled j

Community |pub|\c > Advanced

Warning: If remote HTTPS is enabled, your Safe@Office appliance settings can be
changed remotely, so it is especially important to make sure all Safe@Office
appliance users’ passwords are difficult to guess.
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i % Note: You can use HTTPS to access the Safe@Office Portal from your internal
network, by surfing to https://my.firewall.

If you selected IP Address Range, additional fields appear.

& Check Point’

- SOFTWARE TECHNOLOGIES LTD.
We Secure the Internet. 6.0

Firmware High Awvailability Logging Management Tools Printers

Management

Welcome
Reports Management Protocols
Security
Antivirus

HTTPS Access From |Interna\ Metworks + IP Range j |

Services SSH Access From IImEma\ Networks j

Network
«Setup
Users
VPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected

SNMP Access From ID\SabIed j

Cormmunity |pub|\c > Acdvanced

3. If you selected IP Address Range, enter the desired IP address range in the fields
provided.

4. Click Apply.

The HTTPS configuration is saved. If you configured remote HTTPS, you can
now access the Safe@Office Portal through the Internet, using the procedure
Accessing the Safe@Office Portal Remotely on page 44.

Table 80: Access Options

Select this To allow access from...
option...
Internal Network The internal network only.

This disables remote access capability.
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Select this
option...

To allow access from...

Internal Network and
VPN

IP Address Range

ANY

Disabled

The internal network and your VPN.

A particular range of IP addresses.

Additional fields appear, in which you can enter the desired IP address
range.

Any IP address.
Nowhere.

This completely disables access. This option is only available for
SNMP.

Configuring SSH

Safe@Office appliance users can control the appliance via the command line, using
the SSH (Secure Shell) management protocol. You can enable users to do so via
the Internet, by configuring remote SSH access. You can also integrate the
Safe@Office appliance with SSH-based management systems.

e

To configure SSH

Note: The Safe@ Office appliance supports SSHv2 clients only. The SSHv1 protocol
contains security vulnerabilities and is not supported.

1. Click Setup in the main menu, and click the Management tab.

The Management page appears.

2. Specify from where SSH access should be granted.
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See Access Options on page 393 for information.

A

If you

Warning: If remote SSH is enabled, your Safe@Office appliance settings can be
changed remotely, so it is especially important to make sure all Safe@Office
appliance users’ passwords are difficult to guess.

selected IP Address Range, additional fields appear.

& Check Point’

-  TECHNOLOGIES LTD.
We Secure the Internet. 6.0

W

Firmware High Awvailability Logging Management Tools Printers
Management

elcome

Reports Management Protocols

Security
Antivirus
Services
Network
«Setup
Users
VPN
Help
Logout

Embedded

HTTPS Access From |Intama\ Metwarks j

SSH Access From |Interna\ Metwarks + IP Range j |

SNMP Access From IDwaab\ed j

Cormmunity |pub|\c > Advanced

Internet : Connected Service Center : Connected

3. If you selected IP Address Range, enter the desired IP address range in the fields
provided.

4. Click Apply.
The SSH configuration is saved. If you configured remote SSH access, you can

now control the Safe@Office appliance from the Internet, using an SSHv2

client.

For information on all supported commands, refer to the Embedded NGX CLI

Reference Guide.
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Configuring SNMP

The Safe@Office appliance users can monitor the Safe@Office appliance, using
tools that support SNMP (Simple Network Management Protocol). You can enable
users can do so via the Internet, by configuring remote SNMP access.

The Safe@Office appliance supports the following SNMP MIBs:
e SNMPv2-MIB

e RFC1213-MIB

e |IF-MIB

e |IP-MIB

All SNMP access is read-only.

To configure SNMP

1. Click Setup in the main menu, and click the Management tab.
The Management page appears.

2. Specify from where SNMP access should be granted.
See Access Options on page 393 for information.
If you selected IP Address Range, additional fields appear.
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The Community field and the Advanced link are enabled.

& Check Point

TECHNOLOGIES LTD.

We Secure the Internet. 6.0

Firmware High Availability Logging Management Tools Printers

Management

welcome
Reports Management Protocols
Security
Antivirus

HTTPS Access From |Interna\ Metwarks

Services SSH Access From |Intema\ MNetwarks j

Network
«Setup
Users
VPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected

SNMP Access From |Interna\ Metworks + IP Range j |

Comrunity |puh|u: » Advanced

3. If you selected IP Address Range, enter the desired IP address range in the fields
provided.

4. In the Community field, type the name of the SNMP community string.

SNMP clients uses the SNMP community string as a password, when
connecting to the Safe@Office appliance.

The default value is "public”. It is recommended to change this string.
5. To configure advanced SNMP settings, click Advanced.
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The SNMP Configuration page appears.

& Check Point’
- SOFTWARE TECHNCLOGIES LTD. -
We Secure the Internet. 6.0

Firmware High Availability Logging Management Tools Printers

SNMP Configuration

welcome
Reports SNMP Configuration
Security
Antivirus

System Location

Services

System Contact

Network
«Setup
Users
VPN
Help
Logout

Embedded

Internet : Connected Service Center : Connected

SNMP Port

6. Complete the fields using the table below.
7. Click Apply.
The SNMP configuration is saved.
8. Configure the SNMP clients with the SNMP community string.

Table 81: Advanced SNMP Settings

In this field... Do this...

System Location Type a description of the appliance's location.

This information will be visible to SNMP clients, and is useful for
administrative purposes.

System Contact Type the name of the contact person.

This information will be visible to SNMP clients, and is useful for
administrative purposes.
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In this field... Do this...

SNMP Port Type the port to use for SNMP.

The default port is 161.

Setting the Time on the Appliance

You set the time displayed in the Safe@Office Portal during initial appliance setup.
If desired, you can change the date and time using the procedure below.

To set the time

1. Click Setup in the main menu, and click the Tools tab.

The Tools page appears.
2. Click Set Time.

The Safe@Office Set Time Wizard opens displaying the Set the Safe@Office Time
dialog box.

4 Set Time Wizard - Web Page Dialog x|

Safe@Office Set Time Wizard

Set the Safe@Office Time

Safe@Office has a built-in clock that is used to time starp security logs and to verify other
security-related information. It is important to set the built-in clock

Pleaze choose how to set the Safe@Office clock to the correct time:
' Your computer's clock: Moy 29, 2005 12:17:27 P GMT+02:00
 Keep the cument setting: Mov 29, 2005 12:17:25 PM GMT+02:00

" Use a Time Server.

" Specify date and tims

Mext > Cancel l
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®

3. Complete the fields using the information in Set Time Wizard Fields on page

402.
4. Click Next.

The following things happen in the order below:

e If you selected Specify date and time, the Specify Date and Time dialog

box appears.

; Set Time Wizard - Web Page Dialog

Safe@Office Set Time Wizard
Specify Date and Time

Set the correct time for your location

Month Day Year
Date [ro M =] [z008 =l
Hour Minute Second
Time B EEIE 19
Time Zone
Time Zone | GMT+02:00 =l

[ < Back J [ Mext > J [ Cancel ]

Set the date, time, and time zone in the fields provided, then click Next.
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e If you selected Use a Time Server, the Time Servers dialog box appears.

4} Set Time Wizard -- Web Page Dialog x|

Safe@Office Set Time Wizard

Time Servers

You can use a time server to adjust date and time automatically
Enter the IP addresses of up to two NTP time servers:
Frirnary Senver: | ik Clear

Secondary Server. | ik Clear

Select your time zone:
[GMT=02:00 =

f < Back ) [ et > ) ( Cancel ]

Complete the fields using the information in Time Servers Fields on page
402, then click Next.

e The Date and Time Updated screen appears.

4} Set Time Wizard -- Web Page Dialog x|
Safe@Office Set Time Wizard

Date and Time Updated

Your Safe@Office clock setting has been changed successfully

5. Click Finish.
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Table 82: Set Time Wizard Fields

Select this option... To do the following...

Your computer's clock Set the appliance time to your computer’s system time.

Your computer’s system time is displayed to the right of this
option.

Keep the current time Do not change the appliance’s time.
The current appliance time is displayed to the right of this option.

Use a Time Server Synchronize the appliance time with a Network Time Protocol
(NTP) server.

Specify date and time Set the appliance to a specific date and time.

Table 83: Time Servers Fields

In this field... Do this...
Primary Server Type the IP address of the Primary NTP server.
Secondary Server Type the IP address of the Secondary NTP server.

This field is optional.
Clear Clear the field.

Select your time zone  Select the time zone in which you are located.
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Using Diagnostic Tools

The Safe@Office appliance is equipped with a set of diagnostic tools that are
useful for troubleshooting Internet connectivity.

Table 84: Diagnostic Tools

Use this To do this... For information, see...
tool...
Ping Check that a specific IP address or DNS Using IP Tools on page 404

name can be reached via the Internet.

Traceroute Display a list of all routers used to Using IP Tools on page 404
connect from the Safe@Office appliance
to a specific IP address or DNS name.

WHOIS Display the name and contact information ~ Using IP Tools on page 404
of the entity to which a specific IP address
or DNS name is registered. This
information is useful in tracking down
hackers.

Packet Sniffer Capture network traffic. This informationis Using Packet Sniffer on page

useful troubleshooting network problems. 406
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Using IP Tools

To use an IP tool

1.

Click Setup in the main menu, and click the Tools tab.

The Tools page appears.

In the IP Tools drop-down list, select the desired tool.

3. In the Address field, type the IP address or DNS name for which to run the tool.

Click Go.
e If you selected Ping, the following things happen:

The Safe@Office appliance sends packets to the specified the IP address or
DNS name.

The IP Tools window opens and displays the percentage of packet loss and
the amount of time it each packet took to reach the specified host and return
(round-trip) in milliseconds.

2 1P Tools - Microsoft Internet Explorer o [=[ ]

If you selected Traceroute, the following things happen:

The Safe@Office appliance connects to the specified IP address or DNS
name.
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The IP Tools window opens and displays a list of routers used to make the
connection.

2 1P Tools - Microsoft Internet Explorer

0 62.90.136. .
1 212.143.205.162 (212.143.205.162) 13.05 b= 15.563 ms 14.9
2 212.143.210.253 (212.143.210.253] 22.54 ms 20.123 ms 13.§
3 212.143.8.242 (212.143.6.242) 15.282 ms 19.633 ms 14.442
4 212.143.12.5 (212.143.12.5) 615.073 us 608.361 ms_565.066
5 212.143.10.1 (212.143.10.1) 19.192 ns 23.906 ns 2L.647 us
6 62.90.50.133 (62.50.50.133) 21.30L ms 27.663 me 20.153 us
7 e

8

J -
¢ If you selected WHOIS, the following things happen:

The Safe@Office appliance queries the Internet WHOIS server.

A window displays the name of the entity to which the IP address or DNS
name is registered and their contact information.

33 WHOIS Resolve Entry for 62.90.136.38 - Microsoft Intes —Ioi x|

IP Range 62.90.136.0- 62.80.137.0

Network Narme BARAK-T

Entity Barak|T.C

Country IL

Notify hostmaster@barak net.il

Source RIPE

Contact Barak Administrative Contact

Address Barak|T.C
15 Hamelacha St. Rosh Haayin -
Israe|

Phone + 9723 9001900

Fax +972 3 8001775

Notify hostmaster@barak net.il

Source RIPE
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Using Packet Sniffer

The Safe@Office appliance includes the Packet Sniffer tool, which enables you to
capture packets from any internal network or Safe@Office port. This is useful for
troubleshooting network problems and for collecting data about network behavior.

The Safe@Office appliance saves the captured packets to a file on your computer.
You can use a free protocol analyzer, such as Ethereal, to analyze the file, or you
can send it to technical support. Ethereal runs on all popular computing platforms
and can be downloaded from http://www.ethereal.com.

To use Packet Sniffer

1. Click Setup in the main menu, and click the Tools tab.
The Tools page appears.

2. Click Sniffer.
The Packet Sniffer window opens.

2} http://my.firewall - Packet Sniffer - Microsoft =l x]
Interface; | Frimary Internet (FFTF) j 7]
Filter String: | [2)
™ Capture only traffic tofram this gateway

3. Complete the fields using the information in the table below.
4. Click Start.
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The Packet Sniffer window displays the name of the interface, the number of
packets collected, and the percentage of storage space remaining on the

3 http://my firewall - Packel =10 ]
L Pcktsnimer ]
Packet Capture In Progress
Interface: Primary Intermet (PPTP)

Captured: 40 Packets
Space Remaining: 99%

5. Click Stop to stop collecting packets.
A standard File Download dialog box appears.
6. Click Save.
The Save As dialog box appears.
7. Browse to a destination directory of your choice.
8. Type a name for the configuration file and click Save.
The *.cap file is created and saved to the specified directory.
9. Click Cancel to close the Packet Sniffer window.
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Table 85: Packet Sniffer Fields

In this field... Do this...

Interface Select the interface from which to collect packets.
The list includes the primary Internet connection, the Safe@Office
appliance ports, and all defined networks.

Filter String Type the filter string to use for filtering the captured packets. Only

Capture only traffic
to/from this gateway

packets that match the filter condition will be saved.

For a list of basic filter strings elements, see Filter String Syntax on
page 409.

For detailed information on filter syntax, go to
http://www.tcpdump.org/tcpdump_man.html.

Note: Do not enclose the filter string in quotation marks.

If you do not specify a filter string, Packet Sniffer will save all packets on
the selected interface.

Select this option to capture incoming and outgoing packets for this

gateway only.

If this option is not selected, Packet Sniffer will collect packets for all
traffic on the interface.
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Filter String Syntax
The following represents a list of basic filter string elements:

e and on page 409

e dston page 410

e dst port on page 410

e ether proto on page 411
e host on page 412

e noton page 412

e Oron page 413

e porton page 413

e srcon page 414

e src port on page 414

e tcp on page 415

e udp on page 416

For detailed information on filter syntax, refer to http://www.tcpdump.org.

and
PURPOSE

The and element is used to concatenate filter string elements. The filtered packets
must match all concatenated filter string elements.

SYNTAX
element and element [and element...]
element && element [&& element...]
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PARAMETERS

element String. A filter string element.
EXAMPLE

The following filter string saves packets that both originate from IP address is
192.168.10.1 and are destined for port 80:

src 192.168.10.1 and dst port 80

dst
PURPOSE

The dst element captures all packets with a specific destination.

SYNTAX

dst destination

PARAMETERS
destination IP Address or String. The computer to which the packet is
sent. This can be the following:
e AnIP address
e Ahost name
EXAMPLE

The following filter string saves packets that are destined for the IP address
192.168.10.1:

dst 192.168.10.1

dst port
PURPOSE

The dst port element captures all packets destined for a specific port.
SYNTAX
dst port port
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Note: This element can be prepended by tcp or udp. For information, see tcp on
page 415 and udp on page 416.

'w-t;'_.." e

PARAMETERS

port Integer. The port to which the packet is sent.
EXAMPLE

The following filter string saves packets that are destined for port 80:

| dst port 80

ether proto
PURPOSE

The ether proto element is used to capture packets of a specific ether protocol
type.
SYNTAX

ether proto \protocol

PARAMETERS
protocol String. The protocol type of the packet.
This can be the following: Ip, ¥p6, arp, rarp,
atalk, aarp, dec net, sca, lat,
mopdl, moprc, iso, stp, ipx, or
netbeui.
EXAMPLE

The following filter string saves ARP packets:

| ether proto arp
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host
PURPOSE

The host element captures all incoming and outgoing packets for a specific
computer.

SYNTAX

host host

PARAMETERS

host IP Address or String. The computer to/from which the packet

is sent. This can be the following:
e AnIP address
e Ahost name

EXAMPLE

The following filter string saves all packets that either originated from IP address
192.168.10.1, or are destined for that same IP address:

host 192.168.10.1

not
PURPOSE

The not element is used to negate filter string elements.
SYNTAX

not element

I element

PARAMETERS

element String. A filter string element.
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EXAMPLE
The following filter string saves packets that are not destined for port 80:

| not dst port 80

or
PURPOSE

The or element is used to alternate between string elements. The filtered packets
must match at least one of the filter string elements.

SYNTAX

element or element [or element...]
element || element [|| element...]
PARAMETERS

element String. A filter string element.
EXAMPLE

The following filter string saves packets that either originate from IP address
192.168.10.1 or IP address 192.168.10.10:

\src 192.168.10.1 or src 192.168.10.10

port
PURPOSE

The port element captures all packets originating from or destined for a specific
port.

SYNTAX
port port

Note: This element can be prepended by tcp or udp. For information, see tcp on
page 415 and udp on page 416.

e
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PARAMETERS

port Integer. The port from/to which the packet is sent.
EXAMPLE

The following filter string saves all packets that either originated from port 80, or
are destined for port 80:

port 80

src
PURPOSE

The src element captures all packets with a specific source.

SYNTAX

SIc source

PARAMETERS

source IP Address or String. The computer from which the packet is

sent. This can be the following:
e An IP address
e Ahost name

EXAMPLE

The following filter string saves packets that originated from IP address
192.168.10.1:

src 192.168.10.1

src port
PURPOSE

The src port element captures all packets originating from a specific port.
SYNTAX

src port port
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Note: This element can be prepended by tcp or udp. For information, see tcp on
page 415 and udp on page 416.

'w-t;'_.." e

PARAMETERS

port Integer. The port to which the packet is sent.
EXAMPLE
The following filter string saves packets that originated from port 80:

| src port 80

tcp

PURPOSE

The tcp element captures all TCP packets. This element can be prepended to port-
related elements.

P Note: When not prepended to other elements, the tCpP element is the equivalent of
= ip proto tcp.

SYNTAX

tcp

tcp element
PARAMETERS

element String. A port-related filter string element that should be
restricted to saving only TCP packets. This can be the
following:

e dst port - Capture all TCP packets destined
for a specific port.

e port - Captures all TCP packets originating
from or destined for a specific port.

e Src port- Capture all TCP packets originating
from a specific port.
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ExXAMPLE 1

The following filter string captures all TCP packets:

| tcp

EXAMPLE 2

The following filter string captures all TCP packets destined for port 80:

| tcp dst port 80

udp
PURPOSE

The udp element captures all UDP packets. This element can be prepended to port-
related elements.

s Note: When not prepended to other elements, the Udp element is the equivalent of
=y ip proto udp.
SYNTAX
udp
udp element
PARAMETERS
element String. A port-related filter string element that should be
restricted to saving only UDP packets. This can be the
following:
e dst port - Capture all UDP packets destined
for a specific port.
e port - Captures all UDP packets originating
from or destined for a specific port.
e Src port - Capture all UDP packets
originating from a specific port.
EXAMPLE 1

The following filter string captures all UDP packets:
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| udp

EXAMPLE 2
The following filter string captures all UDP packets destined for port 80:

| udp dst port 80

Backing Up the Safe@Office Appliance
Configuration

You can export the Safe@Office appliance configuration to a *.cfg file, and use
this file to backup and restore Safe@Office appliance settings, as needed. The file
includes all your settings.

The configuration file is saved as a textual CLI script. If desired, you can edit the
file. For a full explanation of the CLI script format and the supported CLI
commands, see the Embedded NGX CLI Reference Guide.

Exporting the Safe@Office Appliance Configuration

Exporting the Safe@Office appliance configuration creates a configuration file.

To export the Safe@Office appliance configuration

1. Click Setup in the main menu, and click the Tools tab.
The Tools page appears.

2. Click Export.
A standard File Download dialog box appears.

3. Click Save.
The Save As dialog box appears.
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4. Browse to a destination directory of your choice.
5. Type a name for the configuration file and click Save.
The *.cfg configuration file is created and saved to the specified directory.

Importing the Safe@Office Appliance Configuration

In order to restore your Safe@Office appliance’s configuration from a
configuration file, you must import the file.

To import the Safe@Office appliance configuration

1. Click Setup in the main menu, and click the Tools tab.
The Tools page appears.

2. Click Import.
The Import Settings page appears.

& Check Point’

SOFTWARE TECHNGLOGIES LTD. -
We Secure the Internet. 5.0

Firmware High Availability Logging Management Tools Printers

Import Settings

Welcome
Reports Import Settings

Security To irpart configuration for your Safe@Office, follow these steps

Antivirus

1. Click Browse... and select a configuration file (*. cfy)
2. Click Upload

Browse I

Services

Network
«Setup
Users
YPN
Help
Logout

Embedded

3. Do one of the following:
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¢ In the Import Settings field, type the full path to the configuration file.
Or

o Click Browse, and browse to the configuration file.
4. Click Upload.

A confirmation message appears.
5. Click OK.

The Safe@Office appliance settings are imported.

The Import Settings page displays the configuration file's content and the result
of implementing each configuration command.

Check Point’

SOFTWARE TECHNOLOGIES LTD.

We Secure the Interet. 6.0

Firmware High Availability Logging Management Tools Printers

Import Settings

welcome

Reports

Security # Clock settings

L. set clock timezone GHMT+02:00 ntpl "" ntpz "¢

Antivirus [700000] OK

Services

Network # Wireless setting

“Setup set wireless netname feinerman hidenetnawe yes country IL opwode 11h
macfilter enabled xr disabled wran disabled channel 6 xmitpower full

Users datarate auto fragrhreshold 2346 rrathreshold 2346 antenna auto

VPN security wep groupkeyupdateinterwval 1800

Help [700000] OK

Loz # WEP configuration
set wireless wep defkey 1 keyl {S)L418cH+KhHMiku== keyZ "" keyd ""

Embedded

Internet : Connected Service Genter : Connected

£ % Note: If the appliance's IP address changed as a result of the configuration import,
your computer may be disconnected from the network; therefore you may not be
able to see the results.
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Resetting the Safe@Office Appliance to Defaults

You can reset the Safe@Office appliance to its default settings. When you reset
your Safe@Office appliance, it reverts to the state it was originally in when you
purchased it. You can choose to keep the current firmware or to revert to the
firmware version that shipped with the Safe@Office appliance.

& Warning: This operation erases all your settings and password information. You will
have to set a new password and reconfigure your Safe@ Office appliance for Internet
connection. For information on performing these tasks, see Setting Up the
Safe@Office Appliance.

You can reset the Safe@Office appliance to defaults via the Web management
interface (software) or by manually pressing the Reset button (hardware) located at
the back of the Safe@Office appliance.

To reset the Safe@Office appliance to factory defaults via the Web interface
1. Click Setup in the main menu, and click the Tools tab.

The Tools page appears.
2. Click Factory Settings.
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A confirmation message appears.

& Check Point’

SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet. 6.0

Firmware High Availability Logging Management Tools Printers

Confirmation

welcome
Reports Confirmation
Security

Factary Settings - This will erase all your settings and revert to the factory defaults

Antivirus fou may need to restart all the computers in your network. f your computer is not configured to
Services "Obtain an IP address autornatically®, you muost adjust the network settings accordingly. Are you
@
Network sure
D ™ Revert to the factory default firmware version
Users
VPN
Help
Logout

Embedded

3. To revert to the firmware version that shipped with the appliance, select the
check box.

4. Click OK.

The Please Wait screen appears.

e The Safe@Office appliance returns to its factory defaults.

e The Safe@Office appliance is restarted (the PWR/SEC LED flashes
quickly).
This may take a few minutes.

e The Login page appears.

Chapter 14: Maintenance 421



Resetting the Safe@Office Appliance to Defaults @

To reset the Safe@Office appliance to factory defaults using the Reset button
1. Make sure the Safe@Office appliance is powered on.

2. Using a pointed object, press the RESET button on the back of the Safe@Office
appliance steadily for seven seconds and then release it.

3. Allow the Safe@Office appliance to boot-up until the system is ready
(PWR/SEC LED flashes slowly or illuminates steadily in green light).

For information on the appliance's front and rear panels, see the relevant Getting
to Know Your Appliance section in Introduction on page 1.

& Warning: If you choose to reset the Safe@Office appliance by disconnecting the
power cable and then reconnecting it, be sure to leave the Safe@Office appliance
disconnected for at least three seconds, or the Safe@Office appliance might not
function properly until you reboot it as described below.
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Running Diagnostics

You can view technical information about your Safe@Office appliance’s hardware,
firmware, license, network status, and Service Center.

This information is useful for troubleshooting. You can export it to an *.html file
and send it to technical support.

To view diagnostic information

1. Click Setup in the main menu, and click the Tools tab.
The Tools page appears.

2. Click Diagnostics.

Technical information about your Safe@Office appliance appears in a new
window.

3. To save the displayed information to an *.html file:

a. Click Save.
A standard File Download dialog box appears.
b. Click Save.
The Save As dialog box appears.
c. Browse to a destination directory of your choice.
d. Type a name for the configuration file and click Save.

The *.html file is created and saved to the specified directory.
4. To refresh the contents of the window, click Refresh.

The contents are refreshed.
5. To close the window, click Close.
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Rebooting the Safe@Office Appliance

If your Safe@Office appliance is not functioning properly, rebooting it may solve
the problem.

To reboot the Safe@Office appliance

1. Click Setup in the main menu, and click the Firmware tab.
The Firmware page appears.

2. Click Restart.
A confirmation message appears.

3. Click OK.

e The Please Wait screen appears.

Please Wait

The Safe@Office s now restarting.

If this page does not refresh within one minute, please click Refresh

e The Safe@Office appliance is restarted (the PWR/SEC LED flashes
quickly).
This may take a few minutes.

e The Login page appears.
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Using Network Printers

This chapter describes how to set up and use network printers.
This chapter includes the following topics:

OVEIVIBW ...ttt ettt bt 425

Setting Up Network Printers.........cooooeiieiieneiseneeseee e 426

Configuring Computers to Use Network Printers..........c.ccccoeveeneninennn 427

Viewing NetwWOrk PrINtErS........ccoiiieiieieiieee e 437

Changing Network Printer POITS.........cccoeiiiiniiiienseneee e 437

Resetting Network PriNters....... oo 438
Overview

The Safe@Office 500W includes a built-in print server, enabling you to connect
USB-based printers to the appliance and share them across the network.

Note: When using computers with a Windows 2000/XP operating system, the
Safe@Office appliance supports connecting up to four USB-based printers to the
appliance. When using computers with a MAC OS-X operating system, the
Safe@Office appliance supports connecting one printer.

The appliance automatically detects printers as they are plugged in, and they
immediately become available for printing. Usually, no special configuration is
required on the Safe@Office appliance.

oo e

& Note: The Safe@Office print server supports printing via "all-in-one" printers.
e e . . .
i Copying and scanning functions are not supported.
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Setting Up Network Printers

To set up a network printer

1. Connect the network printer to the Safe@Office appliance.
See Network Installation on page 35.
2. Turn the printer on.

3. In the Safe@Office Portal, click Setup in the main menu, and click the Printers
tab.

The Printers page appears. If the Safe@Office appliance detected the printer, the
printer is listed on the page.

Check Point’

SOFTWARE TECHNOLDGIES LTD. -
We Secure the Infemet. 6.0
Firmware High Availability Logging Management Tools Printers

Printers

Welcome
Printer
Status

( HewlettPackard PSC l— -
% 2100 Series MY3IITFEZYJOF |9100 Ready % Beset Server

Reports Printer Model Serial Number Print Server TCP Port
Security

Antivirus

Services

MNetwork
«Setup
Users
YPN
Help
Logout

Embedded

4. If the printer is not listed, check that you connected the printer correctly, then
click Refresh to refresh the page.

5. Write down the port number allocated to the printer.
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The port number appears in the Printer Server TCP Port field. You will need this
number later, when configuring computers to use the network printer.

6. To change the port number, do the following:
a. Type the desired port number in the Printer Server TCP Port field.

% Note: Printer port numbers may not overlap, and must be high ports.
o e

b. Click Apply.

You may want to change the port number if, for example, the printer you are
setting up is intended to replace another printer. In this case, you should change
the replacement printer's port number to the old printer's port number, and you
can skip the next step.

7. Configure each computer from which you want to enable printing to the network
printer.

See Configuring Computers to Use Network Printers on page 427.

Configuring Computers to Use Network Printers

Perform the relevant procedure on each computer from which you want to enable
printing via the Safe@Office print server to a network printer.

Windows 2000/XP

This procedure is relevant for computers with a Windows 2000/XP operating
system.

To configure a computer to use a network printer

1. If the computer for which you want to enable printing is located on the WAN,
create an Allow rule for connections from the computer to This Gateway.

See Adding and Editing Rules on page 213.
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2. Click Start > Settings > Control Panel.
The Control Panel window opens.
3. Click Printers and Faxes.

The Printers and Faxes window opens.

4. Right-click in the window, and click Add Printer in the popup menu.

The Add Printer Wizard opens with the Welcome dialog box displayed.

Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps you install 2 printer or make printer
connections.

> It you have a Plug and Play printer that connects

L) through a IS port for any cther hot pluggable
port, such as [EEE 1334, infrared, and s0 on), you
do not need to use this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
inta yaur computer of point the: printer toward pour
computer's infrared port, and tum the printer on.
indows will automatically install the printer for pou.

Ta continue, click Next

< Back I Mext > I Cancel

5. Click Next.

The Local or Network Printer dialog box appears.

Add Printer Wizard

Local or Network Printer

The wizard needs ta know which twpe of printer to set up. ":

Select the option that describes the printer you want to use:
' Local printer attached ta this compiter
[~ Automatically detect and install my Plug and Play printer

£ A netwark. printer, or a printer attached to another computer

= To set up a network printer that is not attached to a print sereer,
\1‘) uze the "Lacal printer” option

<Back [ Metz | Cancel |

6. Click Local printer attached to this computer.
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Note: Do not select the Automatically detect and install my Plug and Play printer check
box.

7. Click Next.
The Select a Printer Port dialog box appears.

Add Printer Wizard

Select a Printer Port A

'w-t;'_.." e

Computers communicate with printers through ports

Select the port you want your printer to use. If the port is not listed, you can create a
new port.

€ Ussthe folowing port: [LPTT: [Recommendd Printer Por] =

Hote: Most computers use the LETH: port to communicate with a local printer.
The conrectar for this port should ook something ke this:

I < 3
Eﬁ,_, 1o e

% Cieate a new part
Type of port: Standard TCP/IP Port

<Back I Mext > I Cancel

8. Click Create a new port.
9. In the Type of port drop-down list, select Standard TCP/IP Port.
10. Click Next.

The Add Standard TCP/IP Port Wizard opens with the Welcome dialog box
displayed.

Add Standard TCP/IP Printer Port Wizard ﬁl

Welcome to the Add Standard
TCP/IP Printer Port Wizard

“You use this wizard to add a port for a network printer.

Before continuing be sure that:
1. The device is tuned on.
2. The network is connected and configured.

To continue, click Next.

< Back I Mest > I Cancel

11. Click Next.
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The Add Port dialog box appears.
|

Add Port
For which device do vou want to add a port? =
N

Enter the Printer Mame: or [P address, and & port name far the desired dewice.

Printer Name or P Address: I

Port Hame: |

<Back [ Met> | Cancel |

12. In the Printer Name or IP Address field, type the Safe@Office appliance's
LAN IP address, or "my.firewall".

You can find the LAN IP address in the Safe@Office Portal, under Network >
My Network.

The Port Name field is filled in automatically.
13.  Click Next.

The Add Standard TCP/IP Printer Port Wizard opens, with the Additional Port
Information Required dialog box displayed.

Add Standard TCP/IP Printer Port Wizard |

Additional Port ion Reauired \L
The device could not be identified N
=

The device is not found on the network. Be sure that:

1. The device is tumed on.

2. The network is connected,

3. The device is propery configured.

4. The addess on the previous page is correct

If you think the address is not correct, click Back ta retum to the previaus page. Then correct
the address and perfoim another search on the network. If you are sure the address is correct,
select the device type below

Device Type

(o= PR | Gieneric Metwork Card

" Custom Seitings.

¢Back [ Mewts | Concel |

14. Click Custom.
15. Click Settings.

430 Check Point Safe@Office User Guide



@ Configuring Computers to Use Network Printers

The Configure Standard TCP/IP Port Monitor dialog box opens.

Port Settings |

Port Mame: ||p,192 168101

Printer Name or IF Address: |192 168,101

Protacel
{ & Ram O LPR ‘

Rlaw Seltings
’7Foll Humber: |m ] ‘

- LPR Setting
Gueue Name: I

I PR Byte Counting Enatled

1~ SNMP Status Enabled

Doty ere: [l

SHIP Device Indzy |1

Cancel

16. In the Port Number field, type the printer's port number, as shown in the
Printers page.

17. In the Protocol area, make sure that Raw is selected.
18. Click OK.
The Add Standard TCP/IP Printer Port Wizard reappears.
19. Click Next.
The Completing the Add Standard TCP/IP Printer Port Wizard dialog box appears.

Add Standard TCP/IP Printer Port Wizard ﬂ

Completing the Add Standard
TCP/IP Printer Port Wizard

“You have selected a port with the following characteristics.
SHMP: Mo

Protocol R, Port 3100

Device: 192168101

Port Mame: IP_192162.10.1
Adapter Type:

To complete this wizard, click Finish.

< Back I Finish I Cancel

20. Click Finish.
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The Add Printer Wizard reappears, with the Install Printer Software dialog box
displayed.

Install Printer Software A
The manufacturer and model determing which printer software ta use. [::.’

L\ Select the manufacturer and model of your printer. If your printer came with an installation
disk, click Have Disk. If pour printer is not listed, corsult your printer documentation for
compatible printer softwars.

Manufacturer [=1 [Printers [=]

Blps — | BF GFA AccuSetsF V523 [

Apollo Sk AGFA-AccuSet 800

Apple =

e P AGFA-AccuSet 8005F 523

BT Sk AGFA-AccuSet BO0SF v2013.108

P Jd ) s = |
[5F This diiver is digitally signed. ‘windows Update | Have Disk... |

Tell me why diiver signing is important

< Back I Mest > I Cancel |

21. Do one of the following:

e Use the lists to select the printer's manufacturer and model.

e If your printer does not appear in the lists, insert the CD that came with
your printer in the computer's CD-ROM drive, and click Have Disk.

22. Click Next.

23. Complete the remaining dialog boxes in the wizard as desired, and click
Finish.
The printer appears in the Printers and Faxes window.

24. Right-click the printer and click Properties in the popup menu.
The printer's Properties dialog box opens.

25. In the Ports tab, in the list box, select the port you added.
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The port's name is IP_<LAN IP address>.

General| Shang Ports | Advanced | Color Management | About |

jmt

@ hp psc 2100 series

Frint to the following port{s). Documents wil print to the fiist free

checked port.
Part | Diescription | Printer ;l
O FLE Print to File:
O useom Wirtual priter port for .
O psc printer
13 . Standard TCP/IP Port — hp psc 2100 seried
Local Part PDF335
O c:\Progiam Files... PDF Fort Acrobat Distiller
1 | »
Add Part... DetecPot | CorfigueFat. |

[¥ Enable bidirectional suppart
[~ Enable printer pooling

I By
26. Click OK.

MAC OS-X
This procedure is relevant for computers with the latest version of the MAC OS-X

operating system.

e Note: This procedure may not apply to earlier MAC OS-X versions.

To configure a computer to use a network printer

1. If the computer for which you want to enable printing is located on the WAN,
create an Allow rule for connections from the computer to This Gateway.

See Adding and Editing Rules on page 213.
2. Choose Apple -> System Preferences.
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The System Preferences window appears.

enn System Preferences
5 =T
X3 | & & ﬁ-hﬁ
Show All © Displays Sound Metwork Startup Disk
Personal
CED ! o
= - o
Appearance Desktop & Dock Exposé International Security
Screen Saver
Hardware
e =l (o) . Q
& = Y T/ =
CDs & DVDs Displays Energy Keyboard &  Print & Fax Sound
Saver Mouse

Internet & Network

@ 6 a @

Mac Network QuickTime Sharing
System
| 1 =
| A | 2
1 2 @G & § @
Accounts Classic Date & Time Software Speech Startup Disk
Update

©

Universal
Access

3. Click Show All to display all categories.
4. In the Hardware area, click Print & Fax.

The Print & Fax window appears.

8|aen Print & Fax

« 2460 @

show All © Displays Sound Network Startup Disk

~ Printing | Faxing

Set Up Printers..

Selected printer in Print Dialog: [192.168.10.1

Default paper size in Page Setup: | A4

]

"1 Share my printers with other computers

i
71 Click the lock to prevent further changes.

5. In the Printing tab, click Set Up Printers.
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The Printer List window appears.

806 Printer List =
= § W AL—.:l \t
MakeDefault | Add Delete Uiy .
o ey e & |status w57
€ ; ) :
6. Click Add.
New fields appear.
006 Printer List =
! IP Printing }‘H

“In Men

Printer Type: | Socket/HP Jet Direct

Printer Address: 192.168.10.1

Complete and valid address.

Queue Nama:

| Auto Select
v Generic
Other...

Printer Model:

Apple
Brother
CANON
EPSON

Lexmark
Tektronix
Xerox

7. In the first drop-down list, select IP Printing.
8. In the Printer Type drop-down list, select Socket/HP Jet Direct.

9. In the Printer Address field, type the Safe@Office appliance's LAN IP address,
or "my.firewall".

You can find the LAN IP address in the Safe@Office Portal, under Network >
My Network.

10. In the Queue Name field, type the name of the required printer queue.
For example, the printer queue name for HP printers is RAW.
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11.

A list of models appears.

In the Printer Model list, select the desired printer type.

006 Printer List =
!, IP Printing F%-i
infhdcay Printer Type: ' Socket/HP Jet Direct 4
Printer Address: |192.168.10.1 @
Complete and valid address.
Queue Name: o
Printer Model: | HP Hi —
T Model i
HP DeskJet 835C, CUPS+Gimp-Print v4.2.5 ~1

HP DeskJet 900 series, CUPS+Gimp-Print v4.2.5

| HP Deskjet 995C, CUPS+Gimp-Print v4.2.5
HP DeskJet 1100C, CUPS+Gimp-Print v4.2.5 £

In the Model Name list, select the desired model.

Click Add.
The new printer appears in the Printer List window.

12.
13.

eee Printer List =y
= : 2t :
5 @O HE X o
fake Default : Add De tility ColorSync Sh nfo
in Menu [Status Kind Host
v 192.168.10.1 HP Deskjet 900 series, CUPS+Gimp...

P

In the Printer List window, select the newly added printer, and click Make
Default.

14.
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Viewing Network Printers

To view network printers

1. Click Setup in the main menu, and click the Printers tab.

The Printers page appears, displaying a list of connected printers.

For each printer, the model, serial number, port, and status is displayed.

A printer can have the following statuses:

Initialize. The printer is initializing.

Ready. The printer is ready.

Not Ready. The printer is not ready. For example, it may be out of paper.
Printing. The printer is processing a print job.

Restarting. The printer server is restarting.

Fail. An error occurred. See the Event Log for details (Viewing the Event
Log on page 187).

2. To refresh the display, click Refresh.

Changing Network Printer Ports

When you set up a new network printer, the Safe@Office appliance automatically
assigns a port number to the printer. If you want to use a different port number, you
can easily change it, as described in Setting up Network Printers on page 426.

However, you may sometimes need to change the port number after completing
printer setup. For example, you may want to replace a malfunctioning network
printer, with another existing network printer, without reconfiguring the client
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computers. To do this, you must change the replacement printer's port number to
the malfunctioning printer's port number, as described below.

= Note: Each printer port number must be different, and must be a high port.
£

To change a printer's port
1. Click Setup in the main menu, and click the Printers tab.
The Printers page appears.
2. In the printer's Printer Server TCP Port field, type the desired port number.
3. Click Apply.

Resetting Network Printers

You can cause a network printer to restart the current print job, by resetting the
network printer. You may want to do this if the print job has stalled.

To reset a network printer

1. Click Setup in the main menu, and click the Printers tab.
The Printers page appears.

2. Next to the desired printer, click Reset.
The network printer's current print job is restarted.
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Chapter 16

Troubleshooting

This chapter provides solutions to common problems you may encounter while
using the Safe@Office appliance.

Note: For information on troubleshooting wireless connectivity, see

e Troubleshooting Wireless Connectivity on page 183.

T

This chapter includes the following topics:

CONNECLIVILY ..ttt 440
Service Center and UPGrades........c.ccuveiiirieininieninenese e 444
Other ProbIemS ..o 445
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Connectivity

| cannot access the Internet. What should | do?
e Check if the PWR/SEC LED is green. If not, check the power connection
to the Safe@Office appliance.

e Check if the WAN LINK/ACT LED is green. If not, check the network
cable to the modem and make sure the modem is turned on.

e Check if the LAN LINK/ACT LED for the port used by your computer is
green. If not, check if the network cable linking your computer to the
Safe@Office appliance is connected properly. Try replacing the cable or
connecting it to a different LAN port.

e Using your Web browser, go to http://my.firewall and see whether
"Connected" appears on the Status Bar. Make sure that your Safe@Office
appliance network settings are configured as per your ISP directions.

e Check your TCP/IP configuration according to Installing and Setting up
the Safe@Office Appliance on page 15.

e If Web Filtering or Email Filtering are on, try turning them off.

e Check if you have defined firewall rules which block your Internet
connectivity.

e Check with your ISP for possible service outage.

e Check whether you are exceeding the maximum number of computers
allowed by your license, by viewing the Active Computers page.

| cannot access my DSL broadband connection. What should | do?
DSL equipment comes in two flavors: bridges (commonly known as DSL modems)
and routers. Some DSL equipment can be configured to work both ways.
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e If you connect to your ISP using a PPPoE or PPTP dialer defined in your
operating system, your equipment is most likely configured as a DSL
bridge. Configure a PPPoE or PPTP type DSL connection.

e If you were not instructed to configure a dialer in your operating system,
your equipment is most likely configured as a DSL router. Configure a
LAN connection, even if you are using a DSL connection.

For instructions, see Configuring the Internet Connection on page 53.

| cannot access my Cable broadband connection. What should | do?

e Some cable ISPs require you to register the MAC address of the device
behind the cable modem. You may need to clone your Ethernet adapter
MAC address onto the Safe@Office appliance. For instructions, see
Configuring the Internet Connection on page 53.

e Some cable ISPs require using a hostname for the connection. Try
reconfiguring your Internet connection and specifying a hostname. For
further information, see Configuring the Internet Connection on page 53.

| cannot access http://my.firewall or http://my.vpn. What should | do?
e Verify that the Safe@Office appliance is operating (PWR/SEC LED is
active)

e Check if the LAN LINK/ACT LED for the port used by your computer is
on. If not, check if the network cable linking your computer to the
Safe@Office appliance is connected properly.

& Note: You may need to use a crossed cable when connecting the Safe@Office
o . .
< appliance to another hub/switch.

e Trysurfing to 192.168.10.1 instead of to my.firewall.

e Note: 192.168.10 is the default value, and it may vary if you changed it in the My
Network page.

i
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e Check your TCP/IP configuration according to Installing and Setting up
the Safe@Office Appliance on page 15.

e Restart your Safe@Office appliance and your broadband modem by
disconnecting the power and reconnecting after 5 seconds.

e If your Web browser is configured to use an HTTP proxy to access the
Internet, add "my.firewall™ or "my.vpn" to your proxy exceptions list.

My network seems extremely slow. What should | do?
e The Ethernet cables may be faulty. For proper operation, the Safe@Office
appliance requires STP CAT5 (Shielded Twisted Pair Category 5) Ethernet
cables. Make sure that this specification is printed on your cables.

e Your Ethernet card may be faulty or incorrectly configured. Try replacing
your Ethernet card.

e There may be an IP address conflict in your network. Check that the
TCP/IP settings of all your computers are configured to obtain an IP
address automatically.

| changed the network settings to incorrect values and am unable to correct my error. What
should | do?
Reset the network to its default settings using the button on the back of the
Safe@Office appliance unit. See Resetting the Safe@Office Appliance to Defaults
on page 420.

| am using the Safe@Office appliance behind another NAT device, and | am having problems
with some applications. What should | do?
By default, the Safe@Office appliance performs Network Address Translation
(NAT). It is possible to use the Safe@Office appliance behind another device that
performs NAT, such as a DSL router or Wireless router, but the device will block
all incoming connections from reaching your Safe@Office appliance.

To fix this problem, do ONE of the following. (The solutions are listed in order of
preference.)
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e Consider whether you really need the router. The Safe@Office appliance
can be used as a replacement for your router, unless you need it for some
additional functionality that it provides, such as Wireless access.

e If possible, disable NAT in the router. Refer to the router’s documentation
for instructions on how to do this.

e If the router has a “DMZ Computer” or “Exposed Host” option, set it to the
Safe@Office appliance’s external IP address.

¢ Open the following ports in the NAT device:

e UDP 9281/9282

e UDP 500

e TCP 256

e TCP 264

e ESP IP protocol 50
e TCP 981

| cannot receive audio or video calls through the Safe@Office appliance. What should | do?
To enable audio/video, you must configure an IP Telephony (H.323) virtual server.
For instructions, see Configuring Servers on page 207.

| run a public Web server at home but it cannot be accessed from the Internet. What should |
do?
Configure a virtual Web Server. For instructions, see Configuring Servers on page
207.

| cannot connect to the LAN network from the DMZ or WLAN network. What should | do?
By default, connections from the DMZ or WLAN network to the LAN network are
blocked. To allow traffic from the DMZ or WLAN to the LAN, configure
appropriate firewall rules. For instructions, see Using Rules on page 209.
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Service Center and Upgrades

| purchased an advanced Safe@Office model, but I only have the functionality of a simpler
Safe@Office model. What should | do?
Your have not installed your product key. For further information, see Upgrading
Your Software Product on page 381.

| have exceeded my node limit. What does this mean? What should | do?
Your Product Key specifies a maximum number of nodes that you may connect to
the Safe@Office appliance.

The Safe@Office appliance tracks the cumulative number of nodes on the internal
network that have communicated through the firewall. When the Safe@Office
appliance encounters an IP address that exceeds the licensed node limit, the Active
Computers page displays a warning message and marks nodes over the node limit
in red. These nodes will not be able to access the Internet through the Safe@Office
appliance, but will be protected. The Event Log page also warns you that you have
exceeded the node limit.

To upgrade your Safe@Office appliance to support more nodes, purchase a new
Product Key. Contact your reseller for upgrade information.

While trying to connect to a Service Center, | received the message “The Service Center did not
respond”. What should | do?
e |f you are using a Service Center other than the Check Point Service
Center, check that the Service Center IP address is typed correctly.

e The Safe@Office appliance connects to the Service Center using UDP
ports 9281/9282. If the Safe@Office appliance is installed behind another
firewall, make sure that these ports are open.
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Other Problems

| have forgotten my password. What should | do?
Reset your Safe@Office appliance to factory defaults using the Reset button as
detailed in Resetting the Safe@Office Appliance to Defaults on page 420.

Why are the date and time displayed incorrectly?
You can adjust the time on the Setup page's Tools tab. For information, see Setting
the Time on the Appliance on page 399.

| cannot use a certain network application. What should | do?
Look at the Event Log page. If it lists blocked attacks, do the following:

o Set the Safe@Office appliance's firewall level to Low and try again.

o |f the application still does not work, set the computer on which you want
to use the application to be the exposed host.

For instructions, see Defining an Exposed Host on page 261.

When you have finished using the application, make sure to clear the exposed host
setting, otherwise your security might be compromised.

Chapter 16: Troubleshooting 445






®)

Technical Specifications

Chapter 17

This chapter includes the following topics:

Technical Specifications
CE Declaration of Conformity

Specifications

Federal Communications Commission Radio Frequency Interference
SEALEIMENT ... enea 453

Technical Specifications

Table 86: Safe@Office Appliance Attributes

Attribute

Safe@Office 500
SBX-166LHGE-6

Safe@Office 500

SBX-166LHGE-6 /
Safe@Office 500W
SBXW-166LHGE-6

General

Dimensions
(width x height x depth)

Weight

20.32x3.05x12.19 cm
(8 x 1.2 x 4.8 inches)

0.7 kg (1.56 Ibs)

20x3.1x15.5¢cm
(7.9 x 1.2 x 6.1 inches)

0.69 kg (1.55 Ibs)
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Attribute

Safe@Office 500
SBX-166LHGE-6

Safe@Office 500

SBX-166LHGE-6 /
Safe@0Office 500W
SBXW-166LHGE-6

Power supply nominal
input voltage, frequency

Power supply nominal
output voltage

Max. Power
Consumption

Retail box dimensions
(width x height x depth)

Retail box weight

Environmental
Conditions

Temperature:
Storage/Transport

Temperature: Operation

US Model: 90~132 VAC,
50~60Hz

Japan Model: 100VAC,
50~60Hz

EU Model: 200~265 VAC,

50~60Hz

All Models: 9VAC, 1.5A

7.5W

31x10x16cm
(12.4 x 4 x 6.4 inches)

1.3 kg (2.9 Ibs)

- 20°C to +70°C

+ 5°C to +45°C

All Models: 100~240VAC,
50~60Hz

All Models: 5VDC, 3A

8W (1.6A w/o external USB
devices)
13W (2.6A w USB devices)

29x25x7.6cm
(11.4 x 9.8 x 3 inches)

1.35 kg (3 Ibs)

-5°Cto +70°C

-5°C ~50°C
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Attribute Safe@Office 500 Safe@Office 500
SBX-166LHGE-6 SBX-166LHGE-6 /
Safe@0Office 500W
SBXW-166LHGE-6

Humidity: 5%~90% at 25°C/ 5%~90% at 25°C/
Storage/Operation None condensed None condensed

Applicable Standards

Shock & Vibration ETSI 300 019-2-3 CLASS 3.1  CNS1219 C6343
& Bellcore GR 63 (NEBS)

Safety EN60950/ EN60950/
IEC60950/ IEC60950/
UL60950 cTUVus 60950

Quiality 1ISO9001 1SO9001:2000

TL9000-HW R3.0
1SO14001

Ohsas18001:
1999

Mean Time Between 68,000 Hours at 30 °C 68,000 Hours at 30 °C
Failures (MTBF)
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Table 87: Safe@Office Wireless Attributes

Attribute Safe@Office 500W series

Operation Frequency  2.412-2.484 MHz
Transmission Power 79.4 mW

Modulation OFDM, DSSS, 64QAM, 16QAM, QPSK, BPSK, CCK, DQPSK,
DBPSK

WPA Authentication EAP-TLS, EAP-TTLS, PEAP (EAP-GTC), PEAP (EAP-MSCHAP
Modes V2)
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CE Declaration of Conformity

SofaWare Technologies Ltd., 3 Hilazon St., Ramat-Gan Israel, hereby declares that
this equipment is in conformity with the essential requirements specified in Article

3.1 (a) and 3.1 (b) of:

e Directive 89/336/EEC (EMC Directive)

e Directive 73/23/EEC (Low Voltage Directive — LVD)

e Directive 99/05/EEC (Radio Equipment and Telecommunications

Terminal Equipment Directive)
In accordance with the following standards:

Table 88: Safe@Office Appliance Standards

Attribute Safe@Office 500
SBX-166LHGE-6

Safe@Office 500
SBX-166LHGE-6 /
Safe@Office 500W SBXW-
166LHGE-6

EMC EN 55022:1998

EN 61000-3-2: 1995

EN 61000-3-3: 1995

EN 61000-4-2:1995

EN 61000-4-3:1995

EN 61000-4-4:1995

EN 61000-4-5:1995

EN 61000-4-6:1996

EN 50081-1:1992

EN 50082-1:1997

EN 61000-6-1:2001

EN 61000-6-3:2001

EN 55022:1998

EN 55024:1998

EN 61000-3-2: 1995

EN 61000-3-3: 1995
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Attribute Safe@Office 500
SBX-166LHGE-6

Safe@0Office 500
SBX-166LHGE-6 /
Safe@Office 500W SBXW-
166LHGE-6

EN 61000-4-8:1993
EN 61000-4-11:1994

ENV50204:1995

Safety EN 60950: 2000

IEC 60950:1999

EN 61000-4-2:1995

EN 61000-4-3:1996/A2:2001

EN 61000-4-4:1995

EN 61000-4-5:1995

EN 61000-4-6:1996

EN 61000-4-7:1993

EN 61000-4-8:1993

EN 61000-4-9:1993

EN 61000-4-10:1993

EN 61000-4-11:1994

EN 61000-4-12:1995

EN 60950: 2000

IEC 60950:1999

The "CE" mark is affixed to this product to demonstrate conformance to the
R&TTE Directive 99/05/EEC (Radio Equipment and Telecommunications
Terminal Equipment Directive) and FCC Part 15 Class B.

The product has been tested in a typical configuration. For a copy of the Original
Signed Declaration (in full conformance with EN45014), please contact SofaWare

at the above address.
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Federal Communications Commission Radio
Frequency Interference Statement

*This equipment has been tested and found to comply with the limits for a Class B digital device, [
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection [
against harmful interference in a residential installation. This equipment generates, uses and can [
radiate radio frequency energy and, if not installed and used in accordance with the instructions, [
may cause harmful interference to radio communications. However, there is no guarantee that [J
interference will not occur in a particular installation. If this equipment does cause harmful [J
interference to radio or television reception, which can be determined by turning the equipment off [
and on, the user is encouraged to try to correct the interference by one of the following measures:[
0

«-«Reorient or relocate the receiving antenna.(

«-sIncrease the separation between the equipment and receiver.[]

«-Connect the equipment into an outlet on a circuit different from that[J

to which the receiver is connected.[]

«-+Consult the dealer or an experienced radio/TV technician for help.C

0

*Shielded cables must be used with this equipment to maintain compliance withFCC regulations.[]
0

*This device complies with Part 15 of the FCC Rules. Operation is subject to the following two [
conditions: (1) This device may not cause harmful interference, and (2) this device must accept [
any interference received, including interference that may cause undesired operation.[

0

*FCC Caution: Any changes or modifications not expressly approved by the party responsible for [
compliance could void the user's authority to operate this equipment.[]

0

*FCC Radiation Exposure Statement for Wireless Models[

*This equipment complies with FCC radiation exposure limits set forth for an uncontrolled [
environment. The antenna(s) used for this equipment must be installed to provide a separation [
distance of at least eight inches (20 cm) from all persons.[]

*This equipment must not be operated in conjunction with any other antenna.l

0

*SofaWare declares that US model of SBXW-166LHGE-6, ( FCC ID: P6EXSBXW-166LHGE-6 ) is []
limited in CH1~CH11 for 2.4 G band by specific firmware controlled by the manufacturer and is not
user changeable.[]
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	-	Reorient or relocate the receiving antenna.
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	-	Connect the equipment into an outlet on a circuit different from that
	to which the receiver is connected.
	-	Consult the dealer or an experienced radio/TV technician for help.
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Glossary of Terms

A

ADSL Modem
A device connecting a computer to
the Internet via an existing phone
line. ADSL (Asymmetric Digital
Subscriber Line) modems offer a
high-speed 'always-on' connection.

C

CA
The Certificate Authority (CA)
issues certificates to entities such as
gateways, users, or computers. The
entity later uses the certificate to
identify itself and provide verifiable
information. For instance, the
certificate includes the Distinguished
Name (DN) (identifying
information) of the entity, as well as
the public key (information about
itself), and possibly the IP address.

After two entities exchange and
validate each other's certificates,
they can begin encrypting
information between themselves
using the public keys in the
certificates.

Cable Modem
A device connecting a computer to
the Internet via the cable television

Glossary of Terms

network. Cable modems offer a
high-speed "always-on' connection.

Certificate Authority

The Certificate Authority (CA)
issues certificates to entities such as
gateways, users, or computers. The
entity later uses the certificate to
identify itself and provide verifiable
information. For instance, the
certificate includes the Distinguished
Name (DN) (identifying
information) of the entity, as well as
the public key (information about
itself), and possibly the IP address.

After two entities exchange and
validate each other's certificates,
they can begin encrypting
information between themselves
using the public keys in the
certificates.

Cracking
An activity in which someone breaks
into someone else's computer
system, bypasses passwords or
licenses in computer programs; or in
other ways intentionally breaches
computer security. The end result is
that whatever resides on the
computer can be viewed and
sensitive data can be stolen without

Glossary of Terms
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anyone knowing about it.
Sometimes, tiny programs are
‘planted’ on the computer that are
designed to watch out for, seize and
then transmit to another computer,
specific types of data.

D

DHCP
Any machine requires a unique IP
address to connect to the Internet
using Internet Protocol. Dynamic
Host Configuration Protocol
(DHCP) is a communications
protocol that assigns Internet
Protocol (IP) addresses to computers
on the network.

DHCP uses the concept of a "lease™
or amount of time that a given IP
address will be valid for a computer.

DMZ
A DMZ (demilitarized zone) is an
internal network defined in addition
to the LAN network and protected
by the Safe@Office appliance.

DNS
The Domain Name System (DNYS)
refers to the Internet domain names,
or easy-to-remember "handles”, that
are translated into IP addresses.

An example of a Domain Name is
‘www.sofaware.com'.

Domain Name System
Domain Name System. The Domain
Name System (DNS) refers to the
Internet domain names, or easy-to-
remember "handles", that are
translated into IP addresses.

An example of a Domain Name is
‘www.sofaware.com'.

E

Exposed Host
An exposed host allows one
computer to be exposed to the
Internet. An example of using an
exposed host would be exposing a
public server, while preventing
outside users from getting direct
access form this server back to the
private network.

F

Firmware
Software embedded in a device.

G

Gateway
A network point that acts as an
entrance to another network.

H

Hacking
An activity in which someone breaks
into someone else's computer
system, bypasses passwords or
licenses in computer programs; or in
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other ways intentionally breaches
computer security. The end result is
that whatever resides on the
computer can be viewed and
sensitive data can be stolen without
anyone knowing about it.
Sometimes, tiny programs are
‘planted’ on the computer that are
designed to watch out for, seize and
then transmit to another computer,
specific types of data.

HTTPS
Hypertext Transfer Protocol over
Secure Socket Layer, or HTTP over
SSL.

A protocol for accessing a secure
Web server. It uses SSL as a
sublayer under the regular HTTP
application. This directs messages to
a secure port number rather than the
default Web port number, and uses a
public key to encrypt data

HTTPS is used to transfer
confidential user information.

Hub
A device with multiple ports,
connecting several PCs or network
devices on a network.

IP Address
An IP address is a 32-bit number that
identifies each computer sending or

receiving data packets across the
Internet. When you request an
HTML page or send e-mail, the
Internet Protocol part of TCP/IP
includes your IP address in the
message and sends it to the IP
address that is obtained by looking
up the domain name in the Uniform
Resource Locator you requested or
in the e-mail address you're sending
a note to. At the other end, the
recipient can see the IP address of
the Web page requestor or the e-mail
sender and can respond by sending
another message using the IP address
it received.

IP Spoofing
A technique where an attacker
attempts to gain unauthorized access
through a false source address to
make it appear as though
communications have originated in a
part of the network with higher
access privileges. For example, a
packet originating on the Internet
may be masquerading as a local
packet with the source IP address of
an internal host. The firewall can
protect against IP spoofing attacks
by limiting network access based on
the gateway interface from which
data is being received.

Glossary of Terms
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IPSEC
IPSEC is the leading Virtual Private
Networking (VPN) standard. IPSEC
enables individuals or offices to
establish secure communication
channels (‘tunnels’) over the Internet.

ISP
An ISP (Internet service provider) is
a company that provides access to
the Internet and other related
services.

L

LAN
A local area network (LAN) is a
group of computers and associated
devices that share a common
communications line and typically
share the resources of a single server
within a small geographic area.

M

MAC Address
The MAC (Media Access Control)
address is a computer's unique
hardware number. When connected
to the Internet from your computer, a
mapping relates your IP address to
your computer's physical (MAC)
address on the LAN.

Mbps
Megabits per second. Measurement
unit for the rate of data transmission.

MTU
The Maximum Transmission Unit
(MTU) is a parameter that
determines the largest datagram than
can be transmitted by an IP interface
(without it needing to be broken
down into smaller units). The MTU
should be larger than the largest
datagram you wish to transmit un-
fragmented. Note: This only
prevents fragmentation locally.
Some other link in the path may
have a smaller MTU - the datagram
will be fragmented at that point.
Typical values are 1500 bytes for an
Ethernet interface or 1452 for a PPP
interface.

N

NAT
Network Address Translation (NAT)
is the translation or mapping of an IP
address to a different IP address.
NAT can be used to map several
internal IP addresses to a single IP
address, thereby sharing a single IP
address assigned by the ISP among
several PCs.

Check Point FireWall-1's Stateful
Inspection Network Address
Translation (NAT) implementation
supports hundreds of pre-defined
applications, services, and protocols,
more than any other firewall vendor.
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NetBIOS
NetBIOS is the networking protocol
used by DOS and Windows
machines.

P

Packet
A packet is the basic unit of data that
flows from one source on the
Internet to another destination on the
Internet. When any file (e-mail
message, HTML file, GIF file etc.) is
sent from one place to another on the
Internet, the file is divided into
"chunks" of an efficient size for
routing. Each of these packets is
separately numbered and includes
the Internet address of the
destination. The individual packets
for a given file may travel different
routes through the Internet. When
they have all arrived, they are
reassembled into the original file at
the receiving end.

PPPoE
PPPoE (Point-to-Point Protocol over
Ethernet) enables connecting
multiple computer users on an
Ethernet local area network to a
remote site or ISP, through common
customer premises equipment (e.g.
modem).

PPTP
The Point-to-Point Tunneling
Protocol (PPTP) allows extending a
local network by establishing private
“tunnels” over the Internet. This
protocol it is also used by some DSL
providers as an alternative for
PPPOE.

R

RJ-45
The RJ-45 is a connector for digital
transmission over ordinary phone
wire.

Router
A router is a device that determines
the next network point to which a
packet should be forwarded toward
its destination. The router is
connected to at least two networks.

S

Server
A server is a program (or host) that
awaits and requests from client
programs across the network. For
example, a Web server is the
computer program, running on a
specific host, that serves requested
HTML pages or files. Your browser
is the client program, in this case.

Stateful Inspection
Stateful Inspection was invented by
Check Point to provide the highest

Glossary of Terms
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level of security by examining every
layer within a packet, unlike other
systems of inspection. Stateful
Inspection extracts information
required for security decisions from
all application layers and retains this
information in dynamic state tables
for evaluating subsequent connection
attempts. In other words, it learns!

Subnet Mask
A 32-bit identifier indicating how
the network is split into subnets. The
subnet mask indicates which part of
the IP address is the host ID and
which indicates the subnet.

TCP
TCP (Transmission Control
Protocol) is a set of rules (protocol)
used along with the Internet Protocol
(IP) to send data in the form of
message units between computers
over the Internet. While IP takes care
of handling the actual delivery of the
data, TCP takes care of keeping
track of the individual units of data
(called packets) that a message is
divided into for efficient routing
through the Internet.

For example, when an HTML file is
sent to you from a Web server, the
Transmission Control Protocol
(TCP) program layer in that server

divides the file into one or more
packets, numbers the packets, and
then forwards them individually to
the IP program layer. Although each
packet has the same destination IP
address, it may get routed differently
through the network.

At the other end (the client program
in your computer), TCP reassembles
the individual packets and waits until
they have arrived to forward them to
you as a single file.

TCP/IP

TCP/IP (Transmission Control
Protocol/Internet Protocol) is the
underlying communication protocol
of the Internet.

U

UDP
UDP (User Datagram Protocol) is a
communications protocol that offers
a limited amount of service when
messages are exchanged between
computers in a network that uses the
Internet Protocol (IP). UDP is an
alternative to the Transmission
Control Protocol (TCP) and, together
with IP, is sometimes referred to as
UDP/IP. Like the Transmission
Control Protocol, UDP uses the
Internet Protocol to actually get a
data unit (called a datagram) from
one computer to another. Unlike
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TCP, however, UDP does not W
provide the service of dividing a
message into packets (datagrams)
and reassembling it at the other end.

WLAN
A WLAN is a wireless local area

network protected by the
UDRP is often used for applications Safe@Office appliance.

such as streaming data.

URL
A URL (Uniform Resource Locator)
is the address of a file (resource)
accessible on the Internet. The type
of resource depends on the Internet
application protocol. On the Web
(which uses the Hypertext Transfer
Protocol), an example of a URL is
‘http://Iwww.sofaware.com'.

%

VPN
A virtual private network (VPN) is a
private data network that makes use
of the public telecommunication
infrastructure, maintaining privacy
through the use of a tunneling
protocol and security procedures.

VPN tunnel
A secure connection between a
Remote Access VPN Client and a
Remote Access VPN Server.
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Email Antispam, see Email Filtering 294
Email Antivirus, see Email Filtering » 294
Email Filtering
Email Antispam ¢ 294
Email Antivirus « 294
enabling/disabling ¢ 295
selecting protocols for « 296
snoozing ¢ 296
temporarily disabling ¢ 296
event log, viewing « 187
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defining a computer as ¢ 261
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F

File and Print Sharing « 249
firewall
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setting security level » 204
firmware
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G
gateways
backup « 119
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H
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I
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IKE traces, viewing * 359
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installation
cable type « 35
network * 35

Instant Messengers ¢ 254

internal VPN Server
configuring ¢ 310
explained ¢ 306

Internet connection
configuring ¢ 53
configuring backup « 90
enabling/disabling « 88
establishing quick « 88
terminating « 90
troubleshooting * 440
viewing information « 87

Internet Setup « 63

Internet Wizard « 54
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changing « 105
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IP Fragments ¢ 232
IPSEC
VPN mode « 457
ISP, explained « 458

L
LAN
cable » 35

configuring High Availability for » 119

connection « 54, 56, 65
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ports ¢ 35

LAND e« 226
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M
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N

NetBIOS, explained « 458

network
changing internal range of « 105
configuring 93
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configuring a WLAN « 161
configuring DHCP options ¢ 101
configuring high availability « 119

configuring the OfficeMode network ¢
110

enabling DHCP Server on ¢ 94
enabling Hide NAT « 107
installation on « 35
managing ¢ 93
objects « 129
network objects
adding and editing 130
using ¢ 129
viewing and deleting « 138
Network Quota « 234
node limit, viewing « 194
Non-TCP Flooding * 227
Null Payload « 238

@]
OfficeMode
about » 110
configuring « 110

P
packet « 87, 139, 403, 457, 459
Packet Sanity « 229
Packet Sniffer
filter string syntax 409
using * 406
Pass rules, explained « 268
password
changing « 361
setting up « 39
Peer to Peer ¢ 252
Ping « 403
Ping of Death « 225
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about « 111
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configuring computers to use ¢ 427 configuring + 307, 309
resetting » 438 explained « 301
setting up » 426 Remote Access VPN sites » 314
using « 425 reports
viewing - 437 active computers ¢ 194
active connections 197
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QoS node limit » 194
classes ¢ 151 traffic » 191
explained « 151 viewing » 187
QoS classes wireless statistics « 198
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assigning services to « 209 rules
built-in « 154, 160 security » 209
deleting « 159 VStream Antivirus « 267
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restoring defaults ¢ 160 S
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changing internal IP address of ¢ 105
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importing configuration « 418
installing « 15, 35
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mounting ¢ 30
rebooting « 424
registering * 385
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setting the time « 399
setting up « 36
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initial login « 39
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Secure HotSpot

customizing ¢ 259
enabling/disabling « 258
quick guest users « 367
setting up « 257

using * 256

SecuRemote

explained « 306
installing « 311

security

configuring servers ¢ 207
creating rules « 209
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261

firewall 204
Secure HotSpot » 256
SmartDefense ¢ 220

security policy

default « 203
setting up ¢ 203

security rules

adding and editing « 213
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enabling/disabling « 218
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Service Center explained « 394
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services using 130
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U
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adding and editing « 363
adding quick guest HotSpot « 367
managing ¢ 361
setting up remote VPN access for ¢ 369
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\%

Vendor-Specific Attribute
about « 370
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