Hopping sequences are generated in the following manner:

1.

Determine the number of channels iIn the system. This must be a prime
number to guarantee that the hopping sequence generated uses all
channels. Our example will use 127 channels.

Come up with a fixed channel array that will be stored in each
device. This array contains the “slot” to “channel” conversion: the
slot is the array index and the channel is the contents of the array
at that index. Note that this Ffixed channel array can be generated
in any manner; the only caveat being that once a channel is used in
cannot be re-used. The sample fixed channel shown in section A was
generated using a standard PRNG (using the rand() function provided
by C standard libraries) and throwing out any channels that were
already used.

To generate the hopping sequence of any particular device, the MAC
address of the device must be known. This address is unique for all
SSN devices. The MAC address is a 6 byte array. For purposes of this
document, MAC[O] refers to the 1°* byte of the MAC address and MAC[5]
refers to the last byte of the MAC address. Note that the formulae
described in this document use C nomenclature. The ~ operator is an
EXCLUSIVE-OR operation. The % operator means to perform a MODULO
operation. The * operator means to multiply. For purposes of
examples, the MAC address we will use is 00:13:50:2a:3f:5c. These
are hexadecimal bytes with 00 being the 15t byte and 5c being the
last byte.

Calculate the sequence start using the following formula:
Start ((MACL3] ™ MAC[4]1 ™ MAC[5]1) % (Number Channels - 1)) + 1
Start (((Ox2A ™~ Ox3F ™ Ox5C) % 126)) + 1 = 74 (decimal)

Calculate the sequence seed using the following formula:
Seed = (MACI[5] % (Number Channels - 1))
Seed = (OxX5C % 126) + 1 = 93 (decimal)

Calculate the hopping sequence by looping through all slots,
starting from slot 0 and ending at slot = Num channels — 1. For each
slot we want to calculate the channel for that slot. To do this, for
each slot we calculate the index into the fixed channel array from
which to get the channel number. Here is the formula to calculate
the index into the fixed channel array:
Index = (Start + (Slot * Seed)) % Number Channels
= 74 + (Slot * 93) % 127

We can now get a channel for each slot using the above formula to
calculate the index into the fixed channel array for each slot.

Sequence[slot] = Fixed Channel Array[Index]

Example:

Sequence[0] = Fixed Array[74]
Sequence[1l] = Fixed Array[40]
Sequence[2] = Fixed Array[6]

74; slot O is channel 74
98; slot 1 is channel 98
37; slot 2 is channel 53

<continue for all remaining slots>



A. Sample fixed channel array (using 127
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B. Sample hopping sequence given MAC = 00:13:50:2a:3f:5c
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