&

CHIPSIP
CWFB201

ERIEFT

Revision 01

2012/06/06

Prepared By: Jeff Hsieh



Revision History

Revision

Date

Notes

Owner

01

2012/06/06

Initial Release

Jeff Hsieh




TABLE OF CONTENT

J O Y T T - 14 o o TR 4
1.1 DFAUI SEELINES «evvvvveieiieeeeeeeee et e e e e e e et eeeeeeeeeasabareeeseeeeeanssrasaeeseeseesnnanes 4
1.2 Pre-required CONTIGUIATION . ....vviiii ittt e e et e e e e e e e eenaabaareeeeeeessnanes 4
P20 B [0 e Yo [V T 4 o Yo NSRS 6
DB T 1 (=)= )V 6
D B 2T T P T R OO RPT 6
24 WITEIESS ISP ...ttt ettt e e et e e e te e e st e e e e sbee e sseeesbeeesbeeensseeensbeeensaeeenseeennsneennnes 6
3.1 BaSIC SEUINGS.cccoieeeiiieeeeeeeeeeeeeee 8
3.2 AdVAaNCEA SEILINES ..coooeeeeeeeeeeeeeeeeeeeeee 11
3.3 SBCUIILY oo 11
BLBLL SECUTILY oo 11
TR TV =3 SRS RRSS 12
3.3 3 W PA-PSK e 12
3L3L4 WPA + 802.1X teeeeuiieieeeeiiteee et ee e ettt e e ettt e e e st tee e et e e e e eaata e e e e anba e e e e s abb e e e e ettt e e e ennbaeeeeenbbeeeennnaaes 13
3.3 5 WPAZ-PSK . e 13
3300 WPA2 4 B02.1X cecuuieeeiiieeiieeeiteeeitteeeiteeeteeeebeeessbeeessseeessaeesseeessseeensseeensseeensseeensneeenseeeensaeennreeas 14
3.3.7 WPA2-IMIXEA-PSK ...ttt e e e e ettt e e e e e e e ettt aeeeeeeeeeenearaaasaaeeeeeennnnssnsens 14
3.3.8 WPA-MIXEA + B02.1X ..eeeeuiiieeiieeeiieeeiiieeeiteesteeesteeessseeessseeensseeesseeesseeessseessseesnssessssessseeessees 15
R IR ool T 6] o1 o | OSSR 15
RN D =) i 41 Y= SRR 16
BiB VPSS ettt e e et e e e bae et ee et aeeatbteeatbee e tbae e tbaeaabeeentreeanaeeennaeeenreeennreean 16
R I AT AT = [T Yol o T=To [ =SSR 17
o R Y T =T o - ol OSSR 18
A.2 WAN INEEITACE ... tieeitie ettt ettt e et e et e e et e e st eesnbaeeessaeeanseassseeensseeensseesnsseennseeennseens 19
Lo N oY ol 11 =T T = SRR 20
I | 1L =T o1 = RS RURRR 20
I Y VYOl 11 =T o o = SRR 21
5.4 POrt FOrWardiNg .ccooooeiieeeeeeeeeeeeeeeeee 21
SRt N L {1 =T o1 Y= SRR 22
T B Y A PSSP PPPPPPPRTRN 22
BB VLAN SEEEINGS c.ccooeiieeieeeeeeeeeeeeeeeeeeee 23
ST ) - | (U [OOSR 24
I A - | £ 1] 4 [0k UPTRPPR 24
B.3 DDINS ..ottt ettt ettt e et e et e et e e e bt e e et e e e tee e et aeeanbeeeatbaeenbaeennteeenaeeennaeeesneeanaeeens 25
I 0 V=N o] Y= BT o ] o = RSOOSR 25
5.5 DENIAI OF SEIVICE. . .uiiieiii ettt ettt e e st e e e stbeeestbeeesabeeeaseeensseesnsneennseeenns 26
I (=T 1 0 [ o T - 27
RN o o= To [l A 1400 1V [ I 28
5.5 SAVE/REIOAA SEIEINGS ... .vveiiiieieieeeeeeee e e e e e e e et e e e e eaae e e e eenaaeeeeenaaaeeeas 28

5.5 PASSWOIM ...eeeeeieiieee ettt ettt e et e e e et e e et e e et e e e ettt s ettt ettt ettt araa—aaaas 28



1. PREPARATION
1.1 Default settings

IP address 10.10.1.1
Subnet mask 255.255.255.0
Username (Null)

Password (Null)

Operation Mode AP & Client
DHCP On

SSID Wireless 11n AP
Channel Smart select
Security Off

1.2 Pre-required configuration
1. Connect your Wireless LAN card to RTL8196c. Right click the “Wireless Network Connection”
from the “Start” menu - “Control Panel” = “Network Connections” and select “Wireless 11n

AP” to connect. Your Wireless LAN card will be automatically assigned an IP address.
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2. Open Internet Explorer, enter 10.10.1.1, the main page as below

3 Browzing Fhoto - Microzoft Internet Explorer

BEE REED #R0 BESHEEW IAD HREW

Qir-© REG Oneshmnz @ 2238
#BAED) (] hétps#10.10.1. 1 http_phote.asp v Bz s

Path: /varftmp/usb/
Root Directory

Security Settin



2.1 Introduction

The operation mode web page allows you to setup different modes to LAN and WLAN interface for NAT and

bridging function. It can be configured at 5 modes.

- Gateway

- Bridge AP

- Bridge Client
- AP & Client

- WiFi Repeater

Operation Mode

eon can setop different medes o LAM and WLAM interface for MAT and bridging fonction,

O Gateway:

) Bridge AP-

) Bridge Client:

() AP & Client:

) WiFi Repeater:

2.2 Gateway

In this mode, the device is supposed to connect to internet via ADSL/Cable Modem. The NAT is enabled and PCs in

LAN ports share the same IP to ISP through WAN port. The connection type can be setup in WAN page by using

In this moede, the device is supposed to conmect to intemet via ADSLAZEHE
Meodern, The WAT is enabled and PCs in four LAN ports share the same TP to
ISF theougzh WAN port, The connection tvpe can ke setop in WAN page by
using FFFOE, DHCT client, FETE client, L2TF client cr static [P,

In this rede, all ethemet ports and wireless intedace are beidged together and
MAT fimction 1s disabled, Al the W AN wlited function and firewall ae not
supported,

In this meode, all ethemet ports and WLAN intedface are bdzed toeether and
the wircless client will commect 10 access point, MAT fonction s disabled, Al
the WAN wlated function and firewall ae not suppaoted,

In this mede, all ethemet ports and WLAN interface e bridged toeether and
WLAN AP will extended 2 WIFT Client inferfare o connect t0 ac0ess point,
MNAT function 15 disahbled, All the W AN wlaed fonction and fiewall ame not
supporhed,

In this mede, all ethemet ports are bridged tosether and the wireless client will
comnert 1 ISP access point, The MAT is enabled and POCs in ethemet pods
share the same IF o ISP theongh wireless LAN, You must set the wirless o
client mode first and connect to the ISP AP in Sie-Survey page, The
comnection tvpe cim be setup in WAN page by nsing PFPOE, DHCF client,
FFTF client, L2TF client or static IF,

[ Cancel ” Nextz>

PPPOE, DHCP client, PPTP client, L2TP client or static IP.

2.3 Bridge AP

In this mode, all Ethernet ports and wireless interface are bridged together and NAT function is disabled. All the

WAN related function and firewall are not supported.

2.4 Bridge Client

In this mode, all Ethernet ports and WLAN interface are bridged together and the wireless client will connect to

access point. NAT function is disabled. All the WAN related function and firewall are not supported.



2.5 AP & Client
In this mode, all Ethernet ports and WLAN interface are bridged together and WLAN AP will extended a WIFI
Client interface to connect to access point. NAT function is disabled. All the WAN related function and firewall are
not supported.

2.6 WiFi Repeater
In this mode, all Ethernet ports are bridged together and the wireless client will connect to ISP access point. The
NAT is enabled and PCs in Ethernet ports share the same IP to ISP through wireless LAN. You must set the wireless
to client mode first and connect to the ISP AP in Site-Survey page. The connection type can be setup in WAN page

by using PPPOE, DHCP client, PPTP client, L2TP client or static IP.



3.1 Basic Settings
This page is used to configure the parameters for wireless LAN clients that may connect to your Access Point. Here

you may change wireless encryption settings as well as wireless network parameters.

Wireless Basic Settings

This page iz vaed to configure the parroees for wireless LAM clients which may connect 0 your
Spress Polnt, Here vou may change wirless encryption settings a5 well a5 wirless network prameters,

[] Disable Wireless LAN Interface

Band: 24 GHz (B+G+M)
Mo L
Network Type:

S51D: Wireless 11n AF

Channel Width: 40 Hz

Control Sideband:

Channel Number: Lorto e

Broadcast S51D: Enabled

WHMM:

Data Rate: Aoty W

Associated Clients- [ Shewr Active Clirnts ]

Enable Mac Clone (Single Ethernet Client)
Enable Universal Repeater Mode (Acting as AP and client simultaneculy)

SSID of Extended Interface: | W ircless 1ln AP-ext

| Apply Changes | [Reset |



3.1 Extended Function
When the device is in AP, it can extend Client mode which is able to connect to other wireless AP.
When the device is in Client mode, it can extend AP mode so that other station cards are able to connect to
extended-AP
3.1.1 AP + Extended Client
(1) If user would like to enable extended Client in AP mode, check “Enable Universal Repeater Mode (Acting as AP

and client simultaneously) and assign SSID that user would like to connect

Wireless Basic Settings

Thiz page 15 vsed o configure the pasmeters for wireless LAl clients which may connect 40 sonr
2rress Point, Here yom may change wireless encryption setings a3 well a5 wirsless network prmeters,

[] Disable Wireless LAN Interface

Band: 24 GHz (B+3+4H)
Mo R
Network Type:

E51ID: Wireless 11ln AP

Channel Width: d0MHz w

Control Sideband:

Channel Number: Auto

Broadcast SS1D: Enabled  +

WHMM:

Data Rate: buto

Associated Clients: [ Show Active Clients ]

Enable Mac Clone (Single Ethernet Client)
Enable Universal Repeater Mode (Acting as AP and client simultaneculy)

SSID of Extended Interface: | " belss 1ln AP-ext

| Apply Changes | [Reset |

(2) User can select the desired AP from “Site Survey” WEB page, click “Select”, then click “Next”



Wireless Site Survey

This page provides ool 0 scan the wireless netwods, I any Access Point or IBES &5 found, wou conld
cheose o connect it mamally when client mode 15 enabled.,

ChipZip-test 00 52:23 4088 (B+§'T+N:I AP WPALFEE 12 »

WEA-
Chipflp ACkda.00.01 8752 BAG+) 4P PSK;:-EEM 0 »

(3) You will be asked to configure security parameters

Wireless Site Survey

This page proides ool to scan the wireless netwodds, I any Access Point cr IBES i found, won conld
choose to commect it roanmally when client rnode is enabled,

Encryption: WPAL w

Authentication Mode: O Enterprise (RADIUS) @ Pesonal (Pre-Shared Eev)
WPA2 Cipher Suite: O TEF & AES

Pre-Shared Rey Format: | Passphrase v

Pre-Shared Eey:

<=Back ][Co:um]




3.1.1 Client + Extended AP
If user would like to enable extended AP in Client mode, check “Enable Universal Repeater Mode (Acting as AP
and client simultaneously) and assign SSID
3.2 Advanced Settings
These settings are only for more technically advanced users who have a sufficient knowledge about wireless LAN.

These settings should not be changed unless you know what effect the changes will have on your Access Point.

Wireless Advanced Settings

These settings ame ondy for more echnically advanced vsers whe have a sufficlent knowledze abont
wircless LAN, These setings should not be changed unless won know what effect the changes will have
on wour Access Point,

Fragment Threshold: 236 (256-2346)

RTS Threshold: 2347 (2347

Beacon Interval: 10 (01024 ms)
Preamble Type: ® Long Preamble © Sheort Preamble
IAPP: & Enabled O Disabled
Protection: O Enakled  ® Disabled
Aggregation: & Enakled O Disakled

Short GI: ® Enatled O Disabled

WLAN Partition: O Enakled @ Disabled

STBC: O Enakled  ® Disabled
20/40MHz Coexist: O Fnabled @ Disabled

RF Output Power: @ine Ome O O3 O15%

(ot Gz [ e

3.3 Security
3.3.1 Security
This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent

any unauthorized access to your wireless network.
Wireless Security Setup

This page allows vou setop the wieless secudty, Tom on WEP o WEA by vsing Encryption Eevs conld prevent
any nmanthorized ancess 0 vour wireless netwood,

Select SSID- | Root AP - Wireless 11n AP v [ Arply Changes ][Rﬁm]

Encryption: Diizahle w

802.1x Authentication: ]



3.3.2 WEP

Wireless Security Setup

Thiz page allews yom setup the wirless secuxdty, Tom on WEFP or WEA by vsing Encryption Eevs conld prevent
any umanthorized access o your wireless netwodk,

Select SSID- | Koot AF - Wireless 11n AP v [ Apply Changes ][Rﬂm]

Encryption: WEF v

802.1x Authentication: ]

Anthentication: O Open Systern. O Shared ey @ fto
Eey Length: Bd-hit
Key Format: Hex (10 charactes) v
Encryption Key: —

3.3.3 WPA-PSK

Wireless Security Setup

This page allows vou setop the wieless secdty, Tom on WEP or WEA by using Encryption Eevs conld prevent
any nnanthorized access 0 vour wircless netwodd,

Select SSID: | Root AP - Wireless 11n AP v| | ApolyChangss | [Reset]
Encryption: WEA hd
Authentication Mode: O Enterprise (RADIUS) @ Personal (Pre-Shared Key)
WFA Cipher Suite: OTEPRP &) AES
Pre-Shared Eey Format: Fazzphrasze w

Pre-Shared Eey:



3.3.4 WPA + 802.1x

Wireless Security Setup

This page allows vou setup the wireless secodty, Tom on WEF or WEA by vsing Enceyption Eevs could prevent
any unanthorized acress o your wireless network,

Selpct SSID. | Root AP - Wirsless 11n AP v| [ ooy Changss | [Reset)
Encryption: WEA v
Authentication Mode: ® Enterprise (RADIUS) O Personal (Pre-Shared Key)
WPA Cipher Suite: ITER (& AES
RADIUS Server IF Address:
RADIUS Server Port: 1812

RADIUS Server Password:
3.3.5 WPA2-PSK

Wireless Security Setup

This page allows vom setop the wireless secndty, Tom on WEP or WEPA by vsing Bncryption Eevs could prevent
any vmanthorized acress w0 wour wireless network,

Select SSID: | Root AP - Wiseless 11n AP v| [ AerlyChangss | [Reset
Encryption: WEAL v
Authentication Mode: O Enterprise (RADIUS) @ Pesonal (Pre-Shared Key)
WFPA2 Cipher Suite: OTERP & AR
Pre-Shared Key Format: | Passphrase v

Pre-Shared Eey:



3.3.6 WPA2 + 802.1x

Wireless Security Setup

Thiz page allews yom setup the wirsless security, Tom on WEF or WA by vsing Eneryption Eeys conld prevent
any wnanthorized access o vour wireless networl,

Select SSID. | Root AP - Wireless 11n AP v| [ AsplyChangss | [Reset]
Encryption: WEAZ v
Authentication Mode: (®) Enterprise (RADIUS) O Personal (Pre-Shared Key)
WPAZ Cipher Suite: OTEP @ AES

RADIUS Server IP Address:
RADIUE Server Port: 1812
RADIUS Server Password:

3.3.7 WPA2-Mixed-PSK
Wireless Security Setup

This page allows vou setp the wieless secwdty, Tum on WEP oo WEA by vsing Encryption Eevs could prevent
any vnanthorized acress w0 your wirless network,

Select SSID- | Foot AP - Wireless 11n AP v| | ApslyChingss | [Reset]
Encryption: WEPA-Mixed
Authentication Mode: O Enterprise (RADIUS) @ Personal (Pre-Shared Eey)
WPA Cipher Suite: (OTEIP ® ABS
WPA2 Cipher Suite: OTEF @ AFS
Pre-Shared Eey Format: Passphraze v

Pre-Shared EKey:



3.3.8 WPA-Mixed + 802.1x

Wireless Security Setup

Thiz page allews yom setup the wirless securdty, Tom on WEF or WFA by vsing Encryption Eews conld prevent
any umanthorized access o your wireless networlk,

Select SSID. | Root AP - Wieless 11n AP v| [ ApslyChangss | [Reset]
Encryption: WEA-Mied +
Authentication Mode: (® Enterprise (RADIUS) O Personal (Pre-Shared Key)
WPA Cipher Suite: OTEFR ® AES
WPA?2 Cipher Suite: (OTEP & ARS

RADIUS Server IP Address:
RADIUS Server Port: 1812
RADIUS Server Password:
3.4 Access Control
If you choose 'Allowed Listed', only those clients whose wireless MAC addresses are in the access control list will

be able to connect to your Access Point. When 'Deny Listed' is selected, these wireless clients on the list will not

be able to connect the Access Point.

Wireless Access Control

If wom choose "Alloared Listed, only these clients whose wirless MAC addmesses aoe in the access
comted st will ke ahkle o conmect to wour Ancess Point, When Deny Listed' 15 selected, these wireless
clients on the list will not ke able o connect the Aocess Point,

Wireless Access Control Mode: | L'isable v

MAC Address: Comment:

[P ] [Fe)

Current Access Control List:

- MACAddress  Commeat  Select



3.5 WDS Settings
Wireless Distribution System uses wireless media to communicate with other APs, like the Ethernet does. To do
this, you must set these APs in the same channel and set MAC address of other APs which you want to

communicate with in the table and then enable the WDS.
WDS Settings

Wireless Disteibotion Swyatern vses wireless media to comarommicate with other APs, like the Ethemet
dees, To do this, you rovst set these A5 in the same channe] and set MAC address of other AFs which
wom Want 0 cororounicate with in the table and then enable the WIS,

Enable WDS

MAC Address:
Data Rate:
Comment:

Cuorrent WDE AP List:

3.6 WPS
This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this feature could let your
wireless client automatically synchronize its setting and connect to the Access Point in a minute without any

hassle.

Wi-F1 Protected Setup

Thiz page allows yon 0 change the seting for WES (Wi-Fi Frotected Setop), Using this feabme oonld et
your Wireless client antornically synoroni=e it setting and oonnect 1o the Access Point in 2 minote withoot
any haszle,

[1 Dasable WPS
(PO ] (e

WPS Status: Confignred© UnConfizured
Self-PIN Number: FEEM 2
Push Button Configuration: Start FBC

Client PIN Number:



3.7 Wireless Schedule
This page allows you setup the wireless schedule rule. Please do not forget to configure system time before

enable this feature.
Wireless Schedule

Thizs page allows wou setup the wireless schedule mle, Flease do not forget to configre systemn time before enable this featne,

[l Enable Wireless Schedule
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4.1 LAN Interface
This page is used to configure the parameters for local area network which connects to the LAN port of your

Access Point. Here you may change the setting for IP addresses, subnet mask, DHCP, etc...

LAN Interface Setup

Thiz page 15 vsed 0o configme the pammeters for local are networ which connects o the LA port of
vour Leress Point, Here wou may change the seting for [P addesss, subnet mask, DHCE, et

IP Address: 1010111
Subnet Mask: 2552550550

Defanlt Gateway:

DHCP: Server v

DHCP Client Range: 10.10.1.100 - 10101200 Show Client
DHCP Lease Time: 480 {1 ~ 10080 minnies)

Static DHCP: [ Set Static DHCP ]

Domain Name: WiFi- AP

$02.1d Spanning Tree: Dizabled «
Clone MAC Address: iy

(oG ] (Fee]




4.2 WAN Interface
This page is used to configure the parameters for Internet network which connects to the WAN port of your

Access Point. Here you may change the access method to static IP, DHCP, PPPoE, PPTP, USB3G or L2TP by click the
item value of WAN Access type.

WAN Interface Setup

This page 15 vsed 1o configure the pasmeters for Infemet netwodk which connects 1o the W AN podt of your Aocess
Point, Here vou may change the access method o static IP, DHCF, PFPoE, FETE, USE3G or L2TF by click the
e value of WAN Access type,

WAN Access Type: USBIG

User Name:

Password:

PIN:

APN: intemet

Dial Nomber: ol

Connection Type: Comtinuons w

Idle Time: (1-1000 reiroutes)
MTU Size: 14%0 (14201490 bytes)

® Attain DNS Automatically
O Set DNS Manually

DHNS 1:

DNS 2:

DNS 3:

Clone MAC Address: 000000000000

Enable uPNP

Enable IGMF Froxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable IPsec pass throngh on VPN connection
Enable PPTP pass through on VPN connection
Enable I2TF pas: through on VPN connection
Enable IPv6 pass through on VPN connection

OFEEHDOOERD

(ool G| (Fee]




5. FIREWALL
5.1 Port Filtering
Entries in this table are used to restrict certain types of data packets from your local network to Internet through

the Gateway. Use of such filters can be helpful in securing or restricting your local network.

Port Filtering

Entries in this table are used to resteict certain types of data packets from vour local netwoods t0 Intemet
through the Gateway, Use of such filters can be helpfnl in securdng or westricting sonr local neteod,

[] Enable Port Filtering

Port Range: I:I— I:I Protocol: Comment:

(PG ] [P

Current Filter Table:

~ PortRamge  Prowcol  Commemt  Select

5.2 IP Filtering
Entries in this table are used to restrict certain types of data packets from your local network to Internet through

the Gateway. Use of such filters can be helpful in securing or restricting your local network.

IP Filtering

Entries in this takle aoe vsed 0 westict certain tyvpes of data packets fromn wour local neterods 0 Intemet
theongh the Gateweay, Uae of such filtes can be helpfol in secring o resticting wonr local network,

[ | Enable IP Filtering

Loal IP Address: I:I Protocol: Comment:

(oG] (R

Cuorrent Filter Table:

Lol PAddess  Protocol  Comment  Select



5.3 MAC Filtering
Entries in this table are used to restrict certain types of data packets from your local network to Internet through

the Gateway. Use of such filters can be helpful in securing or restricting your local network.

MAC Filtering

Entries in this table are used to estct certain types of dats packets from vour local netwoods t0 Intemet
through the Gareway, Use of such filters can be helpfol in seving or westricting yonr local netwod,

[] Enable MAC Filtering

MAC Address: | | Comment: |

(oG] (R

Current Filter Table:

.~ MACAddess  Commeat  Select

5.4 Port Forwarding
Entries in this table allow you to automatically redirect common network services to a specific machine behind
the NAT firewall. These settings are only necessary if you wish to host some sort of server like a web server or

mail server on the private local network behind your Gateway's NAT firewall.

Port Forwarding

Entries in this table allow you w0 antomatically redivert common netyodk services 10 3 spercific machine behind the
MAT firegeall, These settings are ondy necessacy if yon wish 0 host some sort of server like a web server or mai
sepver on the peivate local network behind your Gatewray's AT firewall,

[] Enable Port Forwarding

P Address:| | Protocol PortRange: | |Comment| |

(PG ] [P

Current Port Forwarding Table:

 Local IP Address  Protocol ~ PortRamge = Comment  Select



5.4 URL Filtering

URL filter is used to deny LAN users from accessing the internet. Block those URLs which contain keywords listed

below.

URL Filtering

UEL filtex is vsed 0 deny LAM nsers from accessing the intemet, Block those URLs which contain
kesrmrords listed below,

[] Enable URL Filtering

URLHddress:|

(PG ] (Fe2]

Current Filter Table:

5.5DMz

A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to its local

private network. Typically, the DMZ host contains devices accessible to Internet traffic, such as Web (HTTP)

servers, FTP servers, SMTP (e-mail) servers and DNS servers.

DMZ

& Demilitarized Zone 15 vsed o provide Infemet services without saceificing nnanthorized aocess o it
local private netword, Typically, the DMZ host contains devices aceessihle 0 Intemet waffic, such as
Web (HTTF ) servers, FTF servers, SMTE (B-mail) servers and DS sevvers,

[] Enable DMZ

DMZ Host IP Address: | |

(PO ] [FeA]




5.6 VLAN Settings
Entries in below table are used to configure VLAN settings. VLANs are created to provide the segmentation
services traditionally provided by routers. VLANs address issues such as scalability, security, and network

management.

VLAN Settings

Entries in below table ame vsed o confiz vlan settings:, WEANS are coeated 0 provide the sesmentation services
traditionally provided by pouters, VLAMS address issves such as scalahility, secority, and network management,




6. MANAGEMENT
6.1 Status

This page shows the current status and some basic settings of the device.

Access Point Status

This page shows the coment stahs and some basie settings of the devire,

%]
| E

Uptime OdazrOh: 3mn:1 s
Firmware ¥ersion v2d

Build Time Mon Max 21 12:23:14 CET 2011
Mode AP

Band 24 GHz (B+G+M)
S5ID ETE 1ln AP
Channel Number 11

Encryption Diisakled

BESID 000481 el
Associated Clients 1

Attain IP Protocol ISE3G Removwed
IP Address QU0

Subnet Mask Q0.0

Defanlt Gateway QU0

MAC Address

SERVER

This page shows the packet counters for transmission and reception regarding to wireless and Ethernet networks.

Statistics

6.2 Statistics

This page shows the packet connters for transmnission and weeeption eprding o wirless and Ethemet

networls,
) Sanr Packere S
Wireless LAN B
Fecerver Fadmere 237
Sang Fackete 0
Ethernet WAN i
Fecerved Fackers 0

Befresh



6.3 DDNS
Dynamic DNS is a service, that provides you with a valid, unchanging, internet domain name (an URL) to go with

that (possibly every changing) IP-address.

Dynamic DNS Setting

Drynarois DM is a service, that provides yon with 2 valid, unchanging, intemet dornain narne (an TTRL)
1o zo with that (possibly everchanging) [P-address,

[l Enable DDNS
Service Provider -
Domain Hame -
User Name/Email:
Password/Eey:

Moz
For 720, your cap Save a 30 days froe treal Sere or manage yoar T20 accoani o conirod pane!
For DnDNE, wour can creaie yomr Dyp DT account Sere

(ot i ] [

6.4 Time Zone Setting

You can maintain the system time by synchronizing with a public time server over the Internet.

Time Zone Setting

om can maintin the system time by synchronizing with a poblic time secver over the Intemet,

[ Copy Computer Time
Time Zone Select : (M TR0 Taipel "

[] Enable NTP client update
Antomatically Adjust Daylizht Saving
NTF server : ®

O {Mamal [F Setting)

(e ] [Fem) (R ]




6.5 Denial of Service
A "denial-of-service" (DoS) attack is characterized by an explicit attempt by hackers to prevent legitimate users of

a service from using that service.

Denial of Service

& "dendal-of-serice” (Dol attack s characterized by an explictt ateropt by hackes o prevent lesiimate vsers of a
servive from vsing that service,

[ Enable DoS Prevention

Whole System Flood: SYN Packets/Second
Whole System Flood: FIN Packets/Second
Whole System Flood: UDP Packets/Second
Whole System Flood: ICMP Packets/Second
Per-Source IP Flood: SYN Packets/Second
Per-Source IP Flood: FIN Packets/Second
Per-Source IP Flood: UDP Packets/Second
Per-Source IP Flood: ICMP Packets/Second
TCPMJDP PortScan Sensitivity
ICMP Smurf
IP Land
IP Spoof
IP TearDrop
PingOfDeath
TCP Scan
TCP SynWithData
UDP Bomb
UDP EchoChargen

[ Select ALL ] [ Clear ALL ]
Enable Source IP Blocking Block time (sec)

| Apply Changes |




6.5 System Log
This page can be used to set remote log server and show the system log.

System Log

This page can be vsed 1o 56t emote Loz server and show the system log,

[] Enable Log

sys5tem all wireless

Enable Remote Log Log Server IP Address:
| Apely Changss |

[REﬂ'ESh] [Cle:ar]

DoS



6.5 Upgrade Firmware
This page allows you upgrade the Access Point firmware to new version. Please note, do not power off the device

during the upload because it may crash the system.

Upgrade Firmware

This page allows wom npgmde the Access Point fionware to new version, Please note, do not power off
the device during the upload becaise it may cmsh the systemn,

Fimware Version: v2d

Select File:

6.5 Save/Reload Settings

This page allows you save current settings to a file or reload the settings from the file which was saved previously.

Besides, you could reset the current configuration to factory default.
Save/Reload Settings

This page allows wom save cument setings 0 a file or reload the setings from the file which was saved
previcmsly, Besides, wom oonld reset the conent confiznmation o factoey defanlt,

Save Settings to File: Ve,
Load Settings from File:

Reset Settings to Default:

6.5 Password
This page is used to set the account to access the web server of Access Point. Empty user name and password will

disable the protection.

Password Setup

This page 15 vsed 1o set the acoount 10 access the web server of Access Point, Empty vser name snd
passwond will disable the protection,

User Name:
New Password:

Confirmed Password:

(ot Gz [ e




FEDERAL COMMUNICATIONS COMMISSION INTERFERENCE STATEMENT

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference and

(2) this device must accept any interference received, including interference that may cause undesired

operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

-Consult the dealer or an experienced radio/ TV technician for help.

CAUTION:
Any changes or modifications not expressly approved by the grantee of this device could void the user's

authority to operate the equipment.

RF exposure warning -

This equipment must be installed and operated in accordance with provided instructions and the antenna(s)
used for this transmitter must be installed to provide a separation distance of at least 20 cm from all
persons and must not be co-located or operating in conjunction with any other antenna or transmitter.
End-users and installers must be provide with antenna installation instructions and transmitter operating

conditions for satisfying RF exposure compliance.

The operation frequency of the device is in the 5150-5250 MHz band is for indoor use only.

The following statement must be included with all versions of this document supplied to an OEM or integrator,
but should not be distributed to the end user.

This device is intended for OEM integrators only.

Please see the full Grant of Equipment document for other restrictions.
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The following statement must be included with all versions of this document supplied to an OEM or integrator, 
but should not be distributed to the end user.
This device is intended for OEM integrators only. 
Please see the full Grant of Equipment document for other restrictions.
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