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Regulatory Information

Federal Communication Commission Interference Statement
This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will
not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one of the following measures:
- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that to which

the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure continued compliance, (example - use only shielded interface
cables when connecting to computer or peripheral devices) any changes or modifications
not expressly approved by the party responsible for compliance could void the user’'s
authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.




Introducing the 802.11A+G ACCESS
POINT

Overview of the 802.11 a-+g Access Point

The 802.11A+G ACCESS POINT is an access-point based on IEEE 802.11a+g based 2.4-
GHz and 5 GHz radio technology. It contains an 802.11a+g and a full-duplex 10/100 LAN
interfaces. The 802.11A+G ACCESS POINT can function as a simple Access Point (AP), and
act as the center point of a wireless network supporting a data rate of up to 54 Mbps. It can
also connect these wireless devices to wired network through the LAN interface.

The 802.11A+G ACCESS POINT can also function in a repeater mode, which is used to
extend the physical coverage of the wireless network. Finally, the 802.11A+G ACCESS
POINT can also function in a Wireless Distribution System (WDS) mode. Multiple
802.11A+G ACCESS POINT’s can be configured to operate in the WDS mode to inter-
connect wired LAN segments that are attached to these 802.11A+G ACCESS POINTs.

Since the 802.11g shares the same 2.4GHz radio band as the 802.11b technology, it can inter-
operate with existing 11Mbps 802.11b devices. Therefore you can protect your existing
investment in 802.11b client cards, and migrate to the high-speed 802.11g standard as your
needs grow.

To address growing security concerns in a wireless LAN environment, different levels of
security can be enabled in the 802.11A+G ACCESS POINT, including:
e Todisable SSID broadcast to restrict association to only those client stations that are already
pre-configured with the correct SSID
e To enable WEP (Wireless Encryption Protocol) 64, 128, or 152-bit encryption to protect
the privacy of your data.
e Support of Access List Control to allow you to grant/deny access to/from specified
wireless stations
e Provisioning of centralized authentication through Radius Server(s).
e WPA-PSK (Wi-Fi Protected Access, Pre-Shared Key) for home users to provide
authentication, data integrity, and data privacy.
e WPA (Wi-Fi Protected Access) works with a RADIUS server to provide stronger
authentication as well as data integrity and privacy.



802.11A+G ACCESS POINT Features

=  Compliant with draft 802.11a, 802.11b and 802.11g standards with roaming
capability.

= Support of the standard access point mode for connection to wireless clients.

= Support of the repeater mode to extend infrastructure coverage.

= Support of the WDS mode for interconnecting LAN segments.

= Built-in DHCP Server to assign IP addresses to wired/wireless clients automatically.

= Static assignment or DHCP client to set the device IP address.

=  Multiple security measures: SSID hiding, Access Control List, WEP based
encryption (64, 128, 152 bits), enhanced Security with 802.1x using a primary and a
backup Radius Server with/without dynamic WEP keys, WPA-PSK, and WPA.

= Extensive monitoring capability such as event logging, traffic/error statistics
monitoring. Support of remote logging.

= Easy configuration and monitoring through the use of a Web-browser based GUI,
SNIMP commands from a remote SNMP management station, and UPnP for users
to automatically discover the device.

= Setup Wizard for easy configuration/installation.

= Configuration file download and restore.

=  Firmware upgradeable.
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Network Configuration Examples

A group of wireless stations communicating with each other is called a Basic Service Set (BSS)
and is identified by a unique SSID.

When an 802.11A+G ACCESS POINT is used, it can be configured to operate in the
following three network configurations

AS AN ACCESS POINT

When configured in the Access Point mode, the 802.11A+G ACCESS POINT allows a group
of wireless stations to communicate with each other through it. Such a network is called an
Infrastructure BSS.

The 802.11A+G ACCESS POINT further provides bridging functions between the wireless
network and the wired LAN network.

When multiple access points are connected to the same LAN segment, stations can roam
from one 802.11A+G ACCESS POINT to another without losing their connections, as long
as they are using the same SSID. This is shown in the diagram below.
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AS A STAND-ALONE REPEATER

The purpose of a repeater is to expand an existing infrastructure BSS. When configured to
operate in the Repeater Mode, the 802.11A+G ACCESS POINTS sit between wireless
stations and a “root” AP whose BSS is being expanded, as shown below:

N
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Station AP
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AS A POINT TO MULTI-POINTS BRIDGE

When configured to operate in the Wireless Distribution System (WDS) Mode, the
802.11A+G ACCESS POINT provides bridging functions between the LAN behind it and
separate LANSs behind other AP’s operating in the WDS mode. The system will support up to

eight such AP’s in a WDS configuration.

Note that an 802.11A+G ACCESS POINT running in the WDS mode can also support

wireless stations simultaneously, as shown in the left most AP in the diagram below:

Wireless
Distribution
system

Slation
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Setting Up the device

The 802.11A+G ACCESS POINT can be managed remotely by a PC through either the
wired or wireless network. To do this, the 802.11A+G ACCESS POINT must first be
assigned an IP address, which can be done using one of the following two methods.

STATIC IP

The default IP address of the LAN interface of an 802.11A+G ACCESS POINT is a private IP
address of 192.168.1.1, and a network mask of 255.255.255.0. This means IP addresses of other
devices on the LAN should be in the range of 192.168.1.2 to 192.168.1.254.

This IP address can be modified to either a different address in this same subnet or to an
address in a different subnet, depending on the existing netwrok settings (if there is any) or
user’s preference.

AUTOMATIC IP

The 802.11A+G ACCESS POINT can also be configured to “obtain” an IP address
automatically from a DHCP server on the network. This address is called “dynamic” because
it is only dynamically assigned to the device, which may change depending on the IP assignment
policy used by the DHCP server on the network. Since the IP address in this case may change
from time to time, this method is not recommended - unless the user uses UPnP or other
management tools that do not depend on a fixed IP address.



Installing the 802.11A+G ACCESS POINT

This section describes the installation procedure for the 802.11A+G ACCESS POINT. It
starts with a summary of the content of the package you have purchased, followed by steps of
how to power up and connect the 802.11A+G ACCESS POINT. Finally, this section
explains how to configure a Windows PC to communicate with the 802.11A+G ACCESS
POINT.

What'’s in the Box?

The 802.11A+G ACCESS POINT package contains the following items:
*= One 802.11A+G ACCESS POINT
= One 5V AC power adapter with a barrel connector

= CD of the 802.11A+G ACCESS POINT User’ Guide



Connecting the Cables

The Back Panel of the 802.11A+G ACCESS POINT appears as follows:

Follow these steps to install your 802.11A+G ACCESS POINT:

Step 1. Connect a LAN hub to the LAN port on the 802.11A+G ACCESS POINT
using the supplied LAN cable.

Step 2. Connect the power adapter to an electrical outlet and the 802.11A+G ACCESS
POINT.

Configuration Steps Required for the 802.11A+G ACCESS POINT

This section describes configuration required for the 802.11A+G ACCESS POINT before it

can work properly in your network.

First, it is assumed that in your LAN environment, a separate DHCP server will be available
for assigning dynamic (and often private) IP addresses to requesting DHCP clients. This
means that the 802.11A+G ACCESS POINT normally will not need to enable the DHCP

server function.

Additionally, since you need to perform various configuration changes to the 802.11A+G
ACCESS POINT, including the SSID, Channel number, the WEP key, ..., etc., it is necessary
to associate a fixed IP address with the 802.11A+G ACCESS POINT, which is why the
802.11A+G ACCESS POINT will be shipped with a factory default private IP address of

192.168.1.1 (and a network mask of 255.255.255.0).

Therefore, during the system installation time, you need to build an isolated environment with

the 802.11A+G ACCESS POINT and a PC, and then perform the following steps:

» Manually change the IP address of the PC to become 192.168.1.3



» Connect the PC to the 802.11A+G ACCESS POINT and change its configuration to a static
IP address based on your network environment. For example, if there is a DHCP server that
assigns IP addresses from the range 192.168.23.10 - 192.168.23.254 to DHCP client devices, it
can reserve 192.168.23.10 for the 802.11A+G ACCESS POINT and then the address pool
with the DHCP server becomes 192.168.23.11 — 192.168.23.254.

If there is no DHCP server on your network environment, you just have to make sure that
there is no machine in the environment has the same IP address as another machine.

Please note that after you change the IP address of the ACCESS POINT, the PC client may
not be able to reach the ACCESS POINT. This is because they may no longer belong to the
same IP network address space.

»  Change the setting of the PC back to “obtain IP addresses dynamically”.

Now you can put the 802.11A+G ACCESS POINT and the PC to your network where the
DHCP server is connected. From then on, any wireless client configured to “obtain IP
addresses dynamically” will work with the AP, with each other, and with devices on the wired
LAN network.

Setting up a Windows PC or wireless client as DHCP clients

The following will give detailed steps of how to configure a PC or a wireless client to “obtain
IP addresses automatically”. For other types of configuration, please refer to the
corresponding user manual.

In the case of using a LAN attached PC, the PC must have an Ethernet interface installed
properly, be connected to the 802.11A+G ACCESS POINT either directly or through an
external LAN switch, and have TCP/IP installed and configured to obtain an IP address
automatically from a DHCP server in the network.

In the case of using a wireless client, the client must also have an 802.11a/b/g wireless
interface installed properly, be physically within the radio range of the 802.11A+G ACCESS
POINT, and have TCP/IP installed and configured to obtain an IP address automatically
from a DHCP server in the network.

Then perform the following steps for either of the cases above. To configure types of
workstations other than Windows 95/98/NT/2000/XP, please consult the manufacturer’s
documentation.

Step 1. From the Win95/98/2000 Start Button, select Settings, then
Control Panel. The Win95/98/2000/XP Control Panel
displays.

Step 2. Double-click on the Network icon.
23
M v
Step 3. Check your list of Network Components in the Network
window Configuration tab. If TCP/IP has already been

inntallad AA +A Ctan O NMithAanninn Aalant A AA A Tnrkall i+ nAg
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Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

installed, go to Step 8. Otherwise, select Add to install it now.

In the new Network Component Type window, select
Protocol.

In the new Select Network Protocol window, select
Microsoft in the Manufacturers area.

In the Network Protocols area of the same window, select
TCP/IP, then click OK. You may need your Win95/98 CD
to complete the installation. After TCP/IP installation is
complete, go back to the Network window shown in Step 4.

Select TCP/IP in the list of Network Components.

Click Properties, and check the settings in each of the TCP/IP
Properties window:

Bindings Tab: both Client for Microsoft Networks and File
and printer sharing for Microsoft Networks should be
selected.

Gateway Tab: All fields should be blank.
DNS Configuration Tab: Disable DNS should be selected.

IP Address Tab: Obtain IP address automatically should be
selected.

With the 802.11A+G ACCESS POINT powered on, reboot
the PC/wireless client. After the PC/wireless client is re-
booted, you should be ready to configure the 802.11A+G
ACCESS POINT. See Chapter 3.

The procedure required to set a static IP address is not too much different from the procedure
required to set to “obtain IP addresses dynamically” - except that at the end of step 7, instead
of selecting “obtain IP addresses dynamically, you should specify the IP address explicitly.



A Look at the Front Panel

The LEDs on the front of the 802.11A+G ACCESS POINT reflect the operational status of
the unit. The status of the LAN, the wireless, and power can be monitored from this display.

2

S Power

y Wireless

802.11A+G ACCESS POINT LED Description

Label Wireless LAN POWER
Steady Light Link is active Link is active Power
OFF No erel_ess No LAN connection No Power
connection
FLASH XMT/RCV Data XMT/RCV Data N/A

14



Connecting More Devices Through A Hub To The 802.11A+G ACCESS POINT

The 802.11A+G ACCESS POINT provides an RJ45 LAN interface that you can use to
connect to a PC or an external hub.

Step 1.

Connect to the
J LAN port

= / Plug this end into
e - [CHEEE | <« any port of an
o . Ethernet
— hub/switch




Basic Configuration of the 802.11A+G ACCESS POINT

This section describes the basic configuration procedure for the 802.11A+G ACCESS
POINT. It describes how to set up the 802.11A+G ACCESS POINT for wireless
connections, and the configuration of the local LAN environment.

The 802.11A+G ACCESS POINT is designed so that all basic configuration may be effected
through the a standard Web browser such as Microsoft Internet Explorer.

From a PC that has been configured as described in Chapter 2, enter the IP address of the
802.11A+G ACCESS POINT as the URL in your browser, e.g. http://192.168.1.1.

PLANEN COMBMUMNICATIONS INC.

Wireless
“ o2 hecess Peoint
S
oA W e ESW-APS45A:
Syatam Sectings
- | Cevce Scabus
LActvancad Sectings

Syatarm foals

" | Help

Note: The IP address of your PC must be in the same IP subnet as the 802.11A+G ACCESS POINT.
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The Home Page of the 802.11A+G ACCESS POINT screen will appear, with its main menu
displayed on the right hand side of the window. The main menu includes the following choices:
Setup Wizard, Device Status, Advanced Settings, System Tools, and Help; these can be used to
navigate to other menus.

Logging On

If you attempt to access a configuration item from the browser menu, an administrator login
screen will appear, prompting you for the password in order to log on.

PLANEX CO IONS INC.
AP it
- - - Paint

Fleaze enter your password:

| fLOGON )

(Forgot your passwond? - se8 the User Guide for instroctions,)

If you are logging on for the first time, you should use the factory default setting “password”.
The password is always displayed as a string of asterisks (“*”). Click the LOG ON button to
start the configuration session.

Setup Wizard

The Setup Wizard will guide you through a series of configuration screens to set up the basic
functionality of the device. After you finish these screens, press the “finish” button on the last
screen to make all your modifications effective.



TIME SETTINGS

PLAMEX COMMUMICATIONS INC. L | ] =
. | | W-lpss =
m———d J
m 8 Dovice Staun 'u. Atvanced Seftings | (Y Syaiem Tools '-ﬁ Logout

2 Time Settings

Incal time Hna

|mi’|f:n:n: wich Mem Time, Lomdon, ) =

Incal daie and tirma

£ R | ST e R T

=

ROTE: Changes 1o this pags sill not taks affact until you cick FINESH on T save config page

k:‘a P

After logging in, the time settings page appears. The device time is automatically set to the
local time of the management PC at the first time a connection is made. To modify the
device’s time, modify the appropriate fields, then click NEXT.

DEVICE IP SETTINGS
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PLANEX COMMUNICATIONS INC el M,{;;Wﬂ
S —

4 Aevanced EmTings Lyt Tools -L Logoid

21 Device IP Settings

fou can sulect one of the fellowing bee appreaches o essign am P address fo this
i,

& Resign siatic I b ihis descn,

P Adiee [ pE
1P Susne] Wik I.-_'- [ By
Daferewy B Addiess |T I-F_i |
DINE St P F

T s e DHOP client prefocol 1o sudomatically get e 1P adidress Tor this deace,

Elertng it oethon will deaabig wiun Ship b ssinernabc sy

1

il

i

HOTE: Cranges 1o e page =il nol leke afee] unil you cligk FINSH an he 5 e
torfig paps

~“alp

The Device IP setting screen allows you to configure the IP address and subnet of the device.
Although you can rely on a DHCP server to assign an IP address to the 802.11A+G ACCESS
POINT automatically, it is recommended that you configure a static IP address manually in
most applications.

If you choose to assign the IP address manually, check the button that says “Assign static 1P
to this device” and then fill in the following fields

IP Address and IP Subnet Mask: These values default to 192.168.1.1 and 255.255.255.0,
respectively. It is important to note that there are similar addresses falling in the standard private
IP address range and it is an essential security feature of the device. Because of this private IP
address, the device can no longer be accessed (seen) from the Internet.

Gateway IP Address: Enter the IP address of your default gateway

DNS Server: The Domain Name System (DNS) is a server on the Internet that translates
logical names such as “www.yahoo.com” to IP addresses like 66.218.71.80. In order to do this,
a query is made by the requesting device to a DNS server to provide the necessary information.
If your system administrator requires you to manually enter the DNS Server addresses, you
should enter them here.

Click Next to go to the next screen.
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If you choose to use a DHCP Server to acquire an IP address for the 802.11A+G Access
Point automatically, check the button that says, “Use the DHCP protocol to automatically
get the IP address for this device”. Then click Next to go to the next screen. Again, as a
reminder, it is recommended that your 802.11A+G ACCESS POINT should be assigned a
static IP address in order to make it easy for you to manage the device later on.

WIRELESS SETTINGS

23 Wireless Settings

Network ID{SSID) [wlan

All wireless clients must use the same Metwoark Mame (3210} in arder to
assaciate with the same wireless netwaorlk:,

[T Disable 31D Broadeasting
Regulatory Domain: FCC

Wl AN Standard for Radio 1

Mode: 11a -
Channel: Ao vl
Wl AN Standard for Radio 2

hlode: lm vI
Channel; if—‘mto vi

Select Common Security Policy: Nome x

f BACK ) ( NEXT )

NOTE: To access the wireless network, user must have correct 5510 and
encryption key, if enabled.

Help

Network Name (SSID): The SSID is the network name used to identify a wireless network. The
SSID must be the same for all devices in the wireless network (i.e. in the same BSS). Several access
points on a network can have the same SSID. The SSID length is up to 32 characters. The default
SSID is “wlan”.

20



Disable SSID Broadcasting: An access point periodically broadcasts its SSID along with other
information, which allows client stations to learn its existence while searching for access points in a
wireless network. Check Disable if you do not want the device to broadcast the SSID.

WLAN mode: The wireless module is IEEE 802.11g and 802.11b compliant, and choosing
“11g/b” allows both 802.11b and 802.11g client stations to get associated. 802.11g However,
choosing “11g” allows only 802.11g client stations to get associated and get better overall
performance. 802.11a is not compliant with either 802.11b or 802.11g; choosing “11a” only allows
802.11a client stations to get associated, 802.11a turbo, 802.11g turbo, super a without turbo,
super g without turbo, super a with dynamic turbo, super g with dynamic turbo or super a
with static turbo, super g with static turbo protocol (the turbo mode is only applied where the
regulation allows). The same explanation for both of the radios.

Regulatory Domain: Please make sure that your regulatory domain matches your region. The
default value is FCC. For most regions, FCC may be the better choice.

Channel: Select a channel from the available list to use. All devices in a BSS must use the
same channel. You can select Auto to let the system pick up the best channel for you.

Note: The available channels are different from country to
country and for different WLAN mode.

Security Policy: You can select different security policy to provide association authentication
and/or data encryption.

WEP



= Wireless Settings

Hetwsork IDESSI0H [rerkam

Al wirgless cliends st use The sames Mebwirk Name (SEID) in order 1o
FEaociale vl he same wireleds nebadek

I Dizahle SSID Broad: ashng

FAeguilatony Domain: FCC
WWALAN Standand Tor Faadio 1
Felndi | 1la "rl
Channel [
VLA Standand Tor Fadio 2
lnde g =
Chanrel Bkl =
Selact Commaon Security Policy: |J-"EF' 'l

Emcrygriom

Enabling encrptinn will secure dala and praven] unaudhonzed users from
Arcesaing yoursireless netsork Idantical enceypbion keys missi be anterad
on &l authosized wirglese clients

asapheass | for © Gawt © 178pn  (OENERATEY)
Select one of the WEP keys for the wirless nehamrk:
Enirypt dit mimsmitimg wirh WEE Fey 1 =)

WEP key1 [WEPE.ASCIL =] |

WEP key2 |WEPS-ASCIL =] |

WEF Keyd |WEPE-ASCIL =] |

WEP Keyd [WEPER-ASCTT =] |

0

WEP allows you to use data encryption to secure your data from being eavesdropped by
malicious people. It allows 3 types of key: 64 (WEP64), 128 (WEP128), and 152 (WEP152)
bits. You can configure up to 4 keys using either ASCII or Hexadecimal format.

Key Settings: The length of a WEP64 key must be equal to 5 bytes, a WEP128 key is 13
bytes, and a WEP152 key is 16 bytes. For WEP64 and WEP128, you can just enter a pass-
phrase and click the GENERATE button to generate the four keys. So you can use a
mnemonic string as the pass-phrase instead of memorizing the four keys.

Key Index: You have to specify which of the four keys will be active.

Once you enable the WEP function, please make sure that both the 802.11A+G ACCESS
POINT and the wireless client stations use the same key.

Note: Some wireless client cards only allow Hexadecimal digits for WEP keys. Please note
that when configuring WEP keys, a WEP128 ASCII key looks like “This is a key”(13
characters), while a WEP128 Hex key looks like “54-68-69-73-20-69-73-20-61-20-6b-65-
79”(13 bytes).

802.1x
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2 Wireless Settings

Network ID{SSID) [lan

Allwireless clients must use the same Metwark Mame (S50 in arder to
associate with the same wireless network.

[T Disable SSID Broadcasting
Regulatory Domain: FCC

Wil AN Standard for Radio 1

Mlode: 11a -

Channel: Aanto "I
WLAN Standard for Radio 2

hode: llgbh

Channel: Lot -

Select Common Security Policy:
Select Key Length for WEP Rekeying: |D133b1'31'3k'35”n-‘3_|

F ey FNET Y

MOTE: To access the wireless network, user must have correct 551D and
encryption key, if enabled.

Help

802.1x allows users to leverage a RADIUS server to do association authentications. You can
also enable dynamic WEP keys (64, 128, 152-bit) to have data encryption. Here you do not
have to enter the WEP key manually because it will be generated automatically and dynamically.

NOTE: After you have finished the configuration wizard, you have
to configure the Radius Settings in Advanced Settings in order to
make the 802.1x function work.

WPA-PSK
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2 Wireless Settings

Network ID(SSID) [#lan

Allwireless clients must use the same MHetwork Blame (SSIDY in order to
associate with the same wireless network.

[T Disable 3510 Broadcasting
Regulatory Domain: FCC

WLAN Standard Tor Radio 1

Mlode: 11a vI

Channel: St 'I
Wil AN Standard for Radio 2

Mode: 11zMh -

Channel: Aot vI

Select Common Security Policy: IWPF&-PSK vI

FPre-shared Key (85 CI string): |
(8-63 characters)
WiPA Encryption Type: & TKIP {7 CCMPAES) 0 Both

WRPA Group Rekey Interval: IE’O sec.(0 means disable rekey)

C Back % € NEXT )

NOTE: To access the wireless network, user must have correct 3510 and
encryption key, if enabled.

Help

Wi-Fi Protected Access (WPA) with Pre-Shared Key (PSK) provides better security than WEP
keys. It does not require a RADIUS server in order to provide association authentication, but
you do have to enter a shared key for the authentication purpose. The encryption key is
generated automatically and dynamically.

Pre-shared Key: This is an ASCII string with 8 to 63 characters. Please make sure that both
the 802.11A+G ACCESS POINT and the wireless client stations use the same key.

Encryption Type: There are two encryption types TKIP and CCMP (AES). While CCMP
provides better security than TKIP, some wireless client stations may not be equipped with the
hardware to support it. You can select Both to allow TKIP clients and CCMP clients to
connect to the Access Point at the same time.

Group Rekey Interval: A group key is used for multicast/broadcast data, and the rekey
interval is time period that the system will change the group key periodically. The shorter the
interval is, the better the security is. 60 seconds is a reasonable time, and it is used by default.

WPA
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2 Wireless Settings

Network ID(SSID) |wlan

Allwireless clients must use the same Metwork Mame (SSI0D) in order to
associate with the same wireless network.

[T Disahle SSID Broadeasting

Regulatory Domain: FCC

VWL AN Standard for Radio 1

Mode: 11a vI
Channel: Lo 'vI

vl AN Standard for Radio 2
Mlode: 11zh -

Channel: Lt vI
Select Common Security Policy: IW "I

WPA Encryption Type: & TKIP 0 CCMPAES) £ Bath
WRA Group Rekey Interval: |50 sec.(0 means disable rekey)

f BACK % € NEXT Y

HOTE: To access the wireless netwaork, user must have correct S5ID and
encryption key, if enabled.

Help

Wi-Fi Protected Access (WPA) requires a RADIUS server available in order to do
authentication (same as 802.1x), thus there is no shared key required.
The Encryption Type and Group Rekey Interval settings are same as WPA-PSK.

Finish Setup Wizard and Save Your Settings

After stepping through the Wizard's pages, you can press the FINISH button for your
modification to take effect. This also makes your new settings saved into the permanent memory on

your system.

~
2 Save Config
i hag cqmplererj e sebup wizand -‘:I,'l!'l"'lQl;l.'l[ o Click FINISH fo save these selli ngs

(BACK )  FMISH )

Halp
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Congratulations! You are now ready to use the 802.11A+G ACCESS POINT.

) b Note: If you change the device’s IP address, as soon as you click on FINISH you will no longer be able
= to communicate with your 802.11A+G ACCESS POINT. You need to change your IP address and then
h 4 re-boot your computer in order to resume the communication.
Advanced Settings

The advanced settings tab on the top row of the window allows you to perform modifications
that normally you may not need to do for general operations except changing your password
from the default factory setting (this is highly recommended for security purposes).

Password Settings

The default factory password is “password”. To change the password, press the Password
Settings button to enter the Password Settings screen, then enter the current password
followed by the new password twice. The entered characters will appear as asterisks.

23 Password Settings

Change Password

Tao change your administralieg password, anter your curmant passward and than the new

password twice.
Current Password
MNew Passwirnd

Rg-gnter Mew Fassword:

APPLY )

Help

System Management
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Clicking the System Management button to configure system related parameters to for the
802.11A+G ACCESS POINT.

Local Management

EEEEEEEE

[T Erabla manageman fm wingdasas cannachion
Symlait A alon

HITF Fat Mo |3'-' amaaut o minuies
P
[T Erable UFnE
Exidyge

[T Erabis 8TP

Syslog
[T Erabla Syslog
Sysiog sermer 1P addmss X r-' | o
{aPRY )

WROME: S is & alandaed MF |0 syeiea eenls JETF BFC-J164) Syalam ean] madaagas
ganaratad by the wireless access point will ba sem o & Sysleg dagman running on 8 serer
idarrified by s 1P addrass

Management Utility Port Definition: The standard port settings for the HTTP Web server
and the Telnet utility may be replaced by entering new port numbers in these fields.

Management Session Time-out: This setting specifies the duration of idle time (inactivity)
before a web browser or telnet management session times out. The default time-out value is
10 minutes.

Local Management: The local management feature allows you to manage your 802.11a+g
Access Point locally through the use of an HTTP browser.

System Administration: The Access Point allows you to designate special port numbers
other than the standard 80 for http for remote management. It also allows you to specify the
duration of idle time (inactivity) before a web browser session times out. The default time-out
value is 10 minutes.

UPnP: The Universal Plug and Play (UPnP) feature allows a Windows XP/ME PC to
discover this 802.11A+G Access Point and automatically show an icon on the screen. Then a
user can double-click the icon to access this device directly (without having to find out its IP
address).
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Bridge: You can enable/disable the 802.1d STP (Spanning Tree Protocol) function on the
bridge of WLAN and Ethernet (i.e. the LAN interface). Enable this function can detect loops
in your LAN environment and then protect the LAN from being saturated with infinite loop
traffic.

Syslog: Syslog is an IETF (Internet Engineering Task Force - the Internet standards body)-
conformant standard for logging system events (RFC-3164). When the 802.11A+G ACCESS
POINT encounters an error or warning condition (e.g., a log-in attempt with an invalid
password), it will create a log in the system log table. To be able to remotely view such system
log events, you need to check the Enable Syslog box and configure the IP address of a Syslog
daemon. When doing so, the 802.11A+G ACCESS POINT will send logged events over
network to the daemon for future reviewing.

Syslog server IP address: The IP address of the PC where the Syslog daemon is running.

Ew- T SNMP Settings
¥ Eraabie SHE
* | SR Sat 1Ing 3
Assign system information:
Systam Mama |-'I-'-1|'-¢.F"AR.I:I.IZ'I
ﬂ Systam Losation |]1p.ll£ﬁ:-l‘_'n5-Lp.{$l.l:'n
E Systam Conacl (frpeat Comtact Precson
Eusign the SHEP comenunite Slning:
Communil Sking For Resd ||.|-.|l|'.1.:
Commiuniy String For'sreis ||:'rm:
PRy Y
Assign a specic nams sed IP address Tor your SHRAP rap managen:
Fame |
IP Address | | | |
AD0 )

System Name: A name that you assign to your 802.1la+g Access Point. It is an
alphanumeric string of up to 30 characters.
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System Location: Description of where your 802.11a+g Access Point is physically located. It
is an alphanumeric string of up to 60 characters.

System Contact: Contact information for the system administrator responsible for managing
your 802.11a+g Access Point. It is an alphanumeric string of up to 60 characters.

Community String For Read: If you intend the access point to be managed from a remote
SNMP management station, you need to configure a read-only “community string” for read-
only operation. The community string is an alphanumeric string of up to 15 characters.

Community String For Write: For read-write operation, you need to configure a write
“community string”.

A trap manager is a remote SNMP management station where special SNMP trap messages
are generated (by the Access Point) and sent to in the network.

You can define trap managers in the system.

You can add a trap manager by entering a name, an IP address, followed by pressing the
ADD button.

You can delete a trap manager by selecting the corresponding entry and press the DELETE
SELECTED button.

You enable a trap manager by checking the Enable box in the corresponding entry or disable
the trap manager by un-checking the Enable box.

MAC Filtering Settings

The 802.11A+G ACCESS POINT allows you to define a list of MAC addresses that are
allowed or denied to access the wireless network

Disable MAC address control list: When selected, no MAC address filtering will be
performed.

Enable GRANT address control list: When selected, data traffic from only the specified
devices in the table will be allowed in the network.

Enable DENY address control list: When selected, data traffic from the devices specified in
the table will be denied/discarded by the network.
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23 MAC Filtering Settings

This feature allows you bo define & list of MAC addresses thal are aultharized 10 access or denied
frarm accessing the wirdless network

= Disable MAC address control list
Mo MAC address filkaring is peformad
 Enable GRANT address comtrol list
Allpw data trafic from devices lisied in the table 1o acces the
nabwork
© Enable BENY addigss contiol kst
DrErvy fdigcard dala ralic rorm devices listed in the tabla

Frennesimc Maiwe: I

MAC Address: foo Lo o (o Lo oo

A00 )
iSd-l-L't. Ml MALC Abdrds S8 |
-
I DELETE SELECTED '

MOTE: Intarrdct configuralion rmay cause undesirable behador, Pledse refer 10 he usar manual
fior more details

Healp

To add a MAC address into the table, enter a mnemonic name and the MAC address, then
click ADD.

The table lists all configured MAC Filter entries. To delete entries, check the corresponding
select boxes and then press DELETE SELECTED
SSID Settings

The Access Point can allow user to set up different SSID settings - Enable VLAN, QoS or
DiffServ QoS. Each this SSID setting is based on which Security Policy.
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Wireless Settings

Beacon Interval: The 802.11A+G ACCESS POINT broadcasts beacon frames regularly to
announce its existence. The beacon Interval specifies how often beacon frames are transmitted
- in time unit of milliseconds. The default value is 100, and a valid value should be between 1
and 65,535.

RTS Threshold: RTS/CTS frames are used to gain control of the medium for transmission.
Any unicast (data or control) frames larger than specified RTS threshold must be transmitted
following the RTS/CTS handshake exchange mechanism. The RTS threshold should have a
value between 256-2347 bytes, with a default of 2347. It is recommended that this value does
not deviate from the default too much.

Fragmentation Threshold: When the size of a unicast frame exceeds the fragmentation
threshold, it will be fragmented before the transmission. It should have a value of 256-2346
bytes, with a default of 2346. If you experience a high packet error rate, you should slightly
decrease the Fragmentation Threshold.



DTIM Interval: The 802.11A+G ACCESS POINT buffers packets for stations that operate
in the power-saving mode. The Delivery Traffic Indication Message (DTIM) informs such
power-conserving stations that there are packets waiting to be received by them. The DTIM
interval specifies how often the beacon frame should contain DTIMs. It should have a value
between 1 to 255, with a default value of 3.

User Limitation: Input what’s the maximum users can connect with Access Point through
SSID. The default value is 100.

Enable privacy separator for 2 radio: enable/disable.

Radio 1/Radio 2 Transmit Power: 100%, 75%, 50%, 25%, 12%.

Sapbup P Eaed M [t SEuE ‘ fctannred] Seailinge S s ¥ evem 1=J Logoan

2 Wireless Settings

[ep— [ imeec range 20-1000, detwut 100)
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Fraurmin il ation - [He frange; 7HE- 7740, detsu® 346
EFTIRA levunrwead : |"— frange 1. 355, dedet 3}

Usmen Linssminm 10 (rafepga; =100, defaill 100

I Enali [ir by s st

Foako 1 Transemil Power @ | |00 Foaes =
[ m——— ) = |

FEEFALLTY  afsly %

Operational Mode

The 802.11A+G ACCESS POINT can be configured to operate in one of the following three
modes as mentioned previously in Chapter 1:

(1) Access Point (2) Repeater (3) Wireless Distribution System (WDS)

When configured as a WDS, you need to further configure the name and MAC address of its
peer WDS devices.
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2 Operational Mode

Select an Antenna to configure:
= Radiol T Radioz

select the operational mode:

* access Point

" Repeater Remote AP MAC: |C0 - |C0 - ICO - ICO - |C0 - |C0

T wireless Distribution Systermi{Bridge Mode)

G APPLY 9
Additional configurations for WDSs mode:
Feer Mame: |
[yt Address:l —I -I _I _I _|
ADD

Select FPeer Mame hAC Address

(" DELETE SELECTED )

Help

Radius Settings

Radius servers provide centralized authentication services to wireless clients. Two Radius
servers can be defined: one acts as a primary, and the other acts as a backup.

Two user authentication methods can be enabled: one based on MAC address filter, the other
based on 802.1x EAP authentication.

MAC address filtering based authentication requires a MAC address filter table to be created in
either the 802.11A+G ACCESS POINT (as described in the section MAC Filtering Settings)
and/or the Radius server. During the authentication phase of a wireless station, the MAC
address filter table is searched for a match against the wireless client's MAC address to
determine whether the station is to be allowed or denied to access the network.

The Radius server can also be used for 802.1x EAP authentication. IEEE 802.1x is an IEEE
standard that is based on a framework that involves stations to be authenticated (called
Supplicant), an authentication server (a Radius Server) that provides authentication services,
and an authenticator that provides necessary translation and mediating functions between the
authentication server and the stations to be authenticated. The 802.11A+G ACCESS POINT
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acts as an authenticator, and it relays authentication messages between the RADIUS server and
client devices being authenticated.

IEEE 802.1x EAP authentication is enabled by selecting the Security Policy as 802.1x or
WPA, and this selection is in the Wireless Settings under Setup Wizard.

T Radius Settings
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Enable MAC Address Access Control: Check this option to enable MAC address access
control through a RADIUS server.

Enable Primary/Secondary Server: Check this if you want to enable RADIUS
authentication using the primary/secondary Radius Server. If both are selected, the primary
server will be tried first.

Server IP: The IP address of the RADIUS server

Port Number: The port number that your RADIUS server uses for authentication. The
default setting is 1812.

Shared secret: This is used by your RADIUS server in the Shared Secret field in Radius
protocol messages. The shared secret configured in the 802.11A+G ACCESS POINT must
match the shared secret configured in the RADIUS server. The shared secret can contain up
to 64 alphanumeric characters.

Retry Times: The number of times the 802.11A+G ACCESS POINT should attempt to
contact the primary server before giving up.

Reattempt Period: After failed to contact the primary RADIUS server, the 802.11A+G
ACCESS POINT will re-attempt to contact the primary server every this number of minutes.
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DoS Settings

A Denial of Service attack is one where the attacker tries to make some resource too busy to
answer legitimate requests, or to deny legitimate users access to your machine.

Authentication fails: an illegal wireless client who failed time to associate with our system due
to authentication failure.

Broadcast storm filtering: Someone sending broadcast packets to our system or other clients
rapidly and continuously, this makes our system too busy to process other legitimate request.
From High to Low, High means highest security, Low means lowest security.

Ping flooding filtering: Ping flooding is a simple brute-force denial of service attack. The
attacker sends a "flood" of ICMP packets to your machine. If they are doing this from a host
with better bandwidth than yours, your machine will be unable to send anything on the
network. From High to Low, High means highest security, Low means lowest security.

PLANEX COMMUNICATIONS INC gl MJ
4 .
—_— L _

—
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2 DoS Prevention Settings
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Managing the 802.11A+G ACCESS POINT

This Chapter covers other management aspects of your 802.11A+G ACCESS POINT:
= How to view the device status
= How to view the system log
= How to upgrade the firmware of your 802.11A+G ACCESS POINT
= How to save or restore configuration changes
= How to reset the configuration to the factory default.
= How to reboot your 802.11A+G ACCESS POINT

= What if you forgot the password

How to View the device Status

You can monitor the system status and get general device information from the Device
Information screen:

H Device Infarmation

Firmware Yersion:
1.00ex

Device IP:
19216811

Device MAC:
00-08-6B-67-16-F2
Wireless MAC1:
00-08-6B-67-16-F1
Wireless MACZ2:
010-0B-6B-67-16-F0
Uptime: (dd:hbzmim)
2044

a B
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This is at the left-bottom corner of the Device Status window.

How to View the System Log

The 802.11A+G ACCESS POINT maintains a system log that you can use to track events
that have occurred in the system. Such event messages can sometimes be helpful in
determining the cause of a problem that you may have encountered.

You can select System Log on the left side of the Device Status window to view log events
recorded in the system. The System Log entries are shown in the main screen along with the
log level, the severity level of messages that are being displayed (lower is severer), and the
uptime, which is the amount of time since the 802.11A+G ACCESS POINT was boot-up.

o System Log

Log Leved 3 )

Mar 27 02:21:33 alinux hitp: Logout from hitp
Mar 27 02:21:38 elinux hitp: Login from hitp
Mar 27 02:23:41 alinux hitp: Logout from hitp
Mar 27 02:23:47 elinux hitp: Login from hitp

alp

Wireless Client Table

The wireless client table lists the current wireless clients and its MAC address, state, and traffic
statistics. You can check this table by clicking Wireless Client Table at the left side of the
Device Status window.
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Bridge Table

The bridge table shows all MAC entries learned from the wired LAN interface, wireless clients,
and WDS peers (if running in the WDS mode). You can check this table by clicking Bridge
Table at the left side of the Device Status window.
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Radio Table

Radio table lists current Mode, channel, client associated with them and transmit packet,
received packet, data error.
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Upgrading Firmware

You can upgrade the firmware of your 802.11A+G ACCESS POINT (the software that
controls your 802.11A+G ACCESS POINT’s operation). Normally, this is done when a new
version of firmware offers new features that you want, or solves problems that you have
encountered with the current version. System upgrade can be performed through the System
Upgrade window as follows:

Step 1 Select System Tools, then Firmware Upgrade from the menu and the following
screen displays:

40



':..?"Firmware Upgrade

Select the firrrware file by clicking Browse, then click UPGRADE.

I ..

UPGRADE)

NOTE:

1. Do not power off the AP while updgrading the firmmware.
2. 8ome browsers woodld fail to locate the firmware file when there is any localized
character in the firmwware file path.

Help

Step 2 To update the 802.11A+G ACCESS POINT firmware, first download the firmware
from the distributor’s web site to your local disk, and then from the above screen enter the
path and filename of the firmware file (or click Browse to locate the firmware file). Next, Click
the Upgrade button to start.

The new firmware will begin being loaded to your 802.11A+G ACCESS POINT. After a
message appears telling you that the operation is completed, you need to reset the system to
have the new firmware take effect.

:

X

/;-“t Note: It is recommended that you do not upgrade your 802.11A+G ACCESS POINT unless the new
A \) firmware contains a new feature that you want or if it contains a fix to a problem that you’ve encountered.

How to Save or Restore Configuration Changes

You can save system configuration settings to a file, and later download it back to the
802.11A+G ACCESS POINT by following the steps below.

Step 1 Select Configuration Save and Restore from the System Tools menu and you will
see the following screen:
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a Configuration Save and Restore
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{RESTORE FACM FILE))

Hale

Step 2 Enter the path of the configuration file to save-to/restore-from (or click the Browse
button to locate the configuration file). Then click the SAVE TO FILE button to save the
current configuration into the specified file, or click the RESTORE FROM FILE button to
restore the system configuration from the specified file.

How to reset the configuration to the factory default

You can reset the configuration of your 802.11A+G ACCESS POINT to the factory default
settings. To do it:

Step 1 Select Factory Default from the System Tools menu, you will see the following
screen:

’.}‘ Factory Default

Do you really want to restore the configuration to factory defaults?

YES

CAUTION: Restaring factary default settings will erase all your previous settings.

MOTE: Aftervou set factory default, system will automatically reboot.

Help

Step 2 Click YES to go ahead and restore the configuration to the factory default.
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How to Reboot your 802.11A+G ACCESS POINT

You can reset your 802.11A+G ACCESS POINT from the Browser. To reset it:

Step 1 Select Reboot System from the System Tools menu, you will see the following
screen:

".}‘ Reboot System

Do you really want to reboot the Wireless Access Point 7

¥ES

Help

Step 2 Click YES to reboot the 802.11A+G ACCESS POINT.

LD Note: Resetting the 802.11A+G ACCESS POINT disconnects any active clients, and therefore will

/""“‘i (& . i
k{? disrupt any current data traffic.

What if you Forgot the Password?

If you forgot the password, the only way to recover is to clear the device configuration and
return the unit to its original state as shipped from the factory. You can do this by pressing the
hardware “restore” button on the back of the device and hold for two seconds. Please note
that this will also clear your current configuration and restore the configuration from the

factory default.
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Command Line Interface

This chapter describes the Command Line Interface (CLI) for the 802.11 a+g Access Point. The
CL1 is accessible through a Telnet session.

General guidelines

When the 802.11 a+g Access Point is powered up, the user can use a standard telnet application
from a PC connected to the network to perform configuration and management functions. This is
done by typing the telnet command, “telnet <the 802.11 a+g Access Point’s ip>" (the default is
192.168.1.1) and pressing a return key, the user will see a system sign-on message followed by a
password prompt as follows.

Wireless AP Manager Console <rev_no>
please enter your password:

A default password “password” has been pre-configured with the system. The user should use it to
log into the system until the password is explicitly changed using the change password command.
Note that the entered password is case-sensitive. This password may also be changed using the
browser-based GUI configuration utility.

The password entered will be echoed back as asterisks (*). After the Carriage Return is entered, if
the password string is validated, the command prompt Cormmana> will be displayed, and the user
can then issue other commands. Otherwise, the password prompt will be redisplayed.

Most commands are single-line commands, and commands are not context sensitive: each
command is independent of other commands before or after it.

The command syntax is straightforward.
The following briefly summarizes the guideline for the interface.

» Atany time, the user can type a “?” (preceded by a space) to request context-sensitive help
on what the user can enter next.

» At any time, the user can type control-p (*p, by pressing both the Ctrl key and the p key at
the same time) to repeat the previous command, or control n to return to the following
(next) command. At startup, typing ~p or ~n will not cause anything to happen - since
previous commands do not yet exist. In normal operation, typing ~p will cause the
previous command to show, and the cursor will sit at the end of the command. At this
point, the user can either type a carriage return to accept the command, or type backspaces
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to edit the command from the end. Up to 15 previously entered commands can be
invoked through ~p’s and n’s.

»  If a keyword is expected when the user types “ ?”, all valid keywords will be displayed. The
command typed in so far will then be displayed again along with the cursor sitting at the
end, waiting for the user to continue.

»  If the user types in part of the keyword but does not type in the entire word, the user can
then enter a tab or space for the system to automatically complete the keyword if the
characters typed in so far can uniquely identify the keyword. If the characters typed in so
far do not uniquely identify a keyword, a list of possible keywords will be displayed.

If the user is not sure what to type next, he or she can ty