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Summary of Test Result

Report | Ref Std. Required n Result
Clause| Clause CBSD | DP for Cert. Test Case ID Test Case Title (PASS/FAIL) Remark
- 6.1.4.1.1 X - C1l WINNF.FT.C.REG.1 | Multi-Step registration N/A -
) ) Domain Proxy Multi-Step )
6.1.4.1.2 X C1 WINNF.FT.D.REG.2 registration N/A
Single-Step registration for
- 6.1.4.1.3 X - c2 WINNF.FT.C.REG.3 Category A CBSD N/A -
Domain Proxy Single-Step
6.1.4.1.4 - X Cc2 WINNF.FT.D.REG.4 |registration for Cat A N/A -
CBSD
Single-Step registration for
3.1 |6.14.15 X - C3 WINNF.FT.C.REG.5 |CBSD with CPI signed PASS -
data
Domain Proxy Single-Step
- 6.1.4.1.6 - X C3 WINNF.FT.D.REG.6 | registration for CBSD with N/A -
CPI signed data
Registration due to change of an )
32 |6.1417 X X C6 WINNF.FT.C.REG.7 installation parameter PASS
) Missing Required parameters )
33 |6.14.21 X M WINNF.FT.C.REG.8 (responseCode 102) PASS
Domain Proxy Missing Required
- 6.1.4.2.2 - X M WINNF.FT.D.REG.9 parameters N/A -
(responseCode 102)
) Pending registration )
34 |6.14.23 X M WINNF.FT.C.REG.10 (responseCode 200) PASS
Domain Proxy Pending
- 6.1.4.2.4 - X M WINNF.FT.D.REG.11 |registration (responseCode N/A -
200)
Invalid parameter
35 |6.14.25 X - M WINNF.FT.C.REG.12 (responseCode 103) PASS -
DomainProxyInvalid parameters
- 6.1.4.2.6 - X M WINNF.FT.D.REG.13 (responseCode 103) N/A -
36 |61427| X | - M |WINNFFT.CREG14 |Blacklisted CBSD PASS |-
(responseCode 101)
- |61428| - | X M |WINNFFT.D.REG.15 |Domain Proxy Blackiisted CBSD NA |-
(responseCode 101)
) UnsupportedSASprotocolversion )
3.7 |6.14.29 X M WINNF.FT.C.REG.16 (responseCode100) PASS
Domain Proxy Unsupported
- 6.1.4.2.10 - X M WINNF.FT.D.REG.17 |SAS protocol version N/A -
responseCode 100)
38 (614211 X | - M | WINNF.FT.C.REG.18 %%Jp Error (responseCode PASS |-
) ) Domain Proxy Group Error )
6.1.4.2.12 X M WINNF.FT.D.REG.19 (responseCode 201) N/A
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Report No. : FG460628-01AA

- 61431 C2  |WINNFFT.CREG20 |Caedory A CBSD location NA |-
Update
Unsuccessful Grant
39 |6.34.21 M WINNF.FT.C.GRA.1 |responseCode=400 PASS -
(INTERFERENCE)
Unsuccessful Grant
3.10 | 6.3.4.2.2 M WINNF.FT.C.GRA.2 |responseCode=401 PASS -
(GRANT_CONFLICT)
Heartbeat Success Case
311 [ 64411 M WINNF.FT.C.HBT.1 (first Heartbeat Response) PASS -
Domain Proxy Heartbeat
- 6.4.4.1.2 M WINNF.FT.D.HBT.2 |Success Case N/A -
(first Heartbeat Response)
Heartbeat responseCode=105
3.12 | 64421 M WINNF.FT.C.HBT.3 (DEREGISTER) PASS -
Heartbeat responseCode=500
3.13 | 6.4.4.22 M WINNF.FT.C.HBT.4 (TERMINATED_ GRANT) PASS -
Heartbeat responseCode=501
3.14 | 6.4.4.23 M WINNF.FT.C.HBT.5 |(SUSPENDED_GRANT) PASS -
in First Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) )
3.15 | 64424 M WINNF.FT.C.HBT.6 in Subsequent Heartbeat PASS
Response
Heartbeat responseCode=502
3.16 | 6.4.4.25 M WINNF.FT.C.HBT.7 (UNSYNC_OP_PARAM) PASS -
Domain Proxy Heartbeat
- 6.4.4.2.6 M WINNF.FT.D.HBT.8 |responseCode=500 N/A -
(TEMINATED_GRANT)
Heartbeat Response Absent
3.17 | 64431 M WINNF.FT.C.HBT.9 (First Heartbeat) PASS -
Heartbeat Response Absent
3.18 | 6.4.43.2 M WINNF.FT.C.HBT.10 (Subsequent Heartbeat) PASS -
SuccessfulGrantRenewalin
3.19 | 64441 (0] WINNF.FT.C.HBT.11 HeartbeatTestCase PASS -
3.20 | 6.5.4.2.1 C4  |WINNF.FT.C.MES.1 | Registration Response contains PASS |-
measReportConfig
Domain Proxy Registration
- 6.5.4.2.2 C4 WINNF.FT.D.MES.2 | Response contains N/A -
measReportConfig
321 | 65423 C5  |WINNF.FT.C.MES.3 | Grant Response contains PASS |-
measReportConfig
3.22 | 65424 C5  |WINNF.FT.C.MES.4 | Heartbeat Response contains PASS |-
measReportConfig
Domain Proxy Heartbeat
- 6.5.4.2.5 C5 WINNF.FT.D.MES.5 | Response contains N/A -
measReportConfig
3.23 | 6.64.1.1 M WINNF.FT.C.RLQ.1 | Successful Relinquishment PASS -
Domain Proxy Successful
- 6.6.4.1.2 M WINNF.FT.D.RLQ.2 Relinquishment N/A -
TEL : 886-3-656-9065 Page Number :50f51
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Unsuccessful Relinquishment,

3.24 | 66421 X - (0] WINNF.FT.C.RLQ.3 responseCode=102

PASS -

Domain Proxy Unsuccessful
- 6.6.4.2.2 - X O WINNF.FT.D.RLQ.4 | Relinquishment, N/A -
responseCode=102

Unsuccessful Relinquishment,

3.25 6.6.4.3.1 X - (@] WINNF.FT.C.RLQ.5 responseCode=103 PASS -
Domain Proxy Unsuccessful
- 6.6.4.3.2 - X (@] WINNF.FT.D.RLQ.6 |Relinquishment, N/A -
responseCode=103
3.26 | 6.74.11 X - M WINNF.FT.C.DRG.1 | Successful Deregistration PASS -
Domain Proxy Successful
- 6.7.4.1.2 - X M WINNF.FT.D.DRG.2 Deregistration N/A -
Deregistration
3.27 6.74.2.1 X - (e} WINNF.FT.C.DRG.3 responseCode=102 PASS -
Domain Proxy Deregistration
- 6.7.4.2.2 - X (@] WINNF.FT.D.DRG.4 responseCode=102 N/A -
328 | 67431 | X | X O |WINNF.FT.C.DRG.5 | Deregistration PASS |-
responseCode=103
Successful TLS connection
3.29 6.8.4.1.1 X X M WINNF.FT.C.SCS.1 |between UUT and SAS Test PASS -
Harness
330 | 68421 | X | X M  |WINNFFT.Cscs2 | TLS failure due to revoked PASS |-
certificate
331 | 68422 | X | X M |WINNF.ET.C.scs.3 | TS failure due to expired PASS |-

server certificate

TLSfailurewhenSASTestHarness
3.32 6.8.4.2.3 X X M WINNF.FT.C.SCS.4 | certificateisissue PASS -
by unknown CA

TLS failure when certificate at
3.33 6.8.4.2.4 X X M WINNF.FT.C.SCS.5 |the SAS Test PASS -
Harness is corrupted

334 | 71411 | X X M WINNE.PT.C.HBT.1 | YUT RF Transmit Power PASS |-
Measurement

Notel:

+ M: Mandatory for certification

+ O: Optional. Not required for certification.

¢ C: Conditional. Mandatory if CBSD supports relevant functionality.

Note2:

The unit under test type is CBSD without Domain Proxy and Conditional Test Case Definitions are C3, C4, C5 and C6.
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Conformity Assessment Condition:

1. The test results (PASS/FAIL) with all measurement uncertainty excluded are presented against the regulation
limits or in accordance with the requirements stipulated by the applicant/manufacturer who shall bear all the
risks of non-compliance that may potentially occur if measurement uncertainty is taken into account.

2. The measurement uncertainty please refer to each test result in the chapter "Measurement Uncertainty".

Disclaimer:

The product specifications of the EUT presented in the test report that may affect the test assessments are
declared by the manufacturer who shall take full responsibility for the authenticity.

Reviewed by: Sam Chen
Report Producer: Cathy Chiu
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Report No

.. FG460628-01AA

1 General Description

1.1 Product Feature of Equipment Under Test

Product Feature of Equipment Under Test

EUT Type

CBSD

Power Type

From power adapter or POE

Category of EUT

X category A
[] Category B

Professional Installation

X Yes
] No

EUT in Test ID

] EUT with Domain Proxy
X EUT without Domain Proxy

CBSD Firmware Version 1.0
CBSD Software Version N/A
CBSD Hardware Version 1.0

Note: The above information was declared by manufacturer.
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1.2 Accessories
Accessories
Equipment Brand Model :
Name Name Name ey REENS
INPUT: 100-240V~, 1.2A, 50/60Hz |DC cable,
Adapter FSP FSPOTS-DHANS | QUTPUT. 12.0v, 6.25A, 75.0W | non-shielded. 1.65m

Others

Power cable*1, non-shielded, 1.8m

1.3 Support Equipment
Support Equipment

No. Equipment Brand Name Model Name FCC ID
A Notebook acer TravelMate P2 14 N/A
B Notebook acer TravelMate P2 14 N/A
C UE MOXA CCG-1510-US-T N/A
D Notebook acer TravelMate P2 14 N/A

1.4 Testing Location

Testing Location Information

Test Lab. : Sporton International Inc. Hsinchu Laboratory
ADD: No.8, Ln. 724, Bo'ai St., Zhubei City, Hsinchu County 302010, Taiwan (R.O.C.)
FAX: 886-3-656-9085
Test site Designation No. TW3787 with FCC.
Conformity Assessment Body Identifier (CABID) TW3787 with ISED.

Hsinchu
(TAF: 3787)

TEL: 886-3-656-9065

Test Environment

Test Condition Test Site No. Test Engineer Test Date
(°C /%)
_ _ Aug. 14, 2024~
RF Conducted THO3-CB Caster Chang 23.2~23.7 / 56~61 Aug. 22, 2024
TEL : 886-3-656-9065 Page Number  : 9o0f51
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2 Measurement Environment
Measurement Environment Information
Test Harness version 1.0.0.3
Operating System winl0
TLS version 1.2
Python 2.7.13
2.1 Conditional Test Case
[ ]| C1 |Mandatory for UUT which supports multi-step registration message
Mandatory for UUT which supports single-step registration with no CPI-signed data in the registration
[]| Cc2 |message. By definition, this is a subset of Category A devices which determine all registration
information, including location, without CPI intervention.
x| c3 Mandatory for UUT which supports single-step registration containing CPI-signed data in the
registration message.
x| ca Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT measurement report
type.
XI | €5 |Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT measurement report type.
x| ce Mandatory for UUT which supports parameter change being made at the UUT and prior to sending a
deregistration.

Note: The above information was declared by manufacturer.

TEL : 886-3-656-9065 Page Number  : 10 of 51
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2.2 Test Configuration

Test configuration without Domain Proxy Test configuration with Domain Proxy
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3 Protocol Test Results
3.1 WINNFFT.C.REG.S - Single-Step registration for CBSD with CPI
signed data
# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

e Alloftherequired and REG-Conditional parameters shallbe configured
and CPI signature provided

CBSD sends Registration request to the SAS Test Harness:

e Therequireduserld,fccldandcbsdSerialNumberandREG- Conditional
chsdCategory, airinterface, measCapability and cpiSignatureData
registration parameters shallbe sentfrom the CBSD and conformto

2 properformatandacceptable PASS --
ranges.

e Any optional registration parameters that may be included in the
message shallbe verifiedthatthey conformto proper

format and are within acceptable ranges.

e SASTestHarnesssendsaCBSDRegistrationResponseas follows:
— cbsdld =C
— measReportConfig shall not be included.

— responseCode =0
After completion of step 3, SAS Test Harness does not provide any
4 positiveresponse (responseCode=0)tofurtherrequestmessages from the -- --
UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3 iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF

TEL : 886-3-656-9065 Page Number  : 12 of 51
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3.2 WINNF.FT.C.REG.7 - Registration due to change of an installation
parameter
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e  UUT has successfully completed SAS Discovery and -- --
Authentication with SAS TestHarness
2 UUT has successfully registered with SAS Test Harness -- --
Change an installation parameters at the UUT (time T)
3 Testerneedstorecordthecurrenttimeatwhichtheparameter change is -- --
executed.
Monitor the SAS-CBSDinterface.
4 UUT sendsaderegistrationRequesttothe SAS TestHarness The PASS --
deregistration request shall be sent within (T + 60 seconds) from step 3.
TEL : 886-3-656-9065 Page Number  : 13 of 51
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3.3 WINNFFT.C.REG.8 - Missing Required parameters (responseCode
102)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld
— responseCode =R

After completion of step 3, SAS Test Harness does not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF

TEL : 886-3-656-9065 Page Number  : 14 of 51
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3.4 WINNF.FT.C.REG.10 - Pending registration (responseCode 200)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUTisinthe Unregistered state
2 CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld

— responseCode =R
Aftercompletionofstep3,SASTestHarness does notprovideany positive
4 response (responseCode=200)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.5 WINNFFT.C.REG.12 - Invalid parameter (responseCode 103)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld

— responseCode =R
Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=103)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.6 WINNF.FT.C.REG.14 - Blacklisted CBSD (responseCode 101)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld
— responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=101)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.7 WINNF.FT.C.REG.16 - Unsupported SAS protocol version
(responseCode 100)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUTisinthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld
— responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response (responseCode=100)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.8 WINNF.FT.C.REG.18 - Group Error (responseCode 201)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld

— responseCode =R
Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=201)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e  UUT shall not transmit RF
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3.9 WINNFFT.C.GRA.1 - Unsuccessful Grant responseCode=400
(INTERFERENCE)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfully with SAS TestHarness, with -- --
cbsdld =C
2 UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R
After completion of step 3, SAS Test Harness does not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -
e UUT shall not transmit RF
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3.10 WINNF.FT.C.GRA.2 - Unsuccessful Grant responseCode=401
(GRANT_CONFLICT)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfullywith SAS TestHarness, with -- --
cbsdld =C

2 UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response (responseCode=401)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.11 WINNF.FT.C.HBT.1 - Heartbeat Success Case (first Heartbeat

Response)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfullywith SAS TestHarness, with -- --
cbsdid =C
UUT sends a message:
2 e Ifmessageistype SpectrumInquiryRequest,gotostep3,or -- --

e Ifmessageistype GrantRequest, gotostep 5

UUT sends Spectrum Inquiry Request. Validate:

3 e chsdld=C PASS _
e ListoffrequencyRange objects sentby UUT are withinthe
CBRS frequency range

SAS TestHarness sends a Spectrum Inquiry Response message, including
the followingparameters:

4 e chsdld=C - -
e availableChannelisanarrayofavailableChannelobjects
e responseCode =0

UUT sends Grant Request message. Validate:

e cbsdld=C
e maxEIRPisatorbelowthelimitappropriate forCBSD category _
5 ! PASS
as defined by Part 96

e operationFrequencyRange, F,sentbyUUTisavalidrange
within the CBRS band

SAS Test Harness sends a Grant Response message, including the parameters:
e chsdld =C

6 e grantld=G =avalidgrant D -- --

e grantExpireTime=UTCtimegreaterthandurationofthetest

e responseCode =0

UUT sends a first Heartbeat Request message.
VerifyHeartbeatRequestmessageisformattedcorrectly,including:

7 e cbsdid =C PASS --
e grantld =G
e operationState =“GRANTED”

SAS TestHarness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
8 e grantld =G h -
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0
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Forfurther Heartbeat Request messages sentfrom UUT after completion
ofstep8,validatemessageissentwithinlatest specified
heartbeatinterval, and:

e chsdld =C
e grantld =G
e operationState =" AUTHORIZED”
9 and SAS Test Harness responds with a Heartbeat Response message including PASS -
the following parameters:
e chsdld =C
e grantld =G
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0
Monitorthe RF outputofthe UUT from startoftestuntilUUT
transmission commences. Verify:
10 e UUTdoesnottransmitatanytimepriortocompletion of the first PASS _

heartbeatresponse

e UUTtransmitsafterstep8iscomplete, anditstransmission
is limited to within the bandwidth range F.
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3.12 WINNF.FT.C.HBT.3 - Heartbeat responseCode=105 (DEREGISTER)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
o UUT hasregistered successfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdid =C
1 0 valid grantld =G - -
O grantisfor frequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval
specified in the latest Heartbeat Response, and formatted correctly, including:
2 e cbsdld=C PASS -
e grantld =G
e operationState ="AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e chsdld=C
3 e grantld =G - -
e transmitExpireTime=T=CurrentUTCtime
e responseCode =105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the RF output of the UUT. Verify:
5 e UUT shall stop transmission within (T + 60 seconds) of PASS -
completion of step 3
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3.13 WINNF.FT.C.HBT.4 - Heartbeat responseCode=500
(TERMINATED_GRANT)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e UUT hasregistered successfullywith SAS TestHarness

e UUT has avalid single grant as follows:
O valid cbsdld =C

1 O valid grantld =G -- --

O grantisfor frequency range F, power P

O grantExpireTime=UTCtime greaterthanduration of the test

e UUTisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

2 e cbsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e cbhsdld=C
3 e grantld =G h -
e transmitExpireTime=T =currentUTCtime
® responseCode=500(TERMINATED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any _ _

further grants to the UUT.

Monitor the RF output of the UUT. Verify:

5 e UUT shall stop transmission within (T + 60 seconds) of PASS -
completion of step 3
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3.14 WINNF.FT.C.HBT.5 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in First Heartbeat Response

# Test Execution Steps Results
Ensurethefollowingconditionsaremetfortestentry:

e UUThasregisteredsuccessfullywithSAS TestHarness

e UUT has avalid single grant as follows:

O valid cbsdld =C

1 O valid grantld =G - -
O grantis for frequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test

e UUTIisinGRANTED, butnotAUTHORIZED state (i.e.hasnot
performed its first Heartbeat Request)

UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageisformattedcorrectly,including:

2 e cbsdld=C PASS --
e grantld =G
e operationState ="GRANTED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

e chsdld=C

e grantld =G

e transmitExpireTime =T = current UTC time
e responseCode = 501 (SUSPENDED GRANT)

After completion of step 3, SAS Test Harness shall not allow any
further grants to the UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:

e cbsdld=C
e grantld =G
5 e operationState ="GRANTED” PASS --

B. UUT sends a Relinquishment request message. Ensure message
is correctly formatted with parameters:

e chdsld=C

e grantld =G
Monitor the RF output of the UUT. Verify:

e UUT does not transmit at any time

TEL : 886-3-656-9065 Page Number  : 26 of 51
FAX : 886-3-656-9085 Issued Date . Sep. 16, 2024
Report Template No.: CB-A18_2 Verl.2 Report Version : 01



WINNF-TS-0122 TEST REPORT Report No. : FG460628-01AA

3.15 WINNFFT.C.HBT.6 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in Subsequent Heartbeat Response

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantis for frequency range F, power P
O grantExpireTime=UTCtime greaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:
2 e cbsdld=C PASS -
e grantld =G
e operationState =" AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e chsdld=C
3 e grantld =G h -
e transmitExpireTime =T = current UTC time
e responseCode = 501 (SUSPENDED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:
e chsdld =C
e grantld =G
5 e operationState ="GRANTED” PASS _
B. UUT sends a Relinquishment Request message. Ensure message
is correctlyformatted with parameters:
® chdsld =C
e grantld =G
Monitor the RF output of the UUT. Verify:
e UUT shall stop transmission within (T + 60 seconds) of
completion of step 3
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3.16 WINNF.FT.C.HBT.7 - Heartbeat responseCode=502
(UNSYNC_OP_PARAM)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUT hasregistered successfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantis for frequency range F, power P
O grantExpireTime=UTCtime greaterthanduration of the test

e UUTisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval,and is formatted correctly, including:

2 e chsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

e cbhsdld=C
3 e grantld =G h -
e transmitExpireTime=T=CurrentUTC Time
e responseCode = 502 (UNSYNC_OP_PARAM)
Aftercompletion of step 3, SAS Test Harness shall notallow any further
4 - -
grants to the UUT.
Monitor the SAS-CBSD interface. Verify:
e UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
O chdsld=C
5 0 grantld=G PASS ”
Monitorthe RFoutputofthe UUT. Verify:
e UUT shall stop transmission within (T+60) seconds of
completion of step 3.
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3.17 WINNF.FT.C.HBT.9 - Heartbeat Response Absent (First Heartbeat)

#

Test Execution Steps

Results

Ensurethefollowingconditionsare metfortestentry:
o UUT hasregistered successfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
O valid grantld =G
O grantisfor frequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test

e UUTIisinGRANTED, butnot AUTHORIZED state (i.e.hasnot
performed its first Heartbeat Request)

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

e chsdld=C
e grantld =G
e operationState ="GRANTED”

PASS --

After completion of Step 2, SAS Test Harness does notrespondto any
furthermessagesfrom UUT tosimulate loss of network connection

Monitorthe RFoutputofthe UUT from start oftestto 60 seconds after step 3.

Verify:
e Atanytimeduringthetest, UUT shallnottransmiton RF
interface

PASS --
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3.18 WINNF.FT.C.HBT.10 - Heartbeat Response Absent (Subsequent
Heartbeat)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e UUT hasregistered successfullywith SAS TestHarness

e UUT has avalid single grant as follows:

O valid cbsdld =C

1 0 valid grantld =G - -
O grantisfor frequency range F, power P
O grantExpireTime=UTCtime greaterthanduration of the test

e UUTisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:

2 e chsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C

3 e grantld =G h -
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0

4 After completion of Step 3, SAS Test Harness does not respond to any _ _

further messages fromUUT

Monitor the RF output of the UUT. Verify:
5 e UUT shallstopalltransmission on RFinterface within PASS
(transmitExpireTime+60seconds), usingthe
transmitExpireTime sent in Step 3.

TEL : 886-3-656-9065 Page Number  : 30 of 51
FAX : 886-3-656-9085 Issued Date . Sep. 16, 2024
Report Template No.: CB-A18_2 Verl.2 Report Version : 01



WINNF-TS-0122 TEST REPORT Report No. : FG460628-01AA

3.19 WINNF.FT.C.HBT.11 - Successful Grant Renewal in Heartbeat Test
Case

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e UUT hasregistered successfullywith SAS TestHarness

e UUT has avalid single grant as follows:
O valid cbsdid =C
O valid grantld =G
O grantis forfrequencyrange F, power P
1 e UUTisinAUTHORIZEDstateandistransmittingwithinthe grant - -
bandwidth F on RF interface.
e Granthasthefollowing parameters atthe start of the test:
O grantExpireTime =UTCtime equal totime at start of test + 300
seconds =Tgrant_expire
O transmitExpireTime=UTCtime equaltotime at startof test + 200
seconds
0 heartbeatInterval = 60 seconds
UUT sends a Heartbeat Request message.
2 If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else -- --
go to Step 3.
VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:

3 e cbsdld=C PASS --
e grantld =G
e operationState ="AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
4 e grantld =G - -
e transmitExpireTime=current UTC +200seconds
e grantExpireTime=sameas Step 1
e responseCode =0

5 Go to Step 2 -- --
Verify Heartbeat Request message is sent withinthe latest specified
heartbeatinterval, and is formatted correctly, including:

e cbsdld=C
6 e grantld =G PASS -
e operationState =*"AUTHORIZED”
[

grantRenew =TRUE
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SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
7 e grantld =G - -
e grantExpireTime =UTCtime setfarin the future

e transmitExpireTime=currentUTCtime+200seconds

e responseCode =0
ContinuetorespondtoanysubsquentHeartbeatRequestfromCBSD with
Heartbeat Response with the following parameters:

e chsdld=C
8 e grantld =G - -
e transmitExpireTime =same as Step 7
e responseCode =0
MonitorRFtransmissionof UUT fromstartoftestuntil Tgrant_expire
9 +60 seconds and ensure UUT continues to transmit throughout the time PASS --
period.
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3.20 WINNF.FT.C.MES.1 - Registration Response contains
measReportConfig

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e  UUT has successfully completed SAS Discovery and -- --

Authentication with SAS Test Harness

UUT sends a Registration Request message.
Validatethe Registration Request messageisformattedcorrectly, including:

e userldis present and correct

2 e fccldis present and correct PASS --
e cbsdSerialNumberis present and correct
e measCapability =
“RECEIVED_POWER_WITHOUT_GRANT"
SAS Test Harness sends a Registration Response message, with the following
parameters:
3 e cbsdld=C =valid cbsdld for this UUT 3 3

e measReportConfig=
“RECEIVED_POWER_WITHOUT_GRANT"

e responseCode =0

UUT sends a message:
4 e Ifmessageistype SpectrumInquiryRequest,gotostep5,or -- --
e Ifmessageistype GrantRequest, goto step 7

UUTsendsmessagetype SpectrumInquiry Request. Verifymessage contains all
required parameters properly formatted, and specifically:

5 e cbsdld=C PASS -
e measReportis present, and is a properly formatted
rcvdPowerMeasReport.
SAS Test Harness sends a Spectrum Inquiry Response, with the following
parameters:
6 e cbsdld=C - -

e availableChannelisanarrayofavailableChannelobjects
e responseCode =0

UUT sendsmessagetype GrantRequestmessage. Verifymessage contains all
required parameters properly formatted, and specifically:

7 e chsdld=C PASS -
® measReportis present, and is a properly formatted
rcvdPowerMeasReport.
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3.21 WINNF.FT.C.MES.3 - Grant Response contains measReportConfig

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e  UUT has successfully completed SAS Discovery and
1 Authentication with SAS Test Harness - -
e UUT hassuccessfully registered with SAS TestHarness, with
cbsdld=C and measCapability = “RECEIVED POWER_WITH_GRANT"
UUT sends a Grant Request message.
VerifyGrantRequestmessage containsallrequired parameters properly
2 | formatted, andspecifically: PASS -
e cbhsdld =C
e operationParamis present and formatis valid
SAS Test Harness sends a Grant Response message, with the following parameters:
e cbsdld=C
e grantld=G =valid grantID
e grantExpireTime =UTC time in the future
3 e heartbeatInterval = 60 seconds - --
o measReportConfig="RECEIVED_POWER_WITH_GRANT"
e operationParamis setto valid operating parameters
e channelType =“GAA”
e responseCode =0
UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically:
4 e chsdld =C PASS -
e grantld =G
e operationState ="GRANTED”
If Heartbeat Request message (step 4) contains measReport
object, then:
e verify measReportis properly formatted as object
rcvdPowerMeasReport
5 e endtest, with PASS result PASS -
else,ifHeartbeat Requestmessage (step4)doesnot contain
measReport object, then:
IfnumberofHeartbeatRequestssentbyUUT after Step3is=
5, then stop test with result of FAIL
SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:
e cbsdld=C
6 e grantld =G -- --
e transmitExpireTime=currentUTCtime+200seconds
e responseCode=0
Goto Step 4, above
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3.22 WINNF.FT.C.MES.4 - Heartbeat Response contains measReportConfig

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness
e UUT has successfully registered with SAS Test Harness, with cbsdld=C
1 and measCapability = “RECEIVED_POWER_WITH_GRANT" - -
e UUT hasreceived a valid grant with grantld =G
e UUTisinGrant State AUTHORIZED and is actively
transmitting within the bounds of its grant.
e Granthas heartbeatInterval = 60 seconds
UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessage containsallrequiredparameters properly
formatted, andspecifically:
2 e cbsdld=C PASS -
e grantld =G
e operationState ="AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:
e chsdld =C
3 e grantld =G h -
e measReportConfig="RECEIVED_POWER_WITH_GRANT"
e responseCode =0
UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically:
4 e chsdid =C PASS --
e grantld =G
e operationState ="AUTHORIZED”
If Heartbeat Request message (step 4) contains measReport
object, then:
e verify measReportis properly formatted as object
rcvdPowerMeasReport
5 e end test, with PASS result PASS --
else,ifHeartbeat Requestmessage (step4)doesnot contain
measReport object, then:
e IfnumberofHeartbeatRequestssentbyUUT after Step 3is=
5, then stop test with result of FAIL
SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:
5 e chsdld =C 3 3
e grantld =G
e responseCode=0
Goto Step 4, above
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3.23 WINNFR.FT.C.RLQ.1 - Successful Relinquishment

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness
e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - -
e UUT hasreceived avalid grantwith grantld=G
e UUTisinGrant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
InvoketriggertorelinquishUUT Grantfromthe SAS TestHarness

UUT sends a Relinquishment Request message. Verify message contains all

required parameters properly formatted, and specifically:

2 o cbsdld=C PASS -

e grantld =G

SASTestHarnessshallapprovetherequestwithaRelinquishment Response
message with parameters:

3 — cbsdld =C - -
— grantld =G
— responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
4 response (responseCode=0)to further request -- --
messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

5 e UUTshallstop RFtransmission atanytime betweentriggering the PASS -
relinquishmentand UUT sendingtherelinquishment
request
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3.24 WINNF.FT.C.RLQ.3 - Unsuccessful Relinquishment,
responseCode=102

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and

Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - --

e UUT hasreceived a valid grant with grantld =G

e UUTisinGrant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
InvoketriggertoRelinquishUUT Grantfromthe SAS TestHarness
UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:
e cbsdld =C
e grantld =G

SAS Test Harness shall send a Relinquishment Response message with parameters:

e chsdld =C

e Nograntld

e responseCode =R
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

5 e UUTstopped RFtransmissionatany time betweentriggering the PASS -
relinquishmentandUUT sendingtherelinquishment
request
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3.25 WINNF.FT.C.RLQ.5 - Unsuccessful Relinquishment,
responseCode=103

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - --

e UUT hasreceived avalid grantwith grantld=G

e UUTisinGrant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
InvoketriggertoRelinquishUUT Grantfromthe SASTestHarness
UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:
e chsdld=C

e grantld =G
SAS Test Harness shall send a Relinquishment Response message with parameters:

e cbsdld=C
e Nograntld

e responseCode =R
Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
4 response (responseCode=103)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

5 e UUTstopped RFtransmissionatany time betweentriggering the PASS -
relinquishmentand UUT sendingtherelinquishment
request
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3.26  WINNF.FT.C.DRG.1 - Successful Deregistration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with

1 cbsdld=C -- --

e UUT hasreceived avalid grant with grantld=G

e UUTisinGrant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives
Relinquishment response with responseCode=0

UUT sends Deregistration Requestto SAS TestHarness with chsdld=
C.

SASTestHarnessshallapprovetherequestwithaDeregistration Response
message with parameters:

e cbsdld=C
e responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
5 response (responseCode=0)to further request -- --
messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step4iscomplete. Thisistheendofthetest. Verify:

e UUTstoppedRFtransmissionat any time between triggering
6 the deregistration and either A OR B occurs: PASS --

A. UUT sending a Registration Request message, as this is not
mandatory

B. UUT sending a Deregistration Request message
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3.27 WINNF.FT.C.DRG.3 - Deregistration responseCode=102

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C -- --
e UUT hasreceived a valid grant with grantld =G
e UUTisin Grant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives

2 Relinquishment response with responseCode=0 B B
3 UUT sends Deregistration Requestto SAS Test Harness with cbsdld= B B
C
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 e Nocbsdld -- --

e responseCode =102

After completion of step 3, SAS Test Harness will not provide any positive
5 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitorthe RF outputofthe UUT from start oftestuntil60 seconds after Step 4 is
complete. Thisisthe end of the test. Verify:

e UUTstoppedRFtransmissionatanytimebetween triggering
6 the deregistration and either AOR B occurs: PASS --

A. UUT sending a Registration Request message, as this is not
mandatory

B. UUT sending a Deregistration Request message
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3.28 WINNF.FT.C.DRG.5 - Deregistration responseCode=103

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with

1 cbsdld=C -- --

e UUT hasreceived a valid grant with grantld =G

e UUTisin Grant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives

2 Relinquishment response with responseCode=0 B B
3 UUT sends Deregistration Requestto SAS Test Harness with cbsdld= B B
C
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 e Nocbsdld -- --

e responseCode =103

After completion of step 3, SAS Test Harness will not provide any positive
5 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitorthe RF outputofthe UUT from start oftestuntil60 seconds after Step 4 is
complete. Thisisthe end of the test. Verify:

e UUTstoppedRFtransmissionatanytimebetween triggering

6 the deregistration and either AOR B occurs: PASS -
A. UUTsendingaRegistrationRequestmessage,asthisisnot mandatory
B. UUTsending aDeregistration Request message
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3.29 WINNF.FT.C.SCS.1 - Successful TLS connection between UUT and
SAS Test Harness

# Test Execution Steps Results

e UUT shall start CBSD-SAS communication with the security procedure
e The UUT shall establish a TLS handshake with the SAS Test Harness
1 using configured certificate. PASS -

e Configurethe SAS TestHarnesstoacceptthe security
procedure and establish the connection

e Make sure that Mutual authentication happens between UUT and
the SAS Test Harness.

e Makesurethat UUT uses TLSv1.2
e Makesurethatciphersuitesfromoneofthefollowing is

selected,
2 e TLS RSA WITH AES 128 GCM_SHA256 PASS -
e TLS RSA WITH_AES 256 _GCM_SHA384
e TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256
e TLS ECDHE_ECDSA WITH AES 256_GCM_SHA384

e TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

Asuccessfulregistrationisaccomplishedusingoneofthetest cases described in
section 6.1.4.1, depending on CBSD capability.

3 e UUTsendsaregistrationrequesttothe SAS TestHarnessand the SAS PASS -
TestHarness sends aRegistration Response with
responseCode = 0 and chsdld.

Monitor the RF output of the UUT from start of test until 60 secondsafter
4 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.30 WINNF.FT.C.SCS.2 - TLS failure due to revoked certificate

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.31 WINNFR.FT.C.SCS.3 - TLS failure due to expired server certificate

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.32 WINNF.FT.C.SCS.4 - TLS failure when SAS Test Harness certificate is
iIssued by an unknown CA

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS .
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity oftheserver certificate PASS -
e Make surethat Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.33 WINNF.FT.C.SCS.5 - TLS failure when certificate at the SAS Test
Harness is corrupted

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththe security PASS .
procedures
e MakesurethatUUTuses TLSv1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.34 WINNF.PT.C.HBT.1 - UUT RF Transmit Power Measurement

Items Parameters
Maximum rated power (EIRP, dBm/MHz) 20dBm/MHz
Transmit dynamic range (EIRP, dBm/MHz) 20, 18, 16, 14, 12, 10dBm/MHz
Occupied bandwidth (OBW) 20MHz
maxEirp values 20dBm/MHz

Spectrum

B
/2,—
EUT

ltem | Connection | Shielded Length

1 RJ-45 cable No 1.5m

2 RJ-45 cable No 1.5m

Note: To ensure EUT transmits with full power across the Bandwidth during the on duration of duty cycle, EUT is

running maximum traffic during the test.
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Spectrum Analyzer Setting Parameters
Center Frequency 3600MHz
Frequency Span 30MHz
RBW / VBW 1 MHz / 3MHz
Channel Power Meas Bandwidth 10MHz
Sweep Time ims

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

UUT has successfully completed SAS Discovery and
Authentication withthe SAS Test Harness

UUT hasregistered withthe SAS, withCBSDID=C

UUT has asingle valid grant G with parameters {lowFrequency

= FL, highFrequency = FH, maxEirp = Pj}, with grant in
AUTHORIZED state, and grantExpireTime set to a value far past the
duration of this test case

Note:inorderforthe UUTtorequestagrantwiththeparameters

{lowFrequency, highFrequency, maxEirp), the SAS Test Harness may need to
provide appropriate guidance in the availableChannel object ofthespectruminquiry
responsemessage,andtheoperationParam objectofthegrantresponsemessage.
Alternately,theUUTvendor may provide the abilityto setthose parametersonthe
UUTsothat

the UUT will request a grant with those parameters.

UUT and SAS Test Harness perform a series of Heartbeat
Request/Response cycles, whichcontinuesuntilthe otherteststeps are
complete. Messaging for each cycle is as follows:

UUT sends Heartbeat Request, including:
O cbsdid =C
O grantld=G
SAS Test Harness responds with Heartbeat
Response, including:
cbsdld =C
grantld =G
transmitExpireTime=currentUTCtime +200seconds
responseCode =0

O000O0
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Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement methodisoutofscope
ofthisdocument, butmayinclude additional configurationofthe UUT,asrequired,
tofulfiltherequirementsofthe power measurement method.

3 PASS -
Note:itmayberequiredforthevendortoprovideamethodor configurationto
bringthe UUTtoamodewhichisrequiredbythe measurement methodology. Any
such mode is vendor-specificand
dependsuponUUTbehaviorandthemeasurementmethodology.

) Ant. Conducted PSD (dBm/MHz) . Grant
Freq. Bandwidth ) maxEirp )
Gain maxEirp |Result
(MHz) (MHz) ) Port 1 Port 2 Port 3 Port4 |(dBm/MHz)
(dBi) (dBm/MHz)
3600 20 6.36 -3.32 -3.06 -3.02 -2.95 9.29 20 PASS
3600 20 6.36 -8.50 -8.07 -8.41 -8.85 3.93 14 PASS
3600 20 6.36 -11.47 -11.49 -11.75 -12.89 0.52 10 PASS
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4 Test Equipment and Calibration Data

. o Calibration Calibration

Instrument Brand Model No. Serial No. Characteristics Date Due Date Remark
Spectrum analyzer R&S FSV40 101028 OkHz~40GHz | Dec. 22, 2023 | Dec. 21, 2024 | Conducted
(THO3-CB)
RF Cable Woken RG402 High Cable-11 | 30MHz —18 GHz | Oct. 02, 2023 | Oct. 01, 2024 ?To:"g;_‘é%‘;
RF Cable Woken RG402 High Cable-12 | 30MHz —18 GHz | Oct. 02, 2023 | Oct. 01, 2024 | Sonducted
(THO3-CB)
RF Cable Woken RG402 High Cable-13 | 30MHz —18 GHz | Oct. 02, 2023 | Oct. 01, 2024 ?To:"g;_‘é%‘;
RF Cable-high Woken RG402 High Cable-14 | 1 GHz -18 GHz | Oct. 02, 2023 | Oct. 01, 2024 ﬁc’ﬁgg_"é%‘;'
RF Cable-high Woken RG402 High Cable-15 | 1 GHz —18 GHz | Oct. 02, 2023 | Oct. 01, 2024 ?To:"g;_‘é%‘;
RF Power Divider Woken 2 Way THO3-DVO01 1~ 6GHz Oct. 03, 2023 | Oct. 02, 2024 Conducted
(THO3-CB)
RF Power Divider Woken 4 Way THO3-DV02 1~ 6GHz Oct. 03, 2023 | Oct. 02, 2024 ?Toﬁgg_‘é‘;‘;

Note: Calibration Interval of instruments listed above is one year.
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5 Measurement Uncertainty

Test Iltems

Uncertainty

Remark

Conducted Emission

3.1dB

Confidence levels of 95%
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.FT.C.HBT.1 Test Case ID

ww Keysight Spectrum Analyzer - Swept SA
[ RF [s0Q AC | [ SENSE:INT] [/ ALTGN AUTO/NO RF_[11:52:35 PM Aug 20, 2024
1o 0000000 Avg Type: Log-Pwr TRACE [
PNO: Fast ) Trig: Free Run Avg|Hold:>100/100 TP
IFGain:Low #Atten: 10 dB

Auto Tune

Ref Offset 20.46 dB
10 dBidiv. Ref 20.46 dBm
0

Center Freq
3.625000000 GHz

StartFreq
3.550000000 GHz

StopFreq
3.700000000 GHz

Stop 3.70000 GHz
#Sweep 100.0 ms (1001 pts)

MKR| MODE TRC| SCL FUNCTION FUNCTION wWIDTH FUNCTIONVALUE = =

(l N [ 1] f] 3 590 00 GHz 1 450 dBml | 00| 0000O0O0O]
Al N [1]f] 3.610 00 GHz S34371MdBm| [ 0000 0000 |
s ! 0 ]

CF Step
15.000000 MHz

Freq Offset
0 Hz

= =R = W -

e
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 20_Port 1

ww Keysight Spectrum Analyzer - Channel Power = |
RF 500 AC [ SENSE:INT] [/A\ALIGN AUTO/NO RF [05:22:13 AM Aug 22, 2024
Center Freq: 3.600000000 GHz Radio Std: None Amptd/Y Scale

w»— Trig: Free Run Avg|Hold: 100/100
#FGain:Low #Atten: 20 dB Radio Device: BTS

Y Axis Unitb
dBm

Ref Offset 27.81 dB
Ref 20.55 dBm

[N N N N
- [ rr r 1 ‘[ [ [ |
S Ty Ry Y A -

[P RE F JE
-

Internal
Preamp»
Off

Ref Position
Top

#/BW 3 MHz

Channel Power Power Spectral Density

6.68 dBm /10 MHz -3.324 dBm /MHz

Auto Scaling

II MSG [% STATUS
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 20_Port 2

e Keysight Spectrum Analyzer - Channel Power Ii“i“&l
RF 500 AC [ SENSE:INT] [/AVALIGN AUTO/NO RF [05:23:21 AM Aug 22, 2024
Center Freg: 3.600000000 GHz Radio Std: None AmptdlY Scale
s Trig: Free Run Avg|Hold: 100/100
#FGain:Low #Atten: 20 dB Radic Device:BTS

Y Axis Unit'
dBm

Ref Offset27.81 dB
Ref 20.55 dBm

Internal

Preamp»

#/BW 3 MHz Ref Position

Channel Power Power Spectral Density

6.94 dBm /10 MHz -3.060 dBm /MHz

II MSG [% STATUS
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 20_Port 3

e Keysight Spectrum Analyzer - Channel Power o || B
RF 500 AC [ SENSE:INT] [/AVALIGN AUTO/NO RF [05:24:18 AM Aug 22, 2024
Center Freg: 3.600000000 GHz Radio Std: None AmptdlY Scale
s Trig: Free Run Avg|Hold: 100/100
#FGain:Low #Atten: 20 dB Radio Device: BTS Y Axis Unit

Ref Offset27.81 dB dBm

10 dB/div Ref 20.55 dBm

Internal
Preamp»

#/BW 3 MHz Ref Position

Channel Power Power Spectral Density

6.98 dBm /10 MHz -3.022 dBm /MHz

II MSG [% STATUS
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 20_Port 4

ww Keysight Spectrum Analyzer - Channel Power \i“i“&l
RF 500 AC [ SENSE:INT] [A\ALIGN AUTO/NO RF [05:25:55 AM Aug 22, 2024
Center Freq: 3.600000000 GHz Radio Std: None Amptd/Y Scale
—»— Trig: Free Run Avg|Hold: 100/100
#EGain:Low #Atten: 20 dB Radio Device: BTS

Y Axis Unltb

Ref Offset 27.81 dB
Ref 20.55 dBm

Internal
Preamp»
Off

T
-
i el
a.
.
.
N
.
.
-

L
TRRRARLAD
S
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 14 Port 1

ww Keysight Spectrum Analyzer - Channel Power
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 14 _Port 2

ww Keysight Spectrum Analyzer - Channel Power

= |

RF 500  AC

——
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 14 _Port 3

ww Keysight Spectrum Analyzer - Channel Power

= |

RF 500  AC

——

#FGain:Low
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Span 30 MHz

#Sweep 1ms SRSICH

3.000000 MHz
Auto Man

#/BW 3 MHz

Power Spectral Density

-8.411 dBm /MHz

Freq Offset
0 Hz

IIMSG

[@ STATUS

Sporton International Inc. Hsinchu Laboratory

. 80f13
FG460628-01AA
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 14 _Port 4

e Keysight Spectrum Analyzer - Channel Power

o S

RF 500 AC

s Trig: Free Run

#FGain:Low

[ SENSE:INT] [/AALIGN AUTO/NO RF [05:54:53 AM Aug 22, 2024

Center Freq: 3.600000000 GHz Radio Std: None Frequency

Avg|Hold: 100/100

#Atten: 20 dB Radio Device: BTS

Ref Offset27.81 dB
Ref 20.55 dBm

Channel Power

1.15 dBm /10 MHz

Center Freq
3.600000000 GHz

Span 30 MHz

#Sweep 1ms CSp

3.000000 MHz
Auto Man

#/BW 3 MHz

Power Spectral Density

-8.850 dBm /MHz

Freq Offset
0 Hz

IIMSG

[@ STATUS

Sporton International Inc. Hsinchu Laboratory

© 90f13
FG460628-01AA
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 10_Port 1

ww Keysight Spectrum Analyzer - Channel Power

= |

RF 500  AC

——

#FGain:Low

[ SENSE:INT] [A\ALIGN AUTO/NO RF [06:12:32 AM Aug 22, 2024

Frequency

Center Freq: 3.600000000 GHz Radio Std: None
Trig: Free Run Avg|Hold: 100/100

#Atten: 20 dB Radio Device: BTS

Ref Offset 27.81 dB
Ref 20.55 dBm

Channel Power

-1.47 dBm /10 MHz

Center Freq
3.600000000 GHz

Span 30 MHz

#Sweep 1ms SRSICH

3.000000 MHz
Auto Man

#/BW 3 MHz

Power Spectral Density

-11.47 dBm /MHz

Freq Offset
0 Hz

IIMSG

[@ STATUS

Sporton International Inc. Hsinchu Laboratory

Page No.
Report No.
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 10_Port 2

ww Keysight Spectrum Analyzer - Channel Power

= |

RF 500  AC

——

#FGain:Low

[ SENSE:INT] [A\ALIGN AUTO/NO RF [06:11:58 AM Aug 22, 2024

Frequency

Center Freq: 3.600000000 GHz Radio Std: None
Trig: Free Run Avg|Hold: 100/100

#Atten: 20 dB Radio Device: BTS

Ref Offset 27.81 dB
Ref 20.55 dBm

Channel Power

-1.49 dBm /10 MHz

Center Freq
3.600000000 GHz

Span 30 MHz

#Sweep 1ms SRSICH

3.000000 MHz
Auto Man

#/BW 3 MHz

Power Spectral Density

-11.49 dBm /MHz

Freq Offset
0 Hz

IIMSG

[@ STATUS

Sporton International Inc. Hsinchu Laboratory

Page No.
Report No.
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 10_Port 3

ww Keysight Spectrum Analyzer - Channel Power

= |

RF 500  AC

——

#FGain:Low

[ SENSE:INT] [A\ALIGN AUTO/NO RF [06:11:29 AM Aug 22, 2024

Frequency

Center Freq: 3.600000000 GHz Radio Std: None
Trig: Free Run Avg|Hold: 100/100

#Atten: 20 dB Radio Device: BTS

Ref Offset 27.81 dB
Ref 20.55 dBm

Channel Power

-1.75 dBm /10 MHz

Center Freq
3.600000000 GHz

Span 30 MHz

#Sweep 1ms SRSICH

3.000000 MHz
Auto Man

#/BW 3 MHz

Power Spectral Density

-11.75 dBm /MHz

Freq Offset
0 Hz

IIMSG

[@ STATUS

Sporton International Inc. Hsinchu Laboratory

Page No.
Report No.
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 10_Port 4

ww Keysight Spectrum Analyzer - Channel Power

= |

RF 500  AC

——

#FGain:Low

[ SENSE:INT] [A\ALIGN AUTO/NO RF [06:10:55 AM Aug 22, 2024

Frequency

Center Freq: 3.600000000 GHz Radio Std: None
Trig: Free Run Avg|Hold: 100/100

#Atten: 20 dB Radio Device: BTS

Ref Offset 27.81 dB
Ref 20.55 dBm

Channel Power

-2.89 dBm /10 MHz

Center Freq
3.600000000 GHz

Span 30 MHz

#Sweep 1ms SRSICH

3.000000 MHz
Auto Man

#/BW 3 MHz

Power Spectral Density

-12.89 dBm /MHz

Freq Offset
0 Hz

IIMSG

[@ STATUS

Sporton International Inc. Hsinchu Laboratory

Page No.
Report No.
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Wireshark Plots Appendix B

Wireshark Plots for WINNF.FT.C.SCS.1 Test Case ID
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Wireshark Plots Appendix B

Wireshark Plots for WINNF.FT.C.SCS.2 Test Case ID
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Wireshark Plots Appendix B

Wireshark Plots for WINNF.FT.C.SCS.3 Test Case ID
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Wireshark Plots Appendix B

Wireshark Plots for WINNF.FT.C.SCS.4 Test Case ID
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Wireshark Plots Appendix B

Wireshark Plots for WINNF.FT.C.SCS.5 Test Case ID
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CRL Verify Plots Appendix C

CRL Verify Plots for WINNF.FT.C.SCS.2 Test Case ID
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