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Chapter 1 Overview

This chapter describes the panel function and llattan procedure for the
CPE.

1.1. Indoor CPE

Front Panel LED

Power LED: _ON power on OFFpower fall
LAN LED: ON: connect OFFdisconnect _Blinkingdata transmit

When the CPE powers on, the LED indicates the G&Essas follow.
Only Red LED is Blinkingsynchronization
Only Yellow LED is Blinking authentication
Only Green LED is BlinkingDHCP client negotiation

After the CPE has connected to the base statiensitinal strength LED are
defined as follow.
Only Red LED is ONthe signal is weak. (CINR<8dB)
Yellow LED is ON the signal strength is medium. (8dBINR<15dB)
Green LED is ONthe signal strength is good. (15¢BINR)

B B

Figure 1-1 Indoor CPE Front Panel LED
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Rear Panel

Power jack: DC 12V / 1.5A
LAN port: 10/100Base-TX
Reset button: To reboot the CPE

1.2. Outdoor CPE

Power Injector — Power Over Ethernet 802.3af coampli
LAN port: 10/100Base-TX

Figure 1-2 Outdoor CPE installation
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Chapter 2 WEB-GUI

This chapter describes how to configure the CP&dier to connect to the base
station.

2.1. System Configuration Login

The CPE will enable a DHCP server by default. Cot@suor network devices
connected to its LAN side can get IP address auioatly from CPE. If you disable
CPE’s DHCP server by yourself, set the IP addrestmask, and gateway as
following.

IP address: 10.1.1.x,<4x < 253
Netmask: 255.255.255.0
Gateway: 10.1.1.254

Connect tchttp://10.1.1.254ith a browser, and you will see a webpage sudheas
one shown in Figure 2-1. The administrator usemand password are as shown
below:

Username: admin

Password: admin

Gemtek CPE also support multi-level user loginaBéecontact with Gemtek to
define multi-user features.

emitek

reless Broadband Anywhere

Usermnamse:

Password:

Figure 2-1 Login Page
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If there is no error, the user can login into that$ Page, and WiIMAX Status,
Network Status, and Device Status are as showigurd-2-2, Figure 2-3, Figure 2-4,
and Figure 2-5.

v BB SHBIUS | ooeooeme sy el Pluicel Stgtis hesssamesssness i :

| Frequency 3450000KHz Bandwicth: 1000khz - | RSSE -71.8008m  CINR- 31.354B

NURAAX Stobas | BSID 000000230800 P gﬂi ,. B8 LR gimgan

reuzed: !

’ | State:  OPERATIONAL e i :
! Uptime: 2162 ] :T:‘_:_F_'WE['_ _?'DD ) ) et T

R et P o o iy O :
' i ¢ Modulation: gam16-cic- 12
- Modulation: gamiB-cre-12 1 Datorate: 0 Kbs
Dala rate: 0 Kbfs | Rbytes: 7092 5
» THbytes: 12748 I
- Sennce Flow
' SFID Il BCIDType State Ditection  Ensble SchadulingMaxRate ARQ HARO Rules |
¢ Ox000000001 1 basic active bidirectional YES  best-efiont O ma no 0 :
| D:00000000513 1 primaryactive budirectional YES  best-efiort 0 g no O
| Dx0000000110251  data  actveuplink  YES bectefiort 9600 no no 1 -

Figure 2-2  WiMAX Status

B R TR W]

| State:  OPERATIONAL |1 reusel: reused

! Uptime: 8080 i T power -3.03
WiMAX Status s | e Dowlink s dlidiii s ,
w Modulation: gam16-ctec-3/4 i Modulation: gambB4-cte-5/45
" i Datarate: 1.710 Khps i Datarate: 60,310 Khps
LEUCE SIS | TXbytes: 1991671 Bytes || Rbytes: B4555204 Bytes

FEERIEREIONEL s s T sy |

! SFIDCID BCIDType State Direction  Enable Scheduling MaxRate ARQHARG Rules
| D57 2734349 data  activedownlink  Yes  best-effort 20480000 Yes Mo

. 286 2733349 data  activeuplink Yes best-effort 20480000 Yes Mo 1
O 861 349 primary active bidirectional Yes  best-effort O Mo Mo O
o0 349 343 basic  activebidirectionalYes  best-effort i Mo Mo 0O
12 2732349 data activedownlink  Yes  best-effort 5500 Mo Mo 1

i 2731349 data  active uplink fes  best-effort 9600 Mo Mo 1

Figure 2-3 WiIMAX Status-Service Flow
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Network Status

Device Status

[ =5 10.1.1.254 R 17220017 184
Metmask: 2562552650
Gateway: 17220017 .2

MAC address: 00:1F:FB:00:22 30
R bytes: 7092

R packets: 10210 TA bytes: 12748

TA packets: 10148 . R¥ packets: 34

Static

' Metmask:  255.255.255.0

MAC address: 00:1F:FB:00:22:30D '
| Rxbytes: 1850244 ;
! THbytes: 1557212 i

Figure 2-4 Network Status

- Dewdce Taformation L il

Hardweare madel: WIKS-157
i Firmware version: R4.5.1-15753-5.6.0p
m i+ Firrmweare creation date: MON, D5 JAN 2009 02:42:56 UTC
| i Freguency range: 2300000KHz ~ 2400000KHz
Device Status H :
1+ Serial number: sample

Figure 2-5 Device Status

el S

B o o 0 S o
No. IP MAC Address Expire Time

i1 A== 00:16:D3:90: B4 A48 2009401413 11:18:02




2.2. System Logout

Press the “Logout” button as shown in Figure 2-éogout of the system and
go back to the “Login” page as shown in Figure 2-1.

N

ol o s g | SRS L R e el v il
Fraguency: 2385000KHz Bandwidth: 10000khz RSSI: -E0A3 dBm  CINR: 3803 dB !
RLeX Stalus | BSID:  DO:00:00:23:08:00 POIONR o ONR
_ | State: CPERATIONAL i reusel: ; reuses: : ;
Network Status ! ; oo :
| o Uptime: 7272 i TE power: -7.81 :
e S I
B S L Downlink o ,

Data rate:  1.684 Kbps Data rate:  63.960 Kbps

Maodulation: gam18-cte-3/4 Maodulation: gamBd-cte-5/8
TH bytes: 1740183 Bytes i R bytes: 58108169 Bytes ;

L e e oo i

| SFIDCID BCIDType State Direction  Enable Scheduling MaxRate ARQHARQ Rules

0 857 345 primary active bidirectional Yes  hest-effort 0 Mo Mo O
10 345 345 bhasic activebidirectional Yes  best-effort 0 Mo Mo O
RS o =il e i i Wor  heet affed 0200 Mo Rla A B

Figure 2-6 Logout




2.3. Account

Personalizationr> Account

The Account page is used for changing the passwafoifte WEB-UI account as
shown in Figure 2-7. After setting the configurasaf these fields, press the “Apply
button to write the new configurations into the C&tl the new configurations will
take effect.

Account oo B EOGRT AEEQURE | o re e

| username |p1ad.mjn
1 current passwd |......

| new pagswd |

i I
i confirm new passwd |

——

Figure 2-7 Account
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2.4. Date

Personalizatior> Date

If the system date is not in the valid duratiorthef uploaded certificate file, the
CPE will not pass the authentication from the b&taion. The system date of a CPE
can be synchronized with the PC that is conneateitlstLAN side by clicking the
“Synchronize with PC” button. The system date @&RE can also be automatically
updated by synchronizing time with an NTP serveigaed manually by the user or
from the DHCP server. The selection of differentdizone and daylight saving option
are available as well for different regions. Plesser to Figure 2-8 for more detalil.
After setting the configurations of these fieldsegs the “Apply” button to write the
new configurations into the CPE and press “Rebast shown in Figure 2-35, to
reboot the system in order for the new configuretito take effect.

o | e

20092 200 T4 01:30:29 | Synchronize with PC

Date

___________________________________________________________________________________________

{1 oy poolntp.ore
i[O Adtornatically change the NTP server fram DHCP.

___________________________________________________________________________________________

___________________________________________________________________________________________

T — LR

|
Figure 2-8 Date

2-8



2.5. Language

Personalization> Language

The Language page allows users to select one oflahguages in the
drop-down list for viewing the WEB-GUI as shownRigure 2-9. After selecting the
desired language, press the “Apply” button to vidne WEB-GUI in the selected
language.

Account

Language Dientsch
Espafiol
FranGais
Traliang
Portugugs
Pyooredi

R

o) ashes

| B35

e .

—_——
Figure 2-9 Language
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2.6. Scanner

WiIMAX - Scannefcan only be accessed by administrator)

The Scanner page allows users to stop or start VMiM&nnection with a BS
by simply clicking the “start” or “stop” button ithe “Start/Stop WIMAX” section.
The “Channel Table” section lists all the chanribkt are stored in the channel table
along with channel status associated to the charsesl to connect the CPE to a BS.
Users are allowed to add, remove, and edit chamméfe channel table. Please refer
to Figure 2-10 and Figure 2-11 for more detail eAfthanging the channel table, press
the “Apply” button to write the new configuratiomsto the CPE. If the “Bandwidth
range” of the channel table is changed, then giRgboot as shown in Figure 2-35,
to reboot the system in order for the new confiiars to take effect; otherwise, just
simply restart the system by using the “start” dsbp” button in the “Start/Stop
WIMAX” section. Please note that when the CPE isnaxted to a BS, a green check
will appear on the “Active” of the linked frequenaythe “Channel Table” section as
well as beside the small CPE icon on the top barotberwise, a red x will appear
beside the small CPE icon on the top banner.

Scanner

Authentication

___________________________________________________________________________________________

No. Active Name Frequency Bandwidth RSSI CINR Enable Delete

| (285000 | [10MBz ¥| 7456 2375 [

2365000 | [10Mhz v

wmoo | 1Mz v I

|i£

ﬂgju-[lﬂ qf.‘aﬁijr-

Figure 2-10 Scanner Wlth Bandwidth range 6~10MHz




Scanner

Authentication B T I U0 L e ;

No. Active Name Frequency Bandwidth RSSI CINR Enable Delete

P ] e | e ™

2 [ e | (e w
s [ e | (e~ .

%

Figure 2-11 Scanner with Bandwidth range 3~5MHz
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2.7. Authentication

WiIMAX - Authentication(can only be accessed by administrator)

Users can enable or disable the authenticationebgctng one of the two
methods supported, EAP-TLS and EAP-TTLS, or bycdiglg none in “Phase 1" field.
Users can also choose one of five key encoding adstlisted in “Phase 2”. Identity,
username, and password should be entered respgetsvagreed upon with the BS, if
authentication is required. After setting the cguafations of these fields, press the
“Apply” button to write the new configurations intbe CPE and press “Rebbats
shown in Figure 2-35, to reboot the system in ofdethe new configurations to take
effect. Certificates required for authenticatiom ¢ uploaded in the “Certificate File
Upload” section. Contents of the certificates the¢ currently in the CPE can be
viewed in details by clicking “View CA Certificateds shown in Figure 2-13. Note
that the only certificate format supported is PERtifacy Enhanced Mail, Base64
encoded DER certificate). Please confirm the forbedbre uploading. Certificates in
the CPE can also be deleted by pressing the “Debetiton. Please refer to Figure
2-12 for more details.

S-pfithentisation:SelesHonil: cotis il Dl e s e R R e

e T

| Phase? [CHAP
Username| gemick_paul
| Password 0 008®

Authentication

Identity anOnymOus@wma}mOm

CA, cerﬁﬂcateg |
CA cerificate 1 CA cerificate 2 | View || Delee

______________________________________________________________________________________________

Figure 2-12  Authentication
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Certificate 1 - Mozilla Frrefox

(] | hp:10.1.1 254fcent_cal php
Certificate File Size: 2027 Byte

Certificate:
Data:
Veraion: 3 (0x2)
Serial Number: 1033467 (
Signature Algorithm: sha
[agner: CN=8950 A4AL Root
Validitw
Not Before: Sep 14 0
Not 4fter : Sep 15 0
Subject: CHN=8950 AAL Roo
Subject Public Eey Info:
Fublic Key Aleorithm
ESh Public Eew: (102
Hedulug (1024 bi

(17 | http:#t0.1 1 254/ert_ca php

Certificate File Size: 2027 BEvtes

Certificate:
Data:
Verzion: 3 (0x2)
serial Number: 1033467 (Oxfcdfb)
Signature Algorithn: shalWithESAEncryption

Validity
WNot Before: Sep 14 09:21:44 2008 GHT
Neot After : Sep 15 09:21:44 2009 GHT

Subject Public Eey Info:
Fublic Eey flgorithm: rsaEncryption
ES4 Public Eey: (1024 bit)
Hodulus (1024 bit):

[ | 1A An fAoen

~

3

g

=3

Isgner: CH=8950 ALh Root Ch, O=hlcatel-Lucent, OU=h

Subject: CN=8950 &84 Root Ch, O=hlcatel-Lucent, OU=]

00:b0:11:48:39:de:deef:06:04: 4e:66: 1h: !
4a:06:12:16:0d:4c:11:86:40:e0: b4 cet e !
a3:74:30:99:ch:3er 30036 4b 60 b2:97 0

00:b0:11:48:

da:06:12:f6:

a3:74:30:99:
¢ f s ‘iﬁ o
SERE

el
P ———
| B A centicate 2 | View,

Figure 2-13  Authentication-View Certificates
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2.8. Bridge Mode

Networking—> Bridge/NAT Mode

Bridge mode is enabled by simply selecting “Briddgede” as shown in Figure
2-14. By selecting “Static” IP type, users can nalyuassign the “IP address” and
“netmask”. The “IP address” and “netmask” can dsoautomatically assigned by
the DHCP server by selecting “DHCP” IP type. Afsatting the configurations of
these fields, press the “Apply” button to write thew configurations into the CPE
and go to “Managemen® Reboot as shown in Figure 2-35, to reboot the system in
order for the new configurations to take effect.

BridseMode Bl = oo e e e
‘Bridge NAT Mode
P Tyee [Sa vl
IP address | Shtc 1_| ; @
| DHCP Server netmask | |- 255 | |2?| i |_|

______________________________________________________________________________________________

NAT ALG

Port Forwarding

Port Trigger

Figure 2-14 Bridge Mode
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2.9. NAT Mode

Networking—> Bridge/NAT Mode

NAT mode is enabled by simply selecting “NAT Modas shown in Figure
2-15. By selecting “Static” WAN IP type, users camanually assign the “WAN IP
address”, “WAN netmask”, and “WAN gateway”. The “WAIP address”, “WAN
netmask”, and “WAN gateway” can also be automdicaksigned by the DHCP
server by selecting “DHCP” WAN IP type. Users cdsoaconfigure “LAN IP
address”, “LAN netmask”, and “MTU", which should between 68 and 1500. After
setting the configurations of these fields, prées ‘“Apply” button to write the new
configurations into the CPE and go to “ManagemenReboot as shown in Figure
2-35, to reboot the system in order for the newfigarations to take effect.

- [NATMode /]

Bridge/NAT Mode
WAN [P type
WAN IP address SEC__f | 117
DHCP Server | WAN netmask [Z0 10 1255 |- [255 |- [0

WWAN gateway 2|
| LAN IP address [10 |
Port Forwarding L&A netmask 35 |
| MU

NAT ALG

Port Trigger

______________________________________________________________________________________________

Uo7l

Figure 2-15 NAT Mode
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2.10. Firewall

Networking—> Firewall (can only be accessed by administrator)

The “CPE Access Control” section of this page giussrs the ability to allow
or deny web/telnet access from WAN. By enabling alahtifying a DMZ host, an
external attacker only has access to the DMZ hagher than the entire private
network at the CPE’s back end. Furthermore, th@&eetibn of ICMP can also be
enabled. The “Firewall Filter” section of this paigeused to filter incoming network
traffic based on MAC, IP, protocol, TCP/UDP portdaimterface. Please refer to
Figure 2-16 and Figure 2-17 for more details. Affetting the configurations of these
fields, press the “Apply” button to write the newndigurations into the CPE and
press “Rebodtas shown in Figure 2-35, to reboot the systenoriter for the new
configurations to take effect.

- GFE Acceas Conteal

Allow Wb accessing from YWAN Host IP: 10.1.1. 1 |

Firewall . Allow Telnet accessing from WAN 1 Redifect ICWP t.o the .host

DHCP Server
NAT ALG ;

Port Forwarding [ Enable Firewall Filter

______________________________________________________________________________________________

__________________________________________________________________________________________________

Port Trigger

Figure 2-16 Firewall
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Bridge NAT Mode

Firewall
DHCP Server
NAT ALG
Port Forwarding

Port Trigger

E

No. Name Action  Interface  Protocol Priority Enable Delete | A
|gematek | [Alow v| [WiMaxX v| [TCP ~| [Hi v |

1 SreMAC|110233445566 | SrclP{17220172 | SrcPorti30  |-40 | [ Delee |
Dst MAC: 223344556677 | DstIP: 1722017213 | Dst Porti50 - 60 | |
gemtek | [Allow v [wiMax | Ay v [3 ]

2 SrcMAC[1223:34455667 | SrelP172230171 | SrePortz2 |33 | [ Delere |
Dt MAC 233445366778 | DstIP1722017214 | DstPoriss |- a4 |
| | [Alow | [Edemet ¥ [Any | [Hiv| O

3 Src MAC | SrelP | SrePot| -] | [ Deler | Ll
Dst MAC | DstIP] | pstPon{ |- ]

Figure 2-17 Firewall Filter
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2.11. DHCP Server

Networking—> DHCP Server

DHCP server will automatically start up when theEd® powered on if “DHCP
server” is enabled. If enabled, this page showspilexious configuration of the
DHCP server as shown in Figure 2-18; otherwisehdws that the DHCP server is
disabled as shown in Figure 2-19. Note that “PnnaNS” and “Domain Name” are
required for DHCP server settings, and “Max lease t(seconds)” is between 1 and
99999999. Specific IP address can also be assignedspecific MAC address in
“Permanent Host Configuration” as shown in Figuré82 Please note that DHCP
server is only applicable when the CPE is in NAT dao After setting the
configurations of these fields, press the “Applyution to write the new
configurations into the CPE and press “Rebast shown in Figure 2-35, to reboot
the system in order for the new configurationsatceteffect.

.............................................................

TR DHCP server | Enakle vf
Tiige! ofle G = S e
i s | DHCP start P address |10 | | = L

=

7
T

L |
! DHCP end IP address | 1 b 5]
! Primary DNS 122 | [25 | Jos | [1e8 ]
DHCP Server i E il T
\ Secondary DNS 122 | [255 |. [ | |e9 |
Darnain harne |pl.com.my '
Max lease time (seconds) &0
- Permaneht Host GonfigUration | - - r- oo mree e ey
m No. MAC Address IP Enable Delete
1 [ood122:334435 e Tt Tk Ele ]
2 122330455667 lo I.h 1h LIz T ™ [ Deee ! »
L ondo ]

Figure 2-18 DHCP Server Enabled
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Bridge/MAT Mode
Firewall

DHCP Server

| Port Forwarding

Port Trigger

Figure 2-19 DHCP Server Disabled
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2.12. NAT ALG

Networking—> NAT ALG (can only be accessed by administrator)

By selecting or deselecting the checkbox, userserable or disable BSID
authorization of SIP ALG as shown in Figure 2-20th/it enabled, BSID can be used
in SIP authentication to decide if the ATA is withthe service area. Please note that
NAT ALG is only applicable when the CPE is in NATode. After changing the
configuration, press the “Apply” button to writeetmew configuration into the CPE
and press _“Rebobtas shown in Figure 2-35, to reboot the systemrder for the new
configurations to take effect.

No. Application Layer Gateway Enable

1 SIP ALG: BSID Authorization

Bridge/NAT Mode

Firewall

DHCP Server

NAT ALG

Port Forwarding

Port Trigger

e e

Figure 2-20 NAT ALG
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2.13. Port Forwarding

Networking—> Port Forwarding

Port forwarding redirects incoming network traffiom pre-defined “WAN
Port” range to pre-defined “LAN IP Address” and “NAPort” range. Users are
allowed to add, remove, edit, enable, and disabiefprwarding rules here as shown
in Figure 2-21. Please note that port forwardingrly applicable when the CPE is in
NAT mode. After setting the configurations of thdgdds, press the “Apply” button
to write the new configurations into the CPE anéspr‘Rebodtas shown in Figure
2-35, to reboot the system in order for the newfigamations to take effect.

WAN Port LAN Port

No. ———— LAN IP Address ————— Protocol Enable Delete
Begin - End Begin  End
Bridge NAT Mode = : | |
_ 1 [ | [zs | 100t | [ms6 | [aser | [TcPUDP ¥
Firewall ——— — : :
- s 0 1wl [ W Mwce SN
— =

Port Forwarding

Port Trigger

SR e

Figure 2-21 Port Forwarding
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2.14. Port Trigger

Networking—> Port Trigger

Port trigger dynamically opens port forwarding from pre-defined WAN
“Forwarding Port” range to a pre-defined LAN “Fomatang Port” range when a client
on the local network makes an outgoing connectom predetermined “Trigger Port”
range. Users are allowed to add, remove, edit, lenand disable port trigger
mappings here as shown in Figure 2-22. Please thate port trigger is only
applicable when the CPE is in NAT mode. After sgftthe configurations of these
fields, press the “Apply” button to write the newndigurations into the CPE and
press “Rebodtas shown in Figure 2-35, to reboot the systenoriter for the new
configurations to take effect.

Trigger Port Forwarding Port
No. Name Protocol Enable Delete
Begin  End Begin End

1|k | [loco | fios | o | [0 | [P ¥
2 emek | [se0 [ [ses | [0 | oo | [upp v

3 [ | 1] | [P ™ O

Bridge/NAT Mode

Firewall

DHCP Server

NAT ALG

Port Forwarding

Port Trigger

T T

Figure 2-22  Port Trigger
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2.15. DDNS

Networking—> DDNS

By selecting or deselecting the checkbox, usersecaile or disable DDNS as
shown in Figure 2-23 and Figure 2-24. To enable BDigistration with at least one
of the seven service providers is required, andbeadone by clicking the “Sign Up”
hyperlink and following the procedures. Enter tlosthame, username, and password
you have registered with the service provider amdpthe “Apply” button to save the
changes into the CPE. The CPE will be able to nthié selected domain name server
to change the active DNS configuration of its cgafed hostnames and addresses in

real time by using the Internet Protocol Suite rafiteessing “Rebodtas shown in
Figure 2-35.

- DONS Configuration

| Enable DONS
| Senice Provider| DynDNS.com | Sign Up |

Hostharme |m315?.dynd.nsag_

DHCP Server ! Usemame [pladrain |

| Passward eessee |

NAT ALG

Port Forwarding

Port Trigger

DDNS

i e

Figure 2-23 DDNS Enabled
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Firewall

DHCP Server

NAT ALG

Port Forwarding

Port Trigger

Figure 2-24 DDNS Disabled
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2.16. TR-069

Management> TR-069(can only be accessed by administrator)

TR-069 client will automatically start up when tGdE is operational if the
“TR-069 Active Flag” is enabled. The “ACS Server URis the URL used by
TR-069 client to connect to the ACS server, and OBR- client uses the “ACS
Username” and “ACS Password” to login the ACS Sefhen the “Inform Enable”
is enabled, TR-069 client will periodically queryet ACS server according to the
“Inform Interval”. The ACS server can also use t@®nnection Request Username”
and “Connection Request Password” to connect t€CfPE and get/set parameter via
connection request mechanism. Nevertheless, ath@fabove parameters will be
overwritten if Option-43 is activated. However, th&rameters changed by Option-43
will not be saved into the CPE. In other words,dlithe above parameters will be
restored when the CPE reboots. TR-069 certificadgaired for HTTPS protocol can
be uploaded in the “TR-069 Certificate File UploasEction. Note that the only
certificate format supported is PEM (Privacy Enleh®/ail, Base64 encoded DER
certificate). Please confirm the format before apliag. Please refer to Figure 2-25
and Figure 2-26 for more details. After setting tbafigurations of these fields, press
the “Apply” button to write the new configuratioigo the CPE. If only the “Inform
Enable” and/or “Inform Interval” have been changé@n do nothing and the change
will take effect in the next inform interval; otlvese press “Rebobtas shown in
Figure 2-35, to reboot the system in order forrtee configurations to take effect.
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B e e o : =
TR.069 | TR.0BY Active Flag enable v |

| ACS Sewer URL htp122.255. 9615408300 |

ACS Usernarne gematek |

| ACS Password T | :

Inform Enable _ml’]’:ll|

Connection Request Usemamae; ek |
(The ACS server login to CPE) £

Connection Reguest Password

(The ACS server login to CFE) |...... |

Irifarm Interval
(3600 ~ 85400 Seconds) e | |

~-| FR-0B8 Cettificate File Maload | o e

lis

Figure 2-25 TR-069

! TR-OBY Active Flag enable v i

| ACS Server URL httpe122,255.96.1 34/08300 |
TR-069 ACS Usernarne |gemak |

| ACS Password sesseee® |

Infarm Enable Eble_\ﬂ

Inforrm Interval

(3500 ~ 36400 Seconds) :

Connection Reguest Usernamel s | :

| (The ACS server login to CPE) & :

Recovery ! Connection Request Passward |
! (The ACS server Ingin to CPE) bt | :

— 2600 |

&

Figure 2-26 TR-069-Certificate File Upload
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2.17. SNMP

Management> SNMP (can only be accessed by administrator)

This page is used to enable disable SNMP serveh@sn in Figure 2-27 and
Figure 2-28. When SNMP is enabled, the communiingtof the SNMP server can
be changed. After setting the configurations oséhBelds, press the “Apply” button
to write the new configurations into the CPE anéspr‘Rebodtas shown in Figure
2-35, to reboot the system in order for the newfigamations to take effect.

e SanerGanforeatior oo sl te e s e i e R

SNMP i SNMP read-only community ipub]jc

SHMP read-write communityipﬁ\rate

Log

______________________________________________________________________________________________

Upgrade

Recovery

Ui e

Figure 2-27 SNMP enabled

~- SNMP Sener Configuration

SMMP Sen-'eridisﬁl??}__j

..............................................................................................

SNMP

Log

Upgrade

Recovery

T

Figure 2-28 SNMP disabled
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2.18. Log

Managemen> Log (can only be accessed by administrator)

This page displays the system message log as shdwgure 2-29.

Log

Recovery

=xxx 0005,
»xxr 0010
=x== 0010,
»xx= 0010,
»>== 0010,
=xxx 0010.
»xxr 0010
=x== 0013,
»xx= 0013,
»>== 0013,
=xxx 0013,
Frrr 0024,
=x== 0024,

300
210
220
470
470
440
S60
510
590
600
620
a0
110

MWW WM W W W W W

BPY/8s
BPYI8s
BPY/Es
2PY/EE
SPY/SE
BPY/8s
BPY/8s
BPY/Es
BPY/EE
SPY{Ss
BPY/BE
BPY/BE
BPY/BE

DL SYNCHRONIZATION

UL ACQUIBITION

RANGING

bidirectional basiec BF add: =fid=0 c1d=320 heid=320 =aid=653535 state=active
hidirectional primary 8F add: sfid=0 cid=832 beid=320 =aid=635335 statecactive
CAPABILITIER NEGOTIATION

AUTHORIZATION

REGISTRATION

uplink data 8F add: sfid=1 0id=2651 beid=320 =2i1d=320 state=active
OPERATIONAL

downlink data 8F add: sfid=2 cid=2632 beid=5320 :aid=320 state-active

uplink data 8F add: sfi1d=256 c1d=2653 be1d=320 s5a1d=320 statezactive
downlink data BF add: s£1d=257 c1d=2654 beid=320 =a1d=320 state-active

L CEITEST

Figure 2-29 Log
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2.19. Upgrade

Management> Upgrade(can only be accessed by administrator)

To perform web upgrade, press the “Brows...” buttorchoose the firmware
file in the computer in the “Web Upgrade” sectiand press the “Upload” button to
upload the file into the CPE. Please refer to Fegen30 for more details. After the
firmware file is uploaded, the summary will be degd as shown in Figure 2-31.
Then press the “Apply” button to upgrade the firmeval his upgrade procedure takes
about 3 minutes and reboots the CPE afterwardsreatically.

To perform FTP upgrade, input the FTP server IResl] FTP username and
password, firmware file path, and firmware file rarRress the “Upgrade” button in
the “FTP Upgrade” section and the CPE will startibovnload the firmware from the
FTP server and upgrade. The CPE will automaticabpoot itself afterwards. Please
refer to Figure 2-30 for more details.

To perform TFTP upgrade, input the TFTP serverd&eass and the firmware
file path and press the “Upgrade” button in the TPFUpgrade” section. It takes
about 3 minutes for a CPE to download the firmwesen a TFTP server and upgrade
it. The CPE automatically reboots itself afterwarBtease refer to Figure 2-32 for
more details.

oo Wb Upgrade oo

TR-069

| Firmware image fleBIMAGER4.5.1.1-16685-v5.60ALUWIKS

Upgrade ' 2 ;
| FTP semver P address [172 | [0 | [17 | [s
FTP username lWlma.}{ - - G .
| FTP password eeessess
Firrmware file path [s

| Firmware file name | BIMAGER4 5.1.1-16688-v5 60ALUWLS-1] | Upenade |

___________________________________________________________________________________________

Figure 2-30 Web/FTP Upgrade
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B e Lo B e - S

U Hardware ID  |WIXS-157 |
m Firmware Version|R4.5.1.1-16688-v3 60ALU |

——

Upgrade

Please press Apply to upgrade.

File Size 0171 |

Recovery

Ll

Figure 2-31 Web Upgrade Summary

Firtrrware irmage file

e

I 1 7 | WSROI 000 oo e e s .

A T |
FTP server IP address || . . :
og :

! FTP usermame | |
Upgrade FTP password | i
_ ! Firmware file path | ;
Recovery f !
Firrmware file name | | ’ Upgrade ] !
e e ;
| TFTP server IP address 122 | (255 | (%6 | [144 | 5
' L [ | —— AN 4
| Firmware file narne  BIMAGER#.5.1-15753-v5.6.3p | | Uperads | ! i
! i ¥

Figure 2-32 TFTP Upgrade
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2.20. Recovery

Management> Recovery(can only be accessed by administrator)

Both current firmware version and previous firmwaegsion are shown in the
“Firmware Rollback” section. Firmware rollback che performed by pressing the
“Rollback” button. Device configuration file thataludes files such as, .configdb and
ddns.conf, can be uploaded from PC to CPE as walbanloaded from CPE to PC.
To restore a CPE back to factory default settipgst, press the “Factory Default”

button in the “Factory Default Settings” sectiohed3e refer to Figure 2-33 for more
details.

-~ Firmware Rollback

Current firmware version: R4.5.1.1-16688-v5.7 0ALL
| Previous firmware version: RA.5.1.1-16686-45.7. 0ALU

Upload configuratian file 'COnﬁgFﬂd [[ Browse.. H Upload ]

i Download configuration file | Download

Reset to factory default Factory Diefanlt

Figure 2-33 Recovery
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2.21. Reboot

Press the “Reboot” and “Yes” buttons to reboot $siystem. Please refer to
Figure 2-35 and Figure 2-35 for more details.

P v T Bt - T WSS B UR  e

Current firmware version: R4.5.1 1-166853-v5.7 . 0ALU
Previous firrmware version: F4.56.1.1-16688-5.7 0ALL | Eollback

Upload configuration file | |[ Brerwse,., ][ Urlead ]

Recovery

i Download configuration file | Download

Reset to factory default Factory Default

Figure 2-34 Reboot Button

2-32



Stats MNetwarking
Fearsonalization s a ! Managernent
o9 L

-
W ©

' System Gtatus ll .......................... = ind oo
Freguenc Pcte-34 :
| BSID: |

Sl Reboot?

Network Status Gy :
i Uptirme: e e e e e )

Device Status

iy
H
&

| ORSSE :
o T power 3,17 || Ribytes: 2541 |

B s s e e e s e R e b b T e e e e S e e e e e S e e e e ]

T . .

SFID ziD Ej__@IDType State Ditection  Enable Sche ﬂgmfﬁxkvﬂstem@ HARG Rules ; =
O0000000055 55 basic  active bidirectional YES  best-sfiort O no na 0O !

Ox00000000567 &5 primary astweh1d1recti@maFYE hem effort [ no no O
Ox00000001 1199 55 ﬂafa 1o h na ﬁcL 1 i &

i e

Figure 2-35 Reboot Confirmation

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class

B digital device, pursuant to Part 15 of the FCC Rules. These limits are

designed to provide reasonable protection against harmful interference in a

residential installation. This equipment generates, uses and can radiate radio

frequency energy and, if not installed and used in accordance with the

instructions, may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular

installation. If this equipment does cause harmful interference to radio or

television reception, which can be determined by turning the equipment off and

on, the user is encouraged to try to correct the interference by one of the

following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this
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equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference,
and (2) this device must accept any interference received, including
interference that may cause undesired operation.

IMPORTANT NOTE:
Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with minimum distance 20 cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

The availability of some specific channels and/or operational frequency bands
are country dependent and are firmware programmed at the factory to match
the intended destination. The firmware setting is not accessible by the end
user.

Due to the essential high output power natural of WiIMAX device, use of this
device with other transmitter at the same time may exceed the FCC RF
exposure limit and such usage must be prohibited (unless such
co-transmission has been approved by FCC in the future).
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