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1. Introduction

This Chapter provides an overview of the Wireless Router's features and ca-
pabilities.

Congratulations on the purchase of your new Wireless Router. The Wireless Router is a multi-
function device providing the following services:

1

Shared Broadband I nternet Accessfor all LAN users.
4-Port Switching Hub for 10BaseT or 100BaseT connections.
Wireless Access Point for 802.11b Wireless Stations.

Wireless LAN
——— : - Intemet
B0
Wireless Router i
Wirshows Fiac: Linix

Fast Ethemet
Figure 1. Wireless Router

.1 Wireless Router Features

The Wireless Router incorporates many advanced features, carefully designed to provide
sophisticated functions while being easy to use.

Internet Access Features

Shared Internet Access. All users on the LAN or WLAN can access the Internet
through the Wireless Router, using only asingle external I|P Address. The local (invalid)
IP Addresses are hidden from external sources. This processiscalled NAT (Network Ad-
dress Trand ation).

DSL & Cable Modem Support. The Wireless Router has a 10BaseT Ethernet port for
connecting aDSL or Cable Modem. All popular DSL and Cable Modems are supported.
SingTel RAS and Big Pond (Australia) login support is also included.

PPPOE, PPTP, SingTel RAS and Telstra Big Pond Support. The Internet (WAN
port) connection supports PPPoE (PPP over Ethernet), PPTP (Peer-to-Peer Tunneling Pro-
tocol), SingTel RAS and Telstra Big Pond (Australia), as well as "Direct Connection” type
Services.

Fixed or Dynamic | P Address. On the Internet (WAN port) connection, the Wireless
Router supports both Dynamic IP Address (IP Address is alocated on connection) and
Fixed IP Address.



Advanced Internet Functions

Communication Applications. Support for Internet communication applications, such
as interactive Games, Telephony, and Conferencing applications, which are often difficult
to use when behind a Firewall, isincluded.

Special Internet Applications. Applications which use non-standard connections or
port numbers are normally blocked by the Firewall. The ability to define and allow such
applicationsis provided, to enable such applications to be used normally.

Virtual Servers. Thisfeature alows Internet users to access Internet servers on your
LAN. Therequired setup is quick and easy.

DMZ. One (1) PC onyour local LAN can be configured to allow unrestricted 2-way
communication with Servers or individual users on the Internet. This provides the ability
to run programs which are incompatible with Firewalls.

URL Filter. Usethe URL Filter to block access to undesirable Web sites by LAN users.
Internet Access Log. See which Internet connections have been made.

VPN Pass through Support. PCswith VPN (Virtual Private Networking) software
using PPTP, L2TP and | PSec are transparently supported - no configuration is required.

Wireless Features

Standards Compliant. The Wireless Router complies with the IEEE802.11b (DSSS)
specifications for Wireless LANs.

Speeds to 22Mbps. All speeds up to the 802.11b maximum of 11Mbps are supported, as
well asthe Tl "B+" enhancement which allows 22Mbps between compatible devices.

WEP support. Support for WEP (Wired Equivalent Privacy) isincluded. Key sizes of
64 Bit, 128 Bit and 256 Bit (for T| devices only) are supported.

Access Control. The Access Control feature can ensure that only trusted Wireless
Stations can access your LAN.

Simple Configuration. If the default settings are unsuitable, they can be changed
quickly and easily.

LAN Features

4-Port Switching Hub. The Wireless Router incorporates a 4-port 10/100BaseT switch-
ing hub, making it easy to create or extend your LAN.

DHCP Server Support. Dynamic Host Configuration Protocol provides a dynamic |P
address to PCs and other devices upon request. The Wireless Router can act asa DHCP
Server for deviceson your local LAN and WLAN.

Multi Segment LAN Support. LANSs containing one or more segments are supported,
viathe Wireless Router's RIP (Routing Information Protocol) support and built-in static
routing table.

Configuration & Management

Easy Setup. Use your WEB browser from anywhere on the LAN or WLAN for configu-
ration.

Remote Management. The Wireless Router can be managed from any PC on your
LAN. And, if the Internet connection exists, it can also (optionally) be configured viathe
Internet.

UPNP Support. UPnP (Universal Plug and Play) allows automatic discovery and con-
figuration of the Wireless Router. UPnP is by supported by Windows ME, XP, or later.



Security Features
e Password - protected Configuration. Optiona password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.

e WirelessLAN Security. WEP (Wired Equivalent Privacy) is supported, as well as
Wireless access control to prevent unknown wireless stations from accessing your LAN.

e NAT Protection. Anintrinsic side effect of NAT (Network Address Translation) tech-
nology isthat by allowing all LAN usersto share asingle | P address, the location and
even the existence of each PC is hidden. From the external viewpoint, there is no network,
only asingle device - the Wireless Router.

e Stateful Inspection Firewall. All incoming data packets are monitored and all incom-
ing server requests are filtered, thus protecting your network from malicious attacks from
external sources.

e Protection against DoS attacks. DoS (Denial of Service) attacks can flood your
Internet connection with invalid packets and connection requests, using so much band-
width and so many resources that Internet access becomes unavailable. The Wireless
Router incorporates protection against DoS attacks.

1.2 Package Contents

The following items should be included:

e The Wireless Router Unit

e  Power Adapter

e Quick Installation Guide

e CD-ROM containing the on-line manual.

If any of the above items are damaged or missing, please contact your dealer immediately.



1.3 Physical Details

Front Panel

Status (Red)
LED

Power LED

LAN LEDs

WAN LED

WLAN LED

Figure2: Front Panel

On - Error condition.
Off - Normal operation.
Blinking - This LED blinks during start up.

On - Power on.

Off - No power.

For each port, there are 2 LEDs

e Link/Act
e On - Corresponding LAN (hub) port is active.
e  Off - No active connection on the corresponding LAN (hub) port.

e Flashing - Datais being transmitted or received viathe corre-
sponding LAN (hub) port.

e On - Corresponding LAN (hub) port isusing 100BaseT.

e  Off - Corresponding LAN (hub) port connection isusing
10BaseT, or no active connection.

On - Connection to the Broadband Modem attached to the WAN (Inter-
net) port is established.

Off - No connection to the Broadband Modem.
On - Idle.
Off - Error - No Wireless connection available.

Flashing - Datais being transmitted or received via the Wirel ess access
point. Thisincludes "network traffic" aswell as user data.



Rear Panel

RESET WAN LAN4 LAN3 LANZ LANI POWER

o MWW D

Figure 3: Rear Panel

Reset Button This button has two (2) functions:
e Reboot. When pressed and rel eased, the Wireless Router will
reboot (restart).

e Clear All Data. This button can also be used to clear ALL data
and restore ALL settingsto the factory default values.

To Clear All Data and restore the factory default values:

1. Power Off.

2. Hold the Reset Button down while you Power On.

3. Keep holding the Reset Button for afew seconds, until the RED
LED has flashed TWICE.

4. Releasethe Reset Button. The Wireless Router is how using the

factory default values.
WAN port Connect the DSL or Cable Modem here. If your modem came with a
(10/100BaseT) cable, use the supplied cable. Otherwise, use a standard LAN cable.
10/100BaseT Use standard LAN cables (RJ45 connectors) to connect your PCsto

LAN connections  these ports.

Power port Connect the supplied power adapter here.



2. Installation

This Chapter covers the physical installation of the Wireless Router.

2.1 Requirements

e Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 connectors.
e TCP/IP protocol must be installed on all PCs.

e For Internet Access, an Internet Access account with an ISP, and either of aDSL or Cable
modem (for WAN port usage)

e To usethe Wireless Access Point, all Wireless devices must be compliant with the
|EEE802.11b specifications.

2.2 Procedure

I:‘:';I = :_'.'I'I""I

'1;1:_. Tl 5 "Lkl

Ewshineg Cormechion
Figure 4: Installation Diagram

1. Choose an Installation Site

Select a suitable place on the network to install the Wireless Router.
Ensure the Wireless Router and the DSL/Cable modem are powered OFF.

For best Wireless reception and performance, he Access
Point should be positioned in a central locatio | with mini-
Motel mum obstructions between the Access Point i nd the PCs.

Also, if using multiple Access Points, adjacen Access
Points should use different Channels.



Installation

2. Connect LAN Cables
Use standard LAN cables to connect PCsto the Switching Hub ports on the Wireless
Router. Both 10BaseT and 100BaseT connections can be used simultaneously.

3. Connect WAN Cable
Connect the DSL or Cable modem to the WAN port on the Wireless Router. Use the cable
supplied with your DSL/Cable modem. If no cable was supplied, use a standard cable.

4. Power Up
e Power on the Cable or DSL modem.

Connect the supplied power adapter to the Wireless Router and power up.
Use only the power adapter provided. Using a different one may cause hardware damage

5. Check the LEDs

e The Power LED should be ON.
e The Satus LED should flash, and then turn OFF. If it stays on, there is a hardware error.

e For each LAN (PC) connection, the LAN Link/Act LED should be ON (provided the PC is
also ON.)

e The WAN LED should be ON.
e TheWLAN LED should be ON

For more information, refer to the Front Panel section in Chapter 1.



3. Setup

This Chapter provides Setup details of the Wireless Router.

This chapter describes the setup procedure for:

Internet Access

LAN configuration

Wireless setup

Assigning a Password to protect the configuration data.

PCson your local LAN may also require configuration. For details, see Chapter 4 - PC Con-
figuration.

Other configuration may also be required, depending on which features and functions of the
Wireless Router you wish to use. Use the table below to locate detailed instructions for the
required functions.

To Do this: Refer to:
Configure PCs on your LAN. Chapter 4:

PC Configuration
Check Wireless Router operation and Status. Chapter 5:

Operation and Status
Use any of the following Internet features: Chapter 6:
e Specia Applications Advanced Features

e DMZ

e Virtua Servers

e Dynamic DNS

¢ Remote Management
e Firmware Upgrade

Use any of the following Advanced Configuration Chapter 7
settings: Advanced Configuration

e PC Database
e Options (Backup DNS, TFTP, UPnP, Firewall)
e Routing (RIP and static Routing)

Where use of a certain feature r :quires that
PCs or other LAN devices be cc 1figured, this
Motel is also explained in the relevani chapter.

10



Setup

3.2 Configuration Program

The Wireless Router contains an HTTP server. This enables you to connect to it, and configure
it, using your Web Browser. Your Browser must support JavaScript. The configuration
program has been tested on the following browsers:

e Netscape V4.08 or later
e Internet Explorer V4 or later

Preparation

Before attempting to configure the Wireless Router, please ensure that:

e Your PC can establish a physical connection to the Wireless Router. The PC and the
Wireless Router must be directly connected (using the Hub ports on the Wireless Router)
or on the same LAN segment.

e The Wireless Router must be installed and powered ON.

e |If the Wireless Router's default IP Address (192.168.2.1) is already used by another
device, the other device must be turned OFF until the Wireless Router is allocated a new
IP Address during configuration.

Using UPnP

If your Windows system supports UPnP, an icon for the Wireless Router will appear in the
system tray, notifying you that a new network device has been found, and offering to create a
new desktop shortcut to the newly-discovered device.

e Unlessyou intend to change the IP Address of the Wireless Router, you can accept the
desktop shortcut.

e  Whether you accept the desktop shortcut or not, you can aways find UPnP devicesin My
Network Places (previously called Network Neighborhood).

e Double - click theicon for the Wireless Router (either on the Desktop, or in My Network
Places) to start the configuration. Refer to the following section 3.3 Setup Wizard for de-
tails of the initial configuration process.

Using your Web Browser

To establish a connection from your PC to the Wireless Router:

1. After installing the Wireless Router in your LAN, start your PC. If your PC is aready
running, restart it.

2. Start your WEB browser.

3. Inthe Address box, enter "HTTP://" and the |P Address of the Wireless Router, asin this
example, which uses the Wireless Router's default 1P Address:

HTTP://192.168.2.1

11



If you can't connect

If the Wireless Router does not respond, check the following:

The Wireless Router is properly installed, LAN connectionis JK, anditis
powered ON. Y ou can test the connection by using the "Ping" command:

e  Openthe MS-DOS window or command prompt window

e Enter the command:
ping 192.168.2.1
If no response is received, either the connection is not wc king, or your
PC's IP address is not compatible with the Wireless Routt ‘s |P Address.
(See next item.)

If your PCisusing afixed IP Address, its |P Address must be within the range
192.168.2.2 to 192.168.2.254 to be compatible with the Wirel ss Router's de-
fault IP Address of 192.168.2.1. Also, the Network Mask mus be set to
255.255.255.0. See Chapter 4 - PC Configuration for details « 1 checking your
PC's TCP/IP settings.

Ensure that your PC and the Wireless Router are on the same  etwork seg-
ment. (If you don't have arouter, this must be the case.)

12




Setup

3.3 Setup Wizard

The first time you connect to the Wireless Router, the Setup Wizard will run automatically.
(The Setup Wizard will also run if the Wireless Router's default settings are restored.)

Step through the Wizard until finished.

Y ou need to know the type of Internet connection service used by your 1SP. Check
the data supplied by your ISP.

The common connection types are explained in the tables below.

1

On the fina screen of the Wizard, run the test and check that an Internet connection can be

established.
If the connection test fails:
Check your data, the Cable/DSL modem, and all connections.
Check that you have entered all data correctly.

If using a Cable modem, your | SP may have recorded the MAC (physical) address of
your PC. Run the Wizard, and on the Cable Modem screen, use the "Clone MAC ad-
dress' button to copy the MAC address from your PC to the Wireless Router.

Common Connection Types

Cable Modems

Type Details ISP Data req! ired
Dynamic Your IP Addressis allocated Usually, none.
IP Address automatically, when you However. some |SP's m
connect to your |1SP. . ' Yy
reguire you to use a particular
Hostname, Domain name, or
MAC (physical) address.
Static (Fixed) | Your ISP alocates a perma- IP Address allocated to you.
IP Address nent |P Addressto you. Some ISP's may also require
you to use a particular Host-
name, Domain name, or MAC
(physical) address.
DSL Modems
Type Details ISP Data req! ired
Dynamic Your IP Addressis alocated None.
IP Address automatically, when you
connect to you | SP.
Static (Fixed) | Your ISP allocates a perma- IP Address allocated to you.
IP Address nent |P Address to you.
PPPoOE Y ou connect to the ISP only User name and password.
when required. The IP address
isusually allocated automati-
cally.

13




PPTP

Mainly used in Europe.

Y ou connect to the ISP only
when required. The IP address
isusually allocated automati-
cally, but may be Static
(Fixed).

PPTP Server |P Address.
User name and password.

IP Address allocated to
you, if Static (Fixed).

Other Modems (e.g. Broadband Wireless)

Type Details ISP Datare uired
Dynamic Your IP Addressis allocated None.
IP Address automatically, when you con-

nect to you | SP.
Static (Fixed) | Your ISP alocates apermanent | |P Address allocated to you.
IP Address IP Addressto you.

Big Pond Cable (Australia)

For this connection method, the following datais required:

e User Name
e Password

e BigPond Server IP address

SingTel RAS

For this connection method, the following datais required:

e User Name
e Password
e RASPlan

14




Setup

Home Screen

After finishing the Setup Wizard, you will see the Home screen. When you connect in future,
you will see this screen when you connect. An example screen is shown below.

Wireless Router

device _name_is

Infernet: TP Address: wan_ip
Connzchon: coapechon bype
Wireless: SEI sad type
wWER wep_siates
LAN: IF Address: lzn ip
[HCT Server dhep stabes

Figure5: Home Screen

Navigation & Data Input

e Usethe menu bar on the top of the screen, and the "Back™ button on your Browser, for
navigation.

e Changing to another screen without clicking "Save" does NOT save any changes you may
have made. Y ou must "Save" before changing screens or your data will be ignored.

,@ On each screen, clicking the "Help" bt :ton will
display help for that screen.
Note!

From any help screen, you can access the list of all
help files (help index).

15



3.4 LAN Screen

Use the LAN link on the main menu to reach the LAN screen. The example screen is shown
below.

TCRIP P Address fi=z [1ea [2 i
Subnet hlask [2':5 |_5': [2':5 L
r Start [P Address: | [ | [2
Furash IF Address | | i |"'1
e | Cancal | Help |

Figure6: LAN Screen

Data - LAN Screen
TCP/IP

IP Address | P address for the Wireless Router, as seen from the local LAN. Use
the default value unless the address is already in use or your LAN is
using a different | P address range. In the latter case, enter an unused IP
Address from within the range used by your LAN.

Subnet Mask The default value 255.255.255.0 is standard for small (class"C")
networks. For other networks, use the Subnet Mask for the LAN
segment to which the Wireless Router is attached (the same value as
the PCs on that LAN segment).

DHCP Server e If Enabled, the Wireless Router will allocate IP Addresses to PCs
(DHCP clients) on your LAN when they start up. The default (and
recommended) value is Enabled.

e If you are already using a DHCP Server, this setting must be
Disabled, and the existing DHCP server must be re-configured to
treat the Wireless Router as the default Gateway. See the follow-
ing section for further details.

e The Start IP Addressand Finish IP Addressfields set the values
used by the DHCP server when allocating |P Addresses to DHCP
clients. This range also determines the number of DHCP clients
supported.

See the following section for further details on using DHCP.

Buttons
Save Save the data on screen.
Cancel The "Cancel" button will discard any data you have entered and reload

the file from the Wireless Router.

16



Setup

DHCP

What DHCP Does

A DHCP (Dynamic Host Configuration Protocol) Server allocatesavalid IP addressto a
DHCP Client (PC or device) upon request.

e Theclient request is made when the client device starts up (boots).

e The DHCP Server provides the Gateway and DNS addresses to the client, aswell as
alocating an IP Address.

e TheWireless Router can act asaDHCP server.

e  Windows 95/98/ME and other non-Server versions of Windows will act as a DHCP client.
This isthe default Windows setting for the TCP/IP network protocol. However, Windows
uses the term Obtain an |P Address automatically instead of "DHCP Client".

e Youmust NOT have two (2) or more DHCP Servers on the same LAN segment. (If your
LAN does not have other Routers, this means there must only be one (1) DHCP Server on
your LAN.)

Using the Wireless Router's DHCP Server

Thisis the default setting. The DHCP Server settings are on the LAN screen. On this screen,
you can:
e Enable or Disable the Wireless Router's DHCP Server function.

e Settherange of IP Addresses allocated to PCs by the DHCP Server function.

,@ You can assign Fixed IP Addresses to sor e devices
while using DHCP, provided that the Fixec IP Addresses
Motel are NOT within the range used by the DHC > Server.

Using another DHCP Server

Y ou can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP
Server, rather than the Wireless Router's, the following procedure is required.

1. Disablethe DHCP Server feature in the Wireless Router. This setting is on the LAN
screen.

2. Configure the DHCP Server to provide the Wireless Router's | P Address as the Default
Gateway.

To Configure your PCs to use DHCP
Thisisthe default setting for TCP/IP under Windows 95/98/ME.
See Chapter 4 - Client Configuration for the procedure to check these settings.

17



3.5 Wireless Screen

The Wireless Access Point settings must match the other Wireless stations. To change the
Wireless Router's default settings for the Wireless Access Point feature, use the Wireless link
on the main menu to reach the Wireless screen. An example screen is shown below.

Identification

Options

Bccess Point

Bepulatary Dioman dom=ain

Station Fame: _device nams

SEID (Service Set Tdentfer) |

Chezemel Ma: | 1 "I

data encryphon: Wep_status Configure YWEF |

Allowr LA access by

T ALL Wreless stabons

T Selected Wxeless stations oaly Selec] Stabons |

Llloywr Ivtermet access by

T ALL Wreless stabons

T Selected Wxeless stations oaly Selec] Stabons |

[ sae | Comcel | e

Figure7: Wireless Screen

Data - Wireless Screen

Identification

Regulatory
Domain

Itisillegal to usethisdevice in any location outside of the regulatory
domain.

Station name

Thisisthe same as the "Device Name" for the Wireless Router.

On your PC, some Wireless status screens may display this name as the
name of the Access Point in use.

SSID e If using an ESS (Extended Service Set, with multiple access
(ESSID) points) this D is called an ESSID (Extended Service Set | denti-
fier).
e Tocommunicate, all Wireless stations should use the same
SSID/ESSID.
Options
Channel No. e  Select the Channel you wish to use on your Wireless LAN.

If you experience interference (shown by lost connections and/or
slow data transfers) you may need to experiment with different
channels to see which is the best.

If using multiple Access Points, adjacent Access Points should use
different Channels to reduce interference.

18



Setup

WEP data
encryption

e WEP (Wired Equivaent Privacy) status will display "Enabled" or
"Disabled”, depending on whether WEP is being used. If used,
datais Encrypted before being transmitted, making communica-
tion more secure.

e Click the"Configure WEP" button to access the WEP sub-screen,
and view or change the WEP settings.

Access Point

Allow LAN
access by ...

e All Wireless Stations - All wireless stations can use the access
point to access your LAN.

e Selected Wireless stations only - Only selected wireless stations
access your LAN. To select the required wireless stations, click
the "Select Stations" button.

Allow Internet

e All Wireless Stations - All wireless stations can use the access

access by ... point to access the Internet.

e Selected Wireless stations only - Only selected wireless stations
use the access point to access the Internet. To select the required
wireless stations, click the "Select Stations" button.

Buttons

Configure WEP

Click this button to view the WEP sub-screen. See the following
section for more details.

Select Stations Click this button to select the required PCs.
Save Save the data on screen.
Cancel The "Cancel" button will discard any data you have entered since the
last "Save" operation.
WEP Screen

This screen is accessed by clicking the " Configure WEP" button on the Wireless screen.

19



WEP Data Encryphion: | Dizabled -I
Authenbcaticn Type | I

Eeyinput  © Hex (0~9 and A-F) © ASCI

Default
Key  Keywvalus

i

=1 |-

=

4 =

L ] —i
U I B

i
4

fou
.

Passphrase | |

| Apply I Cancel J

Help | Close |

Figure 8: WEP Screen

Data - WEP Screen

WEP Data Encryption

WEP Data Select the option to match other Wireless Stations:
Encryption e Disabled - datais NOT encrypted before being transmitted.

e 64 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at least the default key. For 64 Bit En-
cryption, the key sizeis 5 chars (ASCII) or 10 charsin HEX (0~9
and A~F).

e 128 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at least the default key. For 128 Bit
Encryption, the key sizeis 13 chars (ASCII) or 26 charsin HEX
(0~9 and A~F).

e 256 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at least the default key. For 256 Bit
Encryption, the key sizeis 29 chars (ASCII) or 58 charsin HEX

(0~9 and A~F).
Authentication Normally, this should be left at the default value of "Automatic”. If
Type changed to "Open System™ or "Shared Key", ensure that your Wireless
Stations use the same setting.
WEP Keys e KeyInput - Select "Hex" or "ASCII" depending on your input
method. (All keys are converted to Hex, ASCII input is only for
convenience.)

o Default Key - select the key you wish to be the default. Transmit-
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Passphrase

ted datais ALWAY S encrypted using the Default Key; the other
Keysare for decryption only.

e Key Value- Enter the key value you wish to use. Other stations
must have the same key.

If desired, you can generate a key from a phrase, instead of entering
the key value directly. Enter the desired phrase, and click the "Gener-
ate Keys' button.
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3.6 Password Screen

The password screen allows you to assign a password to the Wireless Router.

Password The passwrord protects the conBpuration data
Cnce set [recommended), wou will be prompted for the passwrord
when you connect.

Mew password: |*"‘_’*'*
Wenfy password |*"‘_’*'*

Save |Cann:e|| Help |

Figure9: Password Screen

Once you have assigned a password to the Wireless Router (on the Password screen above)
you will be prompted for the password when you connect, as shown below. (If no password
has been set, this dialog will not appear.)

(Lot Notwark Paggwnd __ KIH]
'}Q Plere B poen used e e passond

5iar 13218801
Flagin ool ma pescard

Wb Mo |
B |
[T Sive e parizwesd in pou pacisaond it
L | Coreel

Figure 10: Password Dialog

e Default User Name: admin
Default Password: admin
e Enter the password for the Wireless Router, as set on the Password screen above.
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4.PC Configuration

This Chapter details the PC Configuration required on the local ("Internal")
LAN.

For each PC, the following may need to be configured:
e TCP/IP network settings

e Internet Access configuration

e  Wireless configuration

4.2 Windows Clients

This section describes how to configure Windows clients for Internet access via the Wireless
Router.

Thefirst step isto check the PC's TCP/IP settings.

The Wireless Router uses the TCP/IP network protocol for all functions, so it is essential that
the TCP/IP protocol be installed and configured on each PC.

TCP/IP Settings - Overview

If using the default Wireless Router settings and the default Windows
TCP/IP settings, no changes need to be made.

e By default, the Wireless Router will act as a DHCP Server, automatically providing a
suitable IP Address (and related information) to each PC when the PC boots.

e For al non-Server versions of Windows, the default TCP/IP setting isto act asa DHCP
client.

If using a Fixed (specified) IP address, the following changes are re-
quired:

e The Gateway must be set to the | P address of the Wireless Router
e The DNSshould be set to the address provided by your | SP.

If your LAN has a Router, the LAN Adminis rator must re-
configure the Router itself. Refer to Chapte - 8 - Ad-
MNotel vanced Setup for details.
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Checking TCP/IP Settings - Windows 9x/ME:
1. Select Control Panel - Network. Y ou should see a screen like the following:

Canfiguration | idensficaion | Access Contral |

The fallcring petsrk components are inctalled

(3™ P2tEE L -2 PPCIFast Ethames Sdaptes |
(4~ MSIBE L] =3 DimkUp &l sgiba

(i~ MeEE L] -> Dinklp Adegber 82 VPN Susaar
i TCP{IP - POl Fasi Ethemet Adapier

(4~ TCR{IP -» Dis-Up Adspier

(4~ TCR{IF -» Dig-Uip Adapter #2 [VFH Suppor)
.ﬂ. File and prinkar shering far Maf'ane Mebworks -
4| | ¥

Adidl Hamre Froperias

Figure 11: Network Configuration

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. Y ou should then see a screen like the following.

T CFAIF Properas

Bindings | Advenced | NeEI0S | DNSCondgurstion |
Gaeway | WINS Costguration IF Addre==
#n F sddress can be sulomatically assigned ta this compuber. ¥

wour nedwnirk does nob automaticaly assign IF addesses. sk your
riatwark mdministrsioe far an address, snd tan bpe #in the spaca

e lows.

% Cibdsin an IF sodress suiometicosl b
™ Bpecihy en 1P addnass

Figure 12: IP Address (Win 95)
Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows setting. Using thisisrecommended. By default, the Wireless Router will act asa

DHCP Server.
Restart your PC to ensure it obtains an |P Address from the Wireless Router.

Using "Specify an IP Address"

If your PC isaready configured, check with your network administrator before making the
following changes:
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On the Gateway tab, enter the Wireless Router's | P addressin the New Gateway field and
click Add, as shown below. Your LAN administrator can advise you of the IP Address
they assigned to the Wireless Router.

TCRIF Properies

Bindings | Advenced | MeEI0S | DNS Corfigurstion
Getaway | WINSCosbguesion | P Address

The first galewsny in Fie Insialled Galewen b2t will be the defaull The
addnags andar in the kziwall De the orer m which thege machinas
arg usEd

Merw griawe
[192.168. 0 . 1 | [ aad ]

Irestalled gadeweys:

Figure 13: Gateway Tab (Win 95/98)

On the DNS Configuration tab, ensure Enable DNSis selected. If the DNS Server Search
Order list is empty, enter the DNS address provided by your ISP in the fields beside the
Add button, then click Add.

TCRHIF Propaias

Galewsy | VANS Configuration | IP Address
Brdngs | Adwenced | NeBIOS DMS Configuration

 Djsebe O

&+ Enable DME

Host | Lorreainc |

DS Servar Search Orgar

S E—

| EST

Figure 14: DNS Tab (Win 95/98)
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Checking TCP/IP Settings - Windows NT4.0

1. Sedlect Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Metwork I
Identificatinnl Services Frotocols I.ﬁ.daptersl Eindingsl

Metwark, Protocaols:

T MetBEUI Pratocaol

T MwLink IF /5P Compatible Transport
T NwiLink NetBlOS
L4 TCF/IP Protocal

Add... Bemove Properties... | pdate

D ezcription;

Tranzpart Cantral Pratacol/lntermet Pratacal. The default wide
area netwark protocol that provides communication across
diverse interconnected nebworkz.

k. I Cancel

Figure 15: WindowsNT4.0 - TCP/IP

2. Click the Properties button to see a screen like the one below.

26



PC Configuration

Microzoft TCPAP Properties |

IP Address | DNS | WINS Address | DHCP Relay | Routing |

An IP addresz can be automatically azsigned to this netwark: card
by a DHCP server. [ pour network does not have a DHCP server,
azk pour netwark, administrator far an addrezs, and then tope it in
the zpace below.

Adapter:
PCl Fast Ethemet Adapter j

" [btain an IP address from a DHCR server

— " Specify an |P address

B & dldress: I

Subret i asks I

[erault [Fatewa I

k. Cancel SEpl

Figure 16: WindowsNT4.0 - IP Address

3. Select the network card for your LAN.

4. Select the appropriate radio button - Obtain an IP address froma DHCP Server or Specify
an |P Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using thisisrecommended. By default, the Wireless
Router will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Wireless Router.

Specify an IP Address

If your PC isaready configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the IP address of the Wireless Router. To set this:
e Click the Advanced button on the screen above.

e Onthefollowing screen, click the Add button in the Gateways panel, and enter the
Wireless Router's | P address, as shown in Figure 17 below.

e |f necessary, use the Up button to make the Wireless Router the first entry in the
Gateways list.
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Advanced IP Addresszing E |

Adapter: I PCl Fast Ethernet Adapter J

B 1CP/IP Gateway Address I 3 .

[
Gateway Addrezs: I |
B Cancel |
—_ﬁateways
[
Dgwnll
Add... Ed. Femove. |

[~ Enable PPTP Filtering

Enable Securty
[EartEuTEs.. |
ak I Cancel

Figure 17 - Windows NT4.0 - Add Gateway

2. The DNS should be set to the address provided by your ISP, as follows:
e Click the DNStab.

e Onthe DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your | SP.
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Microzoft TCPAP Properties |

IPAddress DNS | wiNS Address | DHCP Relay | Routing |

Damain Mame Syztem [DMS]

Host Mame: Cramain:

—DMS Service Search Order

(i
[awrd |

aed. | Ed | R |
TCPAIP DNS Server X
DMS Server: o Yot
I Cancel | M

k. I Cancel | Apply

Figure 18: Windows NT4.0 - DNS
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Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

2. Right - click the Local Area Connection icon and select Properties. Y ou should see a
screen like the following:

Local Area Connection Properties E |
General |

Connect using:

I B SMCEZ Card 104100 [SMC12117)

Components checked are uzed by thiz connection:

Client for Microzoft Networks
File and Printer Sharing for Microzaft Wetwork s
L Irternet Protocol (TCRAR]

Ingtall... | Urninztall Froperties

— Dezcription

Tranzmizzion Contral Protocol/|nternet Protocol. The defaul
wide area network, protocal that provides communication
across diverse interconnected networks.

[ Show icon in taskbar when connected

(]:4 | Cancel |

Figure 19: Network Configuration (Win 2000)
3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.
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Internet Pratoool {TCP TP} Properties

l.‘rrmi!
Yeus can gal 1P pellirgs ssngred subamalicaly d pou relvwoll, sugeons

e capabily. Dihersse, pou need 1o stk pour netwock, admirisrston lor
Ihe sppopaste [P sstings

= Obtain an [P addiess sulomatcaly
1 L thas lpligerg IF addsets

" Ot DHE o addess patomaical
7 1lpa 1k followirg DNS serse addieen

Figure 20: TCP/IP Properties (Win 2000)
5. Ensureyour TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows setting. Using thisisrecommended. By default, the Wireless Router will act asa
DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Wireless Router.

Using a fixed IP Address ("Use the following IP Address")

If your PC isaready configured, check with your network administrator before making the
following changes.

e Enter the Wireless Router's | P address in the Default gateway field and click OK. (Y our
LAN administrator can advise you of the IP Address they assigned to the Wireless Router.)

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Checking TCP/IP Settings - Windows XP
1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. Y ou should see a screen
like the following:

& Local forea Connection Properiies

Gereial | g dhestication | Advanced

Coornsct Lising.

B [-Lnk DFE-530T% PCI Fasl Etherst Sdapie e B

| Conigue. |

This cornection Ly the lollowig bems:
L Cherl for Microanll Meteodz
File vl Proben Shsirsg lod Microgoll Nelsodk:
QoS Pachet Schedi
Irbenet Packocol [TCPAP

o
[ soopion
Tiaremeson Corliol PeobocolInlassl Pasddocol The delad

vads siea network protocol that |:-|l:|'."l:|-us CommLrc-ation
acinss diveise misrconnsched

[ SHicay o i notilic stion an=a swhen connechsd

| ok || Cancd |

Figure 21: Network Configuration (Windows XP)
3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.
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Intermet Frofocal [ TCPAE) Properties

Geraal | Abemats Configuestion

oy can get IF weltings sngned sulomalically d poa rebscll, sapioits
Ihes eapalaity, DFsiieesn, ou il b gk pour vk scromd slol [
the appiopisie |F setirgs

(&3 bty ey IF ke sulomalicalk)
(7 Utz Fodoweing I addiess

(=) Olbpbairs (VWS corven addhieer sutomaticals
{1 U o Fodoswng DHS serve sddmsses

Adwancad |

L ok || Cocel |

Figure 22: TCP/IP Properties (Windows XP)
5. Ensureyour TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows setting. Using thisisrecommended. By default, the Wireless Router will act asa
DHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless Router.

Using a fixed IP Address ("Use the following IP Address")
If your PCis already configured, check with your network administrator before making the
following changes.

¢ Inthe Default gateway field, enter the Wireless Router's P address and click OK. Y our
LAN administrator can advise you of the |P Address they assigned to the Wireless Router.

e |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Internet Access

To configure your PCs to use the Wireless Router for Internet access:
e Ensurethat the DSL modem, Cable modem, or other permanent connection is functional.

e Usethefollowing procedure to configure your Browser to access the Internet viathe LAN,
rather than by a Dial-up connection.

For Windows 9x/ME/2000
1. Sdect Start Menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select"l want to set up my Internet connection manually, or | want to connect through a
local area network (LAN)" and click Next.

4. Select "l connect through alocal area network (LAN)" and click Next.

5. Ensureall of the boxes on the following Local area network Internet Configuration screen
are unchecked.

6. Check the "No" option when prompted "Do you want to set up an Internet mail account
now?’

7. Click Finish to close the Internet Connection Wizard.
Setup is now completed.

For Windows XP

Select Sart Menu - Control Panel - Network and I nternet Connections.

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "Location Information™" screen.

Click Next on the "New Connection Wizard" screen.

Select "Connect to the Internet” and click Next.

Select "Set up my connection manually" and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

Click Finish to close the New Connection Wizard.
Setup is now compl eted.

© o N gD RE

Accessing AOL

To access AOL (America On Line) through the Wireless Router, the AOL for Windows soft-
ware must be configured to use TCP/IP network access, rather than a dial-up connection. The
configuration processis as follows:

e  Start the AOL for Windows communication software. Ensure that it isVersion 2.5, 3.0 or
later. This procedure will not work with earlier versions.

e  Click the Setup button.

e  Select Create Location, and change the location name from "New Locality" to "Wireless
Router"”.

e Click Edit Location. Select TCP/IP for the Network field. (L eave the Phone Number
blank.)

e Click Save, then OK.
Configuration is now complete.

e Beforeclicking "Sign On", always ensure that you are using the "Wireless Router" loca-
tion.
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4.3 Macintosh Clients

From your Macintosh, you can access the Internet via the Wireless Router. The procedureis as
follows.

1. Openthe TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Seect Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field
can beleft blank.

4. Closethe TCP/IP panel, saving your settings.

Note:

If using manually assigned | P addresses instead of DHCP, the required changes are:
e Set the Router Addressfield to the Wireless Router's | P Address.
e Ensureyour DNS settings are correct.

4.4 Linux Clients

To access the Internet via the Wireless Router, it is only necessary to set the Wireless Router
asthe "Gateway".

Ensureyou arelogged in as" root" before attempting any changes.

Fixed IP Address

By default, most Unix installations use a fixed |P Address. If you wish to continue using a
fixed |P Address, make the following changes to your configuration.

e  Setyour "Default Gateway" to the IP Address of the Wireless Router.
e Ensure your DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.
1. Start your X Windows client.

2. Select Control Panel - Network

3. Select the "Interface" entry for your Network card. Normally, thiswill be called "ethQ".
4. Click the Edit button, set the "protocol” to "DHCP", and save this data.

5. To apply your changes

e Usethe"Deactivate" and "Activate" buttons, if available.
e OR, restart your system.

4.5 Other Unix Systems

To access the Internet viathe Wireless Router:
e Ensurethe"Gateway" field for your network card is set to the IP Address of the Wireless
Router.

e Ensureyour DNS (Name Server) settings are correct.
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4.6 Wireless Station Configuration

This section appliesto all Wireless stations wishing to use the Wireless Router's Access Point,
regardless of the operating system which is used on the client.

To use the Wireless Access Point in the Wireless Router, each Wireless Station must have
compatible settings, as follows:

Mode The mode must be set to | nfrastructure.

SSID (ESSID) | This must match the value used on the Wireless Router. The default
vaueiswireless

Note! The SSID is case sensitive.

WEP By default, WEP on the Wireless Router is disabled.
e |f WEP remains disabled on the Wireless Router, all stations must
have WEP disabled.

e |f WEPisenabled on the Wireless Router, each station must use the
same settings as the Wireless Router.
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5. Operation and Status

This Chapter details the operation of the Wireless Router and the status
screens.

5.1 Operation

Once both the Wireless Router and the PCs ar e configured, operation is automatic.

However, there are some situations where additional Internet configuration may be required:

e If using Internet-based Communication Applications, it may be necessary to specify
which PC receives an incoming connection. Refer to Chapter 6 - Advanced Features for
further details.

e Applications which use non-standard connections or port numbers may be blocked by the
Wireless Router's built-in firewall. Y ou can define such applications as Special Applica-
tions to allow them to function normally. Refer to Chapter 6 - Advanced Features for
further details.

e  Some non-standard applications may require use of the DMZ feature. Refer to Chapter 6 -
Advanced Features for further details.

5.2 Status Screen

Use the Status link on the main menu to view this screen.

Intermet Commechion Method comnechon methed
Broadband Modem : broadband modem
Internet Connecten rtemel comechon
Internet IFF Address wan_ip

Conneclion Detzls

LAN TP Addess lan_ip
Hetworic Mask lan_moask
DHTP Server: dhrp stains

System Desice Mame: dewic=_name 15

Errmwrare Wersion e wersom

Stpstern Data |

Refresh Screem | Help |

Figure 23: Status Screen
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Data - Status Screen

Internet

Connection Method

This indicates the current connection method, as set in the Setup
Wizard.

Broadband M odem

This shows the connection status of the modem.

Internet Connection

Current connection status:
e Active

e Ide

e Unknown

e Failed

If thereis an error, you can click the "Connection Details" button
to find out more information.

Internet |P Address

This|P Addressis alocated by the ISP (Internet Service Pro-
vider).

" Connection Details"
Button

Click this button to open a sub-window and view a detailed
description of the current connection. Depending on the type of
connection, a"log" may also be available.

LAN

IP Address The IP Address of the Wireless Router.

Network M ask The Network Mask (Subnet Mask) for the |P Address above.

DHCP Server This shows the status of the DHCP Server function - either
"Enabled" or "Disabled".
For additional information about the PCs on your LAN, and the
I P addresses allocated to them, use the PC Database option on
the Advanced menu.

System

Device Name This displays the current name of the Wireless Router.

Firmware Version

The current version of the firmware installed in the Wireless
Router.

" System Data" Clicking this button will open a Window which lists all system
Button details and settings.
Buttons

Connection Details

View the details of the current Internet connection. The sub-
screen displayed will depend on the connection method used. See
the following sections for details of each sub-screen.

System Data

Display al system information in a sub-window.

Refresh Screen

Update the data displayed on screen.
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5.3 Connection Status - PPPoE

If using PPPoE (PPP over Ethernet), a screen like the following example will be displayed
when the "Connection Details" button is clicked.

Connection

Fhwsical Address: dport phadd
IF Address: dport_ip
Metwork Maszk:  dport_mask
FFFoE Link Status: pppoe_link

Connection Log

log_data =l

Clear Los |

Commect and Disconnect bottons shonld only be needed if the setting "Connect
amtornatically, a5 required” is Disabled,

Co:m@:'t| Dismmm|Rﬂfresh|

Help | Close |
Figure 24: PPPoOE Status Screen
Data - PPPoOE

Connection

Physical Address The hardware address of this device, as seen by remote devices
on the Internet. (Thisis different to the hardware address seen by
deviceson thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This
addressis alocated by your ISP (Internet Service Provider).

Network Mask The Network Mask associated with the |P Address above.

PPPOE Link Status Thisindicates whether or not the connection is currently estab-
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lished.

e |f the connection does not exist, the "Connect" button can be
used to establish a connection.

e If the connection currently exists, the "Disconnect” button
can be used to break the connection.

Connection Log

Connection Log

e The Connection Log shows status messages relating to the
existing connection.

e  Themost common messages are listed in the table below.

e The"Clear Log" button will restart the Log, while the Re-
fresh button will update the messages shown on screen.

Buttons

Connect If not connected, establish a connection to your I SP.

Disconnect If connected to your ISP, hang up the connection.

Clear Log Delete all data currently in the Log. Thiswill makeit easier to
read new messages.

Refresh Update the data on screen.

Connection Log Messages

Message

Description

Connect on Demand

Connection attempt has been triggered by the " Connect
automatically, asrequired” setting.

Manual connection

Connection attempt started by the "Connect" button.

Reset physical connection

Preparing line for connection attempt.

Connecting to remote
server

Attempting to connect to the ISP's server.

Remote Server located

ISP's Server has responded to connection attempt.

Start PPP

Attempting to login to | SP's Server and establish a PPP
connection.

PPP up successfully

Ableto login to ISP's Server and establish a PPP connection.

Idle time-out reached

The connection has been idle for the time period specified in
the"Idle Time-out" field. The connection will now be termi-
nated.

Disconnecting

The current connection is being terminated, due to either the
"Idle Time-out" above, or "Disconnect” button being clicked.

Error: Remote Server not
found

ISP's Server did not respond. This could be a Server problem,
or a problem with the link to the Server.

Error: PPP Connection
failed

Unable to establish a PPP connection with the |SP's Server.
This could be alogin problem (name or password) or a Server
problem.
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Error: Connection to The existing connection has been lost. This could be caused

Server lost by a power failure, alink failure, or Server failure.

Error: Invalid or unknown | The datareceived from the | SP's Server could not be proc-

packet type essed. This could be caused by data corruption (from a bad
link), or the Server using a protocol which is not supported by
this device.
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5.4 Connection Status - PPTP

If using PPTP (Peer-to-Peer Tunneling Protocol), a screen like the following example will be
displayed when the "Connection Details" button is clicked.

Connection

Physical Address: dport phadd
[P Address: pptp_ip
Connection Status ppip_status

Connection Log

log_data =]

Clear Log

Connect and Disconnerct bottons should only be needed if the seting "Connect
antornatically, a5 required” 13 Disabled.

Commect Disconnect

Rﬁ:t“resh| Help |Close|

Figure 25: PPTP Status Screen

Data - PPTP

Connection

Physical Address | The hardware address of this device, as seen by remote devices on

the Internet. (Thisis different to the hardware address seen by
deviceson thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
isallocated by your ISP (Internet Service Provider).

PPTP Status Thisindicates whether or not the connection is currently established.

e |f the connection does not exist, the "Connect” button can be
used to establish a connection.

e |f the connection currently exists, the "Disconnect” button can be
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used to break the connection.

Connection Log

Connection Log e The Connection Log shows status messages relating to the
existing connection.

e The"Clear Log" button will restart the Log, while the Refresh
button will update the messages shown on screen.

Buttons

Connect If not connected, establish a connection to your |SP.

Disconnect If connected to your ISP, hang up the connection.

Clear Log Delete al data currently in the Log. Thiswill make it easier to read
new messages.

Refresh Update the data on screen.

5.5 Connection Status - Telstra Big Pond

An example screen is shown below.

Connection

Fhysical address: dport phadd
IF Address: bpa_ip
Connection Status: bpa_status

Connection Log

log_data ~l

Clear Log

Commect and Disconnect battons should only be needed if the seting "Connect
amtornatically, as required” 15 Disahled.

Co:um|Di300mm|

Rﬁi‘resh| Help |Closﬁ|

Figure 26: Telstra Big Pond Status Screen
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Data - Big Pond

Connection

Physical Address

The hardware address of this device, as seen by remote devices.
(Thisis different to the hardware address seen by devices on the
local LAN.)

IP Address

The IP Address of this device, as seen by Internet users. This
addressis allocated by your ISP (Internet Service Provider).

Connection Status

This indicates whether or not the connection is currently estab-
lished.

e |f the connection does not exist, the "Connect” button can be
used to establish a connection.

e |f the connection currently exists, the "Disconnect” button can
be used to break the connection.

e Normally, it is not necessary to use the Connect and Discon-
nect buttons unless the setting " Connect automatically, as
required" is disabled.

Connection Log

Connection Log

e The Connection Log shows status messages relating to the
existing connection.

e The Clear Log button will restart the Log, while the Refresh
button will update the messages shown on screen.

Buttons

Connect If not connected, establish a connection to Telstra Big Pond.

Disconnect If connected to Telstra Big Pond, terminate the connection.

Clear Log Delete all data currently in the Log. Thiswill makeit easier to read
New messages.

Refresh Update the data on screen.

5.6 Connection Details - SingTel RAS

If using the SingTel RAS access method, a screen like the following example will be displayed
when the "Connection Details" button is clicked.



Operation and Status

Internet

EAS Plan

ras_plan

Physical Address: dport_phadd
[F Address: dport_ip
Network Maszk:  dport_mask

Default Gatewaw: dport_ew
DNS IF Address:  dport_dns
DHCF Client: dhep client enable

Data - RAS

Leaze obtained: lease tm
Eemaining lease time: expire_tm

_mEleaze Eefresh

Help | Cloge |

Figure 27: Connection Details- RAS

Internet

RAS Plan

The RAS Plan which is currently used.

Physical Address

The hardware address of this device, as seen by remote devices on
the Internet. (Thisis different to the hardware address seen by
deviceson thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
is allocated by your ISP (Internet Service Provider).
Network Mask The Network Mask associated with the P Address above.

Default Gateway

The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNSIP Address

The IP Address of the Domain Name Server which is currently used.

DHCP Client

Thiswill show "Enabled" or "Disabled", depending on whether or
not this deviceis functioning as a DHCP client.

If "Enabled" the "Remaining lease time" field indicates when the IP
Address alocated by the DHCP Server will expire. The leaseis
automatically renewed on expiry; use the "Renew" button if you wish
to manually renew the lease immediately.

Buttons

Release/Renew

This button is only useful if the |P address shown above is alocated
automatically on connection. (Dynamic | P address). If you have a
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Button will display | Fixed (Static) IP address, this button has no effect.

EITHER e |f the|SP'sDHCP Server has NOT allocated an IP Address for
" Release” the Wireless Router, this button will say "Renew". Clicking the
OR "Renew" button will attempt to re-establish the connection and
" Renew" obtain an IP Address from the ISP's DHCP Server.

e |f anIP Address has been allocated to the Wireless Router (by
the ISP's DHCP Server), this button will say "Release". Clicking
the "Release" button will break the connection and release the IP
Address.

Refresh Update the data shown on screen.
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5.7 Connection Details - Fixed/Dynamic IP Address

If your access method is "Direct" (no login), a screen like the following example will be
displayed when the "Connection Details" button is clicked.

Internet

Fhysical Address: 000c-21-59-1800

P Address:

MNetwork hMask:

Default Gateway:

DNS IF Address:

DHCFP Client: ON
Lease obtained: 0 days,D hrs,0 minutes
Eemaining lease time: O days,0 hrs,D minutes

Eenew Eefiesh

Help | Close |

Figure 28: Connection Details - Fixed/Dynamic | P Address

Data - Fixed/Dynamic IP address

Internet

Physical Address | The hardware address of this device, as seen by remote devices on
the Internet. (Thisis different to the hardware address seen by
deviceson thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
is allocated by your ISP (Internet Service Provider).

Network Mask The Network Mask associated with the P Address above.

Default Gateway The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNSIP Address The IP Address of the Domain Name Server which is currently used.

DHCP Client Thiswill show "Enabled" or "Disabled", depending on whether or

not this deviceis functioning as a DHCP client.

If "Enabled" the "Remaining lease time" field indicates when the IP
Address alocated by the DHCP Server will expire. The leaseis
automatically renewed on expiry; use the "Renew" button if you wish
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to manually renew the lease immediately.

Buttons

Release/Renew

Button will display
EITHER

This button is only useful if the |P address shown above is alocated
automatically on connection. (Dynamic | P address). If you have a
Fixed (Static) | P address, this button has no effect.

e |f thelSP's DHCP Server has NOT allocated an |P Address for

" Release” ! / ! aar

OR the Wireless Router, this button will say "Renew". Clicking the

" Renew" "Renew" button will attempt to re-establish the connection and
obtain an |P Address from the |SP's DHCP Server.

e If anIP Address has been allocated to the Wireless Router (by

the ISP's DHCP Server), this button will say "Release”. Clicking
the "Release” button will break the connection and release the [P
Address.

Refresh Update the data shown on screen.
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6. Advanced Features

This Chapter explains when and how to use the Wireless Router's " Advanced"
Features.

The following advanced features are provided.
e Advanced Internet
e  Communication Applications
e  Special Applications
e DMZ
e URL filter
e  Access Control
¢ Remote Management
e Virtua Servers
e Dynamic DNS
e Firmware Upgrade

6.2 Advanced Menu Screen

This screen provides access to the advanced features. An example screen is shown below.

Spertal Appheations, TRT, TTRT. Fiker

Diefine Infernet @ cess nghis for PCs on poar LAN.
Allow menagement of thes dence wa the Imemet.
Allow Intemet users bo access Seewers oo your LAN

Tse with "Virtual Servers™ bo allow Inbermet users fo conmect o
yoir Servers usinz a JEL mstead of 2n IF address.

The femware c2n be uppraded useg your Web Bocarser

View and mo-dfy the bst of FCs.

Eackp DHE, TFIF Sruoware opgrade, TTEnlP

Frewal and other secorgy-relabed sethngs.

Set system Jog ophons, E-mabng of logs, wew all logs.

Set the MAC (hardware) address for the WAN (Intemet) port

Oy revpared ff wour LAM bas cther Bouters or Gateways.

Figure 29: Advanced Menu
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6.3 Advanced Internet Screen

This screen allows configuration of all advanced features relating to Internet access.
e  Communication Applications

e Specia Applications

e DMZ

e URL filter

An example screen is shown below.

Communication  Seject an Apohicanon [20E -

Applications
Send meomme calls o |EEE2". 2 PC -|

Fawve when frashed, not after each chenge.

Special T an application does net work, you can define # a5 a Special
Applications  Apglicaton

Special Applicafions

DMZI [ Epabl- . usm | Select 3 PC :J
URL Filter g0 Conbgure URL Fitter |
Sae | Cancel | Hep |

Figure 30: Internet Screen

Communication Applications

Most applications are supported transparently by the Wireless Router. But sometimesit is not
clear which PC should receive an incoming connection. This problem could arise with the
Communication Applications listed on this screen.

If this problem arises, you can use this screen to set which PC should receive an incoming
connection, as described below.

Communication Applications

Select an Application | Thislists applications which may generate incoming connections,
where the destination PC (on your local LAN) is unknown.
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Send incoming callsto | Thisliststhe PCson your LAN.

e If necessary, you can add PCs manually, using the "PC
Database" option on the advanced menu.

e For each application listed above, you can choose a destina-
tion PC.

e Thereisno needto"Save" after each change; you can set the
destination PC for each application, then click "Save".

Special Applications

If you use Internet applications which use non-standard connections or port numbers, you may
find that they do not function correctly because they are blocked by the Wireless Router's
firewall. In this case, you can define the application as a " Special Application”.

Special Applications Screen

This screen can be reached by clicking the Soecial Applications button on the Internet screen.

Y ou can then define your Specia Applications. Y ou will need detailed information about the
application; thisis normally available from the supplier of the application.

Also, note that the terms "Incoming" and "Outgoing" on this screen refer to traffic from the
client (PC) viewpoint

Special Applications can only be used by 1 uszer at any time.

Incoming Ports Outgoing Ports
Name Type  Start Finish Type  Start Finish

| TP -] | | TP -] |
| | TCP -] | | | TCP -] |
| [ TCP 8 | | [ T<P 8 | |
| | TCP -] | | TP -] |
| | |
| | |

| TCP -] | TP -] |
| TCP 8 | | T<P 8 |

A
B0 R R B B B

Figure 31: Special Applications Screen
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Data - Special Applications Screen
Use thisto Enable or Disable this Special Application as required.

Checkbox
Name

Incoming
Ports

Outgoing
Ports

Enter a descriptive name to identify this Special Application.

Type - Select the protocol (TCP or UDP) used when you receive data
from the special application or service. (Note: Some applications use
different protocols for outgoing and incoming data).

Start - Enter the beginning of the range of port numbers used by the
application server, for datayou receive. If the application uses asingle
port number, enter it in both the "Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the applica-
tion server, for datayou receive.

Type - Select the protocol (TCP or UDP) used when you send data to
the remote system or service.

Start - Enter the beginning of the range of port numbers used by the
application server, for datayou send to it. If the application uses asin-
gle port number, enter it in both the " Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the applica-
tion server, for datayou send to it. If the application uses a single port
number, enter it in both the "Start" and "Finish" fields.

Using a Special Application

Configure the Special Applications screen as required.

On your PC, use the application normally. Remember that only one (1) PC can use each
Specia application at any time. Also, when 1 PC isfinished using a particular Special Ap-
plication, there may need to be a"Time-out”" before another PC can use the same Special
Application. The "Time-out" period may be up to 3 minutes.

DMz

’@ If an application still cannot func ion correctly,

Note!

try using the "DMZ" feature.

Thisfeature, if enabled, allows one (1) computer on your LAN to be exposed to all users on
the Internet, allowing unrestricted 2-way communication between the "DMZ PC" and other
Internet users or Servers.

This allows almost any application to be used on the "DMZ PC".

The "DMZ PC" will receive al "Unknown" connections and data.

If the DMZ feature is enabled, you must select the PC to be used asthe "DMZ PC".
The DMZ feature can be Enabled and Disabled on the Advanced Internet screen.

2

Note!

The "DMZ PC" is effectively outside the F ‘ewall, mak-
ing it more vulnerable to attacks. For this ‘eason, you
should only enable the DMZ feature when required.
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URL Filter

The URL Filter allows you to block access to undesirable Web site

To use thisfeature, you must define "filter strings'. If the "filter string" appearsin a
requested URL, the request is blocked.

Enabling the URL Filter also affects the Internet Access Log. If Enabled, the "Destination”
field in the log will display the URL. Otherwise, it will display the IP Address.

The URL Filter can be Enabled or Disabled on the Advanced I nternet screen.

URL Filter Screen

Click the "Configure URL Filter" button on the Internet screen to access the URL Filter screen.
An example screen is shown below.

Filter Strings

When enabled, a request is blocked if any of these entries occur in the
requested UEL.

Current Entries

wrarw mo.cormn,
wrarw mo.cormn.

Delete Delete &1

Add Filter Strine: | ﬂ

Filter Strings should be as specific a5 possible,

Help | Close |

Figure 32: URL Filter Screen

Data - URL Filter Screen

Filter Strings

Current Entries | Thislists any existing entries. If you have not entered any values, this

list will be empty.

Add Filter String | To add an entry to thelist, enter it here, and click the "Add" button.

An entry may be a Domain name (e.g. www.trash.com) or simply a
string. (e.g. ads/ )

Any URL which contains ANY entry ANYWHERE in the URL will
be blocked.
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Buttons

Delete/Delete All | Use these buttons to delete the selected entry or all entries, asrequired.
Multiple entries can be selected by holding down the CTRL key while
selecting.(On the Macintosh, hold the SHIFT key while selecting.)

Add Use this to add the current Filter String to the site list.

6.4 Access Control

Thisfeature is accessed by the Access Control link on the Advanced menu.

Overview

The Access Control feature allows administrators to restrict the level of Internet Access avail-
ableto PCs on your LAN. With the default settings, everyone has unrestricted Internet access.

To use this feature:

1. Setthedesired restrictions on the "Default" group. All PCs are in the "Default" group
unless explicitly moved to another group.

2. Setthe desired restrictions on the other groups (" Group 1", "Group 2", "Group 3" and
"Group 4") as needed.

3. Assign PC to the groups as required.

Restrictions are imposed by blocking "Services ', or types of
connections. All common Services are pre-defil ed.
Motel If required, you can also define your own Servic 2s.

Access Control Screen

To view this screen, select the Access Control link on the Advanced menu.
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Group [Default =] Hemhersl

Intermet Arcess  Bestoctions: = -

Black by Schedule: [Mone = Define Schedule |

Servnces Edit Sermcs List |

Select Sermces to Block
Hold CTRL key {on BAC, SHIFT) fo seleci mudbple dems

View Log | ClearLog |
ABATCP:5190) il

BGP(TCP:179)

BOCTP_CLENT{UDF &3]

BOCTP_SERVER{UDPGT)

CU-SEEME(TCPAIDP 7548, 24032)

DNS{TCPAUDP53)

FINGER([TCP:78)

FTP{TCE-20.21) -] Sae | Cancsl| Help

Figure 33: Access Control Screen

Data - Access Control Screen

Group

Group Select the desired Group. The screen will update to display the
settings for the selected Group. Groups are named "Default”,
"Group 1", "Group 2", "Group 3" and "Group 4", and cannot be re-
named.

"Members' Button | Click thisbutton to add or remove members from the current
Group.

o If the current group is "Default”, then members can not be
added or deleted. This group contains PCs not allocated to
any other group.

e Toremove PCsfrom the Default Group, assign them to
another Group.

e Toassign PCsto the Default Group, delete them from the
Group they are currently in.

See the following section for details of the Group Members screen.
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Internet Access

Restrictions Select the desired options for the current group:

e None - Nothing is blocked. Use thisto create the least re-
strictive group.

o Block al Internet access - All traffic viathe WAN port is
blocked. Use thisto create the most restrictive group.

e Block selected Services - Y ou can select which Services
are to block. Use thisto gain fine control over the Internet
access for agroup.

Block by Schedule If Internet accessis being blocked, you can choose to apply the
blocking only during scheduled times. (If accessis not blocked, no
Scheduling is possible, and this setting has no effect.)

Define Schedule Clicking thiswill open a sub-window where you can define or
Button modify the Schedule.
Services Thislistsall defined Services. Select the Services you wish to

block. To select multiple services, hold the CTRL key while
selecting. (On the Macintosh, hold the SHIFT key rather than

CTRL.)

Edit ServicelList If you wish to define additional Services, or manage the Service

Button list, click this button to open the "Services' screen.

Buttons

Members Click this button to add or remove members from the current
Group.

If the current group is "Default", then members can not be added or
deleted. This group contains PCs not allocated to any other group.
See the following section for details of the Group Members screen.

Define Schedule Click thisto open a sub-window where you can define or modify
the Schedule.

Edit ServicelList If you wish to define additional Services, or manage the Service
list, click this button to open the "Services' screen.

Save Save the data on screen.

Cancel Reverse any changes made since the last "Save".

View Log Click thisto open a sub-window where you can view the "Access
Control" log. Thislog shows attempted I nternet accesses which
have been blocked by the Access Control feature.

Clear Log Click thisto clear and restart the "Access Control" log, making new

entries easier to read.

Group Members Screen

This screen is displayed when the Member s button on the Access Control screen is clicked.
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Group: Group L

KMembers (PCs) Cither FCs

Dl > bemmeerver 192168, 100L102 PWILARN)
4| mserver 152,163, 100102 {LAKD

< fddl |

o |
Figure 34: Group Members

Use this screen to add or remove members (PCs) from the current group.
e The"Del >>" button will remove the selected PC (in the Members list) from the current

group.
e The"<< Add" button will add the selected PC (in the Other PCslist) to the current group.

,@ PCs not assigned to any group wil be in the
"Default" group.
Motel PCs deleted from any other Group will be added

to the "Default" group.
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Default Schedule Screen

This screen is displayed when the Define Schedule button on the Access Control screenis
clicked.

This schedule can be (optionally) applied to any Access Control Group.
Blocking will be performed during the scheduled time (between the " Start" and "Finish"

times.)

Two (2) separate sessions or periods can be defined.
Times must be entered using a 24 hr clock.
If the time for a particular day is blank, no action will be performed.

Usze

24 hour clock,  On all day: 00:00 to 24:00
Off all day: all fields blank

Day Session 1 Session 2

Start Finish Start  Finish
Monday | o7 Joo [ oo ([ [
Tuesday | 07 Joo [ oo ([ [ [
Wednesday | |07 oo [i8 oo ([ f [ o
Thusday |07 o0 [i8 oo (] f [ o
Friday 07 oo oo ([ [
sawday [ o [ [ [
Sunday g

Save | Came1|
Help |Close|

Figure 35: Default Schedule Screen

Data - Default Schedule Screen

Day Each day of the week can scheduled independently.

Session 1 Two (2) separate sessions or periods can be defined. Session 2 can be
Session 2 left blank if not required.

Start Time Enter the start using a 24 hr clock.

Finish Time Enter the finish time using a 24 hr clock.
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Services Screen

This screen is displayed when the Edit Service List button on the Access Control screenis

clicked.

Avwvailable Services

Any(TCP) i‘
Any(UDF)

AT 5190

BGR(TCE:170
BOOTF_CLIENT{UDF-£8)
BOOTF_SEEVEE(LUDEEY) [~

Delete

Add New Service

Mame: |

Twpe: TCF -
start Fort: |7 {TCF or UDE)
Finish Port: |7 (TCF o UDE)
[ICMF Tvpe: |_ (0,255
o

Help | Close |

Figure 36: Access Control - Services

Data - Services Screen

Available Services

Available Services

Thislists all the available services.

"Delete" button

Use this to delete any Service you have added. Pre-defined Services
can not be deleted.

Add New Service

Name Enter a descriptive name to identify this service.

Type Select the protocol (TCP, UDP, ICMP) used to the remote system or
service.

Start Port For TCP and UDP Services, enter the beginning of the range of port

numbers used by the service. If the service uses a single port number,
enter it in both the "Start" and "Finish" fields.
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Finish Port For TCP and UDP Services, enter the end of the range of port num-
bers used by the service. If the service uses a single port number,
enter it in both the "Start" and "Finish" fields.

ICMP Type For ICMP Services, enter the type number of the required service.

Buttons

Delete Delete the selected service from the list.

Save Add anew entry to the Service list, using the data shown in the "Add
New Service" area on screen.

Cancel Clear the" Add New Service" area, ready for entering data for a new

Service.

Access Control Log

To check the operation of the Access Control feature, an Access Control Log is provided.
Click the View Log button on the Access Control screen to view thislog.

Thislog shows attempted Internet accesses which have been blocked by the Access Control

function.

Data shown in thislog is asfollows:

Date/Time

Name

Source | P address

MAC address

Destination

Date and Time of the attempted access.

If known, the name of the PC whose access was blocked. This
name is taken from the Network Clients database

The IP Address of the PC or device whose access request was
blocked

The hardware or physical address of the PC or device whose access
request was blocked

The destination URL or |P address
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6.5 Remote Management

This feature allows you to manage the Wireless Router viathe Internet.

Remote
Management

If enabled, this dewice can be admirestered ma the Intemet, using
your Web Browsser. See help for details of the "Post Flumber”.

[T Enpable Eemcte Managemeni

FPort Hanber: |

Current TP Address to connect to this dewics: dport_ip

Save |Eance|| Help I

Figure 37: Remote M anagement Screen

Data - Remote Management Screen

Remote Management

Enable Remote

Enable to allow management via the Internet. If Disabled, this device

M anagement will ignore management connection attempts from the Internet.

Port Number Enter a port number between 1024 and 65535 (8080 is recom-
mended). This port number must be specified when you connect (see
below).

Note: The default port number for HTTP (Web) connectionsis port
80, but using port 80 here will prevent the use of aWeb "Virtual
Server" on your LAN. (See Advanced Internet - Virtual Servers)
Current IP Ad- Y ou must use this IP Address to connect (see below).
dress

ThisIP Addressis alocated by your ISP. But if using a Dynamic IP
Address, this value can change each time you connect to your 1SP.
So it is better if your ISP allocates you a Fixed IP Address.

To connect from a remote PC via the Internet
1. Ensureyour Internet connection is established, and start your Web Browser.

2. Inthe"Address' bar, enter "HTTP://" followed by the Internet IP Address of the Wireless
Router. If the port number is not 80, the port number is also required. (After the IP Ad-
dress, enter ":" followed by the port number.)

eg.

HTTP://123.123.123.123:8080
This example assumes the WAN IP Addressis 123.123.123.123, and the port number is 8080.
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6.6 Virtual Servers

This feature allows you to make Servers on your LAN accessible to Internet users. Normally,
Internet users would not be able to access a server on your LAN because:

e Your Server does not have avalid external |P Address.
e Attemptsto connect to devices on your LAN are blocked by the firewall in this device.

The"Virtual Server" feature solves these problems and allows Internet users to connect to your
servers, asillustrated below.

=
=
U
192.168.0.1
(LAN IP Address)
Wireless
e
(192.168.0.10) 203.70.212.52 (192.168.0.20)
(Internet IP Address)

Internet
Remote PC Remote PC
Using Web Server Using FTP Server
(http://203.70.212.52) (ftp://203.70.212.52)

Figure 38: Virtual Servers

IP Address seen by Internet Users

Note that, in thisillustration, both Internet users are connecting to the same IP Address, but
using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address.
This IP Address is allocated by your ISP.

This address should be static, rather than dynamic, to make it easier for Internet usersto
connect to your Servers.

However, you can use the DDNS (Dynamic DNS) feature to allow users to connect to your
Virtual Serversusing aURL, instead of an IP Address.
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Virtual Servers Screen

The Virtual Servers screen isreached by the Virtual Serverslink on the Advanced screen. An
example screen is shown below.

Servers
Defaulis |
Disable &l |
Delete I
Properties [ Enable |
PC (Server) |Select a PC -l
Protocol TCH -

Intermal Port B | E=ternal Port Ho. |
Clear Fommn |

Update Selected Semer | Add as new Serer |

Help I

Figure 39: Virtual Servers Screen

This screen lists a number of pre-defined Servers, and allows you to define your own Servers.
Details of the selected Server are shown in the "Properties’ area.

Data - Virtual Servers Screen

Servers

Servers Thislists anumber of pre-defined Servers, plus any Serversyou
have defined. Details of the selected Server are shown in the
"Properties’ area.

Properties

Enable Use this to Enable or Disable support for this Server, as required.
e If Enabled, any incoming connections will be forwarded to the

selected PC.

o If Disabled, any incoming connection attempts will be blocked.

PC (Server) Select the PC for this Server. The PC must be running the appro-
priate Server software.

Protocol Select the protocol (TCP or UDP) used by the Server.
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Internal Port No. Enter the port number which the Server software is configured to
use.
External Port No. The port number used by Internet users when connecting to the

Server. Thisis normally the same as the Internal Port Number. If it
is different, this device will perform a"mapping" or "tranglation”
function, allowing the server to use one port address, while clients
use a different port address.

Buttons

Defaults Thiswill delete any Serversyou have defined, and set the pre-
defined Serversto use their default port numbers.

Disable All Thiswill cause the "Enable" setting of all Virtual Serversto be set
OFF.

Update Selected Update the current Virtual Server entry, using the data shown in the

Server "Properties’ area on screen.

Add as new Server Add anew entry to the Virtual Server list, using the data shown in
the "Properties' area on screen. The entry selected in thelistis
ignored, and has no effect.

Delete Delete the current Virtual Server entry. Note that the pre-defined
Servers can not be deleted. Only Servers you have defined yourself
can be deleted.

Clear Form Clear al datafrom the "Properties' area, ready for input of a new

Virtual Server entry.

g For each entry, the PC must b running the
appropriate Server software.
Motel

Defining your own Virtual Servers

If the type of Server you wish to useis not listed on the Virtual Servers screen, you can define
and manage your own Servers:

Click "Clear Form"

Enter the required data, as described above.
Click "Add".

The new Server will now appear in thelist.

Select the desired Server from the list

Make any desired changes (for example, change the
Enable/Disable setting).

3. Click "Update" to save changes to the selected Server.

Createa new Server:

Modify (Edit) a Server:

NP A~AwWDPE

Deletea Server: 1. Select the entry from thelist.
2. Click "Delete".

Note: You can only delete Servers you have defined. Pre-
defined Server cannot be deleted.
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From the Internet, ALL Virtual Serve s have the IP
Address allocated by your ISP.

Notel

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use
the Internet |P Address (the |P Address allocated to you by your ISP).

eg.
http://203.70.212.52

ftp://203.70.212_52
It is more convenient if you are using a Fixed |P Address from your ISP, rather than Dynamic.

However, you can use the Dynamic DNSfeature, described in the following section, to allow
users to connect to your Virtual Serversusing a URL, rather than an IP Address.

6.7 Dynamic DNS (Domain Name Server

Thisfree serviceis very useful when combined with the Virtual Server feature. It allows
Internet users to connect to your Virtual Serversusing a URL, rather than an IP Address.

This also solves the problem of having adynamic |P address. With a dynamic | P address, your
I P address may change whenever you connect, which makes it difficult to connect to you.
The Service works as follows:

1. You must register for the service at http://www.dyndns.org (Registration is free). Y our
password will be E-mailed to you.

2. After registration, use the "Create New Host" option (at www.dyndns.org) to request your
desired Domain name.

3. Enter your data from www.dyndns.org in the Wireless Router's DDNS screen.

4. The Wireless Router will then automatically ensure that your current IP Addressis re-
corded at http://www.dyndns.org

5. Fromthe Internet, users will be able to connect to your Virtual Servers (or DMZ PC)
using your Domain name, as shown on this screen.
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Dynamic DNS Screen

Select Advanced on the main menu, then Dynamic DNS, to see a screen like the following:

DDNS Service Drymanmc DS allowrs you to prownde Intemet users with a domain
name (mstead of an [P Address) ko access your Veral Servers.

Begmsier for thos FEEE serwice at

DDMS Drata User neme 15 sef when yoa regester, your passeond 5 E-mailed to wou

ser Wamne: |

Pacsword: |

Drornain Mame | |dwndns Jora

Duomesn name elloceted to woa by wew dymdns org

DDHE Status:  ddns_messags

Sawve | Dan:dl Help

Figure 40: DDNS Screen

Data - Dynamic DNS Screen

DDNS Service

DDNS Service e You must sign up first to create a new account before using the
service. The serviceisfree.

e  Click thislink to connect to the www.dyndns.org Web site.

e Your initial password will be E-mailed to you; you can change
this later if you wish.

o  After registration, use the "Create New Host" link (on the
www.dyndns.org Web site) to request adomain name.

DDNS Data

User Name Enter the "User name" specified at the www.dyndns.org Web site
when you registered.

Password Enter your current password for www.dyndns.org

Domain Name e Enter your domain name, as allocated at www.dyndns.org.
e Thename should consist only of Ietters and the hyphen (dash).

Using any other characters may cause problems..
DDNS Status This message is returned by the DDNS Server at www.dyndns.org

o Normally, this message should be "Update successful" (current
| P address was updated on the www.dyndns.org server).

o |f themessageis"No host", thisindicates the host name entered
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was not allocated to you. Y ou need to connect to
www.dyndns.org and correct this problem.

6.8 Upgrade Firmware

The firmware (software) in the Wireless Router can be upgraded using your Web Browser.

Y ou must first download the upgrade file, and then select Upgrade on the Advanced menu.
Y ou will see a screen like the following.

The upgrade firmerare fi= needs to be downloaded and stored on your PO

Wireless Router Password |
Upegrade File: | =L |

Siart Upgrade | Eancell Help I

Figure 41: Upgrade Firmware Screen

To perform the Firmware Upgrade:

1. Click the "Browse" button and navigate to the location of the upgradefile.
2. Select the upgrade file. Its name will appear in the Upgrade File field.
3. Click the"Start Upgrade" button to commence the firmware upgrade.

g The Wireless Router is unavailable dur ng the up-
grade process, and must restart when he upgrade is
Motel completed. Any connections to or thro igh the Wire-
less Router will be lost.
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This Chapter explains the settings available via the Advanced configuration
section of the " Advanced” menu.

Normally, it is not necessary to use these screens, or change any settings. These screens and
settings are provided to deal with non-standard situations, or to provide additional options for

advanced users.

The settings available are:

PC Database

Options

Security
Logs
MAC Address

Routing

Thisisthelist of PCs shown when you select the"DMZ PC" or a"Vir-
tual Server". This database is maintained automatically, but you can add
and delete entries for PCs which use a Fixed (Static) IP Address.

Various options, such as backup DNS, UPnP, and enable TFTP firm-
ware upgrade option.

Firewall and other security-related settings.
View or clear all logs, set E-Mailing of log files.

Set the MAC (hardware) address used on the Internet (WAN port)
interface. Thisisrequired only if your ISP has recorded the MAC
(hardware) address you should use.

Only required if your LAN has other Routers or Gateways.

68



Advanced Configuration

7.2 PC Database

The PC Database is used whenever you need to select a PC (e.g. for the "DMZ" PC). It elimi-
nates the need to enter |P addresses. Also, you do not need to use fixed | P addresses on your
LAN.

PC Database Screen

An example PC Database screen is shown below.

are atomatcally added and updated
I ot histed, try restarting the PO

FCsusmga czm be added and deleted below

Enomm PCs
cmal (192.168.0.2) WLAN =
brian (192 158.0.3) WLAN Mame: |
lee (192.163.0.3) WLAN <
longnametella (132 163.0.23) WLAN IP Address: | || 1]
longnamsdzlla22 (192 168 0024] WLAN
brian (192 188.0.3) WLAN - |

Dielete |
Refresh |

Generate Repor |

Advanced Administration Help |

Figure 42: PC Database

e PCswhich are "DHCP Clients' are automatically added to the database, and updated as
required.

e By default, non-Server versions of Windows act as"DHCP Clients'; this setting is called
"Obtain an IP Address automaticaly".

e The Wireless Router uses the "Hardware Address' to identify each PC, not the name or IP
address. The "Hardware Address' can only change if you change the PC's network card or
adapter.

e Thissystem means you do NOT need to use Fixed (static) | P addresses on your LAN.
However, you can add PCs using Fixed (static) |P Addresses to the PC database if re-
quired.
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Data - PC Database Screen

Known PCs Thislistsal current entries. Data displayed is name (IP Address) type.
The "type" indicates whether the PC is connected to the LAN.

Name If adding anew PC to the list, enter its name here. It isbest if this
matches the PC's "hostname”.

IP Address Enter the P Address of the PC. The PC will be sent a"ping" to deter-
mine its hardware address. |f the PC is not available (not connected, or
not powered On) you will not be able to add it.

Buttons

Add Thiswill add the new PC to the list. The PC will be sent a"ping" to
determine its hardware address. If the PC is not available (not con-
nected, or not powered On) you will not be able to add it.

Delete Delete the selected PC from the list. This should be donein 2 situa-
tions:

e The PC has been removed from your LAN.
e Theentry isincorrect.

Refresh Update the data on screen.

Generate Report | Display aread-only list showing full details of al entriesin the PC
database.

Advanced View the Advanced version of the PC database screen. See below for

Administration

details.
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PC Database (Admin)

This screen is displayed if the "Advanced Administration" button on the PC Databaseis
clicked. It provides more control than the standard PC Database screen.

Ay PIC may be added, edied or delebed T addng a PC which = not ceamected and On, wou
oust provrde the ST (hardware) address
Encam PCs

emrol (152 168.0.2) WLAN -

bnam [192.163.0.3) WLAN

l2e (192 16610.3) WLAN

longnamefzlia (152 168.0.35) WLAM

longnamelfzal=22 (192 166 10.24] WLAN

brian (152 163.0.3) WLAN |

Edi | Delete |

PC Properties

Hame: |

IP Address: O Automahc (DHCPF Chent)
¢ DHCE Chent - reserved [P address: | L 1] | |
¢ Fred TP address (set on PO | | I |

BIAC Address: ©  Automatic discovery (PC must be available on LA
= WAC address is

AddasMewEntry | Update Selected PC | ClearFom |

Rei'Eshl Generate Report I Siandand Scresn I Help |

Figure 43: PC Database (Admin)

Data - PC Database ( Admin) Screen

Known PCs Thislistsall current entries. Data displayed is name (IP Address) type.
The "type" indicates whether the PC is connected to the LAN.

PC Properties

Name If adding anew PC to the list, enter its name here. It is best if this
matches the PC's "hostname'.
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IP Address

Select the appropriate option:

Automatic - The PCis set to be a DHCP client (Windows:. "Ob-
tain an |P address automatically"). The Wireless Router will
allocate an | P address to this PC when requested to do so. The IP
address could change, but normally won't.

DCHP Client - Reserved | P Address - Select thisif the PC is set
to be a DCHP client, and you wish to guarantee that the Wireless
Router will always allocate the same | P Address to this PC.

Enter the required | P address. Only the last field is required; the
other fields must match the Wireless Router's | P address.

Fixed IP Address - Select thisif the PC isusing a Fixed (Static)
I P address. Enter the IP address allocated to the PC. (The PC must
be configured to use this IP address.)

MAC Address

Select the appropriate option

Automatic discovery - Select thisto have the Wireless Router
contact the PC and find its MAC address. Thisis only possible if
the PC is connected to the LAN and powered On.

MAC is- Enter the MAC address on the PC. The MAC addressis
also called the "Hardware Address’, "Physical Address", or "Net-

work Adapter Address'. The Wireless Router uses this to provide
aunique identifier for each PC. Because of this, the MAC address
can NOT be left blank.

Buttons

Add as New
Entry

Add anew PC to thelist, using the data in the "Properties’ box.

If "Automatic discovery" (for MAC address) is selected, the PC will be
sent a"ping" to determine its hardware address. Thiswill fail unless
the PC is connected to the LAN, and powered on.

Update Selected
PC

Update (modify) the selected PC, using the datain the "Properties’

box.

Clear Form

Clear the "Properties’ box, ready for entering data for a new PC.

Refresh

Update the data on screen.

Generate Report

Display aread-only list showing full details of al entriesin the PC
database.

Standard Screen

Click thisto view the standard "PC Database" screen.
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7.3 Options

This screen allows advanced users to enter or change a number of settings. For normal opera-
tion, thereis no need to use this screen or change any settings.

An example Options screen is shown below.

Backup DITS Backup TS (1) TP Address: | 1 | ]

Backup DIHS (2) IP Address: | | 1 |

These ONS (Diomen Heme Serrers) are used only if the peaimesy DS is
unavelable.

TFTP [ Ensblz Firaware Tpgrads usmg TETP

UPnF [ Epable UPnP Serwces
[ Allew confipuration changes through TTEoP
[T Allosw Intermet access to be disabled

MTU 3T (fMamemom Transmissicn Tnit): | (1. 15007 bytes
This setiing ooty afects PPPoE and FPTF connections

Save | Cancel | Help

Figure 44: Options Screen

Data - Options Screen

Backup DNS
IP Address Enter the IP Address of the DNS (Domain Name Servers) here. These
DNS will be used only if the primary DNSis unavailable.
TFTP
Enable Firm- e If enabled, TFTP (Trivial FTP) can be used to upgrade the firm-
ware Upgrade warein this device. Thisis normally not required; a Windows
using TETP utility is available for this purpose.
e You must obtain the firmware upgrade file first; instructions for
using TFTP will be available with the upgrade.
UPnP
Enable UPNP e UPnP (Universal Plug and Play) allows automatic discovery and
Services configuration of equipment attached to your LAN. UPnPis by
supported by Windows ME, XP, or later.
e |If Enabled, this device will be visible via UPnP.
e If Disabled, this device will not be visible via UPnP.
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Allow Configu- o If checked, then UPnP users can change the configuration.

ration... o If Disabled, UPnP users can only view the configuration. But
currently, this restriction only applies to users running Windows
XP, who access the Properties via UPnP. (e.g. Right - click the
Wireless Router in My Network Places, and select Properties)

Allow Internet e |f checked, then UPnP users can disable Internet access viathis

accessto be device.

disabled o If Disabled, UPnP users can NOT disable Internet access viathis
device. But currently, this restriction only applies to users running
Windows XP, who access the Properties via UPnP. (e.g. Right -
click the Wireless Router in My Network Places, and select Prop-
erties)

MTU

MTU size MTU (Maximum Transmission Unit) value should only be changed if

advised to do so by Technical Support.
e Enter avalue between 1 and 1500.

e Thisdevicewill still auto-negotiate with the remote server, to set
the MTU size. The smaller of the 2 values (auto-negotiated, or en-
tered here) will be used.

e  For direct connections (not PPPoE or PPTP), the MTU used is
always 1500.
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7.4 Security

This screen alows you to set Firewall and other security-related options.

Firewall [ Enable DoS (Dental of Service) Firewal
Threshold € High (WAN bandwidth > 2 Mbps)
€ Medum (WAN bandwidth 1 - 2 Mbps)
C Lawr [WAHN bandwidth < 1 Mbps)

[f Enabled (recommended), mralid packets enud connections are doopped.
The "Threshold® affects invabd corme rivons oaby.

Options ™ Bespond to ICKE (pmg) on WAM interface
[ Allew IPzec
C Allyw PETP
T Allow L2TE

Save | Cancel | Help

Figure 45: Security Screen

Data - Security Screen

Firewall

Enable DoS If enabled, DoS (Denial of Service) attacks will be detected and
Firewall blocked. The default is enabled. It is strongly recommended that this
setting be left enabled.

Note:

e A DoS attack does not attempt to steal data or damage your PCs,
but overloads your Internet connection so you can not useiit - the
service is unavailable.

e Thisdevice uses "Stateful Inspection” technology. This system can
detect situations where individual TCP/IP packets are valid, but
collectively they become a DoS attack.

Threshold This setting affects the number of "half-open” connections allowed.

e A "half-open" connection arises when aremote client contacts the
Server with a connection request, but then does not reply to the
Server's response.

e While the optimum number of "half-open™ connections allowed
(the "Threshold") depends on many factors, the most important
factor isthe available bandwidth of your Internet connection.

e  Select the setting to match the bandwidth of your Internet connec-
tion.
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Options

Respond to
ICMP

The ICMP protocol is used by the "ping" and "traceroute” programs,
and by network monitoring and diagnostic programs.

o If checked, the Wireless Router will repond to ICMP packets
received from the Internet.

e If not checked, ICMP packets from the Internet will be ignored.
Disabling this option provides a dlight increase in security.

Allow | Psec

The IPSec protocoal is used to establish a secure connection, and is
widely used by VPN (Virtual Private Networking) programs.

e |f checked, IPSec connections are allowed.
e |f not checked, |PSec connections are blocked.

Allow PPTP

PPTP (Point to Point Tunneling Protocol) iswidely used by VPN
(Virtual Private Networking) programs.

e |f checked, PPTP connections are allowed.
e |f not checked, PPTP connections are blocked.

Allow L2TP

L2TPisaprotocol developed by Cisco for VPNs (Virtual Private
Networks).

e |f checked, L2TP connections are allowed.
e |f not checked, L2TP connections are blocked.
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7.5 Logs

The Logs record various types of activity on the Wireless Router. This datais useful for

troubleshooting, but enabling all logs will generate alarge amount of data and adversely affect
performance.

Since only alimited amount of log data can be stored in the Wireless Router, log data can also
be E-mailed to your PC.

Enable Logs

™ Ctgeing (Intemet) connechons Wiew Log | Clear Log |
T Access Conirol Wiew Log | Clear Log |
™ Dol (Demal or Sermce) attacks e Log | Clear Log |
Tenzzone: | (GT-12-00) Eniwet ok Kwajalein j

E-Mail Reports ™ Send E-mail alert momediately when attacked

E-manl Logs: [ Cormection Log
™ Access Contral Log
Send: © When log is Gl

i |El.l3r5,' Day ﬂath _JlE”'ﬂ

E-Mail Address  Eped address

Suhject |_|:g report

SMTP Server: Bddress |
1P a-i:l:ess:l |

Post M |E [Drefault: 25)

Save |Eance|| Help I

Figure 46: L ogs Screen

Data - Logs Screen

Enable Logs

Outgoing Connec- If selected, Outgoing Internet connections are logged. Normally,

tions the (Internet) "Destination™ will be shown as an IP address. But if
the "URL Filter" is enabled, the "Destination” will be shown asa
URL.

Access Control If enabled, the log will include attempted outgoing connections
which have been blocked by the "Access Control" feature.

DoS Attacks If enabled, thislog will show details of DoS (Denial of Service)
attacks which have been blocked by the built-in Firewall.

77



Wireless Router User Guide

Timezone

Select the correct Timezone for your location. Thisis required for
the date/time shown on the logs to be correct.

E-Mail Reports

Send E-mail alert

If enabled, an E-mail will be sent immediately if aDoS (Denial of
Service) attack is detected. If enabled, the E-mail address infor-
mation must be provided.

E-mail Logs Y ou can choose to have the logs E-mailed to you, by enabling
either or both checkboxes. If enabled, the Log will sent to the
specified E-mail address. Theinterval between E-mailsis deter-
mined by the "Send" setting.

Send Select the desired option for sending the log by E-mail.

e When logisfull - Thetimeisnot fixed. Thelog will be sent
when the log is full, which will depend on the volume of traf-
fic.

e Everyday, Every Monday ... - Thelog issent on the
interval specified.

o |f"Every day" isselected, thelogis sent at the time
specified.

o If theday is specified, thelog is sent once per week, on
the specified day.

e Select thetime of day you wish the E-mail to be sent.

o |If thelog isfull before the time specified to send it, it
will be sent regardless.

E-Mail Address

E-mail Address

Enter the E-mail addressthe Log isto be sent to. The E-mail will
also show this address as the Sender's address.

Subj ect Enter the text string to be shown in the "Subject" field for the E-
mail.

SMTP Server Enter the address or | P address of the SMTP (Simple Mail Trans-
port Protocol) Server you use for outgoing E-mail.

Port No. Enter the port number used to connect to the SMTP Server. The

default value is 25.
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7.6 MAC Address

The MAC (hardware) addressis alow-level network identifier. It may be called "MAC Ad-
dress', "Hardware Address’, or "Physical Address'. On a PC, this addressis associated with
the Network card or adapter. The address on the MAC Address screen is the address on the
Internet (WAN port) interface, and has no effect on the LAN interface.

e If your ISP asksfor the "Network Adapter Address’, "Physical Address’, "Hardware
Address’, or "MAC Address' for the PC the DSL/Cable modem is connected to, provide
thisvaue.

e If your ISP has already recorded a MAC address, you can change the address used by the
Wireless Router to match the address recorded by your I1SP.

MAC Address Screen

Select MAC Address from the Advanced menu to reach a screen like the example below.

MAC Address Thos set the RLAC address (also called hesdware or physecal address) used
on the WAN pord (Iniemet tnderface). It is only necessery to chenge this i
wour ISP expecis you to wuse a partioular BIAC sddress

WAC Address: [17345670012 Diefault ] Copy fram PC_ |

Sawe | Cancel | Help |

Figure47: MAC address Screen

Data - MAC address Screen

MAC (hardware) | Thecurrent MAC (hardware) addressis displayed.

Address
If your | SP has recorded a Hardware Address, you can "spoof" that

address by entering it in the address field. The hardware address
consists of 12 characters, where each character isadigit (0..9) or a
character between A and F.

Buttons

Default Inserts the default MAC addressinto the MAC address field. Y ou
must click "Save" to actually change the address used.

Copy from PC Inserts the MAC address from your PC into the MAC addressfield.
You must click "Save" to actually change the address used.

Save Save your changes to the Wireless Router.

Cancel Reverse any changes made since the last "Save".
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’@ If the MAC address is changed, th¢ Wireless
Router must restart.

Note!

7.7 Routing

Overview
e If you don't have other Routers or Gateways on your LAN, you can ignore the "Routing"
page completely.

o |f the Wireless Router is only acting as a Gateway for the local LAN segment, ignore the
"Routing" page even if your LAN has other Routers.

e |f your LAN has a standard Router (e.g. Cisco) on your LAN, and the Wireless Router is
to act as a Gateway for all LAN segments, enable RIP (Routing Information Protocol) and
ignore the Static Routing table.

e If your LAN has other Gateways and Routers, and you wish to control which LAN seg-
ments use each Gateway, do NOT enable RIP (Routing Information Protocol). Configure
the Static Routing table instead. (Y ou also need to configure the other Routers.)

e |If using Windows 2000 Data center Server as a software Router, enable RIP on the Wire-
less Router, and ensure the following Windows 2000 settings are correct:

e  Open Routing and Remote Access

e Intheconsoletree, select Routing and Remote Access, [ server name], |P Routing,
RIP

e Inthe"Details' pane, right-click the interface you want to configure for RIP version 2,
and then click "Properties”.

e Onthe"Genera" tab, set Outgoing packet protocol to "RIP version 2 broadcasts’,
and Incoming packet protocol to "RIP version 1 and 2".

Routing Screen
Therouting table is accessed by the Routing link on the Advanced screen.

Using this Screen

Generally, you will use either RIP (Routing Information Protocol) OR the Static Routing Table,
as explained above, athough isit possible to use both methods simultaneously.

Static Routing Table

e If RIPisnot used, an entry in the routing table is required for each LAN segment on your
Network, other than the segment to which this device is attached.

e The other Routers must also be configured. See Configuring Other Routers on your LAN
later in this chapter for further details and an example.
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Static Rowting

I Enable EIF iBoutmg Information Protocal) W1 Save |

Static Routing Table Entries

Properties

Destmaton Hetmrarlc | ! | ! | . |
Wetwork Mask: | _| N |
Gateway IF Add:rezs:l I | ! | ! |

Ietne: |
Clear Form I

Add | Update |  Delete |

Generate Feport | Help

Figure 48: Routing Screen

Data - Routing Screen

RIP

EnableRIP

Check this to enable the RIP (Routing Information Protocol) feature
of the Wireless Router.

The Wireless Router supports RIP 1 only.

Static Routing

Static Routing
Table Entries

Thislist shows all entriesin the Routing Table.

e The"Properties' area shows details of the selected item in the
list.

e Change any the properties as required, then click the "Update"
button to save the changes to the selected entry.
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Properties e Destination Network - The network address of the remote LAN
segment. For standard class "C" LANS, the network addressis
thefirst 3 fields of the Destination |P Address. The 4th (last)
field can beleft at 0.

e Network Mask - The Network Mask for the remote LAN
segment. For class "C" networks, the default mask is
255.255.255.0

e Gateway |P Address- The IP Address of the Gateway or
Router which the Wireless Router must use to communicate with
the destination above. (NOT the router attached to the remote
segment.)

e Maetric - The number of "hops" (routers) to pass through to
reach the remote LAN segment. The shortest path will be used.
The default value is 1.

Buttons

Save Save the RIP setting. This has no effect on the Static Routing Table.

Add Add anew entry to the Static Routing table, using the data shown in
the "Properties" area on screen. The entry selected in thelistis
ignored, and has no effect.

Update Update the current Static Routing Table entry, using the data shown
in the "Properties’ area on screen.

Delete Delete the current Static Routing Table entry.

Clear Form Clear all datafrom the "Properties" area, ready for input of a new

entry for the Static Routing table.

Generate Report Generate aread-only list of al entriesin the Static Routing table.

Configuring Other Routers on your LAN

Itisessential that all 1P packets for devices not on the local LAN be passed to the Wireless
Router, so that they can be forwarded to the external LAN, WAN, or Internet. To achieve this,
thelocal LAN must be configured to use the Wireless Router as the Default Route or Default
Gateway.

Local Router

Thelocal router isthe Router installed on the same LAN segment as the Wireless Router. This
router requires that the Default Route is the Wireless Router itself. Typically, routers have a
special entry for the Default Route. 1t should be configured as follows.

Destination |P Address Normally 0.0.0.0, but check your router documentation.
Network Mask Normally 0.0.0.0, but check your router documentation.
Gateway | P Address The IP Address of the Wireless Router.

Metric 1
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Other Routers on the Local LAN

Other routers on the local LAN must use the Wireless Router's Local Router as the Default
Route. The entries will be the same as the Wireless Router's local router, with the exception of

the Gateway |P Address.

e For arouter with a direct connection to the Wireless Router's local Router, the Gateway |P
Addressis the address of the Wireless Router's local router.

e  For routers which must forward packets to another router before reaching the Wireless
Router's local router, the Gateway |P Address is the address of the intermediate router.

Static Routing - Example

Router A

ET=0

Segment 1
(192.168.1.xx)

Router B

(192.168.1.80) (192.168.0.100)
==

Segment 0
(192.168.0.xx)

Wireless
Gateway

(192.168.1.90) (192.168.2.70i (192.168.0.1)

Segment 2
& & (192.168.2.xx)

Figure 49: Routing Example

For the Wireless Router's Routing Table

For the LAN shown above, with 2 routers and 3 LAN segments, the Wireless Router requires 2

entries as follows.

Entry 1 (Segment 1)

Destination |P Address

192.168.1.0

Network Mask 255.255.255.0 (Standard Class C)
Gateway |P Address 192.168.0.100 (Wireless Router's local Router)
Metric 2
Entry 2 (Segment 2)
Destination P Address 192.168.2.0
Network Mask 255.255.255.0 (Standard Class C)
Gateway |P Address 192.168.0.100
Metric 3
For Router A's Default Route
Destination |P Address 0.0.0.0
Network Mask 0.0.0.0

Gateway IP Address

192.168.2.1 (Wireless Router's P Address)
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For Router B's Default Route

Destination | P Address 0.0.0.0

Network Mask 0.0.0.0

Gateway |P Address 192.168.1.80 (Wireless Router's local router)
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Appendix A Troubleshooting

This Appendix covers the most likely problems and their solutions.

This chapter covers some common problems that may be encountered while using the Wireless
Router and some possible solutions to them. If you follow the suggested steps and the Wireless
Router still does not function properly, contact your dealer for further advice.

A2. General Problems

Problem 1:
Solution 1:

Can't connect to the Wireless Router to configureit.

Check the following:

The Wireless Router is properly installed, LAN connections are OK,
and it is powered ON.

Ensure that your PC and the Wireless Router are on the same network
segment. (If you don't have arouter, this must be the case.)

If your PC is set to "Obtain an |P Address automatically" (DHCP
client), restart it.

If your PC uses a Fixed (Static) |P address, ensure that it isusing an IP
Address within the range 192.168.2.2 to 192.168.2.254 and thus com-
patible with the Wireless Router's default |P Address of 192.168.2.1.
Also, the Network Mask should be set to 255.255.255.0 to match the
Wireless Router.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocol.

A3. Internet Access

Problem 1:
Solution 1:

Problem 2:
Solution 2:

When | enter aURL or IP address| get atimeout error.

A number of things could be causing this. Try the following troubleshooting
steps.

Check if other PCswork. If they do, ensure that your PCs | P settings
are correct. If using a Fixed (Static) |P Address, check the Network
Mask, Default gateway and DNS as well as the P Address.

If the PCs are configured correctly, but still not working, check the
Wireless Router. Ensure that it is connected and ON. Connect to it and
check its settings. (If you can't connect to it, check the LAN and power
connections.)

If the Wireless Router is configured correctly, check your Internet
connection (DSL/Cable modem etc) to see that it isworking correctly.

Some applications do not run properly when using the Wireless Router.

The Wireless Router processes the data passing through it, so it is not
transparent.

Use the Special Applications feature to allow the use of Internet applications
which do not function correctly.
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If this does solve the problem you can use the DMZ function. This should
work with almost every application, but:

e |tisasecurity risk, sincethefirewall is disabled.
e Only one (1) PC can use this feature.

A4. Wireless Access

Problem 1: My PC can't locate the Wireless Access Point.

Solution 1: Check the following.

e Your PCisset to Infrastructure Mode. (Access Points are alwaysin
Infrastructure Mode)

e TheSSID on your PC and the Wireless Access Point are the same.
Remember that the SSID is case-sensitive. So, for example "Work-
group" does NOT match "workgroup".

e Both your PC and the Wireless Access Point must have the same setting
for WEP. The default setting for the Wireless Router is disabled, so
your wireless station should aso have WEP disabl ed.

e |f WEPisenabled on the Wireless Router, your PC must have WEP
enabled, and the key must match.

e |If the Wireless Router's Wireless screen is set to. Allow LAN access to
selected Wireless Sations only, then each of your Wireless stations
must have been selected, or access will be blocked.

e Toseeif radiointerferenceis causing aproblem, seeif connection is
possible when close to the Wireless Access Point.
Remember that the connection range can be as little as 100 feet in poor
environments.

Problem 2: Wireless connection speed isvery slow.

Solution 2: The wireless system will connect at the highest possible speed, depending
on the distance and the environment. To obtain the highest possible connec-
tion speed, you can experiment with the following:

e Access Point location.
Try adjusting the location and orientation of the Access Point.

e  Wireless Channel
If interference is the problem, changing to another channel may show a
marked improvement.

¢ Radio Interference
Other devices may be causing interference. Y ou can experiment by
switching other devices Off, and see if this helps. Any "noisy" devices
should be shielded or relocated.

e RF Shielding
Y our environment may tend to block transmission between the wireless
stations. Thiswill mean high access speed is only possible when close
to the Access Point.
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Appendix B About Wireless LANSs

This Appendix provides some background information about using Wireless
LANS (WLANS).

B1. Modes

Wireless LANs can work in either of two (2) modes:
e Ad-hoc

e Infrastructure

Ad-hoc Mode

Ad-hoc mode does not require an Access Point or awired (Ethernet) LAN. Wireless Sta-
tions (e.g. notebook PCs with wireless cards) communicate directly with each other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Points are used to connect Wireless Stations
(e.0. Notebook PCs with wireless cards) to awired (Ethernet) LAN. The Wireless Stations
can then access all LAN resources.

Access Points can only function in "Infrastruct re" mode,
and can communicate only with Wireless Static 1s which are
Motel setto "Infrastructure" mode.

B2. BSS/ESS

BSS

A group of Wireless Stations and a single Access Point, al using the same ID (SSID), form a
Basic Service Set (BSS).

Using the same SSID is essential. Devices with different SSIDs are unable to communicate
with each other.

ESS

A group of Wireless Stations, and multiple Access Points, all using the same ID (ESSID), form
an Extended Service Set (ESS).

Different Access Points within an ESS can use different Channels. In fact, to reduce interfer-
ence, it isrecommended that adjacent Access Points SHOULD use different channels.

AsWireless Stations are physically moved through the area covered by an ESS, they will
automatically change to the Access Point which has the least interference or best performance.
This capability is called Roaming. (Access Points do not have or require Roaming capabilities.)

B3. Channels

The Wireless Channel sets the radio frequency used for communication.
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e Access Points use afixed Channel. Y ou can select the Channel used. Thisallowsyou to
choose a Channel which provides the least interference and best performance. In the USA
and Canada, 11 channels are available. If using multiple Access Points, it is better if adja-
cent Access Points use different Channels to reduce interference.

e In"Infrastructure" mode, Wireless Stations normally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest signal
isused. (This can only happen within an ESS.)

e If using "Ad-hoc" mode (no Access Point), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channelsto seeiif there
isan existing "Ad-hoc" group they canjain.

B.4 WEP

WEP (Wired Equivalent Privacy) is a standard for encrypting data before it is transmitted.

Thisis desirable because it isimpossible to prevent snoopers from receiving any datawhich is
transmitted by your Wireless Stations. But if the datais encrypted, then it is meaningless
unless the receiver can decrypt it.

If WEP isused, the Wireless Stations and the Access Point must have the same settings
for each of the following:

WEP

Off, 64 Bit, 128 Bit, 256 Bit

Key

For 64 Bit encryption, the Key value must match.
For 128 Bit encryption, the Key value must match
For 256 Bit encryption, the Key value must match

WEP Authentication Open System or Shared Key.

B.5 Wireless LAN Configuration

To alow Wireless Stations to use the Access Point, the Wirel ess Stations and the A ccess Point
must use the same settings, as follows:

M ode

SSID (ESSID)

WEP

On client Wireless Stations, the mode must be set to "Infrastructure”.
(The Access Point is aways in "Infrastructure” mode.)

Wireless Stations should use the same SSID (ESSID) as the Access
Point they wish to connect to. Alternatively, the SSID can be set to "any"
or null (blank) to alow connection to any Access Paint.

The Wireless Stations and the Access Point must use the same settings
for WEP (Off, 64 Bit, 128 Bit or 256 Bit).

WEP Key: If WEP is enabled, the Key must be the same on the Wire-
less Stations and the Access Point.

WEP Authentication: If WEP is enabled, all Wireless Stations must
use the same setting as the Access Point (either "Open System” or
"Shared Key").
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Appendix C Specifications
C1. Multi-Function Wireless Router

Model Wireless Router
Dimen ions 189mm(W) * 122mm(D) * 27mm(H)
Operat g Temperature  0° Cto 40° C

Storagr Temperature -10°Cto 70° C
Netwo < Protocol: TCP/IP
Netwo < Interface: 5 Ethernet:

4* 10/100BaseT (RJ45) LAN connection
1* 10/100BaseT (RHM45) for WAN

Wirele sinterface Wireless Access Point via built-in wirelessmod le.
LEDs 12

Power \dapter 12 V DC External

Relative humidity 10% to 90%

C2. Wireless Interface

Standards |IEEE802.11b WLAN, PCMCIA 2.1, JEIDA 4.2, roaming support
Tl "B+" 22Mbps support

Frequency 2.4t0 2.4835GHz ( Industrial Scientific Medical Band )
Channels Maximum 14 Channels, depending on regulatory authorities
Modulation DSSS BPSK/QPSK/CCK

Data Rate 11/55/2/1 Mbps

Coverage Area Indoors : 25m @11Mbps, 100m @5.5Mbps or lower

Outdoors : 150m @11Mbps, 250m @5.5Mbps or lower
WEP 64Bit, 128Bit, 256Bit
Output Power 15dBm (typical)
Receiver Sensitivity  -80dBm Min.
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C3. FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in aresidential installation.

This equipment generates uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

CE Marking Warning

ThisisaClass B product. In a domestic environment this product may cause radio interference
in which case the user may be required to take adequate measures.
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