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2) Setting up wireless encryption

WL-500W provides a set of encryption and authentication
methods to meet the different demands of home, SOHO,
and enterprise users. Before setting up encryption
and authentication for WL-500W, contact your network
administrator for advice.

Click Wireless -> Interface to open the configuration page.

Wireless - Interface

ssID: [eetautt

Channel: [Autn v

Wireless Mode: Ao ¥ [dProtection
Bandwidth: [aomHz v

Authentication Method: | Open System or Shared Key v
WPA Encryption: |

———— I
WEP Encryption: [Mone =

WEP Key 1 (10 or 26 hex digits): _
WEP Key 2 (10 or 26 hex digits): _
WEP Key 3 (10 or 26 hex digits): _
WEP Key 4 (10 or 26 hex digits): _

Note: For 802.11n performance, select 40MHz bandwidth. Channel option will
~ depend on the bandwidth that you select.

Encryption

The encryption modes supported by WL-500W are: WEP (64bits), WEP (128bits),
TKIP, AES, and TKIP+AES.

WEP stands for Wired Equivalent Privacy, it uses 64bits or 128bits static keys
to encrypt the data for wireless transmission. To setup WEP keys, set WEP
Encryption to WEP-64bits or WEP-128bits, then manually type in four sets
WEP Keys (10 hexadecimal digits for 64-bit key or 26 hexadecimal digits
for 128-bit key). You can also let the system generate the keys by entering a
Passphrase.

TKIP stands for Temporal Key Integrity Protocol. TKIP dynamically generates
unique keys to encrypt every data packet in a wireless session.

AES stands for Advanced Encryption Standard. This solution offers stronger
protection and increases the complexity of wireless encryption.

TKIP+AES is used when both WPA and WPA2 clients co-exist in the wireless
network.
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Authentication

The authentication methods supported by WL-500W include: Open, shared key,
WPA-PSK, WPA, and Radius with 80.211x.

Open: This option disables authentication protection for wireless network. Under
Open mode, any IEEE802.11b/g client can connect to your wireless network.

Shared: This mode uses the WEP keys currently in use for authentication.

WPA/WPA2 and WPA-PSK/WPA2-PSK: WPA stands for WiFi-Protected
Access. WPA provides two security modes: WPA for enterprise network, and
WPA-PSK for home and SOHO users. For enterprise network, WPA uses the
already existing RADIUS server for authentication; for home and SOHO user,
it provides Pre-Shared Key (PSK) for user identification. The Pre-Shared Key
consists of 8 to 64 characters.

Radius with 802.1X: Similar with WPA, this solution also uses RADIUS server
for authentication. The difference lays on the encryption methods: WPA adopts
TKIP or AES encryption methods, while Radius with 802.1X does not provide
encryption.

When authentication and encryption are set, click Finish to save the settings and
restart the wireless router.

3) Setting up virtual server in your LAN

Virtual server is a Network Address Translation (NAT)
function which turns a computer within a LAN into a server
by allowing data packets of certain service, such as HTTP,
from Internet.

1. Click Virtual Server in NAT Setting folder to open the NAT
configuration page.

2. Select Yes to enable virtual
server. For example, if
host 192.168.1.100 IS the | som o ya troud spouty 2 ommt i stetocs o te Lomser: Thon. st 5 adcrone sn
FTP Server that the USEr |1 fe foewey wil fomsrd sorice resues Tan satds cears (s the consspondig el -

will access, it means all |

packets from Internet with | Fete Vit Server?

destination port as 21 are to | Virtual Server List
be directed to the host. Set

NAT Setting - Virtual Server

Well-known Application to el o Roptentore ::1, :
FTP. Port range to 21, Local Port Range Local IP E Protocol | Description
IP to the host IP, Local Port [~ frevos i P e e |
to 21, Protocol to TCP.
3. Click Finish. [Restore | Fiishy,

4. Click Save & Restart to [Save & Restart
reStart the WIrEIeSS‘ rOUter Save&Restart will save all setting you have changed to ASUS wireless Router and restart it.
and aCthate the Settlngs Please click SaveRestart button to continue.
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4) Setting up virtual DMZ in your LAN

To expose an internal host to the Internet and make all services provided by this
host available to outside users, enable Virtual DMZ function to open all ports of
the host. This function is useful when the host plays multiple roles such as HTTP
server and FTP server. However, in doing this, your network becomes less secure.

1. Click Virtual DMZ in the NAT Setting menu.

2. Enter the IP address of the | NAT Setting - Virtual DMZ
host and click Finish.
Virtual DMZ sllows you to expose one computer to Internet, so that all the inhounds packets will

be redirected to the computer you set. It is useful while you run some applications that use
uncertained incoming ports. Please use it carefully

IP Address of Exposed Station: 192 168.1.100

3. Click Save & Restart to  [Save &Restart
restart the wireless router

SavesRestart will save all setting you have changed to ASUS Wireless Router and restart it

and actlvate the SettlngS Please click SaveRestart button to continue.
5) Setting up DDNS

DNS enables host who uses static IP address to associate with a domain name;
for dynamic IP users, they can also associate with a domain name via dynamic
DNS (DDNS). DDNS requires registering and account-creating at DDNS service
providers' website. The DDNS server updates your IP address information once
you are assigned to a new IP address. Thus, the Internet user can always access
your network.

1. Click Miscellaneous from IP Config folder.

2. Select Yes to enable the [\
DDNS service. If you do

Dynamic-DNS (DDMS) allaws you to export your server to Internet with an unigue name, een

though you have no static IP address. Currently, serveral DDNS clients are embedded in
not have a DDNS account, oo i

WLSE6gM. You can click Free Trial below to start with a free trial account,

CIICk Free Trial to regISter Enable the DDNS Client? & ves Oy

for a trial account. Server: [ oviipns ore vl Free rna]
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After clicking Free Trial,
you are directed to the
homepage of www.DynDNS.

@ DynDNS o

org, where you can register
and apply for DDNS service.

Read the policy and select
"I have read...".

Enter your user name,
e-mail address, password,
then click Create Account.

A message prompts
out informing that your
account has been created.
An E-mail is sent to your
mailbox. Open your mailbox
and read the mail.

You can find the activation
letter in your E-mail box.
Click the hyperlink.

The link directs you to a
login page. Click login.

Enter the user name and
password then click Login.

Aout Senices Accoun Suppon News
My Account

Create Account
Create Account
Login Plsasa complota tho fom bolow t Creat your accourt. You il acsiv an ¢ral confaining rstuctons t actvats your accourt.
Fr— 00 60 ot fllw hese drectons within 42 hour, you il need 1 rcrea your ccourt.

Acceptable Use Policy
Palicy Last Moditiea: may a1, 7005 4
11 services provided by Dymanic Netvork Services, Tnc
are provided to you [the "Mewber”) under the Terme and Condicions

© Zorch in chis Acceprable Uss Policy ("AUP") snd any other
oparacing rules and policies sst forch By DysDNS. The AUP comprisss “

(roynsn)

Jrsve eau and agreo o tre Acceptabio Use Policy above: £, |

Username

our usermame will be used to login to your account and make changes.

E-mail Address

[The e-mail address you enter must be valid. Instructions to activate your account will be sent to the e-mail address provided. You must
eep this address current, Any accounts with invalid e-mail addresses are subject to removal without warning. We do not sell our st to
nyone. Read more about our piivacy policy

Password

[The password you enter will be used to access your account. It must be more than 5 characters and cannot be your usernare

| confirm

Password fo

Account Created

[Vour account, accourt, has been created. Directions for activating your account have been sent account @asus.com. To complete
Fegistation, please follow the directions that you will receive. You must complete these steps within 48 hours to complete your
Fegistration

[Vou should receive the confirmation e-mail within a few minutes. Please make certain that your spam fitering allows messages from
lsupport@dyndns. com to be delivered. If you have not received this e-mail within an hour or so, request a password reset

FFollowing the instructions in the password reset e-mail will also confirm your new account. If you dont receive the password reset e-rmail
fither, you should check with your e-mail provider to determine why you are not receiving these messages

Towr DynDHS uszer sccount “sccount’ has been crested.  You must wizit the
confirmation address helow within 48 hours of the time this e-mail was =zent

to complete the account creation process.

Our basic service offerings are fres, but thay =re suppertsd by our premium
See http:/fuwn. dyndns. confserwices( for a full listing of all of

our available services.

zervices

To confirm your accomnt, plesse go to the address below:

Ihttps.,"f’www. dyndns. com/account/confirm hbH I ZEFRT aTMd envir gh I

Account Confirmed

[The account " account " has been confirmed. You can no start using your account

e have a system announcements mailing list you may wish to subscribe to - this listis used for notifications of new senvces, changes
0 senices, and important system maintenance/status notfications. To subscribe, simply send an e-mail to announce-

kubseribelists dynd

Login

ou are not

Account Login

[ s [sscomn [— |

“pasamart® not given
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9. After logging in, you can
see this welcome message.

10. Select Services tab.

11. Click Add Dynamic DNS

Host .

12.Enter the host name then

click Add Host.

13.You can see this message
when your hostname is

successfully created.

Logged In

[Vou are currently logged in as: account (Logouts

& DynDNS e

Anout [oes ] ccom Support

Nows

Senices

DNS Senices

Domain Registration

viety of senices that help enhance your homs or busingss Interet sxperiance. We ofer superior domain name

s Senmces (ONS), high alty dorman mansgement, wa-cocs . semoso. vk rearecion, and netuark monkory Al of o
Zenices ncluds s oy & o phna whers 104 spéc 10 hl raned sninr ratha nan  call contr rocing

Network Monkorng | 3 st o of  areen

Wb Redvecion

‘Accowt Upgrades DNS Services

Prcing

« Custom DIVS - Our fagship DS management too for your own dorain
« Secondary DS - Add relsbilty o your own namasersers

« Recursive DIS - Ensure DNS resolution fo your DNS queries

« Dynaric DIIS - A free DNS senice for those wih dynamic IP adhesses.
« Stati DIIS - A free DNS senice for thosa vith staic P acdrossas

« TLD DINS - DNS for oparators of ceTLDs and TLDs:

Domain Registration

« Damai Reaisiration - Regitor new domaing.
« Dormain Tranefe - Escape poor quaity bulk selors

My Account N
Add Host Services

My Senices

AcoountUpgrades

Dynamic DNS (2)

MailHop Outbound
Recursive DNS Static DNS (2) Add Static DNS Host
sLA WebHop (2) Add WebHop.
Prernier Support MyWebHop (2) Add MyWebHop
My Zones Network Monitoring (2) 294 Network Monitoring

Add Zone Services
vy Hosts |

Dynamic DNS

Static DNS.

WebHap

MyWebHop

Netw

Account Settings

Billng

New Dynamic DNS®M Host

Hostname: | account | [dyndns.org v

1P Address: 210.74.250.126

Enable Wildcard:

o
[

Mail Exchanger (optional):

Reset Form

Hostname Created

[The hostname you have requested has been created. The information now in the database and DNS system is:

Hostname: ‘ACCOUNT dyndns org

1P Address: 21074250126
Wildcard: N
Mail Exchanger: None
Backup MX: N
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14, he account formatn

into the DDNS setting fields
of your wireless router.

15.Click Finish.

16.Click Save & Restart to
restart the wireless router
and activate the settings.

17. Verify whether DDNS is working. Click
Start menu and select Run. Type cmd
and click OK to open the CLI console.

18.Type ping account.
dyndns.org (your DDNS
domain name). If you can
see the reply like what is
shown in the right picture,
DDNS is working correctly.

Dynarmic-DNS (DDNS) allows you to export your server to Internet with an unigue name, even
though you have na static IP address, Currently, serveral DDNS clients are embedded in
WLEE6qM, Vou can click Free Trial below to start with a free trial account,

Enable the DDNS Client? ® ves o

Server: WWW.DYNDNS.ORG v Free Triat
User Name or E-mail Address: account

Password or DDNS Key: seececer

Host Name: account. dyndns.org

Enable wildcard? © yoe @ o

Update Manually: Update

Restore Finish

Save & Restart

SaveBRestart will save all setting you have changed to ASUS Wireless Router and restart it
Please click SaveRestart button to continue.

SavelRestart

allprograms [

-4 start

= Type the name of a program, folder, document, o
g Internet resource, and Windows wil apen it for you,

open: | omd) v

[ ok ) [ cancel | [ eromse...

\WINDOWS\system32\cmd.exe !E E

Microsoft Windous XP
[<{C> Copyright 1385

C:~\Documents and Settings\Doclping account.dyndns.org




6) Setting up Bandwidth Management

Bandwidth Management provides a mechanism to set up download and upload
bandwidth based on IP address and port range. You can define the minimum
bandwidth and the maximum bandwidth for host within your LAN, and thus control
the traffic of you network. To set up upload bandwidth management, you need to
set up the virtual server to allow the incoming packets of the specified services.

1. Click Basic Config page in Bandwidth Management folder.

2. Select Yes to enable |gandwidth Management-Basic Gonfig
Bandwidth Management
function.

Bandwidth Management allows you to contral the bandwidth for different applications

Enable Bandwidth Management? e T g

3. Download bandwidth

If you want to limit the download bandwidth of a host within a speed range (for example,
between 100 to 200kbps), you need to fill in the host IP address, and the speeds (maximum:
200kbps; minimum: 100kbps). When the minimum speed is defined, the host can transmit
data at the minimum speed regardless of the traffic conditions.

a. To apply on all host an FTP | pownload Policy List
download speed policy,
leave the IP address field
blank, input "20" in the Port 20 e e
field and define the speeds, B e
then click Add.

1P Address Port Max.(kbps) | Min.(kbps)

b. To set up Web access |pownload Policy List
download policy, input "80"
in the Port field, define the IP Address Port Max.{kbps) Min.{kbps)
speeds and click Add. g8 [res — [ioo
192.168.1.6 200 100
208 108 50
c. To set up download |DownloadPalicy List
bandwidth policy of a certain -
service for a hOSt, input the IP Address Port Max.{kbps) Min.(kbps)
host IP address and the e o |
. 192.168.1.6 280 100
port number of the service, 28 10 se
define the speeds and click 5 oo
Add.
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d. To set up the download

4.

If you want to set up the upload traffic control policy (for example,
to limit the upload bandwidth of port 2100 of 192.168.1.2
between 10 to 80kbps), you need to first set up the NAT policy to

bandwidth policy for all
hosts in your LAN, leave
the IP addresses and the
port fields blank; and define
the speeds (the speeds
are higher than download
policies). Click Add to add
the rule.

Upload stream

allow incoming packets.

a. Select Yes to enable

Virtual Server function.
In the Virtual Server List
field, fill the port, and the IP
address into the fields and
press Add.

. Press Apply button.

. Return to the Upload Policy List in Bandwidth

Management setting page.

. Set the Port as "2100", Max

(kbps) as "80", Min.(kbps)
as "10", then click Add.

. When the settings are

complete, press Finish.

Click Save & Restart to
restart the wireless router
and activate the settings.

Download Policy List Add
1P Addross Port Mas.(cbps) Min. kips)
508 |200
192.168.1.6 288 108
20 168 58
8a 300 100
192.168.1.100 3702 10

NAT Setting - Virtual Server

To make services, like Wwiw, FTP, provided by a server in your local netwark accessible for
outside users, you should specify a local 1p address to the server. Then, add the IP address and
network protacol type, port number, and name of the service in the following list. Based on the
list, the gateway will farward service request from outside users to the correspanding local
server

Enable Virtual Server? « C

Yed ' No

Virtual Server List Add

User Defined

Well Known Applications:

Port Range Local IP Local Port Protocel  Description
r21ﬂll 192.168.1.2 21600 TGP ~ ‘ |
Finish Apply

Upload Policy List Add

Port Mas.{kbps) | Min.(kbps)

]

Finish Apply
Save & Restart

SaveaRestart will save all setting you have changed to ASUS Wireless Router and restart it
Please click SaveRestart button ta continue.

SavelRestart






