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Chapter 1 - Introduction

1. Introduction

Overview

Thank you for purchasing the ASUS Spacelink B&W PCI Card. The ASUS
Spacel.ink B&W PCI Card is a PCI compliant “wireless’ network interface
card (NIC) for any computer equipped with a PCI dot. For Bluetooth support,
you must also have an ASUS motherboard equipped with a Blue Magic PCI
dot or any motherboard with aUSB 2.0 header. The Blue Magic PCI dot has
USB 2.0 built into the dot.

ASUS Spacel ink B&W PCI Card isdesigned to be fully compliant with both
the | EEE 802.11b and IEE802.11awirelesslocal areanetwork (WirelessLAN)
standards aswell as Bluetooth for interconnecting personal devices. Asaresult
of the completion of the standard, theinteroperability of WirelessLAN products
among multiple manufacturerswill be guaranteed. TheASUS Spacel ink B& W
PCl Card product provides high-speed, standards-based Wireless LAN
solutions. The ASUS Spacelink B&W PCI Card can auto-switch between
802.11b and 802.11a networks, while maintaining Bluetooth connectivity.

TheASUS Spacel.ink B& W PCI Card supportsdatarates up to 11 Mbps, with
automaticfallback to 5.5, 2, and 1 Mbpsin 802.11b networks. It operatesinthe
unlicensed 2.4 GHz frequencies called the Instrumentation, Science, and
Medical (1SM) band. Unlicensed means free of charge to users.

The ASUS Spacel ink B&W PCI Card a so supports data rates up to 54 Mbps
in 802.11a networks using 5 GHz frequencies and Orthogonal Frequency
Divison Multiplexing (OFDM) technology.

The ASUS Spacel ink B&W PCI Card configuration utility isa user-friendly
application that hel psyou quickly setup multipleroaming nodesusingtheASUS
Spacel.ink B&W PCI Card. You can even export the configuration settingsto
afileandimport themto other computersfor fast multipleinstalations. Wireless
L ANsarecomplementary extensionsto existingwired LANS, offering complete
mobility while maintaining continuous network connectivity to both corporate
and home Intranets. They add a new level of conveniencefor LAN users. PC
users stay connected to the network anywhere throughout a building without
being bound by aLL AN wires. Thisisaccomplished through the use of Spacel.ink
Access Points. SpacelLink Access Points with built-in Internet gateway
capability, alowsyour family to shareabroadband Modem and one | SPaccount
simultaneoudy from different roomswithout wires! ASUS Spacel_ink products
can keep you connected anywhere, any time.

ASUS SpaceLink B&W PCI Card
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Chapter 1 - Introduction

The SpaceLink™ Family
The SpaceLink™ Wireless PCI Card isamember of a product family that

provides a complete wireless networking solution.

The SpacelLink™ Gateway (WL-
500) createsawireless network using
the IEEE 802.11b wireless standard
and allows sharing a single Internet

connection.

[

OLLIM
PJeD 30 NV SSajaIIm
suriededs sNSY

The SpaceLink™
PC Card (WL-100)
is a wireless LAN
adapter that fitsinto
a PCMCIA Type Il
slot in a Notebook
PC.

The SpaceLink™
CF Card (WL-110)
Is a wireless LAN
adapter that fits into
a Compact Flash
Type Il slot in a
Portable Digital
Assistant (PDA).

The SpaceLink™
Access Point (WL-
300) createsawireless
network using the
|EEE 802.11b
wireless standard.

The  SpaceLink™
Cardbus Card (WL-
200) isadud band (IEEE
802.11ab) wirdessL AN
adapter that fits into a
Notebook PC’s
PCMCIA Type |l dot
with Cardbus support.

The SpaceLink™
PCI Card (WL 230)
is a dual band/dual
mode wireless PCI
card that supports

|EEE 802.1143,
802.11b, and
Bluetooth.

The above illustrations are not to scale.

ASUS SpaceLink B&W PCI Card



Chapter 1 - Introduction

System Requirements

To begin using the SpaceLink™ Wireless PCI Card, you must have the
following minimum requirements:

* AnASUS motherboard with the Blue Magic PCI slot

» Windows XP/2000/M E/98SE

e 32MB system memory or larger

» 300MHz processor or higher

Asof thewriting of thismanual, the following motherboards have the Blue
Magic PCI slot: A7V8X, PAPE, PAG8X, PAGE-V. Please visit the ASUS
Web Site for updated information.

The Product Package
When you receive the Wireless LAN package, it should contain the
following items:
* One SpaceLink™ Wireless PCI Card (WL 230) with Antenna
* One SpaceLink™ Wireless PCI Card (WL230) User’s Manual
* One Support CD (tools and documentation)
ASUSWLAN Control Center
Mobile Manager
Site Monitor
TroubleShooting
A SUS Bluetooth Software

If any of the above items are notincluded or damaged, contact your
local dealer for instructions.

ASUS SpaceLink B&W PCI Card
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Chapter 1 - Introduction

ASUS SpaceLink B&W PCI Card Layout

USB 2.0 Out (up to 2 ports)

Receive
Transmit
Activity
Status

LED Definitions

Receive LED:
Blink - Recelving data packets
OFF - No data packets received

Transmit LED:
Blink - Transmitting data packets
OFF - No data packets transmitted

Activity LED  Status LED Meaning

Fast Blink FastBlink  Associated or joined with network

Sow Blink Sow Blink  Associated or joined with network, no activity
Alternating Alternating  Searching for network connection

OFF SowBlink  Power save mode (Power-Up or Reset)

OFF OFF No power received

10 ASUS SpaceLink B&W PCI Card



Chapter 1 - Introduction

ASUS SpaceLink B&W Specifications

—
@
Industry Standards:  Bluetooth, IEEE802.11a, IEEE802.11b =3
Host Interface: ASUS BlueMagic PCI 5
Antenna: Integrated Bluetooth and dual-band wireless LAN
Bluetooth
Operating Freq: 2.4GHz to 2.5GHz
Data Rate: 1 Mbps
Range: Up to 10 meters
Architecture; Piconet, scatter net
IEEE802.11a
Operating Freq: 5.15GHz to 5.35GHz, 5.725GHz to 5.85GHz
Data Rate: 54, 48, 36, 24, 12, 9, 6Mbps, turbo mode up to 108Mbps
Range: Indoor: 12 meters @ 11Mbps, 50 meters @ 6Mbps
Outdoor: 30 meters @ 54Mbps, 150 meters @ 6Mbps
Architecture: Infrastructure and Ad-Hoc
IEEE802.11b
Operating Freq: 2.4GHz to 2.5GHz
Data Rate: 11, 5.5, 2, IMbps
Range: Indoor: 30 meters @ 11Mbps, 90 meters @ 2Mbps
Outdoor: 150 meters @ 11Mbps, 300 meters @ 2Mbps
Architecture: Infrastructure and Ad-Hoc

ASUS SpaceLink B&W PCI Card 11
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Chapter 2 - Installation

2. Installation

This chapter explains how to install the ASUS Spacel.ink B&W PCI Card
hardware, drivers, and utilities. This product is designed to operate in
Windows Me, 2000, and XP. Examples in this manual will be that of
Windows XP.

Complete the following steps to install the ASUS SpacelLink B&W PCI
Card.

1. Install the ASUS Spacelink B&W PCI Card.
2. Install the ASUS Spacelink B& W PCI Card Driver
3. Install the ASUS Spacelink B& W PCI Card Utilities

2.1 Installing the ASUS SpaceLink B&W PCI Card

1. Turn OFF your computer and open your computer chassis.
2. Locate the WPCI_USB* jumpers and move them to “Wireless

PCI_USB”
- o |:| HHD WPCI_USB
f C——

——— == 31 53
=01l
o i —| i a- - - -0

e — - 4 2 6 4

- |:| s O Wireless Original

e 2 Yo S e > PCI_USB PCI
= B reserved pin
P4APE WPCI_USB Setting (Default)

*This is one motherboard example only and may not correctly re-
flect your motherboard. See your User’s Manual for correct infor-
mation regarding the name, location, and use of these jumpers on
your motherboard.

12 ASUS SpaceLink B&W PCI Card



Chapter 2 - Installation

2.1 Installing the ASUS SpaceLink B&W PCI Card (Cont.)

3. Insert the ASUS Spacelink B&W PCI Card into a Blue Magic PCI
slot.

4. Attach the antennato the ASUS Spacel.ink B&W PCI Card as shown.

Blue Magic PCI Slot

Non-Blue Magic PCI Slot

USB 2.0 Out (SpaceLink) I inserting theASUS Spacelink

B&W PCI Card into anon-Blue
USB 2.0 0ut(MB) Magic PCI slot, a USB 2.0
header on the motherboard or
USB 2.0 PCI card is required.
Connect the provided USB cable
from the ASUS SpaceLink
B&W PCI Card (USB 2.0 IN)
to the USB 2.0 OUT header on
the motherboard or PCI card.
You can still use the USB 2.0
port by connecting your USB
bracket to the USB 2.0 OUT on
the ASUS Spacel.ink B&W PCI
Card.

ASUS SpaceLink B&W PCI Card 13
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Chapter 2 - Installation

2.2 Installing the SpaceLink PCI Driver
With the Spacelink B&W PCI Card installed, turn ON your computer and

enter Windows.

Found New Hardware Wizand

Welcome to the Found New
Hardware Wizard

This wizard helps pou install software far:

Ethemet Controller

(+} 1f your hardware came with an i ion CD
352 or floppy disk. insert it now.

what do you want the wizard to do?

O Install the software automatically (Recommended)
©installfiom st or spesiiz looation dvaneed

Click Next to continue.

Found New Hardware Wizand
Please choose your search and installation options. .

(@) Search far the best driver in these locations,

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed

Search removable media (floppy, CO-ROM.. )

[ Include this location in the search
v

(O Don't search. | will chaose the driver to install

Choose this option to select the dewvice driver from a list. ‘Windows does not guarantee that
the driver you chaose will be the best match for pour hardware.

[ < Back H Mext > DL[ Cancel ]

1. Windows will automatically detect the ASUS
SpaceLink B&W PCI Card once itis inserted
into the PCMCIA slot, then the “Add New
Hardware Wizard” dialog will appear. Click
Next.

Hardware Installation

L } The software you are installing for this hardware:
L3
ASUS 11a/b PCl wireless Metwork Adapter

haz not passzed Windows Logo testing to verify itz compatibility

with ‘“wWindows #P. [Tell me why this testing is important. |

Continuing your i of thig soft may impair
or destabilize the comect operation of pour spstem
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

I EontinueAnyway[\L[ STOP Installation ]

2. Insert the support CD that came with your
ASUS SpacelLink B&W PCI Card .

3. Select “Search for the best driver in”...
“Search removable media...” Click Next.

Found New Hardware Wizard
Please wait while the wizard installs the software... .

ASUS 11a/b PCI wireless Network Adapter

7 =

Setting a system restore point and backing up old files in
case your system needs to be restared in the future.

4. When asked about driver compatibility with
Windows XP. Click Continue Anyway
since ASUS has always tests its drivers
before product shipment.

5. Wait while Windows XP creates a restore
point for you system files in case you need
to restore your current system.

ASUS SpaceLink B&W PCI Card



Chapter 2 - Installation

2.2 Installing the SpaceLink PCI Driver (Cont.)

Found New Hardware Wizand

£} Device Manager

Completing the Found New

Hardware Wizard File  Action  Wiew Help

& &
IG

Metwork adapters

B8 1394 Net Adapter #2

B A5SUS 112/ PCHwireless Metwork Adapter [:%
B8 5i5 900 PCI Fast Ethernet Adapter

The wizard has finished installing the software far.

ASUS 11a/b PClwireless Netwark Adapter

Click Finish to close the wizard.

6. Click Finish when installation has complete. 7. You can verify the “ASUS 11a/b PCI Wireless
Restart your computer if prompted. Network Adapter” driver in Device Manager.

2.3 Verifying Drivers

You can verify the driver in Device Manager. (Access Device Manager
from Start | Control Panel | System | Hardware). A question mark -‘—E.“ means
that no driver has been installed. An exclamation mark over a card &y
means that the driver is incorrect. Verify that you are using the correct
product and driver CD. Try repeating the installation and contact customer
support if necessary.

ASUS SpaceLink B&W PCI Card
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Chapter 2 - Installation

2.4 Installing the SpaceLink Utilities
After you have installed the ASUS Spacel.ink B&W PCI Card driver, you

can install the wireless utilities.

1. Insert the ASUS SpaceLink B&W PCI Card support CD and an autorun menu will appear. If
your autorun is disabled, double click SETUP.EXE in the root directory of the support CD.

2. From the autorun menu, click Install ASUS Dual-Band WLAN Card Utilities.

Welcome El

‘wielcome to the 4515 Dual-Band WLAN Card
Utilities Setup program.  This program will install ASUS
- Dual-Band WLAN Card Utilities on your computer,

It is strongly recommended that you exit all Windows programs
betore wnning this Setup program,

Click Cancel to quit Setup and then close anp programs pou
hawve running. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
intermational treaties.

Unauthorized reproduction or distibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted ta the maximum extent possible under law.

1. Click Next on the Welcome screen.

Choose Destination Location: El

Setup will install 4515 Dual-Band 'WLAN Card Utiities in the
follawing folder,

Toinstall o this folder. click Next.

Toinstall to a different folder, click Browse and select another
falder.

“rou can choose not to install ASUS Dual-Band WLAN Card
Utilities by clicking Cancel to exit Setup.

Destination Folder

C:h ADuzkB and WLAN Card Utilities

Browse.

< Back. Next > Cancel |
5%

3. Click Next to use the default Destination
Folder or click Browse to select another
folder.

Information E‘

~
A5US 11a/b DualBand WLAN Card Uity 0.8.0.5 for' —
Copyright [C) 4505 Tek COMPUTER INC. All Rights A

Thank you tor purchasing ASLUS Spacelink Dual-Band Wl

NOTICE —

Hardware Requirements

You must have an ASUS Spacelink Dual-Band WLAN PC1

Software Requirements

w

< | b3

< Back | Next > ! Cancel ‘
2%

2. Click Next after reading the Information.

Setup Complete

Setup has finished ingtaling ASUS Dual-Band WLAN Card
LUtilities on your computer.

Setup can launch the Read Me file and ASUS Dual-Band WLAN
Card Utilties. Chaose the options you want below.

[V *Yes, | wart to view the README file.

¥ *Yes, Launch the program file

Click. Finish ta complete Setup.

4. Click Finish after setup is complete.

ASUS SpaceLink B&W PCI Card



Chapter 2 - Installation

2.5 Installing the SpaceLink Bluetooth

The Spacel.ink Bluetooth requires the installation of the Samsung Bluetooth
Software. After installation, you will find the PDF User Manual in
“XTNDConnect Blue Manager” folder.

& ASUS Bluetooth Software 1.2 - InstallShield Wizard E‘ {15 ASUS Bluetooth Software 1.2 - InstallShield Wizard

welcome to the Installshield Wizard for ASUS License Agreement y i
Bluetooth Software 1.2 Plzase read the Following license agreement carefully, o

The InstallShieldiR) Wizard will install ASUS Blustooth Software 1SUSTek COMPUTER, INC. (MASUS") IS WILLING TO LICENSE ~
1.2 on your computer. To continue, click Next. THE L3US SOFTWARE ACCOMPANYING THIS LICENSE AGREEMENT

[THE "SOFTUARE") TO ¥OU ONLY ON THE CONDITION THAT ¥OU
ACCEPT ALL OF THE TERMS IN THIS AGREEMENT. PLEASE READ
THE TERMS CAREFULLY. BY CLICKING ON THE "I ACCEPT THE
TERMS OF THIS LICENSE AGREEMENT" BUTTCN ¥OU ACKNOWLEDGE
THAT ¥OU HAVE READ THIS AGREEMENT, UNDERSTAND IT AND
WERNING: This program is pratected by copyright law and AGREE TO BE EOUND BY ITS TERNS AND CONDITIONS. IF ¥OU
inernational treaties. DO NOT AGREE TO THESE TERMS, A5US IS UNWILLING TO
LICENSE THE SOFTWARE TO TOU, AND YOU SHOULD CLICK ON THE

v

(31 accept the terms in the license agresment

()1 do nat accept the terms in the license agreement

T |

1. Click Next to begin. 2. Click Next after reading the License
Agreement and selecting “I accept...”.

i ASUS Bluetooth Software 1.2 - InstallShield Wizard _. : _. i ASUS Bluetooth Software 1.2 - InstaliShield Wizard

Device Information ‘.l Destination Folder g

Please enter information sbout your computer as you want ather peaple in the Click Mext ta install to this Folder, or dick Change to install to a different Folder,
Blugtooth Meighbarhood to see it:

Device Name: G Install ASUS Blustooth Software 1,2 bo:

[asus C\Pragram FilesiASUSiBlustooth Software,
Device Type:

|Desktnp 4

[ « Back ]I et > I [ Cancel ] [ < Back H Mext = J [ Cancel ]

3. Select your computer type: Desktop 4. Click Next to accept the destination folder
or click “Change” to specify another folder.

i ASUS Bluetooth Software 1.2 - InstallShield Wizard

Driver Signature Notice FX|

Ready to Install the Program b P Il
. t Currently Microsoft does not have a certification program in place for Blustooth
devices. As a result, at this time it is not possible to provide certified drivers for
Bluetooth devices. In the event that Microsoft implements & *Windows Loga
Click Install to begin the installation. certification process for Bluetooth devices, signed drivers wil be made awvailable.

The wizard is ready to begin installation.

I you want ko review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard, . . . g g 2 q
To avoid receiving several prompts for signed drivers during the installation process,

select OF to disable unsigned driver warnings, and procesd with the installation.
The default warning option will be re-enabled at the completion of the installation of
the Bluetooth drivers. Thiz option iz an effort ta provide the best customer
experience while using this product. If vou select Cancel, the installation will
continue without dizabling the warnings and you will be required to select Continue
at each prompt to proceed with the installation

[ 0k ] [ Cancel ]

[ « Back ]I Install I [ Cancel ]

5. Click Install when ready to install the 6. Click OK after reading the driver notice.
software.
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2.5 Installing the SpaceLink Bluetooth (Cont.)

L | - . il
4515 Bluetooth Softwate 1.2 lnstalShield Wizard & i ASUS Bluetooth Software 1.2 Installer Information |3

Installshield Wizard Completed

fou musk restart wour system For the configuration
N et n ol s changes made to ASUS Blustooth Software 1.2 to take

The Installshield Wizard has successfully installed ASUS i i

Bluetooth Software 1.2, Click Finish ko exit the wizard, EFF?CtE i:lél:k Yes to restart now or Mo if youl plan ta
restart later,

@
>
&)
O
—
D
-
N

7. Click Finish when installation is complete. 8. Click Yes to restart your computer.
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3. Wireless LAN Reference

3.1 Overview

The ASUS SpacelLink B&W PCI Card software includes five groups of
utilities.

Control Center — Makes it easy to launch applications and activate
network location settings.

Mobile Manager — A convenient tool to setup and manage network
location settings.

Site Monitor —Measures the received signal strength indicator (RSSI)
values of all wireless networks. This tool is used for determining the
best placement of Access Pointsto provide the most efficient coverage
in awireless network.

Troubleshooting - Troubleshooting will test your settings and connec-
tion to try to pinpoint your problem and give you a solution.

Wireless Settings—Allows usersto control the ASUS Spacelink B&W
PCI Card.

ASUS SpaceLink B&W PCI Card
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3.2 Windows XP Wireless Options

The wireless options shown below is only available for Windows XP. The
first time you run the Control Center utility, it will automatically show.
Select one of the radio buttons to decide which interface to use with your
Spacelink B&W PCI Card.

Only use XPwireessfunction —Only use“ Windows XP’ wireless network
settings to configure the ASUS Spacel.ink B&W PCI Card.

Only use ASUS utilities and disable XP wireless function — Only use
“ASUS SpaceLink B&W PCI Card utilities” to configure the ASUS
SpaceLink B&W PCI Card.

ireless Option X]

Windows =P supports 802.11b wirelezs networking with the Wireless Zero Configuration
zervice. Select the following operations about how to configure the WLAN Card,

" DOnly uze XP wireless function

{* DOnly uze ASUS utiiies and dizsable XP wireless funchiore

You can return to the Wireless Option setting at any time by left clicking
the control center icon and choosing “Wireless Option”.

v Wireless Radio On
Wireless Radio Off

0\ Search & Conneck

l Wireless Option

Taskbar Left-Click Menu

20
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3.3 Control Center

Control Center is an application that makes it easy to launch applications
and activate network location settings. Control Center starts automatically
when the system boots. Whenever Control Center is running, you will see
a Control Center icon displayed on the Windows taskbar.

Starting the Control Center manually

» Click theWindows Start button, select Programs, select ASUS Dual-
Band WLAN Card Utilities, and then click ASUS WLAN Control
Center.

or
* Double click the Control Center icon on the desktop.

Ml ASUS Dual-Band WLAN Card Utilities {tee | ASLIS WLAN Control Center

A5US Uty v |2 Mobile Managsr

WY MSH Explorer €3 Site Monitar

Ifgl Outlook Express v Troubleshooting

e Pemobe Assistance ﬁ' Uninstall A5US Dual-Band WLAN Card Ltilities
&) windows Media Player ooy Mwireless Settings

3 Windows Messenger

Windows Start Menu - Programs

Using the Control Center Taskbar
The Control Center Taskbar menu display the following information:

e Thelink quality of the ASUS Spacelink B&W PCI Card (Excel-
lent, Good, Fair, Poor, Not Linked)

*  Whether the ASUS SpacelLink B&W PCI Card is connected to the
Internet (Blue: Connected, Gray: Not Connected)

Wireless Conmection = 101
Transmit Rate = 48 Mhbps
Eecewve Rate = 54 Mhps

Taskbar Icon and Status
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Wireless Status Icons (on the taskbar)

Bé

Excellent link quality and connected to I nternet (Infrastructure)

o
LY

[

Good link quality and connected to I nternet (Infrastructure)

o
& -

[

Fair link quality and connected to I nternet (Infrastructure)

=
!

Poor link quality and connected to Internet (Infrastructure)

ofF L

Not linked but connected to Internet (Infrastructure)

]
L

Excellent link quality but not connected to Internet (Infrastructure)

5‘\: |:_

Good link quality but not connected to Internet (Infrastructure)

£y

Fair link quality but not connected to Internet (Infrastructure)

]
L

Poor link quality but not connected to Internet (Infrastructure)

D "lp Ilp Il LD

=0
o

Not linked and not connected to I nternet (Infrastructure)

Linked (Ad Hoc)

I3

-4
|

Not Linked (Ad Hoc)

i

2

Connected to Internet

Right-clicking the taskbar icon shows the P wireless settings
fOI I OWl ng menu |tems @ Activate Configuration 3

? Mobile Manager
* Wireless Settings — Launches Wireless & site Moritor
Settings application. @ rep b

_\q Preferences

° ACt I Vate Confl gur atl On _AI I OWS yOU tO ? about Dual-Band Contral Center

%t Whl Ch prOfl I e to u% “ X Exit Dual-Band Cantrol Center |

* Mobile Manager — Launches Mobile — pioni_click Menu
Manager application.

* Preferences— Customizesthe way the Control Center program be-
haves. You can create a Control Center shortcut on the desktop.
You can also set whether Control Center starts up with Windows.

* Exit — Closes the Control Center program.
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L eft-clicking the taskbar icon shows
the following menu:

 WirdessRadioOn—-Turnsthe
wireless radio ON. 0\ Search & Connect

 Wireless Radio Off — Turns Wireless Option

o Search & Connect —View the _
properties of available Access Taskbar Left-Click Menu
Points within range.

o  WirelessOption (Windows XPonly) — Setsyour Windows X Pwire-
less networking environment.

Double-clicking the taskbar icon: E
» Launches the Wireless Settings application.

v Wireless Radio On
Wireless Radio OFf

3.4 Wireless Settings

Wireless Settings is an application that allows you to control your ASUS
SpacelLink B&W PCI Card. Use Wireless Settings to View or Modify the
configuration settings and monitor the operational status of your PC Card.
Once Wireless Settingsis launched, you can see the tabbed property sheet.
Thisproperty sheet iscomposed of tabbed “ pages’, each with itsown group
of feature-specific settings.

Starting Wireless Settings
* OpentheWindowsControl Panel, and then double-click theicon ASUS
DualBand WL AN Card Setting icon.

or

e Click the Windows Start button, select Programs, select ASUS
DualBand WL AN Card Utilities, and then click Wireless Settings.

or

* Click the Control Center icon on the Windows taskbar, a popup menu
appears, and then click Wireless Settings.

ASUS SpaceLink B&W PCI Card
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More than one ASUS SpaceLink Card

If you have more than one ASUS SpaceLink Card. You will be given a
device selection window when you launch the “Wireless Settings’ utility.

3.5 Status - Status Tab

You can view the information about the ASUS SpacelLink B&W PCI Card
from the general menu. Thesefieldsareblank if theASUS Spacelink B& W
PCI Card does not exist.

ASUS Dual-Band WLAN Card Settings X ASUS Dual-Band WLAN Card Settings X

(=4 8taE Y Connedtion | Frame Statistics | IP Canfig (=} Status | Connection | Frame Statistics | 1P Conlig
L ’
Statug o) Status i) .
& O [0018] ASUS 11a/b Cardbus Wireless Network Adapter & 0 [0015] A5US 11a/b Cardbus MWirsless Metwork Adapter
L Azsociation State Scanning o Association State ; Connected - D0ED:18:3E:43:42
iy ssiD iy 551D - Do
g MNetwork, Types : Infrastructure D Metwaork Types Infrastructure:
Survey Current Channed : 152 T / B 760 GHz Survey Current Charinel : 1B/2412GHz
MAL address 00:E0:18:00:00:05 MAC address O0:E0:18:00:00:05
E Transmit Rate : & Mbps E Traramit Rate 11 Mbps
About Recsive Aate: 3hibps o Recsive Rala 11 Mbps
Link State Senuity Mane Link Sulzla Secuity MNane
& Paweer Save State : Awake & Power Save State Awake
o Radio State: Radia On Disable Radia B Riadio State: Radio On Disable Radin
Saye as pofile To connect b one wirsless network, your WLAN Save as prafile To connect to one wireless network, your WLAN
Change 551D Card and wirgless network must specify the same Change 5510 Card and wireless network must specify the same
S5ID S5ID
3 o v 4l ok Views the wireless networks that aie with
Sereal: Baael ievis the wireless networks that are within range Bzl b el iews the wireless networks that are within range
x LCancel = of this compuiter. x LCancel = of this computer.
? Help ? Hep
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Association State
Displays the connection status as follows:

Connected - The station is now associated with one wireless LAN device.
When operating in Infrastructure mode, this field shows the MAC address of
the Access Point with which you are communicating. When operating in Ad
Hoc mode, this field shows the virtual MAC address used by computers
participating in the Ad Hoc network.

Scanning... - The station is now attempting to authenticate and associate with
the desired Access Point or Ad Hoc node.

Disconnected - Thelink is connected, but no beacon received.

SSID

Displaysthe Service Set Identifier (SSID) that the card is either associated or
intending to join.

Network Type

Displays the type of the network that the card isin use. The vaue is either
"Infrastructure” or "Ad Hoc".

Current Channel

Displaystheradio channel that the card iscurrently tuned. Thisnumber changes
asthe radio scans the available channels.

MAC address

Indicates the hardware address of the card. MAC addressisauniqueidentifier
for networking devices(typicaly written astwel ve hexadecima digits 0 through
9 and A through F, six hexadecimal numbers separated by colons, i.e.
00:E0:18:F0:05:CO0).

Transmit Rate
Displays the current transmit data rate in megabits per second (Mbps).

Receive Rate
Displays the current receive data rate in megabits per second (Mbps).

ASUS SpaceLink B&W PCI Card
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Security

I ndicates whether or not Wired Equivalent Privacy (WEP) is enabled for the
station.

Power Save State

Showsthe following indicating the power saving state of the station " Awake",
"Sleep Pending", "Sleep”, "Fake Sleep Pending”, "Faking Sleep”, and
"Unknown".

Radio State
Shows the wireless radio on or off.

Radio On - When the wireless radio is turned off, the following _ %%
icon appears in the upper |eft of the Settings property page. d

Radio Off - When the wireless radio is turned on, the following
icon appearsin the upper |eft of the Settings property page. d

Change SSID — Click on thisto set the SSID.

Search & Connect — Click on this to connect to an available network.

3.6 Save as Profile

L ater, when you make individual settings, you may want to use profilesto
save your settings. Profiles will help you combine all your settings for
work, home, roaming, and other locations so that you do not haveto repeat
individual settings.

Select Configuration E|

'ou can zave the following wireless settings to the one 'WLAN
configuration profile or choose Mew to create configuration profile.

Configuration M amme: default j

M ! Sawe . | Cancel

...............................
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3.7 Activate Configuration

Auto roaming isenabled by default and will automatically switchto stronger
access points. You can uncheck it if you have many access points and do
not want to constantly switch to different networks. If you want to use a
particular profile. You can also check it here.

‘? Wireless Settings

v Auko Roarning Cidl o ctivate Configuration

default ? Mobile Manager

Existing LaM Configuration 1 & Site Monitor
Existirg LAMN Confi kion 2

x?s ?ng an fgura ?I:un @ Help
Existing LaMN Configuration 3
Existing LaMN Configuration 4 _\q’ Preferences

% about Dual-Band Contral Center

_ ¥ Exit Dual-Band Control Center

ASUS SpaceLink B&W PCI Card
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3.8 Status - Connection Tab

You can view the current link statistics about the ASUS Spacelink B&W
PCI Card. These statistics are updated once per second and arevalid only if
the ASUS Spacel.ink B&W PCI Card exists.

=3 Status ; Connechon | Frame Statistics | IP Config
L
s Frame Sent/Recsived
] & Transmil ted: |0 Receive d: |0
L)
Config Frame E Config Frame Emor
ho) Trarsmi ted: |0 Receive d: |0 k) Transmitted: |0 Receive d: |2
L L]
Survey Cannection Quality Survey Connection Quality
g Signal Stienglh Not dssociated g signal Srength: [ Giood (53%)
About
About __Connechon Ty __Cunnscllun Quality
Link State Link State
100.00
ol
80.00
28 50.00 =9 ]
Save as profile Saye as profil
40.00
9 ok 2000 9 ok
x Cancel 0.00 x Lanc
? Help 7 Hep

Frame Sent/Received
Transmitted - The number of frames that were transmitted.

Receaved - The number of frames that were received.

Frame Error
Transmitted - The number of frames that were not successfully transmitted.

Received - The number of frames that were not successfully received.

Connection Quality

Signal Strength - Reflects the signal level related to the Access Point or Ad
Hoc node the station is currently connected to. Ratings are: Excellent, Good,
Fair, and Poor.

Overall Connection Quality

It isderived from the current “Signal Strength”. A graph displays a connection
quality range between 0 and 100 percent.
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Frame Statistics

Frame statistics give information on data transferred though the wireless
LAN. You can monitor performance or trouble shoot signal quality within
different location of your wireless network.

ASUS Dual-Band WLAN Card Settings

Q Statuz | Connection

Tranzmit Statistics

St Frames Sent: 12089
A4 One Rety: 26
o - ne ? .
Bl Euceszive Aetlies: 4
ko) FIFO Undemruns: 0
L Humg Count: 0
Survey ACK Receive Emors: 264

E, Last ACK RSSE 15

Receive Statistics

Abaut Frames Received: 11885
Link State Duplicate Frames: 40
@Eﬁ Multiple Duplicates: 0

Multicazt Frames: 0O
FIFO Owvenuns: 0

Save as profile Hw Reported FCS Errors: 316
S Reported FCS Errors: - 253
:ﬂl s Decryption: 0
x Cancel Last Frames RS51 23
? Heb
Connected
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3.9 Status - IP Config Tab

| P Config tab shows all the current network configuration information for
theASUS Spacel. ink B&W PCI Card. Useit to verify your network settings.

IP CONFIG will display all the current TCP/IP configuration values
including the IP address, subnet mask, default gateway and Windows
Internet Naming Service (WINS) and DNS configuration.

ASUS Dual-Band WLAN Card Settings

X
= _
Status Hast Information
Hiost Name L4E-*PEMG.corphet. asus
< DMS Servers 192.168.28.68 J
D Mode Type Hybnd
Elilig NetBI0S Seope ID
% IP* Riouting Enable WINS Prosy Enable
NetBI0S Resolution Uses DMS
Survey
Ethernet Adapter [nfarmation
= Physicalbddress O0:E:16:00: 0005
About IP Address 192.168.8.61
T Subriet Mask 256.255.255.0
Default Gateway 192.168.8.1
{)E: DHCP Server 132.168.28.2
Prirnary WINS Server 1592.168.28.68
Save 2 profle Secondary WINS Server 192.168.28.168
- Lease Obtained Man Ot 21 14:25:53 2002
Leaze Expires Tue Oct 29 714:25:53 2002
A ok
X Cancel IP Relzasze | IP Renew
P Help
Connected

Button
| PRelease - Releasesthe DHCP 1P addressfor the ASUS Spacelink B& W
PCI Card.

| P Renew - Renews the DHCP IP address for the ASUS SpaceLink B&W
PCI Card.

NOTE: The IP Release and IP Renew buttons can only be used on
the ASUS SpaceLink B&W PCI Card that is configured with DHCP.
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3.10 Config - Basic Tab

L ets you can change the ASUS Spacel.ink B&W PCI Card configurations
without rebooting your compuiter.

ASUS Dual-Band WLAN| Card Settings 3]
= {Basic | Encryption | Advance:
R B E Ad d
Status Network Type
& {+ Infrastructure " AdHoe J
D Metwark Mame (5510
Config [Doc =] ﬂ
% Power Saving
A J J Normal
Survey ! u !
TTI—
w Tranzmit Power
r | 100z
Abo t 1 ' ' 0 I
[
it Stz “wireless Mode
ol [¥ 5 GHz 54 Mbps [302.11a)
@) v 5 GHz 108 Mbps [Turbo Mode]
Senp il Iv 2.4 GHz 11 Mbps (B02.11b)
[Drata Rate
5!1 oK * fAuto Na - Auto
r T
x Cancel [ 11k } ‘ i ; uto
“? Help

SSID Set to “Doc”

Network Type
I nfrastructure— Select the Infrastructure mode to establish a connec-
tion with an Access Point. Your computer is able to access wireless
LAN and wired LAN (Ethernet), via an associated access point. The
Channel field turnsto “Auto” when “Infrastructure’ is selected.

Ad Hoc — Select the “Ad Hoc” mode to communicate directly with
each other without using an Access Point. An “Ad Hoc” network is
typically formed quickly and easily without pre-planning. For example,
share meeting notes between networked computersin a meeting room.

SSID

Use the SSID filed to configure the SSID for the ASUS Spacelink B&W
PCI Card. You can enter anew SSID or select one from the drop-down list
box. SSID standsfor “ Service Set |dentifier”, whichisastring used to identify
awireless LAN. You will only be able to connect Access Points which has
the same SSID asthe oneyou set. Use different SSIDsto segment thewireless
LAN andincrease security. SSIDsmust al be printable charactersand having
amaximum of 32 case sensitive characters, such as“ Wireless LAN”.

Set the SSID to a null string, if you wish to allow your station to
connect to any Access Point it can find. But you cannot use null
string in Ad Hoc mode.
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Power Saving

Thisfield alows the configuration of power management optionsto conserve
battery life. These options are "Off", "Normal, and "Maximum". Power
Management is disabled when "Ad Hoc" mode is selected in the Network
Typefied.

When the Power Saving setting is Off, it allowsafull powered statethat yields
the best performance. This mode is recommended for devices running on AC
power.

Power Saving setting is Normal or Maximum will enable power savings
function, the adapter will wake up periodically to seeif thereisany databeing
sent. This mode is recommended for devices running on battery power. The
difference is when the Power Saving setting is Normal, the driver turns off
power to the adapter for brief periods over briefly-spaced timeintervals; when
the Power Saving setting is Maximum, thedriver turnsoff power to the adapter
for long periods over widely-spaced time intervals.

Transmit Power

Thisfield alows the configuration of transmit power options. The options are
"100%", "50%", "25%", "12.5", and "Lowest".

Wireless Mode

Choose which wireless mode the wireless card will use. You can enable more
than one wireless mode to alow system auto switch among them.

802.11a (5 GH2z): Use this checkbox to allow the wireless card to use the 5
GHz and 54 Mbps wireless mode.

5 GHz 108 Mbps (Turbo Mode): Use this checkbox to allow the wireless
card to use the 5 GHz and 108 Mbps wireless mode. A high speed operating
mode for 802.11a radio space. Support data transfer speeds up to 108 Mbps,
twice the speed of standard 802.11a devices.

802.11b (2.4 GH2): Usethischeckbox to allow thewirelesscard to usethe 2.4
GHz and 11 Mbps wireless mode.

Click Apply to save and activate the new configurations.
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Data Rate
Sdlect the transmit data rate (fix or auto). The data rates supported for the
ASUS Spacelink WLAN Cards are:

Auto- The adapter will adjust to the most suitable transmission rate.
Fix- 1la Fixdatarateto6, 9, 12, 18, 24, 36, 48, or 54 megabits per second.
11b: Fix datarateto 1, 2, 5, or 11 megabits per second.

Click Apply to save and activate the new configurations.

ASUS SpaceLink B&W PCI Card
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3.11 Encryption

Letsyou configurethe ASUS Spacelink WLAN Card encryption settings. We
support two encryption types: Wired Equivaent Privacy (WEP) and Advanced
Encryption Security (AES). WhileWEPisuniversally supported and commonly
used, AES provides a much higher level of security. Frames encrypted with
AES are more difficult to decipher without known the key. Please note that
you will only be able to communicate with wireless devices that have use the
same encryption settings.

ASUS Dual-Band WLAN Card Settings _ ASUS Dual-Band WLAN Card Settings E\
R Basic  Encivption | Advanced | [ Basic  Encyplion | Advanced |
Status 1 pou enable bath AES and WEP encryption, the STA and AP will Status It pou enable both AES and WEP encryption, the STé and AP will
& automatically negotiate the necryption type. & automatically negoliate the necryption bpe

D Default Key: Unique - % c} Default Key:
Carfig Config i A———
b [ Enable AES encryption }D [ Enable AES ay -
D Encryption Key Key Length L)
Survey Urique ey :  [satb [152 tis (3 = Survey Urique Kay K; H
D [¢ Enable WEP encryption B [V Enable WEP encryplion
About Encryption Key ! About

T  Manual Assigrment TP  Marual Assignment
o I || [958

5 as profil l—l | Save az profil

' Apoly i |—| | ool

L—ql oK  Automatic Generation ﬂ oK &+ Automatic G i
bb 28 Passphr,
x Cancel Passphrase : |aal x Cancel Il
[64 bits (10 digly

7 He ? Hele 128 bits [25 di

Selecting Encryption Types (Enable AES or WEP)

Specify the encryption type AES or WEP. If you enable both, the STA and AP
will automatically negotiate the encryption type. By specifying auto, the STA
and APwill negotiate and attempt to use AES before exchanging data packets.
If the STA or AP does not support AES, WEP s used.

If one of the check boxesisselected, an encryption Key isused to encrypt your
databeforeitistransmitted over theair. If you enableencryption, you will only
be ableto communi cate with wirel essdevicesthat have use the same encryption

keys.

NOTE: AES is not supported in Ad Hoc mode, since Ad Hoc mode
does not support unique key.

Default Key

The Default Key field lets you specify which of the encryption key (Unique,
First, Second, Third, or Fourth) you useto transmit dataon your wirelessLAN.
You can change the default key by clicking on the down arrow at the right of
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thisfield, selecting the number of the key you want to use and then clicking the
Apply button. As long as the Access Point or station with which you are
communicating has the same key in the same position, you can use any of the
keys as the default.

Key Length

Definesthe length for each encryption key. Asthe Key Length is changed, the
number of available characters in the filed is changed automatically. For 64
bits encryption, each Key contains exactly 10 hexadecimal digits. For 128 bits
encryption, each Key contains exactly 26 hexadecimal digits. For 152 bits
encryption, each Key contains exactly 32 hexadecimal digits.

Unique Key

This option is enable only if you enable AES Encryption. Defines the unique
encryption key for security for the current network configuration. In Ad Hoc
mode, this encryption key typeis not used.

Shared Key

Thisoption isenable only if you enable WEP Encryption. The WEPKey isa
64 bits (5 byte), 128 bits (13 byte) or 152 bits (16 byte) Hexadecimal digitsthat
Is used to encrypt transmit data packets and decrypt recelved data packets.

Two ways to assign Shared Keys

Manual Assignment - When you click this button, the cursor appears in the
field for Key 1. To enable WEP encryption, you are required to enter at least
one shared key. For 64-bit encryption, each Key contains exactly 10 hex digits
(0~9, a~f, and A~F). For 128-hit encryption, each Key contains exactly 26 hex
digits (0~9, a~f, and A~F). For 152-bit encryption, each Key contains exactly
32 hex digits (0~9, a~f, and A~F).

Automatic Generation - Type acombination of up to 64 letters, numbers, or
symbols in the Passphrase column, then the Wireless Settings Utility uses an
algorithm to generate four shared Keys for encryption.

NOTE: This function ease users from having to remember their
passwords and is compatible to some existing WLAN utilities, but
it is not very secure. "Manual Assignment" is more secure.

NOTE: Click the Apply or OK button to save the encryption set-
tings. The keys you entered will be masked by asterisks.

ASUS SpaceLink B&W PCI Card
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64/128bits versus 40/104bits

You may be confused about configuring WEP encryption, especially when
using multiple wireless LAN products from different vendors. There are
two levels of WEP Encryption: 64 bits and 128 bits.

First, 64 bit WEP and 40 bit WEP are the same encryption method and can
interoperate in the wireless network. This lower level of WEP encryption
uses a40 bit (10 Hex character) asa* secret key” (set by user), and a 24 bit
“Initialization Vector” (not under user control). This together makes 64
bits (40 + 24). Some vendors refer to this level of WEP as 40 bits and
others refer to this as 64 bits. ASUS Spacelink products use the term 64
bits when referring to this lower level of encryption.

Second, 104 bit WEP and 128 bit WEP are the same encryption method
and can interoperate in the wireless network. This higher level of WEP
encryption usesa 104 bit (26 Hex character) asa* secret key” (set by user),
and a 24 bit “Initialization Vector” (not under user control). This together
makes 128 bits (104 + 24). Some vendorsrefer to thislevel of WEP as 104
bits and othersrefer to this as 128 bits. ASUS Spacel ink products use the
term 128 bits when referring to this higher level of encryption.

Click Apply to save and activate the new configurations.
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3.12 Config - Advanced Tab

Advanced tab provides some additional settings for the ASUS Spacel ink
B&W PCI Card.

ASUS Dual-Band WLAN Card Settings

L= Basic | Encryption | Advanced
=
Status
& Thiz page iz for advanced users anly. We do nat
recommend you to change these settings.
=2
Canfig J
O Start Ad Hoc Metwark: & 2.4 GHz 11 Mbps [302.11h]
Survey
(" B GHz 54 Mbps [B02.113]
% ("~ & GHz 108 Mbpz [Turba)
About
Link State Scan Mode: " Auto " Passive
s 15
[os: (¢ Dizabled "~ Enabled
Saye as profile 2.4 GHz Preamble: (« Shart#Long ¢ Long Only
A ok
XK Cancel
? Help

Channel

Using the Channel fidldto select theradio channd for card. Inan "infrastructure’
network, the card will automatically select the correct frequency channel
required to communicate with an Access Point, this parameter will befixed in
"Auto" and cannot bechanged. Inan"AdHoc" network, you can decide channel
number for the card. Theradio channelsyou may use depend ontheregulations
Inyour country.

Start Ad Hoc Network

Choose which wireless mode will start an Ad Hoc network if no matching
SSID isfound after scanning all available modes. The default valueis5 GHz
54 Mbps (802.114).

Scan Mode
Allows selection of the wireless card scanning method used to locate access

ASUS SpaceLink B&W PCI Card
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points or ad hoc networks. The default valueis Auto.

Passive: Click onthisradio button to specify passive scanning. Passive scanning
indicates that the wireless card isin listen-only mode.

Auto: Click on this radio button to specify automatic scanning. The driver
usesthe country code to determine which type of scanning to use, either active
or passive.

QoS

Specifies disable or enable the station to cooperate in anetwork using Quality
of Service (Qo0S).

2.4 GHz Preamble

Specifies Short & Long or Long-Only preamble mode for a 2.4 GHz/11 Mb
network. Long-Only is used for backward-compatibility with older 2.4 GHz
devices. The default valueis Short & Long.

Click Apply to save and activate the new configurations.
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3.13 Survey - Site Survey Tab

Usethe Site Survey tab to view statistics on the wireless networks available
to the ASUS Spacelink B&W PCI Card. The Site Survey tab isread-only
with no user configurable data fields. Use the Site Survey tab to view the
following network parameters.

* BSSID —View the IEEE MAC addresses of the available networks.

o SSID-ViewtheSSID (serviceset identification) within available networks.
* CH —View the direct-sequence channel used by each network.
 RSSI —Viewsthe Received Signal Strength Indication (RSSI) in dB.

* Type — View wireless network status information, the value is either
AP (infrastructure) or STA (Ad Hoc).

« WEP-View wireless network WEP encryption information, the value
Is either OFF (disable encryption) or ON (enable encryption).

Some Access Paints

% Sie Survey | can disable broadcast-
Status Avalable Networks ing SSID to hide them-
a4 EESI [0 I lRssil 1l selves from “ Site Sur-
Lo ) [J00En1826:8488 Dac 118 /2462 GHz 12 . )
Config %DD:EDJS;?S;BB:S? Spacelink BB/24%GHz 8 vey” or “Site Monitor”
P 00EDIBIEATAZ Doc 1B/2412GHz 14 .
%0_, for added securlt.y.bu.t
Survey still allow you to join if
552 you know their SSID.
About
Link State
ol
< >
Saye as profile Mumber of known wireless network[z): 3
. ok
x LCancel Szl
? Help
Buttons

Sear ch — Scan all available wireless networks and show the scan result in
the “ Available Network List”.

Connect — To associate a network, select it from the “ Available Network
List” and click this button.

ASUS SpaceLink B&W PCI Card 39



Chapter 3 - Wireless LAN Reference

3.14 About - Version Info Tab

Uses the Version Info tab to view program and ASUS Spacelink WLAN
Card version information. The program version information field includes
the Copyright and utility version. The version information includes the
ndis version, driver name, and driver version.

ASUS Dual-Band WLAN Card Settings

(D Yersion [nfo | NDIS
L | l

Statuz
é; I 7—55 Wireless Settings
Config
%J} Copyright [C] ASUSTek COMPUTER IMC. All Rights Reserved.
Sy Yersion 0.0.0.0
.{ Drriver Information
i ioh ; oo
Aot Mdiz Wersion :
Link Slzte Driver CAWIND DW S\ ystem32\D RIVER S HetWL20kp sys
o

Ciriver Wersian : 0.0.0.000

Save as profile

4l ok
x LCancel

? Help

This screen is an example only. Normally,
you will see non-zero version numbers.

ASUS Dual-Band WLAN Card Settings

Q Yergion Info N
L
Bl NDIS Statistics
4}
) MDIS Resets : 0
Config
% Self Included Resets : 1]
L
5 MDIS Send Requests : 22806
ey
w NDIS Send Request g
Denied:
About
Link State
ol
Save as profile
3 ok
x LCancel
? Help

Network Driver Interface Specification
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3.15 Link Status

ASUS Spacelink B&W PCI Card connection quality icon appears on the
left of the ASUS WLAN Card Settings. Use the icon to view the current
signal quality of the adapter.

<O

“...... Excellent Link Quality (Infrastructure)
* Good Link Quality (Infrastructure)
0
d * Fair Link Quality (Infrastructure)
dD Poor Link Quality (Infrastructure)
.
% Not linked (Infrastructure)
4 Linked (Ad Hoc)

T g Not Linked (Ad Hoc)

To Exit Wireless Settings

To exit Wireless Settings, you can click OK or Cancel. Thisutility may be
closed at any time and from any tab. If you did not save the configuration
settings, you will be prompted to do so.
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3.16 Mobile Manager

M obile Manager isaconvenient tool to setup and manage network location
settings. Mobile Manager lets users configure multiple alternative
configurations for different locations. You only need to set this once, and
then easily switch configurations when you change your location.

Starting Mobile Manager
» Click theWindows Start button, select Programs, select ASUS Dual-
Band WLAN Card Utilities, and then click M obile Manager .

or

* Right-click the Control Center icon on the Windows taskbar and then
click M obile Manager.

Using Mobile Manager - Quick Guide

1. Thefirst timeyou launch the Mobile Manager utility, it will automati-
cally generate configurations that stores the current settings of al in-
stalled network devices in your system.

2. Changethe name of the configuration to adescriptive namelike “Work-
Meeting Room” or “Home-ADSL".

3. On the File menu, click New Configuration, the New Configuration
Wizard dialog appears. Follow the on-screen instructionsto create your
own location configurations.

4. After you have created your configurations, you can see them in the
main window.

5. Select the configuration you want to use and then click Activate Con-
figuration from the Activate pull-down menu. Your system will then
switch to the network settings configured to your chosen selection.
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Main Window

You can use the Mobile Manager utility main window to create a new
configuration, edit aconfiguration or activate aconfiguration. The main window
includesamenu bar, tool bar, and alist view for showing existing configurations.

% ASUS Dual-Band Mobile Manager

Filz Activate Edit Wiew Help
TEIE B | 4 0% v B | @ L ==

| Configuration Mame | Type Dezcription |
Meve Configuration WwWLaM/LAMDialup Configuration  Create a new Configuration

%3 default “WwLaM Configuration Setting of the 4505 11a/b Cardbusz Wireless Network Adapter.

Existing LAM Caonfiguration 1 LA&N Configuration Setting of the Si5 900 PCI Fast Ethernet Adapter.

Exizting L&N Configuration 2 LaM Configuration Setting of the Intel[R] PROAVireless 2017b LAN 38 Mini PCI Adapter.
Exizting LAN Configuration 3 LaM Configuration Setting of the 1334 Met Adapter.

Euisting LAM Configuration 4 L&MW Configuration Setting of the 1334 Met Adapter.

Using the pull-down menu and toolbar

Thefollowing topics show the commands available from the M obile Manager
pull-down menu and toolbar. If no configuration is selected, some commands
will be grayed out and inaccessible. The toolbar contains buttons for many of
themost commonly used commandsin Mobile Manager. It allowsquick access
to someof the most useful featuresof Mobile Manager. The commandsprovided
by the toolbar buttons are a so available from the pull-down menu.

File Menu

New Configuration - Select New Configuration in the File menu
to open aNew Configuration Wizard dialog. Use the New Configu-
ration Wizard dialog to create anew configuration. See Using New
Configuration Wizard for details on this command.

L2

Import Configuration - Load a configuration from an INI File.

Export Configuration - Save the selected configuration (contain-
ing Wireless Settings, TCP/IP Settings, Network Settings, ...) to an
INI File. The INI file can be placed on a floppy diskette and then
imported by other computers using Mobile Manager. This can also
be used as a backup feature for yourself.

Exit - Close the Mobile Manager utility.

K DO
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Mobilize Menu

Auto Roaming — If an association changes, it will automatically

%; switch into anetwork configuration that you have made. If no asso-
ciations have been made, it will automatically connect to awireless
network based on configurations that you specify.

Activate Configuration — Applies the configuration that you have
@’ selected from the list. You may be prompted to restart Windows
depending on the required changes. Follow the instructions on the
screen. Windows 2000 and X P usually do not require restarting your
computer, but Windows 98 and ME usually will require arestart.

Edit Menu
All these commands are al so available from the context menu that appears
when you right-click with a configuration in the Mobile Manager window.

Edit Configuration - Select Edit Configuration in the Edit menu to
é open an Edit Configuration dialog to edit selected configuration
items. See“Using Edit Configuration” for details on thiscommand.

. Rename - Change the name of the selected configuration.

% Copy - Duplicate the selected configuration.

Delete - Discard the selected configuration.

-

]
]
]
A

View Menu
Large Icons - Displays large icons for each configuration.

Small Icons - Displays small icons for each configuration.
List - Shows the configuration namesin alist.

Details- The Detailed view expands thislist to include information
== about the configurations. The information includes configuration
: name, type, and description.
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Help Menu
Contents - Displays the WinHelp contents window (the one you

are reading now) for online Help.

About M obile Manager - Displays the version number and copy-
? right information for Mobile Manager. Click on the logo to connect
to ASUS' website.
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Using New Configuration Wizard

Create a new configuration
Create a new configuration if you are in a specific location that does not
have an existing configuration defined. Use the New Configuration Wizard
to create a configuration in afew easy steps.
1. Do one of the following:

* OntheFilemenu, click New Configuration.

or

e Double-click New Configuration on the Main window.

Then the New Configuration Wizard dialog starts.
2. Choosethetype of configuration that you want to create and click Next.

 WirelessLocal Area Network Configuration: You must have an
ASUS Spacel ink B&W PCI Card installed in your PC.

» Wired L ocal AreaNetwor k Configuration: Youmust haveaNIC (LAN
card) (other than ASUS Spacel.ink B&W PCI Card) ingtalled in your

PC.
» Dialup Networking Configuration: You must have a modem in-
stalled in your PC.
x|

welcome to the Mew Configuration wWizard. The YWizard
helps wou quickly configure pour network zettings either LAN
ar Dialup Metworking.

Configuration Type

Chooze the type aof the configuration that you want to create.

 Type

{+ ASLS Wireless Local Area Metwaorking Configuration
" Local Area Mebworking Configuration

" Dialup Networking Configuration

7 Help | &3 < Back |

x Cancel |
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3. Enter the name and description you want to use for this configuration
in the Name and description field. And Click Next.

4. Follow the on-screen instructions, it will guide you through the process
of specifying the settings in your configuration. The Wizard reads the
current system settings (TCP/IP, NT Domain, Proxy, File, and Printer
Sharing) and displaysit. Depending on the configuration that you have
created, you can set the following groups of settings:

o Wireless settings (for Wireless Configuration)

* Network settings (for Wireless’'Wired Configuration)

o TCP/IP settings (for Wireless’'Wired Configuration)

» Dialing settings (for Dialup Configuration)

» Dialup Networking settings (for Dialup Configuration)

* Internet settings (for Wireless’'Wired/Dialup Configuration)

» Sharing settings (for Wireless’'Wired/Dialup Configuration)
See “Using Edit Configuration” for detailed information on each.

5. Enter the appropriate information in the wizard. After specifying the
appropriate information on each page, click Next to continue.

6. On the final window of the New Configuration Wizard, you will see a
Finish button.

* If you do not want to use this new configuration now, click Finish
to save the new configuration. It will be shown in the Mobile Man-
ager main window.

or
» If you want to use this new configuration now, click Mobilize.

Using Edit Configuration

Edit an existing configuration

Edit aconfiguration if you want to view or change dialup or LAN settings.
« Onthe Edit menu, click Edit Configuration.
or
» Double-click one existing configuration on the Main window.
Then the Edit Configuration dialog starts.

The Edit Configuration dialog contains various settings, which you select by
clicking the buttons at the | eft of the window. Each setting is described below.
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General settings
Name — This field is mandatory, and used for indicating the location
from which you are dialing or connecting to the network. For example,
if thisis used for a meeting room at work, you can use a name like
“Work-Meeting Room”. If it is used for home on your ADSL, you can
name like “Home-ADSL".

Description — This field is optional, you can use it to provide more
details about this configuration.

Network settings
Network settings include: “Identification” and “Microsoft Networking”.

Identification
Computer name — Give your computer a unique name of up to 15
characters. Thecomputer name is the name that others on your net-
work will see your computer as. For complete compatibility, do not use
spaces or symbols. It’'s generally the same as the DNS hostname, for
example, “JohnDog".

Workgroup — Type an existing workgroup name or create a new
workgroup by typing anew namethat contains up to 15 characters. Use
it to identify your computer group that you belong to.

Computer Description — Thisinformation is displayed as a comment
next to the computer name when the computer isseenin“Details” view
(select from the Windows pull-down menu). Use it to describe your
computer, for example, your name, or location.

Microsoft Networking
L ogon validation — Specify how Windows 9x clients connect to aWin-
dowsNT Server Domain at thislocation.Check LogontoWndowsNT
domain box if you are using aWindows NT Server in domain control-
ler mode. And then enter the Window NT server domain name in Win-
dow NT domain field.

Networ k logon options— Specify how Windows 9x clientstry to logon.
Select Quick logon to wait until the shared network drives is actually
used to attempt the login. Select Logon and restore network connections
to logon to all shared network drives when the user logs into Windows.
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Wireless settings

Network Type
I nfrastructure — Select the Infrastructure mode to establish a connec-
tion with an Access Point.

Ad Hoc — Select the Ad Hoc mode to communicate directly with each
other without using an Access Point.

SSID

Using the SSID filed to configure the SSID setting for the ASUS Spacelink
B&W PCI Card. SSID stands for Service Set Identifier, which is a string
used to identify awireless LAN. You will only be able to connect with an
Access Point, which has the same SSID. Use different SSIDs to segment
the wireless LAN and add security.

Note that the SSID must be all printable character string (case sensitivity)
and up to 32 characterslong, such as“ WIRELESSLAN”. Set the SSID to
a null string, if you wish to allow your station to connect to any Access
Point it can find. But you cannot use null string in Ad Hoc mode.

Encryption

Select disable or enable AES or WEP encryption. If you enable both, the
STA and APwill automatically negotiate the encryption type. By specifying
auto, the STA and AP will negotiate and attempt to use AES before
exchanging data packets. If the STA or AP does not support AES, WEP s
used.

If one of the check boxes is selected, an encryption Key is used to encrypt
your databeforeit istransmitted over the air. If you enable encryption, you
will only be able to communicate with wireless devices that have use the
same encryption keys.

NOTE: AES is not supported in Ad Hoc mode, since Ad Hoc mode
does not support unique key.

ASUS SpaceLink B&W PCI Card
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TCP/IP settings

TCP/IP settingsinclude five tabs: Device, IPAddress, Gateway, DNS, and
WINS.

Device
Choose the network adapter that you want to use for this configuration.

IP Address
Obtain an I P addressfrom a DHCP server — Dynamic host configu-
ration protocol (DHCP) server assigns | P addresses automatically within
a specified range to devices.

Specify an IP address — Ask your network administrator for the IP
address and subnet mask that you should use. Type in the IP Address
and Subnet Mask fields manually.

New Configuration Wizard E|
Configure the settings of the Wireless LAN Card.
el s Priority of Preferred Metwork: |‘l [highest] j
Metwark Type : i |nfrastructure " AdHoc
General
551D - Doc -]
TCF/IP Settings
Wireless Encryption:  Dietfault Key: [Fey 1 |
IF Address [ Enable AES encryption
Gateway | ” J
DHS
WwNS [ Enable WEF encryption
\ B ™ Manual Azsignment
ebwork, 5 ethings
5 Kepl: | | =l
|dentifization Kew -
Microzoft Metworks BYe: | ” J
Kepld:
Advanced | ” J
Kepd: | || J
Firish s Automatic Generation
Paszsphrase : |aa|3|:| |128 bits [2Ej
? Help <:II < Back | MNext » II:> | x LCancel ‘
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Gateway
Specify the gateways. There can be more than one specified.Set up the
primary gateway first.

Add a gateway - Type the | P address of the gateway in the New Gate-
way field and then click Add. The gateway you specified appearsinthe
Installed Gatewayslist. Repeat to specify another gateways. Thevalue
in each field must be a number between 0 and 255. You can have up to
eight | P addresses for gateways.

Remove a gateway - Select the gateway from the I nstalled Gateways
list and click Remove.

DNS
Select Enable or Disable DNS. If you enable DNS, fill the following
parameters.

Host — Enter the name of your computer. That is used to identifier the
computer on the Internet. The hostname is generally the same as the
Microsoft networking computer name, for example, “ S82000W” .

Domain — Enter the TCP/IP domain name for your network.The full
domain name consists of one or more names that are separated by dots,
for example, “asus.com”.

DNS Server Search Order — Specify the DNS Servers in the desired
order to search for DNS information.

Domain Suffix Search Order — Add any domain suffixes that may be
valid attached to the end of Internet domain name.

WINS
Specify the WINS server. There can be more than one specified.Set up the
primary WINS server first.

Disable WINS Resolution — Do not use WINS resolution.

Enable WINS Resolution — Use WINS resolution. Specify the IP ad-
dresses of the WINS servers in the desired search order. Scope ID is
used when NetBIOS over TCP/IP is enabling on the workstations. If
this protocol has been enabled, then every workstation group must have
the same Scope | D for those computersto communicate within the group.
The Scope ID isusually left blank.

Use DHCPfor WINS Resolution —If aDHCP server is available that
Is configured to provide information on available WINS servers.

ASUS SpaceLink B&W PCI Card
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Dialing settings

Specify how the call will bedialed. Thisisuseful if you want to change the
call to acalling card, use your computer from different locations, or add a
dial prefix, country code, or area code automatically.

Dialup Networking settings
Dialup Networking settings include four tabs: Device, Phone Number,
Server Type, and TCP/IP.

Device
Choose the modem you want to use by Dial-Up Networking to connect to
another computer for this connection.

Phone Number

Specify areacode, tel ephone number, and country code for this connection.
Clear the Use area code and Dialing Proper ties checkbox, if you want to
ignore area code and dialing settings.

Server Type
Type of Dial-Up Server — Select the server type for this connection.

Advanced options

Select L og on to networ k checkbox to specify that Dial-Up Networking
will attempt to log on to the network you are connecting to, using the user
name and password you typed when you logged on to Windows.

Select Enable software compression checkbox to specify whether
incoming or outgoing information is compressed before it is sent. Thisis
useful to speed up the transfer of information. Compression occurs only if
both computers are using compatible compression.

52

ASUS SpaceLink B&W PCI Card



Chapter 3 - Wireless LAN Reference

Select Require encrypted password checkbox to specify that only
encrypted passwords can be sent to or accepted by your computer. Thisis
useful if you need additional security for this connection. When type your
password while dialing out, this setting will encrypt your password but the
target computer must support encrypted passwords for your password to
be understood.

Allowed networ k protocols— Specifiesthe network protocolsthat your
computer can use.

Select NetBEUI protocol to connect to Windows NT, Windows for
Workgroups, or LAN Manager servers.

Select | PX/SPX Compatible protocol to connect to Netware and Win-
dows NT servers and Windows 98 computers.

Select TCP/IP protocol to connect to Internet and wide-area networks.

TCP/IP
Server assigned | P address — Specifies whether Dialup Networking
accepts an |Paddressfrom a ppp server. If the ppp server does not offer
an |P address, the | P address specified for TCP/IP Dia-Up Adapter in
the Network dialog box is used.

Specify an | P address— Provides a space for you to type the preferred
|P address for this connection. Dial-Up Networking tries to use this
addressfirst.

Server assigned name server addr esses — Specifies whether Dial-Up
Networking accepts a DNS and WINS server addresses from a ppp
server. If the ppp server does not offer DNS and WINS addresses, DNS
and WINS server addresses specified for TCP/IP Dia-Up Adapter in
the Network dialog box are used.

Specify name server addresses— Provides a space for you to type one
or two DNS and WINS server addresses for this connection only. Dial-
Up Networking tries to use these addresses first.

Use I P header compression — Specifies whether Dial-Up Networking
uses | P header compression for this connection. | P header compression
optimizes data transfer between computers.

Use default gateway on remote networ k — Specifies whether 1P traf-
fic isrouted to the WAN connection by default.
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Internet settings

A proxy server acts as a security barrier between your internal network
(Intranet) and the Internet, keeping other people on the Internet from gaining
access to confidential information on your internal network or your
computer.

Disable Proxy Server — Do not use proxy server.
Enable Proxy Server —Usethe Proxy server to gain accessto the Internet.

Use the same proxy server for all protocols— Specifies whether you
want to use the same proxy server to gain access to the Internet using
al protocols.

Servers— Provides spaces for you to type the address and port number
of the proxy server you want to use to gain access to the Internet over
HTTR, Secure, FTP, Gopher, and Socks protocol.

Exceptions

Do not use proxy server for address beginning with — Provides a space
for you to type the Web addresses that do not need to be accessed through
the proxy server. If you want to connect to a computer on your Intranet,
make sure you type its addressin this box. You can use wild cardsto match
domain and host names or addresses, for example, “*.company.com”,
“192.72.111.*".

Bypass proxy server for local addresses— Specifies whether you want to
use the proxy server for all local (Intranet) addresses. You might be ableto
gain access to local addresses easier and faster if you do not use the proxy
server.

Sharing settings

| want to be ableto give othersaccessto my files—Turn file sharing ON
or OFF. File sharing enables peopl e using other computersto read or modify
files you share on your computer.

| want to beableto allow othersto print to my printer (s) — Turn printer
sharing ON or OFF. Printer sharing enables people using other computers
to printer their files on your printers.

Click Save button to save all the changes you have made without clos-
ing the Edit Configuration dialog box.

Click Cancel button to close the Edit Configuration dialog box without
saving any changes you have made.

Click Close button to close the Edit Configuration dialog box and save
any changes that you have made.
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Site Monitor

Site Monitor measuresthereceived signal strength indicator (RSSI) values
of all available wireless networks. This tool is used for determining the
best placement of A ccess Pointsto provide the best coveragefor awireless
network.

Starting Site Monitor

* Click theWindows Start button, select Programs, select ASUS Dual-
Band WLAN Card Utilities, and then click Site M onitor.

or

* Right-click the Control Center icon on the Windows taskbar and then
click Site Monitor.

Site Survey Message f'5_<|

The Site Monitor toal perodically izzues a whole
é El metwork probe request to gain the signal-to-noize ratio
= [l information of each wireless network. |t could affect the
performance of the WLAM Card.

[~ Do not prampt in the future,

Main Screen

Measures the signal-to-noise (SNR) values of all available wireless
networks.

ASUS Dual-Band Site Monitor

File Commands Help

oQUE & L ==

BSSID | S5ID CH | Rssl |
F100ED18:2E:84:88 Doc 1B /2462 GHz 15 Lo

@ OOED1E73BESY  Spacelink BB /2437GHz 14

< #/l0 10 20 30 40 50 BO 70 80 90 100

Mumber af known wireless netwark(s): 2

Some Access Points can disable broadcasting SSID to hide them-
selves from “Site Survey” or “Site Monitor” for added security
but still allow you to join if you know their SSID.

ASUS SpaceLink B&W PCI Card
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Monitor
Directed link state test with one particular wireless network, including:

RSSI: Thisindicatesthevalue of received signal strength of thelast received
frame. In principle, the higher the RSSI, the better your communications
quality.

Throughput: This sends a specified number of data packetsto the remote
host and cal cul ates the average megabytes per second.

During the test, the Start button toggles to Stop. You can click Start button
to begin thelink test and click Stop button at any time to terminate the test.

AP Status
RSSI BS5ID: 00:E0:18: 2E:84:88
100.00
IP Addiess:
BDDD R e e b S L e (M B e C M (i e O e LM O G e (e 1 S S M S S e e SS'D
BIIIIE] -5 i i i i S e i i i P A
Channel 11 B /2462 GHz
ST e A B S R R ,
Encryption: OFf
DR T S L S T S S i
{111 R P :
Save Option
- R3S
& Chart E Save
" Repart
Destination IP Address: | 192 .168. 8 . 7 | Pririt Option
I | F'rgportlonal. Print
" More rezolution —
Falling Interwal
I - - e S L e e S S ,
J
§ QR - =1 R S ] 1 second
W
E R R R R R R R e Test Count
g 2004 " Continuous
=]
1 DD B e R e S A S i wana r-‘ Eognt _J
RIS = szttt ot o et ot b i b o ittt b et i b i b it b 0,
st [T 1
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3.17 Windows XP Wireless Properties

B Control Panel

File Edit Wiew Favorites Tools Help

Do - @ - (T Oseurh [ rolders

address | @ Control Panel

& ¥ D

Accessibilty  Add Hardware  Add or
Remov. .. Tools

2 9 = D @ L B

¥ ¥ X B [@-

-

Administrative Date and Tme  Display  Folder Optians

Intel® Internet Keyboard Mouse Phone and  Power Options P
Graphics... Options le Madem ...

=/ 4 3‘5/ _.r! ﬁa &
Schedued  Soundsand  Speech System  Taskbarand User Accounts Wireless Link

Tasks Audio Devices Start Menu

1. Double-click System icon in the Control Panel.

HE

Wireless Network Connection Status

General | Support
Cannection
Statuz Connected
Cruratian: 0m:3a13
Speed: 11.0 Mbps
Signal Strength: T gunlll
Activity -
Sent ﬂ Received
Packets: 21,157 14,619
Properties ,\U Dizable l
2

Cloze

3. The “General” page will show status,
duration, speed, and signal strength. Signal
strength is represented by green bars with
5 bars meaning excellent signal and 1 bar
meaning poor signal.

% Network Connections ‘ZHE‘E‘
Fle Edt Wiew Favorites Tools Advanced Help w
Qs - Q[T Osesrt [Frodes || 3 X ©) (-

Address [ netwerk Connections ¥ Be

LAN or High-Speed Internet

1394 Connection
Enabled

T 1354 Net Adapter

wizard

‘ Hew Connection Wizard

2. Double-click ASUS SpaceLink WL230...

-4 Wireless Network Connection Properties

General | Wireless Netwarks |Authenticati0n Advanced

Usge Windows to configure my wireless network settings

Svailable networks:
To connect to an available netwark, click Configure.

(',_:) dgfe:ult Configure
wireless

Frefered networks:

Automatically connect to available network s in the order listed

below:
i
irel
P wireless
’ Add... ]’ Remove ][ Propertiez ]

Learn about zetting up wireless netwark,
configuration.

[ ar. H Canecel ]

4. The “Wireless Networks” page will show
Available networks and Preferred networks.
Use the Add button to add the “SSID” of
available networks and set the connection
preference order with the Move up and
Move down buttons. The radio tower with
a signal icon identifies the currently
connected access point.
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3.7 Windows XP Wireless Properties (Cont.)

PIX

-L Wireless Network Connection Properties

General | wirsless Networks | Authentication | Advanced

Select this option ta provide authenticated network. access for
wired and wireless Ethemet networks,

Enable netwark access contral uzing IEEE 802,13

Smart Card or other Certificate v

EAP type:

Authenticate az computer when computer information iz available

[ Authenticate as guest when uger or computer infarmatian is
unavailable

I Ok ][ Cancel ]

5. The “Authentication” page allows you to add
security settings. Read Windows help for
more information.

@)X

i Wireless Network Connection Properties

General | Winsless Networks | Authentication | Advanced

Internet Connection Firewall

[] Pratect my computer and netwoark. by limiting or preventing
access to thiz computer from the Intemet

Leamn more about [nkermet Connection Firewall
Internet Connection Sharing

[ Allows other network, users to connect through this
computer's Internet connection

Leamn more about [nternet Connechion Sharing.

[ [l H Cancel ]

6. The “Advanced” page allows you to set
firewall and sharing. Read Windows help
for more information.
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Bluetooth Reference

Introduction to Bluetooth

Theterm "Bluetooth” refersto aworldwide standard for thewirel essexchange
of data between two devices.

In order to exchange data, two Bluetooth devices must establish a connection.
Before aconnection is established, one device must request a connection with
another. The second device accepts (or regjects) the connection. The originator
of the request is known as the client. The device that accepts (or rgects) the
request is known as the server. Many Bluetooth devices can act as both client
and server.

A client Bluetooth device runs a software program that requests a connection
to another device as part of its norma operation. For example, the program
may regquest a connection to aremote computer, a printer, PDA, or a Cdlular
Phone. Becoming a Bluetooth client normally requires an action by the device
operator, such as an attempt to browse a remote compuiter, print afile, or dia
out on aCedllular Phone.

Every Bluetooth device that provides a service must be prepared to respond to
aconnection request. Bluetooth software isaways running in the background
on the server, ready to respond to connection requests.

ASUS SpaceLink B&W PCI Card
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Bluetooth Dongle

The Bluetooth dongle is an optional device. The following gives instructions
on using a Bluetooth dongle with the ASUS Spacel.ink B&W PCI Card.

Harndware Update Wizard Hardware Update Wizard

welcome to the Hardware Update Please choose yowr search and installation options. o
Wizard @

This wizard helps pou install software for (%) Search for the best driver in these locations.
USE Device Use the check hoses below to limit or expand the default search, which includes lacal
paths and removable media. The best driver found will be installed.

- Search removable media (floppy. CO-ROM..]
(_'_) If your hardware came with an installation CD ) )
“SE2 or Hoppy disk. insert it now. [ Inchude this location in the search:

T
What do you want the wizard to do?
() Don't search. | will choose the driver to install

O.lnsla\l the suft.ware aulurn.allcallp [FRecammended) Choaose this option ta select the device driver from a list. “Windaows does not guarantee that
(®iinstall from a list or specific location [Advanced} the driver you choaose will be the best match far pour hardware.

Click Nest to continue.

Ceam [ Hen ) (e ]

1. When you insert a USB Bluetooth dongle, 2. Select “Search removable...” and click Next
“Hardware Update Wizard” will appear. Select  to continue.
“Install from alist...” and click Next to continue.

Hardware Installation Hardware Update Wizard

Completing the Hardware Update
1 E The software you are installing for this hardware: ! Wizard
.

The wizard has finished inztaling the software for:

ASUS Bluetooth Device
% ASUS Bluetooth Device

haz not paszed Windows Loga testing ta verify itz compatibility
with ‘Windows 3P, [Tell me why this testing is important.]

Continuing your installation of thiz software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
paszed Windows Logo testing.

Click Finish to close the wizard,

O
>
QO
©
=
D
-
N

I Cortirue Anyway[\l || STOF Installation {

3. Click Continue Anyway on driver warnings 4. Click Finish when the hardware update is
when installing devices using bundled drivers. complete.

ii5. ASUS Bluetooth Software 1.2 - InstallShield Wizard : =3 When insta||ing software for your Bluetooth
e et st s e s e spee | (| UEVICE, you may be asked about your device
e heantatcedto s 4555 typein order to add type information to the “Entire
o Bluetooth Neighborhood”.
Device Type:

Laptop &) My Bluetooth Places\Entire Bluetooth Neighborhood .
Deskto, -
File  Edit  Miew Blustooth Favorites  Tools  Help :,'

GBack . > fr /.-‘: Search Folders El v

Address @ MMy Bluetooth Places\Entire Blustooth Meighborbood A4 . Go
Device MName Type

E_éL‘IENG Laptop Corputer

lwrsT Personal Computer

[ < Back " hext = 1 [ Cancel l
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Using the Bluetooth Software

My Bluetookh
Places

This icon will appear on your desktop. Double-
click to launch the Bluetooth utility.

P My Bluetooth PlacesiEntire Bluetooth Neighborhood

EEX
File Edit ‘“iew EBlustooth Favorites Tools  Help -,'

eﬁack M 2 l? ji\J Seatch I Folders v

Address @ My Bluetooth PlacesiEntire Blustooth Meighborhood

v|GU

Device Mame Type
'& L4EMG Laptop Computer
%VTST Personal Computer
£ | s

Devices within range will be shown in “Entire
Bluetooth Neighborhood”

Bluetooth Connection Wizard

.
\_I:) My Bluetooth Places search completed. IF the device you are looking For does
niot appear in the list make sure that it is in "Discoverable mode” and search again,

If you cannot see any devices within “Entire
Bluetooth Neighborhood”, make sure that your
devices are properly working and set to allow
discovering.

Different Views

L3 My Bluetooth Places\My Device

(B[]
File Edt View Blustooth Favorites  Tools  Help "

@osck - () (T D seach [ Folders -

'& My Blustooth PlacesiMy Device
o %

Bluetoath Dial-Up
Serial Part Networking

A

Information  Information
Exchange  Synchroniza...

v He
&

File Transfer

.ﬂ“]

Bluetooth Tasks B3
[3 view or mody configuration Fax

Other Places

[ Desktop

ﬂ My Computer

i} Shared Documents
3 My Blustooth Places

¢

Nebwark
Access

Details

E

Bluetooth Services

iy Bluetooth Places | L]

lLetao thes  Tools  Hel ar
> I? /r'Search ||~ Folders &

Address |a Iy Bluetooth Places

) Eart

V‘GD

MHame Comments
Add Blugtooth Connection
@ Entire Bluetooth Meighborhood

'& Iy Device

Cannect to a service on a remote blustooth device,
Remate bluetooth devices,
‘our local Bluetooth device: Laptop Computer

Click Entire Bluetooth Neighborhood to
search for Bluetooth devices in range.

Enable Discovering

Bluetooth Configuration

Local Services Client Applications Hardware Wersion [nfo Notifications
General Accessibility Dizcoven Information Exchange

ﬂ Specify which individual devices have access to this computer.
Let other Bluetooth devices discover this computer
Allows: | All devices ta connect. V|

By default, Bluetooth devices will have their
discovery option enabled. If you want to know
where this is set, right-click the Bluetooth icon on
the taskbar and choose Setup | Configuration
in order to bring up the configuration window. Use
the “Accessibility” page to “Let other Bluetooth
devices discover this computer”.

Bluetooth Not Available

™ iy Bletooth Places\y Duvice

Woteoh  Faverkes  Tost b

Pl Gl e

Q- O ¥ e Fodes | [T] -
ek | gh My Bustooth FlsossMy Dervce - B
= o) = = = — =
Stttk A1 B & ¥ @8 2 A
[ ¥ierr o mody configaation Buetcth Dkl Far  FeToste  Dfomation  [nfemation  Netwerk
Sendlfurt  etimheny b Syrebrora... i
=

Other Places.

[ tasitze

q M Comguier
g —
@ Bt s

Detals

Bluclosth Gorvives.

If your local Bluetooth device is not present or
working, you will get red x's on each Bluetooth
service icon.

Depending on your Windows folder options, you will
may see different sized icons. The above has “Show
common tasks in folders” enabled and view “Tiles”.
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Bluetooth Connection Wizard

Using “My Bluetooth Places’ and browsing to the individual service within a
target device is actualy easier to use than using the “Bluetooth Connection
Wizard”. See” Services’ afew pageslater.

M ASUS Blustooth Software h k E Bluetooth Connection Wizard
@ online Manual
ﬁ%‘ Uninstall 4515 Bluetooth Software

Launch the “Bluetooth Connection Wizard” from Connechion Wizard
the Start menu or right click the Bluetooth icon
on the taskbar. You can read about “Bluetooth

Business Card Exchange

Information Svnchronization

- . Find Devices. .. Bluetooth Serial Pork b
Connection” in the Online Manual. . )

Dial-Up Metwarking k
»

Explore Ffax
File Transfer »

Setup 4

3
3

Network Access

Add Bluetooth Connection: @

‘\@ Device name: L3CWXPENG

Service name: Blustooth Serial Port

Add Bluetooth Connection E

This wizard helps vou et up a Bluetooth connection to a remote
device:

Make sure that the remote device is discoverable.
‘fou have chosen to create a Secure connection with a Bluetonth
device. The paiing procedure wil establish a secret key which will be

Select a service: used to pass data during the connection.

Bluetooth Serial Port

To initiate pairing now, enter the PIN code in the field below and click
the Next button.
Select the device that provide the service:

LITwPENG v

Frequire secure encippted connection,

Ta pair with the remote device later, leave the PIN code field blank
and click the Mext button,

FIM Code:
[ Nexl>%J[ Cancel | [ Hep | [ <Back J[ Mew>p | [ Cancel | [ Hep
Select a service and target device. Enter a password if necessary.

Add Bluetooth Connection E

i@ Device name: L3CWwWHPENG

Service name: Bluetooth Serial Port

nhection Name :

Make 'LICWXPENG' the default Bluetooth device for ‘Bluetoath
Serial Part’

Click the Finish button to close this wizard,

Ta uge this connection, double-click the connection name from My
Bluetooth Places.

[ <Back_ || Fwsh[\\\J[ Cancel | [ Hebp

Click Finish when completed.
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Explore

By Eluetooth Places.

B B pew Bustocth Favorkes Dok Hel ir
Explore e ©- 3] Pacpre
esc | K My Bantooth Paces bl
Foiders | e o
S E I: I_I " [ oesitep ] Bt Conemction Corrmet b 5 smrvice on & rerreste bmtoeith device.
1) My Cocuments ¥ Enter Btnorh Megrborhond  Remate bhastooth deices.

5 5 My Conmputar gty Device ‘four ol Usetosth device: Laptip Computer

i W My Matwocrl. Places

2 Recyde Bn

0

i B Erdirn Bomtocth Neigfbantaseed
g My Device

Services

Besides double-clicking the Bluetooth icon on This is Windows “Explorer” utility with “My
your desktop, you can right click and select Bluetooth Places” selected.

Explore to view Bluetooth devices along with

your entire computer in one window.

B% My Bluetooth Places\Entire Bluetooth Neighbor... [= |[21][5<] il ® My Bluetooth Places\My Device =13
"

File Edt View Bluetooth Favorites Tools  Help Iy File Edit Wiew EBluetooth Favorites  Tools  Help

. - ®) =, 3
e Back ~ () lw P ) Search [t_" Folders M e Back - & l‘m Yk H Folders
Address |{g My Blustooth PlacesiMy Device viE
Address @ My Bluetooth Places\Entire Bluetooth Meighborhood V| Go |& | .

x o> N, luetooth sera port
[~ = ([=alulul erlal Hat

Folders III . LSCWHPENG @ I::;sktop & Autamatic

@ Deskkop X Laptop Camputer L) My Documents

D My Documents W My Computer

':J My Computer Ill"' > & My Metwark Places
@ My MNetwark Places |L4 WTST & Recycle Bin

Personal Computer = E¥ My Blustooth P
2 Recycle Bin P v Blustooth Places

Dial-Up Metworking
BE Automatic

@ Entire Bluetooth Meighborhood Fax
= My Bluetooth Places \g_' My Device SRR 1 ot
= @ Entire Bluetooth Meighborhood -
i ’
&,' LICWHPENG h./\ﬁ File: TransFer
% ¥TST | Automatic
& My Device

.= Information Exchange
E Automatic
e Information Synchronization
Automatic

—
&é" Metwork Access
ﬁ Automatic

This is Windows “Explorer” utility with “Entire This is Windows “Explorer” utility with “My
Bluetooth Neighborhood” selected. Device” selected.
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Chapter 4 - Bluetooth Reference

Setup

Explure ‘ E Eluetooth Connectio
Security Cnline Manual
ﬁ ninskall 4515 Bluetookh Software

iZonfiguration

Services k

Right click and select Setup to view Bluetooth You can read about the Security and
configuration options. Configuration settings in the Online Manual.

Security Configuration

Bluetooth Security.

Q Eg During the: pairing procedure vou may be asked for a Local Services Client &pplications Hardware | “ersionInfo | Motifications

password for each device.

e General | Accessibility Dizcovery Infarmation Exchange
Identity
----- Enter a unigue name in the Computer Hame field. This name will be
Faumg Digeiess stz Brafaaes displayed to ather Blustooth devices in the area.

Computer name: | [EEE]
g LICwHPENG P

@:VTST Computer type: | Laptop w
Execute Pairing »>
Security
High: All Blugtooth devices attempting to connect to any service provided

by this computer must provide a password befare the connection
@ proceeds. All data exchanged between this computer and the connecting
Bluetooth device iz encrypted.
Medium: Individual services provided by this computer can be configured
ta require a pazsword befare allowing the connection to proceed,
Encryption can be enabled on a service-by-service basiz. Security for
individual services can be configured from the Local Services tab of the

Bluetooth Configuration Panel
Security mode;
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Services

Using serviceson atarget device arejust asthey would be on your own computer
but you will be borrowing thetarget device sresources. For moreinformation on
those services, refer to your source or target’s user’s manual.

2. My Bluetooth PlacesiEntire Bluetooth Neighborhood\L4[NG[Z][E]E|
r

2. My Bluetonth Places\Entire Bluetooth Neighhnrhnnd\L4ENG[Z][E]E]

File Edit ‘iew Blustooth Favorites Tools  Help - File Edit ‘iew Elustooth Favorites  Tools  Help 5
- ] D - - ] D o

e Back >} ly ’ Search I Folders El e Back </ L_? 7’ Search = Folders E

Address |§> My Bluetooth Places\Ertire Blustaoth Meighborhood|L4ENG hd ‘ Go Address I'_& My Bluetooth Places\Entire Bluetooth MNeighborhood|L4EMG v| Go

Service Status Additional Information Service Status Additional Information

%Bluetooth Serial Port Not Connected %Bluetooth Serial Port Connected COMS

@Dlal-Up Metworking Mot Connected @Dia\-un Metworking Mot Connected

ByFax Mok Cannected 3y Fax Mot Connected

P inbox Pl Inbox

%Netwgrk ArCcess Mot Connected %Netwnrk Arress Mot Connected

23 Public Folder % Public Folder

< | > < | >

There are several other services available when When you double-click a service, the “Status”

you open the target device. will show “Connected”. Because resources are
limited, when you start a service, other services
may be disconnected.

Connection Wizard

Business Card Exchange

Find Devices. .. Bluetooth Serial Port k
Dial-Up Mebwarking
F
Explore 2

File Transfer
Information Svnchronization
Metwork Access

Setup 4

v v v v v

You can also use services from the Bluetooth
taskbar icon. Right-click the icon to bring up the
“Services” menu.

See next page for examples of each service.
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Serial Port

Bluetooth Serial Port

The Bluetooth serial port COMS will be uzed when connecting to
device LAENG

Application that uge this service must be configured to
communicate uzing COMS. |t can be started at any time.

[ D nat dizplay this meszage again

The Bluetoath FAx madem iz now configured to connect ta the
device L4ENG

You can configure pour FA% software to use the Bluetoath FAX
modem and start it at any time.

[ D ot dizplay this message again

Network Access

Connect BluetoothConnection

Uzer name: || |

Paszaword: | |

[] Sawe this user name and password for the following users:

e only

Aryone who uzes this computer

Dial: | v

Dial H Cancel H Properties ” Help l

Dial-Up Networking

Connect BluetoothHullConnection

Usger name: || |

Pazsword; | |

[[] Save this user name and password for the following users:

e anly

Angone who uzes this computer

Help

I LConnect H Cancel ” Properties H

Inbox

*5 My Bluetooth Places}Entire Blustooth Neighborhood\L4ENG. .. [27|[5](3]

File Edit Wew Bluetooth Favorites  Tools  Help

eﬁack 5 L) l.ﬁ /':_] Search [l Folders =

Address |Hj My Bluetooth Places\Entire Bluetooth NeighborhoodiL4EMGY Inbox e ‘ G
Mame
[F=|Business Card
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File Transfer (to Public Folder)

] My Bluetooth Places\Entire Bluetooth Neighborhood
File  Edit

@Back M = lﬁ /.._\J Search ||

Address | @ Iy Blugtoath Places\Entire Bluetaoth Neighborhaod

\ 1 LICWHPENG \ 1 L4EMNG
| Laptop Computer | Laptop Computer

EEX
4:

View Blustooth  Fawvorites Tools  Help

Falders

v‘Go

[Source] Selecting “Entire Bluetooth Neighborhood”
will show available Bluetooth devices. You will not
see yourself. The above example is a Personal
Computer (Desktop PC) and only Laptop
Computers (Notebook PC) are shown.

B My Bluetooth Places\Entire Bluetooth Neighborhood\L3CWXPENG [2](E1|[X]
File Edit ‘“iew Blustooth Faworites  Tools  Help :,'

Falders

Back - i ) search =
7 I~ A L [i:2]

Address ‘ ‘2. My Bluetooth PlacestEntire Blustooth Neighborhood|L3CWHPENS

V‘Gﬂ

A
"o Bluetooth Serial Port a Dial-Up MNetworking
ﬁ Mot Connected meEA Nok Connected

F:Ej Inha:

/,
L"j Public Folder

=
=)

Fax
Mot Connected

-
Metwork Access
&, Mot Connected

4

[Source] When you open the target device, the
available services will be shown. Notice the
device name in the “Address”.

& - &

Bluetooth 10.bmp
From 'C:\Documents and SettingstvictarsDeskioph' to ‘Public Foldery'

Cancel

(TIITT]]
Copied 327 564 bytes of 385,012 bytes.

[Source] Drag and drop some files into the
window to begin transferring files.

B Search Results

Fle EdR  Yiow Fgewibes ook Hep s
¥ S sewct Folders b L M|
[ v B
Search Companion * 0 Name i Fokder
SBustocth 07bmg | C: and
| Bustooth (0. bg 2 and
. There were 4 files
Foaned Did you i 8 4 Bustooth 09.brg [2 and
|| what you wanted? ~ = Bustooth L0.bg 2 and
< »

[Target] You will find the files in the path similar
to the one shown here. If the target device has
a search option, you can use it to locate the files.

=1

j_‘ Ay Bluetooth Places\Entire Bluetooth Neighborhood
Edit

File Help o

Back ~ ﬁ ) search ||~ Folders =
7 = 7 1 E

Address | @ My Bluetooth Places\Entire Bluetooth Meighborhood

Yiew  Blugtooth  Favorites  Tools

v|G0

S "
B LeEnG 'L wTST
k Laptop Computer g, Personal Computer

[Target] In this setup, there are two Laptop
Computers and one Personal Computer. From
one of the target Laptop Computers, you can
see the Personal Computer that was not shown
in the previous screen capture.

% iy Bluetooth Places\Entire Bluetooth Neighborhood\L3CWXPENG\Public Folder
Help o

Qosck - () (T et [ rolcers -

File Edit View Bluetoath Favortes Tools

Address (45 y Blustaoth PlacesiEntire Blustooth NeighbethaodiL3CWPENGIPubli Foider Bkl

[Source] When you open the target device's
“Public Folder” for the first time, it should be
empty. Notice the device name in the “Address”.

# My Bluetooth Places\Entire Bluetooth Neighborhood\L 3CWXPENG\Public Folder (= |[B][X]
Fle Edt Wew Blustocth Favorites Tooks Help o
Qs - ) (T Dseenh [ Foders -

Address |"_'J My Bluetooth Places\Entire Bluetooth Neighborhood)L3CwXPENG!PUblic Falder V| Go

Blustaoth 07.bmp Blustaoth 03.bmp
EE) 376 KB

Blustaoth 10.bmp
376 KB

Bluetaoth 08.bmp
ITEKB

[Source] After copying, you will see the files in
the other device. Notice the device name in the
“Address”.
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Bluetooth Cellular Phone

¥ Ericsson T39m/T39me

ERICSSON Z

Mobile Phone 139m/T3%9me

-« Back

Bluetooth

The con ade
wia Dl

5 m
™ wirgless

techrology, within &

range of ton mitres

Different communications media

The buiki-in modem can communicaie with oiher devices via four

different rmedia

wia the
synchronize
with a carnp

115 made The connection 15 made  The connechon 15 made
wia irfrared light waves. wia the R3232 cable.

Your phone must be

within one metee of the

server that is connected  computer.

o Ve Infeerned

N3 ey sl e
& =i *g}é@
‘J. K_ ‘-L" .

Cable

Modern cellular (also called mobile)
phoneshave severd connection options
to makeitsfeaturesaccessbletoawide
range of devices and computers in
severa environments.

When using a Bluetooth Cellular phone such asthe Ericsson T39, you can see
target Bluetooth devices smilar to using a computer. Under (5) Extras menu,
thereis (5) Bluetooth options.

(1) Discoverable- usethisto allow other to be ableto see your Cellular phone.
TheEricsson T39will only enablethisfunction for 3 minsat atimefor security

reasons.

O
>
QO
©
=
D
-
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File Edit ‘Wiew Blustooth  Faworites  Tools  Help

eBack T

)
lj‘ 7 Search /s Falders

j_‘ My Bluetooth Places\Entire Bluetooth Neighborhood Q@El %, My Bluetooth PlacesiEntire Bluetooth NeighborhoodiEricsson_T39 El@lgl
-

El.

Address | & My Bluetaoth Places|Entire Biustooth Neighborhood

v|Go

Device fame
Ej Ericsson_T39
g L3Cw=PENG

B yrsT

<

Type

Cellular Phone
Laptop Computer
Personal Computer

Additional Information

Here we can see the Ericsson T39
when using a computer equipped
Bluetooth.

(2) Paired devices - add Bluetooth devices to connect to
(3) Discover - use thisto search for available Bluetooth devices.

(4) Operation mode - set the operation mode for the Ericsson T39

Fle Edt Vew Bletooth Favorites Tooks Help "

@Eack > Lj‘ /.?\JSearch ||~ Folders El @

Address ‘ k‘j My Bluetanth PlacesiEntire Blustooth Neighborhood\Ericsson_T39 v ‘ Go
Service Status Additional Information
%QDia\—up Metworking Mok Connected
Fax Mot Connected
P;-j[nbox
G‘ IrMC Synchronization
£ 5erial Port 1 Mot Connected
QPSEI’H Part 2 Mok Connected

Here are the available services using
the Ericsson T39.
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Pairing

Bluetooth Passkey Re quest

The Blustooth paiing procedure establishes a secret key that

1z uzed in all future connections to authenticate device identity
and encrypt data.

Enter your passkey in the field below and click the OK button

to establizh a permanent paired relationship with this device.

| Ericzzon_T39 |
L |

][ Carncel ][

Device Mame:

Bluetoath Passkew:

oK. Help |

Pairing is necessary in order to utilize
another device sresources. Youwill be
asked to enter a password on both
devices. The first device (a computer
Inthis case) setsthe password and the
second device (theEricsson T39in this
case) must enter the same password.
Since the Ericsson T39 can only enter
numbers as the password, make sure
you a so use numbers asthe password
on the compuiter.

Dial-Up Networking with Bluetooth Cellular Phone

Thisisthe same as one computer using another computer’sresourcesto access
thelnternet. While on theroad, you can borrow your Bluetooth cellular phone's
modem without connecting acable. Thisislike usingacomputer and amodem

at hometo access the Internet through an Internet Service Provider (I1SP).

[123-4587 v

l Dial J[ Cancel ][ Properties ][ Help ]

To accessthelnternet, youneedtodial-
up to your Internet Service Provider
(ISP), double click “Dial-up
Networking” in the Ericsson_T39

- window. Enter your | SPaccount “ User
’»j name”, “Password”, and Phone
R i, Number.

User name: iTESt |

Passwor d i ------ |

[ Save thi me and paszword for the fallowing users:
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69



0O
>
Q
o
—
®
=3
o1

Chapter 5 - Troubleshooting

5. Troubleshooting

The below troubleshooting guides provide answers to some of the more
common problems, which you may encounter while installing or using
ASUS SpacelLink B&W PCI Card products. If you encounter difficulties
that are not mentioned in this section, please contact ASUS Wireless LAN
Technical Support.

Verify if the PCI Card is installed correctly.

When the ASUS SpacelLink B&W PCI Card setup task is complete, you
can verify if thedriver has been setup properly. Right click My Computer,
select Properties, and click the Device Manager tab. Then double-click
the Network adapters icon; you should see “ASUS 11a/b PCI Wireless
Network Adapter” with an icon of expansion card. There should not be a
“1” or *?" (problem) or “x” (disabled) symbol over thisicon.

Thereis ayellow exclamation mark or ayellow question mark in Device
Manager in front of my ASUS SpaceLink B&W PCI Card.

To resolve the problem, you should update/reinstall the ASUS Spacelink
B&W PCI Card driver. In“Device Manager”, right click ASUS 11a/b PCI
WirelessNetwor k Adapter, select Properties, and select Driver tab. Click
on Update Driver button, then follow the “ Update Device Driver Wizard”
to complete the driver installation.

In addition, you may be able to resolve thisissue by reinstalling the driver.
Choose ASUS 11a/b PCI WirelessNetwor k Adapter, click Remove button
in“Device Manager”, and then run the Add New Har dwareWizard from
the Control Panel.

Cannot connect to any Access Points
Follow the procedure below to configure your ASUS SpacelLink B&W
PCI Card.

a. Verify that the “Network Type” isin “Infrastructure” mode.

b. Verify that the”SSID” of your ASUS Spacel.ink B&W PCI Card is set
to the same “ SSID” of an Access Point.

c. Verify that the“Encryption” typeisthe same asthat of an Access Point.
If you enabled “WEP” encryption, you must also set the same WEP
Keys on both sides.
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Cannot connect to a Station (ASUS SpaceLink B&W PCI Card)
Follow the procedure below to configure your ASUS Spacelink B&W
PCI Card.

a. Veify that the “Network Type” isin“Ad Hoc” mode.

b. Verify that the“SSID” of your ASUS Spacel.ink B&W PCI Card is set
to the same “SSID” of the other station (or another ASUS Spacel.ink
B&W PCI Card).

c. Veify that the “channel” of the ASUS Spacelink B&W PCI Card is
“Auto” or set to the same “channel” of the other station (or another
ASUS Spacel ink B&W PCI Card).

d. Verify that the “Encryption” type is the same as the other station (or
another ASUS Spacel.ink B&W PCI Card). If “WEP’ encryption is
enabled, you must set the same “WEP” Keys on both stations.

Bad link quality or bad signal strength

There are two possible reasons. First is radio interference, keep the
environment around the ASUS SpacelLink B&W PCI Card away from
microwave ovens and large metal objects. Then try to reorient the ASUS
SpaceLink B&W PCI Card antenna. Second is the distance, decrease the
distance between your ASUS Spacelink B&W PCI Card and the Access
Point or station (or another ASUS SpacelLink B&W PCI Card).

The TCP/IP protocol did not bind to the SpaceLink PC Card.

This will occur when the computer already has six TCP/IP bindings in
Windows 98 or ten bindings in Windows Me. These limits are imposed by
the Microsoft operating system.

Solution: If your computer already has the maximum number of TCP/IP
bindings, remove one of the network adapters from the Network
configuration beforeinstalling the ASUS Spacel ink B&W PCI Card driver.

ASUS SpaceLink B&W PCI Card
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6. Glossary

Access Point (AP)

An networking devicethat seamlessly connectswired and wirel ess networks.
Access Points combined with a distributed system support the creation of
multiple radio cells that enable roaming throughout afacility.

Ad Hoc
A wireless network composed solely of stations within mutual
communication range of each other (no Access Point).

Basic Service Area (BSS)
A set of stations controlled by a single coordination function.

Channel

An instance of medium use for the purpose of passing protocol data units
that may be used simultaneously, in the same volume of space, with other
instances of medium use (on other channels) by other instances of the same
physical layer, with an acceptably low frame error ratio due to mutual
interference.

COFDM
See next few pages for detailed explanation.

Direct-Sequence Spread Spectrum
See next few pages for detailed explanation.

Extended Service Set (ESS)
A set of one or moreinterconnected basic service set (BSSs) and integrated
local areanetworks (LANS) can be configured as an Extended Service Set.

Ethernet

The most widely used LAN access method, which is defined by the IEEE
802.3 standard. Ethernet is normally a shared media LAN meaning all
devices on the network segment share total bandwidth. Ethernet networks
operate at 10Mbps using CSMA/CD to run over 10-BaseT cables.
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Gateway
A network component that acts as an entrance to another network.

IEEE 802.11

IEEE 802.xx is a set of specifications for LANs from the Institute of
Electrical and Electronic Engineers (IEEE). M ost wired networks conform
to 802.3, the specification for CSMA/CD based Ethernet networks or 802.5,
the specification for token ring networks. 802.11 defines the standard for
wireless LANs encompassing three incompatible (non-interoperable)
technologies: Frequency Hopping Spread Spectrum (FHSS), Direct
Sequence Spread Spectrum (DSSS), and Infrared. 802.11 specifiesacarrier
sense media access control and physical layer specifications for 1 and 2
Mbps wireless LANS.

IEEE 802.11a/ IEEE 802.11b
See next few pages for detailed explanations.

Infrastructure

A wireless network centered about an access point. In this environment,
the access point not only provides communication with the wired network
but also mediates wireless network traffic in the immediate neighborhood.

IP (Internet Protocol)

The TCP/IP standard protocol that defines the IP datagram as the unit of
information passed across an Internet and provides the basis for
connectionless packet delivery service. IP includes the ICMP control and
error message protocol as an integral part. It provides the functional
equivalent of ISO OSI Network Services.

IP Address

An IP address is a 32-bit number that identifies each sender or receiver of
information that is sent across the Internet. An | P address has two parts: the
identifier of a particular network on the Internet and an identifier of the
particular device (which can be aserver or aworkstation) within that network.

ISM Bands (Industrial, Scientific, and Medicine Bands)

Radio frequency bands that the Federal Communications Commission
(FCC) authorized for wireless LANs. The ISM bands are located at 902
MHz, 2.400 GHz, and 5.7 GHz.

ASUS SpaceLink B&W PCI Card
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ISP (Internet Service Provider)
An organization that provides access to the Internet. Small |SPs provide
service viamodem and ISDN while the larger ones also offer private line
hookups (T1, fractional T1, etc.).

LAN (Local Area Network)

A communications network that serves userswithin a defined geographical
area. The benefitsinclude the sharing of Internet access, files and equipment
like printers and storage devices. Special network cabling (10 Base-T) is
often used to connect the PCs together.

NIC (Network Interface Card)

A network adapter inserted into a computer so that the computer can be
connected to anetwork. It isresponsible for converting datafrom storedin
the computer to the form transmitted or received.

Packet

A basic message unit for communication across a network. A packet usually
includes routing information, data, and sometimes error detection
information.

PCMCIA (Personal Computer Memory Card International Association)
The Personal Computer Memory Card International Association (PCMCIA),
develops standardsfor PC cards, formerly known as PCM CI A cards. These
cards are available in three types, and are have about the same length and
width as credit cards. However, the different width of the cards rangesin
thicknessfrom 3.3 mm (Typel) to 5.0 mm (Typell) to 10.5 mm (TypellIl).
These cards can be used for various functions, including memory storage,
landline modems and wireless modems.

Radio Frequency (RF) Terms: GHz, MHz, Hz

Theinternational unit for measuring frequency isHertz (Hz), equivalent to
the older unit of cycles per second. One megahertz (MHz) is one million
Hertz. One gigahertz (GHz) isonebillion Hertz. The standard US el ectrical
power frequency is60 Hz, the AM broadcast radio frequency band is 0.55-
1.6 MHz, the FM broadcast radio frequency band is 88-108 MHz, and
wireless 802.11 LANSs operate at 2.4 GHz.
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SSID (Service Set ID)
SSID isagroup name shared by every member of awireless network. Only
client PCs with the same SSID are allowed to establish a connection.

Station
Any device containing |EEE 802.11 wireless medium access conformity.

TCP (Transmission Control Protocol)

The standard transport level protocol that provides the full duplex, stream
service on which many application protocols depend. TCPallows aprocess
or one machine to send a stream of data to a process on another. Software
implementing TCP usually resides in the operating system and uses the IP
to transmit information across the network.

ASUS SpaceLink B&W PCI Card

75

(o]
S
(<))
+—
o
©
=
@)




Chapter 6 - Glossary

|IEEE 802.11b (11Mbits/sec)

In 1997, the Institute of Electrical and Electronics Engineers (IEEE) adopted
the 802.11 standard for wireless devices operating in the 2.4 GHz frequency
band. This standard includes provisionsfor three radio technol ogies: direct
sequence spread spectrum, frequency hopping spread spectrum, and
infrared. Devices that comply with the 802.11 standard operate at a data
rate of either 1 or 2 Mbps.

In 1999, the IEEE created the 802.11b standard. 802.11b is essentially
identical to the 802.11 standard except 802.11b provides for data rates of
up to 11 Mbpsfor direct sequence spread spectrum devices. Under 802.11b,
direct sequence devices can operate at 11 Mbps, 5.5 Mbps, 2 Mbps, or 1
Mbps. This provides interoperability with existing 802.11 direct sequence
devices that operate only at 2 Mbps.

Direct sequence spread spectrum devices spread aradio signal over arange
of frequencies. The |IEEE 802.11b specification allocates the 2.4 GHz
frequency band into 14 overlapping operating Channels. Each Channel
correspondsto adifferent set of frequencies. Seethe Appendix to determine
the center frequency used by each Channel.

If operating multiple 802.11b Wireless PCI Cards in the same vicinity, the
distance between the center frequencies must be at least 25 MHz to avoid
interference. Note that the Channels available to an 802.11b Wireless PCI
Card will vary from country to country. In the United States, the 802.11b
standard all ocates 11 operating Channelsfor direct sequencedevices. Channels
1, 6, and 11 are independent and do not overlap with each other. To avoid
interference between 802.11b Wireless PCI Cards, It is recommended that
you configure the Wireless PCI Cards using only Channels 1, 6, and 11.
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Direct-Sequence Spread Spectrum (for 802.11b)

Spread spectrum (broadband) uses a narrowband signal to spread the
transmission over asegment of theradio frequency band or spectrum. Direct-
sequence is a spread spectrum technique where the transmitted signal is
spread over a particular frequency range. The Space Link Wireless PCI
Card uses Direct-Sequence Spread Spectrum (DSSS) for radio
communication.

Direct-sequence systems communicate by continuously transmitting a
redundant pattern of bits called a chipping sequence. Each bit of transmitted
data is mapped into chips by the Wireless PCI Card and rearranged into a
pseudorandom spreading code to form the chipping sequence. The chipping
sequenceiscombined with atransmitted datastream to produce the Wireless
PCI Card output signal.

Wireless mobile clients receiving a direct-sequence transmission use the
spreading code to map the chips within the chipping sequence back into
bits to recreate the origina data transmitted by the Wireless PCI Card.
Intercepting and decoding a direct-sequence transmission requires a
predefined al gorithm to associ ate the spreading code used by the transmitting
Wireless PCI Card to the receiving wireless mobile client.

This algorithm is established by IEEE 802.11b specifications. The bit
redundancy within the chipping sequence enables the receiving wireless
mobile client to recreate the original datapattern, evenif bitsin the chipping
sequence are corrupted by interference. The ratio of chips per bit is called
the spreading ratio. A high spreading ratio increases the resistance of the
signal to interference. A low spreading ratio increases the bandwidth
available to the user. The Wireless PCI Card uses a constant chip rate of
11Mchips/s for all data rates, but uses different modulation schemes to
encode more bits per chip at the higher data rates. The Wireless PCI Card
Is capable of an 11 Mbps data transmission rate, but the coverage area is
lessthan a1 or 2 MbpsWireless PCI Card since coverage area decreases as
bandwidth increases.
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|IEEE 802.11a (54Mbits/sec)

The 802.11b standard was designed to operate in the 2.4-GHz ISM
(Industrial, Scientific and Medical) band using direct-sequence spread-
spectrum technology. The 802.11a standard, on the other hand, was designed
to operatein the morerecently allocated 5-GHz UNII (Unlicensed National
Information Infrastructure) band. And unlike 802.11b, the 802.11a standard
departs from the traditional spread-spectrum technology, instead using a
frequency division multiplexing scheme that's intended to be friendlier to
office environments.

The 802.11a standard, which supports data rates of up to 54 Mbps, is the
Fast Ethernet analog to 802.11b, which supports data rates of up to 11
Mbps. Like Ethernet and Fast Ethernet, 802.11b and 802.11ause anidentical
MAC (MediaAccess Control). However, while Fast Ethernet usesthe same
physical-layer encoding scheme as Ethernet (only faster), 802.11a uses an
entirely different encoding scheme, called OFDM (orthogonal frequency
division multiplexing).

The 802.11b spectrum is plagued by saturation from wireless phones,
microwave ovens and other emerging wireless technologies, such as
Bluetooth. In contrast, 802.11a spectrum is relatively free of interference.

The 802.11a standard gains some of its performance from the higher
frequencies at which it operates. The laws of information theory tie
frequency, radiated power and distance together in an inverse relationship.
Thus, moving up to the 5-GHz spectrum from 2.4 GHz will lead to shorter
distances, given the same radiated power and encoding scheme.
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COFDM (for 802.11a)

Power aloneisnot enough to maintain 802.11b-like distancesin an 802.11a
environment. To compensate, vendors specified and designed a new
physical-layer encoding technology that departsfrom thetraditional direct-
sequence technology being deployed today. This technology is called
COFDM (coded OFDM). COFDM was devel oped specifically for indoor
wireless use and offers performance much superior to that of spread-
spectrum solutions. COFDM works by breaking one high-speed data carrier
into several lower-speed subcarriers, which arethen transmitted in parallel.
Each high-speed carrier is 20 MHz wide and is broken up into 52
subchannel s, each approximately 300 KHz wide. COFDM uses 48 of these
subchannelsfor data, whilethe remaining four are used for error correction.
COFDM delivershigher datarates and a high degree of multipath reflection
recovery, thanksto its encoding scheme and error correction.

Each subchannel in the COFDM implementation is about 300 KHz wide.
At the low end of the speed gradient, BPSK (binary phase shift keying) is
used to encode 125 Kbps of data per channel, resulting in a6,000-K bps, or
6 Mbps, datarate. Using quadrature phase shift keying, you can doublethe
amount of dataencoded to 250 Kbps per channel, yielding a12-Mbps data
rate. And by using 16-level quadrature amplitude modulation encoding 4
bits per hertz, you can achieve adatarate of 24 Mbps. The 802.11a standard
specifiesthat al 802.11a-compliant products must support these basic data
rates. The standard also lets the vendor extend the modulation scheme
beyond 24 Mbps. Remember, the more bits per cycle (hertz) that are
encoded, the more susceptible the signal will beto interference and fading,
and ultimately, the shorter the range, unless power output is increased.
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7. Safety Information

Federal Communications Commission Statement

Thisdevice complieswith FCC Rules Part 15. Operation is subject to the following
two conditions:

* Thisdevice may not cause harmful interference, and

* Thisdevice must accept any interference received, including interference that
may cause undesired operation.

This equipment has been tested and found to comply with the limits for a class B
digital device, pursuant to Part 15 of the Federal Communications Commission (FCC)
rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If
thisequipment does cause harmful interferenceto radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.

*  Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

WARNING! The use of a shielded-type power cord is required in
order to meet FCC emission limits and to prevent interference to
the nearby radio and television reception. It is essential that only
the supplied power cord be used. Use only shielded cables to con-
nect I/O devices to this equipment. You are cautioned that changes
or modifications not expressly approved by the party responsible
for compliance could void your authority to operate the equipment.

Reprinted from the Code of Federal Regulations#47, part 15.193, 1993. Washington
DC: Office of the Federal Register, National Archivesand RecordsAdministration,
U.S. Government Printing Office.
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Canadian Department of Communications

Thisdigital apparatus does not exceed the Class B limitsfor radio noise emissions
from digital apparatus set out in the Radio Interference Regulations of the Canadian
Department of Communications.

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme a la norme
NMB-003 du Canada.

Regulatory information / Disclaimers

Installation and use of thisWireless LAN device must be in strict accordance
with the instructions included in the user documentation provided with the
product. Any changes or modifications (including the antennas) made to this
devicethat are not expressly approved by the manufacturer may void the user's
authority to operate the equipment. The manufacturer is not responsible for
any radio or television interference caused by unauthorized modification of
this device, or the substitution of the connecting cables and equipment other
than manufacturer specified. It is the responsibility of the user to correct any
interference caused by such unauthorized modification, substitution or
attachment. Manufacturer and itsauthorized resdlersor distributorswill assume
no liability for any damage or violation of government regulationsarising from
failing to comply with these guidelines.

CAUTION: To maintain compliance with FCC's RF exposure guide-
lines, this equipment should be installed and operated with minimum
distance [20cm] between the radiator and your body. Use on the sup-
plied antenna. Unauthorized antenna, modification, or attachments
could damage the transmitter and may violate FCC regulations.

MPE Statement (Safety Information)

Your device contains alow power transmitter. When device is transmitted it
sends out Radio Frequency (RF) signal.

Safety Information

In order to maintain compliance with the FCC RF exposure guidelines, this
equipment should be ingtalled and operated with minimum distance [20cm]
between the radiator and your body. Use only with supplied antenna.
Unauthorized antenna, modification, or attachments could damage the
transmitter and may violate FCC regulations.
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Chapter 7 - Safety Information

Caution Statement of the FCC Radio Frequency Exposure

ThisWirelessLAN radio device has been evaluated under FCC Bulletin OET
65C and found compliant to the requirements as set forth in CFR 47 Sections
2.1091, 2.1093, and 15.247(b)(4) addressing RF Exposurefrom radio frequency
devices. The radiation output power of thisWirelessLAN deviceisfar below
the FCC radio frequency exposure limits. Nevertheless, this device shall be
used in such a manner that the potential for human contact during normal
operation — as a mobile or portable device but use in a body-worn way is
strictly prohibit. When using this device, acertain separation distance between
antenna and nearby persons hasto be kept to ensure RF exposure compliance.
In order to comply with the RF exposure limits established in the ANSI C95.1
standards, the distance between the antennas and the user should not be less
than [20cm].

SAR Exposure

This device has been tested for compliance with FCC RF Exposure (SAR)
limitsin typical laptop configurations.

In order to comply with SAR limits established in the ANSI C95.1 standards,
it isrecommended when using a PC card adapter that the integrated antennais
positioned morethan [20cm] fromyour body or nearby personsduring extended

periods of operation. If the antenna is positioned less than [20cm] from the

user, it isrecommended that the user limit the exposure time.

Radio Frequency Interference Requirements

This device is restricted to INDOOR USE due to its operation in the 5.15 to
5.25GHz frequency range. FCC requires this product to be used indoors for
the frequency range 5.15 to 5.25GHz to reduce the potential for harmful
interference to co-channel of the Mobile Satellite Systems.

High power radars are allocated as primary user of the 5.25 to 5.35GHz and
5.65 to 5.85GHz bands. Theseradar stations can cause interference with and /
or damage this device
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Introduction

INTRODUCTION TO BLUETOOTH

The term “Bluetooth” refers to aworldwide standard for the wireless exchange of data
between two devices.

In order to exchange data, two Bluetooth devices must establish a connection.

Before a connection is established, one device must request a connection with another.
The second device accepts (or rejects) the connection.

The originator of the request is known as the client.
The device that accepts (or rejects) the request is known as the server.
Many Bluetooth devices can act as both client and server.

A client Bluetooth device runs a software program that requests a connection to another
device as part of its normal operation. For example, the program may request a
connection to a remote computer, a printer, or a modem.

Becoming a Bluetooth client normally requires an action by the device operator, such as
an attempt to browse a remote computer, print afile, or dial out on a modem.

Every Bluetooth device that provides a service must be prepared to respond to a
connection request. Bluetooth software is always running in the background on the
server, ready to respond to connection requests.

April 5, 2002 WIDCOMM 1
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1.2 INTRODUCTION TO BTW

BTW isthe solution for the seamless integration of Bluetooth technology into personal
computers.

For an overview of the features added in this release, see What's New.
Most Bluetooth-enabled devices have the capability to act as.

* A Bluetooth server—these devices provide one or more services, such as access
to the Internet, to other Bluetooth devices.

* A Bluetooth client—these devices use the service(s) provided by Bluetooth
servers.

Bluetooth devices that can act as both server and client can often do both at the same
time.

BTW provides:
» Clientswith the means:
= To locate other Bluetooth devicesin the immediate vicinity (inquiry)
= Discover the services that those devices offer (discovery)
= Connect to, use, and disconnect from those services.

e Serverswith the means to include/exclude individual servicesin thelist of
services they provideto clients.

» Extensive security, including:
= Authorization
= Authentication
= Encryption.
BTW supports
e Windows 2000.
*  Windows 98SE (Second Edition).
e Windows Me (Millennium Edition)
e Windows XP Professional
e Windows XP Home Edition.

BTW functions the same way, regardless of the supported version of Windows on which
it isrunning.
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The services supported by BTW are:

» Bluetooth Serial Port—establishes a Bluetooth wirel ess connection between
two devices. The connection may be used by applications as though a physical
serial cable connected the devices.

» Dial-up Networking—allows a Bluetooth client to use amodem that is
physically attached to the Bluetooth server.

* Fax—allows a Bluetooth client to wirelessly send afax using adevice that is
physically attached to the Bluetooth server.

* File Transfer—establishes a Bluetooth wireless connection that allows your
computer to perform file system operations on another Bluetooth-enabled
device—browse, drag/drop, open, print, cut/copy, paste, delete, rename, etc.

* Information Exchange—establishes a Bluetooth wireless connection between
two devices so that they can exchange personal information manager data such as
business cards, calendar items, email messages, and notes.

« Information Synchronization—establishes a Bluetooth wireless connection
between two devices and uses the connection to synchronize Personal
Information Manager data between the two devices.

* Network Access—establishes a Bluetooth wirel ess connection between the client
and a server that is physically connected to the Local Area Network. If the client
has permission (user name and password for the LAN), the wireless connection
can be used asiif the client were hardwired to the LAN.

All Bluetooth servers do not necessarily provide all of these services. For example, a

network gateway may only provide accessto the Local Area Network (the Network
Access service).

To determine the services provided by a Bluetooth device:

1. Ontheclient, in the Folders pane of My Bluetooth Places, select Entire Bluetooth
Neighborhood.

2. Intheright pane of Entire Bluetooth Neighborhood, right-click anywhere except
on a device name and select Refresh from the pop-up menu.

In the Folders pane of My Bluetooth Places, right-click a device and select Discover
Available Services from the pop-up menu to update the available serviceslist. The
available services will be displayed in the right pane of My Bluetooth Places.

1.3 BLUETOOTH DEVICE IDENTITY

Every Bluetooth device has a unique 48-bit binary Bluetooth Device Address (BDA)
burned into its Read-Only Memory (ROM). This address cannot be changed by the end-
user.

A device' s BDA isusualy displayed in hexadecimal format; 00:D0:B7:03:2E:9F isa
valid BDA.

Each Bluetooth device aso has an operator-configurable, user-friendly name to help
distinguish it from other Bluetooth devices. The user-friendly name may be up to 99
alphanumeric charactersin length and may contain spaces. My Personal Computer isa
valid user-friendly name.
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1.4

ICONS USED FOR BLUETOOTH DEVICES AND SERVICES

Introduction

Bluetooth icons provide at-a-glance feedback about a device or service's status by

changing appearance.

Deviceiconsare shownin Table 1 and Table 2.

Table 1: Device iconsfor all operating systems Except Windows XP

Device Icons (except Windows XP, see below)

Device Type Normal Connected
Cdlular Telephone |
Desktop Computer ‘
Laptop Computer
Modem

Network Access Point

Personal Digital Assistant

Printer

Unknown Devices

=
&

=3jllla

Table 2: Deviceicons for Windows XP

Device Type

Normal

Connected

T
=
=
®
o

Windows XP Device Icons

Cellular Telephone

]

Desktop Computer ! #_.,
Laptop Computer {9

=5
Modem

Network Access Point

Personal Digital Assistant

Printer

Unknown Devices

& e ¢ ¢

L= Ts A S e
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Serviceicons are shown in Table 3 and Table 4.

Introduction

Table3:  Serviceiconsfor all operating systems Except Windows XP

Service Icons (except Windows XP, see below)

Service Name Normal Connected

Bluetooth Seria Port (3 (3

Dial-up Networking

Fax

File Transfer

Information Exchange

Information Synchronization

Network Access

* Services may be unavailable because they are in use or because the necessary
hardware is not installed.

Table 4: Serviceicons for Windows XP

Windows XP Service lcons

[ !
et
ety

Service Type Normal Connected | Unavailable*
Dial-up Networking M '

Fax

H
L

=

o

=

File Transfer

Information Exchange

WG
H"‘H\gi

=
5

Network Access

P
I

l.i 1

B

Seria Port

Information Synchronization

e
BY

1

5
5

Services may be unavailable because they are in use or because the necessary hardware is not installed.
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1.5 WHAT'S NEW

» A Connection Wizard now helps you set up hew connections and places a
shortcut to the new connection in My Bluetooth Places.

= Extensiveright-click context sensitive menu support throughout, including
the ability to:

= Accessthe Bluetooth Configuration Panel.
= Create connection shortcuts.

= Discover services.

= Display connection status.

= Display properties for connections, shortcuts to connections, local devices
and services, remote devices and services.

= Open and close connections.
= Pair and un-pair devices.
= Refresh lists of devices, services, and folder contents.
e Context sensitive What's This Help in the Bluetooth Configuration Panel.

* A Reative Signal Strength Indicator/Properties dialog box has been added for
every connection. right-click the connection and select Status to display the
dialog box.

»  Enhanced Windows system tray functions that provide quick access to:
= My Bluetooth Places; double-click the Bluetooth icon

= Speedy connection establishment; Right-click the Bluetooth icon, select
Services, and then the service you want. BTW shows you only the devices
that offer that service.

=  The Connection Wizard.
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2

Basic Operations

FIND BLUETOOTH DEVICES

“Search for Devices’ looks for Bluetooth devices in the vicinity and displays the devices
it findsin My Bluetooth Places.

To start the Search for Devices:
* Inthe Folders pane of My Bluetooth Devices, select (highlight) a device name
»  Open the Bluetooth menu and select Search for Devices.

The Bluetooth menu is only visible when My Bluetooth Placesis active.

BTW can be configured to automatically search for devices on aregular basis (Bluetooth
Configuration Panel >Discovery tab).

One of the advantages of Bluetooth is the mobility the wireless connections allow.
However, mobility means that devices may move in or out of connection range during the
time between the automatic updates performed by BTW. To be certain that the displayed
list of devicesin the neighborhood is current, or if automatic periodic inquiry is not
enabled, force an update of the device list using the technique above.

Some devices within connection range may not show up in the list of devices found
because

* Your deviceis configured to report only specific types or classes of devices
(Bluetooth Configuration Panel >Discovery tab, on your device).

» Theunlisted deviceis configured to be non-discoverable (Bluetooth
Configuration Panel > Accessibility tab, on the unlisted device).
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2.2 FIND A SERVICE

The process of determining the services that adevice providesis called Service
Discovery.

To initiate a Service Discovery, in the Folders pane of My Bluetooth Places, right-click
the device and select Discover Available Services from the pop-up menu.

The services supported by BTW are:

Bluetooth Serial Port—establishes a Bluetooth wireless connection between
two devices. The connection may be used by applications as though a physical
seria cable connected the devices.

Dial-up Networ king—allows a Bluetooth client to use amodem that is
physically attached to the Bluetooth server.

Fax—allows a Bluetooth client to wirelessly send afax using adevice that is
physically attached to the Bluetooth server.

File Transfer—establishes a Bluetooth wirel ess connection that allows your
computer to perform file system operations on another Bluetooth-enabled
device—browse, drag/drop, open, print, cut/copy, paste, delete, rename, etc.

Infor mation Exchange—establishes a Bluetooth wireless connection between
two devices so that they can exchange personal information manager data such as
business cards, calendar items, email messages, and notes.

Information Synchr onization—establishes a Bluetooth wireless connection
between two devices and uses the connection to synchronize Personal
Information Manager data between the two devices.

Network Access—establishes a Bluetooth wireless connection between the client
and a server that is physically connected to the Local Area Network. If the client
has permission (user name and password for the LAN), the wireless connection
can be used as if the client were hardwired to the LAN.

All Bluetooth servers do not necessarily provide all of these services. For example,
network gateways only provide accessto the Local Area Network (the Network Access
service).

April 5, 2002
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2.3

DETERMINE A CONNECTION'S STATUS

The Bluetooth Connection Status dialog box displays information about the state of a
connection and provides a means to disconnect an active connection.

To display the Connection Status dialog box
* In My Bluetooth Places, from the Folders pane, select (highlight) a device.

* Intheright pane of My Bluetooth Places, right-click a service name and select
Status from the pop-up menu.

Theinformation provided is
» Status: Connected or Disconnected
» Device Name: the name of the device to which this computer is connected.

» Duration: the length of time this connection has been established, displayed in
hours, minutes and seconds. Depending on the service, the connection may time
out (automatically disconnect) after a specific period of inactivity.

» Activity: the number of bytes sent and received over the connection

» Signal Strength: avariable scale that ranges from Too Weak through Good to
Too Strong.

To change the power transmission level of this computer: from the Bluetooth
Configuration Panel, Hardware tab, click the Advanced button, and then change the
setting in the Maximum Power Transmission drop-down list.

The controlsin the Bluetooth Connection Status dialog box are

» Properties button: displays the Bluetooth Properties dialog box for this
connection

» Disconnect button: closes this connection wherever applicable.
»  Stop button: disables this service wherever applicable.
e Close button: closes the Bluetooth Connection Status dialog box.
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2.4 USING THE CONNECTION WIZARD

The Connection Wizard walks you through the process of setting up a new Bluetooth
connection with another device. The connection is not actually established; instead, a
shortcut is placed in the right pane of My Bluetooth Places. To use the connection,
double-click the shortcut.

2.4.1 Setup a hew connection

1. Open the Connection Wizard: in the Windows system tray, right-click the Bluetooth
icon, select Services from the pop-up menu, and then select Connection Wizard from
the submenu.

2. Onthefirst Connection Wizard screen:

a) Inthe Select a Service drop-down menu, select the type of connection that
will be established. (The specific service will be selected later, if necessary.)

b) Inthe“Select adevice that provides the service” drop-down menu, select the
device that will provide the service. (To update the list of devices displayed,
click the Search Devices... button.)

¢) Optional: select the “Require secure encrypted connection” option to enable
Authentication and Encryption for this connection.

3. Click the Next button:

» If more than one service of the type selected in the Select a Service drop-down
menu (above) exists on the selected device, for example, multiple Bluetooth
Serial Ports, then the Select Bluetooth Service dialog box appears. Select the
specific service to be used, and then click the OK button to close the Select
Bluetooth Service dialog box.

» If only one service of the type selected in the Select a Service drop-down menu
(above) exists on the selected device, the next Connection Wizard screen
appears.

4. If “Require secure encrypted connection” was selected above, a security screen may
appear:

» Toestablish apaired relationship with the remote device while using this wizard,
enter your Personal Identification Number in the PIN Code field of the security
screen, and then click the Next button.

» Toestablish the paired relationship with the remote device the first time this
connection is used, leave the PIN Code field blank in the security screen, and
click the Next button.

The Security screen WILL NOT appear if the devices have been paired.

5. On the last Connection Wizard screen:

» Thetop of the screen provides basic information about the new connection—the
name of the device that will provide the service and the name of the service that
will be provided. If thisinformation is NOT correct, click the Back button to
return to the previous screen, and from that screen select the correct service and
device.

* Inthe“Connection Name:” field, enter a descriptive name for the connection, for
example, “BT Serial Connection to Joe’s Desktop.”
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2.5 BLUETOOTH TRAY

The Bluetooth Tray resides in the Windows System Tray, which is nhormally located in
the lower-right corner of the screen. Bluetooth Tray provides fast access to many routine
Bluetooth operations.

From the Bluetooth Tray you can:

Access My Bluetooth Places—double-click the Bluetooth icon.

Accessthe Bluetooth Configuration Panel—right-click the Bluetooth icon,
select Setup, and then select Configuration from the submenu.

Accessthe Bluetooth Security dialog box—right-click the Bluetooth icon,
select Setup, and then select Security from the submenu.

Accessthe Bluetooth Connection Wizar d—right-click the Bluetooth icon,
select Services, and then select Connection Wizard from the submenu.

Exchange Business Cardswith another Bluetooth Computer—right-click the
Bluetooth icon, select Services, and then select Business Card Exchange from the
submenu.

Search for, and connect to, a specific service—right-click the Bluetooth icon,
select Services, and then select the desired service from the submenu. An
additional submenu will appear that contains one or more options, including:

* Find Devices...

or

= Other Devices... and one or more device names. The device name(s) will be
present if this computer has used this service, and connected viathis
technique, at least once before. If adevice name is present in the submenu,
selecting that device will re-initialize the connection.

The services that can be searched for and connected to from the Bluetooth Tray are:

April 5, 2002

Bluetooth Serial Port(s)
Dial-up Networking

Fax

File Transfer

Information Synchronization
Network Access.
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3 Client Applications

3.1 NETWORK ACCESS

The Network Access service permits a Bluetooth client to use alLocal Area Network
connection that is physically attached to another Bluetooth device (the server).

Possible Network Access serversinclude:
*  Bluetooth-enabled computers that have an Ethernet connection.

* Stand-alone Bluetooth Network Access Points such as thosein WIDCOMM's
BlueGate series.

The Bluetooth server must be specifically configured to provide the Network Access
service.

After a Bluetooth device is configured as a Network Access server it cannot act asa
Network Access client without being re-configured.

3.1.1 Windows 2000, Server-side Setup
1. From the Windows Control Panel select Network and Dial-up Connections
2. Right-click the Local Area Connection icon and select Properties

3. IntheLoca Area Connection Properties dialog box on the Sharing tab, select
Enable Internet Connection Sharing for this connection and click OK

4. Click the Y ES button in the confirmation dialog box to enable Internet
connection sharing.

3.1.2 Windows XP, Server-side Setup
Have your Windows X P compact disc handy; you may need it during the setup process:
1. Click Start > Control Panel
Double-click Network Connections
Right-click Local Area Connection and select Properties from the popup menu
In the Local Area Connection Properties dialog box, click the Advanced tab

In the Internet Connection Sharing section of the dialog box, select “Allow other
network users to connect through this computer’ s Internet connection” and then
click OK.

arcwbd
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3.1.3 Windows 98SE & Windows Me, Server-side Setup

Internet Protocol routing software is required on Windows 98SE and Windows Me
servers; adownloadable trial version of WinRoute Lite is available on the Tiny Software,
Inc. website—http://www.tinysoftware.com/.

3.1.3.1 Configure the server:

1
2.

3.
4,
5.

6.
7.

From the Windows Control Panel, double-click the Network icon.

On the Configuration tab, select TCP/IP-> Bluetooth LAN Access Server Driver
(scroll down if necessary).

Click Properties and select the IP Address tab.
Select Specify an IP address

Enter an IP Address (suggested value—192.168.1.1) and a Subnet Mask
(suggested value—255.255.255.0).

Click OK twiceto close the dialog boxes.
Click YES to restart the computer.

3.1.3.2 Configure the routing software:

1.

April 5, 2002

In the Windows system tray, right-click the WinRoute icon and select
Administration....

On the Settings tab, select “2nd network adapter”.

From the Network adapter drop-down list choose any adapter other than the
WIDCOMM adapter and click the Settings button.

On the DHCP tab, in the Adapter drop-down list, select the WIDCOMM
Bluetooth Windows 9x Adapter.

Select Enable DHCP Server.

Fill inthe client IP address range fields:
a From—210

b) To—240

Click OK and then minimize (do not close) the WinRoute Administration
configuration panel.
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3.2

BLUETOOTH SERIAL PORT

The Bluetooth Seria Port service allows two Bluetooth devices to establish awireless
connection through virtual communications ports and then use that connection asif it
were a hardwired serial cable between the devices.

To establish a Bluetooth serial port connection:
Connections are initiated from the client:
1. Ontheclient, in the Folders pane of My Bluetooth Places, select Entire Bluetooth
Neighborhood.
2. Intheright pane of Entire Bluetooth Neighborhood, right-click anywhere except
on a device name and select Refresh from the pop-up menu.

3. Inthe Folders pane of My Bluetooth Places, right-click the server you want to
establish a connection with and select Discover Available Services from the pop-
up menu to update the available serviceslist. The available services will be
displayed in the right pane of My Bluetooth Places.

4. Intheright pane of My Bluetooth Places, double-click Bluetooth Serial Port. A
dialog box appears that contains the communications port number assigned to
this connection by the client. The application that will use this connection must
be configured to send data to this port.

Depending on the security configuration, the dialog box that provides communications
port information may not appear until after Authentication and Authorization have been
accomplished.

The application on the server must be configured to use the correct communications port.
To determine the communications port being used by the service:

e Onthe server, in the Folders pane of My Bluetooth Places, right-click My Device
and select Properties from the pop-up menu

* Inthe Bluetooth Configuration Panel, select the Local Services tab.

» Double-click the Bluetooth Serial Port serviceto display its Service Properties
dialog box. The Service Properties dialog box shows the communications port
the connection is using.

To close a Bluetooth serial port connection
Connections are normally closed from the client:

e Ontheclient, in the Folders pane of My Bluetooth Places, select (highlight) the
device that is providing the Bluetooth Serial Port service.

e Intheright pane of My Bluetooth Places, right-click Bluetooth Serial Port and
then select Disconnect Bluetooth Serial Port from the pop-up menu.
Though not recommended, connections can also be closed from the server:

* Ontheserver, in the Folders pane of My Bluetooth Places, select (highlight) My
Device

* Intheright pane of My Bluetooth Places, right-click Bluetooth Serial Port and
then select Stop to close the service. The service must be re-started before it will
be available to remote devices (right-click Bluetooth Serial Port and select Start
from the pop-up menu).

April 5, 2002 WIDCOMM 14



BTW Configuration & User’s Guide Client Applications

3.3

3.4

DIAL-UP NETWORKING

The Dial-up Networking service permits a Bluetooth client to use amodem that is
physically connected to a different Bluetooth device (the server).

After the Bluetooth wireless connection is established the client can use the server’'s
modem asif it were alocal device on the client.

To establish a Dial-up Networking session
Connections are initiated from the client:

1. Ontheclient, in the Folders pane of My Bluetooth Places, select Entire Bluetooth
Neighborhood.

2. Intheright pane of Entire Bluetooth Neighborhood, right-click anywhere except
on a device name and select Refresh from the pop-up menu.

3. Inthe Folders pane of My Bluetooth Places, right-click the server that will
provide the Dial-up Networking Service and select Discover Available Services
from the pop-up menu to update the available services list. The available services
will be displayed in the right pane of My Bluetooth Places.

4. Intheright pane of My Bluetooth Places, double-click Dial-up Networking.

5. Inthe Connect To dialog box, fill in your user name, password, and the phone
number to be dialed, and then click the Dial button. Select the Save password
check box and the dialog box will not appear for subsequent connections to the
same phone number.

Y ou can now open aweb browser and connect to the Internet.
To close a Dia-up Networking connection

1. Ontheclient, in the Folders pane of My Bluetooth Places, select (highlight) the
devicethat is providing the Dial-up Networking service.

2. Intheright pane of My Bluetooth Places, right-click Dial-up Networking and
then select Disconnect Dial-up Networking from the pop-up menu.

Fax

The Fax service allows a Bluetooth client to wirelessly send afax using adevicethat is
physically attached to a Bluetooth server.

To send aFax
Connections are initiated from the client:

1. Ontheclient, inthe Folders pane of My Bluetooth Places, select Entire Bluetooth
Neighborhood.

2. Intheright pane of Entire Bluetooth Neighborhood, right-click anywhere except
on a device name and select Refresh from the pop-up menu.

3. Inthe Folders pane of My Bluetooth Places, right-click the server that will
provide the Fax service and select Discover Available Services from the pop-up
menu to update the available serviceslist. The available services will be
displayed in the right pane of My Bluetooth Places.

4. Intheright pane of My Bluetooth Places, double-click Fax.

After the Fax connection is established, open or create the document to be faxed and use
the “Print” or “ Send to Fax Recipient” option available in most applications.

The Fax connection closes automatically when the transmission is compl ete.
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3.5

351

FILE TRANSFER

The File Transfer service alows one Bluetooth device to perform file operations on the
default File Transfer directory (and the folders and files it contains) of another Bluetooth
device.

To perform an operation on afolder or file
On the machine from which the File Transfer service will be used:

1. Inthe Folders pane of My Bluetooth Places, select Entire Bluetooth
Neighborhood.

2. Intheright pane of Entire Bluetooth Neighborhood, right-click anywhere except
on a device name and select Refresh from the pop-up menu.

3. Inthe Folders pane of My Bluetooth Places, right-click the device you want to
transfer fileswith and select Discover Available Services from the pop-up menu
to update the available serviceslist. The available services will be displayed in
the right pane of My Bluetooth Places.

4. Still in the Folders pane of My Bluetooth Places, click the plus ( +) signin front
of Public Folder to expand that folder. If there are additional folders inside the
expanded folder then those additional folders may have to be expanded.

Folder contents are displayed in the right pane of My Bluetooth Places.

Types of File Transfer operations

In the right pane of My Bluetooth Places, right-click afolder item and select an option
from the pop-up menu. A dialog box (the title varies, depending on the operation being
carried out) appears and the status line (bottom of the dialog box) indicates the
operational step that is being carried out.

The types of operations that can be accomplished are:
*  Open:
» Files—are opened in the application associated with them.
»  Folders—are expanded to show their contents.
»  Print—sends the selected server file to the client’ s default printer.
* Sendto:

= 3.5" Floppy Drive—copies the selected item(s) from the server to the client’s
3.5" floppy drive.

= My Shared Folder—copies the selected item(s) from the server to the default
File Transfer folder on the client.

* Cut—copies afolder and its contents, or individually selected filesin afolder, to
the Windows clipboard. When the clipboard contents are pasted to a new
location, the originally selected file(s) on the server are deleted.

e Copy—copies afolder and its contents, or individually selected filesin afolder,
to the Windows clipboard.

e Delete—deletes selected file(s) and/or folder(s) on the server.

*  Rename—allows you to change an empty folder’s name.

» Properties—displaysthefile or folder’s properties dialog box.
Other options may appear (depending on the context the menu appearsin):

»  Update—updates the contents of afolder

* New Folder—creates a new folder on the server

» Abort FTP Operation—aborts an in-process File Transfer operation.
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3.6 INFORMATION EXCHANGE

The Information Exchange service provides away to send and receive Microsoft Outlook
items to and from another Bluetooth device, such as a Personal Digital Assistant or
notebook computer.

The supported Outlook items are
* Businesscards (*.vcf and *.vcd)
» Calendar entries (*.vcs)
* Notes (*.vnt)
e Messages (*.vmg)
There are three types of operations:
»  Send—sends an object to another device.
* Recelve—requests an object from another device.
» Exchange—sends aclient object and receives a server object.

The default location of your business card and the location where received items are
placed can be configured in the Bluetooth Configuration Panel.

To send, receive or exchange an object: on the client, in the Folders pane of My
Bluetooth Places, right-click the Inbox icon of the remote device and select an option
from the pop-up menu.

Business cards are sent, received or exchanged without further intervention.

To send Calendar Items, Notes, and Messages, havigate to the folder that contains the
item you want to send, select the item, and then click Open.
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3.7

INFORMATION SYNCHRONIZATION
The Information Synchronization service is used to synchronize information (e.g., a
Personal Information Manager database) between a Bluetooth client and a Bluetooth
server.
BTW supports synchronization with devices that support IrMC v1.1 and exchange the
v2.1 vCard format.
Thefirst time Information Synchronization is used with a new application it may take a
few minutes to synchronize the database; the data from both devices must be merged,
duplicate entries deleted, and then the updated database copied back to both devices.
Subsequent uses of Information Synchronization, for the same application, are much
faster—only the changes that have been made since the databases were last synchronized
must be exchanged.
Microsoft Outlook is the only Personal Information Manager supported in this rel ease of
BTW. Outlook permits duplicate entries, so al duplicates may not be exchanged in the
synchronization process.
Only Outlook’ s default contacts folder is synchronized. Items in sub-folders are not
synchronized. Items that are moved from the default folder to a sub-folder will appear to
have been deleted the next synchronization takes place.
To use Information Synchronization

1. Ontheclient, in the Folders pane of My Bluetooth Places, select Entire Bluetooth

Neighborhood.
2. Intheright pane of Entire Bluetooth Neighborhood, right-click anywhere except
on a device name and select Refresh from the pop-up menu.

3. Inthe Folders pane of My Bluetooth Places, right-click the server you want to
synchronize with and select Discover Available Services from the pop-up menu
to update the available serviceslist. The available services will be displayed in
the right pane of My Bluetooth Places.

4. Intheright pane of My Bluetooth Places, double-click Information
Synchronization.

A dialog box displays synchronization progress and, when the process is compl ete,
indicates that synchronization has successfully completed.

The connection closes automatically when synchronization is complete.
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4 Local Services

4.1 LOCAL SERVICES
Local Services are those services that a Bluetooth server is capable of providing.
The services provided by BTW are;
» Bluetooth Serial Port
» Dia-Up Networking
e  Fax
* FileTransfer
» Information Exchange
e Information Synchronization
* Network Access.

The names of all the services are displayed even though the server may not be capable of
supporting all services. For example, when a server provides a service that is hardware-
dependant, that server must be capable of local action, i.e., a Dial-up Networking server
must have a working modem, a Fax server must have afunctional fax modem, and a
Network Access server must be physically connected to the Local Area Network.

All services start automatically by default when BTW isinitialized.

Automatic start-up can be turned off for individual services (Bluetooth Configuration
Panel, Local Servicestab, double-click the service name). If aserviceis not configured to
start automatically it can still be started manually (right-click the service and select Start
from the pop-up menu).

To stop alocal service: right-click the service and select Stop from the pop-up menu.
Stopped services are not available for use by clients.

With Loca Device selected, the Details view of Explorer provides basic information
about each local service:

»  Service—the name of the service
e  Startup—Automatic or Manual
« Status:
= Started(COM#)—the service is running and ready to use COM#
= Not Started—the service is not running (not available to clients)
= Connected(COM#)—the serviceisin use, the local port is COM#
* Device nameif connected:
=  Empty field—the service is not connected

= A device name and/or Bluetooth Device Address—identifies the device that
isusing the service.

To interrupt a connection from the server side:
* Right-click the local service and select Stop from the pop-up menu.

* Right-click the local service and select Start from the pop-up menu to re-start the
service.
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5 Configuration Panel

The Bluetooth Configuration Panel provides access to settings for Bluetooth services,
hardware and security and for event notification.

To access the Bluetooth Configuration Panel
*  From the Windows Control Panel, select Bluetooth Configuration
or

* Inthe Windows System Tray, right-click the Bluetooth icon, select Setup and
then Configuration from the submenu.

51 ACCESSIBILITY TAB

The Accessibility tab of the Bluetooth Configuration Panel lets you specify which remote
devices may access this computer.

Security settings configured in the General, Local Services, and Client Applications tabs
may also affect which devices have access to this computer.

To allow other devices to discover this computer: select "Let other Bluetooth devices
discover this computer" to permit remote Bluetooth devices to find and report this
computer. If "Allow No devices to connect” (below) is selected, this option is not
available.

To control the types of devicesthat are allowed to connect to this computer
From the Allow drop-down-menu, select:

» All devicesto connect—all remote devices are permitted to connect to this
compulter.

* No devicesto connect—no remote devices are permitted to initiate a connection
with this computer. However, this computer can still initiate connections (as a
client) with remote Bluetooth devices.

* Only paired devicesto connect—only devices that have been paired with this
computer are alowed to connect to it.

e Only deviceslisted below to connect—only the listed devices are allowed to
connect to this computer (see Accessibility, adding and deleting devices).

5.1.1 Adding and Deleting Devices

To limit access to your computer to specific remote devices. from the Bluetooth
Configuration Panel, Accessibility tab, in the Allow drop-down list box, select "Only
devices listed below".

To add adeviceto thelist of devices alowed to connect:

* From the Bluetooth Configuration Panel, Accessibility tab, click the Add Device
button.

* Inthe Deviceswith access... dialog box select the device(s) and click OK.
Multiple devices can be selected at the same time using SHIFT + click and/or
CTRL + click.

To delete adevice from the list of devices allowed to connect
*  From the Bluetooth Configuration Panel, Accessibility tab

* Inthelist of devices allowed to connect, click the name of the deviceto be
removed and then click the Delete button.
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5.2

DISCOVERY TAB

The settings on the Discovery tab of the Bluetooth Configuration Panel determine
whether your computer |ooks for other Bluetooth devices automatically, how often it
looks and what type of devicesit looks for.

To perform a periodic Search for Devices: when "Look for other Bluetooth devices' is
selected, BTW automatically searches for devices every “X” minutes. X isan integer
from 1 to 60. To change the time between auto inquiries, highlight the existing time and
enter the new time.

When My Bluetooth Places s first opened it performs aninitial automatic search for
devices even if "Look for other Bluetooth devices' is not enabled.

To determine the devices that will be reported
BTW can screen out devices that you do not need to access.
The options are:

* Report all Bluetooth devices

* Report only selected Bluetooth devices (see Discovery, Adding Specific Devices
and Discovery, Deleting Specific Devices).

Select the desired option from the drop-down list.

To limit the type of remote devices reported:

BTW can report only specific devices, specific class(es) of device(s), or specific type(s)
of device(s) within a class. Discovered devices can be mixed-and-matched; you can
discover one or more specific devices, classes of devices and types of deviceswithin a
class at the same time.

When BTW s configured to report only specific devices, it reports ONLY those devices.
To report only specific devices

» From the Bluetooth Configuration Panel, on the Discovery tab, select "Report
only selected Bluetooth devices' from the drop-down list and then click the Add
Device button.
» Inthe Discoverable devices... dialog box, highlight the device to be discovered
and click the OK button. Multiple devices can be selected at the same time using
SHIFT + click and/or CTRL + Click.
To add adeviceto the list of devices to be discovered, that device must be within range
of the Bluetooth radio; devices that are not within radio range will not appear in thelist of
devicesin the Discoverable devices... dialog box.
To report only a specific class of device

1. From the Bluetooth Configuration Panel, on the Discovery tab, select "Report
only selected Bluetooth devices' from the drop-down list and then click the Add
Device button.

2. Inthe Discoverable devices... dialog box, select "Allow this computer to discover
specific devices or types of devices within aclass.”

3. Fromthe Class drop-down list, select a class of devices to be discovered.
4. Click the OK button.
(Continued on the next page)
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(Continued from the previous page)
To report only a specific atype of device within a class

1. Configure BTW to report the class of device that the type of device belongsto
(follow the steps in "Report only a specific class of device," above, but do NOT
click the OK button).

2. Inthe Discoverable devices... dialog box, from the Type drop-down menu select
the specific type of deviceto be reported.

3. Click the OK button.

To remove adevice from the list of devices to be discovered: in the Bluetooth
Configuration Panel, from the Discovery tab, select the device to be removed and click
the Delete button.

If "Report only selected Bluetooth devices' is not selected the Delete button will not be
available.

To temporarily override the discovery of specific devices: in the Bluetooth Configuration
Panel, from the Discovery tab, select "Report all Bluetooth devices." The specifically
selected devices will be discovered along with all other devices.

To re-enable specific device discovery re-select "Report only selected Bluetooth
devices."

When all devices are deleted, an error message will appear if “ Report all Bluetooth
devices’ isnot selected.

5.3 GENERAL CONFIGURATION SETTINGS
The settings on the General tab of the Bluetooth Configuration Panel determine device
properties and basic system security settings.
Identity section:

» Computer Name-enter a unique name to identify this computer to other
Bluetooth devicesin the vicinity; this field cannot be left blank.

» Computer type-select either Desktop or Laptop from the drop-down menu to
help identify this computer to other Bluetooth devicesin the vicinity.
Bluetooth Security Section:
» High-requires Bluetooth devices to authenticate (enter a Personal Identification

Number (PIN)) before allowing a connection to be established. Y our computer
and the connected Bluetooth device will exchange data using encrypted links.

e Medium-the default setting—security is configured at the service-level. Service
level security means that each individual service must have its security settings
(Authentication, Authorization and Encryption) set independently.

If the security mode is“ Medium” and service-level security isnot configured, any
Bluetooth device will be able to discover your computer and use it’s services.
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54 HARDWARE CONFIGURATION

The Hardware tab of the Bluetooth Configuration Panel provides basic information about
the Bluetooth hardware installed on this computer and access to the Advanced Settings
dialog box, if required:

* Devices:

Name: the name of the device, e.g., WIDCOMM Bluetooth Device
Type: the type of device, eg., USB.

» Device Properties:

Manufacturer: the name of the company that manufactured the device
selected in the Devices section of this dialog box.

Firmwar e Revision: the manufacturer's firmware version number.

Device status: indicates that the device is operating properly or that thereisa
problem/conflict.

Device Address: the Bluetooth Device Address (BDA or BD_Addr)
programmed into this device when it was manufactured.

HCI Version: the version number of the Bluetooth Specification that the
Host Controller Interface complies with.

HCI Revision: the revision number of the Bluetooth Specification that the
Host Controller Interface complies with.

LMP Version: the version number of the Bluetooth Specification that the
Link Manager Protocol complies with.

LMP Sub Version: the sub-version number of the Bluetooth Specification
that the Link Manager Protocol complies with.

* The Advanced button: displays the Advanced Settings dialog box, which allows
you to select the country code and transmission power settings. This option is not
available on all systems.
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5.4.1 Hardware Advanced Settings Dialog Box

When available, this dialog box is reached from the Hardware tab of the Bluetooth
Configuration Panel.

Depending on the country in which the hardware is sold and/or in which it will be used,
the Advanced button may not be present.

From this dialog box you can set the:
e Country Code:
= North America, Europe (except France), and Japan
»= France and China
e Maximum Transmission Power:

= High
=  Medium
= Low.

Click the Apply button to implement the changes. A dialog box appears with notification
that the Bluetooth device attached to this computer must be reset before the change(s)
will take effect.

Click the Y es button to reset the Bluetooth device now—all open Bluetooth connections
will be closed.

Click the No button to save the changes—the changes will be applied the next time the
Bluetooth deviceis reset or restarted.

April 5, 2002 WIDCOMM 24



BTW Configuration & User’s Guide Configuration Panel

5.5 INFORMATION EXCHANGE CONFIGURATION SETTINGS

The settings on the Information Exchange tab of the Bluetooth Configuration Panel
configure:

* Thehighest-level directory on this computer that a remote device has permission
to access (My Shared Directory)

* Thepathto your electronic business card (My Business Card)
* The pathto the directory that will be used to save incoming (My Inbox

Directory):

= Business cards
= Notes

= Messages

= Cadendar items.

5.5.1 File Transfer

My Shared Directory: the directory configured in this section is the highest-level
directory to which aremote Bluetooth computer has access. This directory and its sub
directories are displayed in the remote device's My Bluetooth Places.

Click the Browse button and navigate to the directory that will be used as My Shared
Directory.

5.5.2 Send Business Card

My Business Car d: the path to the directory on this computer that contains your
electronic business card.

Select the "Send Business Card on Request" option to alow remote devices to obtain
your business card.

Click the Browse button and navigate to the directory that contains your business card.

5.5.3 Receive Business Card

My Inbox Directory: the path to the directory on this computer where inbound Personal
Information Manager items such as Business cards, Notes, Calendar entries and
Messages will be saved.

Select the types of items you wish to accept by placing a checkmark in the appropriate
boxes, and then click the Browse button to navigate to the directory where they should be
saved.

Select the "Save Object in Personal Information Manager” option to save incoming
objects directly in the PIM. When this option is selected, the path specified in “ My Inbox
Directory” isnot used.
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5.6

5.6.1

LocAL SERVICES TAB

The settings on the Local Services tab of the Bluetooth Configuration Panel determine
the configuration of the services provided by your computer to remote devices. Each
service can be configured individually for security, name, and other settings.

The Local Servicestab aso includes options to add and delete user-defined serial
services.

BTW Local Service names are:
*  Bluetooth Seria Port
» Dial-Up Networking
*  Fax
» FileTransfer
e Information Exchange
* Information Synchronization
* Network Access

Property settings which are common to all of the local services

Although each of these settings can be set individually for each service, all local services
have settings for:

» Authentication
» Authorization
e Encryption
e Startup
» Service Name.
Some services have an additional setting that is specific to that service:

* Network Access—has an additiona setting for the maximum number of
connections allowed at any time.

» Dial-Up Networking—has an additional setting for selecting the modem that will
be used by the service.

» Fax—has an additional setting for selecting the modem that will be used by the
service.

e Bluetooth Serial Port—has an additional setting for selecting the communications
that will be used by the service.
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5.6.2

5.6.3

To add a user- defined Bluetooth Serial Port

Most applications that use a serial connection can also use the wireless Bluetooth Serial
Port serviceto transfer data; the Bluetooth Serial Port is areplacement for the physical
cable and is transparent to the application.

BTW has one pre-configured Bluetooth Serial Port, but additional Bluetooth Serial Ports
can be added when needed.

To add an additiona Bluetooth Serial Port

1. From the Bluetooth Configuration Panel, Local Services tab, click the Add Serial
Service button.

2. Inthe Service Properties dialog box, modify the properties:
a) Enter aunique name (less than 99 al phanumeric characters).
b) Select the appropriate security settings.
c) If youwant the service to start automatically when BTW initializes, select
Startup.

d) Fromthe COM Port drop-down menu select a communications port that is
not assigned to any other service.

3. Click OK.

To remove a user-defined Bluetooth Serial Port

From the Bluetooth Configuration Panel, Local Services tab, select (highlight) the port to
be removed, and then click the Delete button.

The Delete button is only available when the Bluetooth Serial Port service or a user-
defined serial port serviceis selected.

To change alocal service's properties: from the Bluetooth Configuration Panel, Local
Services tab, double-click the service name.

Make the changes by selecting or clearing the appropriate boxes and click the OK button.
The service properties that may be changed are:

e Startup—when enabled, starts the service when BTW initializes. The default
setting is enabled. If Startup is not enabled the service can still be started
manually.

e Authorization—when enabled, requires confirmation by the server operator
before aremote deviceis allowed to connect to this service. The default setting is
disabled. Authentication (see below)—is automatically enabled when
Authorization is enabled.

e Encryption—when enabled, encrypts data exchanged by the Bluetooth server
and the Bluetooth client. The default setting is disabled. Encryption appliesto the
Bluetooth connection ONLY . Data transmitted to/from a modem, Local Area
Network, etc., is NOT affected by this setting. Authentication is automatically
enabled when Encryption is enabled.

e Authentication—when enabled, requires that the client and server exchange a
passkey or Link Key before a connection is established. The default setting is
disabled. Devices are paired automatically when authentication is complete.

e Service Name—Enter a service name (one to 99 alphanumeric characters) in this
field. In most cases the default service name will serve. However, in
environments where there is more than one device of the same type or one device
provides more than one service of the same type (thisis only possible for the
Bluetooth Serial Port service), the service name can be customized.
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5.7 NOTIFICATIONS TAB

The Natifications tab of the Bluetooth Configuration Panel |ets you associate a sound
(Windows *.wav file) with specific Bluetooth events.

Sounds can be associated on an individual basis, depending on security settings, with
several events, including:

*  When aPIN codeisrequired (Authentication must be enabled)

*  When aremote device attempts to access (Authorization for the related service
must be enabled):

Files on this computer

A Bluetooth port

The Dial-up network service
The LAN Access service
The Fax service.

*  When aremote device attempts to send (Authorization for the related service
must be enabled):

Information items
Synchronization information.

To associate a sound with a Bluetooth event:
1. From the Bluetooth Configuration Panel, Natifications tab:

2. Inthe Notify column of the Events list, select the check box associated with the
event.

3. Inthe Sound area of the Notifications tab, click the Browse button and navigate
to the sound file (*.wav) to be used for notification. To preview the sound file,
click the play (¥ ) button.

4. Click the OK button to close the Bluetooth Configuration Panel.

The sound will not play, even though it has been assigned, unless the Notify check box is

selected.

5.8 VERSION INFO CONFIGURATION

The Version Info tab of the Bluetooth Configuration Panel displays the name and version
number of the software components of BTW.

There are no options to configure on this tab.
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6 Security

6.1 INTRODUCTION
Each service that the server provides can be configured to require:

e Authorization—the server operator must acknowledge all connection attempts
before a connection is established.

»  Authentication—the server requires a Personal Identification Number (PIN, also
referred to as a“ passkey”) code or aLink Key before a connection is established.

» Encryption—all data sent between the Bluetooth client and Bluetooth server is
encrypted. The encryption key is based on the Authentication Link Key;
Encryption requires that Authentication be enabled.

The default security setting for Authorization, Authentication and Encryption is disabled.

Devices can also be paired, a process that eliminates the need to enter a PIN code every
time access is attempted.

6.2 AUTHENTICATION

Authentication is used to verify identity; it requires a passkey or Link Key from the
remote device. When a remote device attempts access, a visual and/or audio warning
notifies the local operator.

Thelocal operator can open adialog box that provides:

»  Theuser-friendly name of the device attempting access

» A placefor thelocal operator to enter a Bluetooth passkey.
The operator of the remote system must enter the identical passkey or access is denied.
If the notification isignored, accessis denied after a preset timeout.

When devices are “paired,” those devices automatically exchange aLink Key and
Authentication is carried out without operator intervention.

6.3  AUTHORIZATION
Authorization is yes-or-no security.

A visual and/or audio warning alerts the server operator that a remote deviceis
attempting to connect.

The server operator responds by clicking the Bluetooth icon in the Windows system tray
to open adialog box that displays:

e Theuser-friendly name of the device attempting to connect
* Theloca service to which the remote device is attempting to connect.

The server operator may grant or deny access to the service by clicking an on-screen
button.

If the server operator ignores the Authorization notification access will be denied after a
preset timeout.
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6.4

6.5

6.6

ENCRYPTION

Encrypting trandates data into an unreadable format using a secret key or password.
Decrypting the data requires the same key or password that was used to encrypt it.

Encryption in BTW is based on the same passkey or Link Key that is used for
Authentication. If Authentication is not enabled the key is not available and encryption
will not take place.

To use Encryption, Authentication must be enabled.
To enable Encryption for a service:

1. Right-click a service name and select Properties from the pop-up menu to display
the Bluetooth Properties dialog box.

2. Select the Encryption option. If Authentication is not enabled it will be
automatically turned on when Encryption is selected.

3. Click the OK button to close the dialog box and apply the change.

LEVELS OF SECURITY
Security for local services may be configured on an individual basis.
The configuration options are:

e Startup-Automatic or Manual

* Authorization

* Authentication

* Encryption

To access the security settings for alocal service, in the Bluetooth Configuration Panel,
from the Local Servicestab, double-click the service name.

Bluetooth-enabled devices from different vendors may handle security in adlightly
different manner. Refer to the user's guide for your Bluetooth device for additional
information.

LINK KEY

A Link Key isaunique, internally generated, access code. Link Keys are generated
automatically when devices are Paired or when Authentication is enabled.

Link Keys are created by combining
*  The Passkey
* The Bluetooth Device Address
* Aninternally generated random number.
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6.7

6.8

PAIRING DEVICES

Pairing alows you to avoid entering access information each time a connection is
attempted. Paired devices share a unique Link Key, which they exchange when
connecting.

The mate of a pair will always appear in My Bluetooth Places, even if the mateis not
turned on or is out of connection range.

Paired devices remain paired even when:
*  One of the devicesis not powered up
e A service connection isinterrupted or the service stopped
*  One or both devices are rebooted.

When Authentication is enabled, devices are paired the first time they attempt to connect,
after a successful passkey exchange.

To pair devices before attempting a connection:

1. Inthe Windows System Tray, right-click the Bluetooth icon, then Setup and
select Security from the submenu.

2. The Bluetooth Security dialog box appears and BTW performs adevice inquiry
to update the list of devicesin the area. After theinquiry is complete:

3. Inthe Found Devices pane of the dialog box, click the name of the device to be
paired

4. Click the Execute Pairing button.

5. Inthe Bluetooth Passkey Request dialog box:

6. Enter the Bluetooth passkey

7. Click the OK button.

The check box on the main screen, when selected, permits all servicesto connect without
Authorization.

When devices are paired, the configuration information is saved on both devices. Devices
remain paired until the relationship is broken on both devices.

To break a paired device relationship

* Inthe Windows System Tray, right-click the Bluetooth icon, then Setup and
select Security from the submenu.

»  Fromthe Bluetooth Security dialog box, in the Paired Deviceslist, select a
device, click the Delete button and then click the Done button.

Pairing must be broken on both devices.

PASSKEY

A Passkey is an alphanumeric string up to 16 charactersin length. Passkeys are also
called PIN codes, or Personal Identification Numbers.

In BTW, passkeys are used in the Authentication and Encryption process.
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6.9

6.10

SECURITY REQUEST DIALOG BOX

A Bluetooth Authorization or Bluetooth Passkey Request dialog box may appear
(depending on security settings) when a connection is attempted if either Authorization or
Authentication is enabled. The method of notification depends on the version of
Windows:

e Windows 2000, Windows Me, and Windows X P—a bubble message is displayed
over the Bluetooth icon in the Windows System Tray
e Windows 98SE—The BTW icon in the Windows System Tray blinks.

Regardless of the version of Windows, click the Bluetooth icon in the Windows System
Tray and then follow the on-screen instructions. The instructions vary, depending on the
security configuration of the system.

If the security notification isignored the connection request will fail after a preset
timeout.

The dialog box provides
* Device Name: the user-friendly name of the device attempting to connect.
* Request to access: the service the remote device is attempting to access.
» Buttonsfor responding.
= OK-alow the connection
= Cancel-deny the connection
= Advanced button (see below)

» A check box that, when enabled, grants (authorizes) the connecting device access
to all of the services on this computer (click the See Also button, below, for more
information).

SECURITY REQUEST DIALOG BOX, ADVANCED BUTTON

The check box on the main page of the Bluetooth Authorization and Bluetooth Passkey
Request dialog boxes (" Check this box to ALWAY S allow this deviceto access ALL the
services of your computer"), when enabled, grants permission (authorizes) the device
attempting to connect to access all services on this computer when attempting to connect
in the future.

To limit the services the connecting device may use:
»  Click the Advanced button

* Inthe expanded dialog box, select the services that the connecting device is
authorized to use. When a service is selected, that service will NOT require
authorization in the future (no prompt will appear when a connection is
attempted).

Regardless of whether the main dialog box isfor Authorization or
Authentication, these options pertain to Authorization; they do not affect
Authentication.

e Click the Authorize or Authenticate button.
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7 Technical Support

WIDCOMM customers are issued a user name and password so that they may use on-line
technical support. If you do not have a customer support user name and password contact
mailto:customerservice@widcomm.com.

To contact WIDCOMM technical support

1
2.

3.

4.

5.

Go to the WIDCOMM home page on the World Wide Web and click Support.

On the Support page click the BTW entry that is appropriate for your version of
BTW.

On the Technical Support page under BTW, click "Enter Password Protected
Area"

Enter your technical support user name and password and click the Submit
button.

Select from the options on the support page.

If you arefilling out a bug report or requesting technical assistance, please provide as
much information as possible on the form.
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8.2

8.3

8.4

8.5

8.6

Troubleshooting

CANNOT CONNECT TO A PAIRED DEVICE:

Paired devices are always displayed in My Bluetooth Places, even if the remote deviceis
out of range or not powered up.

Verify that the remote member of the pair is within radio range and powered up and then
attempt the connection again.

CANNOT DISCOVER SERVICES ON AN UN-PAIRED REMOTE DEVICE:
The remote device may not be powered up or may be out of range.
* Veify that the remote device is powered up.
» Veify that the remote device isin Connectable mode (Bluetooth Configuration
Panel > Accessibility tab).
» Perform a Search for Devices to verify that the device is within range.

DIAL-UP NETWORKING SERVICE DOES NOT START:
The Dial-up Networking service will not start unless a properly configured modem s
attached to the server.
* Veify that the modemis usable asalocal device from the server.
* Inthe Bluetooth Configuration Panel, Loca Services tab, double-click the Dial-
up Networking service:
= Click the down arrow in the Modem field and select the modem that will be
used to dial out
» Click the OK button
= Click the OK button to close the Bluetooth Configuration Panel.

How DO | DETERMINE THE BLUETOOTH DEVICE ADDRESS (BDA) OF MY
HARDWARE DEVICE?

In the Bluetooth Configuration Panel, on the Hardware tab, in the Devices section, select
the device you want to determine the address of. In the Device Properties section of the
dialog box, the fourth entry, Device Address, isthe BDA of the selected Bluetooth
device.

How DO | DETERMINE THE VERSION NUMBER OF THE BLUETOOTH
SPECIFICATION THAT THE HOST CONTROLLER INTERFACE (HCI) COMPLIES
WITH?

In the Bluetooth Configuration Panel, on the Hardware tab, in the Device Properties
section, the fifth entry provides Bluetooth Specification compliance information for the
Host Controller Interface.

The sixth entry contains the Specification Revision information for the Host Controller
Interface, if appropriate.

How DO | DETERMINE THE VERSION NUMBER OF THE LINK MANAGER PROTOCOL
(LMP)?

In the Bluetooth Configuration Panel, on the Hardware tab, in the Device Properties
section, the seventh entry provides Link Manager Protocol version number information.

The eighth entry contains the Link Manager Protocol sub-version number information, if
appropriate.
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8.7 How do | FIND INFORMATION ABOUT THE BLUETOOTH HARDWARE ATTACHED TO
MY COMPUTER?
In the Bluetooth Configuration Panel, select the Hardware tab.

8.8 How DO | TEST A NETWORK ACCESS CONNECTION?

If the client is hardwired to the LAN, unplug the hardwired connection to ensure that the
test checks the wireless connection rather than the hardwired connection.

If the server has access to the Internet, open a browser on the client and connect to the
World Wide Web.

Y ou may also Ping the server from the DOS prompt.

8.9 WHY DO | GET AN UNKNOWN PORT MESSAGE WHEN | ATTEMPT TO USE A
BLUETOOTH SERIAL PORT?

The “Unknown Port” error message usually means an attempt was made to connect a port
that wasin use.

Additional Bluetooth Serial Ports can be added if they are required.
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9 Glossary

BD Addr

April 5, 2002

Bluetooth Device Address
Bluetooth Device Address
The process of searching for other Bluetooth devices.

Dynamic Host Control Protocol-when enabled, connecting devices
are assigned an Internet Protocol (IP) address by the server.

File Transfer Protocol

Host Controller Interface
Infrared Data Association
Infrared Mobile Communications

An internally-generated unique security key that is exchanged by
paired devices as proof of identity before a connection is established.

Link Manager Protocol--used by Bluetooth for internal
communications.

Millennium Edition
Personal Digital Assistant

A Bluetooth mode in which a server is actively listening (scanning)
for aclient to "page” it. The server then answers the page and
attempts to set up a connection with the paging device (the client).
Personal Information Manager--an application, such as Microsoft
Outlook, that is used to manage contacts, keep track of phone
numbers, etc.

Personal Identification Number, also referred to as a "passkey" or
"password."

Second Edition

The process of determining the services that a Bluetooth server
provides.

The Windows system tray-usually located in the lower-right corner
of the screen.
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