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EEPROM Map

non A5 (165 decimal) indicating that ihis EEPROM has been initialized. This value is always sei
o OxAS if the EEPROM has been indtinlized. When the microcontroller firmwane 15 erased,
the internal EEPROM also gets erased. When the firmware runs, it detects whether this byte
contains an 0xAS 1o know whether 1o load the rest of the values or to pick some reasonshle
defaults until the EEPROM gets downloaded. The defaults consist of inielligent mode,
19200 bps, no flow condrol, no cre chiecks,

L1} Imerface Siate flags

002-005 HORNET local address

D06-009 broadeast address |

OI0-013 broadcast address 2

04 M Packet Tries

1% RF Packet Length

0l MNumber of Ring Packets

017-020 Channel Tuning 'A' values (channels 1-4, respectively) |

021-024 Channel Tuning "B’ values (channels 1-4, respectively)

025 Link Activity Threshold

0126 Link Threshaldl

0217 Link Threshold2 |

[ Link Threshold3 |

029 Link Threshold4 |

{30 Peak Offset |

031-032 Bleep Time (Value to give to ASIC for how long it should sleep between polls) |
*== End of Values loaded into ASIC at powerup *** |

033 Channel Mask

024 Link Timeout (How long to wait for a remote reply fo a packet)

035 BMR Timemsl (How long to wait for RTS afier receiving a frame before issuing RNE)

036G 0 if disabling RF receive capability (ie. scanner deviog)

037 | Radio Flags ibit 0: Ignore Flow Coatrol if set)

038 | Transparent Buffer Delay

39 | HoldLinkMeode: 0=no wait, 1=uniil RTS, 2=uniil flush

[T¥TH) | DataRate as programmed into chip: 23=9600, 1 1=19200, 5=38400, 3=57600, 1=115200

4] | Slecp Enabled flag: 00=disabled, anything clsc = enabled

042 | Max Frame Tries

043-048 Firmware Version String

(49052 | Defauli Destination

{153 CEMA/CA seiting

054-215 | Unnsed

216-255 | Transparent Receive List {10 eniries * 4 byies each)

256-511 | ID Table

256 | Field 1D of first entry

257 | Lengih of firsi entry

238 - First byie of first eniry (or second Field 1D il first was O length) and so on antil Figld 1D entry
i5 [ indscating no more [0 Entries
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Chapter 3
Interface

Mechanical Interfaces

Size

The Hormel utilizes a single Printed Wiring Board which will be 1.0 x 1.5" 0.3, The full mechanical
specifications can be found in Appendix A

Connactor

The Connector on the HORNET is a 14 pin, 0.50 mm pitch FPC/FFC connector, JST part number 14FLE-
RAM1-TB or equivalent. Alternate part is 14FL-REM1-TE. Oricniation of pin 1 is shown in Error! Reference
source not found..

Physical Layout
The approximated physical layout is shown in the mechanical detail contain in Appendix A, The bottem side of
the beard contains both the digital circuitry and the HostHORNET conmector. The RF circuitry {lop) is shielded
with a meial can.

Antenna

The preliminary placement of a printed antenna is shown. For optimum performance, all metal (sidewalls,
guides, gic.) should be kept a minimum of 0.TED" away from these edges. It may be necessary (o offset the
HORMET 1o one side of the caviry.

Electrical Interface

Table 1 describes the electrical interface pin out, name, description, and characteristics of the signals between
thi Host and HORMET:

18
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Chapter 4
Protocol

Overview

This chapter describes the two methods in which a host computer communicates via the Hornet: a Transparent
Mode and a Message Mode. In general, a host computer is connected to the Homnet via a serial interface and
can wirelessly communicate 1o other host computers that are each connected to their own mdios. Although the
Hornet interface logic is CMOS level, a CMOS o RS-232 adapier is available to cnable connection 1o a hosi
computer through its stiandard FS-232 COM port,

Transparent Mode is protocol independent and is designed to replace a cable or wire. In this mode, data into the
serial port results in the exact data out of the receiving Hornet's serial port. Within the Transparent Mode, there
are two configurations: Command and Data. In the Data configuration, all data that is sent by the lost 1o the
Hormnet is sent over the air to a predefined target radio that relays this data to its host. Thus the Hornet simulates
i wired connection b angther best. In the Command configuration, the host computer is able to send
commands to its mdio in order 1o change the configuration settings, such as the destination address. A radio
operating in Transparent Mode can switch between Command and Data settings by loggling the Request To
Send (RTS) signal.

In Message Mode, all communication is performed using a structured message format. Addressing and other
operating paramelers are controlled via the message format as described in this specification.

The operating mode for each radio upon power up is determined by its non-volatile EEPROM settings. These
seflings also pre-define many other operating parameters which are described below. In addition, it is possible
to switch between Transparent and Message Modes in real time by using the buili-in commands.

EEPROM Variables

The Hornet is configured using its on-board EEPROM that containg all of the seitings used to control the rcdso.
These setlings include: the operating mode (Transparent or Message mode), the data rate, various link timeouts,
thie address of (e radio and many other non-volatile features. These values are programmed with defaulis at the
factory and can be read or changed via the “XE' command in Message Mode.

4 PC wility program exists for managing these settings and for reading and writing the seitings. This ulility
and the variables are described in Chapter 2: Gedling Started,

Bypass EEPROM Settings

In special circumstances where the EEPROM settings in a device are unknown thereby making it dafficult 1o
commumicate with the device, the user can bypass the EEFROM settings. Since new sciflings cannot be
downleaded without knowing the device data rate configuration, a special port pin is s¢ askde on the
microcontroller to allow the device to detect the special bypass setting. 1f this sctting is detecied on power-up.
the device will sei its band raic to 19,200 bps regardless of (he EEFROM settings. This bypass setting can be
entered by shorting Part B pin 0 1o ground as the device is powered up.  This is pin 40 on the Atmel
microcontroller. The jumper should be removed after power up and the device should now communicate al
19,200 bps.
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Addrassing

The Hornet contains a sophisticated addressing scheme that can be configured 1o meet the needs of a particular
application. There are four addresses ihat the radio is aware of at any given time. which are called SRCI,
SRCL, SRCS and DEST.  All of these are configured and maintained in the non-volatile EEPROM memory.

SRC1 is the address of the radio. Amy data sent from the host or over the air with this address will be accepted
by the radio as its own. Additionally, when in Message Mode, any message coming from the host (over the
UART) with an address af all 0's is also treated as if it is addressed directly to the radio,

SRCY is the broadeast address. All radios can be configured with an address in SRC2 so that any MEEEAgEs Senl
using this address as the destination address would be accepied by all radios as a broadcast message. The radios
treal these messages special at the physical layer by not replying with an ACK. Also the sender will not wait
foran ACK when sending with this address. I7a broadcast address is not desired for a pariicular application,
this address should match SRC1 1o avoid accidentally inerpreting data as a broadcast. Normally, an address of
“FFFFFFFF" is uscd as the broadcast address.

SRC3 is the transparent address. SRC3 is treated like an aliernate to the broadcast address (SRC2) in all ways
for both sending and receiving. It can be used as a broadcast address for a subset of radics in a network, 11 is
often configured so that SRC3 matches DEST so that some units ranning in Transparent Mode can talk to
certain targets without needing 1o broadeast and without needing 1o send 2 command to sct an address,

DEST is the Default Destination address setup in non-volatile EEFROM. If no destination address is specified
in Transparent Mode, data is sent out using this address as the destinalion address, This allows Transparent
Maode devices to talk direcily 1o other devices without needing to address them via the command configuration.
Once a Command Mode “&D™ Destination Address command is senl, this new address is used until the next
power cycle where DEST is again leaded with the non=vodatile value.

SRC1 and DEST can be changed for the curvent sessbon when in transparent command configumtion. DEST is
always specified in the message frame when in Message Mode.
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Sarial Intarface

The serial inerface between the Host and the Hornet consists of six inferface signals. Except where moded
below, these follow standard R5-232 comventions. The data rate is programmed into the EEPROM and can
range from 1200bps fo 19,200 bps for the standard configumtion. The radio can be factory configured 1o enable
a serial interface up to 115,200 bps, however with this configuration the Request To Send (RTS) signal from the
host must be asseried prior (o transmizsion in arder 1o wake the radio from sleep.

THD Host = Hornet Transmit Drata (KM1)

RXD Hornet = Host Receive Data (EN1)
RTA Host & Homet Request To Send.
Message Mode: If asserned, the
host is ready to receive data fnom
the radio. If de-asseried, the host
1% i resadly amed the radio will
assert Ring Indicate to try to
wake up the host for a specified
time if data is pending.

i Mode: If asserted,
host i= in data configuration. I
de-asserted, host i85 in commaml
configuration

CT& Hormet <+ Host Clear To Send.
If asserted, the radio is ready 1o
receive data from the host, TF de-
asserted, the radio is busy
(probably processing packets
aver (he air) and cannot acoept
data from the kst

DTR Haost =+ Hornel Data Terminal Resdy.
[f asserted the mdio is powered
.

Rl Homet <+ Host Ring [ndicate.

In message mode, this signal is
asserted by the radio if RTS is de-
asserted and the radio has daa
pending 1o send to the host.

This signal is also toggled on and
off repeatedly if the radio fails its
power-on sell-lest.

Figurc 4 Scrial Interface

Transparant Moda

As mentioned above, the Homet when in Transparent Mode simply forwards all received data across the air to a
radio at a destination previously set up either by default or by using the Destination command in the Commzand
Configuration. There is no attempt to interpret the data being sent or o look for special sequences or
commands. This mode allows the serial interface 1o look like a wire 1o the communicating devices since the
data does not nead o be framed belfore sending it over the link.
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Transparent Mosde is selected via an EEPROM variable selection using the EEPROM.EXE utility {see the
EEFROM Utility document). By desclecting “Message Mode" on the screen of this utility and downloading the
setlings to a target radio, this targed radio will enter Transparent Mode as soon as it is power cycled.

As proviously discussed, there is a Command Mode that can be entered when the Hornet is nning in
Transparent Mode, This Command Mode is used to change various operating parameters, such as the defaull
targel address. However, as soon as a Hornet is reset, (hese operating parameters will revert 1o the default
vitlues as stored in its EEPROM. (To change the settings permanemly, the radio mnst be dovnloaded with the
new EEFROM settings using commands provided in Message Mode, This dewnload process is automated
using the EEFROM Utiliy),

The Command Configuration is entered by de-asserting the RTS line from the Hosi 1o the Hornet. Mormal Data
Configuration is re-crtered by re-asserting this RTS line. The Homnet contimuously maniters this RTS line
except when it is busy sending data over the air, which can be determined by the Host by watching the CTS
line. When CT3 is de-asserted, the Host knows that the Hornet is busy and is not listening to any serial port
activity,

Command Configuration

Omece a Hornet determines that it is in Command Configuration (RTS is de-asserted), it looks for a few speciil
sequences that it interprets as commands, These are the accepled commands:

&Snxxxxxxx Set Source Address.

Where xxxxxxxx is any S-digit bex value (4 byies) which is the new working address of this mdie. I an
address shorter than & digits is supplied then the missing digits are assumed 1o be leading 0°s. This is a volatile
change and the radio will revert to its EEPROM defanlt source address on the next power cycle or reset

&Dooooxx Set Dastination Address.,

Where 000000 18 any S-digit hex value (4 bytes) which is the address of the destination. If an address
shorter than § digits is supplicd then the missing digns are assumed to be leading °s. Any data sent in
Transparcnt mode in this session will be targeted at the destination address specified hese, This is a volatile
change and the radio will revert to its EEPROM defaalt address on the next power cvcle or reset.

&M Enter Message Mode

Ends Transparent Mode and causes the mdio to cnter inio the Message Mode of operation. The mdio will retumn
to the Transparent Mode when the power is cveled or a command 15 issved in Message Mode to retumn the radie
to Transparent Mode. The primary use of this command i 10 be able 1o take a device that is programmed for
Transparent Mode and have it gocepl commands such as 10 download new operating parameters, There isa
message siring in Message Mode that will case the radio to retumn to Transparent Mode i this is desired. (Sec
"ME' commaneds).

Each command must be ended with a Carriage Fetum amd Line Feed {CRLF) sequence and the Hormet will
respond to cach comumand with cither a * 1 ar a *0' followed by a CRLF sequence depending on the cutcome of
the command, where *1" means suceess amnd “0° means Gilure, 17 a Hest sends a CRLF sequensce with no
command preceding i1, the radio responds with a *17 to let the host know that the radio is listening and in
command configurtion.
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Message Mode

In Message Mode, the Homet will communicaie with the host using frames of data. Mulbti-byte ficlds in a frame
are formatted according to little-endian (PC-compatible) format whers the lower arder byvle occurs firsl. The
format of these frames is shoan in Figure 5

Start of Text (5TX) Spu:ialfhamclu’ﬂﬁign.ﬂﬂngﬂi:h:gjmﬁnaﬂfﬂurmm | byie = ol
Command String 2 chamcter ASCII value idemtifying the kind of frame being 1 bytes

SEni.
Sequence Number | 16 bit counter which can be used to guaraniee that multiple 2 bytes

fraomizs arg in the correcl Sequence.

Source Address Hex address of the ongimator of this message. For frames sent | 4 byies
from the host to the Homet, this field is always set to all 0°s and
i% filled in by the Hornet with the radio’s source address.

Drestination Hex addrest af the final destination of this frame. 4 bytes

For messages from the host that are destined only for the local
radio this ficld should always be set to all 0°s,

For broadcasts 1o all mdios within range, set this field to all F's.

Data Lengih I6-bit integer identifying the number af bytes of data i the 2 byics
Message Data ficld (Range is 0-96).

Message Data “The format of this field depends on what tvpe of frame is being | O bo 96 bytes
senl. See various descriptions belaw,

CRC This is the 16-bit CRC=CCITT value over the entire frame after | 2 byics

the STX field and before this field. The polynomial is X' + X
+ X'+ 1. The preload value ix 0xFFFF,

End of Text (ETX) | Special Character designating the end of a frame. 1 byte = (w3

Figure 5§ Message Format

Data Transparency

To differentiate contral characters such as 8TX and ETX from normal data inside a frame, a Data Link Escape
character (DLE 0x109 is used.  Anytime that an 5TX (0x02), ETX (0x03) or a DLE (0x10% occurs in a frame as
pormeal data it is preceded by a DLE character and then exclusive-0OR'ed with 0x44, Thas, STX, ETX, and
DLE should never occur in a frame except when imended 1o be a reserved contrel charmcter.

In ihe reverse direction, if a DLE is encountered in a frame, it is thrown away and the next claracter is
exclusive-0OR ed with 0x40 1o put it back (o its intended valee, Likewise, if an 5TX or ETX is encountered, it
st b dilimiting a frame and showld be treated as such.



Supported Messages

Send Frame Request

FCC ID: MH9-HNT2400

This command is sent from a Host to ifs local Hornet requesting thar some data be sent over the air (o a remote
target. The radio should respond to this command with an “sf™ reply frame which will contain the proper emor
codes. Om the remote end, the madio should respond to its Host with an ‘" frame indicating that some data has
been received. The requests are in all capital letters (i.e. 5F) and the responses will be in all lower case letters.

Start of Text (3TX)

Special Character designating the
bepinning of a frme,

1 byie = Ox02

Commangd String

SF

1 byles

Sequence Number

16 bit counter which can be usad
1o gusrantes that multiple frames
arc in the cormect sequence,

2 bytes

Sourge Address

This ficld is always sel 1o
Ox00000000 and 15 filled in by
the Homet with the radio’s spurce
address.

4 bytes

Drestination Address

Hex address of the final
destination of this frame, For
broadeasts 1o all radies within
range. set this ficld to all F's.

4 bytes

Data Length

16-bit integer identifving the
number af bytes of data in the
Message Data feld (Range is 0-
5}

Messape Diata

This figld contains the payload
being senl (o the remoe unit.

0 1o %5 bytes

CRC

This 15 the Voot CRC-CCITT
value over the entire frame as
described above.

2 bvtes

End of Text (ETX)

Special Character designating the
cnd of a frame.

| byvie = Ox03

Figure 6 Send Frame Request Messape Format
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Sand Frame Raply

Sent from a Homet to its Host identifving the disposition of a previously sent “SF' frame, The Message Data
field contains the emor codes (see Ermor Codes saction).

Stant of Text (STX) Special Character designating the | 1 byte = Ox02
beginning of a frame.

Command String “af” (Jower case). 2 bvies

Sequence Mumber L6 bit counter which matches the | 2 bytes
Sequence Mumber af the original
"SF" frame.

Source Address Contains the address of the local | 4 byies
Hornet.

Destination Address Comtains the destination address | 4 byies
contained in the original *5F'
frame.

Data Length Ox0002, 2 bytes

Ermor Code Error Code for the dispogition of | 1 byte
the onginal “SF" frame, Ses
Error Codes below.

Secondary Error Code Contains the number of times the | 1 byie
data had 1o be retransmitted.

CRC This is the 16-hit CRC-CCITT 2 bytes
value over the entire frame as
described abowe.

End af Texi (ETX) Special Character designating the | 1 byie = Q3
end of a frame,

Figure 7 Send Frame Reply Messape Format
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Receive Frame

Sent from a Homet to its host afier receiving a *SF” frame over the air. This message delivers the payload
contained in the “5F" frame to the Host.

Start of Text (STX) Special Character designating the | 1 byte = 0x02
beginning of a frame.

Command String ‘" (lower case) 2 bytes

Sequence Mumiber 16 bit counter as comtained in the | 2 byies
original *5F” lrame,

Source Address Contains the address of the 4 bvies
remote Homnet that sent the
ariginal *SF" frame.

Diestination Address Containg the destination address | 4 bvies
as condained in the original “SF'
firome,

Data Lengih 16<bit ineper identifying the 2 bvies
number of byies of data in the
Mlessape Deata field (Range is 0-
96},

Message Data This field contains the payload as | 0 1o %6 bytes
seni from the originator of the
“SF° frume.

CRC This is the 16-bit CRC-CCITT 2 bytes
value over the entire frame as
described above.

End of Text (ETX) Special Character designating the | 1 byte = 0x03
end of a frame,

Figure 8 Receive Frame Message Format




