Wireless LAN AP-Rout

Model:
PW8540IM
IEEE 802.11b/g




Table of Contents

INSTALLING YOUR ROUTER------ 3
System Requirement -----------————— 3
Installation Instructions-------—--——- 3

PREPARING YOUR NETWORK ---- 4

Configuring Windows for IP

Networking 4
Collecting ISP Information ---------—- 7
BASIC FUNCTIONS -------------- 9
Setup-------—————- 11
Global Address ----------————————————— 15
Wireless —————— - 19
TOOIS ~mm e 28
Status —————————— 32
DHCP == e 35
Log -—------————— - 38
Statistics 42

Printer 44

ADVANCED FUNCTION----------

Virtual Servers

Special Apps -
DMZ Host

MAC Clone--

Dynamic DNS

Proxy DNS

SNMP
Static Routing

48
51
55
59
63
65
66
68
70
73



INSTALLING YOUR ROUTER

Installing Your Router

In this chapter, you'll learn how to connect your router.

System Requirement

» Broadband Internet access

» Ethernet cables

=  Wireless interface, if you want to use wireless functions
= Desktop or Laptop PCs with Ethernet interface

Installation Instructions

To Connect the Router:

1. Makesureall equipmentsareturned off, including therouter,
Desktop or Laptop PCs, the cableand DSL modem, and so on.

2. Connect the WAN Port of therouter to the cable and DSL modem,
Ethernet Server or the hub.

3. Connect your client PCstothe LAN Ports.

4. Connect the Power Adaptor (5VDC) to the power jack of therouter
and plug the power cableinto the outlet.

5. Turnonour PCs.
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PREPARING YOUR NETWORK

Preparing Your Network

In this chapter, you'll learn what to do before configuring your
network.

network for TCP/IP networking and collect relevant 1 SP infor mation

efore configuring your router, you need set up the computersin your
Bif necessary.

Configuring Windows for IP Networking

Each computer in your network should be configured for
TCP/IP networking. There are two ways to configure your
computers:

= You are commended to use DHCP, then you can simply
choose to receive an IP address automatically. For detailed
instructions, see Configure Windows to Receive Dynamic IP
Address.

= If you don’t use DHCP, you need assign an IP address to
each computer manually. For detailed instructions, refer to
your Windows Documentation.

To Configure Windows to Receive Dynamic IP Address:
1. Click Start, then choose Settings > Network and Dial-up Connections.

2. Select the name of your | SP connection.

The Local Area Connection Status dialog box appears, seen in
FIGURE 2-1:
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PREPARING YOUR NETWORK

Local Area Connection Status

FIGURE 2-1: Local Area Connection Status dialog box
3. Click Properties.

The Local Area Connection Properties dialog box appears, seen
in FIGURE 2-2:
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PREPARING YOUR NETWORK

Local Area Connection Properties ed |

Gereral | Shating |

Connect using:

I Intel 3255x-based PCI Ethernet &dapter (109 00]

Components checked are uzed by this connection:

Clignt for Mizrozaft Mebworks
File and Printer Sharing for Microsoft Wetworks
Internet Protocal [TCPAF]

[natall... [ ninstall Froperties

— D'ezcription

Tranzmizzion Control Protocolf/lnternet Protocal. The default
wide area network protocol that provides communication
acrozz diverze interconnected nebwarks.

[~ Show icon in taskbar when connected

k. | Cancel

FIGURE 2-2: Local Area Connection Properties dialog box.
4. Click Internet Protocol (TCP/IP), then click Properties.

The Internet protocol (TCP/I1P) Properties dialog box appears,
seen in FIGURE 2-3:
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PREPARING YOUR NETWORK

Internet Protocol {TCP/IP) Properties 2=l

eneral

'ou zan get IP zettings azsigned automatically if your network, supparts
thiz capability. Othenwize, vou need to azk your nebwork, adminiztrator for
the appropriate 1P zettingz.

£+ Obtain an IP address automatically

—i" |ze the following |P address;

|F address: I
Subnet mazk: I
[refault gatetran: I

¥ [btain DMS zerver address automatically

—i |ze the following DMS server addresses;

Frefered BHS semver I

Slternate NS semven I

Advanced... |
k. I Cancel |

FIGURE 2-3: Internet Protocol (TCP/IP) Properties dialog box

5. Click Obtain an IP address automatically and Obtain DNS server
address automatically.

6. Click OK.

You need restart your computer now or at a later time.

# Note - The procedural steps above apply to Windows 2000
only. For Windows 95/98/ME/NT/XP, refer to your Windows
Documentation.

Collecting ISP Information

You need query the relevant information from your ISP before
configuring your router, for example:

= Has your ISP assigned you a static or dynamic IP address? If
you have obtained one static IP address, what is it?

= Does your ISP use PPPoOE? If so, what is your PPPOE user
name and password?
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PREPARING YOUR NETWORK

If you are not sure of the above questions, call your ISP to clarify them.
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BASIC FUNCTIONS

Basic Functions

In this chapter, you will learn how to use basic functions that the
Company AP Router provides, including Setup, Global Address,
Wireless Tools, Status, DHCP, Log and Printer.

he Company AP Router providesyou a Web-based Administration
Tool with which you can easily set up therouter and customizethe
basic router settings. You can use this Web-based Tool from any
computer in your network.

= Notes

= Microsoft Internet Explorer 5.0 or later is highly
recommended for using this Web-based Tool.

= Graphics sampled in this chapter are provided for

illustrations only. They may slightly differ from your own
router screens.

To Open the Web-based Administration Tool:
1. Open thebrowser on your PC.
2. Typehttp://192.168.62.1 in the Address bar.

The Logon dialog box appears, seen in FIGURE 3-1:
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Enter Network Password ) d |

? Fleaze type pour uger name and password.
Site: 182 168 621

Realm R ealm

Uzer Mame Iadmin

FPaszward I’“"“‘

[T Save thiz password in your password list

| k. I Cancel |

FIGURE 3-1: Logon dialog box
3. Typeadmin in the User Name box.
4. Typethepassword in the box.
# Note - The default password is 1234. You can change the
password on the Tools page. For detailed instructions, see To

Change the Administrative Password for Your Router.

5. Optional. Tolog on to the Administration Tool oncefor all, select
the check box of Save this password in your password list.

6. Click OK.
The Company AP Router Administration Tool appears.

# Note - The Administration Tool will time out after a period
of idling, the Router may ask you to log on again.

Page 10 of 77



BASIC FUNCTIONS: SETUP

Setup

The Setup page allows you to edit the basic configuration parametersfor
your router, such as Host Name, Domain Name, LAN I P Address, WAN |P
Address, PPPoE Login, UPNP, and so on.

In most cases, the default settings will be Okay for you. However, different
| SPs (Internet Service Provider) may ask for specific requirements, please
check it with your ISP if you are not sure.

To Configure Setup Parameters:

1. Click Setup on the navigation bar.

The Setup page appears, seen in FIGURE 3-2:
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BASIC FUNCTIONS: SETUP

Huost Nama: | (Pt quirkd by $ore £504)
Choarm fviny Narren; | (Raguired by Torne E5Ra0
Firmweare Yersion: 200E-0T, Ocr 20 2003 1T7:0%:322
Tirrma; Thu Bev & 3:52:57 2003
et Time Tona: ET=-08 00  Pacifac Ttn[ﬁﬂmaﬂﬂ :Tijuana :_:]
Bayhght Savings:  Enable = Disable
Daylight Padad: |74 x[{01 2] 7 =]f01 =]

LAN IP Address: Device 1P AMeesaa [152 . | [1B8 ., fi2 . I |
Sashhrent b asher Brs s ss o

WAN 1P Addriess: & obtain an 1P Address Autamatically

0 Gpecily an 1P Address

wastondarmen: P L F . F
PR v e B o
LB L
Tl i N
p . B . F. F
FRFOE Login: % Enable T Disabie

W Bl Ealﬁﬂiﬁﬁ'ﬂi"ﬁ
Passwpeds Euunn

T Corrsect on Demand Lonnect Moy
B rax tdn Tima 10 peenstus

[1ELT H % Enahble T Disable

dpply | Cancel | Eelp |

FIGURE 3-2: Setup page

2. Typethe Host Name, System Name or Account Name in the Host
Name box if your | SP requires.

3. Typethe Domain Name of your ISP in the box if your ISP requires,
such as xyz.isp.com.

4. Optional. Review the firmware version number and date
information that you are currently using.

5. Select a specific Time Zone from the Set Time Zone drop-down list,
such as (GMT+08:00) Beijing, Chongqing, Hong Kong, Urumgi.

6. If you want to use Daylight Savingstime, click Enable and select
the start date and end date from the Daylight Period drop-down
lists.
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BASIC FUNCTIONS: SETUP

If you don’t want to use Daylight Savingstime, click Disable. If you
select to disable the Daylight Savings, Daylight Period will not take
effect any more.

Optional. Review the Device | P Address and Subnet Mask next to
LAN IP Address and change the information if necessary.

LAN IP Address: Davice IP Address: |192 5 |lﬁB _ |EQ i |l

Submat Mask: |55 | Jess | . 285 | |0

10.

11.

= Notes

= Device IP Address and Subnet Mask are invisible to users
on the LAN (Local Area Network) only.

* In most cases, you need not make any change to LAN IP
Address. If you change the LAN IP Address with DHCP
enabled, you need to restart your client PCs; otherwise,
you need reconfigure your client’s IP addresses manually.

If you have enabled the DMZ feature on the DHCP page, review
the DM Z I P Address and Subnet Address next to DMZ IP Address
and changetheinformation if necessary.

For WAN IP Address (Wide Area Network, also called Public IP),
choose either Obtain an [P Address automatically or Specify an IP
Address if your 1SP has assigned you with static I Ps).

# Note - If you choose to obtain an IP Address automatically,
skip Step 11.

Optional. If you select Specify an IP Address, typethe WAN IP
Address, Subnet Mask, ISP Gateway Address and DNS in the boxes,
seen in FIGURE 3-3. You can collect such information from your

| SP.

* Specify an IP Address

WAN IP Address: E o o o

Subnet Mask: E .o .o .o

ISP Gateway Address: |0 .o e [

DNS 1: 0 o o o
2: [0 .o . |o . o
3: [0 .o .o .o

FIGURE 3-3: WAN IP Address - Specify an IP Address

Page 13 of 77



BASIC FUNCTIONS: SETUP

12. If your ISP uses PPPoE (Point to Point Protocol over Ethernet),
click Enable next to PPPoE Login; otherwise, click Disable. For
detailed instructions on how to set the PPPOE L ogin parametersin
FIGURE 3-4, see To Set PPPoE L ogin Parameter s below.

= Notes

= Using PPPOE, your ISP can authenticate your connection
with a specific user name and password for security issues.

= If you enable PPPoOE, make sure to uninstall all existing
applications on any computer in your network.

13. If you want to use UPNP (Universal Plug and Play) to plug devices
like PCs, routersand othersinto a network and to automatically
know about each other, click Enable next to UPNP; otherwise, click

Disable.

14. When you have completed all the settings, click Apply, or click
Cancel to undo your changes.

To Set PPPoE Login Parameters:

1. Click Enable next to PPPoE Login.

PPPOE Login: * Enable T Disahle
User Marre: |adEUI59025

L N

*  Connecton Demand [ Conneck Manually

W tax Idle Tinme 10 Minutes

FIGURE 3-4: Set PPPOE Login Parameters
2. Typethe User Name and Password provided by your | SP.

3. For connection types, you can select either Connect on Demand or
Connect Manually.

4. Optional. If you want to limit the idling minutes, select Max Idle
Time and type a maximum number in minutes.
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BASIC FUNCTIONS: GLOBAL ADDRESS

Global Address

On the Global Address page, you can set up NAT (Network Address
Trangation) to provide inter nal-to-external | P address mappings.

= Notes

= |If you want to use Global Address mapping, you must
enable NAT on the Filters page. For detailed instructions,

see To Set up a Port Filtering or Raw IP Filter.

= If you have chosen to retrieve an IP address automatically,
you will not need to use this function. Instead, the default
public IP address will display on the Global Address page.

Have you enabled DM Z on the DHCP page? Depending on whether DMZ is
enabled, you may follow different procedural steps.

What do you want to do?

= Set up Global Address with DMZ Disabled
= Set up Global Address with DMZ Enabled
= Remove Global Addresses

To Set up Global Address with DMZ Disabled:
1. Click Global Address on the navigation bar.

The Global Address page with DMZ Disabled appears, seen in
FIGURE 3-5:
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BASIC FUNCTIONS: GLOBAL ADDRESS

Glalal

Satup wireless| Tools | Status | DIICP Lag |5tatistics
Al

L LU0 el ol pacale: 179

Applyl Car el I I—z-:-l

FIGURE 3-5: Global Address Page with DMZ Disabled

2. Review thefirst linein the abovefigure. It showsthe default WAN
| P address which is specified on the Setup page. If your ISP assigns
you an | P address automatically, it will display here.

3. InLine2-Line8, you can list up to 7 additional static, external IP
addresses provided by your 1SP.

4. When you have completed editing all the settings, click Apply, or
click Cancel to undo your changes.
To Set up Global Address with DMZ Enabled:
1. Click Global Address on the navigation bar.

The Global Address page with DMZ Enabled appears, seen in
FIGURE 3-6:
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BASIC FUNCTIONS: GLOBAL ADDRESS

Global
Satup Addrees Wirglass| Tools | Status | DHCP Log |Statistics

External- Intermal
1 leo0 [1EB |76 . [2

M
=]
=]
=]
=]

External- DRE

Apply | Cancel | Help |

FIGURE 3-6: Global Address Page with DMZ Enabled

2. Review thefirst linein the abovefigure. It showsthe default WAN
| P address which is specified on the Setup page. If your |1SP assigns
you an | P address automatically, it will display here.

3. Next to External - Internal, you can list up to 6 static, external |P
addresses provided by your 1SP.

4. Next to External - DMZ, definefor your DMZ network up to 6
static, external global I P addresses provided by your | SP.

5.  When you have completed editing all the settings, click Apply, or
click Cancel to undo your changes.

To Remove Global Addresses:
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BASIC FUNCTIONS: GLOBAL ADDRESS

1. Click Global Address on the navigation bar.

2. For any entry you want to delete, enter 0.0.0.0, and click Apply.
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BASIC FUNCTIONS: WIRELESS

Wireless

Using Wireless, you can configure your router for wirelessaccess. Thereare
three partson the Wireless page:

= Radio Settings: Allows you to configure your Gateway for
wireless access, including Wireless Enable/Disable, Mode,
ESSID, Beacon Interval, RTS Threshold, Preamble Type,
Distribution System, and so on.

= Security Setting: Allows you to configure your Gateway for
security issues.

= Status: Allows you to find out your Gateway’s AP Radio
statistics and wireless devices of which the AP (Access Point)
Is aware.

You can easily toggle between the above three parts on the Wireless page.

On the Radio Settings page, Wireless Distribution System as defined by the
|EEE 802.11 standar d has been made available on the Company AP Router
now. Hence, it is possible to wirelessly connect Access Pointsusing up to 8
MAC Addresses of PC cards, so that you can extend awired infrastructure
to locations wher e cabling is not available. Thusthose users can roam or stay
connected to the available network resour ces.

What do you want to do?

« Set the Wireless Radio Parameters

= Set the Wireless Security Parameters

» Review Wireless Status

= Disable Wireless

To Set the Wireless Radio Parameters:
1. OntheWireless page, select Radio Settings.

The Radio Settings page appears, seen in FIGURE 3-7:
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* Radio Setting  Security Setting  Status
Wireless: & Enable Wireless T Disabla Wireless

FirmWare Version: 302 11G_1.04.0
Mode: |MIED =

ESSID:  [wLAN-est

Channel: iﬁ ~r|

Beacon Interval: !TIJ-EI_- msec
RTS Threshold: [2432  (256-2430)
Fragmentation Thrashold: W (256-2345, aven numbers only)
DTIM Interval: [1 (1258

Preambla Type: ¢ Short Preamble ® Long Preamble
Distribution System: ¢ Enable & Disable

Poer AP MAC Address 1: |
Peer AP MAC Address2: [
Peer AP MAC Address3: |
Peer AP MAC Address 4: !—
Peaer AP MAC Address 5: !—
Peer AP MAC Address 6: !—
Peer AP MAC Address 7: |
Peer AP MAC Address 8: !

Apply |  Cancel | | Help |

FIGURE 3-7: Wireless — Radio Settings Page

2. Click Enable next to Wireless.

3. Optional. Review the firmwar e version number and date
information that you are currently using.

4. Enter thefollowing basic radio parameters:

Parameter Description

Mode Selects the Wireless Mode that your Company AP
Router supports from the drop-down list.

Available options are 802.11B, 802.11G, and MIXED
which supports both 802.11B and 802.11G.

ESSID Type the unique identifier for the Extended Service
Set which is shared by client stations in an
infrastructure association, such as WLAN-test.

It is case-sensitive and cannot exceed 32
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BASIC FUNCTIONS: WIRELESS

5.

characters.

Channel

Selects one IEEE 802.11G channel for wireless LAN
transmissions from the drop-down list.

Specifies the bandwidth which the wireless radio
operates. AP and the client stations that is
associated work in one of channels from 1 to 14.

Enter thefollowi

ng advanced radio parameters:

Parameter

Description

Beacon Interval

Type the time interval in miliseconds between
beacons broadcast by AP (Access Point) in the
Beacon Interval box, such as 100.

RTS Threshold

Type a number in the RTS Threshold box.

Also called Request-to-Send Threshold. This field
specifies the minimum size of data frames above
which RTS protocol is used, ranging from 256 to
2432. RTS helps prevent data collision from hidden
nodes.

Fragmentation
Threshold

Type a number in the Fragmentation Threshold box.

For efficiency in high-traffic situations, large files
are split into fragments. This field specifies the
default packet size, an even number ranging from
256 to 2346.

DTIM Interval

Type a number in the DTIM Interval box.

Also called Delivery Traffic Indication Map. This
field specifies the number of beacon intervals
between successive DTIMs, ranging from 1 to 255.

Preamble Type

Select either Short Preamble (72 bits) or Long
Preamble (144 bits).

Distribution
System

If you want to use Wireless Distribution System on
your Router, click Enable next to Distribution System,
then type the distributed client PCs’ physical
addresses, as described in Step 6.

Otherwise, click Disable.

# Note - You can see the default values of the above
advanced wireless settings on the right of the page. If you

don’t know how to change the settings, please leave as they

are in Figure 3-8:
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Default Yalues for Radio
Settings

100
2432
2346

1
Long Preamble

Thzable

FIGURE 3-8: Default Values for Radio Settings

6. Optional. If you have enabled Distribution System, type the physical
addresses of distributed client PCsin a wirdess network in the Peer
AP MAC Address 1-8 boxes, seen in FIGURE 3-9:

Distribution System: @& Enable  Disable

Peer AP MAC Address 1: |
Peer AP MAC Address 2: |
Peer AP MAC Address 3: |
Peer AP MAC Address 4: |
Peer AP MAC Address5: |
Peer AP MAC Address6: |
Peer AP MAC Address 7: |
Peer AP MAC Address8: |

FIGURE 3-9: Peer AP MAC Addresses for Distribution Systems
7. When you have completed editing all the settings, click Apply, or
click Cancel to undo your changes.
To Set Wireless Security Parameters:
1. Click Security Settings on the Wir eless page.

The Security Settings appears, seen in FIGURE 3-10:

Page 22 of 77



BASIC FUNCTIONS: WIRELESS

2.

© Radio Setting ™~ Security Setting  Status

Authentication Type: © Open System © Shared Key * Both

Encryption:  Enable # Disable

Wireless Access Control: & on & Off

Enhanced Security: [ Hide S8ID in Beacon frame

Apphy | Cancel | Halp |

FIGURE 3-10: Wireless — Security Settings Page

Select one of Open System, Shared Key and Both from the
Authentication Type drop-down list.

= Notes

Authentication Type indicates an authentication algorithm
which can be supported by the Access Point:

= Open System: The simplest of available authentication
algorithms. Essentially it is a null algorithm. Any station
that requests authentication with this algorithm may
become authenticated if Open System is set at the
recipient station.

= Shared Key: Allows stations with a specific WEP (Wired
Equivalent Privacy) Keys to be authenticated.

= Both: Supports the authentications of either stations who
know a shared key or those who do not.

If you want to prevent other stationswithout specific WEP (Wired

Equivalent Privacy) keysfrom linking to the AP, select Enable next

to Encryption and then click Set WEP Keys to specify relevant keys,

otherwise, select Disable. For detailed instructions on how to set the
WEP Keys, see below To Set WEP Keys.

If you want to allow accessto the Internet based on user’'sMAC
(Media Access Control) address, select On next to Wireless Access
Control and then click Set Access List to specify relevant MAC
addresses; otherwise, click Off. For detailed instructionson how to
specify relevant MAC addresses, see below To Set Wireless Access
Control.
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5. Next to Enhanced Security, select either Enable or Disable. |If you
choose to enable the enhanced security feature, go to Step 6.

6. Optional. If you have enabled Enhanced Security, you can choose to
hideyour SSID (Service Set I dentifier) in Beacon frame.

7. When you have completed editing all the settings, click Apply, or
click Cancel to undo your changes.

To Set WEP Keys:

1. Onthe Security Settings page, enable the Encryption and click Set
WEP Keys.

The Set WEP Keys window appears, seen in FIGURE 3-11:

Encryption Level: & f4Bit T 128 Bit
WEP Key Type: # automatic ¢ Manually
& Hexadecimal: 1 chigits ), A=F)
e
Keyt:  |0DOOD

keyz:  |00D0D
Keyz  [DODOD
keya:  |0DO0D

Clear Keys |

Default TX Key: 1E

Apply | Caneel

FIGURE 3-11: Set WEP Keys Window
2. Select either 64 Bit or 128 Bit next to Encryption Level.
# Note — 128 Bit encryption can provide you a more secure
encryption algorithm, but it will slow down your network
data transmission rates.
3. If you want to generate WEP Keys automatically, do the following:

No Action

1 Select Automatic next to WEP Key Type.
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2 Typeastring of any wordsin the Passphrase box, and click
Generate.

Four newly generated WEP Keys will display in
the Key 1 — Key 4.

3 Optional. Click Clear Keys toreset all the keysto null.

# Note — Make sure that you write down the passphrase
string, so that you can refer to it if necessary.

4. 1f you want to enter the key elements manually, do the following:

No Action

1 Select Manually next to WEP Key Type.

2 If you select Alphanumeric: 5 characters, type a string of 5
alphanumeric charactersin the Key 1 — Key 4 boxes
respectively.

3 If you select Hexadecimal: 10 digits (0-9, A-F), typeastring
of 10 hexadecimal digitsin theKey 1 — Key 4 boxes
respectively.

4 Optional. Click Clear Keys toreset all the keysto null.

5. Select thedefault encryption key from the Default TX Key drop-
down list, such asKey 1.

6. When you have completed editing all the settings, click Apply, or
click Cancel to undo your changes.

To St Wireless Access Control:

1. Onthe Security Settings page, set the Wireless Access Control On
and click Set Access List.

The Window Control List window appears, seen in FIGURE 3-12:
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Wireless Control List
mac 1 [Fa0o00000000
mac 2 [00D000000000
mac 3 Im
mac 4 Im
mac 5 [000000000000
mac 6 [000000000000
mac 7 IW
mac 8 lm
mac 9 W
mac 10 [oo0o00000ODD
mac 11 [000000000000

FIGURE 3-12: Wireless Control List window

2. Typethe MAC addressesthat you want to allow to accessthe
Internet. You can specify up to 80 MAC addressesin thelist.

3. When you have complete editing all the MAC addresses, click
Submiit, or click Cancel to undo your changes.

4. Optional. You can click Refresh to seethe most current MAC
addressesin effect.
To Review Wireless Status:
1. OntheWirelesspage, select Status.
The Status page appears with your GateWay’s AP Radio

statistics including Status, Max.Mb/s, IP Addr, MAC Addr, Radio
SSID, Receive data and Transmit data. Seen in FIGURE 3-13:

" Radio Setting  Bocurity Setting - Status

AP Radio

Fairagh |

Status: up Max MbSs: 54 MBps 1P Addr: 192,188 62.1
MAC Addr: 00002 15:00:00:02 Radio BEI0: WLAN-test

Beceive Transmit
successfiyl unicast frames 1] successfil mcast frames |
sacceasful mulicast frames 0 s epsfal mulbcass frames i
dregped Erames 1] deopped frames i
faled frames L] failed Frames 5

Displey Associston Table | Hed |
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FIGURE 3-13: Wireless — Status Page

2. Toseethewirelessdevices of which the AP (Access Point) isaware,
click Display Association Table.

Wireless Association Table

Fhafrashl

Index  Time Mac Address Add/Delete from Access List
1 Wene Mone HNone

3. Optional. You can click Refresh to see the most current data.

To Disable Wireless:
1. OntheWireless page, select Radio Settings.
The Radio Settings page appears, seen in FIGURE 3-7.
2. If you don't want therouter to support Wireless, select Disable.

# Note — None of the router’s wireless functions will work
unless you enable it.
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Tools

On the Tools page, you can:

= Change the Administrative Password for Your Router

» Restore the Factory Default Configuration

= Reset Gateway

= Upgrade the Firmware

! Important:

We strongly recommend that you change the
administrative password after the first login.

Restoring the default factory settings will reset all of the
router configurations in every page, so we recommend that
you backup the configuration data from the Gateway to
your PC simply using DOS commands. In addition, you can
also restore the factory defaults under the DOS window.
For detailed instructions, see To Backup or Restore the

Configuration Data Using DOS Commands.

If you want to reset the hardware, you need reset the
Gateway.

Before upgrading the firmware, you need download the
firmware image file from the Gateway Web site and save it
to your root local drive first.

To Change the Administrative Password for Your Router:

1. Click Tools on the navigation bar.

The Tools page appears, seen in FIGURE 3-14:
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Change Password:  Old Password: |

New Password: l
{* Hamimanm 3 1 charachers]

Confirm Password: |

[ Apply | Cencel | Help |

Restore o Dafoult | BackupfResworeHelp |

Restore
Factory Defaults:

Resat Gateway: P gt |

Upgrade Firmware: l— S I Upgrade now ] Halp]

FIGURE 3-14: Tools Page
2. Typethe Old Password in the box. The default password is 1234.

3. TypeaNew Password in the box.
# Note - Password must be less than 64 characters.

4. Typethenew password in the Confirm Password box.

To Restore the Factory Default Configuration:

1. OntheToolspage, click Restore to Default next to Restore Factory
Defaults.

The Warning dialog box appears, see FIGURE 3-15:

Microsoft Internekt Explore x|

@ Reset all setting ko default?

Ok I Cancel |

FIGURE 3-15: Warning Dialog Box
2. Click OK.
! Important:

= Restoring the default factory settings will reset all of the
router configurations in every page, so we recommend that
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you backup the configuration data from the Gateway to
your PC first using DOS commands. For details, see To

Backup or Restore the Configuration Data Using DOS
Commands.

* In addition, you can also restore the factory defaults
using DOS commands. For detailed instructions, see To

Backup or Restore the Configuration Data Using DOS
Commands.

To Backup or Restore the Configuration Data Using DOS Commands.

For the backup of the configuration data from the Gateway to your
PC, Gateway actsasa TFTP server.

To backup the configuration data, under the DOS window, use the
following command:

tftp —i gateway_Ip_address GET filename

To restore the configuration data, under the DOS window, usethe
following command:

tftp —i gateway_Ip_address PUT filename

gateway |p _address: The | P address of the Gateway wher e you want
to back the configuration data.

filename: Thefile name for backup from the Gateway. It must begin
with “nvram” which isnot case-sensitive, such as“nvram__11032003".

To Reset Gateway:

If you want to reset the hardware, click Reset next to Reset Gateway on the
Tools page.

To Upgrade the Firmware:

1.

Download a firmwar e image file from the Gateway Web site and
saveit to your root local drive.

Typethefile path and file namein the Upgrade Firmware box, or
click Browse to launch a Choose file dialog box, seen in FIGURE 3-
15:
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Lok in; Ia Firmwsare Image Files j (] |=_“F v
Sia1-WEBPZS-00-07-00.img
File: name: ISG1-WBF‘25-DEI-D?-EID.img j Open I
Files of type: [l Fles [+)

j Cancel |

Y
FIGURE 3-15: Choose File Dialog Box for Upgrading Firmware

3. Locatethefirmwareyou have downloaded and click Open.
The Choose file dialog box closes.
4. Click Upgrade Now. Thefirmware of the devicewill be upgraded

@ Caution — The firmware upgrade may take about 10

seconds, please DONOT power off the unit when it is being
upgraded.
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Status

On the Status page, you can view the most current information about your
Router which will be continuously refreshed per 10 seconds, such as Host
Name, Domain, PPPoE Login, LAN/WAN and DDNS Status. Different
configuration may bring you to different data, compared in FIGURE 3-16
and FIGURE 3-17.

# Note — If you want to change the configuration, go to the
Setup page. For detailed instructions, see Setup.

= If you have enabled the PPPOE Login, the Status page will
display as illustrated in FIGURE 3-16:

Host Name: StartGate
Domain: wyz.isp.com
PPPoE Login:  Enahbled
Status: Disconnected
Cormect
LAMN:
1P Address: 192.168.62.1

Subnet Mask: 255,255,255.0

WAN: Dynamic

IP Address: 0.0.0.0
Subnet Mask: 255.0.0.0
Default Gateway: 255,255,2558,255
DMNS: 0.0.0.0
0.0.0.0
0.0.0.0
DDNS Status:
Servear: The service 15 disabled
Status: The account is not set yet,
Help
FIGURE 3-16: Status Page with PPPoE Login Enabled
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= If you have chosen the Dynamic IP and disabled PPPoE
Login, the Status page will display as illustrated in FIGURE 3-
17:

Host Namae: StartGate
Domain: KYZ.isp.com
PPPOE Login: Disabled
LAMN:
IP Address: 192,168.62,1
Subnet Mask: 255.255.255.0
WIAMN: Dynamic
IP Address: 0.0.0.0
Subnet Mask: 255.0.0.0
Default Gateway: 285,255.255,258
DMNS: 0.0.0.0
0.0.0.0
0.0.0.0
DHCP Release DHECR Renes
DDNE Status:
Server: The service 15 disabled
Status: The account is not set yat,
Help

FIGURE 3-17: Status Page with PPPoE Login Disabled

= Notes

If you have chosen the Dynamic IP and disabled PPPoE Login,
you can see the DHCP Release and DHCP Renew buttons:

= To release the most current WAN IP address, click DHCP
Release.

= To renew the WAP IP address, click DHCP Renew.

Status Detail:

Parameter Description
Host Name Shows the name of the device.
Domain Shows the domain name of the device.
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PPPoE Login

Shows the current status of PPPoOE Login:

= Disabled

= Enabled: Connected, Connecting or Disconnected.

LAN

Shows the current IP Address and Subnet Mask of
the device, as seen by users in your internal
network.

WAN

Shows the IP Address, Subnet Mask, Default
Gateway, and DNS of the router, as seen by external
users on the Internet.

DDNS

Shows the Dynamic DNS Server and Status.

If you want to change the setting, go to the
Advanced Dynamic DNS page. For details
instructions, see To Configure a Dynamic DNS
Server.
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DHCP

On the DHCP page, you can set your NAT/Firewall Gateway asa DHCP
(Dynamic Host Configuration Protocol) server, and DHCP serverswill
automatically assign | P addressesto all the client PCsin your network.

# Notes

= If you want to enable DHCP, make sure that there is not
already a DHCP server on your router.

= If you don’t enable DHCP on your router, you will need to
manually configure an IP address for each PC in your
network; if you do enable DHCP, make sure that each PC is
configured to receive an IP address automatically.

What do you want to do then?

= Set Your Router as a DHCP Server
= View the Active IP Table
= Disable DHCP on Your Router

To Set Your Router as a DHCP Server:
1. Makesurethat thereisnot already a DHCP server on your router.

2. Makesurethat each PC in your network isconfigured to receive an
| P address automatically.

3. Click DHCP on the navigation bar.

The DHCP page appears, seen in FIGURE 3-18:
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DHCP Server: & Enable © Disable
IP Pool Starting Address: 152 1686250
IP Pool Ending Address: 192 16862100

Lease Time: |24 Hours.

Display DHCP Table |

Apply | Cancel | Help |

FIGURE 3-18:
4. Click Enable next to DHCP Server.

5. TypealP Pool Starting Address to designatethefirst | P addressthat
can beassigned to a PC in your network.

6. TypealP Pool Ending Address to designatethe last | P address that
can beassigned to a PC in your network.

7. When you have completed editing all the settings, click Apply, or
click Cancel to undo your changes.
To Disable DHCP on Your Router:
1. Onthe DHCP page, click Disabled next to DHCP Server.

2. Click Apply.

To View the Active IP Table:

1. If you want to find out theinformation about PCsthat have been
assigned | P addresses by the DHCP server, click Display DHCP
Table.

DHCP Server IP Address, Client Host Name, IP Address and
MAC Address for each active client PC will be listed out in the
table, seen in FIGURE 3-19:
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DHCP Active IP Table

Refresh I
DHCP Server IP Address: 192.168.62.1
Index Client Host Mame IP Address MAC Address
1 swlabd 192, 163, b2, 51 00:06:5b:a5: Th: 59

FIGURE 3-19: DHCP Active IP Table
2. Optional. Click Refresh to obtain the most current data.

# Note — If you have enabled the DMZ and LAN features, you
can also find the relevant information in the DHCP Active IP
Table for DMZ Zone and the DHCP Active IP Table for LAN.
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Log

On the Log page, you can set up Access Log and view log filesthat record the
access activity of LAN and WAN client PCs, including Session Event Log,
Block Event Log, I ntrusion Event Log and Wireless Event Log.

What do you want to do?

= Set up Access Log on Your Router

= View Session Event Log

View Block Event Loqg

View Intrusion Event Log

View Wireless Event Log

To Set up Access Log on Your Router:
1. Click Log on the navigation bar.

The Log page appears, seen in FIGURE 3-20:

Access Log: * Enable © Disable

Session Event Log | Black Event Log ]

Intrugion Event Log i “Wireless Event Log |

A,t:lplyE Cancel | Halp|

FIGURE 3-20: Log Page
2. Select Enable.

3. Click Apply, or click Cancel to undo your changes.
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To View Session Event Log:

1. Click Session Event Log on the L og page.

The Session Event Log Table appears, including each session
event entry information like Record Name, Transport type,
Source IP and so on, seen in FIGURE 3-21:

5599

61. 173. 65, 29‘.0
218. B0. B6. 153
61, 171. 242, 88
61.172, 27, 50

61, 172 104. B2

Session Event Log Table

0:8
0:8

Clear |  Refresn |

61.171. 512.
61, 171. 242, 58
192, 5. 41. 40
61.171. 242, B8
61171 242,88

0z

0
123
0z
a:0

FOLICT_MIGRATION

POLICT_MIGRATION

POLICY_MIGRATION
TINEGUT
TINBOUT

FIGURE 3-21: Session Event Log Table

2. Optional. Click Refresh to obtain the most current data.

3. Optional. Click Clear to delete all the log infor mation.

To View Block Event Log:

1. Click Block Event Log on the L og page.

The Block Event Log Table appears, including each block event
entry information like Record Name, Transport type, Source IP
and so on, seen in FIGURE 3-22:

2003. 11. 06
03:34:46
7 2003, 11. 06
05:54:52

3 2003, 11. 06
03:36:01

2003, 11. 06
136204

11, 06
03:36:00

Lo

Block Event Log Table

Z18. B0, 56, 153
Z18, 80, 56, 153
61, 171. 212 B4
61.171. 212 54

1595 117. 228, 35

61.171. 242, 83
61.171. 242, 88
61.171. 242. 88
£1.171. 242, 83

61.171. 242, 83

135
135
148

445

Default
Defenes
Default
Defenss

Dafanle

Defaalt
Defense
Default
Defenss

FIGURE 3-22: Block Event Log Table

2. Optional. Click Refresh to obtain the most current data.
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3. Optional. Click Clear to delete all the log infor mation.

To View Intrusion Event Log:

1. Click Intrusion Event Log on the L og page.

The Intrusion Event Log Table appears, including each intrusion
event entry’s Record Name and Intrusion Type, seen in FIGURE

3-23:
Intrusion Event Log Table
Clear | Refresh
Index Record Time Intrusion Typa
1 Nonie Hone

FIGURE 3-23: Intrusion Event Log Table

2. Optional. Click Refresh to obtain the most current data.

3. Optional. Click Clear to delete all the log infor mation.

To View Wireless Event Log:

1. Click Wireless Event Log on the L og page.

The Session Event Log Table appears, including each wireless
event entry’s Time, Severity and Description, seen in FIGURE 3-

24
Wireless Event Log Table
Rafzeth I
Indax Time Savarity Dascription
1 2003, 11,06 03:33:10 Info WLAN zone information is not set
2 2003, 11. 06 03:33:11 Info HLAN Access Point started
3 2003, 11,06 03:49:42 Info WLAN zome information lg not eet
i 2003, 11.06 03:49:42 Info HLAN Access Point started
] 2003, 11, 06 03:50:42 Info WLAN zome information is not set
) 2003, 11,06 03:50:42 Info HLAN Access Point started
T 2003 11.06 03:51:42 Info WLAN zome information is not set
g 2003, 11,906 03:51:42 Info HLAN Access Point started
9 2003, 11. 06 03:52:12 Info WLAN zome information ig not set
10 2003, 11. 06 03:52:12 Infa HLAN Access Point started

FIGURE 3-24: Wireless Event Log Table

2. Optional. Click Refresh to obtain the most current data.

3. Optional. Click Clear to delete all the log infor mation.

To Disable Access Log on Your Router:
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1. Onthelog page, click Disabled next to Access L og.

2. Click Apply.
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Statistics

On the Statistics page, you can view the statisticsinformation of LAN, WAN
and AP (Access Point) Radio ports, including Status, Max.Mb/s, |P Addr and
MAC Addr, Receive data and Transmit data.

You can click Statistics on the navigation bar, and then the Statistics page
appears, seen in FIGURE 3-25:
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LAN | WaN | AR

LAMN Statistics

Eafrash
Status: up Max.Mbys: 100.0 IP Addr: 192.1658.62.1 MAC Addr: 00:0a: 15:00:00:00
Recaive Transmit
total bytes 180771 total bvtes 26TI6IT

unicast pkts 4542 unicast pkts 2001

mul ticast pkts 160 mil ticast pkts 1764
discards 0 discards 0
ErTOrS 0 EITOTS 0
unknown protocols a0l packets queued i

WAN Statistics

Status: up Max.Mb/Ss: 54 MBps 1P Addr: 192,168.62.1 MAC Addr: 00:02: 15:00:00:
Radio §S1D: WLAN-test

Receive Transmit

successful unicast frames 0 successful unicast frames k|
successful multicast successful malticast
1] i
frames frames
dropped frames 0 dropped frames 0
failed frames 1] failed frames 3

Refresh
Status: up Max.Mb/s: 100.0 1P Addr: 0.0.0.0 MAC Addr: 00:05: 15:00:00:01
Recelve Transmit

total bites 0 total biytes 1800
unicast pkts 0 unicast pkts 1]
muilticast pkts 0 milticast phkts a0
discards 1] discards 0
EXTors 1] ErTOTS 0
unknosm protocols 0 packets queued [#]

AP Radio

Refresh

oz

FIGURE 3-25: Statistics Page

The Statistics page includesthree parts:

LAN Statistics: Lists out the data on the LAN port.
WAN Statistics: Lists out the data on the WAN port.
AP Radio: Lists out the data on the Access Point’s radio.

# Note - You can also click Refresh in any part above to
obtain the most current data.
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Printer

The Print Server isdesigned to provide simple and efficient printer sharing.
All userson the LAN, regardless of operating system or network protocol,
will beableto usethe printers connected to the Printer Server. By connecting
your printer toa Print Server instead of afile server or workstation, you will
offload system resour ces, increase printing performance and allow different
network protocolsto be used smultaneously.

On thePrinter page, you can set up a Printer Server and configureits
settingsfor printing share.

What do you want to do then?

= Set up the Print Server on Your Router

= View the Printing Task Queue

» Disable the Print Server on Your Router

To Set up the Print Server on Your Router:
1. Click Printer on the navigation bar.

The Printer page appears, seen in FIGURE 3-26:
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Print Server:

Device Namea:

Printer Cache Size:

Printer Server 1P:

Printer :

Command Set:

" Enable & Disable

[Lpt1

[2048 KBytes

192, 168, 62,1

)]
(piD: 0y
Off Line

Manufacturer:
Mol :
Status:e

(¥1D:

Printer Nonitor Status ]

Apply Cancel Help |

FIGURE 3-26: Printer Page

Select Enable next to Print Server.

Enter thefollowing information in the boxes:

Parameter

Description

Device Name

Unique name of the print server hardware used for
identification purposes. Client PCs in the network
will use it as printing queue name.

Printer Cache
Size

Used for system evaluation. If the printer does not
work properly, you may argument this value, such
as 4096, 8192.

The same value as your printer supports is
recommended.

Review the relevant

infor mation:

Parameter

Description

Printer Server
IP

Shows the IP address of the Printer Server. It
equals to the LAN IP address.

Printer

Shows the Manufacturer and VID (Vendor ID), Model
and PID (Product ID) and Status of the current
printer connected to the device’s USB port.
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Command Set

Shows the command set of the printer, i.e., when a
printer is connected to the print server, it will
display here.

5. When you have completed editing all the settings, click Apply, or click
Cancel to undo your changes.

To View the Printing Task Queue:

1. OnthePrinter page, click Printer Monitor Status.

The Printer Monitor Status Table appears, seen in FIGURE 3-27:

Rank Owner
MNome Hone

Printer Monitor Status Table

Refresh I

Job Files Total Size (Bytes)
Home None None

FIGURE 3-27: Printer Monitor Status Table

2. Optional. Click Refresh to seethe most current printing tasks.

To Disable the Print Server on Your Router:

1. OnthePrinter page, click Disable next to Print Server.

2. Click Apply.

Page 46 of 77



ADVANCED FUNCTIONS

Advanced Function

In this chapter, you will learn how to use the advanced
administrative functions that the Company AP Router provides,
including Virtual Server, Filters, IP/URL Block, Special Apps,
DM.Z Host, MAC Clone, Dynamic DNS, Proxy DNS and SNMP.

he Web-based Administration Tool provides you some advanced
services on the Advanced Function navigation bar, such asFiltering
and cloning your MAC addr esses.

In most cases, basic functions are Okay. If you want to set the
advanced configuration, you will need to toggle to the Advanced Function
navigation bar first.

To Toggle between Basic Functions and Advanced Functions:

1. Totoggletothe Advanced window, click Advanced on theright side
of the Basic window, seen in FIGURE 4-1:

m

FIGURE 4-1: Advanced Button on the Basic Window
2. Onceyou arealready in the Advanced window, click Basic on the

right side of the Advanced window to return to the Basic Window,
seen in FIGURE 4-2:

I

FIGURE 4-2: Advanced Button on the Basic Window
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Virtual Servers

In some situations, you might want users on the Internet to be able to access
serverson your LAN, such asan FTP Server, Telnet Server or Web Server.
Such remote services are accomplished by creating Virtual Server.

Each virtual server hasitsown | P address and sharesa single public IP
address. It isdefined by the Protocol type (TCP, UDP or Both) and a
TCP/UDP/Both port number. Only the enabled virtual serverscan be
accessed by remote usersover the Internet.

# Note - Configuring virtual servers may cause filters to be
automatically created on the Filters page.

What do you want to do?

= Setup aClient PC on the LAN as a Virtual Server

= Delete Virtual Servers on the LAN

To Set up a Client PC on the LAN as a Virtual Server:
1. Onthe Advanced navigation bar, click Virtual Servers.

The Virtual Servers page appears with a list of existing virtual
servers, seen in FIGURE 4-3:
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; Service  Public [P Address  Public Port Private Port Protocol | Private TP Address |
i ] [0000 2] [o 3 [fF 2 iezaees2,li |
(1 I [oomn =] [o o [Ter =] 192168620

: 1] [00oD = [a o [fer =]l 19zaeesz.]i

i  E— [ooon =] o I [f= =]  iez.aeesz.[i

i ] T o o = ezaeesz i

. I [nnon =] [o o [T =l 102.16062.0

[ [oonn =] o o [Tor =]l 102168620

1 p— [0ono =] [o o [fee =l 19zaeeezfl

i 1} [oooo=] [a [a [Te =] 1ezasssz.[i

i T 1000 = [o [ [fer =]l iezasssz ]l

| [ [G080 =] f T [feF =]  isz.i6m62.[0

| —— [oooo = o o [TcF =] 102.168.62.[0

Appty | Cancel | Help |

FIGURE 4-3: Virtual Servers Page

2. If you have enabled DM Z and your Gateway isnot configured to
retrieve an | P address automatically, select either of the following
options from the Choose Interface drop-down list:

(1) External — Internal: To set up Virtual Server in your LAN network.
(2) External - DMZ: To set up Virtual Serversin your DMZ network.

3. If you areusing the Windows XP operating system, type a remote
service namein the Service box.

# Note — It is only available for client PCs using Windows XP.
Because Windows XP takes an advantage of the UPnP
(Universal Plug and Play) feature of the Company AP Router,
it allows client PCs that support UPnP to identify the router
automatically.

4. Select a Public IP Address from the drop-down list.

# Note — The IP Address of a DMZ host will not appear in the
list.

5. Typeaport number in the Public Port and Private Port boxes, such as
80 for HTTP. For help on which port to choose, refer to Well-known
Portson theright of the page, seen in FIGURE 4-4:

Page 49 of 77



ADVANCED FUNCTIONS: VIRTUAL SERVERS

To Delete Virtual Servers on the LAN:

1.

Well-known Ports

Echao
FTR
TELMET
SMTR
DS
finger
HTTF
FOPS
auth
MHTP
SHMP
SMMP Trap
FETF

FIGURE 4-4: Well-know Ports

= Notes

= Public Port is the TCP/UDP/Both port number used by the
server PC on the WAN. It is also called the external port
number because this port number is visible to the users on
the Internet.

= Private Port is the TCP/UDP/Both port number used by the
server PC on the LAN. The designated Public Port will be

translated into this internal port number.

Select one of TCP, UDP and Both from the Protocol drop-down list.

Typealocal | P address of the server PC on the LAN in the Private IP
Address box.

When you have completed editing all the settings, click Apply, or click

Cancel to undo your changes.

On the Advanced navigation bar, click Virtual Servers.

A list of existing virtual servers appears.

For any virtual server you want to delete, select 0.0.0.0 from the Public

IP Address drop-down list.

Click Apply.
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Filters

On the Filters page, you can set up filtersthat can selectively allow traffic to
passin and out of your network. The Company AP Router comeswith 9
factory default filtersfor you.

In addition to 9 default filters, somefilters may be created automatically to
allow Virtual Servers or Special Applications to function.

We strongly recommend that you choose an empty row when you want to set
up new filters, because overwriting or deleting these filters may cause some
servicesto be disabled, for example, your client PCs may NOT be ableto
accessthe Internet.

# Note — If you have overwritten or deleted the factory
default filters, you can retrieve them at a later time using the
Restore Factory Defaults function on the Tools page. For
detailed instructions, see To Restore the Factory Default

Configuration.

What do you want to do?

= Set up a Port Filtering or Raw IP Filter

= Delete a Port Filtering or Raw IP Filter

To Set up a Port Filtering or Raw IP Filter:
1. Onthe Advanced navigation bar, click Filters.

The Filters page appears, seen in FIGURE 4-5:
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Filtering Page; [Fagei(l 121 =]

D Filtering Layer Proto Num Direction Private Port Range Protocol
1 [Fort Filterina 3] o s R i |
2 [Fort Filtering =] [ [tutbownd =] [iT20 - [1720 [tcr =]
3 [Fort Filtering =] [ [tutbownd =] £ - [a0 [Tce =]
4 [Port Filtering 3| M [retbound =] ERR E [me =]
5 [Fart Filtering =] P [tutbownd =] 25 - [z [Tee =]
[3 [Port Filtering =] [ [outbemd =] [tio - [ro [tF =]
7 [Fort Filtering =] [ [tutbownd =] 1603 | - [is03 [rcr =]
8 [Fort Filtering =] [ [tutbownd =] g3 - |43 [Tcr =]
10 [Fort Filtering =] o [fbomd =] [oe0 - [a0s0 [tce =]
11 [Fort Filtering =] [ [Inbound =] o - [o [P =]
12 [Fort Filtering =] [ [tntound =] o —[o [tcr =]

MAT: # Enable © Disable

Firewall: # Enable T Disable

Remote Management @ & Enable © Disable

IPSec Pass Through: " Enable * Disable

PPTP Pass Through: " Enable * Disable

Intrusion Detection: # Enable © Disable

| Apply |  Cancel Belp |

FIGURE 4-5: Filters Page

2. Select an option from the Filtering Page drop-down list: 1~12, 13~24,

25~36.
3. If you select Port Filtering from the Filtering Layer dr op-down list, do
thefollowing:
No Action

1 Select a traffic direction from the drop-down list: Inbound,
Outbound and Both.

2 Typethestart port number and end port number that you
want to allow in the Private Port Range boxes.

3 Select a protocol type from the drop-down list: TCP, UDP
and Both.

4. If you select Raw IP from the Filtering Layer drop-down list, do the
following:
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No Action

1 Typean I P Protocol Number in the Proto Num box.
# Note - It ranges from 0 to 255, but can not
be 6 (TCP) or 17 (UDP); otherwise, this port
filter will not work.

2 Select atraffic direction from the drop-down list: Inbound,
Outbound and Both.

3 Select an option from the Protocol drop-down list: TCP,
UDP and Both.

5. Optional. Select Enable or Disable for the following additional filtering

options:
Parameter Description

NAT Allows you to set up NAT (Network Access
Translation).

Firewall Allows you to protect your network with a firewall.

Remote Allows you to access your router’s Web-based

Management Administration Tool through your WAN connection.

[PSec Pass Allows you to use IP Security Pass Through.

Through

PPTP Pass Allows you to use PPTP (Point-to-Point Tunneling

Through Protocol), used to enable VPN sessions.

Intrusion Detect | Allows you to detect and record intrusion attempts
into your network.

6. When you have completed editing all the settings, click Apply, or click
Cancel to undo your changes.

To Delete Filters:

You can delete any existing Port Filtering or Raw IP filer, but make surethat
you are deleting an unwanted one, otherwise deleting the filter s associated
with Virtual Serversor Special Applications may causeto servicesto collapse
down.
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To Delete a Port Filtering Filter:

1. OntheFilterspage, for any Raw IP filter you want to delete, typeOin
the Private Port Range boxes.

2. Click Apply.

To Delete a Raw IP Filter:

1. OntheFilterspage, for any Raw IP filter you want to delete, typeOin
the Proto Num box.

2. Click Apply.
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IP/URL Block

On theIP/URL Block page, you can createfiltersthat can selectively block
usersfrom specific | P addresses and domain namesto passin and out of
your network. The Company AP Router providestwo ways of blocking users:

= [P Block: Allows you to block a single IP address or a range
of IP addresses.

=  URL Block: Allows you to block up to 36 domain names.

# Note — This IP/URL Block feature will block in both
directions from specified IP addresses or domain names.

What do you want to do?

= Block a Single IP Address
« Block a Range of IP Address

« Block a Specific Domain Name

= Delete a Specific or All IP Blocks
= Delete a Specific or All URL Blocks

To Block a Single IP Address:
1. Do either of thefollowing:
= Click IP/URL Block on the Advanced navigation bar.

= |f you areon the URL Block page, select IP Block on the upper
of the page.

The IP Block page appears, seen in FIGURE 4-6:
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* IPBlock  URL Block
IP Block Starting Address IP Block Ending Address

1 o [o b .o o [o [o o

2 o o o .o o o o o

3 b o o o o o o o

4 i (] ] [ i [ ] 0

5 oo o o o [0 [0 [

6 o .o ] o o o [0 o
Apply | Cancel | Clesral | Heip |

FIGURE 4-6: IP Block Page

2. InLinel-Line6, typethesamelP addressesin both IP Block
Starting Address and IP Block Ending Address boxes respectively.

3. Optional. You can click Clear All to conveniently delete all the existing
| P addresses and then do Step 2.

4. When you have completed editing all the | P addr esses you want to
block, click Apply, or click Cancel to undo your changes.
To Block a Range of IP Address:
1. Do either of thefollowing:
= Click IP/URL Block on the Advanced navigation bar.

= |f you areon the URL Block page, select IP Block on the upper
of the page.

The IP Block page appears, seen in FIGURE 4-6.

2. InLinel-Line6, typethedifferent IP addressesin both IP Block
Starting Address and IP Block Ending Address boxes respectively.

3. Optional. You can click Clear All to conveniently delete all the existing
| P addresses and then do Step 2.

4. When you have completed editing all the | P addr esses you want to
block, click Apply, or click Cancel to undo your changes.

To Block a Specific Domain Name:
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1. Click IP/URL Block on the Advanced navigation bar.
The IP Block page appears, seen in FIGURE 4-6.
2. Select URL Block on the I P Block page.

The URL Block page appears, seen in FIGURE 4-7:

T 1P Block ~ URL Block
URL Block Domain Name

~3 & o e W b e

I
|
|
I
|
!
I

FIGURE 4-7: URL Block Page
3. InLinel-Line36, typethe URLsyou want to block.

4. Optional. You can click Clear All to conveniently delete all the existing
URL s and then do Step 2.

5. When you have completed editing all the domain names you want to
block, click Apply, or click Cancel to undo your changes.
To Delete a Specific or All IP Blocks:
1. OnthelP Block page, do either of the following:

* For any IP block you want to delete, type 0.0.0.0 in both IP
Block Starting Address and IP Block Ending Address boxes
respectively.

= |f you want to deleteall 1P blocks, click Clear All.

2. Click Apply.

To Delete a Specific or All URL Blocks:
1. OntheURL Block page, do either of the following:

= For any domain name block you want to delete, clear out
the URL in the box.
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= |f you want to delete all URL blocks, click Clear All.

2. Click Apply.
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Special Apps

On the Special Apps page, you can authorize certain portsto communicate
with PCsoutside your network. It may be necessary for multi-session
applications, such as online games and voice conferencing.

Therearetwo ways of set up new special applications on your router:

= Popular Application Copy: Allows you to select one of
frequently used applications from the Popular Applications
drop-down list and copy it to your Special Application Table.
Available options are AIM, Diablo Il (1), Diablo Il (2), StarCraft,
StarCraft Ill, ICUIl, FTP, CUseeMe, MSN Messenger and Real
Player.

= Manual Configuration: If the application you want to configure
is not in the Popular Applications list, you can configure its
settings manually.

Befor e configuring a new special application, would you please check thelist
of thosepopular applicationsfirst? If it isalready in thelist, we recommend
that you use the Popular Application Copy unlessyou know exactly which
settingsto choose.

# Notes

= Configuring special applications may cause filters to be
automatically created on the Filters page.

* The Company AP Router provides two factory default
special applications for FTP and NetMeeting, if you
overwrite them or any other existing application, they will
not work.

What do you want to do?

= Copy a Popular Application to a Specific Line

= Configure a Special Application Manually

= Delete Special Applications
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To Copy a Popular Application to a Specific Line:
1. OntheAdvanced navigation bar, click Special Apps.

The Popular Applications list appears on the Special Apps page,
seen in FIGURE 4-8:

Ak

Diabla (1)
Diabla (2
StarCraft
W'arCraf Il
[z

FTF
Mettdesting
Cllseebde
MEM Messenger
Beal Player

Popular Applications: |— select one — ';-I Capy to Iln: |— 'I

FIGURE 4-8: Popular Applications List

2. Select an option from the Popular Applications drop-down
list, including AIM, Diablo Il (1), Diablo Il (2), StarCraft,
StarCraft Ill, ICUIl, FTP, CUseeMe, MSN Messenger and
Real Player.

3. Select a specific line number from the ID drop-down list.

# Note — Make sure the specified ID presents an empty line
unless you want to overwrite an existing application.

4. Click Copy to.

The selected application’s configuration is added to your
Special Applications Table on the upper of the page.

5. When you have completed editing all the settings, click Apply, or click
Cancel to undo your changes.
To Configure a Special Application Manually:
1. Onthe Advanced navigation bar, click Special Apps.

The Special Apps page appears, seen in FIGURE 4-8:
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1o protocor IO Chctny” ST Chonion | A wromiaion ™ MY
1 [Tecr =] & [ 3000 [Disable =] [Dizabie =] [Dizskle =]  [TCF =] [Enable =]
2 |Ter =] R -ira [30000  [Ensble =| [Disable =] [Enenle =]  [TCP =] |Dissble =]
3 (TR 0 -0 [s0 |Enable =| [Enakle =| |Enable =|  |TCP x| |Enable x|
4 |TcF x| o .o B |Enable x| [Enable =| |Eneble x| |TCP x| |Ensble x|
5 [Ty =l o - 50 |Enable =] [Ensble =] [Enenle =]  [TCP =] [Enable =]
6 |[Tce =| o -|o |50 |Enable =| [Enable =| |[Erable =]  |TCP =|  |Ensble =]
7 [er=l o o [z0 [Enable =] [Encble =] [Enatie =] [TcP =] [Enable =
g [Tcr =] o <o B |Enable =] [Encble =] [Enenle =]  [TCP =] [Enable =]
a |[Tcr =] o -0 |50 |[Enabie =] [Ensble =] [Ensble =]  [ToF x|  [Ensble =]
10 [TcP =] o -lo |so |Enable =| [Enakle =| |Enanle =|  |TCP =| |Enable =]
11 [TcP =] [o -Jo [50 |Enable =] [Enable =] [Enatlie =]  [ToF =] [Ensble =]
12 [Tcr =] o -0 |50 |Enable =] [Encble =] [Enenle =]  [TCP =] [Enable =]

Apply | Cancel | Help |

FIGURE 4-8: Special Apps Page

Select aline corresponding to a specific ID.

# Note — Make sure you have selected an empty line unless
you want to overwrite an existing application.

Enter the following configuration infor mation:

Parameter Description

application.

Protocol Specifies the communication protocol used by the

Available options are TCP, UDP and Both.

Trigger Port Range of ports used for outgoing traffic. It will
Range trigger the Gateway to accept certain incoming
requests.
Maximum Maximum number of miliseconds after the port
Activity trigger function, within which incoming requests
Interval will be accepted.
Session Allows you to select either Enable or Disable.
Chaining
Specifies whether dynamic sessions can be
chained, allowing multi-session triggering.
Chaining on Allows you to select Enable or Disable only when
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UDP Session Chaining is enabled.
Specifies whether the session chaining is allowed
on UDP.
Address Allows you to select Enable or Disable only when
Replacement Chaining on UDP is enabled.

Specifies whether binary address replacement
should be performed.

Address Allows you to select TCP or UDP only when
Translation Address Replacement is enabled.
Type

Specifies whether address translation is performed
on TCP or UDP packets.

Two Way Only | Allows you to select either Enable or Disable.

Specifies that a new session is allowed to be
initiated from the same remote host.

4. When you have completed editing all the settings, click Apply, or click
Cancel to undo your changes.
To Delete Special Applications:

1. Onthe Special Appspage, for any application you want to delete, type
0—0in the Trigger Port Range box.

2. Click Apply.
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DMZ Host

On the DM Z Host page, you can expose one or mor e client PCsin your
network to the Internet. It isoften used for online gamesthat require
unstricted two-way communications.

Thetotal number of DMZ (Demilitarized Zone) hosts you can have depends
on how many Global Addressesyou have configured on the Global Address
page. For example, if you have defined 5 Global Addresses (including the
default IP), you arelimited to 5 DM Z hosts. Since the maximum number of
Global Addressesis 8, thetotal number of DMZ hosts you can configureis
also 8.

@ Caution — Once a PC in your network is designated as DMZ
host, it will not have any firewall protection.

What do you want to do?

« Designate a PC in Your Network as a DMZ Host
« Delete DMZ Hosts

To Designate a PC in Your Network as a DMZ Host:
1. Onthe Advanced navigation bar, click DMZ Host.

The DMZ Host page appears, seen in FIGURE 4-9:

Public IP Addrass Private IP Address
(0000 192162620
[00003] 192168620
[G000 2] 152168620
[o00 =] 192,168 62[0
[00007] 192168620
[0.00.0 =] 192168620
[0.0.00 7] 192168620
[00007] 192.168.62[0

Apply | Cancel | Help |

FIGURE 4-9: DMZ Host Page
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2. Select a Public IP Address from the drop-down list.

3. TypethelP addressof a PC in your network that you want to
designateasa DM Z Host in the Private IP Address box.

4. When you have completed editing all the settings, click Apply, or click
Cancel to undo your changes.

To Delete DMZ Hosts:

1. OntheDMZ Host page, for any DMZ host you want to delete, select
0.0.0.0 from the Public IP Address drop-down list.

Public IP Address

£1.171.242.254 =|

0.0.0.0
1171242780 )

2. Click Apply.
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MAC Clone

If your ISP restricts servicesat a PC level, using MAC Clone, you can copy a
PC MAC (Media Access Control) addressto therouter. Then what story will
begin? Therouter will appear asa single PC, and multiple PCsin your
network will accessthe Internet viathis® Single PC”.

To Clone the MAC Address:
1. Onthe Advanced navigation bar, click MAC Clone.
The MAC Clone page appears with the current WAN port

address and the factory default MAC address for your
convenience, seen in FIGURE 4-10:

WaAN Port Mac l—
Address:

e e draess 000215000001
Factory Default

Mac Address: 00:0215:00.00:01

Mac Clone I Restore | HaIpI

FIGURE 4-10: MAC Clone Page

# Note — You may need to use the Ethernet MAC address of
the NIC (Network Interface Card) that your PC is registered
with your ISP.

2. Click Mac Clone, or click Restore to retrieve the default settings.
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Dynamic DNS

On the Dynamic DNS page, you can tie up your domain nameto a dynamic
DNS provider. These providersallow you to associate a static hosthame with
adynamic I P address, then you can connect to the Internet with a dynamic

| P address and use applicationsthat require a static | P address.

The Company AP Router supportsthree dynamic DNS providers:

= DynDNS.orqg
= no-IP.com

= no-IP.com
What do you want to do?

= Configure a Dynamic DNS Server
= Disable a Dynamic DNS Server

To Configure a Dynamic DNS Server:
1. OntheAdvanced navigation bar, click Dynamic DNS.

The Dynamic Server page appears, seen in FIGURE 4-12:

Dynamic DNS: ¢ Enable * Disable

Domain Name: |

Account/E-mail: |

Password /Key: |

Apply | Cancel | Help |

FIGURE 4-12: Dynamic DNS page
2. Select Enable next to Dynamic DNS.

3. Select one of DynDNS.org, no-l1P.com, no-IP.com from the Dynamic
DNS Provider drop-down list.
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4. Typeyour Domain Name in the box.
5. Typeyour Account or E-mail in the box.
6. Typeyour Password or Key in the box.
7. When you have completed editing all the settings, click Apply, or click
Cancel to undo your changes.
To Disable a Dynamic DNS Server:
1. On the Dynamic DNS page, select Disable next to Dynamic DNS.

2. Click Apply.
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Proxy DNS

On the Proxy DNS page, you can map a domain nameto a server | P address.
Acting asa DNS server for internal and DM Z networks, it allowsyou to
connect to local machinesin your network without using an external DNS
server. It simplifies the configuration and management of your networKk.

What do you want to do?

= Configure a Proxy DNS Server

= Delete a Specific or All Proxy DNS Servers

= Disable the Proxy DNS on Your Router

To Configure a Proxy DNS Server:
1. Onthe Advanced navigation bar, click Proxy DNS.

The Proxy DNS page appears, seen in FIGURE 4-13:

Proxy DNS: & Enable O Disable

Domain Name Wirtual IP Address

=
=]
=]
=]

Apply | Cancal | Clesrall | Help |

FIGURE 4-13: Proxy DNS Page
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2. Select Enable next to Proxy DNS.

3. Typeanamefor onePC in your network that you want to useasa
Proxy DNS server in the Domain Name box.

4. TypethelP addressfor the PC in the Virtual IP Address box.

5. Optional. If you want to delete all the existing Proxy DNS serversfirst,
click Clear All and do Step 3 and Step 4.

6. When you have completed editing all the settings, click Apply, or click
Cancel to undo your changes.

To Delete a Specific or All Proxy DNS Servers:

1. OntheProxy DNS page, for any Proxy DNS server you want to delete,
type 0.0.0.0 in the Virtual IP Address box.

Virtual IP Address
o o o o

2. If you want to delete all the existing Proxy DNS servers, click Clear All.

3. Click Apply.

To Disable the Proxy DNS on Your Router:

1. OntheProxy DNS page, for any Proxy DNS server you want to delete,
type 0.0.0.0 in the Virtual IP Address box.

Yirtual IP Address
o o Jo o

2. If you want to delete all the existing Proxy DNS servers, click Clear All.

3. Click Apply.
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SNMP

The Simple Network Management Protocol (SNMP) isan application layer
protocol that facilities the exchange of management infor mation between
network devices. It ispart of TCP/IP (Transmission Control

protocol/I nter net Protocol) suite and enables you to control and monitor the
network in a smple way.

On the SNMP page, you can edit the basic Agent information and also
configureup to 6 SNMP trap receiver’s1P Addresses. When atrap
condition occurs, your router will send an SNMP trap message to any NM'S
(Network Management System) specified astrap receivers, for example,
when power supply errorsoccur.

= Notes

= NMS (Network Management System) is an SNMP management
application together with the computer it runs on.

= Currently the Company AP Router supports SNMPv1
(SNMP version 1) and SNMPv2 (SNMP version 2) which
have a number of features in common except for some
enhancements.

And moreover, you can specify different community names for
authenticating access to the management infor mation, which function as
embedded passwor ds:

» Read: Gives you READ access to all the management
information, but does not allow WRITE access.

= Write: Gives you both READ and WRITE access to all the
management information.

# Note — The community name definitions on your NMS must
match at least one of the above two community name
definitions.

What do you want to do?

« Configure Agent Information, SNMP Trap Host IP Addresses
and Community Names on Your Router
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= Delete an Existing SNMP Trap Receiver

= Delete SNMP Community Names

To Configure Agent Information, SNMP Trap Host IP Addresses and Community
Names on Your Router:

1.

On the Advanced navigation bar, click SNMP.

The SNMP page appears, seen in FIGURE 4-14:

MName: [50H) Router

Contact: |

Location: |
SNMP Trap Host1P2:| [0 . o [0 . [0
SNMP TrapHostiP2: [0 o0 0 [0
SNMP TrapHost1P3: o o o [0
SNMP TrapHostP4: [0 [0 .5 [0
SNMP TrapHostips: o o o [0
SNMP TrapHostPe: [0 o o [

dpply | | Cameal | | Help |

Community List:
SHEP Community SHEP Access

| |Fead =l

1 Mome Haone

€4 Add |
Delets |

FIGURE 4-14: SNMP Page

Enter the following Agent information:

Parameter Description

Name

characters.

Specifies an administratively-assigned name for
this managed node, like SOHO Router.

It is a string of the maximum 31 alphanumeric

Contact

characters.

Specifies the contact person of this managed node,
plus phone number, Email address, etc.

It is a string of the maximum of 255 alphanumeric

Location

location.

Specifies the physical location of this managed
node, for example, city, address and specific office
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It is a string of the maximum of 255 alphanumeric
characters.

3. Tosend SNMP trap messagesto any NMS, type up to 6 trap receiver’
| P addressesin the SNMP Trap Host IP Address 1 — SNMP Trap Host IP
Address 6 boxes.

4. To secure SNMP with community names, do the following:

No Action

1 Typeastring in the SNMP Community box, like Public.

2 Select an option from the SNMP Access drop-down list, for
example, Read.

3 Click Add. If you want to add more community names, do
Step 4.1 — Step 4.3 again.
# Note — Usually, we define a string of “Public” for Read
access and “Private” for Read-Write access.
5. When you have completed editing all the settings, click Apply, or click
Cancel to undo your changes.

To Delete an Existing SNMP Trap Receiver:

1. Onthe SNMP page, for any SNMP trap receiver that you want to
delete, enter 0.0.0.0in the SNMP Trap Host I[P Address box.

Community List:
SHMP Community SHMP Access
Fead - <4 Add
1 Public Read Delete |
2. Click Apply.

To Delete SNMP Community Names:

1. Onthe SNMP page, for any SNM P community name that you want to
delete, click Delete in the corresponding row.

2. Click Apply.

Page 72 of 77



ADVANCED FUNCTIONS: STATIC ROUTING

Static Routing

The Static Routing isused to configure static routesto remote networks
manually, wheretherouteis predefined and isnot supervised by the Routing
Information Protocol (RIP). It can explicitly reducethe network traffic and
speed the Internet connectsfor a small network.

However, it may fall into a certain disadvantage. When a static router
involves mor e than one Hop, if the connection to the next hop goes down, the
router cannot be aware of theinvalid path and continuesto routetraffic on
thishop.

On the Static Routing page, you can add up to 20 static routes by indicating:

= Destination LAN IP address and Subnet Mask
= Remote gateway
= Hop

= Router interface through which to forward the packets to the
destination.

# Note — If the network topology changes, you may have to
make changes to the static routing tables for relevant static
routes.

What do you want to do?

» Add a New Static Route

» Delete a Static Route

To Add a New Static Route:
1. On the Advanced navigation bar, click Routing.

The Static Routing page appears, seen in FIGURE 4-15:

Static Routing:
Destination LAN IP Subnet Mask Gateway Hop Interface
B 61 k= s Gk= B ] & W B ([ [wes e
192 168 99,10 2652652650 192 168 59,1 3 AN Dalata
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FIGURE 4-15: Static Routing Page

2. Enter thefollowing static route information:

Parameter Description

Destination Specifies the network address of the remote LAN

LAN IP segment. For standard class "C" LANSs, the network
address is the first 3 fields of this Destination LAN
IP, the 4th field can be left at 0.

Subnet Mask Specifies the Subnet Mask used on the remote LAN
segment. For class "C" networks, the standard
Network Mask is 255.255.255.0.

Gateway Specifies the IP Address of the router on the local
LAN segment to which this device is attached.
Note that it is NOT the router on the remote LAN
segment.

Hop Specifies the number of routers that must be
traversed to reach the remote LAN segment. Valid
values are 1 to 16.

Interface Specifies the interface through which the router
goes to the next hop or a particular network.
Available options are WAN, LAN and DMZ.

3. Click <<Add.

The new static route appears in the static routing list.

To Delete a Static Route:

1. Onthe Static Routing page, for any static route that you want to
delete, review therelevant information, seen in FIGURE 4 — 15.

3. Click Delete.

Page 74 of 77



ADVANCED FUNCTIONS: STATIC ROUTING

Federal Communication Commission Interference Statement

1 FEDERAL COMMUNICATIONS COMMISSION (FCC) REQUIREMENTS, PART
15

This equipment has been tested and found to comply with the
limits for a class B digital device, pursuant to part 15 of the FCC
Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential
installation.

This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that
interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or
television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.
3. Connect the equipment into an outlet on a circuit different
from that to which the receiver is connected.

4. Consult the dealer or an experienced radio/TV technician for
help.

This device complies with Part 15 of the FCC Rules. Operation
is subject to the following two conditions:

(1) This device may not cause harmful interference.

(2) This device must accept any interference received, including
interference that may cause undesired operation.

FCC Caution:

FCC RF Exposure Statement:
This equipment complies with FCC RF radiation exposure limits
set forth for an uncontrolled environment. This device and its
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antenna must not be co-located or operating in conjunction
with any other antenna or transmitter.

In order to maintain compliance with the FCC RF exposure
guidelines, this equipment should be installed and operated
with minimum distance 20cm between the radiator and your
body. Use only with supplied antenna. Unauthorized antenna,
modification, or attachments could damage the transmitter and
may violate FCC regulations.

2 REGULATORY INFORMATION / DISCLAIMERS

Installation and use of this Wireless LAN device must be in
strict accordance with the instructions included in the user
documentation provided with the product. Any changes or
modifications (including the antennas) made to this device that
are not expressly approved by the manufacturer may void the
user’s authority to operate the equipment. The manufacturer is
not responsible for any radio or television interference caused
by unauthorized modification of this device, or the substitution
of the connecting cables and equipment other than
manufacturer specified. It is the responsibility of the user to
correct any interference caused by such unauthorized
modification, substitution or attachment. Manufacturer and its
authorized resellers or distributors will assume no liability for
any damage or violation of government regulations arising from
failing to comply with these guidelines.

CE Warning:

Reqgulatory statement ( R&TTE / WLAN IEEE 802.11 b/q )

European Standards dictate maximum radiated transmit power
of 200mW EIRP and frequency range 2.400-2.4835GHz; In
France, the equipment must be restricted to the

2.4465-2,4835GHzfrequency range and must be restricted to
indoor use.

CE Declaration of Conformity:
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For the following equipment: Wireless LAN Card Bus

Ce09840

Is herewith confirmed to comply with the requirements set out
in the Council Directive on the Approximation of the Laws of
the Member States relating to Electromagnetic Compatibility
(89/336/EEC),

Is herewith confirmed to comply with the requirements set out
in the Council Directive on the Approximation of the Laws of
the Member States relating to Electromagnetic Compatibility
(89/336/EEC), Low-voltage Directive (73/23/EEC) and the
Amendment Directive (93/68/EEC), the procedures given in
European Council Directive 99/5/EC and 89/3360EEC. The
equipment was passed. The test was performed according to
the following European standards:

® EN 300 328-2 V1.2.1 (2001-08)

® EN 301 489-1V.1.4.1 (2002-04) / EN 301 489-17 V.1.2.1 (2002-
04)

® ENS50371: 2002
® EN 60950: 2000
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