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The documentation and the software included with this product are copyrighted 2013
by Advantech Co., Ltd. All rights are reserved. Advantech Co., Ltd. reserves the right
to make improvements in the products described in this manual at any time without
notice. No part of this manual may be reproduced, copied, translated or transmitted
in any form or by any means without the prior written permission of Advantech Co.,
Ltd. Information provided in this manual is intended to be accurate and reliable. How-
ever, Advantech Co., Ltd. assumes no responsibility for its use, nor for any infringe-
ments of the rights of third parties, which may result from its use.

Intel and Pentium are trademarks of Intel Corporation.
Microsoft Windows and MS-DOS are registered trademarks of Microsoft Corp.
All other product names or trademarks are properties of their respective owners.

Advantech warrants to you, the original purchaser, that each of its products will be
free from defects in materials and workmanship for two years from the date of pur-
chase.

This warranty does not apply to any products which have been repaired or altered by
persons other than repair personnel authorized by Advantech, or which have been
subject to misuse, abuse, accident or improper installation. Advantech assumes no
liability under the terms of this warranty as a consequence of such events.

Because of Advantech’s high quality-control standards and rigorous testing, most of
our customers never need to use our repair service. If an Advantech product is defec-
tive, it will be repaired or replaced at no charge during the warranty period. For out-
of-warranty repairs, you will be billed according to the cost of replacement materials,
service time and freight. Please consult your dealer for more details.

If you think you have a defective product, follow these steps:

1. Collect all the information about the problem encountered. (For example, CPU
speed, Advantech products used, other hardware and software used, etc.) Note
anything abnormal and list any onscreen messages you get when the problem
occurs.

2. Call your dealer and describe the problem. Please have your manual, product,
and any helpful information readily available.

3. If your product is diagnosed as defective, obtain an RMA (return merchandize
authorization) number from your dealer. This allows us to process your return
more quickly.

4.  Carefully pack the defective product, a fully-completed Repair and Replacement
Order Card and a photocopy proof of purchase date (such as your sales receipt)
in a shippable container. A product returned without proof of the purchase date
is not eligible for warranty service.

5. Write the RMA number visibly on the outside of the package and ship it prepaid
to your dealer.

Part No. Edition 1
Printed in Taiwan December 2013
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This product has passed the CE test for environmental specifications. Test conditions
for passing included the equipment being operated within an industrial enclosure. In
order to protect the product from being damaged by ESD (Electrostatic Discharge)
and EMI leakage, we strongly recommend the use of CE-compliant industrial enclo-
sure products.

Note: This equipment has been tested and found to comply with the limits for a Class

B digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installa-
tion. This equipment generates, uses and can radiate radio frequency energy and, if
not installed and used in accordance with the instructions, may cause harmful inter-
ference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interfer-

ence to radio or television reception, which can be determined by turning the equip-
ment off and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

B Reorient or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

B Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

B Consult the dealer or an experienced radio/TV technician for help.

This device complies with Industry Canada licence-exempt RSS standard(s).Opera-
tion is subject to the following two conditions: (1) this device may not cause interfer-
ence, and (2) this device must accept any interference, including interference that
may cause undesired operation of the device.

Industry Canada - Class B

This digital apparatus does not exceed the Class B limits for radio noise emissions
from digital apparatus as set out in the interference-causing equipment standard enti-
tled “Digital Apparatus”, ICES-003 of Industry Canada.
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10.
11.

12.
13.

14.

15.

Visit the Advantech web site at www.advantech.com/support where you can find
the latest information about the product.

Contact your distributor, sales representative, or Advantech's customer service
center for technical support if you need additional assistance. Please have the
following information ready before you call:

— Product name and serial number
— Description of your peripheral attachments

— Description of your software (operating system, version, application software,
etc.)

— A complete description of the problem
— The exact wording of any error messages

Read these safety instructions carefully.
Keep this User Manual for later reference.

Disconnect this equipment from any AC outlet before cleaning. Use a damp
cloth. Do not use liquid or spray detergents for cleaning.

For plug-in equipment, the power outlet socket must be located near the equip-
ment and must be easily accessible.

Keep this equipment away from humidity.

Put this equipment on a reliable surface during installation. Dropping it or letting
it fall may cause damage.

The openings on the enclosure are for air convection. Protect the equipment
from overheating. DO NOT COVER THE OPENINGS.

Make sure the voltage of the power source is correct before connecting the
equipment to the power outlet.

Position the power cord so that people cannot step on it. Do not place anything
over the power cord.

All cautions and warnings on the equipment should be noted.

If the equipment is not used for a long time, disconnect it from the power source
to avoid damage by transient overvoltage.

Never pour any liquid into an opening. This may cause fire or electrical shock.

Never open the equipment. For safety reasons, the equipment should be
opened only by qualified service personnel.

If one of the following situations arises, get the equipment checked by service
personnel:

— The power cord or plug is damaged.
— Liquid has penetrated into the equipment.
— The equipment has been exposed to moisture.

— The equipment does not work well, or you cannot get it to work according to
the user's manual.

— The equipment has been dropped and damaged.

— The equipment has obvious signs of breakage.

DO NOT LEAVE THIS EQUIPMENT IN AN ENVIRONMENT WHERE THE
STORAGE TEMPERATURE MAY GO BELOW -40° C (-40° F) OR ABOVE 80°
C (140° F). THIS COULD DAMAGE THE EQUIPMENT. THE EQUIPMENT
SHOULD BE IN A CONTROLLED ENVIRONMENT.
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16.

17.

CAUTION: DANGER OF EXPLOSION IF BATTERY IS INCORRECTLY
REPLACED. REPLACE ONLY WITH THE SAME OR EQUIVALENT TYPE
RECOMMENDED BY THE MANUFACTURER, DISCARD USED BATTERIES
ACCORDING TO THE MANUFACTURER'S INSTRUCTIONS.

The sound pressure level at the operator's position according to IEC 704-1:1982
is no more than 70 dB (A).

DISCLAIMER: This set of instructions is given according to IEC 704-1. Advantech
disclaims all responsibility for the accuracy of any statements contained herein.

Follow these simple precautions to protect yourself from harm and the products from
damage.

To avoid electrical shock, always disconnect the power from your PC chassis
before you work on it. Don't touch any components on the CPU card or other
cards while the PC is on.

Disconnect power before making any configuration changes. The sudden rush
of power as you connect a jumper or install a card may damage sensitive elec-
tronic components.
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1.1

Advantech's EKI-1300 series of Industrial Device Servers are a robust, feature-rich,
and cost effective way to network-enable equipment in an industrial automation envi-
ronment. The EKI-1361/1362 provides one or two serial ports, 802.11b/g/n wireless
LAN interface to connect any RS-232/422/485 devices to wireless LAN. These wire-
less serial device servers provide serial-to-wireless network connectivity as an alter-
native to wired Ethernet connectivity and enable virtually any serial device or
equipment to be remotely accessed, controlled, monitored, or shared on an 802.11b/
g/n wireless network.

By encapsulating serial data and transporting it over Ethernet, the EKI-1361/1362
allows virtual serial links over Ethernet IP-based networks. After Advantech Serial
Device Server Configuration Utility installed, standard serial operation calls with vir-
tual COM port could be transparently redirected to the serial device servers, guaran-
teeing compatibility with legacy serial devices and enabling backward compatibility
with existing software. EKI-1361/1362 also supports serial tunneling, allowing two
native serial devices to communicate over a network without any hosts or program-
ming. As a result, you can extend limited distance, point-to-point, direct serial con-
nections within the plant, throughout the factory, the facility, the office building, or
across the global enterprise.

The EKI-1361/1362 provides an impressive list of features and functions enabling
multiple industrial devices to be connected, controlled, configured, managed, and
updated over a network. With serial ports and 802.11b/g/n wireless LAN, the EKI-
1361/1362 can easily connects multiple serial devices to a network. The transmission
speed of the EKI-1361/1362 is up to 921.6 Kbps totally outstripping the competition to
meet the demand for high-speed exchange. Functionally transparent and efficient,
the EKI-1361/1362 is especially designed for remotely controlling and monitoring
devices via the Internet.

The EKI-1361/1362 provides roaming ability. EKI-1361/1362 can midgrate from AP to
AP during certain condition. In some field applications, the device can't use a fixed
physical connection, such as AGV, transportation, and cross wide space communica-
tion. EKI-1361/1362 can easily installed to fulfill this requirement. With compact size
and lightweight design, EKI-1361/1362 could be installed onto the moving vehicle
without much extra loading.

Types of supported devices:

Human Machine Interface (HMI)
Programmable Controller(PLC)

Flow meters

Temperature / pressure monitoring equipment
Gas leak detection device

Scales

Power monitoring equipment

Data Acquisition Modules

EKI-136X series provides various operation modes: COM port redirection (Virtual
COM port), TCP/UDP server/client mode. Serial devices can be connected by means
of multi-access modes.

EKI-1361/EKI-1362 User Manual 2



1.2

1.3

Support standard Wireless 802.11 b/g/n

Support MIMO 2x2 technology

Expand up 4096 serial ports for one single host

Provides 10/100/1000 Mbps auto-sensing Ethernet ports for easy diagnostic
Supports any baud rate setting from 50 bps up to 921.6 Kbps

Supports various operation modes: COM port redirection (Virtual COM port),
TCP server/client, UDP server/client, control mode and RFC-2217 mode

Easy to diagnostic LED indicators

Supports multi-access features: allows maximum 5 hosts to access one serial
port simultaneously

Allows maximum 16 peers in TCP/UDP client mode
Mounts on DIN rail, wall, or panel easily

Surge protection for RS-422/485 line and power supply
SNMP MIB-II for network management

WLAN Interface

Standard Conformance: 802.11b, 802.11g, and 802.11n
Network Modes: Infrastructure, Ad-Hoc

Transmit Power:

— 802.11b: +16 dBm (typical)

— 802.11g: +16 dBm @ 6~36 Mbps, +11 dBm @ 54Mbps

— 802.11n/HT20: +16 bBm @ MCS 0 ~ 3, +9 dBm @ MCS 7, +19dBm @ MCS
9, +11 dBm @ MCS 15

— 802.11n/HT40: +16 bBm @ MCS 0 ~ 3, +8 dBm @ MCS 7, +19dBm @ MCS
9, +11 dBm @ MCS 15

Receive Sensditivity: -82 dBm (Max.)
Data Rate:
— 802.11b: 1, 2, 5.5, and 11 Mbps
- 802.119: 6, 9, 12, 18, 24, 36, 48, and 54 Mbps
— 802.11n:
- 20 MHz Channel:
1Nss: 65 Mbps @ 800 Gl, 72.2 Mbps @ 400 Gl (Max.)
2Nss: 130 Mbps @ 800 Gl, 144.4 Mbps @ 400 GI (Max.)
- 40 MHz Channel:
1Nss: 135 Mbps @ 800 GI, 150 Mbps @ 400 GI (Max.)
2Nss: 270 Mbps @ 800 GI, 300 Mbps @ 400 GI (Max.)
Transmission Distance: Up to 100 meters (in open areas with bundle external
antenna)
Wireless Security:
— WEP: 64-bit/128-bit data encryption
— WPA, WPA2, 802.11i: Enterprise mode and Pre-Share Key (PSK) mode
— Encryption: EAP-TLS, EAP-TTLS, EAP-PEAP
Antenna Connector: Reverse SMA
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Bundle Externel Antenna

LAN

Frequency Range: 2.4GHz ~ 2.5GHz
Impedanc: 50Q Nominal

VSWR: 1.92:1Max.

Return Loss: 10dB Max.

Radiation: Omni-directional
Gain(Peak): 2dBi

Polarization: Linear; Vertical
Admitted Power: 1W

Ethernet: 10/100 Mbps auto sensing

No. of Ports: 1

Port Connector: RJ45

Protection: Built-in 1.5 KV magnetic isolation

Serial Interface

Interface: RS-232/422/485, software selectable

No. of Ports:

— EKI-1361:1

— EKI-1362: 2

Port Connector: DB9 male

Baud Rate: 50 bps to 921.6 Kbps

Parity: None, Even, Odd, Space, Mark

Data bits: 5,6, 7, 8

Stop bits: 1, 1.5, 2

Flow control: XON/XOFF, RTS/CTS, DTR/DSR

Signals:

— RS-232: TxD, RxD, CTS, RTS, DTR, DSR, DCD, RI, GND
— RS-422: TxD+, TxD-, RxD+, RxD-, GND

— RS-485: Data+, Data-, GND

Protection: 15 KV ESD for all signals, enhanced protection for RS-422/485 lines

Software

Utility: Advantech Serial Device Server Configuration Utility

Driver support: Windows 2000/XP/Vista/7, Windows Server 2003/2008, Linux
Operation Mode:

COM port redirection (Virtual COM)

TCP/UDP server (polling) mode

TCP/UDP client (event handling) mode

Pair connection mode

Configuration: Web interface, Windows utility, Telnet console

Protocol: ICMP, IP, TCP, UDP, BOOTP, DHCP, Auto IP, Telnet, SNMP, HTTP,
DNS, SMTP, ARP, NTP

Management: SNMP MIB-II
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1.4

General
®m LED indicators:

— System: Power, System Status
WLAN: Signal Strength, Link
LAN: Speed, Link/Active
Serial: Tx, Rx

Power
B Power input: 12 ~ 48 V(DC), redundant dual inputs
B Power connector: Terminal block
B Power Consumption:
— EKI-1361: 8W
— EKI-1362: 9W
B Power Line Protection: 1 KV burst (EN61000-4-4), 0.5 KV surge (EN51000-4-5)

Environmental

B Operation Temperature: -30 ~ 65°C (-22 ~ 149°F)
B  Storage Temperature: -40 ~ 80°C (-40 ~ 176°F)
B Operating Humidity: 5 to 95% RH

Regulatory Approvals
B ECM: CE, FCC Part 15 Subpart B (Class B)

1 x EKI-1361/1362 Serial Device Server
Panel/Wall mounting bracket

DIN-rail mounting kit

CD-ROM for utility and user manual

Optional Accessory:

B OPT1-DB9-AE D-sub 9 (female) to terminal block connector (for EKI-1000
series RS-422/485 use)
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2.1

211

The EKI-136X series are wireless-based, serial device servers for connecting RS-
232/422/485 devices to a TCP/IP network. Once connected through EKI series, the
serial device will be able to send and receive data on a network like any other net-
work device. It extends traditional COM ports of a PC with access over a TCP/IP net-
work. Through networking, you can control and monitor remote serial devices either
over a LAN or over the WAN. Since the EKI series is connected through a TCP/IP
network, you might need to know some basic facts about networking in order to get
the server hooked up correctly.

The EKI series is designed to network-enable any RS-232/422/485 serial device and
provide industry-grade hardware and easy-use software to make connecting serial
devices to an Ethernet network a surprisingly simple process. These units immedi-
ately upgrade your existing serial devices for integration into the Internet world. The
EKI series features a lot of powerful functions such as: high speed data transfer,
access-control, auto-detection of all EKI series products, remote connection from dif-
ferent network domain, remote firmware download, and more.

After the simple installation steps to attach your network and serial device to the
appropriate connectors on the serial device servers and driver installation, you will
then be able to communicate with the serial devices via its own application software
and with the EKI serial device server. COM port redirector, TCP server mode, TCP
client mode, UDP server mode, UDP client mode and Control mode are all different
schemes to make a serial connection across using one or more Serial device server.

e
< “.%;

Figure 2.1 Dual Ethernet Connections
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2.1.2 COM Port Redirector (Virtual COM Port)

Advantech Serial Device Server Configuration Utility is a serial COM port redirector
that creates virtual COM ports and provides access to serial device connected to
Advantech serial device server. You can configure the serial device server and
enable the Virtual COM port using one integrated utility. Advantech Serial Device
Server Configuration Utility allows you to configure Microsoft applications to
communicate with network enabled serial device servers as easily as if they were
physically installed in or directly connected on the PC.

The Advantech redirector can create up to 4096 virtual COM ports. Application on the
host can open virtual COM port to access the serial device servers at the same time.
The redirector will handle each active virtual COM port as a separate TCP
connection to Advantech serial device servers.

Figure 2.2 COM Port Redirector

2.1.2.1 Normal Mode
The Advantech redirector connects the Advantech serial device servers while an
application open the COM port and disconnects from the Advantech serial device
servers when the application closes the COM port. The redirector uses TCP network
connections to the Advantech serial device server to gain the access to the
connected serial devices.
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2.1.2.2 Multi-Access Mode (Shared COM port mode)

Most of serial devices are connected directly and physically to the PC serial ports via
a cable. The operation system, ex. Windows XP, provides the COM ports that user’s
application can access, and control the serial device through the serial cable. This
means that the serial device can be connected to one host and only one application
on this host can handle input, output and control operation on this device.

If you want to run more than one applications to use a serial device, you can employ
EKI serial device servers that provide a virtual COM port for a host or multi-hosts on
an Ethernet network. EKI serial device server is located between hosts and serial
devices. Each serial port on the EKI serial device server can allow max. five host
connections through one Ethernet port or two Ethernet ports. There are two major
operation modes for Multi-Access Mode. First one is broadcast mode; EKI serial
device server handles a command from one application and replies the data from the
serial port to all applications that are connecting this serial port. Another one is polling
mode; EKI serial device server handles the command from one application and reply
to this application only. Query from other applications must be queued and wait for
current process completing.

.
.

Figure 2.3 Multi-Access Mode

By using a serial derive server to share serial device, you eliminate the separate
serial lines and serial devices that can be attached to individual hosts. Collecting the
data from these serial devices become more easily and more effectively.
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2.1.3 TCP Server Mode

In TCP server mode, you might initiate the TCP connection from host to EKI serial
device server. This operation mode support max. 5 simultaneous connections for
each serial port on EKI serial device server from one host or several hosts, however
multi-hosts collect the data from one serial port at the same time

conmection from
ho=i

Figure 2.4 TCP Server Mode

2.1.4 TCP Client Mode

In TCP Client mode, the TCP connection will be established from EKI serial device
server. This operation mode supports max.16 simultaneous connections for each
serial port on EKI series to one host or several hosts. You should configure the IP
address and TCP port number of the network hosts which the EKI serial device
server connect to using Advantech Serial Device Server Configuration Utility. After
configuration, when EKI serial device server receives the data from serial port, the
device server will employ the connection to hosts which are configured.

Establish the
connection from
serial device server

Figure 2.5 TCP Client Mode
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21.5

2.1.6

2.1.7

Serial Tunneling Mode

Two native serial devices can communicate over an Ethernet network without any
intermediate host PC and software programming. Serial Tunneling is very simple to
use. You can use Advantech Serial Device Server Configuration Utility to designate
one serial port as the tunneling master and another serial device server port as the
tunneling slave.

Figure 2.6 Serial Tunneling Mode

UDP Server/Client Mode

UDP is used primarily for broadcasting messages over a network. In the UDP server
mode, EKI series access max. 8 hosts’ UDP message. In the UDP client mode, EKI
serial device servers transmit UDP message to max. 16 hosts simultaneously.

Control Mode

In controlling mode, the EKI serial device server presents a modem interface to the
attached serial device: it accepts AT-style modem commands to connect / disconnect
to other networking device. If you want serial device running application program to
connect/disconnect to different devices by request, you can use controlling mode.

The controlling mode provides three kinds of modem AT-style commands. The serial
devices can use these commands to control EKI series connecting or disconnecting
to remote networking devices. Thus intelligent serial devices such as stand-alone
PLC will send /receive data to/from devices one by one via Ethernet.

EKI-1361/EKI-1362 User Manual 12



2.2 Hardware

In this section, we will give you an overview of EKI-1361/EKI-1362 hardware and

2.21

installation.

LED Indicators

There are LEDs display the power status, network status, and serial communication
status located on the front panel of EKI-1361/EKI-1362, each of them has its own
specific meaning as below table.

LED Name LED Color

LED Description

PWRA Green Power 1 is on.
Off Power 1 is off, or power error condition exists.
Green Power 2 is on.
PWR2 - — ;
Off Power 2 is off, or power error condition exists.
Blinking: System is ready.
Status Steady on: The device server has been located by utility’s location
Status :
function.
Off System is not working.
Blinking: Ethernet port is transmitting or receiving data.
Green Steady on: Ethernet has the good link for 10Mbps or 100Mbps
LAN operations.
Off Ethernet is not working.
Orange Steady on: WLAN link is ready
WLAN ; X
Off WLAN is not working.
Off 0~25% WLAN signal strength.
%ﬁg?e 25~50% WLAN signal strength.
Signal Orange
Strength ~7EO, :
g (Two) 50~75% WLAN signal strength.
Orange 4000 ,
(Three) 75~100% WLAN signal strength.
Tx, Orange Serial port is transmitting data.
Serial Rx, Green  Serial port is receiving data.
Off No data is transmitted or received through the serial port.
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2.2.2
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2.3

2.31

2311

2.3.1.2

Next, we will explain how to find a proper location for your EKI series, and then
explain how to connect to the network, hook up the power cable, and connect to the
EKI series serial port.

Due to its versatility and innovative design, EKI serial device server can be:
B Fixed to a panel/wall mount
B Fixed to a DIN-rail

The EKI-1361/EKI-1362 can be attached to a wall using the included metal brackets.

Each bracket comes with 3 screws; and then you can install the device firmly via the
components, please see the figure as below.

L0
7
Lo

- 6
| [T O-=17 OH.—._ 0y | ©
Ao - _ @\\\ - ey || @
ey AR e
) ug g & R
ol S —
Zﬂn ZM
o Ra
©
— = — v

Figure 2.11 Combine the Metal Mounting Kit

You can mount the EKI-152X series on a standard DIN-rail. Please screw the DIN-rail
kit on the serial device server first.
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I § "ﬂﬂﬂgwg
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Figure 2.12 DIN-rail Step 2

EKI-1361/EKI-1362 User Manual 16



2.3.2

2.3.3

2.34

Wireless Connection

EKI-1361/EKI-1362 operates in the 802.11b/g/n WLAN environment, which is cre-
ated by an access point working with 802.11b/g/n protocols. When configuring EKI-
1361/EKI-1362 in unknown status, user can use the Ethernet port and Configuration
Utility to locate device easily. After found device in the Configuration Utility, user can
configure the Ethernet and Wireless IP address to access web interface for advanced
settings including serial port operation mode and wireless configurations. More detail
description can be found in next chapters.

You can check the signal access strength with the WLAN signal strength LED indica-
tors. Adjust the antenna of the EKI serial device server to optimize communication
quality.

Network Connection

EKI-1361/EKI-1362 has a RJ-45 Ethernet port that supports 10 Mbps Ethernet, or
100 Mbps Fast Ethernet, and half or full duplex operation. EKI-1361/EKI-1362 can be
connected to other hubs or switches through a twisted-pair straight through the cable
or a crossover cable up to 100m long. When use EKI-1361/EKI-1362 for first time,
user can connect to device with Configuration Utility. Or you can set the host's ip
address in the same domain with device. Then user can use popular browser to
connect web interface EKI-1361/EKI-1362 built-in for advanced configuration.

Power Connection

The EKI-1361/EKI-1362 supports dual 12 to 48 VDC power inputs and power-fail
relay output.

N
PWR2 [;_1,;&-1, PWR1

@HHHHEM@
L

=

Terminal Block Front View for P-Fall Alarm
Contacts 24Vde, 1A

Resvistance

External
Load Power

P-Fail Alarm Application Example

Figure 2.13 Power Connector

You can connect an alarm indicator, buzzer or other signaling equipment through the
relay output. The relay opens if power input 1 or 2 fails (“Open” means if you connect
relay output with an LED, the light would be off).
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2.3.5

EKI-1361/EKI-1362 provides 1 or 2 serial ports with DB9 (male) connectors. RS-232/
422/485 pin assignments as below:

Pin 1 2 3 4 5 6 7 8 9
RS-232 DCD RX |TX |DTR GND DSR |RTS |CTS |RI
RS-422 TX- - - TX+ GND - RX+ |- RX-
RS-485 DATA- - - DATA+ GND - - - -

24

The following section will show you how to install the Advantech serial device server
configuration utility, a tool to set up and monitor the EKI serial device servers.

Note! Be sure the Microsoft .NET Framework on your host PC is greater than
— version 2.0.

=

1. Insert the Advantech industrial communication IEDG series driver utility CD into
the CD-ROM drive (e.g. E:\) on the host PC.

2. Use Windows explorer or the Windows Run command to execute the setup pro-
gram, the path for the setup program on the CD-ROM should be: E:\Util-
ity&Driver\SerialDeviceServerConfigurationUtility\Serial_Device Server_Config
uration_Utility [Version]_Release_[date].exe

EKI-1361/EKI-1362 User Manual 18



3.

4.

Upon executing the setup program, the Welcome Dialog Box will be pop-up.
Press the "Next" button to continue.

Welcome to the Advantech Senal Device Server
Configuration Utility Setup Wizard

d that you ¢
le to update
computer,

Clic o continue.

Nullsoft Install System v2.46 Next = Cancel

Carefully read the Software License Agreement, and press "Yes" to continue.

%dvantech Serial Device Server Configuration Utility Setu;M L=

figuration Utility.

BDVANTECH AUTOMATION CORPORATION

LICEMSE AGREEMEMT

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS ANMD COMDITIONS!
COpening and using the endosed software for any purpose indicates your
acceptance of the terms and conditions of this License Agreement. If you

do not agree with the terms and conditions of this license agreement you

should return all software, documentation and copy protection keys for a
refund. Restocking fees may apply. Advantech Automation Corporation provides
this program and licenses, for its use in the United States, Puerto Rico,

or internationally. You assume the responsibility for the selection of the
program to achieve your intended results, and for the installation, use and
results obtained from this program.

LICENSE
Grant of License

'fou are granted a personal license to use this program under the terms
stated in this Agreement. You may:

1% Trotall and iea tha nraaram an = cinals machine

Nullsoft Install System vZ2.46 —[ < Back H I Agree Cancel
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5. The Setup program will specify a default installation path: C:\Program
Files\Advantech eAutomation\Serial Device Server Configuration Utility\

%dvantech Serial Device Server Canfiguration Utility Setu;M “ =] = |

Installing
Please wait while Advantech Serial Dev er Configuration Utility is being installed.

M4571L.dll.
M4571001d.dll.

Nullsoft Installl System v2.46 —[ < Back H Next > Cancel

6. After setup has copied all program files to your computer, click the <Finish> but-
ton to finish the installation.

%dva ntech Serial Device Server Configuration Utility Setu;M “ ﬂgliléj

Completing the Advantech Senal Device Server
Configuration Utility Setup Wizard

Advantech Serial Device Server Configuration Utility has been installed an your
com e

Click Finish to dose this wizard.

Nullsoft Install System v2.46 Finish Cancel
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3.1

Configuration Utility Overview

Advantech provides an easy-to-use utility to configure the serial device servers
through an Ethernet connection. User can use the utility to search or locate the
device and configure it, even don't know the exactly ip address of the device.

Advantech Serial Device Server Configuration Utility is an excellent device server
management tool. You can connect and configure the local and remote Advantech
serial device servers easily. Moreover, Virtual COM port will be enabled in the same
utility.

You may open the Serial Device Server Configuration Utility from the Windows Start
Menu by clicking Start > All Programs > Advantech eAutomation > Serial
Device Server Configuration Utility. The Serial Device Server Configuration Ultility
will appear as below.

There are four major areas in the serial device server configuration utility.

1. Serial Device Server List Area: All devices will be searched and listed in this
area. You can arrange different favorite group and virtual COM ports.

2.  Serial Device Server Information Area: Click on the serial device server or move
cursor to the serial device server, the related information will be shown on this
area.

3. Configuration Area: Click on the item on the Device Server List Area, the
configuration page will display on the area.

4. Quick Tool Bar: Useful management functions shortcut.

I o e T o e — o W ... e ———— -

e e e

Jalaielalyl 4]
b 571

Note! Please reserve TCP/UDP port 5048 and 5058 in your Ethernet network,
configuration utility will use these ports to communicate with Advantech
|§| EKI-1000, ADAM-4570, and EDG-4500 serial device servers.
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3.2

3.21

Discovering Serial Device Servers

Auto Searching

Advantech Serial Device Server Configuration Utility will automatically search all the
EKI-1000, ADAM-4570 and EDG-4500 series device servers on the network and
show them on the Serial Device Server List Area of the utility. The utility provides an
auto-search function to show your device(s) by simply executing the configuration
utility program from the Start Menu.

From here all device on the same network domain will be searched and display on
Device Server List Area. You can click on the device name to show the features of
the specific device. Click on the “+” before the model name, and the utility will expand
the tree structure to show the individual device name. Click on the “-” before the
model name, and the utility will collapse the tree structure.

SRR T

Note!  The default device name shown in the Configuration Utility will be the
A device model name appended with last 3 bytes of MAC address. You
|§| can change to a meaningful name for identification.
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Select the device in this sub-tree. The first tab on the “Configuration Area” shows the
summary of “Basic Information” included device type, version, and name, “Ethernet
Information”, and “Serial Port Information”. In the serial port information frame, it dis-
plays the operation mode, status and connected host IP.

Click on the “+” before the device name, and the utility will expand the interfaces on
this device server.

{2 Serial Device Servers
B ADAM-4572
- E-f] ADAM-45T2Z-FITICE
E-g EKI-1321
. [-lg EKI-1321-F24FEB
F- g EKI-1362
=B W EKI-1362-F2DFES
o Eth1(172.18.3220
e WLAN 1 (192168,
J-- £ Favorites

-5 Serial Ports

Al Swstemn Serial Ports
e {0 Virtial Com Ports

Click on each item, you will entry the configuration page to change the setting. The
configuration will be introduced on following sections.
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3.2.2

3.2.3

Clear Device List and Search Again

ol
0l
-

e,

You can click the button on the Quick Tool Bar. The utility will clear all list

device servers in the Serial Device Server List Area and re-search again. Don’t use
this function frequently. The warning message will be pop-up when you double click
this button.

Please do nok refresh so frequently,

You can click the @ ‘ button on the “Quick Tool Bar”. The utility will search serial

device server on local LAN.

Manual Appending

Using “Add IP address to Favorite” or “Search a Range of IP addresses” function,
you are able to add one device or group of devices to “Favorites”. These devices can
locate on local network domain or other network domain.

2 savamrrs bl Svn b Lombgries Wi 14T — —

EOTE S Y N e T
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3.3 Network Settings

This section explains how to configure the network setting of EKI device using this
utility so that it can communicate over a network with serial devices.

Click on the “+” before the model name, and the utility will expand the tree structure
to show the individual device name. And click on the “+” before the device name, and
the utility will expand the interfaces on this device server. Select the Ethernet
interface. (Select Eth1 or Eth2, these are two individual Ethernet ports)

':I!

MAC address:

The MAC address is for the local system to identify and locate each serial device

servers. This MAC address is already set before delivery from factory, hence no need
for further configuration.

IP address, Subnet Mask, Default Gateway:

You can choose from four possible IP Configuration modes --- Static, DHCP,
BOOTP, and DHCP/BOOTP.
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Basic

Lannch Browser ‘
MAC Address |EID:DD:C9:F2:DF:E5
| Static TP |
Address |1'?2.18.3.225
Subnet Mask |255.255 2550
Defanlt Gatewaw |1'?2.18.3.254
DHCP Advanced Sething
DHCE Timeoutis) po
DNE Sething
|P.u1J:umati:: ﬂ

Privary DITE Server 0.0.00
Secondary DS Server 0000

Static IP
User defined IP address, Subnet Mask, and Default Gateway.

DHCP + Auto-IP
DHCP Server assigned IP address, Subnet Mask, Default Gateway, and DNS.

BOOTP + Auto-IP
BOOTP Server assigned IP address.

DHCP + BOOTP + Auto-IP

DHCP Server assigned IP address, Subnet Mask, Default Gateway, and DNS, or
BOOTP Server assigned IP address. (If the DHCP Server does not respond)

DHCP Timeout
When EKI device doesn't get response from DHCP server within specific timeout, the
EKI device will give up the request and take next action.

DNS Setting

In order to use DNS feature, you need to set the IP address of the DNS server to be
able to access the host with the domain name. The EKI-152X series serial device
server provides Primary DNS Server and Secondary DNS Server configuration items
to set the IP address of the DNS server. Secondary DNS Server is included for use
when Primary DNS server is unavailable.

DHCP Advanced Setting
When you enabling DHCP protocol to get IP address, it will be waited DHCP server
to give IP within DHCP timeout. The default value is 30 seconds.

Note!  When you have finished the configuration of these settings for each cat-
= egory, please press the “Apply” button in order to make these settings
|=l|  effective on the Serial Device Server. (Will reboot your Serial Device

Server immediately)
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3.4 Administrator Settings

The configuration utility provides several administrator settings for easy management
and configuration. Right click the mouse on the device name in the sub-tree of Serial
Device Sever List Area, and select these administrator settings.

g0l “<lusl il Janl W]
B mrimiat ".ll-llfll
= @ idun4m [ -
# [ takaiia iy e gy —

4 P e v FETITES

L]
P
L LN

T ikles T H ek Io ]
! e L o L

v N R ] ]
o T [ WL ESIAFEE  MAE

s -

s LB

o e

20 A
T
LW Y LF RS
T i TP IEFETY

it Fodt |
W TN T
o I it 100 10| 1

I R T =ar

3.4.1 Locate the Serial Device Server

If there are many serial device severs need your management, you may need to
identify which unit is correct to configuration on utility. Click “Locate” to make that
unit’'s “Status” LED be steady on and the buzzer will make the beep sound until you
click “Stop Locate”.

3.4.2 Lock the Serial Device Server (Password Protection)

The configuration utility provides the “Lock Device” function to make it more confiden-
tial. You need to set up a password while the first time clicking “Lock Device”. Be sure
to click “Reset Device” to restart the serial device server and store your setting pass-
word into the memory.
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Click “Unlock Device” to unlock the serial device sever, and you need to fill in the
password you have set up before. If you forgot the password, the only way to solve
this problem is to restore the setting of the serial device server to the factory default
which will be introduced next section.

-:f'-.-.a.'.- o Firs :
Be Unluc.kpd..-_x —

P

i
B

If you want to disable this function or change the password, click “Change Password”
to change the password to default “None” (leave the new password and confirm new
password columns blank) to disable this function or other password you want to
change. Be sure to click “Reset Device” to restart the serial device sever and store

the new password into the memory.
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3.4.3 Restore to Factory Default Settings

The configuration utility provides this function to let you can restore the serial device
server to factory default settings. The confirm message will be pop-up while clicking
“Restore to Factory Default Settings”. If you really want to restore the serial device
sever to factory default settings, please click “Yes” button to continue.

Please confirm

:{) Are wou sure bo reset the device setting to the Factory default?

Yes Mo

Then, please power off the serial device server within ten seconds, after reconnect-
ing the power back, the all setting will be reset to the factory default. If the power
remains more than ten seconds, the serial device server will not have any changes.

Power off device count down

If wou want to restore the device setting to default, please power off
the device within 10 seconds.

After reconnecting the power back, the zetting will be rezet to the
facton default.

[f the power remains more than 10 zeconds, the device will not have
ary change.

B secondz remain

EKI-1361/EKI-1362 User Manual 30



3.4.4 Update Firmware

Advantech continually upgrades its firmware to keep up with the ever-expending
world of computing. You can use the update firmware function in the utility to carry
out the upgrade procedure. Please access Advantech’s website: http://www.advan-
tech.com to download the latest version of the firmware. Before update the firmware,
make sure that your host’s Network domain is as same as the serial device server or
the host can establish the TCP connection to the serial device server.

Right Click on the device name and select “Update Firmware” function.
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Select the firmware file you want to update.

p
T Select the binary image file

-
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Wait for few seconds to process the updating firmware. After downloading the firm-
ware completely, click on the “OK” button. The serial device server will restart auto-
matically.

r i
Firmwars Update

‘Device Type: EEI-1362

Device Name: EKI-1362-F2DFES
[P Address: 172.18.3.225

Device Version:1 05

Firmware Verson:1 05

.

Update complete

(0):4

Note! Be sure that the host PC Ethernet network domain is as same as the
I serial device server or the host PC can establish the TCP connection
|§| with the serial device server while doing the updating firmware process.
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Chapter 4

Setting COM
Redirector



4.1

411

Setting COM Redirector (Virtual COM port)

Advantech COM port mapping software is a serial COM port redirector that creates
virtual COM ports and provides access to serial devices connected to Advantech
serial device servers. Your serial device applications can communicate with serial
devices connected to Advantech serial device servers without software changes.
Since the virtual COM ports work like standard Windows COM ports, your application
software sees no difference between a local serial device and one connected to a
Advantech serial device server.

COM redirector utility and Virtual COM port Management utility are integrated into
one utility with same GUI. Advantech Serial Device Server Configuration Utility can
create all Virtual COM ports using “Auto Mapping” function. You can map the Virtual
COM port by yourself.

Auto Mapping

Right click the serial device name on the sub-tree of Device Server List area and
select the “Auto Mapping” function.

B st b S lavem Sombn oo Liviy sl d* e Y ]
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The serial ports that can be assigned to virtual COM will be shown in this window.
Select the serial ports you wish to map or click the <Select All> button and press
<Map Selected Ports> button. The selected serial ports will be mapped to virtual
COM ports in sequential order.
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r ™%
Batch Automatic Mapping Virtual Com Port -
|
From Swstemn Port Device Tupe iEKI-lBﬁE
Select | Lddress 1 | Addres? | Device Fort | Svstern Port |
O 172.18.3 225 192.168.1.2 Port 1
' (M| 172183225 19216812 Port 2
N
Select A1 Clear 411 Map Selected Ports Cloze | '
g e — o é

The COM ports in the “Virtual Com Ports” listing are now available for use by Win-
dows applications.

{ ADAM-4572
- @~} ADAM-4572-F177C2
E-lg EKI-1321
. E-l§ EKI-1321-F24FEB
=g EKI-1362

B g EKI-1362-F2DFES
{I£ Faworites

{28 SECTION1
i Serial Ports

I

|

Virtnal Com Ports
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4.1.2 Manual Mapping

Right click the serial device name on the sub-tree of Device Server List area and
select the “Manual Mapping” function.

o e b e ! S ar v Dumcbgun g iy L 7
By e Uemeem oy

Bpmiere s awsony Pl g
Epurt [

e ]

ADAM series, EDG series, and EKI wireless series have only one IP address. Select
the serial port on the device server and the host COM that you want to set. Press
<Map it> to establish the virtual COM port on the host.

p
Manual Mapping Virtual Com Port n
Device Type | EKI-1362
| |
—Device
Address1  [172.18.3.225 |
j | Addes2 [l9216812 L0
Serial Port  [Port 1 =]
|| Host
COM Port  [COM 1 =]
v Auto Reconnect
| [ Mapit | Che |
|
kn._ I — & 2
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Auto Reconnect Property

Sometimes, the connection between Advantech serial device server and HOST is
interrupted by network traffic or powered-off by accident. In such a situation, the host
has to reconnect to Advantech serial device server. The function "Auto Reconnect" is
for this purpose, if the Advantech serial server loses the connection to its host, the
COM redirector will try to re-establish the connection while the host's AP access the
virtual COM port. The COM redirector DOES NOT re-establish the connection auto-
matically. When the connection is working again, the host's commands will be auto-
matically received by the Advantech serial device server again. Reconfiguration is
not necessary, so this function enhances the reliability of the system.

If the function is disabled, the connection can not be re-established again unless the
COM redirector or host is restarted.

Serial device server has two Ethernet ports. You can select two Ethernet port to
establish two Ethernet connections with one virtual COM port. It means that COM
redirector will use one connection with the COM port on device server to
communicate. If this connection failed, COM redirector will establish another Ethernet
connection to communicate with device. The switch time will be 3 seconds ~ 5
seconds depending on the network traffic and host status.

Mannal Mapping Yirtnal Com Port

Device Type | EKI-1522

Device

IP Address 1 [10001 =l
IP Address2 |10, ]

Host
Com Port |C|:|m 2 ﬂ

[v Antn Eeconnect

| Map it | Close |

If you don’t use the redundant function, just select the correct IP address in the IP
address 1 field.

Note If you set the wrong IP address, COM redirector will still try to connect the
device. It might cause the system performance low or other issue.
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4.1.3 Manual Direct Mapping Virtual COM Port

Click the ‘ l | button on the Quick Took area, you can add a target by selecting

the Device Type and inputting the IP address without physically connecting the serial
device server to the network.

-

Direct Manual Mapping Virtual Com Port
Device Type | SHSERE = I
—Dewice
I Address | I "
Lddress 2 I
| | Serial Port |Port 1 =l
—Host
COMPort  [COM 1 E3
I [v Lt Reconnect
Mapit | e | 1
fg
&

4.1.4 Remove the Virtual COM Port

If you want to remove the virtual COM port, you can remove them one by one or
group remove ports.

B Individually Remove
Right click on COM port you have mapped and select “Remove This Port”.

Bt o B e (i
Eo g

e

B wanamn = -
B F AL AT T [T o [ree - L TiET A
8y Eam
L] W EES A i ol e R L i
1y s GrmmioTe
Ry r— PR jre===1
.i"'ﬂ-h- [ e et T
S B
B P i e TS bt T
S S e 4
[ B O P Pty
o T T — T, MR w13 3
=TT e |
P Bk oy
Pary —~—

Do B
L T
Flom Tintid =

R T P =

F RN 2= R

EKI-1361/EKI-1362 User Manual 38



b il S L DI S S

[Fs yws Admageess iy

i ml
RS
7 g i St B, Cam. P Lo,
1 B wran oy
o Aasarnng | e [0
EEL1m
S iimmem | Teihe  ERETSIEE
= g B ]
g B Hesstmar R TNt
] P Bk ki iR
& oo
il Suiena e
fm.a—nm
Jime

FRENIN =i s

B Group Remove Port

Frres | ez

YTy I TE

(P P 2]
s Weer i =l
W e R
e Tem =]
Dk Tl i — =1
Bip B | I |
FeeCumi N =
I P

Right click on Virtual Com Ports on Device Server List Area and select “Group
Remove Port”, you can choose which ports you want to remove.

i N
— P
a5l Group Remove Ports p—————— g
Tndex | Device Tvpe | Address | | Address 2 | Dievice Port | Anto Beconnect |
[JCOma EKI-1352 172.18.3225 192.168.1.2 Port 1 True
[CJ o9 EEKI-1362 172.18.3.225 192.168.1.2 Port2 True
Select All Clear A1 Remove Selecied Ports Cose | ‘
k. e — = J
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Web-Based
Configuration



5.1

5.2

Overview

EKI series serial device server provides web interface configuration. You can
configure EKI device with most popular standard browsers. can be configured
through a web interface. By using a standard web browser, you can configure EKI
device with the same procedure as with the Windows configuration utility can be
used. In the browser’s address field, enter the IP Address of your EKI-152X series
serial device server. The default IP setting is 10.0.0.1, but you should use the
IP which you have previously assigned for this device. Once the IP is entered, you
will be presented with the following windows.

Note!  Before using the web-based configuration, make sure your host PC

l— Ethernet network IP domain is as same as the serial device server, or it
can establish the TCP connection with the serial device server.

Accessing the Web Page

By configuration utility
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System

You can change the Device Name and Device Description on this page. You can also
enable or disable the Web, Telnet, and SNMP functions. Moreover, you can set the
Timezone related setting.

4 (1343 Web Sene_Wiod bemet plore, ot - e
G __." B e TR Ty - = — - D-gx LI & £13-1362 Web Servar -
e icom
Exnand | Collinse Suetam Coanfintiratinn
P ot A b bl Al T g g e o B -1
[+ I Firmware version 1
# iz Device Namea
= il St Canfgursinn T
e
=i Devics Descripbion ‘
Y Wani
5 wrsians Covdgurahen }
= Wl o Comfigutiibon Weh |
3 i Telnat Disable Fnal |
¥ e SHNP Oisable ® Enable |
[ I Flire Time Zone e T e TR TR
Ki enange Pazaword Local Time [ e Tl 3 Moy
e — — T
r _" i Daylight 3aving | ®Disable & Enable
ﬂ_.‘;___, Begin Time Dale{MMITID)
Oeing End Tima
Time Server
[
[P——

B Device Name
User can change the default device name to a meaningful name for easy identi-
fication.

B Device Description
User can place a note about the device in this field for tracking, remind, and etc.

B Device Services
User can disable the default services to avoid unauthorized access about the
device settings.

B Device Time
User can set the device time for the SNMP trap, mail alarm and etc. That can
help identify the time when the event happened. User can set the Time Server
to use the NTP function to sync the device time with time server automatically.
Or user can set the time manually. Device will keep the time setting even power
off.
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5.4 Network Configuration

Click the Net Configuration and chose either Net 1 or Net 2, there are Net Mode, IP
Address, Subnet Mask, Default Gateway and DNS. Enter the corresponding values
for your network environment. Remember press “Save” after fill in all values.

Wl sptem Mode | SuscP =
= W cmamm Configurasen MAC Address | 00.D0-COF2.DFES
I;ﬁ IP Address | VTR1RRaEs
*-M“:me Subnet Mask | HAI 550
* Pt Confimunuon Default Gateway | 17zie3ad
* i utontor DNE | & Automabc @ Specic
* ! Current Status !_-
@ Logrie X [ 172183275 I
3 crnge Passworo [Pz | teB0- 2a0ocaft fel2 dies
?D“ﬂ
. ITETROT -
I ratast |5
3 Fing

B MAC address:
The MAC address is for the local system to identify and locate each serial
device servers. This MAC address is already set before delivery from factory,
hence no need for further configuration.

B |P address, Subnet Mask, Default Gateway:
You can choose from four possible IP Configuration modes --- Static,
DHCP, BOOTP, and DHCP/BOOTP.

Eth1 Configuration

Mode Static [P v

MAC Address 00-D0-CO9-F2-E0-16

IP Address 172.18.3.19%

Subnet Mask 25525525510

Default Gateway 255.255.255.255

DNS @ Automatic © Specific |l|
Current Status i

IP1 172183199

IP 2 fe80:-2d0:cYif fef2:e016

| Save.

DHCF AP
BOOTF AutolF
DHCEBOOTE AntolP
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Static IP

User defined IP address, Subnet Mask, and Default Gateway.

DHCP + Auto-IP

DHCP Server assigned IP address, Subnet Mask, Default Gateway, and DNS.
BOOTP + Auto-IP

BOOTP Server assigned IP address.

DHCP + BOOTP + Auto-IP

DHCP Server assigned IP address, Subnet Mask, Default Gateway, and
DNS, or BOOTP Server assigned IP address. (If the DHCP Server does not
respond)

DHCP Timeout

When EKI device doesn't get response from DHCP server within specific time-
out, the EKI device will give up the request and take next action.\

DNS Setting

In order to use DNS feature, you need to set the IP address of the DNS server
to be able to access the host with the domain name. The EKI-152X series serial
device server provides Primary DNS Server and Secondary DNS Server config-
uration items to set the IP address of the DNS server. Secondary DNS Server is
included for use when Primary DNS server is unavailable.

DHCP Advanced Setting

When you enabling DHCP protocol to get IP address, it will be waited DHCP
server to give IP within DHCP timeout. The default value is 30 seconds.

Note! All new configurations will take effect after rebooting. The reboot func-

5.5

- tion is located on the main menu of the Web Configuration.

=l

You may onfigure the detail wireless configuration in this page.

Gl 5213652 Web Server - Wincows Inbarmest Explacer —— ————
ﬁ § et/ 172.18.3.225 4 2 -2 % | @ pa- 1367 Web Senver |
YN iCom
Expiind | Collapse
DHam Made | ® Che
& st 531D acaniack
il Efharnial Conliguiston |
":' - o Country cods Unped S =
£ i
a1 Channel =
5 [T e p— Encryption oo -
.=
» RTS threshold 7
B Fragment threshald 1
- Freamble o
i Roaming Enable # Disab
e g =

Sy
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B Mode
User can set EKI as Client mode to connect EKI device to a wireless access
point or set EKI as Ad-hoc mode to connect with other wireless device directly
without wireless access point.
:"' | = AT s AT [
E SSID BSSID Channel Signal Level Encryption
u
T OPLK345678926 C8:3A:35:TFAC.78 1 -71 dBm WPA-personal
E 00:3A:9A:21:57:15 1 -33 dBm WPA-personal
00:3A:9A:21:57:16 1 -32 dBm WPA-personal
3 wireless_2 12:D0:C9:F2:77:5F 1 -40 dBm none
g Advantecher 00:3A:9A:21:57:19 1 -35 dBm WPA-enterprise
3 00:3A:9A:21:57:14 1 -32 dBm WPA-personal
u wireless_2 12:D0:C9:F2:77:59 1 -37 dBm none
5 wireless_2 00:D0:C9:F2:77:65 1 -51 dBm none
i OPLINK2970934921 (C8:3A:35:1F:BF:B8 1 -72 dBm WPA-personal
i Advantech-Guest 00:3A:9A:21:57:13 1 -33 dBm none
: WiFi Phone 00:3A:9A:21:57:12 1 -34 dBm none
Employee-NF 00:3A:9A:21:57:10 1 -33 dBm WEP
Signage 00:3A:9A:21:57:17 1 -32 dBm none
Cell Phone 00:3A:9A:21:57:18 1 -33 dBm none
oplink)y C8:3A:35:33:22:68 1 -81 dBm WPA-personal
OPLINK9394110245 (C8:3A:35:31:C8B8 1 -80 dBm WPA-personal
B Site survey

User can use this function to discovery the wirelees access point near EKI

device. Sometimes, due to the wireless access point setting and environment
issue, the specific wireless access point may not be listed in the result. User can
try to refresh the list several times.

m SSID
When using Client mode, user can specify the SSID that EKI device should con-
nect to; When using Ad-hoc mode, user can specify the SSID and channel that
forms a ad-hoc network.

United States |
— GEmnany B
_ | Franre
S pain
= Japan |
Ecrea

m  Country code
Differet country code specify different selectable channels. User should choose
the correct corresponding country code to avoid breaking the local law.
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Encryption

WEF

WPAMWPAD-Personal
WFAMFAD-Enterprize

LRLLLE]

User can choose using wireless communication without encryption, or choose
with "WEP", "WPA/WPA2-Personal", or "WPA/WPA2-Enterprise" that can use

standard encryption method to protect the data.

e

P R TR SR T F R

Encryption WED -
WEP authentication
algorithm ® Open © Shared

WEP key index

1 -

WEP key format

@ Ascii © Hex

WEP key

Q000000000

WEP

Wired Equivalent Privacy (WEP) is a security algorithm for IEEE 802.11 wireless
networks. When using WEP encryption, user should also choose the authenti-
cation algorithm, key index, key format and fill in the key content repspectively.

\Wirele 8 (] A L0

Mode @ Client © Ad-hoc

sSiD Cell Phone Site survey

Country code China -

Channel 11-2462GHz ~

Encryption WEAMWPA Enterprise =

EAP method EAPTLS -

Managt?ment frame o

protection

Identity

Password

RTS threshold 2347

Fragment threshold 2346

Preamble @ Short © Long

Roaming @ Enable © Disable

RS 5l threshold )

Beacon interval 100

CA certification B | REEER Heked
Client certification Al | REEER Liplcer

REE | FBEEE- Uplead

Private Key

Private key password

Save
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B WPA/WPA2-Personal, WPA/WPA2-Enterprise
The main difference between WPA/WPA2-Personal and WPA/WPA2-Enterprise
is the authentication method. WPA/WPA2-Enterprise uses additional certifica-
tion to identify the specific device. User should provide the extra certification
and private key files.

If using WPA/WPA2 encryption, user should also choose which EAP method is using
with: TLS, TTLS, or PEAP. User should also provide the relative parameters: Man-
agement frame protection, Identity, Password, Inner Authertication.

5.6 Port Configuration

There are Basic, Operation Mode, and Advanced Setting in the serial port
configuration. For more detailed information for setting, please refer to chapter 3.4
and chapter 3.5.

€ |5 FImrTreT . i £+ © % | & 5131362 Web Sorver

EEXETETE icom

Basic | Operation | Advanced
4 # aum Type | REaR -
i .T:':T_Cwm Baud Rate | i
=E | S
| Meore =
= Wn 1 | Parity ! —
=\ wireless Conbgurmion Data Bits i
= han 1 Stop Bits [T=
= il e Corauration Flow Contral | Bhona -
iy Fane | - .
Bipen 2 =
B I
Moy
Aipod 2
T wian 1
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5.6.1

5.6.2

5.6.2.1

R5232 | = |
B2 B

R
(| RE4E5

0 -

B Type

The EKI-152X series serial device server offers three kinds of serial interfaces,
RS-232, RS-485 and RS-422. User can use any of the three serial interfaces
according to user’s requirements.

Es232 -
00 v

Bl o
il

—Tve | —
¥

110 —

150 —

300

B Baud Rate
User can choose the regular baud rate from the drop down list or key in any par-
ticular baud rate manually.

B Parity
The EKI serial device server provides five options for parity: None, Odd, Even,
Space, and Mark.

B Data Bits
The EKI serial device server provides four options for data bits: 5, 6, 7, and 8.
B Stop Bits

The EKI serial device server provides three options for stop bits: 1, 1.5, and 2.
B Flow Control

The EKI serial device server provides four options for flow control: None, XON/

XOFF, RTS/CTS, and DTR/DSR.

The EKI serial device server extends traditional COM ports of a PC to Ethernet
access. Through Ethernet networking, users can control and monitor remote serial
devices and equipment over LAN or WAN. The EKI device server comes with a COM
port redirector (Virtual COM driver) that transmits all serial signals intact. This means
that your existing COM-based software can be preserved, without modifying to fulfill
the needs. The Virtual COM mode allows user to continue using RS-232/422/485
serial communications software that was written for pure serial communication appli-
cations.

The EKI series comes with COM port redirector (virtual COM driver) that work with
Window 2000/XP/Vista(X86) systems. The driver establishes a transparent con-
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nection between host and serial device by mapping the IP of the EKI-152X seriesse-
rial device server serial port to a local COM port on the host computer.

The EKI series provides Multi-access function through Ethernet connection path.
Allow the maximum of 5 connections to open one serial port simultaneously. In this
mode, all connection has to use the same serial setting. If one serial setting of these
connections is different from others, the data communication may operate incorrectly.

Basic |0peration |Advanced |

Mode Virtnal COM Mode
Host Idle Timeout(s) £0)
Response Timeout{ms) 0
Frame Break(ms) 0
Pack conditions (Pack sent immediately when reach 1024 Bytes)
[[] By size Bytes(1 ~ 1024 Bytes)
[ By interval ms(1 ~ 60000 ms)
[[] By end-character g:gfle:r;at 2
RVCOM Extra Options
RVcom Number | 5[z
1 | IP address 1
2 | IP address 2
3 | IP address 3
4 | IP address 4
5| IP address 5
Port Data Buffering
Media NONE -
When Data Full Stop -
Maximum Buffer Size 0 (Max: 1024, Unit: MiB)

Save

B Host Idle Timeout
The “Host Idle Timeout” setting monitors the connection between the host and
the device. If the “Host Idle Timeout” setting time is reached, the device server
will release the resources allocated to the port mapping. This prevents a stalled
host from affecting the connective device.
The EKI device provides Multi-access function through Ethernet connection
path. Allow the maximum of 5 connections to open one serial port simultane-
ously. In the mode, all connection has to use the same serial setting. If one
serial setting of these connections is different from others, the data communica-
tion may operate incorrectly.
There are two operating mode of Multi-access function. One is Normal mode;
another is Round-Robin mode.

B Normal mode
Disabling “Response Timeout” parameter, the EKI device will operate in “normal
mode”. When multiple hosts open the serial port simultaneously, the EKI device
only offers control ability for the first connected host and provides data commu-
nication function for others. Each serial port supports up to five simultaneous
connections, so multiple hosts can transmit/receive data to/from the same serial
port simultaneously. Every host can transmit data to the same serial port, and
the EKI device will also transmit data to every hosts. When the multiple hosts
transmit data to the same serial port at the same time, the received data from
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5.6.2.2

Ethernet and the outputs of serial port are mixed. When the EKI device receives
data from serial port, the data will also be transmitted to the connected hosts
simultaneously.

B Round-Robin mode:
Enabling “Response Timeout” parameter, the EKI device will operate in “Round-
Robin mode”. Each serial port supports up to five simultaneous connections, so
multiple hosts can transmit/receive data to/from the same serial port simultane-
ously. Every host can transmit data to the same serial port simultaneously, but
the EKI device will process the data communication in order. The EKI device will
process the first host’s request and reply the response to the first host. The EKI
device serial device server can determine the end of the serial acknowledge-
ment via response timeout. When EKI device serial device server receives noth-
ing from serial port after the setting of response timeout, the device will reply the
acknowledgement to the host and then process the next host’s request. While
the connected hosts are more and “Response Timeout” is long, the process
time is much longer.
Frame Break is a very import parameter for Round Robin mode. This parameter
is the smart way to reduce inefficient waiting time and the EKI device can trans-
mit data more efficiently. Disabling the Frame Break function, the EKI device will
wait “Response Timeout” period, whether the device have transmitted the data.
During this period, the commands from hosts will be queued and the EKI device
just processes this command. Enabling “Frame Break”, if the serial port idle is
longer than the “Frame Break” period, the EKI device will assume the communi-
cation is completed and continue the next host’s query. This is an efficient way
to reduce the waiting time and improve the performance.

The EKI device can be Data server or Data client either. Both operations support
TCP and UDP protocol. The EKI device makes your serial devices behave just like
networking devices. You can issue commands or transmit data from serial devices,
which connected to the EKI device, to any devices that are connected to the Internet.

The EKI device allows most 5 host PCs accessing data simultaneously via polling
networking architecture. You can use it according to your application. If you want to
access the EKI device, you must ascertain your application software supports stan-
dard networking application programming interface (API) such as: WinSock Socket.

You might select “USDG Mode” as the following figure to change the mode of the port
to TCP server/client or UDP mode.
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Basic | Operation | Advanced

Mode USDGDanMode  ~
Protocol TCP =

Data Idie Timeout(s) £

Data Listen Port 4000

Command Listen Port 5400

Response Timeout(ms) 0

Frame Break{ms) 0

TCP Mode Extra Options
Auto Connect To Peer IP | [

Port Data Buffering

Media MNOME ~
When Data Full Stop -
Maximum Buffer Size ] (Max: 1024, Unit: MiB)
Pack conditions (Packet sent immediately when reach 1024 Bytes)
[C] By size Bytes(1 ~ 1024 Bytes)
[Cl By interval ms(1 ~ 60000 ms)
T — Char Format | as¢11

Char Value

[Cl By character-timeout

Peer for Receiving Data
Peer Number 0 o~

Save |

E  Protocol
The EKI device provides TCP/IP and UDP two protocols. In settings, you can
choose either TCP mode or UDP mode according to your application.

B Data Listen Port
The TCP/UDP port number represents the source port number, and the number
is used to identify the channel for remote initiating connections. Range: 1024-
65533. If an unknown caller wants to connect to the system and asks for some
services, they need to define the TCP/UDP port to carry a long-term conversa-
tion. Each node on a TCP/IP network has an IP address, and each IP address
can allow connections on one or more TCP port. The well known TCP ports are
those that have been defined; for example, port 23 is used for Telnet connec-
tions. There are also custom sockets that users and developers define for their
specific needs. The default TCP/UDP port of the EKI device is 5300. The exam-
ple initial 5300 is System Port, and 5301 is Data Port. But users can adjust them
by one's preference or application.
Each port has its own data listen port to accept connected request of other net-
work device. So, the data listen port can’t be set the same value. You can trans-
mit/receive data to/from device via the data listen port.

B Command Listen Port
Each port has its own command listen port to accept connected request of other
network device. So, the command listen port can’t be set the same value. You
can use ‘AT command’ to change the port setting via the command listen port.
The Command Listen Port should be different from the Data Listen port.

B Data Idle Timeout
The default is 60 seconds. If you want to keep connection continually, you can
disable the Data Idle Timeout. Data idle Time is the time period in which the
device waits for data. If the EKI device does not receive data over an estab-
lished idle time, the EKI device will disconnect temporarily. When the data

EKI-1361/EKI-1362 User Manual 52



comes to the EKI device, it will reconnect automatically. Users do not need to
reconnect.

Enable Time Sharing

The EKI device provides Multi-access function through Ethernet connection
path. Allow the maximum of 5 connections to open one serial port simultane-
ously. In the mode, all connection has to use the same serial setting. If one
serial setting of these connections is different from others, the data communica-
tion may operate incorrectly.

There are two operating mode of Multi-access function. One is Normal mode;
another is Round-Robin mode.

Normal Mode

Disabling “Response Timeout” parameter, the EKI device will operate in “normal
mode”. When multiple hosts open the serial port simultaneously, the EKI device
only offers control ability for the first connected host and provides data commu-
nication function for others. Each serial port supports up to five simultaneous
connections, so multiple hosts can transmit/receive data to/from the same serial
port simultaneously. Every host can transmit data to the same serial port, and
the EKI device will also transmit data to every hosts. When the multiple hosts
transmit data to the same serial port at the same time, the received data from
Ethernet and the outputs of serial port are mixed. When the EKI device receives
data from serial port, the data will also be transmitted to the connected hosts
simultaneously.

Round-Robin Mode

Enabling “Response Timeout” parameter, the EKI device will operate in “Round-
Robin mode”. Each serial port supports up to five simultaneous connections, so
multiple hosts can transmit/receive data to/from the same serial port simultane-
ously. Every host can transmit data to the same serial port simultaneously, but
the EKI device will process the data communication in order. The EKI device will
process the first host’s request and reply the response to the first host. The EKI
device serial device server can determine the end of the serial acknowledge-
ment via response timeout. When EKI device serial device server receives noth-
ing from serial port after the setting of response timeout, the device will reply the
acknowledgement to the host and then process the next host’s request. While
the connected hosts are more and “Response Timeout” is long, the process
time is much longer.

Frame Break is a very import parameter for Round Robin mode. This parameter
is the smart way to reduce inefficient waiting time and the EKI device can trans-
mit data more efficiently. Disabling the Frame Break function, the EKI device will
wait “Response Timeout” period, whether the device have transmitted the data.
During this period, the commands from hosts will be queued and the EKI device
just processes this command. Enabling “Frame Break”, if the serial port idle is
longer than the “Frame Break” period, the EKI device will assume the communi-
cation is completed and continue the next host’s query. This is an efficient way
to reduce the waiting time and improve the performance.

Auto Connect Peer IP

If enabling this option, EKI device will connect to TCP/IP which are set at Peers
page automatically after boot up.

Peer Number

Set the number of network device which you want to connect. You can set max-
imum sixteen network devices which you want to connect. You need to fill out
the IP Address and Port (including local port and peer port) of network devices
which you want to connect.
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Pack conditions (Packet sent immediately when reach 1024 Bytes)

[l By size Bytes(1 ~ 1024 Bytes)
[C] By interval ms(1 ~ 60000 ms)
Char Format | a5C11

[C] By end-character Char Value

[ By character-timeout

B Data Pack
Data pack means you can set condition of receiving data from serial port to be a
package according to your application. There are four options to set the data
packing: by data size (Byte), by time interval (ms), by character timeout (4
Bytes), or by end of character.

5.6.2.3 USDG Control Mode

In controlling mode, the EKI device presents a modem interface to the attached serial
device: it accepts AT-style modem commands to connect/disconnect to other net-
working device. If you want serial device running application program to connect/dis-
connect to different devices dynamically, you can use controlling mode.

The “Control mode” provides three kinds of modem AT-style commands. The serial
devices can use these commands to control the EKI device to connect/disconnect to
remote networking device. Thus, intelligent serial devices such as standalone PLC
will send/receive data to/from devices one by one via Ethernet.

Basic ‘ Operation | Advanced

Mode USDG Control Mode
| Protocol TCP
| Data Idle Timeout(s) &0

Data Listen Port 4000

Command Listen Port 5400

Hangup Character +

Guard Time(ms) 1000

Save

Please refer to the USDG Data Mode to setup the Data Listen Port, Command Listen
Port, and Data Idle Timeout.

B Hangup Character
The default character is “+”. After you have connected to another serial device
via EKI device, you may need to disconnect. Then you can use the command
"+++" to disconnect. To do this leaves your keyboard idle (don't press any keys)
for at least several seconds, then press “+” three times. You can set “Guard
Time" to define the idle time. Be sure that you have to press “+” over the idle
time.

B Guard Time
The default value is 1000 ms.
Example: <Guard Time>+++<Guard Time>
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Control Mode is designed for use with legacy operating systems, such as MS-
DOS, that do not support TCP/IP Ethernet. By connecting one of EKI’s serial
ports to the MS-DOS computer’s serial port, it is possible to use legacy software
originally designed to transmit data via modem, but now transmit the data over
the Ethernet.

B Dial-in (Use TCP connect to serial port of EKI)
EKI listens for a TCP/IP connection request from the remote host. when a TCP
connection is coming, there will have prompt string "RING" shows on serial port
site. After the system prompting the "RING" string, user can use "ATA" com-
mand to accept the connection or just ignore it. After accepted the connection,
EKI will enter data mode.

®  Dial-out (From serial port connect to specific TCP host target)
User can user the AT Comand "ATD <IP>#<TCP port>" to connect to a specific
TCP target host from serial port. when the TCP connection is accepted by the
remote host, EKI will show "CONNECT" string to serial port and enter data
mode.

B Disconnect from serial port
When EKI is in data mode, user can type the hangup character triple times,
such as "+++". EKI will shut down the TCP connection and back to command
mode, and shows “NO CARRIER” to indicate the connection has been shut
down.

B Disconnect from remote TCP connection

B When EKI shows "NO CARRIER" on serial port, it means the TCP connection
has been shut down. EKI will back to command mode automatically.

Note!  The “+++” command cannot be divided. The “+” character can be

- changed in Hang-up Character, and the guard time, which prefixes and

= suffixes the “+++” in order to protect the raw data, can be changed in
Guard Time (ms). See picture.

AT Commands
EKI supports the following common AT commands used with a typical modem:

AT command Description
ATA Answer
ATD Dial up the IP address#Port No.
ATE ATEO=Echo OFF
ATE1=Echo ON (default)
ATH On-hook
ATZ Reset and Recall user’s settings
AT&F Restore factory’s Default settings
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Example 1 (Local connect to remote)

AT+

OK+

o

ATD192.168.1. 10045300+
o

COMNMECT+

+

fData

o

NO CARRIER /// Remcte disconnects or send “+++™

Example 2 (Remote connect to local)

AT
0K

RING
RING
RING

ATA /Y Anawer

COHHECT
& Data ...

NO CARRIER /¥ Eemote disconnect or Send "4+44"
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5.7 Monitor

You can monitor the serial ports settings, statistic, and the connected IP address by
click on Monitor function on the main menu.

O @M 3 Wb Serem x

ADVAMTECH ﬁ:‘-E.f.-,- .

Port 1 Status

57 EKI-1361/EKI-1362 User Manual

G Jeydeyp

uonesnblyuon paseg-gop



=l Port 1 Status
}l“' : Connected IP IP Address
# Ml mamat Condguraicn o1
Frwisns Confipanon =)
i g GE
iRyt P4
| -Mpota LidJ
[ ey [
s 7
W Logrie [
! ﬁnmprmd IPa
!Em P10
7 enpert P11
'g“'w P12
- IP 13
P14
P15
P16

5.8 Auto Warning (Alarm)

You can set the e-mail server and SNMP Trap server in the Setting page, and set the
event type in the Event page.

-y : : From Email address sebmin Bahunth s
5 0Pt Cnfigurabian Emall address 1
Ehlhhi Emall address 2
??m“_ m Email address 3
i S Email address 4
W LogRite SNMP Trap Server
A crange password Trap Servar
e Trap Version @yl Ovic
g'"‘“ Trap Community | b -
B ping NMP Agent Ssiting
Read Community
Write Commuiinity
Eﬂﬂﬁlfﬂ
Location

5.8.1 Email Alert

Consult your ISP or Network Administrator for the proper SMTP mail server settings.
The auto warning functions may not work properly without proper settings.
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5.8.2

You need to set the proper IP address of SNMP Trap Server. And choose the Trap
Version; there are “SNMP v1” and “SNMP v2c¢” options.

B EK1-1362 Web Sorver - Windows Iinenat Eeplorar » — —
‘3 S heo /172 IR ey b indency ' = = £ = & % | @ £K1-1362 Web Serves |
T iCom
S FTTT e Ty
Xy igme | System Event
& 5o | Cold Start
T IMEmamal Contguranen Warm Start
, miimeds Cordgussen | A uthentication failure
: :Iu s s IP address changed
‘ 5 Password changed

}\"_ ..I-- 3 Ethameti link down rap Log
* DCD changed

B Lo Port 1 |
L3 changs Fazewor Port 2 . SET T
Hlespon DSR changed
£ ot Part 1 Trap 00
i, s ! oL !
e (]
5.8.3
®  Cold Start

This refers to starting the system from power off. When performing a cold start,
the EKI device will send an e-mail, or send a SNMP trap after success reboot-
ing.
B Warm Start
This refers to restarting the system without turning the power off. When perform-
ing a warm start, the EKI device will send an e-mail, or send a SNMP trap after
restarting the system.
B Authentication failure
The user types a wrong password from Console or Administrator. When authen-
tication failure occurs, the EKI device will send an e-mail, or send a SNMP trap.
®m [P Change
The user changes the EKI device’s IP address. When the IP address changes,
the EKI device will send an e-mail, or send a SNMP trap after restarting the sys-
tem.
B Password Change
The user changes the EKI device’s password. When the password changes, the
EKI device will send an e-mail, or send a SNMP trap after restarting the system.
B Ethernet 1 Down
The Ethernet 1 port has link failure condition. When the Ethernet 1 links fail, the
EKI device will send an e-mail, or send a SNMP trap immediately.
B Ethernet 2 Down
The Ethernet 2 port has link failure condition. When the Ethernet 2 links fail, the
EKI device will send an e-mail, or send a SNMP trap immediately.
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5.8.4

DCD Change

The DCD (Data Carrier Detect) signal has changed, also indicating that the
modem connection status has changed. For example, a DCD change to high
also means “Connected” between local modem and remote modem. If the DCD
signal changes to low, it also means that the connection line is down. When the
DCD signal changes, the EKI device will send an e-mail, or send a SNMP trap.

DSR Change

The DSR (Data Set Ready) signal has changed, also indicating that the data
communication equipment’s power is off. For example, a DSR change to high
also means that the DCE is powered ON. If the DSR signal changes to low, it
also means that the DCE is powered off. When the DSR signal changes, the
EKI device will send an e-mail, or send a SNMP trap.

Note! All new configurations will take effect after rebooting. The reboot func-

- tion is located on the main menu of the Web Configuration.

=

5.9

You can change the serial device server password on here:

& ER-1E62 Wakb Serees Windowa Irdermet Explomes — —

v

ity 1T 2183 0% de B o 0 W | S ERE 1362 Web Server

EEIETN iIcom

[EE

and | Colapes

| EHamn MNew password

& e

T W thernal Conbiurat

W reiaen Conhguraben

MHew password sgain

{ Zane]

* Wl P on Condgurtion
+ e

Pioru

Nange Maszwurd

FiEmpan

L

& e
ey

If you have set a password via the configuration utility or Telnet or serial console,
when you access the web configuration, you need to key in the password. Do not
need to enter the user name in the dialog.

Windows Security @

The server 172.18.3.139 at requires a username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

| | Uszer name |

["] Remember my credentials

[ ok ]| cancel
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If you want to disable the password protection, just change the password to the
default “None” (leave the new password column blank), Be sure to press the “Save”
button and reboot the serial device server to make the change effective.

e ——

el iCom

Change Password
,| Old password

5.10 Import/Export Device Settings

You can Import or Export the serial device server all setting as the “.conf” file format.

£ - A || PO ik e E
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I Impart Configlration File

| ..

S

5.11 Reboot

The configuration will take effect after clicking “Save” button. But all configurations
will save to flash memory after this reboot step. Press the “Reboot” button and the
system will give a reset response. It will take a few seconds to reconnect with the
new values.
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Chapter 6

Telnet Configuration



6.1 Overview

The purpose of the Console Configuration is to help you manage your device in con-
sole mode. One of the main functions of the console mode is to change the web con-
figuration login password. You can use terminal software like Hyper Terminal, Telix
and other related terminal software.

6.2 Telnet Console

Create a new connection

You can create a new Telnet connection and assign a connection name for the con-
sole configuration.

Connection Description

Enter a name and chooze an icon for the connechion:

M arne:
EKI-1526) |

|zorn;

Input the IP address

Confirm that the Telnet console configuration works ok. Be sure that your host PC
Ethernet network IP domain is as same as the EKI-152X series serial device server,
and the Telnet TCP port number is “23”.

Connect To

& £KI-1526

Enter detailz faor the host that pou want to call

Host address:  |172.18.6.31) |

Fart number; | 23 |

Connect using: | TCPAP [Winzock] h |

[ ak. H Cancel ]
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6.3

Connecting Success

After connection the serial device server in Telnet console mode, you can see the
welcome message in the Hyper Terminal Windows.

& EKI-1526 - Hyper [erminal
Fie Ed View Cal Tromfer Help

(- E DH o

Helcome to configuration console. ..
Press "THB" twice or use "help” command to get command list,
Uze "help command”™ to aet commands description.

Conneched Qo2

Ao detact TCRIP L

Command List

Table 6.1: Console Command List

Command Function Description

system Show or configure the system information

port Show or configure the serial ports information

portadv Show or configure the serial ports advanced settings

mvcom Show or configure the serial ports in Virtual COM mode

mctrl Show or configure the serial ports in Control mode (USDG)

mdata Show or configure the serial ports in Data mode (USDG)

net Show or configure the Ethernet ports settings

password Set or change the password

apply Write settings to the flash memory and reboot the system immediately

exit Terminate the shell session

help Display help information of command list

<Tab> <Tab>  Display help information of command list

import Import the serial device server all settings

export Export the serial device server all settings

monitor Monitor the serial ports status

alarm Show or configure the auto warning functions including mail alarm and
SNMP alarm

time Show or configure the time information

service Enable or disable the web, Telnet and SNMP functions

wireless Show or configure the wireless settings or informations
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wirelessadv Show or configure the advanced wireless settings or informations

Help
You might type the “help” command or press <Tab> twice to show the supported
command list.

[Usage] help
[Function] Display help information of command list

# [K1-1526_Seial Comsole - HyperTerminal

Fla [de wes Call Trander bl
D =5 D5 &
Bl
$hﬁ1é
uppor ted commands :
swsten part por tady L]
mctrl nidata net password
apply enit help import
export moni tor alarm time
seryice
=
Ceww e (100158 Fadis cha el S B} M

You might use “help” command to show the usage of all commands.
[Usage] help [command]
[Function] Show the usage of command

& [KI-1574_Solal Comsole - HyporTerminal
Fle Edt Yew Cal Trandfer Hep

D &3 D5 F

$help

Supported commands

system port por Lady mwCom
nctrl mdata et password
apnly exill help impsr |
exnpor moni tor alarm b ime

I' TR syxleu

Show current device status and informations.
Usage: system name [Maximum length 31 butes]
Sel current device name.
Usage: svstem desc [Maximum lenath 127 bytesl
Set current device description,

3

Ot ;0850 Fui et JEA00 B-h=1 MM
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System
[Usage] system
[Function] Show firmware version, device name and description

& ERI-15926 Seial Consobe - Hyper lerminal
File Edk View Col Trarcfer Help

D &35 05 &

Fsvsten
Firmware VYersion  :1.40
Device Hame :"ERI-000DBCTAGHZ A

Device Descriplion @77

fhelp system

Usage: system
Show current device status and informations.

Uzage: syztem name [Maximum length 31 bytes]
Sel currenl device name.

Usage: system desc [Haximum length 127 bytes]
et current device description,

Conrected 0:00: 16 futn detect FA00 241 MM

[Usage] system
[Function] Show current device status and information

[Usage] system name XXXX
[Function] Set current device name [XXXX: maximum length 31 bytes]

[Usage] system desc XXXX

[Function] Set current device description [XXXX: maximum length 127 bytes]

Port

“Port” is the command to show all serial ports information and configure the serial
ports settings.
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 ERI-1526 Seial Console - Hyper lerminal
Fia Ed View Cal Tramfer Help

D& &3 0P

EEeIn port
sage: port lonjalll

Show port status and informations.
Uzage: port [nnl dese [Maximum length 127 bytes]

Sel serial port description,
Usage: port Innjalll twpe [23216221685] flow []

flow B:Hone.

Flow 1:H0n/KOFF.

flow 2:RIS/CTS.

flow 3:DTR/DSR .

Sel serial port type and Flow control .
Usage: port Innjalll baud [90-230400] parity [] data [5-8] stop [1]1.512]

acceptable baud: 50 75 110 150 300 600 1200 1800 2400 4800 7200 9600

14600 19200 35400 57600 115200 230400

parity n: None Paritw,

parity e: Even Parity.

parity o: Odd Parity.

parity m: Mark Parity,

parity s: Space Parity.

Set serial baud rate, parity and numbers of data bits, nombers of stop bits.
Usage: port Innjalll mode [vcomictrlidatal

et serial port as virtual COM port or control mode or data mode.
Press any key for continue. ..

K3

Connected Q00752 Auto detect MO0 8-H-1 M

[Usage] port nn or port all
[Function] Show the “nn”th port or all ports information

& ERI-15926 Seial Consobe - Hyper lerminal
File Edk View Col Trarcfer Help

D &35 05 &

Set serial porl tyvpe and Flow control.
Usage: porl [onjalll baud [H8-23040001 parity 1] data [5-8] stop [1§1.5121

acceptable baud: 50 75 110 150 J00 o0 1200 1800 2400 4800 7200 9600

146600 19200 38400 57600 115200 220400

parity n: Hone Parity.

parity e: Even Parity.

parity o: Odd Parity.

parity m: Mark Paritwy.

parity s: Space Parity.

Set zerial baud rate, parity and numbers of data bitz, numbarz of stop bits.
Usage: port Ionjalll mode [vcom|cirl|datal

Set serial porl as virtual COM port or conlrol mode or data mode.
\Press any key for continue, ..
$port 13

Serial Port 13 Information
Description :

Type : RS-232 Baudrate ;9600
Flow Control: Hone Data Bits ]
Stop Bits 1 Parity . Hone
Hode : Virtual COH Porld

gast Idle TimeOut{s) : 6@

Conrected 0:10:19 Ao detett 30400 841 Ll

[Usage] port nn desc XXXX
[Function] Set the “nn”th port’s description [XXXX: maximum length 127 bytes]
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[Usage] port nn||all type 232|422|485 flow 0]1|2|3
[Function] Set serial ports’ type and flow control

Flow 0: None

Flow 1: XOn/XOff
Flow2: RTS/CTS
Flow3: DTR/DSR

[Usage] port nn|all baud XXXX parity n|e|o|m|s data 5|6|7|8 stop 1|1.5|2
[Function] Set the serial ports’ baud rate, parity, data bits, and stop bits.

Acceptable baud rate: 50, 75, 110, 150, 300, 600, 1200, 1800, 2400, 4800, 7200,
9600, 14400, 19200, 38400, 57600, 115200, 230400, 460800, and 921600

Parity n: None
Parity e: Even
Parity o: Odd
Parity m: Mark
Parity s: Space

[Usage] port nn|all mode vcom|ctrl|data
[Function] Set the serial ports as virtual COM mode, control mode, or data mode

mvcom
Show and setup the VCOM mode

& ERI-15926 Seial Consobe - Hyper lerminal
File Edk View Col Trarcfer Help

0 & & 0F o

b B b B A B 0 B A B

thelp mucom
=age: mucom

Show all port mode and mode informalions.
Usage: mvcom [nnjalll

Set port [nnjalll as virtwal COM port mode.
Uzage: mocom [nnjalll idleto (]

Sel host idle timeoul(s).
Usage: mecom [nnjalll resplo 1] framebk 11

Set response tinnnutfus? and frame break(ms).

Conreched 0:31:01 futn detect FA00 241 MM
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[Usage] mvcom
[Function] Show all serial ports mode and related information

[Usage] mvcom nn|all
[Function] Set the “nn”th or all serial ports as the Virtual COM mode

[Usage] mvcom nn|all idleto XX
[Function] Set the “nn”th or all serial ports host idle timeout (S)

[Usage] mvcom nnjall respto XX framebk XX
[Function] Set the “nn”th or all serial ports response timeout and frame break

mctrl
Show and setup the Control mode

 ERI-1526 Seial Console - Hyper lerminal
Fia Ed View Cal Tramfer Help

b & E DH o

$help metrl
SlfE D W
Show port mode and mode informations.
zage: mctel [nnlalll
Sel port [onjalll as control mode.
Usage: mctrl Innjalll idleto [] guardt [] hanagchr [
Set data idle timeout(s) guard time(ms) hangup character.

Tapamean
=

LR B B R L L L L X L

K3

Connected 0o 3705 Ao detect A0 D-h-1 hoi

[Usage] mctrl
[Function] Show all serial ports mode and related information

[Usage] mctrl nnjall
[Function] Set the “nn”th or all serial ports as the Control mode

[Usage] mctrl nnjall idleto XX guardt XX hangchr XX

[Function] Set the “nn”th or all serial ports data idle timeout, guard time and hang
character
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mdata
Show and setup the Data mode

& EKI-1526_Seial Console - Hyper lerminal
Fie Ed View Cal Tromfer Help

(- E DH o

LR 2 L L R L L L J

$help mdata
sode . Mdald

Show port mode and mode informations.
Usage: mdata [nnlalll
Set port [nnialll as data mode,
llsage; mdata [nnialll protocol [TEF'I!JDP]
Sel transmit protocol as TCP or UDP.
Usage: mdata lonjalll idleto [] lsport []1 atport [
Set data idle timeout{s) listen port and AT command port.
Usage: mdata Innlalll respto [] framebk [1
Sel response timeouli{ms) and frame breakims),
Usage: mdata [nnjalll peernum [1-16]1 peer [d.d.d.d:d) ...
Set peer IP address and port for receive data.
3

K3

Connected (o4l 42 Ao detect A0 Db hoi

[Usage] mdata
[Function] Show all serial ports mode and related information

[Usage] mdata nn|all
[Function] Set the “nn”th or all serial ports as the Data mode

[Usage] mdata nn|all protocol TCP|UDP
[Function] Set the “nn”th or all serial ports’ transmit protocol as TCP or UDP

[Usage] mdata nn|all idleto XX Isport XXXX atport XXXX

[Function] Set the “nn”th or all serial ports data idle timeout, listen port, and AT com-
mand port

[Usage] mdata nn|all respto XX framebk XX
[Function] Set the “nn”th or all serial ports response timeout and frame break

[Usage] mdata nnjall peernum 1|2|3|4]5|6|7|8]|9]|10]|11|12|13]|14|15|16 peer

XX XX XX XX:ppp
[Function] Set the peer IP address and port for receive data
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net
Show and setup the Ethernet port configuration

 ERI-1526 Seial Console - Hyper lerminal
Fia Ed View Cal Tramfer Help

D & & 0OF oF

o

ZTETHIN

Show device network status and informations.
Usage: net [1}2] mode [static)dhepibootplalll
Set network operating mode,
Uzage: net [112) ip [d.d.d.d] netmask [d.d.d.d] gw [d.d.d.d]
Sel IP address and subnel mask and gateway.
Usage: net [1§2] dns lautolspecificl
Enable/Disable DHS.
Usage: net [1]2] dnsl [d.d.d.d]
Set network DNS1.
Usage: net [112]) dns? [d.d.d.d]
Sel network DHS2.

i

Connected 0o52:27 Ao detect A0 D-h-1 hoi

K3

[Usage] net 1|2

[Function] Show the first or second Ethernet port status and information

[Usage] net 1|2 mode static|dhcp|boot|all
[Function] Set the network operating mode

[Usage] net 1]2 ip XX XX XX. XX netmask XX XX XX. XX gw XX XX XX. XX

[Function] Set IP address, subnet mask, and default gateway

[Usage] net 1|2 dns auto|specific
[Usage] net 1]2 dns1 XX XX.XX. XX
[Usage] net 1|2 dns2 XX XX.XX. XX
[Function] Set the DNS function
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password

& EKI-1526_Seial Console - Hyper lerminal
Fie Ed View Cal Tromfer Help

(- E DH o

B

$help password

Usage: password
Display two different Usage.

Usage: password new [1-31 charactersl
Set new password.

Usage: password old [==_..]1 new [1-31 characters]
Confirm the old password and set new password.

i

K3

Connected 201:35 Ao detect A0 Db hoi

[Usage] password new XXXX
[Function] Set new password [XXXX: maximum 31 characters]

[Usage] password old XXXX new XXXX
[Function] Confirm the old password and set a new password

apply

[Usage] apply
[Function] Save the settings to the flash memory and reboot the system immediately

exit

[Usage] exit
[Function] Terminate the shell session

import/export

[Usage] import
[Function] Import the serial device server settings’ file

[Usage] export
[Function] Export the serial device server settings’ file
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monitor
Show the serial ports settings, statistic, and connected IP address

& [KI-1526_Seial Console - Hyper Terminal
File Edt view ol Trandfer Help

OF & 3 D F

Usage: monitor port [1]2]..1 ip
Monitor connected IP
fmonitor port 13 selting

Baud rate : 9600

Data bits ; 8
Stop hitz @ 1
Parity : None

RTS/CTS -« OFF
HONAHOFF 0 OFF
DTR/DSR  : OFF
3
Welcome to configuration console. ..

Press "TAB' twice or use ‘help’ command to get command list.

[z 1 command’ 1o gel commands description.
Usoge; monifor port [1127..] setting
Monitor COM port setting
Usage: monitor port [1127..] statistic
Monitor COM port statistic data
Usage; monitor port [1121..] ip
Moni tor connected TP

Connected (oo0: 12 AN TCPfIP L]

|€

[Usage] monitor port 1]2]...|16 setting
[Function] Monitor the serial ports settings

[Usage] monitor port 1|2]...|16 statistic
[Function] Monitor the serial ports statistic

[Usage] monitor port 1|2...|16 ip
[Function] Monitor the serial ports connected IP address
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alarm
Show or configure the auto warning function

 [RI-1526_Seial Consale - Hyper Terminal
Fla Lt wew Call Transfer Help

Do o3 05 &

Supported commands:

system port por tady muCom
mctrl mcata net password
apply exit help import
expor t moni tor alarm time
SEruvlce

Sadgge l dlarm
Show current alarm informations.
Usage: alarm mail server [nulladdress] from [noll jaddress] tol [oull jaddress] o
of [nulljaddress] tod [nulliaddress] tob [nulliaddress]
Sel current mail server configuralion.
lsage: alarm trap server Inulljaddress] ver [112] community [oullinamel
Sel current trap server configuralion.
Usage: alarm agent rcommunity [nullinamel] wcommunity [nulliname]l contact [nullin
amel location [nulllnamel
Set current snmp agent configuration.
Uzage: alarm event mail [cstart] [wstart] [auth] [ip] [passwd]l [ethl] [eth?]
Set current mail event configuration.
llzage: alarm esvent trap [cstart] [wstart] [auth] [ethl] [ath2]
Set current trap event configuration.
llzage: alarm port [112]..] ded [nonelmailltraplall] der [nonelmaillitraplalll
Set current port alarm confiouration.

|€

Connected O:06:40 ANGDH TCR{IP M

For more detailed setting for auto warning, please refer to chapter 3.7

time
Show or configure the time information

# [RI-1526_Seial Consale - Hyper Terminal
Fls Lt wew Call Transfer Help

Do o3 0F &

:w%mﬂuﬂ."ﬁi’

Usage: time
Show current time informations.
Uzage: time [YYYYMHDDhbmmss)
Set current time configuration.
Uzage: time timezone (=121 j011)..112]
Setl current time rone configuration.
Uzage: time dawlight [lonjoff] [beain [MHDD] end [MHDDI]
Set current daylight saving configuralion.
Uzage: time ntp [timeserver)
Set current time server configuration.

LR R R L R L

|€

Cianneced 0200 0% AW TCR{IP LM
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[Usage] time
[Function] Show the current time information

[Usage] time YYYYMMDDhhmmss
[Function] Modify the current time information

[Usage] time timezone -12|...|0]1]...|12
[Function] Set the current timezone configuration

[Usage] time daylight on|off begin MMDD end MMDD
[Function] Set the current time daylight saving configuration

[Usage] time ntp XXXX
[Function] Set the NTP timeserver [XXXX: time server]

service
Enable or disable some extra service

« [RI-1526_Seial Console - Hyper Tenminal
File Edt wiew Call Trangfer Help

O S5 0O F

[thelu service

Mzage: service web [enableldizablel
Lnable/Disable web function

lzage: service telnet [enableldizablel
LrnablefDisable telnet function

Usage: service snmp [enable|dizsablel

EnablefDisable SHHP function

BHEOSHHHSNES eSS

1k

Connected (oi4:21 ARG TCPfIP L]

[Usage] service web enable|disable
[Function] Enable or disable the web-based configuration

[Usage] service telnet enable|disable
[Function] Enable or disable the telnet console

[Usage] service SNMP enable|disable
[Function] Enable or disable the SNMP function
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wireless
Show or configure the wireless settings or informations

[Usage] wireless
[Function] Show or configure the wireless settings or informations

[Usage] wireless ssid XXXX
[Function]Set SSID as XXXX

[Usage] wireless country us|de|fr|es|jp|kr|cn channel O|1]...|14
[Function] Set country code and channel.
us - United States
de — Germany
fr — France
es - Spain
jp — Japan
kr — Korea
cn - China
channel 0 - Auto

[Usage] wireless encryption none|wep|wpa-psk|wpa-enterprise
[Function] Set encryption type.

[Usage] wireless wepauth on|off
[Function] Set WEP authentication algorithm.

[Usage] wireless wepidx 0|1]2|3
[Function] Set WEP key index.

[Usage] wireless wepkey asclhex XXXX
[Function] Set WEP key as XXXX in specific format

[Usage] wireless wpakey XXXX
[Function] Set WPA-PSK key as XXXX

[Usage] wireless wpaeap tls|ttls|peap
[Function] Set WPA-Enterprise EAP method.

[Usage] wirelesswpa1iw 0]1|2
[Function] Set WPA-Enterprise management frame protected.

0 — Disable
1 — Optional
2 — Required

[Usage] wireless wpaid XXXX
[Function] Set WPA-Enterprise identity as XXXX.
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[Usage] wireless wpapw XXXX
[Function] Set WPA-Enterprise as XXXX.

[Usage] wireless wpaphase mschapv2|md5
[Function] Set WPA-Enterprise inner authentication.

[Usage] wireless capw XXXX
[Function] Set private key as XXXX.

[Usage] wireless cacert
[Function] import the CA certification from host PC to device.

[Usage] wireless caclient
[Function] import the Client certification from host PC to device.

[Usage] wireless cakey
[Function] import the private key from host PC to device.

wirelessadv
Show or configure the wireless advanced settings or information

[Usage] wirelessadv
[Function] Show device wireless advance informations.

[Usage] wirelessadv rts 256|...|2347
[Function] Set RTS threshold.

[Usage] wirelessadv frag 256|...|2346
[Function] Set fragmentation threshold.

[Usage] wirelessadv roaming on|off
[Function] Enable/disable Roaming.

[Usage] wirelessadv rssi 10]...|95
[Function] Set connection quality monitor RSSI threshold.

[Usage] wirelessadv preamble short|long
[Function] Set preamble.

[Usage] wirelessadv scanint_high 10|...|600

[Function] Set scan interval when received signal strength is better than RSSI
threshold.

[Usage] wirelessadv scanint_low 10]...|600

[Function] Set scan interval when received signal strength is worse than RSSI
threshold.
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Appendix A

Pin Assignments



A.1 Pin Assignments

A.1.1 RS-232 Pin Assignments

Pin #

Description

DCD

Rx

Tx

DTR

GND

oooob
0000

DSR

RTS

CTS

O OIN[O|O|AR|WIN|—-

RI

A.1.2 RS-422/485 Pin Assignments

A1.21 1. RS-422

Pin #. Description

1 Tx-

4 Tx+

5 GND

7 Rx+

9 Rx-
A1.2.2 2. RS-485

Pin # Description

1 Data-

4 Data+

5 GND
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Appendix B

List of Known TCP and
UDP Port Numbers



B.1 List of Known TCP and UDP Port Numbers

Port Protocol Service

5048 (TCP/UDP) Configuration Utility
5058 (TCP/UDP) Configuration Utility
5202 (TCP) VCOM/RVCOM

9999 (TCP) Firmware Download
22 (TCP) SSH

23 (TCP) Telnet

25 (TCP) SMTP(Mail Client)

53 (TCP/UDP) DNS

67 (UDP) BOOTP Server/DHCP
68 (UDP) BOOTP Client/DHCP
80 (TCP) Web Interface/HTTP
123 (TCP) NTP

161 (UDP) SNMP

162 (TCP/UDP) SNMP Trap

443 (TCP) HTTPS

502 (TCP) Modbus/TCP(Default)
514 (UDP) Syslog

546 (TCP/UDP) DHCPv6 Client

547 (TCP/UDP) DHCPv6 Server
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ICom

Industrial Communication

www.advantech.com

Please verify specifications before quoting. This guide is intended for reference
purposes only.

All product specifications are subject to change without notice.

No part of this publication may be reproduced in any form or by any means,
electronic, photocopying, recording or otherwise, without prior written permis-
sion of the publisher.

All brand and product names are trademarks or registered trademarks of their
respective companies.

© Advantech Co., Ltd. 2013



Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the

following measures:

o Reorient or relocate the receiving antenna.

o Increase the separation between the equipment and receiver.

o Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

o Consult the dealer or an experienced radio/TV technician for help.

15.21

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this equipment.
15.19

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may

cause undesired operation.

FCC RF Radiation Exposure Statement:

1. This Transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a

minimum distance of 20 centimeters between the radiator and your body.



