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2. APPLICABLE DOCUMENTS

Applicable Standards Title
FOO5VP0800 HMC SMARTRA 3 Product Spec
FOO05VP0702 HMC SMARTRA 3 Engineering Test Spec
FOO05VP0703 HMC SMARTRA 3 Production Test Spec
FOO5VS0115 HMC SMARTRA 3 Sales Drawing

3. INTRODUCTION

3.1.1 Immobiliser Background

The Smartra3 immobiliser unit, known as the SMARt TRansponder Antenna (SMARTRA) will need to be
updated as a result of new requirements. The SMARTRA3 will be an update of an existing product.

The existing immobiliser system consisted of a passive challenge-response (mutual authentication)

transponder inside the key head and the SMARTRA unit. The SMARTRA communicates to a Control
Unit (CU) via a dedicated communications line.

3.1.1.1 Model : Proposed Smartra3

This design will use a different microcontroller with on board non-volatile memory and combined voltage
regulator and LIN transceiver system basis chip.
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3.1.2 Document description

This document shall focus on the communications protocol between the Smartra and the Engine
Management System (EMS). The existing protocol has been used with two new messages added and

existing messages modified. The changes are required due to additional customer requirements.

The document shall present:
e Project background, requirements and proposed design.

Message Structure between the EMS and Smatrtra.
Message Flow charts: EMS to Transponder (via Smartra) considering different device states.
Replacing immobiliser system components
Diagnostic tester interface.

3.1.3 Diagram: Smartra communications interfaces

Transponder

Low Frequency -

wireless link
125kHz ASK

Smartra

single wire

asynch bi-dir
comms

4800baud

This document

to EMS interface

EMS

(comms master)

focusses on Smartra
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3.2 EMS to Smartra Communications Description (OSI model):

The communications between the EMS and the Smartra can be better described using the 7 layer OSI
model. The below diagram shows different levels of the interface in reference to the OSI model.

describes the Physical layer the Data Link Layer and the Application Layer.

3.2.1 Diagram: OSI model

Application ||EMS Action Messages:
Layer
06h (ACK) Acknow ledge
. 53h (ASCII'S") Softw are version
Presentation | 48n (ASCll'K') Transponder IDE *
Layer 41h (ASCII'A") Transponder Authentication (Additional info for ID Matching)
57h (ASCII'W") Transponder Write EEPROM page
o 52H (ASCII'R)  Transponder Read EEPROM page
4Eh (ASCII‘N’) Neutralise a Taught Smartra **
Layer  l54n (Asci‘T) Teach Smartra *
15h (ASCIl nak) Negative response *
Transport
Layer For every message sent to the SMARTRA from the CU there wll be a response fromthe
SMARTRA unit. Only one command can be sent at a time to the SMARTRA unit.
Network A negative response to any command is possible.
Layer * - modified message
** - new message
Data Link || The protocol betw een the Control Unit (CU) and the SMARTRA is defined as :-
Layer [[Address | tength | Action | Data | Cs |
The protocol betw een the SMARTRA and the CU is defined as :-
[Address | length | Data | CsS |
1 start bit-low, 8 data bits, no parity, 2 stop bits-high.
Idle Start Data Stop bit Idle
Bit 1 8 bits 2 bits
hit
Physical Dedicated single wire between Immobiliser and Control Unit.
Layer Bi-directional Asynchronous Communications @ 4800 baud
Logic Low =0V, Logic High =12V, Idle State High
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3.2.1.1 Requirements from customer

Requirements for the new Smartra:

automobile to be Thatcham Compliant to withstand attack on car for >300secs.
Product required to be backward compatible with existing system.

Current system :

Engine Management System (EMS) ECU can be replaced easily and car can be started <300secs
with matching transponders.
Smartra is transparent ie. passes messages to and from the EMS and transponder (no memory).

3.2.2 Proposed Solution

To meet new customer requirements the EMS and the Smartra shall be matched together using the
same Secret Encryption Key (SEK).
The Secret Encryption Key (SEK) is generated and taught to the Smartra and EMS at the OEM end
of line tester.
The EMS and Smartra will generate the Secret Encryption Key (SEK) from a common 9 byte
Diagnostic PIN Number (DPN) unique for each car (ie. use 6 bytes from Diagnostic PIN Number
(DPN)). See section 3.2.6.
The Secret Encryption Key (SEK) will be used during all communications between the EMS and the
Smartra to ensure that the EMS and Smartra are matched.
To test if the units are matched:
o0 The EMS generates a Random Number and passes to the Smartra.
0 Smartra encrypts the Random Number using the Secret Encryption Key(SEK) and passes
back the encrypted value to the EMS.
o0 EMS encrypts the random number using its Secret Encryption Key(SEK) and then evaluates
if the Smartra response is the same as the EMS encryption.
Thieves need to replace the EMS, Smartra and Transponder to steal the car. The Smartra shall be
placed in a difficult to get to position in the car (increase time to replace).

3.2.3 Diagram Showing Proposed Design:

Automobile Assy
SVARTRA EVS Diagnostic
transponder < > < LRSS
=] -, — P « » «
/ \
LF interface Single Wire Singl re /
Comms (‘nmr\:ﬂ Security Pin No. to access the

EM S and Smartra
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3.2.4 States of the smartra

With the new proposed Design the Smartra shall have 3 states ([Virgin] and [Neutral] states behave the
same).

3.2.4.1 State transition Diagram:

Learnt Virgin
(follows new 1 (follows old
protocol- — protocol-
Smartra3) Smartra2)

Neutral

(follows old
protocol-
Smartra2)

3.2.4.1.1 States:

[Virgin] — virgin product after EOL testing.

[Neutral] — part has Diagnostic PIN Number(DPN) and Secret Encryption Key(SEK) cleared using
diagnostic tester so it can go into [Learnt] state again.

[Learnt] — part has been taught a Diagnostic PIN Number(DPN) at the OEM end of line tester or

using diagnostic tester in the field. Secret Encryption Key(SEK) is generated from the
Diagnostic PIN Number(DPN). (refer to 3.2.6)

3.2.4.1.2 State Transitions:

1) Smartra is taught the Diagnostic PIN Number(DPN) and generates the Secret Encryption Key(SEK).
2) Diagnostic Tester Places Smartra into Neutral Mode when correct DPN has been entered.

* Note : For backwards compatibility a [virgin] or [neutral] Smartra3 will function as a Smartra2 until unit
is placed into [learnt] state.
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3.2.5 System security

If a thief replaces the Smartra with a virgin Smartra the car will not start as the virgin Smartra does not
match the EMS.

If a thief replaces three components with a matching set (Transponder, Smartra and EMS) then by
breaking lock barrel the car can start. The car will start however the period of time to replace the
Smartra takes time ie. longer than 5 minutes to pass the Thatcham attack test. Refer to section 3.4 —
References.

A thief could steal a car in a short time if they have access to a Diagnostic Tester and a ECU with his
corresponding Diagnostic PIN Number (DPN) then the thief can steal the car by:
a. replacing the EMS with a matching EMS and transponder set.
b. use Diagnostic Tester to neutralise the Smartra3, using the secure HMC Diagnostic PIN Number
(DPN) of EMS.
c. use Diagnostic Tester to program the new Diagnostic PIN Number (DPN) that matches the thiefs
EMS Diagnostic PIN Number (DPN).

The security of the system depends on the security of the DPN.

3.2.6 Secret Encryption Key (SEK) Learning

e The EMS and Smartra will generate the Secret Encryption Key (SEK).
e Secret Encryption Key (SEK) is generated from the first 6 bytes of the 9 byte Diagnostic PIN Number
(DPN).
e The DPN is taught to the Smartra and EMS at the OEM end of line tester or in the field.
e The encryption algorithm requires each of the 6 SEK bytes to be an uneven number between 3 and
253.
0 Therefore both the EMS and Smartra will use the same function that will check value of PIN
and adjust each byte of the Secret Encryption Key (SEK) accordingly:
e |If DPN byte is <3 or >253 then SEK byte = 0x55.
e Else If DPN byte is even then SEK byte = DPN byte — 1.
e Else SEK byte = DPN byte.

3.2.6.1 Diagram: Secret Key learning flow

Automobile Assy
SMARTRA EMS
Diagnostic Tester
Transponder
C 1™ . 0o p| g OXTORXRXRXXX < >
// / 0 X XXXXXXXXXXXXXXXX
@XXXXXXXXXXXX@ / @XXXXX‘TXXXXXX@
7 OEM end of line tester
Secret Encrytpion Diagnostic PIN (9 Secret Encrytpion  Diagnostic PIN 9 . shall _generatg a .
Key (SEK) (6 bytes) - bytes) number Key (SEK) (6 byte number Diagnostic Security Pin
generated from stored in eeprom bytes) - generated  stored in eeprom Number and pass the
Diagnostic PIN on Smartra from Diagnostic on EMS number to the EMS.
Number (DPN) PIN Number (DPN)
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3.3 Assumptions Made

o PIN number database (PIN for diagnostic interface) shall be maintained and protected by the
OEM and this information is not information that a thief can access.

3.4 References

HMC Engineering Spec: No ES95400-09 TITLE: IMMOBILIZER SYSTEM FUNCTIONS,
Spec (Encypted Smartra3 Type), VERSION D3, 29/06/2006

Thatcham NVSA specification: No TQSD 014.07 TITLE: THE BRITISH INSURANCE INDUSTRIES
CRITERIA FOR VEHICLE SECURITY, NEW VEHICLE SECURITY ASSESSMENT — PASSENGER
CARS, ISSUE 4A, JULY 2006
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4. MESSAGE STRUCTURE BETWEEN EMS AND SMARTRA

The proposal for the message structure between the Smartra and the EMS is based on the existing
communications protocol with two additional messages and some modified existing messages. The new
messages and modifications are highlighted in yellow.

4.1.1 Data Packet Breakdown
The protocol between the Control Unit (CU) [EMS] and the SMARTRA is defined as :-

[ Address| Length | Action | Data | CS |

Iength
< checksum >
< >

The protocol between the SMARTRA and the CU is defined as :-

[ Address| Length | Data | Cs |
length
checksum >
< >

where :-
Address = 49h (ASCII 'I') when CU is addressing SMARTRA.
= 69h (ASCII 'i') when SMARTRA is addressing CU
Length = number of bytes following the Length byte (including checksum)
Action = valid SMARTRA actions are :-

06h (ACK) Acknowledge
53h (ASCII'S") Software version
4Bh (ASCII 'K") Transponder IDE*
41h (ASCII'A) Transponder Authentication (Additional info for ID Matching)
57h (ASCII 'W") Transponder Write EEPROM page
52H (ASCII 'R") Transponder Read EEPROM page
4Eh (ASCII ‘N’) [Neutralise] a [Learnt] Smartra**
54h (ASCII ‘T") Teach a Smartra**
15h (ASCII nak) Negative response*
Note: * Modified existing message.
** New messages added.
Data = data to be exchanged between units.
CS = Checksum - one byte addition of all bytes (excluding address).

The ASCII code naming convention was carried over from existing protocol.

For every message sent to the SMARTRA from the CU there will be a response from the SMARTRA
unit. Only one command can be sent at a time to the SMARTRA unit.

A negative response to any command is possible and is defined in Section 4.10.
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4.2 06h - Acknowledge.

CU Request :-

49 | 02 | 06 | 08 |

SMARTRA Response :-

|69 ]| 02| 06 | 08

If the SMARTRA unit does not respond to this command then it will not be ready to accept other
communications. This command could be used to determine if the SMARTRA is ready to receive data at
the start of a communications session.

SMARTRA will take up to 5ms to start sending return Acknowledge to the CU.

4.3 53h - Software Version.
CU Request :-

49 | 02 | 53 | 55 |

SMARTRA Response :-

| 69 | 06 | Software versionin ASCII | CS

eg. For software version A01.0 :-

| 69 | 06 | 41 [ 30 | 31 | 2E | 30 | 06 |

Note :- SMARTRA will take up to 5ms to start sending return Software Version to the CU.
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4.4 4Bh - Transponder IDE (Pre ID Matching)
4.4.1 0x4B - (Existing) Pre Secret Encryption Key — kept for backwards compatibility

CU Request :-

49 | 02 | 4B | 4D |

SMARTRAZ2 Response:-

| 69 | 05 | IDE1 | IDE2 | IDE3 | IDE4 | Checksum |
IDE1..IDE4 :- 32 bit Identifier.

4.4.2 0x4B — New - Secret Encryption Key — with Encryption check.

CU Request :-
| 49 | 08 | 4B | RN1 | RN2 [ RN3 | RN4 [ RN5 | RN6 | CS |
RN1..RN6 :- Random Number bytes (00-FF)
Note :- RN1..6 can be based on the 4 byte random number from the Transponder Authentication

command (refer to “4.5 Transponder Authentication”). This will avoid extra EMS processing to generate
a random number.

SMARTRAS3 Response:-

69 0D Return | IDE1 IDE2 IDE3 IDE4 ERN1 ERN2 ERN3 ERN4 ERN5S ERNG6 Smartra | CS

State
Return :- 0x00 = transponder communications OK
0x01 = transponder missing or incorrect communications
0x02 = Antenna coil Open/Short Detection
IDE1..IDE4 :- 32 bit Identifier.
ERN1 .. ERNG6:- Encrypted Random Number using Secret Encryption Key (SEK)
Smartra State :- 0x01 = Learnt/ Taught
0x02 = Virgin

0x03 = Neutral

Note : - SMARTRA will take up to 110ms to start sending IDE response to the CU.
- When Transponder is missing the Return value will be 0x01 and IDE1 to IDE4 = (0x00 0x00
0x00 0x00).
- When Smartra3 receives the IDE request with the Random Number and it is in:
e [virgin] or [neutral] state the ERN1..6 shall be the encrypted random number using a
default key.
e [learnt] state the ERNL1..6 shall be the encrypted random number using the Secret
Encryption Key (SEK).
- Default encryption key will be described in Encryption Software Integration Document.
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4.5 41h - Transponder Authentication.

CU Request :-

49 [ 0OA | 41 | RN1 | RN2 | RN3 | RN4 | ELP1 | ELP2 | ELP3 | ELP4 | CS |
RN1..RN4 :- Random Number bytes (00-FF)
ELP1.. ELP4 :- Encrypted Lock Password bytes (00-FF)

SMARTRA Response :-

| 69 | 05 | EKP1 | EKP2 | EKP3 | EKP4 | CS |
EKP1 .. EKP4 :- Encrypted Key Password bytes (00-FF)

Note :- SMARTRA will take up to 150ms to start sending the Authentication response to the CU.

4.6 57h - Transponder Write EEPROM Page.

CU Request :-

| 49 | Length | 57 | PN | BO | B1 | B2 | B3 [ PNn | BOn | Bin | B2n | B3n | CS |
PN...PNn :- Page Number byte (01-07)
B0,B1,B2,B3...BOn,B1n,B2n,B3n :- Transponder bytes to be written (00-FF)

SMARTRA Response :-

69 | 02 [ 57 | 59 |

This request is only valid during the key programming procedure with the Transponder in password
mode.

Note :-

e SMARTRA will take up to 600ms to start sending the response to the CU when programming three
consecutive pages.

e Maximum number of consecutive pages to program in the same “Transponder Write EEPROM Page”
request is three.

4.7 52h - Transponder Read EEPROM Page
CU Request :-

149 {03 |52 |PN | CS |
PN :- Page Number byte (00-07)

SMARTRA Response :-

[ 69]/05 [BO [B1 [B2 |[B3 |[CS |

BO .. B3 :- Transponder bytes read (00-FF)
This request is only valid prior to key programming procedure with the Transponder in password mode.
Note :- SMARTRA will take up to 100ms to start sending the response bytes to the CU.
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4.8 4Eh — Neutralise a [Learnt] Smartra

Message is instigated by Diagnostic Tester and passed to the Smartra through the EMS. The Smartra
will check if the DPN is correct before changing to [neutral] state.

CU Request :-
We request to place Smartra into Neutral Mode:
49 (0B | 4E | DPN1 | DPN2 | DPN3 | DPN4 | DPN5 | DPN6 | DPN7 | DPN8 [ DPN9 | C

DPNL1..9 - Diagnostic PIN Number byte 1 to 9

SMARTRA Response :-

| 69 | 02 | Return | CS |
Return = 0x01 = Correct PIN changed from [Learnt] to [Neutral]
0x02 = Correct PIN already in Virgin State
0x03 = Correct PIN already in Neutral State
0x04 = Diagnostic PIN incorrect

Note :-
-The EMS will pass this information to the Diagnostic Tester.

4.9 54h — Teach Smartra

Message is instigated by EMS when the Smartra State is [Virgin] or [Neutral] and if the Diagnostic Tester
wants to teach the Diagnostic PIN Number.

CU Request :-
|49 | oB | 54 | DPN1 | DPN2 | DPN3 | DPN4 | DPN5 | DPN6 | DPN7 | DPN8 | DPN9 | CS |
DPN1..9 - Diagnostic PIN Number byte 1 to 9

SMARTRA Response :-

| 69 | 02 | Return | CS |
Return = 0x01 — Programmed Successfully
= 0x02 — Correct PIN (Smartra already in Learnt State).
= 0x03 — Incorrect PIN

*Note**:

1) For backward compatibility the Smartra3 will by default function as a Smartra2 until the Teach Smartra
command is completed correctly.

2) When Smartra3 handles this message it shall convert the diagnostic PIN number to a secret KEY and
store it on the device.
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4.10 15h - Negative Responses

To any CU command the SMARTRA may respond negatively. The following message will be sent.

SMARTRA Negative Response (NAK) :-

| 69 | 03 | 15 | Error code | CS |

Error Code Description

01h Antenna signal error

Detection Window :  Before transponder communications
Detection Criteria:  Antenna open/short circuit

02h Invalid Transponder Data

Detection Criteria :-

Detection Window :- a. During Transponder IDE

b. During Transponder Authentication requests
c. During Transponder Write EEPROM page requests.
d. During Transponder Read EEPROM page requests.

the field, or no Tp in the field.

Corrupted data from Transponder (Tp), or more than one Tp in

03h Request from Control unit is invalid

Detection Window :- End of CU request message

Detection Criteria :- Protocol layer violation -- Invalid request,

--or invalid check sum,

04h Password mode invalid

Detection Window :-

Detection Criteria :-

been changed.

During Transponder Write or Read EEPROM Page

Tp not in password mode, or Transponder transport data has

05h Smartra in locked state:

Detection Window :-

Detection Criteria :-

neutralising a Smartra.

Refer to section 7.1.6.

During access to the Diagnostic functions, teaching or

When the DPN is entered while the Smartra is locked.

1PNh Transponder Programming error

PN = page No. failed

Detection Window :-

Transponder is in authorised state.

During Transponder Write EEPROM Page request While

PN=1.7
Detection Criteria :- Corrupted data from Transponder (Tp), Or more than one Tp in
the field, or no Tp in the field.
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5. MESSAGE FLOW BETWEEN EMS, SMARTRA AND TRANSPONDER

5.1 Background

The message flow between the Smartra and the EMS is described in the following section. The Smartra
is event driven ie. the EMS sends a message, the Smartra response will be sent back to the EMS.

Components missing in system:
If no EMS is present then the Smartra does nothing.
If no Smatrtra is present the EMS will timeout on the ACK request message.
If no transponder is present the Smartra will send a NAK to the EMS (No transponder).

5.1.1 Starting Communications
The communications start with Ignition switch ON or Key Teaching Mode(14h) and ignition switch ON.

5.1.2 Stopping Communications
The communications stop when:

e no response received from Smartra after EMS attempts to send a message to the Smartra
more than 3 times.

e communication error on Smartra when an EMC or checksum error occurs more than 3 times.

e Authentication is complete. Note in case of ignition off by key before authentication EMS
should not store error.

5.1.3 (Re)Teaching Mode

e EMS should not start communication request (06h/4Bh/...) after IGN ON by Next Key,

e and in case of sending Teaching messages(1Ch...1Eh) from Tester(HI-SCAN or GST) EMS
should start communication request (06h/4Bh/...).

5.1.3.1 Diagram: Explaining how to read message flow diagrams

Transponder Smartra EMS

IDE Request 1
0x49 S 0x4B RN1.6 \ ™.
[_f_ A K N

C
: response pair,
: ]

' grouped to

; \‘\. . make reading

\ .
! . easier

M Request

; V .= '\'
- \

\

\

/7 .-

modules that send and

receive data

'

'

' R
' Solid Lines show
]

! of message
]

'
]
' Arrow Shows Direction
]
'

Block indicates some

N Message Istructure, data
processing at module

that makes message.

Yellow =new message
Blue = existing message

Red = error message
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5.2 Message Flow 1 - Normal Operation

Authentication Flow : After ignition or accessories is detected by the CU (EMS) the following steps will
normally be taken to validate the key. We have not added any new messages in the flow only
increased some message sizes.

1) CU provides supply voltage to SMARTRA.
2) CU sends command 06h — ACK.
3) SMARTRA3 responds with 06h — ACK.
4)
5)
6) CU sends command 52h
7)
8)
Authentication.
9)
10)

match then the key has been authenticated.

5.2.1.1 Message Sequence

CU sends command 4Bh - Transponder IDE (+ random number(6 bytes) ).

SMARTRAZ3 responds with the transponder's Identifier (32 bits) [+ Return byte + encrypted number (6bytes) +State(1byte) ].
— Read EEPROM Page.
SMARTRAS responds with 15h Negative Response. This indicates to EMS that Transponder is in learnt state.

The CU generates a random number and calculates the encrypted lock password, then sends command 41h - Transponder

SMARTRAZ3 responds with the encrypted key password.
The CU compares the encrypted key password from the transponder (via SMARTRA) with its calculated encrypted key password, if they

Command 06h 53h 4Bh 41h 52h 57h 4Eh 54h 15h
Sequence 1 - 2 4 3 - - - -
5.2.1.2 Message Flow Detail
'V:Sg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E;W P| M description EMS message Smartra Response
1 L |L (L Normal ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
message Flow | IDE request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERN1..6 + State byte
All modules Read EEPROM 0x49 S 0x52 PAGE 069 S 0x15 OxXX|
learnt. Same Authentication req 0x49 S 0x41 RN1..4 Authentication Response 0x69 S EKP1..4
as Flow 9. ELP1..4

5.2.2 Message Flow Diagram:

Transponder[learnt]

withaACK

Smartra3 responds

Smartra[learnt]

EM S[learnt]

ACK request

0x49 0x02 0x06 0x08
le—

-

0x69 0x02 0x06 0x08

—

EM S requests ACK
—

EM S receives ACK

Smartraknows the EM S sw
is new version dueto extra
bytes - encrypts RN1.4 and
passesto EMS

IDE

lequest

7

0x49 S0x4B +RN1.6

1 0x69 S Ret IDEL.4 +

ERNL1.6 +State byte

>

EM Srequests IDE from
transponder with 0x4B
+extrabytes

1]

TP IDE.

Read EERROM Page

FromIDE response EM S
knows type of Smartra, and

EM S requests to read eeprom

#— 0x49 S0x52 PAGE page
 —
_4/
- Read EEPROM error
—tj 0x69 0x15 error message received.
T message Request the Transponder
=L Authentication
Authgntication T
Smartra does transponder 0x49 SOx41RN1.4
encryption E,T_ ELP1.4
[T Srara sends%j Evaluate transponder
encrypted data _ 0x69 SEKPL.4 encrypted key password
Y I:= if OK then start engine
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5.3 Message Flow 2 — Twice IG ON or Authentication mode
Transponder is in [Virgin] state read EEPROM is allowed.

5.3.1.1 Message Sequence

Command 06h 53h 4Bh 41h 52h 57h 4Eh 54h 15h
Sequence 1 - 2 - 3 - - - -
5.3.1.2 Message Flow Detail
'V:Sg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
EO?W P| M description EMS message Smartra Response
2 V| V| VILIN | Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
N or IDE request 0x49 S 0x4B RNL1..6 IDE Response 0x69 S R IDE1..4 + ERNL..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE EEPROM data Response 0x69 S BO..3

5.3.2 Message Flow Diagram:

Transponder[virgin]

Smartra[virgin / neutral]

EM S [virgin, neutral, learnt]

ACK request
0x49 0X02 0x06 0x08 —| New EM S requests ACK
Smartra3 responds e
witha ACK |
0x69 0x02 0x06 0x08 —___} £ s receives ACK
L]
| - EM S requests IDE from
IDE fequest transponder with 0x4B
+extrabytes
0x49 S0x4B +RN16 -~
e
C 1
[ ]
> FromIDE response EM S
If IDE request has a Random ] Knows t eo‘f) Smartra, and
Number attached then the [ O0x69 SRet IDEL.4 + TP IDE P ’
Smartra will send the new EM S ERNL1.6 + State byte ) '
some more information. |
Read EEPROM Page
EM S requests to read
0x49 S 0x52 PAGE
— X X eeprompage
C_1
[ ]
EL Smartra sends
0x69 SBO..3 response
—>
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5.4 Message Flow 3 — Twice IG ON or Authentication mode

Transponder is in [learnt] state Read EEPROM is not allowed.

5.4.1.1 Message Sequence

Command 06h 53h 4Bh 41h 52h 57h 4Eh 54h 15h
Sequence 1 - 2 - 3 - - - 35
5.4.1.2 Message Flow Detail
Msg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E[ﬁw P| M description EMS message Smartra Response
3 L | V| VILIN | Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
N or IDE request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERN1..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE EEPROM data Response | [GIEESEOEEN)904

5.4.2 Message Flow Diagram:

Transponder[learnt]

Smartra[virgin / neutral]

EM S [virgin, neutral, learnt]

Smartra3 responds
withaack L1

ACK request
0x49 0x02 0x06 0x08

e

0x69 0x02 0x06 0x08

_—1| new EMSrequests ACK

> EM S receives ACK

L

EM S requests IDE from

IDE

——
| I—

1

If IDE request has aRandom  [___]
Number attached then the
Smartrawill send the new EM S
some more information.

equest

0x49 S0x4B +RN1.6

[ —— 0x69 SRet IDEL4 +

ERNL1.6 + State byte

transponder with 0x4B

+extrabytes
—]

From IDE response EM S
knows type of Smartra, and

—|[TPIDE.

Read EEPROM Page

k
| —

——

0x49 S 0x52 PAGE

E 0x69 0x15 error
message —_—

EM S requests to read
eeprompage

Receive negative response from
Smartra as Transponder is
already learnt
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5.5 Message Flow 4 - Twice IG ON or Authentication mode
Transponder is in [Virgin] state read EEPROM is allowed.

5.5.1.1 Message Sequence

Command 06h 53h 4Bh 41h 52h 57h 4Eh 54h 15h

Sequence 1 - 2 - 3 - - - -

5.5.1.2 Message Flow Detail

'V:Sg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message

Eiw P| M description EMS message Smartra Response

4 V| L | VLN | Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
or IDE request 0x49 S 0x4B RNL1..6 IDE response 0x69 S R IDE1..4 + ERNL..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE EEPROM data Response 0x69 S BO..3

5.5.2 Message Flow Diagram:

Transponder[virgin]

Smartra[learnt]

EM S [virgin, learnt, neutral]

ACK request
EM S requests ACK
0x49 0x02 0x06 0x08 —
L]
Smartra3 respondsT=—_ 9 5402 0x06 0x08 EM S receives ACK
witha ACK
EM S requests IDE from
transponder with 0x4B
DE frequest
Smartra knows the EM S sw q +extrabytes
is new version due to extra 0x49 S0x4B RN1.6
bytes - encrypts RN1.6 and I::I"
passesto EM S
[
i ] FromIDE response EM S
~ O0x69 SRet IDEL4 + knows type of Smartra, and
ERNL1.6 + State byte = P IDE
Read EHPROM Page
Smartra sends the e y———— ] EM S requests to read eeprom
EEPROM page bytes < page
<+
L-I_—I;
:L 0x69 SBO.3 EM S receives TP
EEPROM data.
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5.6 Message Flow 5 - Twice IG ON or Authentication mode
Transponder is in [learnt] state Read EEPROM is not allowed.

5.6.1.1 Message Sequence

Command 06h 53h 4Bh 41h 52h 57h 4Eh 54h 15h

Sequence 1 - 2 - 3 - - - 35

5.6.1.2 Message Flow Detail

'\F/:SQ T| S| EMS | Mode Description Data EMS message Description Data Smartra Message

mfw P| M description EMS message Smartra Response

5 L|L| VN Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
or IDE request 0x49 S 0x4B DATA IDE response 0x69 S R IDE1..4 + ERN1..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE 0069 S 0x15 0xXX

5.6.2 Message Flow Diagram:

Transponder[learnt] Smartra[learnt] EM S[virgin, neutral]
ACK request EM S requests ACK
0x49 0x02 0x06 0x08 —
il
Smartra3 responds
0x69 0x02 0x06 0x08 i
witha ACK —_ EM S receives ACK

EM S requests IDE from
transponder with 0x4B

IDE request +extrabytes
Smartra knows the EM S sw
. . 0x49 SOx4B RN1.6 =—|
is new versiondue to extra
bytes - encrypts RN1.4 and  —
| passesto EMS
L1
0x69 SRet IDEL.4 + Erom ”?E res?‘;”se tEM S |
ERNL.6 +State byte nows type ot smartra, an
> TP IDE.
. EM S requests to read eeprom
Read EFPROM Page page
0x49 S 0x52 PAGE
Ll
i 0x69 0x15 error Read EEPROM error
message ' message received.
I
Ll
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5.19 Message Flow 18: — Old EMS with a new learnt Smartra
Smartra sends an exsting error message for EMS to handle.

5.19.1.1 Message Sequence

Command 06h 53h 4Bh 41h 52h 57h 4Eh 54h 15h
Sequence 1 - 2 - - - - - 25
5.19.1.2 Message Flow Detail
’V:Sg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
Efﬁw P| M description EMS message Smartra Response
18 V |L | VLN Old EMS new ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
L (Old) learnt smartra IDE Request 1 0x49 S 0x4B IDE Response (NEBEUNE) | (OCERSROEENO(L
IDE Request 2 0x49 S 0x4B IDE Response (NEPEWE 0Xx69 S 0x15 0x03
IDE Request 3 0x49 S 0x4B IDE Response (NEREUIE) | CEESOSEROK]

5.19.2 Message Flow Diagram:

Transponder [virgin , learnt ]

Smartra[learnt]

Old EM S [virgin, learnt, neutral]

ACK request EM S requests ACK
0x49 0x02 0x06 0x08 =—
Smartra3 responds
witha ACK 0r3512) P02 022015 (123013 TN EM S receives ACK
IDE request 1
0x49 S0x4B —_— EMS requests IDE from
— transponder with 0x4B
1 +extrabytes
[ | .
R New Smartraresponds with
| 0x69 0x15 0X03 an exsiting error message
as the learnt smartra cant
error message |[CEEEN
talkto aOld EM S.
IDEr a‘queSt 2 EM S requests IDE from
0x49 S 0x4B —_— transponder with Ox4B
— +extrabytes
1
Ll
‘:I New Smartraresponds
0x69 0x150X03 with an exsiting error
UIMUCEREN I ———| | message as the learnt
smartra cant talk to a Old
EMS.
IDE request 3
0x49 S 0x4B —_— EM S requests IDE from
— transponder with 0x4B
- +extrabytes
[ |
‘:I New Smartraresponds with an
0x69 0x150X03 exsiting error message as the learnt
MACIRUCEEC A ——| |  smartracant talk to aOld EM S.
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5.20 Message Flow 19: — Old EMS with a virgin Smartra

This combination will function according to the Smartra2 protocol specification.

5.20.1.1 Message Sequence

Command 06h 53h 4Bh 41h 52h 57h 4Eh 54h 15h
Sequence 1 - 2 - - - - - -
5.20.1.2 Message Flow Detail
Msg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E'O"W P| M description EMS message Smartra Response
19 L |V |L Old EMS with ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
(Old) | avirgin IDE Request 0x49 S 0x4B IDE Response 0x69 S IDE1..4
Smartra3
Following Following messages are the | Following messages are Following messages are the same as

messages are the
same as Smartra2

same as Smartra2

the same as Smartra2

Smartra2

5.20.2 Message Flow Diagram:

Tramsposder[learnt]

Tmarkred racponae

wity 2 ACK

Hew Smartialrirginl

OId EMS[1:arnt]

ACH request

Oxd 3 002 006 0x03 -—]

QB3 002 006 0x05 b

FRAS rerquesks ACK

ERE receives ACK

Emartradknows EME iz
OLD werdan and it acks like
a Emarkrz2

— T

IDE Hequest

mi

L

—

Ox43 5 046

0x63 % [DE1.4

T

EME requests IDE from
transponder with 0046

Message Flow after will follow SmartraZ
specifications

1.0
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5.21 Message Flow 20: — Old Smartra with a new EMS
This combination will not allow automobile to start up as the system isn’t setup correctly.

5.21.1.1 Message Sequence

Command 06h 53h 4Bh 41h 52h 57h 4Eh 54h 15h
Sequence 1 - 2 - - - - - -
5.21.1.2 Message Flow Detail
Msg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E';W P| M description EMS message Smartra Response
20 L |% L Old Smartra ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08

with a new IDE Request 1 0x49 S 0x4B RN1..6 IDE Response 1 0x69 S IDE1..4

learnt EMS IDE Request 2 0x49 S 0x4B RN1..6 IDE Response 2 0x69 S IDE1..4

IDE Request 3 0x49 S 0x4B RN1..6 IDE Response 3 0x69 S IDE1..4

5.21.2 Message Flow Diagram:

Transponder[learnt]

witha ACK

Smartra2 responds

Old Smartra

New EM S[learnt]

ACK request

0x49 0x02 0x06 0x08

ﬁ,VOXGQ 0x02 0x06 0x08

——

I

EM S requests ACK

IDE request 1

il

0x49 S0x4B +RN1.6

— 0x69 SIDEL.4

—
L

1

EM S receives ACK

]

EM S requests IDE from
transponder with 0x4B
+extrabytes

EM S knows thereis a
Smartra2 whenit is
expecting a Smartra3. Try
again.

IDE request 2

0x49 S0x4B +RN1.6
[_]

]

EM S requests IDE from
transponder with 0x4B
+extrabytes

EM S knows there is a

Smartra2 whenit is
expecting a Smartra3. Try
again.

I
S 0x69 S IDE1.4
1
IDE r¢quest 3

0x49 S0x4B +RN1.6

T

=

— 0x69 SIDE1.4

]

\* .
|—— EM S needs to raise an error

EM S requests IDE from
transponder with 0x4B
+extrabytes

EM S knows there is a
Smartra2 whenit is

expecting a Smartra3. The

as there is a miss-match

Message Flow will stop as the EMS knows that
there isa Smartra2 in the system when it is

expecting a configured Smartra3.

1.0
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5.22 Summary Tables : Message Flow Summary

Table displays the transponder (TP), Smartra (SM) and engine management system(EMS) states and
the messages that are sent when in the state between the EMS and the Smartra. The message flows
are described in more detail below.

5.22.1 Table: Normal Message Flow

Msg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E'ffw P| M description EMS message Smartra Response
1 L |L (L Normal ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
message Flow | IDE request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERN1..6 + State byte
All modules Read EEPROM 0x49 S 0x52 PAGE 0x69 S 0x15 OXXX|
learnt. Authentication req 0x49 S 0x41 RN1..4 Authentication Response 0x69 S EKP1..4
Same as Flow ELP1..4
9

TP = transponder SM = Smartra EMS = engine management system.

V =virgin L = Learnt N = Neutral S = size R = return value D = data M = Missing
** all messages have Check sum at end but this isn’t shown to simplify matrix.

Note :

5.22.2 Table: Twice IG ON or Authentication

(old) = Smartra2 compatible EMS unit

Msg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E[ﬁw P| M description EMS message Smartra Response
2 V| V| VILIN | Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
N or IDE request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERNL1..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE EEPROM data Response | 0x69 S BO0..3
3 L | V]| VLN | Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
N or IDE request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERNL1..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE EEPROM data Response
4 V| L | VLN | Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
or IDE request 0x49 S 0x4B RN1..6 IDE response 0x69 S R IDE1..4 + ERNL1..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE EEPROM data Response 0x69 S BO0..3
5 L|L| VN Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
or IDE request 0x49 S 0x4B DATA IDE response 0x69 S R IDE1..4 + ERN1..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE 00x69 S 0x15 0xXX|
6 V| V| VILIN | Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
N | (Old) | or IDE request 0x49 S 0x4B IDE Response 0x69 S IDE1..4
Authentication | Read EEPROM 0x49 S 0x52 PAGE EEPROM data Response | 0x69 S BO0..3
7 L | V]| VLN | Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
N | (Old) or IDE request 0x49 S 0x4B IDE Response 0x69 S IDE1..4
Authentication | Read EEPROM 0x49 S 0x52 PAGE
8 L|V|L Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
N | (Old) | or IDE request 0x49 S 0x4B IDE response 0x69 S IDE1..4
Authentication | Read EEPROM 0x49 S 0x52 PAGE 0x69 S 0x15 OxXX|
Authentication Req | 0x49 S 0x41 RN1..4 Authentication response 0x69 S EKP1..4
ELP1..4
9 L{L|L Twice IG ON ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
or IDE request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERNL1..6 + State byte
Authentication | Read EEPROM 0x49 S 0x52 PAGE 069 S 0x15 OxXX|
Same as Flow | Authentication req 0x49 S 0x41 RN1..4 Authentication Response 0x69 S EKP1..4
1 ELP1..4

TP = transponder SM = Smartra EMS = engine management system.

V =virgin L = Learnt N = Neutral S = size R = return value D = data M = Missing
** all messages have Check sum at end but this isn’t shown to simplify matrix.

Note :

5.22.3 Table: All modes missing transponder

(old) = Smartra2 compatible EMS unit

Msg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E'ffw P| M description EMS message Smartra Response
10 M L |V/N/L All modes ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
(new) (missing IDE request 0x49 S 0x4B RN1..6 IDE Response (\EBEUNE) | 0x69 S R IDE1..4 + ERN1..6 + State byte
transponder) IDE request 0x49 S 0x4B RN1..6 IDE Response (NESEUNE 0x69 S R IDE1..4 + ERN1..6 + State byte
IDE request 0x49 S 0x4B RN1..6 IDE Response (NEFEWIE) | 0x69 S R IDEL..4 + ERNL..6 + State byte

TP = transponder SM = Smartra EMS = engine management system.

V =virgin L = Learnt N = Neutral S = size R = return value D = data M = Missing
** all messages have Check sum at end but this isn’t shown to simplify matrix.

Note :

(old) = Smartra2 compatible EMS unit
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5.22.4 Table: Transponder (Re)teaching mode

Msg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E';W P| M description EMS message Smartra Response
11 V [V | VIN/L | Transponder ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
N | (new) (Re) Teaching | IDE Request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERNL1..6 + State byte
Write EEPROM 0x49 S 0x57 WRITE_DATA | EEPROM write Response | 0x69 S 0x57
Authentication Req | 0x49 S 0x41 RN1..4 Authentication response 0x69 S EKP1..4
ELP1..4
12 V [L | VIN/L | Transponder ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
(new) (Re) Teaching IDE Request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERNL1..6 + State byte
Write EEPROM 0x49 S 0x57 WRITE_DATA EEPROM write Response | 0x69 S 0x57
Authentication Req | 0x49 S 0x41 RN1..4 Authentication response 0x69 S EKP1..4
ELP1..4
13 L [V |VIN/L | Transponder ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
N | (new) | (Re) Teaching IDE Request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERNL1..6 + State byte
Write EEPROM 0x49 S 0x57 WRITE_DATA 069 S 0x15 OxXX|
Authentication Req | 0x49 S 0x41 RN1..4 Authentication response 0x69 S EKP1..4
ELP1..4
14 L |L [VIN/LL | Transponder ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
(new) | (Re) Teaching | IDE Request 0x49 S 0x4B RN1..6 IDE Response 0x69 S R IDE1..4 + ERN1..6 + State byte
Write EEPROM 0x49 S 0x57 WRITE_DATA 069 S 0x15 OxXX|
Authentication Req | 0x49 S 0x41 RN1..4 Authentication response 0x69 S EKP1..4
ELP1.4
15 L |V | VNL Transponder ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
N | (old) (Re) Teaching | IDE Request 0x49 S 0x4B IDE Response 0x69 S IDE1..4
Write EEPROM 0x49 S 0x57 WRITE_DATA
Authentication Req | 0x49 S 0x41 RN1..4 Authentication response 0x69 S EKP1..4
ELP1..4
16 V |V | VNL Transponder ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
N | (old) (Re) Teaching | IDE Request 0x49 S 0x4B IDE Response 0x69 S IDE1..4
Write EEPROM 0x49 S 0x57 WRITE_DATA EEPROM write Response | 0x69 S 0x57
Authentication Req | 0x49 S 0x41 RN1..4 Authentication response 0x69 S EKP1..4
ELP1..4

TP = transponder SM = Smartra EMS = engine management system.
V =virgin L = Learnt N = Neutral S = size R = return value D = data M = Missing
** all messages have Check sum at end but this isn’t shown to simplify matrix.

Note :

5.22.5 Table: Special cases

(old) = Smartra2 compatible EMS unit

Msg T| S| EMS | Mode Description Data EMS message Description Data Smartra Message
E'rfw P{ M description EMS message Smartra Response
17 L |L (L Miss-matched | ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
(new) secret key IDE Request 1 0x49 S 0x4B RN1..6 IDE Response 1 0x69 S R IDE1..4 + ERN1..6 + State byte
IDE Request 2 0x49 S 0x4B RN1..6 IDE Response 2 0x69 S R IDE1..4 + ERN1..6 + State byte
IDE Request 3 0x49 S 0x4B RN1..6 IDE Response 3 0x69 S R IDE1..4 + ERN1..6 + State byte
18 V |L | VLN Old EMS new ACK request 0x49 0x02 0x06 0x08 ACK response 0x49 0x02 0x06 0x08
L (Old) learnt smartra IDE Request 1 0x49 S 0x4B IDE Response (NEBEUNE) | OGCERSEOEEN)(L
IDE Request 2 0x49 S 0x4B IDE Response (M\EREWE) | XCEAENOGEROGK
IDE Request 3 0x49 S 0x4B IDE Response (NEREUIEE) | XCEESOSEROK
19 L |V |L Old EMS with ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
(Old) | avirgin IDE Request 0x49 S 0x4B IDE Response 0x69 S IDE1..4
Smartra3
Following Following messages are the | Following messages are Following messages are the same as
messages are the same as Smartra2 the same as Smartra2 Smartra2
same as Smartra2 | ... | ... .
20 |L |™|L Old Smartra ACK request 0x49 0x02 0x06 0x08 ACK response 0x69 0x02 0x06 0x08
with a new IDE Request 1 0x49 S 0x4B RN1..6 IDE Response 1 0x69 S IDE1..4
learnt EMS IDE Request 2 0x49 S 0x4B RN1..6 IDE Response 2 0x69 S IDE1..4
IDE Request 3 0x49 S 0x4B RN1..6 IDE Response 3 0x69 S IDE1..4

TP = transponder SM = Smartra EMS = engine management system.
V =virgin L = Learnt N = Neutral S = size R = return value D = data M = Missing
** all messages have Check sum at end but this isn’t shown to simplify matrix.

Note :

(old) = Smartra2 compatible EMS unit
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6. REPLACING OF SYSTEM COMPONENTS

The possibility exists that we may need to replace a component in the Immobilizer system. The
components that possibly can be replaced are:

1. EMS (when damaged).

2. Smartra (when damaged).

3. Keys [transponders] when Lost or damaged existing keys.

4. Antenna - (interface to the transponder).

6.1 Replacing the Engine Management System (EMS) ECU
The consequences of replacing the Engine Management Systems (EMS) are :

1. The new EMS needs to be taught with the same 9 byte DPN as the previous EMS had.
2. The Keys need to be re-taught.

Replacing the EMS causes non Smartra changes as well. Transponder Keys have to be re-taught to the
EMS. The EMS requests vehicle specific data from tester. The [virgin] EMS stores the vehicle specific
data and the key teaching can be started. The key teaching is done by the Ignition on with key and
additional tester command. The EMS stores the relevant data in the EEPROM and in the transponder.
Then the EMS runs authentication for confirmation of teaching process. The successful programming is
confirmed by message to tester.

6.1.1 Equipment required to replace the EMS in immo system

EMS - virgin state

Existing Keys

Diagnostic Tester

Diagnostic PIN number from OEM secure database
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6.1.2 Process Flow Chart: Replacing Engine Management System EMS

Replacing an Engine
Management System

Insert New Engine
management System.

Connect the Diagnostic
Tester

The Diagnostic Tester will
trigger a message so EMS
will check the state of the
EMS and Smartra

Store Diagnostic PIN
number on the EMS. EMS
changes to [learnt] state.
Send positive response to
the tester.

Yes

|
!
A 4

correct EMS is
present

Enter the PIN number
according to OEM
database on the Diagnostic
Tester

Go through Key teach
procedure

Send negative response to
the Tester

6.2 Replacing the Smartra ECU
If the Smatrtra is replaced in the field due to failure then the diagnostic tester will be required.

6.2.1 Equipment required to replace a Smartra unit in immo system
e Smartra [virgin] state.

e Diagnostic Tester.

e Diagnostic PIN number from OEM secure database.
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6.2.2 Process Flow Chart : Replacing Smartra

The Diagnostic Tester will

Replacing a Smartra Insert New Smartra unit. Connect Diagnostic Tester trigger a message so EMS
P 9 [virgin] state. Through the EMS will check the state of the

EMS and Smartra

Store PIN number on the
Smartra
Smartra changes to [learnt]
state
Send positive response to
the tester.

correct smartra is
present and PIN
number entered is
the same as EMS
PIN

Enter the PIN number
according to OEM
database on the Diagnostic
Tester

Send negative response to
the Tester

6.3 Replacing Keys (transponders)

The proposed protocol hasn’t changed the existing Key (transponder) teach functionality. The replacing
of keys doesn’'t involve any different processing from the Smartra. The Smartra shall pass messages
between the EMS and the transponder as it currently does.

6.3.1 Process Flow Chart : Replacing/Adding Keys

Adding new Keys (transponder)- Process flow Chart showing changes required on Smartra after
replacing a EMS

Key Teach Procedure need| >
Adding new keys - — P Diagnostic tester interface.

6.4 Replacing Antenna

The proposed changes to the Smartra do not affect the antenna. That is, the lock barrel is passive and
has no unique code to identify it. If the antenna is replaced with an equivalent part, the system will work
as normal.
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7. DIAGNOSTIC TESTER REQUIREMENTS

7.1.1 Diagnostic Tester Introduction

e The Smartra needs the Diagnostic interface to change state of Smartra to [neutral] state from the
[learnt] state in the field.

e The Smartra needs to use the Diagnostic PIN Number (DPN) to generate the Secret Encryption Key
(SEK).

e For Security reasons the Diagnostic PIN Number (DPN) is required to access the diagnostic function,
PIN number protection is required for security reasons. Once the Diagnostic PIN Number (DPN) is
taught to the [virgin] or [neutral] Smartra the Smartra enters [learnt] state. The OEM secure
Diagnostic PIN Number (DPN) is taught to the Smartra:

o atthe OEMs end of line tester after the car is assembled.
0 inthe field when a Smartra is replaced with a [virgin] Smartra.
e The Diagnostic PIN Number (DPN) will be:
0 a9 byte number that will be Thatcham compliant selected by OEM.
o the OEM will be responsible to maintain a database for Diagnostic PIN numbers (DPN's)
matching with VIN numbers.
0 the diagnostic PIN number will be stored on both the EMS and the Smartra.

7.1.2 The Diagnostics tester interface diagram:

Smartra EMS Diagnostics
single wire A —— (Tester or Hi-
asynch bi-dir using KWP2000 Scan)
comms or CAN

4800baud

7.1.3 Programming Diagnostic PIN Number DPN (on the Smartra)

The Smartra will learn the 9 byte Diagnostic PIN Number (DPN) at the OEMs end of line tester or in the
field when a module is replaced.

The Diagnostic PIN Number (DPN) will inhibit placing the Smartra3 into [Neutral] state from [Learnt] state
for security reasons.

A new Smartra ECU will be delivered with no Diagnostic PIN Number (DPN) programmed into EEPROM.
In this “production mode” status, all diagnostic functions will be available without having to enter or
program a pin code previously.

Once the Diagnostic PIN Number (DPN) is programmed to the ECU at the car assembly plants end of
line tester, all diagnostics functions are possible until the end diagnostic command is transmitted from
the tester to the control unit or the car assembly plants end of line tester is removed from the vehicle.
This is to say, once the Diagnostic PIN Number (DPN) has been programmed, it does not have to be
entered again to access secured diagnostic functions until the current diagnostic session is completed.
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7.1.3.1 Message Flow Diagram (Programming Diagnostic PIN — both Smartra and EMS)

Smartra[virgin/neutral]

ACK request

0x49 0x02 0x06 0x08 —
—

— —— 0x49 0x02 0x06 0x08

IDE request
0x49 SOx4B +RN1.6 — |
k—
‘ . -
0x69 SIDEL.4 +
ERN1.6 + State byte
L |
Teach Smartra
0x49 S0x54 DPN1.9 — |
[ 1
[ 0x69 S 0x01
\b

7.1.3.2 Message Flow Diagram (Programming Diagnostic PIN — EMS

Smartra[learnt] EM S[virgin/neutral]

Smartra3
responds
witha ACK

EM S[virgin/neutra

ld—

EM S knows the type of Smartra
and the state the Smartrais in.

EM S sends teach Smartra
command (0x54) to Smartrato

ACK request

0x49 0x02 0x06 0x08 —
«—

— 0x49 0x02 0x06 0x08

—_—

Program Diagnostic PIN
number request - send —— |
request with 9 byte PIN
number

After sending IDE request

store new PIN code

Send ACK to tester
—_

Program Diagnostic PIN
number request - send
request with9 byte PIN —|
number

EM S receives ACK

Diagnostic Tester

Diagnostic Tester

—_—
I
{
IDE request
0x49 SOx4B +RN16 — |
]
L
N -~ EM S knows the Smartra is
. 0x69 SIDEL.4 + inlearnt state and it is in
ERNL.6 +State byte [virgin] or [neutral] state. It
stores the PIN number
[
Send ACK to tester
—
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7.1.3.3 Message Flow Diagram (Programming Diagnostic PIN — Smartra)

Smartrafvirgin/neutral]

EM S[learnt]

Program Diagnostic PIN

—
ACK request number request - send
q '€= request with 9 byte PIN
number
0x49 0x02 0x06 0x08 —
| 4_|__—
— — 0x49 0x02 0x06 0x08
IDE request
0x49 SOX4B +RN1.6 — |
‘—-—
‘ . -
0x69 SIDE1.4 +
ERN1.6 + State byte
EM S knows the type of Smartra
and the state the Smartrais in.
I J After sending IDE request
Teach Smartra
0x49 SOx54 DPN1.9 — |
EM S sends teach Smartra
[_:l command (0x54) to Smartrato
F— 0x69 SO0x01 store new PIN code
—
Send ACK to tester

7.1.4 Aftermarket PIN number sequence:

When a Smartra is installed at the:
OEM Car manufacturer the unique Diagnostic PIN Number (DPN) shall be programmed by the
function tester on the line. The OEM needs to maintain a database with the VIN and the Diagnostic

PIN Number (DPN).

Diagnostic Tester

—_

Aftermarket dealer, the dealer must program the unique Diagnostic PIN Number (DPN) using the
diagnostic tester. The Aftermarket dealer needs to confirm the Diagnostic PIN Number (DPN) from

the OEM database.

7.1.5 Changing Diagnostic PIN Number (DPN) on Smartra
To change the Diagnostic PIN Number (DPN):

1. the Smartra will need to be placed into [neutral] state.

2. then the diagnostic tester will need to teach the new diagnostic PIN number.
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7.1.6 Accessing diagnostic functions

At the next diagnostic session, the pin code is required to be entered correctly to enable the ECU state
change. If pin code is entered incorrectly 3 times, the Smartra will enter a time-out loop where it will not
be possible to retry entering the DPN for 60 minutes ie. a NACK will be sent from Smartra stating that
the Smartra is in locked state. After 60 minutes of IGN ON, the counters and error flags will be cleared
and the DPN can be entered.

7.1.6.1 Message Flow Diagram (Changing State — correct PIN)

Smartra[learnt] -> [neutral] EM S[learnt] Diagnostic Tester

Change state of Smartra
ACK request to [neutral] request wit
q - PIN number

0x49 0x02 0x06 0x08 —

Smartra3 —
responds [ ]

. ——
witha ACK 0x49 0x02 0x06 0x08

= | EMSreceives ACK

IDE request
0x49 SOx4B +RN1.6 |
k_-
‘ . -
0x69 SIDE1.4 +
ERNL1.6 + State byte
— EM S knows the type of Smartra
and the state the Smartrais in.
I After sending IDE request
I
Smartrawill check if Neutralise Smartra
PIN number is correct 0x49 SOX4EDPN19 —|
then the unit will enter| le— EM S sends neutralise Smartra
[neutral] state. I command (Ox4E) with existing
Inneutral statethe |f——  0x69 SReturnT1.3 PIN code
Diagnostic PIN code >
is changed to neutral
PIN code Send ACKto tester
. N
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7.1.6.2 Message Flow Diagram (Changing Smartra State — in-correct PIN)

Smartra[lear

nt] EM S[learnt] Diagnostic Tester

Change state of Smartra

Smartra3 —
responds [ ]

witha ACK — 0x49 0x02 0x06 0x08 EM S receives ACK
\.

to [neutral] request with —|
PIN number

ACK request

ld—

0x49 0x02 0x06 0x08 —

|

le—

IDE request
0x49 SOX4B +RN16 — |

0x69 SIDE1.4 +
ERNL1.6 + State byte EM S knows the type of Smartra
and the state the Smartrais in.

[:| After sending IDE request

Smartra sees the PIN
number is not correct L%
and responds With] I

negative response 0x69 S Return command (Ox4E) withincorrect
PIN code

Neutralise Smartra

0x49 SOx4E DPNL1.9

EM S sends neutralise Smartra

-

Send Negative response
to tester
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