7.2 Ethernet OAM

The Ethernet OAM (Operations, Administration, Management) page provides
settings to enable/disable 802.3ah, 802.1ag/Y1.731 OAM protocols.

= &

{3

Device Info Basic Setup Advanced Setup Diagnostics
DRt Eﬂlemet Link OAM (202.3ah)
Ethernet OAM S e
Uptime Status Etharnet Service OAM (802.1ag | V.1731)
Ping (O Enzbld @ 02,129 2 vi1731
TraceRoute

2 K

Management Logout

To enable Ethernet Link OAM (802.3 ah), click Enabled to display the full
configuration list. At least one option must be enabled for 802.1ah.

Ethernet Link OAM (802.3ah)
Enzbled

WAN Interface

[0 Auto Event
Vzrizble Retrizval
[ Link Events

[ Remote Loopbadk

0AM ID l:l (positive inzeger]

O Active Mode
Item Description
WAN Interface Select layer 2 WAN interface for outgoing OAM
packets
‘ OAM ID ‘ | OAM Identification number |
‘ Auto Event ‘ | Supports OAM auto event |
‘ Variable Retrieval ‘ | Supports OAM variable retrieval |
‘ Link Events ‘ | Supports OAM link events |
‘ Remote Loopback ‘ | Supports OAM remove loopback |
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Active mode

‘ | Supports OAM active mode

To enable Ethernet Service OAM (802.1ag/Y1731), click Enabled to display the full

configuration list.

WAN Intarfaca:

MD Level

M Name:

M I

Local MEP ID

Local MEP VLAN [D:
[0 oM Transmissien

Rematz MEP 1T

Target MAC:

Linktrace TTL!

Enzbled @ pg2.1zg C

J W7

Loopback and Linktrace Test

Ethernet Service OAM [802.1ag | ¥.1731)

-1 means no VAN @g)

1] {-1 me=ans no Remote MEF)

1 mazns no max hop limit)

Loopback Resule: A

Linktrace Resulu

Send Loopback || Send Linkiracz

| Apply/Saus

Click Apply/Save to implement new configuration settings.

Item

Description

WAN Interface

Select from the list of WAN Interfaces to send OAM

packets
‘ MD Level | | Maintenance Domain Level |
‘ MD Name | | Maintenance Domain name |
‘ MA ID | | Maintenance Association Identifier |
‘ Local MEP ID | | Local Maintenance association End Point Identifier |

Local MEP VLAN
ID

VLAN IP used for Local Maintenance End point
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Click CCM Transmission to enable CPE sending Continuity Check Message (CCM)
continuously.

Remote MEP ID Maintenance association End Point Identifier for the remote
receiver

To perform Loopback/Linktrace OAM test, enter the Target MAC of the destination
and click “Send Loopback” or “Send Linktrace” button.

Target MAC MAC Address of the destination to send OAM
loopback/linktrace packet
Linktrace TTL Time to Live value for the loopback/linktrace packet

7.3 Uptime Status

This page shows System, ETH and Layer 3 uptime. If the ETH or Layer 3
connection is down, the uptime will stop incrementing. If the service is restored,
the counter will reset and start from 0. A Bridge interface will follow the ETH

timer.

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
. . Uptime 5
Diagnostics g
Ethernet OAM
Uptime Status
5 e “ClearAll” betsan will
Ping
TraceRoute System Up Time| 3

| Cearal

The "ClearAll" button will restart the counters from 0 or show "Not Connected" if
the interface is down.
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7.4 Ping

Input the IP address/hostname and click the Ping button to execute ping
diagnostic test to send the ICMP request to the specified host.

Device Info

Diagnostics
Ethernet OAM
Uptime Status
Ping
TraceRoute

7).

Basic Setup

Ping

in Access Controf configuration

Ping IP Address | Hostname:

£ &

Diagnostics

Advanced Setup

2 K

Management Logout

AP i= set to be oo WaN

| PFing |
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7.5 Trace Route

Input the IP address/hostname and click the TraceRoute button to execute the
trace route diagnostic test to send the ICMP packets to the specified host.

o @Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Diagnostics

Ethernet OAM v going to "host", Please make sure ICMP is st o be accesste from WAN in
Uptime Status

Ping TraceRowts |
TraceRoute £.1), 30 hops max. 38 byte packets
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Chapter 8 Management

You can reach this page by clicking on the following icon located at the top of the
screen.

|

Management

The Management menu has the
functions and processes:

following maintenance

8.1 Settings

This includes Backup Settings, Update Settings, and Restore Default screens.

8.1.1 Backup Settings

This option recovers configuration files previously saved using Backup Settings.
Click the Choose File button to locate the backup file. Then click the Update
Settings button to update your device settings.

o § 4

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

. Settings - Back
Settings e

Backup Baclup Broadband Reowter configurations. You may save your router configurations to 2 fils on your PC.

Update

Restore Default
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

Bachup Settings
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8.1.2 Update Settings

This option recovers configuration files previously saved using Backup Settings.
Click the Choose File button to search for the file, then click Update Settings to

recover settings.
R '
24

SOMTREND
Device Info Basic Setup  Advanced Setup Diagnostics  Management Logout

she 1)

- Tools — Update Settings
Settings

Backup Updsz= B
Update
Restore Default _

System Log [T |

SNMP Agent

TR-069 Client

STUN Client

Internet Time

Access Control

Update Software

Reboot

upds= uter sattings using your saved files,

Nzme: | ChooseFile | Mo fiz chogan

8.1.3 Restore Default

Click Restore Default Settings to restore factory default settings.

G P abk

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

SEttil'lgE Tools - Restore Default Settings
Bad(up Restora Broadband Router settings o the factory defauls,
Update
Restore Default (oo Debak Satnes|

System Log = vt

SNMP Agent

TR-069 Client

STUN Client

Internet Time

Access Control

Update Software

Reboot

After Restore Default Settings is clicked, the following screen appears.
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Broadband Router Restore

The Broadband Router configuration has been restored to defanlt settings and
the router is rebooting.

Close the Broadband Router Configuration window and wait for 2 minutes
before reopening vour web browser. If necessary, reconfigure vour PC's IP
address to match vour new configuration.

Close the browser and wait for 2 minutes before reopening it. It may also be
necessary, to reconfigure your PC IP configuration to match any new settings.

NOTE:

This entry has the same effect as the Reset button. The PRT-6351
board hardware and the boot loader support the reset to default. If the
Reset button is continuously pressed for more than 10 seconds, the
current configuration data will be erased. If the Reset button is
continuously pressed for more than 60 seconds, the boot loader will
erase all configuration data saved in flash memory and enter
bootloader mode.
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8.2 System Log

This function allows a system log to be kept and viewed upon request.
Follow the steps below to configure, enable, and view the system log.

STEP 1: Click Configure System Log, as shown below (circled in Red).

) Qﬁ' g@ i:.‘

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Settings
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control View System Lo
Update Software

Reboot

the System Log options,

STEP 2: Select desired options and click Apply/Save.

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings System Log -- Configuration
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software Debugging v
Reboot Error ~
Lacal w |

| Applyisaue |

Consult the table below for detailed descriptions of each system log option.

Item Description

Log Indicates whether the system is currently recording events. The
user can enable or disable event logging. By default, it is
disabled. To enable it, select the Enable radio button and then
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| | click Apply/Save.

Log
Level

Allows you to configure the event level and filter out unwanted
events below this level. The events ranging from the highest
critical level “Emergency” down to this configured level will be
recorded to the log buffer on the PRT-6351 SDRAM. When the
log buffer is full, the newer event will wrap up to the top of the
log buffer and overwrite the old event. By default, the log level is
“Debugging”, which is the lowest critical level.

The log levels are defined as follows:

e Emergency = system is unusable

e Alert = action must be taken immediately

e Critical = critical conditions

e Error = Error conditions

e Warning = normal but significant condition

e Notice= normal but insignificant condition

e Informational= provides information for reference
e Debugging = debug-level messages

Emergency is the most serious event level, whereas Debugging
is the least important. For instance, if the log level is set to
Debugging, all the events from the lowest Debugging level to the
most critical level Emergency level will be recorded. If the log
level is set to Error, only Error and the level above will be logged.

Display
Level

Allows the user to select the logged events and displays on the
View System Log window for events of this level and above to
the highest Emergency level.

Mode

Allows you to specify whether events should be stored in the
local memory, or be sent to a remote system log server, or both
simultaneously. If remote mode is selected, view system log will
not be able to display events saved in the remote system log
server.

When either Remote mode or Both mode is configured, the WEB
UI will prompt the user to enter the Server IP address and
Server UDP port.

STEP 3: Click View System Log. The results are displayed as follows.

System Log

Date/Time

Facility

Severity

Message

Jarn 1 00:00:12

=yslog

=merg

BCMI5345 started: BusyBox v0.60.4 (2004,09, 14-06:30+00007%

Jan 1 00:00:17

Lser

crit

klogd: USE Link UP.

Jan 1 00:00:19

LSser

it

klogd: etho Link UP,

Refresh | Closel

Click the Refresh button to update the system log and click the Close button to
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remove the current log from the screen.
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8.3 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application
to retrieve statistics and status from the SNMP agent in this device. Select the
Enable radio button, configure options, and click Save/Apply to activate SNMP.

%O?RE @ g@ -..‘ .

she

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

SNMP - Configuration

Settings

System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

The settings shown above are described below.

Item Description
| SNMP Agent | | Enable or Disable the SNMP Agent |
Read Default is “public”
Community
| Set Community | | Default is “private” |
| System Name | | Default is "Comtrend” |
| System Location | | Describes the location of the system (user defined) |
System Contact Describes who should be contacted about the host the
agent is running on (user defined)
Trap Manager IP Trap request supports to monitor and alarm via port
162 from Agent
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8.4 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS)
to perform auto-configuration, provision, collection, and diagnostics to this
device. Select desired values and click Apply/Save to configure TR-069 client

options.
. =
SOMTREND
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings TR-0639 client - Configuration
System Log (TR-08 zuto-configuration,
SNMP Agent -
TR-069 Client o
STUN Client
Internet Time
Access Control
Update Software
Reboot
30
TR059 ¢ [Any_WAN~]
Connection Request Authentication
Connection Regu :
Eolqn;:u'or- Requ |
| Azoiy/save || Send Inform |
The table below is provided for ease of reference.
Item Description
Enable TR-069 | | Tick the checkbox M to enable.
OUI-serial The serial number used to identify the CPE when

making a connection to the ACS using the CPE WAN
Management Protocol. Select MAC to use the
router’s MAC address as serial number to
authenticate with the ACS or select serial number to
use the router’s serial number.

Disable/Enable TR-069 client on the CPE.

Inform |

DHCP Option 43 Enable/Disable using DHCP option 43 received from
WAN server to configure ACS URL.
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Inform Interval The duration in seconds of the interval for which the
CPE MUST attempt to connect with the ACS and call
the Inform method.

ACS URL URL for the CPE to connect to the ACS using the CPE
WAN Management Protocol. This parameter MUST be
in the form of a valid HTTP or HTTPS URL. An HTTPS
URL indicates that the ACS supports SSL. The “host”
portion of this URL is used by the CPE for validating
the certificate from the ACS when using certificate-
based authentication.

ACS User Name Username used to authenticate the CPE when making
a connection to the ACS using the CPE WAN
Management Protocol. This username is used only for
HTTP-based authentication of the CPE.

ACS Password Password used to authenticate the CPE when making
a connection to the ACS using the CPE WAN
Management Protocol. This password is used only for
HTTP-based authentication of the CPE.

WAN Interface Choose Any_WAN, LAN, Loopback or a configured
used by TR-069 connection.
client

| Connection Request |

| Authentication | | Tick the checkbox M to enable. |

User Name Username used to authenticate an ACS making a
Connection Request to the CPE.

Password Password used to authenticate an ACS making a
Connection Request to the CPE.

URL IP address and port the ACS uses to connect to the
router.

The Send Inform button forces the CPE to establish an immediate connection to
the ACS.
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8.5 STUN Client

Session Traversal Utilities for NAT (STUN) is a protocol that serves as a tool for
other protocols in dealing with Network Address Translator (NAT) traversal.

PS5 a

™ 3

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

STUN client - Configuration

Settings
System Log
SNMP Agent
TR-069 Client
STUN Client @ pisable ) Enable
Internet Time ——————
Access Control
Update Software
Reboot

| Apply/save:|

Select the desired values and click the Apply/Save button to configure the STUN
client options.

The settings shown above are described below.

Item Description

| Disable/Enable | | Disable/Enable STUN client.

| STUN Server Address | | IP address of the STUN server.

|
|
| STUN Server Port | | Service port of the STUN server. |
|

| STUN User Name | | Account to link to the STUN server.

STUN Password Password of said account to link to the STUN
server.

Max KeepAlive Period Maximum period to wait for a packet to be
received from the STUN server to keep the link
alive.

Min KeepAlive Period Minimum period to send a packet to the STUN
server to keep the link alive.
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8.6 Internet Time

This option automatically synchronizes the router time with Internet timeservers.
To enable time synchronization, tick the corresponding checkbox M, choose your
preferred time server(s), select the correct time zone offset, and click
Apply/Save.

L) @ g@ i:.‘

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings Time settings
System LOg is page allows you to the modem’s time configuration,
SNMP Agent Auometically synchronize with Internet time servars
TR-069 Client
STUN Client ;:ock.fmt.he_net v
Internet Time N2:2 :
Access Control None -
Update Software Fifds NTP im None v
Reboot
Time 2one offz=t: | (GMT-08:00) Pacific Time, Tijuana ~
| Apply/z=va |

NOTE: Internet Time must be activated to use. See 5.5 Parental Control.
The internet time feature will not operate when the router is in bridged mode,
since the router would not be able to connect to the NTP timeserver.
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ZOMTREND
8.7 Access Control

8.7.1 Accounts

This screen is used to configure the user account access passwords for the
device. Access to the PRT-6351 is controlled through the following user
accounts:

e The root account has unrestricted access to view and change the
configuration of your Broadband router.

Use the fields to update passwords for the accounts, add/remove accounts (max
of 5 accounts) as well as adjust their specific privileges.

™ 3 $ 2a

Device Info BasicSetup  Advanced Setup Diagnostics Management Logout

o Access Control — Accounts/Passwords
Settings By cafzuit, access to your Breadband router s oo

System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control

Accounts

Services

IP Address
Update Software
Reboot

@ Select an account:
(") Create an account:

Confirm Password:

SavelApply || Deete

accounts as well 25 adjus

Enabled

Advanced

[ savelappiy |

Note: Passwords may be as long as 16 characters but must not contain a space.
Click Save/Apply to continue.

161

Leading the Communication Trend



8.7.2 Services

The Services option limits or opens the access services over the LAN or WAN.
These access services available are: HTTP, SSH, TELNET, SNMP, HTTPS, FTP, TFTP
and ICMP. Enable a service by selecting its dropdown listbox. Click
Apply/Save to activate.

Access "CPU & Memory" from WAN side:This allows the WAN side to access

the Device Info CPU & Memory page.
SOMTREND

Ao @é@uﬁ

Device Info Basic Setup  Advanced Setup  Diagnostics Management

Service Access Control Configuration

Settings

t =ach listhox and clic

System Log ssing
SHuE Age“t Sarvice | Current New Port
TR-069 Client
STUN Client HITE | fen
Internet Time E] Lan
Access Control ) [

Accounts

e SNMP | Disable

IP Address wres | Len
Update Software = -
Reboot =

CMP La

Access "CPU & Memo

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the WiFi power setting). Comtrend’s products follow the
market’s standard requirements.

162

Leading the Communication Trend



8.7.3 IP Address
The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If
the Access Control mode is disabled, the system will not validate IP addresses for

incoming packets. The services are the system applications listed in the Service
Control List beside ICMP.

COMTREND
= 191_..

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

= Access Control - IP Address
Settings

System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Accounts
Services (7 | (R
IP Address L | Ferore

ol Mode: ) Disble (O Enable

IP Address ISuImel Mask I Interface I Remove I

Click the Add button to display the following.

COMTREND 0 g@ -&

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Access Contral

Settings
System Log
SNMP Agent
TR-069 Client IP Address Subnet Mash Interface

STUN Client 1] |[|lmone
Internet Time )
Access Control [ S=velazaly |

Accounts

Services

IP Address

zddrass of the management stztion zermitted to access the focs! managemant sand

Configure the address and subnet of the management station permitted to access
the local management services, and click Save/Apply.

IP Address - IP address of the management station.
Subnet Mask - Subnet address for the management station.

Interface - Access permission for the specified address, allowing the address to
access the local management service from none/lan/wan/lan&wan interfaces.
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8.8 Update Software

This option allows for firmware upgrades from a locally stored file.

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the Wi-Fi power setting). Comtrend’s products follow the
market’s standard requirements.

OM?REND ® |
o & 1k O q B

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Tools -- Update Software

Settings

System Log
SNMP Agent
TR-0692 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

o Rioster will rebooe,

| Updats Saftwar= |

STEP 1: Obtain an updated software image file from your ISP.

STEP 2: Enter the path to the image file location in the box below or click the
Choose File button to locate the image file.

Configuration options:

No change - upgrade software directly.

Erase current config - If the router has save_default configuration, this option
will erase the current configuration and restore to save_default configuration after
software upgrade.

Erase All - Router will be restored to factory default configuration after software
upgrade.

STEP 3: Click the Update Software button once to upload and install the file.

NOTE1l: The update process will take about 2 minutes to complete. The device
will reboot and the browser window will refresh to the default screen
upon successful installation. It is recommended that you compare the
Software Version on the Device Information screen with the firmware
version installed, to confirm the installation was successful.

NOTE2: The Power LED indicates the status of firmware update progress. Please
DO NOT power off the device when Power LED is flashing or the device
will be damaged.
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8.9 Reboot

To save the current configuration and reboot the router, click Reboot.

7

Basic Setup

Device Info

Settings

System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

Advanced Setup Diagnostics

Click the button below to reboot the router.

| Reboot

G @ A

Logout

Management

NOTE:

You may need to close the browser window and wait for 2 minutes

before reopening it. It may also be necessary, to reset your PC IP

configuration.

COMTREND
- ]
- [P g@ ®

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Settings Broadband Router Reboot
System Log The Broadband Router is reboating.
SNMP Agent Olosa the Broadband Router Configurstion window and wait for 2 minutes bafore reopening your web browsar
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot
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Chapter 9 Logout

To log out from the device simply click the following icon located at the top of
your screen.

Logout

When the following window pops up, click the OK button to exit the router.

192.168.1.1 says

Exit Broadband Router?

Upon successful exit, the following message will be displayed.

192.168.1.1 says

You have successfully exited Broadband Router.
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STATEFUL PACKET INSPECTION

Appendix A - Firewall

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This is in
contrast to static packet filtering which only examines a packet based on the

information in the packet header.

DENIAL OF SERVICE ATTACK

Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have. Various DoS attacks the device can
withstand are ARP Attack, Ping Attack, Ping of Death, Land, SYN Attack, Smurf

Attack, and Tear Drop.

TCP/IP/PORT/INTERFACE FILTER

These rules help in the filtering of traffic at the Network layer (i.e. Layer 3).
When a Routing interface is created, Enable Firewall must be checked.
Navigate to Advanced Setup > Security = IP Filtering.

OUTGOING IP FILTER

Helps in setting rules to DROP packets from the LAN interface. By default, if the
Firewall is Enabled, all IP traffic from the LAN is allowed. By setting up one or
more filters, specific packet types coming from the LAN can be dropped.

Example 1: Filter Name : Out_Filterl
Protocol : TCP
Source IP address 1 192.168.1.45
Source Subnet Mask 1 255.255.255.0
Source Port : 80
Dest. IP Address NA
Dest. Subnet Mask NA
Dest. Port NA

This filter will Drop all TCP packets coming from the LAN with IP
Address/Subnet Mask of 192.168.1.45/24 having a source port of 80
irrespective of the destination. All other packets will be Accepted.

Example 2: Filter Name : Out_Filter2
Protocol : UDP
Source IP Address 1 192.168.1.45
Source Subnet Mask 1 255.255.255.0
Source Port : 5060:6060
Dest. IP Address 1 172.16.13.4
Dest. Subnet Mask : 255.255.255.0
Dest. Port : 6060:7070

This filter will drop all UDP packets coming from the LAN with IP Address /
Subnet Mask of 192.168.1.45/24 and a source port range of 5060 to 6060,
destined to 172.16.13.4/24 and a destination port range of 6060 to 7070.

INCOMING IP FILTER

Helps in setting rules to Allow or Deny packets from the WAN interface. By
default, all incoming IP traffic from the WAN is Blocked, if the Firewall is Enabled.
By setting up one or more filters, specific packet types coming from the WAN can
be Accepted.
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Example 1: Filter Name : In_Filterl
Protocol : TCP
Policy : Allow
Source IP Address 1 210.168.219.45
Source Subnet Mask 1 255.255.0.0
Source Port : 80
Dest. IP Address : NA
Dest. Subnet Mask : NA
Dest. Port : NA

Selected WAN interface : brO

This filter will ACCEPT all TCP packets coming from WAN interface “br0” with
IP Address/Subnet Mask 210.168.219.45/16 with a source port of 80,
irrespective of the destination. All other incoming packets on this interface

are DROPPED.

Example 2: Filter Name : In_Filter2
Protocol : UDP
Policy : Allow
Source IP Address 1 210.168.219.45
Source Subnet Mask 1 255.255.0.0
Source Port : 5060:6060
Dest. IP Address 1 192.168.1.45
Dest. Sub. Mask : 255.255.255.0
Dest. Port : 6060:7070

Selected WAN interface : brO

This rule will ACCEPT all UDP packets coming from WAN interface “br0” with
IP Address/Subnet Mask 210.168.219.45/16 and a source port in the range
of 5060 to 6060, destined to 192.168.1.45/24 and a destination port in the
range of 6060 to 7070. All other incoming packets on this interface are

DROPPED.

MAC LAYER FILTER

These rules help in the filtering of Layer 2 traffic. MAC Filtering is only effective in
bridge mode. After a bridge mode connection is created, navigate to Advanced
Setup > Security > MAC Filtering in the WUL.

Example 1: Global Policy : Forwarded
Protocol Type : PPPoE
Dest. MAC Address : 00:12:34:56:78:90
Source MAC Address : NA
Src. Interface : ethl
Dest. Interface : eth2

Addition of this rule drops all PPPoE frames going from ethl to eth2 with a
Destination MAC Address of 00:12:34:56:78:90 irrespective of its Source
MAC Address. All other frames on this interface are forwarded.

Example 2: Global Policy
Protocol Type
Dest. MAC Address
Source MAC Address
Src. Interface
Dest. Interface

: Blocked

: PPPoE

1 00:12:34:56:78:90
: 00:34:12:78:90:56
: ethl

: eth2

Addition of this rule forwards all PPPoE frames going from eth1 to eth2 with a
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Destination MAC Address of 00:12:34:56:78 and Source MAC Address of
00:34:12:78:90:56. All other frames on this interface are dropped.

DAYTIME PARENTAL CONTROL
This feature restricts access of a selected LAN device to an outside Network
through the PRT-6351, as per chosen days of the week and the chosen times.

Example: User Name : FilterJohn
Browser's MAC Address : 00:25:46:78:63:21
Days of the Week : Mon, Wed, Fri
Start Blocking Time 1 14:00
End Blocking Time 1 18:00

With this rule, a LAN device with MAC Address of 00:25:46:78:63:21 will
have no access to the WAN on Mondays, Wednesdays, and Fridays, from
2pm to 6pm. On all other days and times, this device will have access to the
outside Network.
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Appendix B - Pin Assignments

Giga ETHERNET Ports (R145)

Pin Name Description

1 BI_DA+ Bi-directional pair A
+

| 2 | | BL_DA- ‘ ‘ Bi-directional pair A -

3 BI_DB+ Bi-directional pair B
+

4 BI_DC+ Bi-directional pair C
+

| 5 | | BL_DC- ‘ ‘ Bi-directional pair C - |

| 6 | | BI_DB- ‘ ‘ Bi-directional pair B - |

7 BI_DD+ Bi-directional pair D
+

| 8 | | BI_DD- ‘ ‘ Bi-directional pair D - |
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Appendix C - Specifications

Hardware

- RJ-45 X 4 for GELAN

- RJ-45 X 1 for 2.5GEWAN

-USB2.0X1

- Reset button X 1

- WiFi on/off X 1

- WPS button X 1

- Internal Antenna X 6 ( 2.4GHz *2 / 5GHz * 4 / 6GHz * 2 )
- Power switch X 1

2.5Gigabit Ethernet
IEEE 802.3bz

2.5G BASE-T, auto-sense
Support MDI/MDX

Gigabit Ethernet
IEEE 802.3, IEEE 802.3u IEEE 802.3ab

10/100 /1000 BASE-T, auto-sense
Support MDI/MDX

Software Features

- WAN Type: Dynamic IP/Static IP/PPPoE

- DHCP: Server, Client, DHCP Client List, Address Reservation
- Quality of Service: WMM, Bandwidth Control

- Port Forwarding: Virtual Server, Port Triggering, UPnP, DMZ
- VPN: PPTP, L2TP, IPSec

- Access Control: Parental Control, Local Management Control, Host List, Access
Schedule, Rule Management

- Firewall Security:
DoS, SPI Firewall
IP Address Filter/MAC Address Filter/Domain Filter
IP and MAC Address Binding

-USB Sharing: Supports Samba(Storage), FTP Server, Media Server, Printer Server,
DLNA

- Management: Access Control, Local Management, Remote Management
Internet Protocol: IPv4, IPv6

Management
- TR-069/TR-104/TR-111/TR-181, SNMP, Telnet, Web- Based Management,

Configuration Backup and Restoration
Software Upgrade via HTTP, TFTP Server, or FTP Server
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Wireless

- IEEE 802.11ax, 2.4GHz, 2T2R
Backward compatible with 802.11n/g/b
2412~2462 MHz

- IEEE 802.11ax, 5GHz, 4T4R

Backward compatible with 802.11ac/n/a
U-NII-1 ( 5150~5250 MHz )

U-NII-2a ( 5250~5350 MHz ) optional
U-NII-2c/2e ( 5470~5725 MHz ) optional
U-NII-3 ( 5725~5825 MHz )

- IEEE 802.11ax, 6GHz, 2T2R

U-NII-5 ( 5925~6425 MHz )

U-NII-6 ( 6425~6525 MHz )

U-NII-7 ( 6525~6875 MHz )

U-NII-8 ( 6875~7125 MHz )

- WPA/WPA-PSK, WPA2/WPA2-PSK with TKIP & AES Security Type

- Multiple SSID
- MAC Address Filtering

Power Supply

- External power adapter: 12VDC / 2.5A @_C O
- Output : USB3.0, === 900mA

Environment
- Operating Temperature: 0°C ~40°C (32°F ~104°F)
- Operating Humidity: 10%~90% non-condensing

- Storage Temperature: [-40°C ~70°C (-40°F ~158°F) | E#i##% [Trevor1]: Or this?
- Storage Humidity: 5%~90% non-condensing

- Storage Temperature: -25°C ~65°C (-23°F ~149°F)

Kit Weight

(1* PRT-6351, 1*RJ45 cable, 1*power adapter) = 0.8 kg

| NOTE: Specifications are subject to change without notice.
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Appendix D - SSH Client

Unlike Microsoft Windows, Linux OS has a ssh client included. For Windows
users, there is a public domain one called “putty” that can be downloaded from
here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
To access the ssh client you must first enable SSH access for the LAN or WAN
from the Management - Access Control > Services menu in the web user

interface.

To access the router using the Linux ssh client

For LAN access, type: ssh -l root 192.168.1.1

For WAN access, type: ssh -l root |WAN IP address

To access the router using the Windows “putty” ssh client

For LAN access, type: putty -ssh -l root 192.168.1.1
For WAN access, type: putty -ssh -l root |WAN IP address|
NOTE: The |WAN IP address| can be found on the Device Info > WAN screen
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Appendix E - Printer Server

These steps explain the procedure for enabling the Printer Server.

NOTE: This function only applies to models with an USB host port.

STEP 1: Enable Print Server from Web User Interface. Select the Enable on-
board print server checkbox M and input Printer name & Make and
model. Click the Apply/Save button.

%! @ g@ =.‘

Device Info Basic Setup  Advanced Setup  Diagnostics Manac t Logout

Print Server settings

WAN Setup
MNAT This pags allows you 1o enable / disab's printer support.
LAN
Parental Control
Home Networking
Print Server
DLNA
Storage Service Apply/Save |
Wireless
WifiXtend2.0
AutoXtend

= on-board print server.

Canon

Make and model Mx433

NOTE: The Printer name can be any text string up to 40 characters.
The Make and model can be any text string up to 128 characters.
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STEP 2: Click the Windows start E button. - Then select Settings.

@ Trevor.Owens

Documents
Pictures
Settings

Power

L M MmO
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STEP 3: Select Devices.

Settings

&)

Q

System
Display, sound, notifications,
power

Personalization
Background, lock screen, colors

Gaming
Xbox Game Bar, captures, Game
Mode

Update & Security
Windows Update, recovery,
backup

Windows Settings

| Fmd a setting
Devices D Phone
Bluetooth, printers, mouse Link your Android, iPhone
H A A 1t
H pps R ccounts
B Uninstall, defaults, optional Your accounts, email, sync,
features work, other people
('17. Ease of Access p Search
e Narrator, magnifier, high Find my files, permissions
contrast

STEP 4: Select Printers & scanners.

Bluetooth & other devices

< Settings
N Home

| km:i 3 setting
Devices

I @ Bluetooth & other devices

| + Add Bluetooth or other device

Bluetooth

@ of

I‘E.] Printers & scanners

D Show notifications to connect using Swift Pair

B uss

O Mouse
E3  Touchpad
Typing

cﬂ’ Pen & Windows Ink

@ AutoPlay

When selected, you can connect to supported Bluetooth devices quickly
when they're close by and in pairing mode.

D Download over metered connections

To help prevent extra charges, keep this off so device software (drivers,
info, and apps) for new devices won't download while you're on
metered Internet connections.

Turn on Bluetooth even faster
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STEP 5: Select Add a printer or scanner.

< Settings

) Home

Printers & scanners

Find a setting

o]

Add printers & scanners

Devices

Bluetooth & other devices

lﬁl Printers & scanners
Mouse

E3  Touchpad

Typing

o> Pen & Windows Ink

® AutoPlay

8 use

Add a printer or scanner
St p

Printers & scanners

Fax
Inkjet Multifunction Printer
Not connected
Microsoft Print to PDF
=]

Microsoft XPS Document Writer
=i

STEP 6: - Select The printer that I want isn’t listed.

£ Settings

N Home

Printers & scanners

Find a setting

be | Add printers & scanners

Devices

E@ Bluetooth & other devices
I 51 Printers & scanners

O Mouse

B Touchpad

Typing

o Pen & Windows Ink

® AutoPlay

B uss

Refresh

O

Searching for printers and scanners

|The printer that | want isn‘t listed

Printers & scanners

Fax
Microsoft Print to PDF
=1
Microsoft XPS Document Writer
=

B OneNote for Windows 10
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STEP 7: Choose Select a shared printer by name. Then input the printer link
and click Next.

http://LAN IP:631/printers/Canon

NOTE: The printer name must be the same name inputted in the WEB UI
“Print Server settings” as in step 1.

= Add Printer

Find a printer by other options

() My printer is a little older. Help me find it.

(®) Select a shared printer by name

http://192.168.1.1:631/printers/Cancn Browse...

Example: \\computername\printername or
http://computername/printers/printername/.printer

(7) Add a printer using a TCP/IP address or hostname
(7) Add a Bluetooth, wireless or network discoverable printer

() Add a local printer or network printer with manual settings

Cancel
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STEP 8: Select the manufacturer - and model of your printer > then, click OK.

Add Printer Wizard ? pad

Select the manufacturer and model of your printer. If your printer came with
<= an installation disk, click Have Disk. If your printer is not listed, consult your
printer documentation for a compatible printer.

Manufacturer Printers

4 Canon MX490 series FAX I
Generic i Canon MX480 series Printer
Microsoft
SHARP

[=] This driver is digitally signed.

v Windows Update Have Disk...
Tell me why driver signing is important L

STEP 9: The printer has been successfully installed. Click the Next button.

= Add Printer

You've successfully added Canon on http://192.168.1.1:631

Printer name: Canon on http://192.168.1.1:631

This printer has been installed with the Canon MX430 series Printer driver.

Cance'
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STEP 10: Click Finish (or print a test page if required).

= Add Printer

You've successfully added Canon on http://192.168.1.1:631

To check if your printer is working properly, or to see troubleshooting information for the printer,
print a test page.

Print a test page

Finish Cancel

STEP 11: Go to > Settings > Devices > Printers & scanners to confirm that
the printer has been configured.

<« Settings
Q Home Printers & scanners
Find a setting I Add printers & scanners
Devices Refresh
©
E§ Bluetooth & other devices
The printer that | want isn't listed
l @ Printers & scanners
Printers & scanners
O Mouse lg] Canon on http://192.168.1.1:631
Default
E3  Touchpad
=~
Typing
1 Inkjet Multifunction Printer
o Pen & Windows Ink Not connected
® AutoPlay Microsoft Print to PDF
=
8 uss
m

Microsoft XPS Document Writer
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Appendix F - Connection Setup

Creating a WAN connection is a two-stage process.

1 - Setup a Layer 2 Interface (ATM, PTM or Ethernet).
2 - Add a WAN connection to the Layer 2 Interface.

The following sections describe each stage in turn.

F1 ~ Layer 2 Interfaces

Every layer2 interface operates in Multi-Service Connection (VLAN MUX) mode,
which supports multiple connections over a single interface. Note that PPPoA and
IPoA connection types are not supported for Ethernet WAN interfaces. After
adding WAN connections to an interface, you must also create an Interface Group
to connect LAN/WAN interfaces.

F1.1 Ethernet WAN Interface

The PRT-6351 supports a single Ethernet WAN interface over the ETH WAN port.
Follow these procedures to configure an Ethernet interface.

STEP 1: Go to Basic Setup "™ ™" 3 WAN Setup > Select ETHERNET Interface
from the drop-down menu.

SOMTREND
- L
= . |

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Salect new interface to add:
LAN ETH WAN Interface Configuration
Parental Control
Home Networking Interface/ (Name) | Connection Made [ Remave |
Wireless
WifiXtend2.0
AutoXtend

Step 2: Wide Area Network (WAN) Service Setup
[mﬁaeel Description | Type | Viang021p | VianMuxid | VianTpid | ;‘»:;“x: sffm'e NATl Firewall | 1Pv6. | n:ali; S;‘ie ”,;;‘;‘:‘ Remave ErIitl
Add | [Remoe |

STEP 2: Click Add to proceed to the next screen.

This table is provided here for ease of reference.
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Item

Description

Interface/
(Name)

WAN interface name.

Connection Mode

Default Mode - Single service over one interface.
Vlan Mux Mode - Multiple Vlan services over one
interface.

Remove

‘ | Select interfaces to remove.

STEP 3: Select an Ethernet port and Click Apply/Save to confirm your choices.

ETH WAN Configuration
This screen aliows you to configure 2 ETH past .
Select'a ETH port:
[ethDETHWAN ¥

| Back || Apphy/Save |

On the next screen, check that the ETHERNET interface is added to the list.

Interface/(Name) | Connection Mode | Remove

sthO/ETHWAN VlznMuMode | Remove |

To add a WAN connection go to Section F2 ~ WAN Connections.
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F2 ~ WAN Connections

The PRT-6351 supports one WAN connection for each interface, up to a maximum
of 16 connections.

To setup a WAN connection follow these instructions.

<

STEP 1: Go to Basic Setup "™ " > WAN Setup.

Step 2: Wide Area Network (WAN) Service Setup

Mid Mid | Manual -
IPvEl vy | Sivarne | Mode Remove Edltl

Iomp
Source

Viang021p | VianMuxId NAT | Firewall

| 1gmp
e

| Interface | Description | Type

| add || Remowe |

STEP 2: Click Add to create a WAN connection. The following screen will display.

WAN Service Interface Configuration

Select a layer 2 interface for this service

o

STEP 3: Choose a layer 2 interface from the drop-down box and click Next.
The WAN Service Configuration screen will display as shown below.
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WAN Service Configuration

Enter Service Description: | popoe_ethi

popoe_sth

Far tagged service, enter valid 802.1P Priority and

Q VLAN ID.

Far untagged == -1 to both 802.1P Pri nd B0Z.1Q VLAN ID.
Enter 802,1F Priority [0-7]: -1
Enter 8021 VLA ID [0-4034]: ]
Select VLAN TRID Selecta TRID »
Internet Protocol Sehection:
[1Pv4 Oniy [
[ Back || Mext |

NOTE: The WAN services shown here are those supported by the layer 2
interface you selected in the previous step. If you wish to change your
selection click the Back button and select a different layer 2 interface.

STEP 4: For VLAN Mux Connections only, you must enter Priority & VLAN ID
tags.

Enter 202.1P Priority [0-7]¢ 1
Entar ) VLAN ID [0-4094]:
Selzct VLAN TPID Selecta TPID w

Select a TPID if VLAN tag Q-in-Q is used.

STEP 5:

You will now follow the instructions specific to the WAN service type
you wish to establish. This list should help you locate the correct
procedure:

(1) For PPP over ETHERNET (PPPoE) - IPv4

(2) For IP over ETHERNET (IPoE) - IPv4

(3) For Bridging — IPv4

(4) For PPP over ATM (PPPoA) - IPv4 (Not Supported)
(5) For IP over ATM (IPoA) - IPv4 (Not Supported)
(6) For PPP over ETHERNET (PPPoE) - IPv6

(7) For IP over ETHERNET (IPoE) - IPv6

(8) Bridging — IPv6 (Not Supported)

(9) For PPP over ATM (PPPoA) - IPv6 (Not Supported)
(10) IPoA - IPv6 (Not Supported)

The subsections that follow continue the WAN service setup procedure.
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F2.1 PPP over ETHERNET (PPPoE) - IPv4

STEP 1:

Select the PPP over Ethernet radio button and click Next.

WAN Service Configuration
=t WAN sarvice type

i PPE over Ethernet (PRROE)
IP over Ethernat

Se

Enter Service Description

popoe_sthd

2 VLAN ID.
802,19 VLAN ID.

Enter B0

Entar .1
Selzct VLAN TRID

Intermet Protocol Sehecton:

[1Pv4 Oniy

-1

-1

Select a TPID w

Back || Mea |

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.
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PPP Username and Password

PRR Usarnarme:

usar name and password o
=r name and password that your 15

PPR Password

PPRoE Service Name:

Authenticstion Method: | AUTO

|

Configure Keap-zlive (PPP echo-regu

isecond) 30

Mumber of retries:

Enzble Fulleone MAT
O

Enzhl= NAT

(] Enzk

Firews

[ Use Static IPv4 Address

Fixed MTU

[J Enzblz PP Manusl Mods

D Enzhlz PPP Debug Mode

IGMP Multicast

[ Enazble IGMP Multicast Proxy

[ Enzblz IGMP Multicast Source

WAN interface with base MAC.

) Interval and the Mumber of n

[0 Dizl on demand (with idle timeout timer)

[0 Bridge PPPoE Frames Bztween WAN and Local Ports

Notice! Only one WAN interface can be doned w base MAC address,

O Enzbiz wan interfacs with baze MAC

| Back || Me |

s provided to you.

s

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.
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CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT,

all requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal
host, by sending a packet to the mapped external address.

DIAL ON DEMAND

The PRT-6351 can be configured to disconnect if there is no activity for a period
of time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side
(i.e. the LAN side is using a public IP), this checkbox M should not be selected to
free up system resources for better performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M.
If selected, enter the static IP address in the IPv4 Address field.

Don't forget to adjust the IP configuration to Static IP Mode as described in
section 3.2 IP Configuration.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The PRT-6351 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.
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ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

Enable WAN interface with base MAC

Tick the checkbox M to enable this function which will hook up the brO MAC
address to this very WAN service.

STEP 3: Choose an interface to be the default gateway.

Routing — Default Gateway

Selected Default Gateway Available Routed WAH
Interfaces Interfaces
pppD.l A -

Back Pest:

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPOE protocol is configured, Static DNS
server IP addresses must be entered.

DNS Server Configuration

o

5 Sarver WAN interfares OR enter static DNS server [P
zzzs for the i single WAN with static IPoE protocol is configured, Static

DNS server IF eddresses must be entered,

DNS Server Interfaces can have mu'tipl

only one will be used according w the prio
west priority & the WAN interface is connected, B

remaving 2l and zdding them back in again.

m dns servers but
g t and the last one
s order can be changed by

® Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfacss Available WAN Intefaces

ppp0.1 = -

2 Use the follow ng Static DNS IP address:
Primary DS sarver

Secondary DNS sarver

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if
they are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: FERoE

NAT: Enzbbed
Full Cone MAT: Disabled
Firewall: Dizabled
IGMP Multicast Proxy: Disabled
IGMP Multicast Source Enabled: | Diszed
MLD Multicast Proxy: Disablad
MLD Multicast Source Enabled: | Diszzed
Quality Of Service: DitsaShed

Click "Apply/Save” to have this intarface to be off:
| Back | A

e, Click "Back” to mzke any modificasions,
(Sanve |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.2 IP over ETHERNET (IPoE) - IPv4

STEP 1:

Select the IP over Ethernet radio button and click Next.

WAN Service Configuration
Select WAN service typs

PPP gver Ethe
IP over Ethernet

'} Bridging

Enter Service Description: | ipos_sthi

e, enter valid 802.1
= -1 to bath &

1 VLAN ID.
802.1G VLAN ID.

r 802.1P Priority [0-7]:
10 VLAN ID [0-4094]:
Select VLAN TPID:

Internet Protocol Sehection:

[1Pv4 Only

v]

Back

| et |

-1

-1

Selecta TRPID v
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STEP 2: The WAN IP settings screen provides access to the DHCP server
settings.
You can select the Obtain an IP address automatically radio button
to enable DHCP (use the DHCP Options only if necessary). However, if
you prefer, you can use the Static IP address method instead to
assign WAN IP address, Subnet Mask and Default Gateway manually.

WAN IP Settings

zhizd for PVC in IPoE mode.
subnet mask and

intarface gateway.

Obtzin 2n IP address
Option 60 Vendor ID

Option 61 TAID: ( £

Option 61 DUID: {hexadecimal digit)
Option 77 User ID:

Option 125 @ Dbl ) Enzblz

Option 50 Reguest IP Address
Option 51 Reguest

3800

Option 54 Reguest Server Address

{ Subnet Mask
WAN gateway IP Address

| Back || Next |

With reference to different options, please contact your ISP (Internet Service
Provider) for more details.

Click Next to continue or click Back to return to the previous step.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast
settings. Enable each by selecting the appropriate checkbox M. Click
Next to continue or click Back to return to the previous step.

Metwork Address Translation Settings

4]

Enzblz NAT

[ Enzble Fullone NAT

WAN interface with base MAC,

Notice: Only one WAN intarface can be doned w bass M,

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side
(i.e. the LAN side is using a public IP), this checkbox M should not be selected, so
as to free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT,

all requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal

host, by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

Enable WAN interface with base MAC
Tick the checkbox M to enable this function which will hook up the brO MAC
address to this very WAN service.
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STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway

Cefault gateway interface list can have multiple WAN interfaces served as system default
gateways but only one will be used according to the pricrity with the first being the higest
and the last one the lowest priority if the WAM interface is connected, Pricrity order can
be changed by remaving all and adding them back in again.

Selected Default Gateway Available Routed WAN

Interfaces Interfaces

ethD 1 T =
il

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP addresses
must be entered.

DNS Server Configuration

Select DNS Server Interface fi o= WAM inmerfaces OR enter = resses for the
system, If only 2 single WAN wi IPoE p ol is configurad, S =zEs must
b= entered.

DNS Server Interfaces can have mu'tiple WAN intzrfacss served 25 systam ervars but only one w
be used zcrording to the pric first being gas! H est prio
WAN interface & connected. Priority onder can be changed by remeoving 2l and adding them back in

) Select DNS Server Interface from available WAN interfaces:
=d DNS Server Int=rfaces sl= WAM Intzrfaces

ethD.1 - a

O Use the following Static DNS IP address:
Primary DNS s=rver

Sacondary DMS sarver

| Back I Next |

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if
they are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below mztch the settings provided by your ISP,
Connection Type: IPcE
NAT: Enztlad
Full Cone NAT: Diszbled
Firewall: sziled
IGMP Multicast Proxy: Disablad
IGMP Multicast Source Enabled: | Disated
MLD Multicast Proxy: =zled
MLD Multicast Source Enabled: | Disa'ad
Quality Of Service: Dizatled

After clicking Apply/Save, the new service should appear on the main screen.
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F2.3 Bridging — IPv4

STEP 1: Select the Bridging radio button and click Next.

WAN Service Configuration

[0 akow 25 1GMP Muiticast Soures

[0 aFow 25 MLD Multiczst Source

Enter Service Description: | br_

or tagged sanvi .
or untagged . 52t -1 to both 802.1P Priority and

Q VLAN ID.
802.1Q VLAN ID.

Enter 802.1P Priority [0-7]: -1

Entar 3 VLAN ID [0-4094]: =t

Select VLAN TPID

| Back || Mea |

Selecta TPID w

Allow as IGMP Multicast Source

Click to allow use of this bridge WAN interface as IGMP multicast source.

Allow as MLD Multicast Source

Click to allow use of this bridge WAN interface as MLD multicast source.
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STEP 2: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if
they are correct, or click Back to return to the previous screen.

WAN Setup - Summary

Maka sure that the sattings below match the settings provided by your ISP,
Connection Type: Bridge
MNAT: WA
Full Cone MAT: sziied
Firewall: Disalied
IGMP Multicast Praxy: Dizabled
IGMP Multicast Source Enabled: | Diszz=d
MLD Multicast Proxy: Dizatled
MLD Multicast Source Enabled: | Diszz'=d
Quality Of Service: Disabled

Click "apphy/Save” to have this intarface t

After clicking Apply/Save, the new service should appear on the main screen.

NOTE: If this bridge connection is your only WAN service, the PRT-6351 will be
inaccessible for remote management or technical support from the
WAN.
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F2.4 PPP over ETHERNET (PPPoE) - IPv6

STEP 1: Select the PPP over Ethernet radio button. Then select IPv6 only from
the drop-down box at the bottom off the screen and click Next.

WAN Service Configuration
WAN sarvice type

PP owver Ethernat {PPPE)
P pver Ethernet

ity and S02.1¢ VLAN ID.
P Priority and BOZ.1Q VLAN ID:

-1
-1

Select VLAN TPID Selecta TPID w

Intzrnet Protocol Selection:

[IPv6 Only v

| Back || Meat |

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
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PPP Username and Password

PPP wsually requires that you have & ussr name and password to establish your connection,
In the baxes below, enter the us=r name and password that your ISP has provided to you.

PPP Username:
PPP Pazzword:
PPPoE Service Name:
Authentication Med

: [AUTO v

Configure Kee
Interval{s=cond}

/2 [PPP echo-request) Inserval and the Number of r

Mumber of retries:

Enzble Fullcone HAT

Dizl on demand (with idle timeout timer)

[0 Enzbl= Firews

Us= Static IPvé Address

[0 Use Static IPv6 Address

a

Enable IPvE Unnumbered Model

a

Launch Dhopée for Address Assignment (TAMA)

Launch Dhepée for Prefic Delegation (1

[0  Lsunch Dhepéc for Rapad Commit

Fired MTU

(O Enzble PPP Manual Mode
(O Enzble PPP Debug Mode

(O Bridge PPPoE Frames Batween WAN and Local Pors

MLD Multicast
[0 Enazblz MLD M

icast Prosy

[0 Enable MLD Multicast Source

WAN interface with base MAC.
Notice: Only ane WAN interface can be doned to base MAC address.

[0 Enable WAN interface with base MAC

Click Next to continue or click Back to return to the previous step.
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The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT
Not available for IPv6.

DIAL ON DEMAND
Not available for IPvé6.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS
Not available for IPv6.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M.
If selected, enter the static IP address in the IPv6 Address field.

Don't forget to adjust the IP configuration to Static IP Mode as described in
section 3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on
a serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on
the router, which conserves network and address space.
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LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
. Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN
practices
resource.
. Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one
IAPD; for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding
is found, the server attempts to assign prefixes for the client from other sources.
An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the Framed-IPv6-
Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP
Client) obtains "configurable information" (configurable parameters) from a
Delegating Router (DHCP Server) by using a rapid DHCPv6 two-message
exchange. The messages that are exchanged between the two routers (RR and
DR) are called the DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY"
message.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.
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BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The PRT-6351 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol
Version 6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast
listeners on a directly attached link, much like IGMP is used in IPv4. The protocol
is embedded in ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Tick the checkbox M to enable this function which will hook up the brO MAC
address to this very WAN service.

STEP 3: Choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the drop-down
box).

Routing -- Default Gateway

Selected Default Gateway Available Routed WAN
Interfaces Interfaces

| Back | Mest |
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Click Next to continue or click Back to return to the previous step.

STEP 4: Select DNS Server Interface from available WAN interfaces OR enter

static DNS server IP addresses for the system. In ATM mode, if only a

single PVC with IPoA or static IPOE protocol is configured, Static DNS
server IP addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6
DNS server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces:
DS Server Interfaces A

Use the following Static DNS IP address:
Primary DNS ssrver:

Secondary DNS server

WAN interfzce for IF

1ation OR enter the statc

for IPvE DMS s=rver will enadles DHOPYE Client on that

WAN intarfzcs:

pppoe_ethQipppl. 1w

Secondary IPvE DS serven

[(Back [ et |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if

they are correct, or click

Back to modify them.

WAN Setup - Summary

Mszke sure that the ssttings below match the sattings provided by your ISP,
‘Connection Type: PPPoE
NAT: Disabied
Full Cone NAT: Disabled
Firewall: Diszied
IGMP Multicast Proxy: Disazled
IGMP Multicast Source Enabled: | Disazed
MLD Multicast Proxy: Disatled
MLD Multicast Source Enabled: | Disazed
Quality Of Service: Disabliad

Clicx "Apply/Save” o have this fa

o= to be effect

i

Click "Back” to make any mod

| Back || Apply/Save |

After clicking Apply/Save, the new service should appear on the main screen.

205

Leading the Communication Trend



SOMTREND
F2.5 IP over ETHERNET (IPoE) - IPV6

STEP 1: Select the IP over Ethernet radio button and click Next. Then select

IPv6 only from the drop-down box at the bottom off the screen and
click Next.

WAN Service Configuration

Select WAN sarvice type

.10 VLAN ID.
d 802,10 VLAN
Enter 802.1P Priority [0-7]: -1
2 VLAM ID [0-2034]: 1
Select VLAN TPID Select 3 TPID w

Internet Protocol Selection:

[1Pv6 Only v |

[ B
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STEP 2: The WAN IP settings screen provides access to the DHCP server
settings.
You can select the Obtain an IPv6 address automatically radio
button to enable DHCP (use the DHCP Options only if necessary).
However, if you prefer, you can use the Static IPv6 address method
instead to assign WAN IP address, Subnet Mask and Default Gateway
manually.

Enter information provided to you by your ISP to configure the WAN IPv6
settings.

Notice: If “"Obtain an IPv6 address automatically” is chosen, DHCP client will be
enabled on this WAN interface.

If “Use the following Static IPv6 address” is chosen, enter the static WAN IPv6
address. If the address prefix length is not specified, it will be default to /64.

WAN IP Settings

Ertter infarmation provided to you by your

Motice: If "Obtain an IP address autornatcaly

IPoE mode

If "Usz= the following Stetic [P address" is chosen, enter the WAN IP address, subnet mask

=nd intarface galEwEy.

Obtzin an IP address awtomatically
Option &0 % r
Option 61 TAID: {8 hexadacimal digits)
Option 61 DUID: {hexadecimal digit)

Option 77 User ID:
Option 125 Disable Enable

(ption 50 Request IP Address
(Option 51 Request Leased Time:

(ption 54 Request Sarver Address

wing Static IP address:

M Subnet Mask:
VAN gateway [P Address

d on this

address” is chosen, enter the static WAN IPvE address, If
spedified, it will be defaul w /64,

the address prefix length i »

®  Obtzin an 1P sddress zutomatically

a

s Assignment [TAMA)

or this WAN int .
er 2 link loczl or 2 global unicast IPvE address.

WAN Mexs-Hop IPvE Address:

| Back | Next |

Click Next to continue or click Back to return to the previous step.
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DHCP6C FOR ADDRESS ASSIGNMENT (IANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
. Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN
practices
resource.
. Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

DHCP6C FOR PREFIX DELEGATION (IAPD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one
IAPD; for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding
is found, the server attempts to assign prefixes for the client from other sources.
An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the Framed-IPv6-
Prefix attribute.

WAN NEXT-HOP IPv6 ADDRESS
Specify the Next-Hop IPv6 address for this WAN interface.
This address can be either a link local or a global unicast IPv6 address.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast
settings. Enable each by selecting the appropriate checkbox ™.

Metwork Address Translation Settings

Enzble NAT
|_J Enzble Firewa
[0 Enable MLD Mult
[0  Enzble MLD Multicast Source

WAN interface with base MAC.

Notice: Only one WAN interface can be cloned to base MAC address,

| Back || Newt |

Click Next to continue or click Back to return to the previous step.

ENABLE NAT
Not available for IPv6.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected so as to free up system resources for better performance.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol
Version 6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast
listeners on a directly attached link, much like IGMP is used in IPv4. The protocol
is embedded in ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for
this WAN interface.
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STEP 4: To choose an interface to be the default gateway. Also, select a
preferred

WAN interface as the system default IPv6 gateway (from the
drop-down box).

Routing -- Default Gateway

we multiple WAN interfs
the priorit

s systam defsult
st being th
d. Priority order can b

the last one the lo p
by remaving 2ll and addin:

Selected Default Gateway Available Routed WAN
Interfaces Interfaces

£: Select 2 preferrad wan interface as the system default [PvE gataway.

cnad WAN Interface | ipoe_sthD/eth0.1 »

[ Back | Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter

static
DNS server IP addresses for the system. In ATM mode, if only a single

PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP

addresses must be entered.

DNS Server Configuration

VAN interfaces OR enter
N with static IPoE prameool

Select DNS Server Interface from available WAN interfaces:

Selzcr=d ONS Server Int=rfaces Asilable WAN Tn

Use the following Static DNS IP address:
Primary DNS sarver

Secondary DING server

®  obtzin IPvE DNS info from 2 WaN interfece:
WAN Intarface ssiected ipoe_eth0/ethD.1 w

Us= the fofiowing Static IPvE DNS address:

ry [Dve

Secondary IPvE

Back I Mext |

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/Save if
they

are correct, or click Back to modify them.

WAN Setup - Summary

Mzka sure that the sattings below match the

sattings provided by your ISP,

Connection Type: IPoE

NAT: Diisabled
Full Cone NAT: Disaied
Firewall: saied
IGMP Multicast Proxy: Disazled
IGMP Multicast Source Enabled: | Diszn'=d
MLD Multicast Proxy: szilbad
MLD Multicast Source Enabled: | Diszti=d
Quality Of Service: Dizztled

Click "Apply/Save” to have this interface to be =ff . Click "Back™ to make any modifications.

After clicking Apply/Save, the new service should appear on the main screen.
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