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Preface

This manual provides information related to the installation and operation of this
device. The individual reading this manual is presumed to have a basic
understanding of telecommunications terminology and concepts.

If you find the product to be inoperable or malfunctioning, please contact technical
support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

Important Safety Instructions

With reference to unpacking, installation, use, and maintenance of your electronic
device, the following basic guidelines are recommended:

e Do not use or install this product near water, to avoid fire or shock hazard. For
example, near a bathtub, kitchen sink or laundry tub, or near a swimming pool.
Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).

e Do not connect the power supply cord on elevated surfaces. Allow it to lie freely.
There should be no obstructions in its path and no heavy items should be placed
on the cord. In addition, do not walk on, step on, or mistreat the cord.

e Use only the power cord and adapter that are shipped with this device.

e Never install telephone wiring during stormy weather conditions.

CAUTION:

[ ] Always disconnect all telephone lines from the wall outlet before servicing
or disassembling this equipment.

[ Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.

] Do not stack equipment or place equipment in tight spaces, in drawers, or
on carpets. Be sure that your equipment is surrounded by at least 2 inches
of air space.

[ ] To prevent interference with cordless phones, ensure that the gateway is
at least 5 feet ( 1.5m )from the cordless phone base station.

[ If you experience trouble with this equipment, disconnect it from the
network until the problem has been corrected or until you are sure that
equipment is not malfunctioning.
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A WARNING

Disconnect the power line from the device before servicing
For indoor use only

Do NOT open the casing

Do NOT use near water

Do NOT insert sharp objects into the RJ-11 jack

Keep away from the fire

For use in ventilated environment / space

Use 26 AWG or larger cable connect to RJ-11 port

Débranchez I'alimentation électrique avant I'entretien
Cet appareil est congu pour l'usage intérieur seulement
N'ouvrez pas le boitier

N'utilisez pas cet appareil prés de l'eau

N'insérez pas d'objets tranchants dans la prise RJ-11
N'approchez pas du feu

Veuillez utiliser dans un environnement aéré

Veuillez utiliser fil électrique de 26AWG pour port RJ-11

Power Specifications ( Alimentation ) :
Input : 12Vdc, 3.0A

Output : USB3.0, m== 900mMA

C

User Information
Any changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

Aucune modification apportée a I'appareil par I'utilisateur, quelle qu’en soit la nature.
Tout changement ou modification peuvent annuler le droit d’utilisation de I'appareil
par l'utilisateur.

Note: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

—Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.
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This Class B digital apparatus complies with Canadian ICES-003.

To reduce potential radio interference to other users, the antenna type and
its gain should be so chosen that the equivalent isotropically radiated power
(e.i.r.p.) is not more than that permitted for successful communication.

This device contains licence-exempt transmitter(s)/receiver(s) that comply with
Innovation, Science and Economic Development Canada’s licence-exempt RSS(s).
Operation is subject to the following two conditions:

1. This device may not cause interference.

2. This device must accept any interference, including interference that may cause
undesired operation of the device.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 Canada.
Pour réduire le risque d’interférence aux autres utilisateurs, le type d’antenne

et son gain doivent étre choisies de facon que la puissance isotrope

rayonnée équivalente (PIRE) ne dépasse pas ce qui est nécessaire pour une
communication réussie.

L'émetteur/récepteur exempt de licence contenu dans le présent appareil est
conforme aux CNR d’Innovation, Sciences et Développement économique Canada
applicables aux appareils radio exempts de licence. L’exploitation est autorisée aux
deux conditions suivantes :

1. L'appareil ne doit pas produire de brouillage;

2. L'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage
est susceptible d’en compromettre le fonctionnement.

Radiation Exposure

FCC
1. This Transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 30 cm between the radiator and your body.

ISED

This device complies with the ISED radiation exposure limit set forth for an
uncontrolled environment. This device should be installed and operated with
minimum distance 30 cm between the radiator & your body. This transmitter must
not be co-located or operating in conjunction with any other antenna or transmitter.

“This product meets the applicable Innovation, Science and Economic development
Canada technical specifications”.

The device for operation in the band 5150-5250 MHz is only for indoor use to reduce
the potential for harmful interference to co-channel mobile satellite systems.

The Ringer Equivalence Number (REN) indicates the maximum number of devices
allowed to be connected to a telephone interface. The termination of an interface

may consist of any combination of devices subject only to the requirement that the
sum of the RENs of all the devices not exceed five.

Cet équipement est conforme avec I'exposition aux radiations ISED définies pour un
environnement non contrélé. Cet équipement doit étre installé et utilisé a une
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distance minimum de 30 cm entre le radiateur et votre corps. Cet émetteur ne doit
pas étre co-localisées ou opérant en conjonction avec une autre antenne ou
transmetteur.

les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réservés
uniguement pour une utilisation a I'intérieur afin de réduire les risques de
brouillage préjudiciable aux systémes de satellites mobiles utilisant les
mémes canaux.

Le présent produit est conforme aux spécifications techniques applicables
d'Innovation, Sciences et Développement économique Canada.

L'indice d'équivalence de la sonnerie (IES) sert a indiquer le nombre maximal de
dispositifs qui peuvent étre raccordés a une interface téléphonique. La terminaison
d'une interface peut consister en une combinaison quelconque de dispositifs, a la
seule condition que la somme des IES de tous les dispositifs n‘excede pas cing.

Certification
@® FCC/ IC standard
Part 15B / ICES-003
Part 15C / RSS-247( 2.4GHz )
Part 15E / RSS-247( 5GHz )
TIA-968 / IC-CS03
UL 62368-1 / CSA 62368-1

Copyright

Copyright©2020 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this document
may be translated, transcribed, reproduced, in any form, or by any means without
prior written consent of Comtrend Corporation.

NOTE: This document is subject to change without notice.

Open Source Software Notice

Comtrend’s products use open source software to fulfill their function.

Licenses for the open source software are granted under the GNU General Public
License in various versions. For further information on the GNU General Public
License see http://www.gnu.org/licenses/

You are allowed to modify all open source code (except for proprietary programs)
and to conduct reverse engineering for the purpose of debugging such modifications;
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to the extent such programs are linked to libraries licensed under the GNU Lesser
General Public License. You are not allowed to distribute information resulting from
such reverse engineering or to distribute the modified proprietary programs.

The rights owners of the open source software require you to refer to the following
disclaimer which shall apply with regard to those rights owners:

Warranty Disclaimer

THE OPEN SOURCE SOFTWARE IN THIS PRODUCT IS DISTRIBUTED IN THE HOPE
THAT IT WILL BE USEFUL, BUT WITHOUT ANY WARRANTY, WITHOUT EVEN THE
IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. SEE THE APPLICABLE LICENSES FOR MORE DETAILS. Comtrend's
products will strictly follow the market's standard requirements. It is not permitted
to modify any Wi-Fi parameters, including the Wi-Fi power setting.

Obtain Source Code
If you wish to download the open source code please see:
https://www.comtrend.com/gplcddl.html

If you do not see the required source code on our website link and wish to be
provided with the entire source code for that product, we will provide it to you and
any third party with the source code of the software licensed under an open source
software license. Please send us a written request by email or mail to one of the
following addresses:

Email: Comtrend support team - opensource@comtrend.com

Postal: Comtrend Corporation
3F-1, 10 Lane 609,
Chongxin Rd., Section 5,
Sanchong Dist,

New Taipei City 24159,
Taiwan
Tel: 886-2-2999-8261

In detail name the product and firmware version for which you request the source
code and indicate means to contact you and send you the source code.

PLEASE NOTE WE WILL CHARGE THE COSTS OF A DATA CARRIER AND THE POSTAL
CHARGES TO SEND THE DATA CARRIER TO YOU.THE AMOUNT WILL VARY
ACCORDING TO YOUR LOCATION AND THE COMTREND SUPPORT TEAM WILL
NOTIFY THE EXACT COSTS WHEN REVIEWING THE REQUEST.

THIS OFFER IS VALID FOR THREE YEARS FROM THE MOMENT WE DISTRIBUTED
THE PRODUCT. FOR MORE INFORMATION AND THE OPEN SOURCE LIST (&
RESPECTIVE LICENCES) FOR INDIVIDUAL PRODUCTS PLEASE SEE:
https://www.comtrend.com/gplcddl.html

Protect Our Environment

4 _,,,?f This symbol indicates that when the equipment has reached the end of

-
| |
| d its useful life, it must be taken to a recycling centre and processed

mmmmm separate from domestic waste.
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The cardboard box, the plastic contained in the packaging, and the parts that make
up this router can be recycled in accordance with regionally established regulations.
Never dispose of this electronic equipment along with your household waste; you
may be subject to penalties or sanctions under the law. Instead, please be
responsible and ask for disposal instructions from your local government.
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<OMTREND
Chapter 1 Introduction

PBL-6201 is a Multi-DSL bonding router with Broadcom solution. It provides both
ADSL and 35b VDSL bonding and single line. Also provide 2.5 Giga Ethernet port and
four Giga Ethernet ports, support WiFi 6 (802.11ax) Wireless solution on frequency

band of 2.4GHz (4T4R) & 5GHz (4T4R). PBL-6201 allows easy center management
(ACS) by following TR-069.
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Chapter 2 Installation
2.1 Hardware Setup

DO NOT STACK

Non-stackable
This device is not stackable — do not place units on top of each other, otherwise
damage could occur.

Follow the instructions below to complete the hardware setup.
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2.1.1 Back Panel

The figure below shows the back panel of the device.
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DSL

Connect to the DSL port with the DSL RJ11 cable. The PBL-6201 supports the
following DSL profiles -

ADSL : ADSL, ADSL 2, ADSL 2+.

VDSL : 8a, 8b, 8c, 8d, 12a, 12b, 17a, 30a and 35b.

USB Port

This port can be used to connect the router to a storage device. It can only be used
for SAMBA(storage) and for a Printer Server. Support for other devices may be
added in future firmware upgrades.

LAN (Ethernet) Ports
You can connect the router to up to four LAN devices using RJ45 cables. The ports
are auto-sensing MDI/X and either straight-through or crossover cable can be used.
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ETH WAN PORT

This port is designated to be used for Ethernet WAN functionality only. Use
1000-BASE-T RJ-45 cables to connect to Gigabit WAN server, or 10/100BASE-T
RJ-45 cables for standard network usage. This ports is auto-sensing MDI/X; so
either straight-through or crossover cable can be used.

WiFi On/0ff/ WPS Button 5G

Press the 5G button for less than 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 5G button > 5 seconds and less than 10 seconds to
enable/disable the WiFi function.

WiFi On/0ff/ WPS Button 2.4G

Press the 2.4G button for less than 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 2.4G button > 5 seconds and less than 10 seconds to
enable/disable the WiFi function.

WPS Button
Press the WPS button less than 2 seconds to enable WPS which will allow 2 minutes
for WiFi connection.

Reset Button

Restore the default parameters of the device by pressing the Reset button for 10
seconds. After the device has rebooted successfully, the front panel should display
as expected (see section 2.1.3 Front Panel for details).

NOTE: If pressed down for more than 60 seconds, the PBL-6201 will go into a
firmware update state (CFE boot mode). The firmware can then be
updated using an Internet browser pointed to the default IP address.

Power ON

Press the power button to the OFF position (OUT). Connect the power adapter to the
power port. Attach the power adapter to a wall outlet or other AC source. Press the
power button to the ON position (IN). If the Power LED displays as expected then
the device is ready for setup (see section — LED Indicators).

Caution 1: If the device fails to power up, or it malfunctions, first verify that the
power cords are connected securely and then power it on again. If the
problem persists, contact technical support.

Caution 2: Before servicing or disassembling this equipment, disconnect all power
cords and telephone lines from their outlets.
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2.1.3 Front Panel

The front panel LED indicators are shown below and explained in the following table.
This information can be used to check the status of the device and its connections.

19 [0

) §-1)) 2-32) §:03 EQ

D)
z & g E3 &
[

CIiEIMIE IO

{

Function

IP connected and no traffic detected (the device
has a WAN IP address from IPCP or DHCP is up or
a static IP address is configured, PPP negotiation
is successfully complete.

Modem power off, modem in WDS mode or WAN
connection not present.

IP connected and IP Traffic is passing through the
device (either direction)

LED Color Mode
On
Off
INTERNET
Blink
On

Device attempted to become IP connected and
failed (no DHCP response, no PPPOE response,

PPPoOE authentication failed, no IP address from
IPCP, etc.)
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On xDSL (DSLO) Link is established.
DSLO Off XDSL (DSLO) Link is established.
Blink | XDSL (DSLO) Link is training.
On XxDSL (DSL1) Link is established.
DSL1 Off XDSL (DSL1) Link is established.
Blink | XDSL (DSL1) Link is training.
On Ethernet WAN is connected.
2.5G ETH Off Ethernet WAN is not connected.
WAN
Blink | Ethernet WAN is transmitting/ receiving.
On Wi-Fi enabled.
5G WiFi Off Wi-Fi disabled.
Blink | Data transmitting or receiving over WLAN.
On Wi-Fi enabled.
2.4G WiFi Off Wi-Fi disabled.
Blink | Data transmitting or receiving over WLAN.
on WPS connection successful. The LED will stay on
for 3 minutes.
WPS Off No WPS association process ongoing.
WPS connection in progress.
Blink | WPS connection unsuccessful. The LED will keep
blinking for 30 sec.
On An Ethernet Link is established.
ETH 1X-4X Off An Ethernet Link is not established.
Blink | Data transmitting or receiving over Ethernet.
On The device is powered up.
Off The device is powered down.
POST (Power On Self Test) failure or other
POWER malfunction. A malfunction is any error of
On internal sequence or state that will prevent the
device from connecting to the DSLAM or passing
customer data.
Note:

A malfunction is any error of internal sequence or state that will prevent the device
from connecting to the DSLAM or passing customer data. This may be identified at
various times such after power on or during operation through the use of self testing
or in operations which result in a unit state that is not expected or should not occur.

IP connected (the device has a WAN IP address from IPCP or DHCP and DSL is up or
a static IP address is configured, PPP negotiation has successfully complete — if used
—and DSL is up ) and no traffic detected. If the IP or PPPOE session is dropped for
any other reason, the light is turned off. The light will turn red when it attempts to
reconnect and DHCP or PPPoOE fails.

15
Leading the Communication Trend



Chapter 3 Web User Interface

This section describes how to access the device via the web user interface (WUI)
using an Internet browser such as Internet Explorer (version 5.0 and later).

3.1 Default Settings

The factory default settings of this device are summarized below.

LAN IP address: 192.168.1.1

LAN subnet mask: 255.255.255.0

Administrative access (username: root, password: 12345)
WLAN access: enabled

Technical Note

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash memory.
The default attributes are overwritten when identical attributes with different values
are configured. The configuration profile in permanent storage can be created via
the web user interface or telnet user interface, or other management protocols.
The factory default configuration can be restored either by pushing the reset button
for more than ten seconds until the power indicates LED blinking or by clicking the
Restore Default Configuration option in the Restore Settings screen.
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3.2 IP Configuration

DHCP MODE

When the PBL-6201 powers up, the onboard DHCP server will switch on. Basically,
the DHCP server issues and reserves IP addresses for LAN devices, such as your PC.

To obtain an IP address from the DCHP server, follow the steps provided below.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Select Obtain an IP address automatically as shown below.

Internet Protocol Version 4 (TCP/IPvd) Properties M

General | Alternate Configuration |

You can get IP settings assigned automatically if your netwaork supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

i@ Obtain an IP address automatically
i) Use the following IP address:

(@) Obtain DNS server address automatically

{7 Use the following DNS server addresses:

Validate settings upon exit

[ Ok ][ Cancel ]

STEP 4: Click OK to submit these settings.

If you experience difficulty with DHCP mode, you can try static IP mode instead.
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STATIC IP MODE
In static IP mode, you assign IP settings to your PC manually.

Follow these steps to configure your PC IP address to use subnet 192.168.1.x.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Change the IP address to the 192.168.1.x (1<x<255) subnet with subnet
mask of 255.255.255.0. The screen should now display as shown below.

Internet Protocol Version 4 (TCP/IPvd) Properties M

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IF address: 192 . 168 . 1 . 133
Subnet mask: 255,255 .255., 0
Default gateway:

Obtain DMS server address automatically

i@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[] validate settings upon exit

[ Ok ][ Cancel ]

STEP 4: Click OK to submit these settings.
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3.3 Login Procedure

Perform the following steps to login to the web user interface.

NOTE: The default settings can be found in section 3.1 Default Settings.

STEP 1: Start the Internet browser and enter the default IP address for the device
in the Web address field. For example, if the default IP address is
192.168.1.1, type http://192.168.1.1.

NOTE: For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the IP address shown on the Device
Information screen and login with remote username and password.

STEP 2: A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.

Windows Security w I

The server192.168.1.1 at Broadband Router requires a username and
password,

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

| | DEEF name |

| Password |

["] Rernember my credentials

| oKk || Cance

Click OK to continue.

NOTE: The login password can be changed later (see section 8.7.1 Accounts). ‘
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STEP 3: After successfully logging in for the first time, you will reach this screen.

Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

COMTRE

1) Q} é@

Basic Setup Advanced Setup Diagnostics
Device
Maodel Nexuslink 31240
Board ID 3158ME-187AX
Serial Number 20731240 D0F-AADDD005

Firmwarza Version

HT11-502CTL-
C01_RO3AZpvicki46n.d27h

Management

Logout

IR

Bootlpader (CFE) Version | 1.0.38-163.243-0
Up Time IV zers
Wireless
2.4GHz Interface
Driver Version 17.1039.27
Primary 5510 ComtrendZ46_Z4GHz
Status Enabled
Channel 11
Secure

Primary Encryption

WPAZ-PSK AES

Primary Passphrase/Key

HrEEEEER

100 FD Down Do Down
athi ethZ eth3 ath4
LAN [Pv4 Address 192.168,1.1
LAN Subnet Mask 5.255.0
LAN MAC Address 812243124461
DHCP Server Enabled
WAN
DG-\.J.‘I
Traffic Type Inzciive
Upstream Rate (Kbps) i
Downsiream Rate [Kbps) [i
Default Gateway
Primary DNS Server &:0.0,0
Secondary DNS Server 0.0.0.0

Show |

SGHz Interface
Driver Version 17109927
Primary 551D Comerenc2461 BGHz
Sratus Enabled
Channel 165
Primary Encryption
Primary Passphrase/Key

You can also reach this page by clicking on the following icon located at the top of

the screen.

Device Info
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Chapter 4 Device Information

You can reach this page by clicking on the following icon located at the top of the
screen.

Device Info

The web user interface window is divided into two frames, the main menu (on the
left) and the display screen (on the right). The main menu has several options and
selecting each of these options opens a submenu with more selections.

NOTE: The menu items shown are based upon the configured connection(s) and
user account privileges. For example, user account has limited access to
configuration modification.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

The Device Info Summary screen displays at startup.
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Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless

COMTREND

1) @ g@

Basic Setup Advanced Setup Diagnostics
Device
Maodel Nexuslink 31240
Board ID £315BME-187AX
Serial Number 20731 24LIHF-AADDD005

Firmware Version

HT11-502CTU-
C0L_ROZAZpvi46n.d27h

1.0:38-163.243-0

Bootleader (CFE) Version
Up Time IV =2z
Wireless
2.4GHz Interface
Driver Version 17.10.35.27
Primary S5ID Comtrend246_Z.4GHz
Status Enabled
Channel 11
Secwe

Primary Encryption

WPAZ-PSK AES

Primary Passphrase/Key

rserene

Show |
SGHz Interface
Driver Version 17.10.99.27
Primary 551D Comtrenc2461 BGEHz
Status Enabled
Channel 185
ﬁ .

Primary Encryption WPLZ-PSH AES
Primary Passphrase/Key e

| Show J

Logout

P D@

100 A Down Diowm Diowm
athi eth? sth3 =thé
LAN IPwd Address 192.168,1.1
LAN Subnet Mask 255.255,285.0
LAN MAC Address cBirdl 25313451
DHEP Server Enzhlad
WAN
Do
Traffic Type Inzctive
Upstream Rate (Kbps) i
Downstream Hate (Kbps) i
Default Gateway
Primary DNS Sarver @:0.0,0
Secondary DNS Server 0.0.0.9

This screen shows hardware, software, IP settings and other related information.
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4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

COMTREND

B<eO ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
L WAN Info
ummary
AN Interface | Deseription | Type | VianMuxtd | 1ovs | 197P [gmp ey gm NAT | Firewall | JP03 | IBvd ke S| [P
A mEETImE | e, [ YPE gt Py T Py | 2 rewall | Status | Address | connect/disconnect | Status | Address
tistics Enbl Enbl
oute . B
| Refresh || DHCP Rfess= || DHCP Rerew |

Refresh — Click this button to refresh the screen.
DHCP Release — Click this button to release the IP through IPOE service.

DHCP Renew - Click this button to refresh an IP through IPOE service.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VlanMuxlId Shows 802.1Q VLAN ID
IPv6 Shows WAN IPv6 status
lgmp Pxy Shows Internet Group Management Protocol

(IGMP) proxy status

Igmp Src Enbl Shows the status of WAN interface used as IGMP
source

MLD Pxy Shows Multicast Listener Discovery (MLD) proxy
status

MLD Src Enbl Shows the status of WAN interface used as MLD
source

NAT Shows Network Address Translation (NAT) status

Firewall Shows the status of Firewall
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IPv4 Status Lists the status of IPv4 connection if WAN enabled
IPv4

IPv4 Address Shows WAN IPv4 address

PPP Shows the PPP connection status

connect/disconnect

IPv6 Status Lists the status of IPv6 connection if WAN enabled
IPv6
IPv6 Address Shows WAN IPv6 address

For your reference, if Manual Mode is enabled in PPP service as shown here.
o]  Foed MTU

MTL: 1492

E Enzble PPP Manusl Mode

Enzblz PPP Debug Mode

Bridge PPPoE Frames Between WAN and Loca! Ports
IGMP Multicast

Enzble IGMP Multicast Proxy

Enzable IGMP Multicast Source

| Back || Next |

Manual PPP connect/disconnect option will become available on the WAN Info page
(as shown here).

Me¢ s ak

Do Info Baslc Setup Advancod Setup Dlagnostics Management Logout

W T
ety
pAAR

ratistics
Fluute

PHF

e

MAT Sescbon

home | gy | MO
Irmrtus | Bamrcnn | fvww | Viewtatd | imed . Bt FrF P

el Eugert] o A ]k i I
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4.2 Statistics
This selection provides LAN, WAN, ATM and xDSL statistics.

NOTE: These screens are updated automatically every 15 seconds.
Click Reset Statistics to perform a manual update.

4.2.1 LAN Statistics

This screen shows data traffic statistics for each LAN interface.

O 2k

2

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Statistics — LAN
Summary
WAN Received Transmitted
Statistics Interface Total Multicast |Unicast|Broadcast Total Multicast |Unicast|Broadcast
Bytes | Pkes | Errs | Drops | Bytes | Phts | Ples Ples Bytes |Pkts |Errs|Drops | Bytes| Phes | Phes Phes
LAN ethd o o Jo Jo Jo Jo Jo o e o & J6& Jo J& e 0
WAN Service ethi  |s3157(5e5 [0 |a 0 |74 Jzar (im0 zemsaaz o [o 1 utfas s
xTM eth2 0 0 1 0 3 3 =
xDSL ik
Route o
eths
ARP
DHCP  —
NAT S e | Reset Statistics
Item Description
Interface LAN interface(s)
Received/Transmitted: - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors

- Drops Number of dropped packets
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<OMTREND
4.2.2 WAN Service

This screen shows data traffic statistics for each WAN interface.

- =
SOMTREND
. |
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
SI..IITIITIEI'Y Statistics —— WAN
WAN Received Transmitted
Statistics Interface|Description| Total | Multicast [Unicast{Broadcast] Total | Multicast JUnicastBroadcast]
7 Bytes|pktsjEr=DropsBytes|plts] Phts | Phi=  [Bytes|PlislEres|DropsBytes{plns] Plts | Phis
WAN Service | Reser Stetistics |
xTM RS
| xDSI
Item Description
Interface WAN interfaces
Description WAN service label
Received/Transmitted - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.3 XTM Statistics

The following figure shows ATM (Asynchronous Transfer Mode)/PTM (Packet
Transfer Mode) statistics.

Ao

Device Info

Basic Setup

¢ B A

Advanced Setup Diagnostics Management

Logout

Interface Statistics

Summary
WAN

Port
Humber

In

In Dt Dut
Octets | Octets | Packets

Packets

In ASM
Cells

In Packet
Errors

InDAM | Out OAM
Cell= Celis

Out ASHM
Cells

In Cell
Errars

Statistics
LAN
WAN Service
xTM
xDSL

| Risst |

XTM Interface Statistics

Item

Description

Port Number

ATM PORT (0-1)

In Octets Number of octets received over the interface
Out Octets Number of octets transmitted over the interface
In Packets Number of packets received over the interface

Out Packets

Number of packets transmitted over the interface

In OAM Cells Number of OAM Cells received over the interface
Out OAM Number of OAM Cells transmitted over the interface
Cells

In ASM Cells Number of ASM Cells received over the interface
Out ASM Cells Number of ASM Cells transmitted over the interface
In Packet Number of packets in Error

Errors

In Cell Errors

Number of cells in Error
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4.2.4 xDSL Statistics

The xDSL Statistics screen displays information corresponding to the xDSL type.
The two examples below (VDSL & ADSL) show this variation.

VDSL2
<SOMTREND
M & 3 O a B
Device Info  Basic Setup Ad;;rl:'fd Diagnostics Management Logout
Statistics — xDSL
Summary
\WAN
Statistics Mode: VD512
LAMN [Traffic Type: PTM
WAN Service Istatus: g
xTM Link Power State: L
xDSL
Route Downstream|Upsiream)
ARP PhyR Status: Dff Dff
DHCP Line Coding(Trellis): COn On
NAT Session ISMR Margin (0.1 dB): 340 384
IAttenuation (0.1 dB): 13 1]
IGMP Info lOutput Power (0.1 dBm): 105 149
CPU & Memory  [ajiainable Rate (Kbps): B7459 56514
Network Map
Wireless Path 0 |
Downstream|Upstream
Rate (Kbps): 79003 [io47
B (# of bytes in Mux Data Frame): 31 11
M (# of Mux Data Frames in an RS codeword): 1 o
T (# of Mux Data Frames in an OH sub-frame): 54 k18
R (£ of redundancy bytes in the RS codeword): 11 10
5 (# of data symbols over which the RS code word spans):j0.0338 0.0339
L {# of bits transmitted in each data symbol): 0904 335
D (interleaver depth): 1921 17
I {interleaver block size in bytes): 12 58
N (RS codeword size): 2 58
Delay (msec): 16 5
INP (DMT symbol): 7.50 2.00
IOH Frames: 15738368 3036021
IOH Frame Errors: 0 0
RS Words: 1748450839 148556587
RS Correctable Errors: 0 0
RS Uncorrectable Errors: 0 0
HEC Errors: 0 0
I0CD Errors: 0 0
LCD Errors: 0 0
Total Cells: 2968014265 |0
Data Cells: 105397 0
Bit Errors: 0 0
Total ES: 0 0
Total SES: 0 0
[Total UAS: 179 179

[ xDSL BER Test | [ Reset Statistics | | Draw Graph |
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ADSL2+
L=
a.OM REND
Device Info  Basic Setup M;:ﬁzed Diagnostics Management Logout

Statistics — xDSL

Summary
WAN
Statistics Mode: ADSL 2plud
LAN [Traffic Type: AT
WAN Service IStatus: Lp
XTM Link Power State: L0
xDSL
Roxite [Downstream|Upstream
ARP PhyR Status: Cff oif
DHCP Line CDding{grell'ijs}; On On
= SMR Margin (0.1 dB): 63 5
;‘:LPE?“'“" Attenuation (D.1 dB): 45 0
nfo = = =
Py hemory QUL Sover 01 doT ——
Network Map inable e (Kbps): 2062
Wireless [Path 0 I
IDownstream|Upstream
Rate (Kbps): lz9623 [1387
MSGC (# of bytes in overhead channel message):|51 18
B (# of bytes in Mux Data Frame): 243 111
M (£ of Mux Data Frames in FEC Data Frame): |1 2
T {(Mux Data Frames over sync bytes): o 1
R (£ of check bytes in FEC Data Frame): I B
5 (ratio of FEC over PMD Data Frame length): 0.2847 5.5402
L (# of bits in PMD Data Frame): 5854 335
D (interleaver depth): i3 5
Delay {msec): n 11
INP (DMT symbol): 0.00 (.90
Super Frames: 24768 778
Super Frame Errors: 0 355
RS Words: i B1508
RS Correctable Errors: 0 0
RS Uncorrectable Errors: 0 ]
HEC Errors: 1135 370
0OCD Errors: 0 0
LCD Errors: 0 ]
Total Cells: 7918529 353755
Data Cells: 142 0
Bit Errors: 0 0
Total ES: 18 ]
[Total SES: 15 [
[Total UAS: 197 187

| xDSL BER Test | Reset Statistics | | Draw Graph |

Click the Reset Statistics button to refresh this screen.
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Item Description
Mode VDSL, VDSL2
Traffic Type ATM, PTM
Status Lists the status of the DSL link
Link Power State Link output power state
phyR Status Shows the status of PhyR™ (Physical Layer

Re-Transmission) impulse noise protection

Line Coding (Trellis) Trellis On/Off
SNR Margin (0.1 dB) Signal to Noise Ratio (SNR) margin
Attenuation (0.1 dB) Estimate of average loop attenuation in the

downstream direction

Output Power (0.1 dBm) Total upstream output power

Attainable Rate (Kbps) The sync rate you would obtain

Rate (Kbps) Current sync rates downstream/upstream

In ADSL2/VDSL mode, the following section is inserted.

Item Description
MSGc Number of bytes in overhead channel message
B Number of bytes in Mux Data Frame
M Number of Mux Data Frames in a RS codeword
T Number of Mux Data Frames in an OH sub-frame
R Number of redundancy bytes in the RS codeword
S Number of data symbols the RS codeword spans
L Number of bits transmitted in each data symbol
D The interleaver depth
1 The interleaver block size in bytes
N RS codeword size
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Delay

The delay in milliseconds (msec)

INP

DMT symbol

Item

Description

Super Frames

Total number of super frames

Super Frame Errors

Number of super frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

Item

Description

OH Frames

Total number of OH frames

OH Frame Errors

Number of OH frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

Item Description
HEC Errors Total Number of Header Error Checksum errors
OCD Errors Total Number of Out-of-Cell Delineation errors
LCD Errors Total number of Loss of Cell Delineation
Total Cells Total number of ATM cells (including idle + data

cells)

Data Cells Total number of ATM data cells
Bit Errors Total number of bit errors
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Item Description
Total ES Total Number of Errored Seconds
Total SES Total Number of Severely Errored Seconds
Total UAS Total Number of Unavailable Seconds

xDSL BER TEST

Click xDSL BER Test on the xDSL Statistics screen to test the Bit Error Rate (BER).
A small pop-up window will open after the button is pressed, as shown below.

7 192.168.1.1/berstartst?berState=1 - Google Chro... L= | E) [R5

(@ Notsecure | 192.168.1.1/berstart.tst?berState=1 a

ADSL BER Test - Start

The ADSL Bit Error Rzt (BER) t=st determines the guabity of the ADSL
connaction, The test is done farring C ng a known

p and comparing the recaived data with this known pattern to chack for
ary arors,

Select the test duration below and dlick "Start” i
Tested Time [sec): 20 W

Click Start to start the test or click Close to cancel the test. After the BER testing is
complete, the pop-up window will display as follows.

@ 192.168.1.1/berstart.tst?berState=1 - Google Chro... =i El S|

| ® Not secure | 192.168.1.1/berstart.tst?berState=1 Q
ADSL BER Test - Result
The ADSL BER test completed successfully,

| Test Time (sec): 20 ]
T'.Jtal Eas e 0x0000000000000000
Bits:
Total Error Bits: 0x0000000000000000
Error Ratio: Mot Applicable I

|
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xXDSL TONE GRAPH

Click Draw Graph on the xDSL Statistics screen and a pop-up window will display

the xDSL statistics graph, including SNR, Bits per tone, QLN and Hlog of the xDSL
line connection, as shown below.

DSL Line Statistics

100

=100 4

=200

820 1675 2458 3277
W o= Pon e

o line ® smoothed line © filled
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4.3 Route

Choose Route to display the routes that the PBL-6201 has found.

=

¢ A

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Summary Device Info — Route
WAN Flags: U -up; ! G - gatEwEy, H - host; R.- reinstat=
THE. M - modshed [redirect),
Statistics '
Route Subnet Mask | Flag | Metric | Service Interface
ARP 255.255.255.0 | U 1] epaigntfl | bed
DHCP 255.0.0.0 U 0 cpe-ipint-1 | b
Item Description
Destination Destination network or destination host
Gateway Next hop IP address
Subnet Subnet Mask of Destination
Mask
Flag U: route is up
I: reject route
G: use gateway
H: target is a host
R: reinstate route for dynamic routing
D: dynamically installed by daemon or redirect
M: modified from routing daemon or redirect
Metric The 'distance' to the target (usually counted in hops). Itis not
used by recent kernels, but may be needed by routing daemons.
Service Shows the WAN connection label
Interface Shows connection interfaces
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4.4 ARP

Click ARP to display the ARP information.

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
SUI'I'II'I'IEEF}' Device Info — ARP
WAN IP address | Flags HW Address Device
Statistics 192.168.1.6 | Gomplete | 00:50:2:24:29:hd | bed
Route
ARP

Item Description

IP address Shows IP address of host PC

Flags Complete, Incomplete, Permanent, or Publish

HW Address Shows the MAC address of host PC

Device Shows the connection interface
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4.5 DHCP

Click DHCP to display all DHCP Leases.

L) a} g@ .=.I o

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Device Info — DHCP Leases
Summary
WAN Hostname I MAC Address I IP Address | Expires In
Statistics
Route
ARP
DHCP
Item Description
Hostname Shows the device/host/PC network name

MAC Address Shows the Ethernet MAC address of the device/host/PC

IP Address Shows IP address of device/host/PC
Expires In Shows how much time is left for each DHCP Lease
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4.6 NAT Session

This page displays all NAT connection session including both UPD/TCP protocols

passing through the device.
» '
24

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
MAT Sassi
Summary ession
WAN Press. "Shoiw All" will show all NAT session information,
Statistics Source IP Source Port | Destination IP | Destination Port Protocol Timeaut
Route
ARP -
Refrash || Show Al
DHCP e || Sow |
MAT Session

Click the “Show All” button to display the following.

HAT Session

Press "Show Less™ will show NAT session information on WAN side only.

Source [P Source Port Destination IP Destination Port Protocol Timeout
1592.158.1.2 SDEE4 132.158.1.1 ] top 83
127.0.0.1 45000 127.0.0.1 45032 udp 7
152.168.1.2 80311 192.168.1.1 c3 udp 13
152.168.1.2 SDGE3 152.158.1.1 80 tcp 83
192.158.1.2 53727 132.158.1.1 53 udp 28

1592.158.1.2 SDESD 132.158.1.1 ] tcp B6IT9
1592.158.1.2 SDEES 132.158.1.1 ] top 83

[ Refresh ” Show Less

Item Description
Source IP The source IP from which the NAT session is established
Source Port The source port from which the NAT session is established
Destination IP The IP which the NAT session was connected to

Destination Port The port which the NAT session was connected to

Protocol The Protocol used in establishing the particular NAT session
Timeout The time remaining for the TCP/UDP connection to be active
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4.7 IGMP Info

Click IGMP Info to display the list of IGMP entries broadcasting through the IGMP
proxy enabled WAN connection.

MBSy dak

i

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
List of IGMP Proxy Entries
Summary
W.H.H- . Interface | WAN | Groups | Member | Timeout I.I'.T:ER'EPD“ ;‘i)niaal(secj ;;:,—I I;at\a-'les
Statistics
Route
ARP
DHCP
HAT Session
|EMP Info
Item Description
Interface The Source interface from which the IGMP report was
received
WAN The WAN interface from which the multicast traffic is
received
Groups The destination IGMP group address
Member The Source IP from which the IGMP report was received
Timeout The time remaining before the IGMP report expires
Last Report Time The time of the last received IGMP report
Total Time(sec) Total
Total Joins Total IGMP join packets received for this IGMP address
for this client
Total Leaves Total IGMP leave packets received for this IGMP address
for this client
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4.8 CPU & Memory

Displays the system performance graphs. Shows the current loading of the CPU and
memory usage with dynamic updates.

COMTREND
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4.9 Network Map

The network map is a graphical representation of router’s wan status and LAN

devices.

SOMTREND

Basic Setup

Device Info

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU B Memory
Network Map
Wireless

Advanced Setup

¢

Diagnostics

* = qED N

P —

u 192 168.1.6 (you)
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4.10 Wireless
4.10.1 Station Info

This page shows authenticated wireless stations and their status.

Summary
WAN
Statistics
Route

ARP

DHCP

NAT Session
IGMP Info
CPU & Memory
Network Map
Wireless
Station Info
Wifi Insight

SOMTREND

3 & a B

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Station Info
This page allows you to configure the Virtual interfaces for each Physical interface.

Wirelezs Interface: | Comirend2451_2.4GHz{00:90:4C:2C:30:00) w |
BS5-MAC (SSID) | 00:90:4C-2C:30:00 (Comtrend2451_2 4GHz enabled) w |

Authenticsted Stations:

AT |-'.55:: atian | T | \'\'I.'IJlFJ\'.erl ABED |

me 7| Link | Eavs | Defzun

Consult the table b

elow for descriptions of each column heading.

Item Description
Wireless Lists the 5GHz/2.4GHz interface that the station connects
Interface to

BSS-MAC (SSID)

Lists which SSID of the modem that the stations connect
to

MAC Address

Lists the MAC address of all the stations.

Association Time

Lists all the stations that are associated with the Access
Point, along with the amount of time since packets were
transferred to and from each station. If a station is idle for
too long, it is removed from this list.

Authorized Lists those devices with authorized access
WMM Link Lists those devices that utilize WMM
Power Save Lists those devices that utilize the Power Save Feature

APSD Default

Lists those devices that utilize the Automatic Power Save
Delivery Feature
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4.10.2 WiFi Insight

This page allows you to configure the WiFi Insight system. The WiFi Insight system
allows the wireless interface to collect beacon data from nearby devices and analyze
traffic on the connected stations. This data collection requires memory storage
and therefore needs to be configured prior to use. To begin, click on the “Start Data
Collection” button if no change is needed.

Dewlea Tnfo Raslc Setup  Advanced Setup  Dlagnostics Banacgement L ogoast
Summarny Configure
WAN In this paga you will ba able 1o configura the Wil Insight sysiam
Statistics .
ha sample Intervak \
AR a
e ® 5 Seconn 10 Saeana 15 Secon o0 Beconn
NAT Sassion e J
1GMP Into StartStop Data Collection -
(CPU B Mooy
[Matvwork Map
\Wirelass Start Data Collection
Station Inlo
Wit Insight S1ar collecting dia every
Shte Survey
Channad Statlstics Sungay Mhanay Tuisday Vednesday Thursaay Frmay Satuntay
Matrics
Configure From  1200AM To  12DoAM
\ J
Database Sie \
Calabdes Sl . -
(PRt et K, for : S CONMBEId Uamg @ & SEC0NTS SATEAE Rlerval fu Nar, T e N oecupy
orrorimates T N M of dalasae)
Once [atabase size reaches maimum imit @  Ovenwrife Older Data Sop Datacolaction
\ J
Counters
Crannel Statstes B Packer fetriea
Ghanim Statistics Guene Litlization
Rx CRS Giiches Bl Duese Lengih Per Precedence
Band PLCP Data Thioughpul
Bad FCS iy sral Fate
Packet Reguesten B rizFai
Packet Stared Rztry Orep
Packe! Dropped FS Relry
Atked
L™
Export Database
Dewniaad Database File Save Database to File
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4.10.2.1 Site Survey

The graph displays wireless APs found in your neighborhood by channel collected
under the WiFi insight system. Select the wireless interface, channel, bandwidth to
check the different display if desired.
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4.10.2.2 Channel Statistics
This page allows you to see the WiFi and Non WiFi interference, and also the
available capacity. This page is broken down into individual parts below.

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

2.4GHz

Channel Statistics
In this page you will see the Wi-Fi and Non Wi-Fi Interference also Available Capacity

l 2.4 GHz - Comtrend2451_2 4GHz Vl

Current Channel 1
Current Channel BandWidth:20 MHz
Current Available Capacity :0%

Associated Station's
Shows stations associated with AP.

SSID : Comtrend2451_2 4GHz
BSSID : 00:90:4C:2C:30:00
Channel : 1

N
o~

1

Shows the bandwidth that is available for use in each channel.
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=EEERE
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45
Leading the Communication Trend



Shows interference level in each channel.

WFurw STHSTE R e B el Lbaiel
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Shows the highest RSSI on each adjacent channel. Adjacent AP and associated
stations are displayed for checking interference on those channels.
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5 GHz

Channel Statistics
In this page you will see the Wi-Fi and Non Wi-Fi Interference also Available Capacity

5 GHz - Comtrend2451_5GHz hd

Current Channel 164
Current Channel BandWidth:20 MHz
Current Available Capacity :0%

Associated Station's
Shows stations associated with AP.

S$SID : Comtrend2451_5GHz
BSSID : 00:90:4C:2C:20:77
Channel : 64

A

—

I I

Shows the bandwidth that is available for use in each channel.
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Shows interference level in each channel.
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[ ol L

<OMTREND
Shows the highest RSSI on each adjacent channel. Adjacent AP and associated
stations are displayed for checking interference on those channels.

Adgacent Channeds
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For each AP, the graph shows the control channel and extension channels. Extension
channel is any channel spanned by the AP that is not a control channel.

Channel Distribution

For each AP, the graph shows the control channel and extension channels.
Extension channel is any channel spanned by the AP that is not a control channel.

C - Control Channel
E - Extension Channel

o
<L
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4.10.2.3 Metrics (Advanced Troubleshooting)

In this page you will see most of the counters like AMPDU(if available), Glitch,

Chanim and Packet Queue Statistics. This page is broken down into individual parts
below.

Advanced Troubleshooting
In this page you will see most of the counters like AMPDU(if available), Glitch, Chanim and Packet Queue Statistics

l 2.4 GHz - Comtrend2451_2 4GHz V'

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

Shows the rx glitch counters, bad frame check sequence counters received from air
over time.

In this page you will see most of the counters like AMPDU(if available), Glitch,
Chanim and Packet Queue Statistics

Select the counter of interest to monitor the statistics received over time in the

chanim statistics graph.

=
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LR il — g
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Lists the associated station to the wireless interface.
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4.10.2.4 Configure

This page allows you to configure the WiFi insight system.

Dwwiw Inks Basic Sulay Advanced Selup Diagrriisy Hanayw=wni
wmmary
oy Coanfigure
ek L
proets
jurp Sample Intesvak
EHCP
AT tennisa T 10 Sncars EEpand ) O Sremnd
GHE Tnla
P B Hemery
hfiar Mg Samrt! Ling Drin Coll
[l
Suarian Infa Start Data Collection
wifs lnnight
St Furwwy -
Channel Swarisics | Shart colechng date #very
Matrics
ol Sipeny tarry Turssny Seannacy Truradiny Snamy Smheriny
Emm G TS
Dstabase Sipe
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(ERAs P0te FIAL B axamake T 5TAT CORNEAET unig B 5 BReonds SApE b o Ror 1 Sdor wal SOCIEy ARpaienalely 10 AR O Gldatese.
Onte Catabass se phachel madmum e @ Cuerms Older Dats hop Dmbad SE BN
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B Chnnnnl Sintisten B Fneket Anirisn
Chanen Sinimbes B curus Liintios
B R« CRE Gches B oums Lol Pey Frescedence
B BxdFLcR B ot Theoughind
Ded S B ehpsical st
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| T RO B jastry Oroo
B Pacies Comppad B rsamy
Arierd

Export Danhase

Ceowridid Diplabass Fie

Save Database to File

Sample Interval

Select the desired time interval to collect sampling data with the WiFi insight

system.

Start/Stop Data Collection
Start/Stop the data collection process.

Database Size

Define the dedicated database size to be used for the WiFi insight system.

Counters

Define the counters that would be collected by the WiFi insight system.

Export Database

Export and save the collected database file.
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Chapter 5 Basic Setup

You can reach this page by clicking on the following icon located at the top of the

screen.

Basic Setup

This will bring you to the following screen.

COMTREND

G0 A

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Device
ey Model Nawuslink 31240 LAN
Wﬁh_l . Board ID 63158ME- 1874 ! | L_J
Statistics Serial Numbar 207312410 F-AADDDD0G SARET Bowit oo o
::l:te Firmwars Version g;f$§lgyiz(m"d27h ethi ethZ gth3 sthe
DHCP Bootloader (CFE) Version | 1.0.38-163.243.0 ST Ml L
= LAN Subnet Mask 255.255,255.0
NAT Session i e LAN MAC Address cBidli2a 36l
IGMP Info Wireless DHCP Server Enabled
CPU & Memory e
Network Map - - - - WAN
X Driver Version 17.10.35.27 .
Wireless Primary 551D Comtrend2461_2.4GHx I !
Status Enabled —
Channel 11 sl
Traffic Type Inzctive
- Upstream Rate (Kbps) i
Sarim Downsiream Rate [Kbps) i
Default Gateway
Primary DNS Sarver @0.0,0
Primary Encryption VWPLZ-PSK AES Sacondary DNS Sarver 0.0.0.0
Primary Passphrase/Ney ﬁ]
5GHz Interface
Driver Version 17.10.99.27
Primary 5510 Comtrend2461 SGHz
Status Enabled
Channel 165
ﬁ Secure
Primary Encryption WPAZ-DSK AES
Primary Pazsphrase/Key
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5.1 Wan Setup

Click WAN Setup on the on the left of your screen.
Add or remove ATM, PTM and ETH WAN interface connections here.

COMTREND

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup Step 1: Layer 2 Interface
NAT Selact nimw interface o 222 | ATM Interface w || add
LAN DSL ATM Interface Configuration
Parental Control
= : : DSL Peak Cell Sustainable Cell Max Burst Link Conn i
ﬁ"‘f Networking |I"“="""lz | V| Vvl ey |f“"e'9°"" Rate(cells/s) Rate{cells/s) | Size(byte=) | Type' | Made |gos |“E“““"
ireless

DSL PTM Interface Canfiguration

| interface | DSt Latency | pT# priority | conn Made | 1P Qos [ Remave |

ETH WAN Interface Configuration

I Interface/(Name) | Cannection Mode | Remove |

Step 2: Wide Area Network {(WAN) Service Setup

Mid

Source

| Interface | Description | Type | Vlan8021p | VianMuncId

id | Iomp | Igmp Mid
wan1wd|mey|50ume NAT | Firewall | IPvE "

Manual %
Mode | Remowve | Edit

add | Remove |

Click Add to create a new Layer 2 Interface (see Appendix F - Connection Setup).

To remove a connection, click the Remove button.
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5.1.1 WAN Service Setup

This screen allows for the configuration of WAN interfaces.

2n .| Igmp | Iogmp = Mid Mid | Manual .
Interface | Description | Type | Vlan8021p | VianMuxId | VlanTpid P Source NAT | Firewall | IPvE P Source | Mode Remowe | Edit
ppp0.l | pppo=_0_0_3% | PPPoE A WA N/A Dizabled | Disabled | Enzbled | Disabled | Disabled | Dissbled | Disabled | Diszbled (] | Edit |
| Add || Remove |

Click the Add button to create a new connection. For connections on ATM or PTM or
ETH WAN interfaces see Appendix F - Connection Setup.

Interface | Description | Type | Vian2021p | VianMuxId | VlanTpid Igmp | Igmp | war | Frewall | IPvE Hid Mid | Manual Remove | Edit

Praxy | Source Proxy | Source | Made

sabled | Disabled | Dissbled | Disabled @ | Edic |

[=]

pppl.l | pppos_0_0_35 | PPPoE NIA & N/& Dizabled | Dissbled | Ensbled | Disabled

To remove a connection, select its Remove column radio button and click Remove.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VIan8021p VLAN ID is used for VLAN Tagging (IEEE 802.1Q)
VlanMuxId Shows 802.1Q VLAN ID
VlanTpid VLAN Tag Protocol Identifier
IGMP Proxy Shows Internet Group Management Protocol (IGMP) Proxy
status
IGMP Source Shows the status of WAN interface used as IGMP source
NAT Shows Network Address Translation (NAT) status
Firewall Shows the Security status
IPV6 Shows the WAN IPv6 address
MLD Proxy Shows Multicast Listener Discovery (MLD) Proxy status
MId Source Shows the status of WAN interface used as MLD source
Manual Mode Indicates the status of the PPP manual connect/disconnect
button
Remove Select interfaces to remove
54
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Edit Click the Edit button to make changes to the WAN interface

To remove a connection, select its Remove column radio button and click Remove.

NOTE: Up to 16 PVC profiles can be configured and saved in flash memory.
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5.2 NAT

For NAT features under this section to work, NAT must be enabled in at least one
PVC.

5.2.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified by
Protocol and External port) to the internal server with private IP addresses on the
LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

<OMTREND @ @ i&

7

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN p MAT — Virtual Servers Satup
INAT Virtusl Server sllows you to direct ooming traffic from WAN side (idantfied by Protocol znd Extem:

on tha LAk The Inte:

part s required only Fth

h private IP ad

Virtual Servers be converted o & different part numsr used by the ssrver on the LAN side. A maimum 32 =
Port Triggering [ | [ Remove |
DMZ Host :
ILAN Server | External External Internal Internal | Server IP | WAN
barentuil Gantrol Name |PortStart |PortEnd |*™™°% |portStart |PortEnd [Address | Interfoce | RE™OV®

To add a Virtual Server, click Add. The following will be displayed.

ZOMTREND

o0 Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup NAT — Virtuzl Servers
MNAT Select the s=rvics name, and enter the server [P adoress and dlick "ApolyiSave” to forvard 1P packsts for this senice to
the specfied server. NOTE: The "Internal Port End” cannot be modified directly. Normally, it is set to the
Virtual Servers same value as "External Port End"”. However, if you modify "Internal Port Start”, then "Internal Port End”
T % will be set to the same value as "Internal Port Start”,
Port Triggering Remaining number of entries that can be configured:32
DMZ Host
LAN Use Intesface All Interface w
Service Mame
Parental COI'ItI'I?l @ Calect 2 Sarvice | Select One v
Home Networking O ki e
Wireless

Server [P Addressr | 192.168.1

| Apphy/Save |

Externzl Port Start|External Port End Protocal Internal Port StargInternal Port End)
TCP
TCP
TCP
TCP

L4 B R K

Apphy/Save |
Click Apply/Save to apply and save the settings.

56
Leading the Communication Trend




Consult the table below for item descriptions.

Item Description

Use Interface Select a WAN interface from the drop-down menu. If
you choose All Interface, server rules will be created for
all WAN interfaces.

Select a Service User should select the service from the list.

Or Or

Custom Service User can enter the name of their choice.

Server IP Address Enter the IP address for the server.

External Port Start Enter the starting external port number (when you

select Custom Server). When a service is selected, the
port ranges are automatically configured.

External Port End Enter the ending external port number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.

Protocol TCP, TCP/UDP, or UDP.

Internal Port Start Enter the internal port starting number (when you
select Custom Server). When a service is selected the
port ranges are automatically configured

Internal Port End Enter the internal port ending number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.
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5.2.2 Port Triggering

Some applications require that specific ports in the firewall be opened for access by
the remote parties. Port Triggers dynamically '‘Open Ports’ in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the
'Triggering Ports'. The Router allows the remote party from the WAN side to
establish new connections back to the application on the LAN side using the 'Open
Ports'. A maximum 32 entries can be configured.

SOMTREND

@Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN SEtL!P MAT -- Port Triggering Setup
NAT Some applicas
Port Trigger dynam
Virtual Servers —-ht?,-'unp st
- . the WAN side to es

Port TI'Igg-EI'II'Ig maamum 32 antries =0 K

DMZ Host -
LAN #dd | Remove |
Parental Control et OniEn
Home NEtWDI"ﬂI‘Ig Application Name i Port Range Port Range | WAN Interface | Remove
Wireless Start | End Start | End

To add a Trigger Port, click Add. The following will be displayed.

COMTREND

g0 ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN p MAT -- Port Triggering
NAT idea c.:-_"'frepcing, rETIoE 0mess
be opaned for
Virtual Servers e v screen by sefecting an siisting applictio
Port Tl'iggEI"ll'lg Remainling numbar of entries that can be configured:32
DMZ Host Rt BT
it op St PPDL. 1pppl. T W
LAN Application Mzme
Parental Control @ calect 20 application: | Select One v |
Home Netwurking () Custom spplcetion: | |
Wireless _
| Szve/Spply |
Tl’igg;rnporl THQE;:IPQ" Trigger Protocol ODSEI;:DR UPEET!:M Open Protocol
TCP b TCP b
TCEP L TCP w
| TCP V | TCP w
| TGP b | TGP w
| S=ve/Apply |

Click Save/Apply to save and apply the settings.
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Consult the table below for item descriptions.

Item

Description

Use Interface

Select a WAN interface from the drop-down menu.

Select an Application
Or
Custom Application

User should select the application from the list.
Or
User can enter the name of their choice.

Trigger Port Start

Enter the starting trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Port End

Enter the ending trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Protocol

TCP, TCP/UDP, or UDP.

Open Port Start

Enter the starting open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Port End

Enter the ending open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Protocol

TCP, TCP/UDP, or UDP.
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5.2.3 DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any of
the applications configured in the Virtual Servers table to the DMZ host computer.

SOMTR

WAN Setup

NAT
Virtual Servers
Port Triggering
DMZ Host

LAM

Parental Control

Home Networking

END
2)

Device Info BasicSetup  Advanced Setup  Diagnostics Management Logout

& a B

MNAT -- DMZ Host

The Broadbang Router will forward [P packats from the WAN that do not belong 52 any of the applications

configured in the Virtus

Entgr the computer's [P address snd click "Spphy’ to'a the OMZ host.

Clear the TP address field and dick ‘Apply’ to deactivate the DMZ host

DMZ Host TP Address: |

[ Szvel Apply |

To Activate the DMZ host, enter the DMZ host IP address and click Save/Apply.

To Deactivate the DMZ host, clear the IP address field and click Save/Apply.
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5.3 LAN

Configure the LAN interface settings and then click Apply/Save.

o 6 4

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

WAN p Local Area Network (LAN) Setup
INAT Configure the Broadband Router IP Address and Subnet Mask for LAN interface, GroupMNams | Defaullw
LAN 1P Address:

Lan VLAN Setting Cubret Maskt

IPv6 Autoconfig

uUPnP Enazhiz 1GMP Snooping
Parental Control O ok Mot
Home Networking ® Blocking Mode
Wireless

Enzbiz IGMP LAN to LAN Mutcast Dizable w |

= dowm regardless of this satting

@ Enzble DHCP Server
Start [P Address 197.168.1.2
End IF Address: 192.168.1.254

Lassed Time (hourl| 24
| Setving TFTP Sarver

Static IP Lazse Lt (A maximum 32 enties can be configueed)

Imtﬂddrﬁslmﬂﬂdmlhmwel

| Add Entries || Remaowe Entiss |

The settings shown above are described below.

GroupName: Select an Interface Group.

15" LAN INTERFACE

IP Address: Enter the IP address for the LAN port.
Subnet Mask: Enter the subnet mask for the LAN port.

Enable IGMP Snooping: Enable by ticking the checkbox M.

Standard Mode: In standard mode, multicast traffic will flood to all
bridge ports when no client subscribes to a multicast
group — even if IGMP snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will be
blocked and not flood to all bridge ports when there are
no client subscriptions to any multicast group.

Enable IGMP LAN to LAN Multicast: Select Enable from the drop-down menu to
allow IGMP LAN to LAN Multicast forwarding.
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Enable LAN side firewall: Enable by ticking the checkbox M.

DHCP Server: To enable DHCP, select Enable DHCP server and enter Start and
End IP addresses and the Leased Time. This setting configures the
router to automatically assign IP, default gateway and DNS server
addresses to every PC on your LAN.

Setting TFTP Server: Enable by ticking the checkbox M. Then, input the TFTP
server address or an IP address.

Static IP Lease List: A maximum of 32 entries can be configured.

MAC Address |IP Address | Remove

To add an entry, enter MAC address and Static IP and then click Apply/Save.

HCP Static IP Lease
Erter the Mac sddress and Static IP address then dlick "Apphy/Save” .
MAC Address: 12:34:56: 78:50: 12
IF Acdrass: 152.168.1.23
| Apphy/Save |

To remove an entry, tick the corresponding checkbox M in the Remove column and
then click the Remove Entries button, as shown below.

MAC Address | IP Address | Remove
12:34:56:78:90:12 | 152.16B.1.33
Add Eniries |I Femove Entries

Select Enable DHCP Server Relay (not available if NAT enabled), and enter the
DHCP Server IP Address. This allows the Router to relay the DHCP packets to the
remote DHCP server. The remote DHCP server will provide the IP address.
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5.3.1 Lan VLAN Setting

The CPE will tag VLAN on specific LAN port(s) when this feature is used.

¢ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
WAN Setup Local Area Network [LAN]) VLAN Satup
NAT —
Seleer 5 LAN port: [ eth1/eth] w»
z [ Enzhie viAN Mod=

Lan VLAN Setting ! :

IPv6 Autoconfig | Vian Id [ Phits Remove

UPnP N
Parental Control [ Add || Remave || Apply/save |

Click the Add button to display the following.

Vlan Id Phits Remove

| Add || Remove || Apply/Save

Item Description
Vlan ID The VLAN ID to be supported on the LAN port.
Pbits The VLAN priority bit to be supported on the LAN port.
Remove Tick the checkbox and click the Remove button to delete
entries.
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5.3.2 LAN IPv6 Autoconfig

Configure the LAN interface settings and then click Save/Apply.

COMTREND

G ak

Device Info BasicSetup  Advanced Setup  Diagnostics Management Logout
IPwE LAN Auto Configuration
WAN Setup Not=t Smteful DHOPE & supportsd on th umiption of prefic length less than 64, Interface ID does
. Plezsz entzr the complets information, Fo

NAT NOT re ZERD COMP ESSION " =xzmpe: Pleass enter

LAN
5 Static LAM IPv6 Address Configuration
Lan VLAN Setting Imterfzee Address {prefic length is reguired) I:I
IPv6 Autoconfig -
uPnP IPwe LAN Applications
=bls DHCPYE Serve
Parental Control S Dy v
Home Networking ® sl
Wireless Lt Swaecful
Start interface ID

End mterface D

Lezzad Time {hour)d
Enzblz RADVD

] Enatie ULA Prefic Advertisement

4 Randomfy Generate

caly Configure

Pref
Preferred Lifz Time [hourk |0

Valid Life Time (hour): | g

Enzbiz MLD Snoaping

Standard Mods
® Blocking Moda

Enczhdz MLD LAN to LAN Multiczst [ Disable

[LAN to LAN Multicastis =d untl the first WAN servoe is connected, regardless of this setting.]

[ S=ve/Apply |

The settings shown above are described below.

Static LAN IPv6 Address Configuration

Item Description

Interface Address Configure static LAN IPv6 address and subnet
(prefix length is required): prefix length
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IPv6 LAN Applications

Item Description

Stateless Use stateless configuration

Stateful Use stateful configuration

Start interface ID: Start of interface ID to be assigned to dhcpv6 client

End interface ID: End of interface ID to be assigned to dhcpv6 client

Leased Time (hour): Lease time for dhcpv6 client to use the assigned IP

address
Item Description

Enable RADVD Enable use of router advertisement daemon

Enable ULA Prefix Allow RADVD to advertise Unique Local Address

Advertisement Prefix

Randomly Generate Use a Randomly Generated Prefix

Statically Configure Prefix Specify the prefix to be used

Preferred Life Time (hour) The preferred life time for this prefix

Valid Life Time (hour) The valid life time for this prefix

Enable MLD Snooping Enable/disable IPv6 multicast forward to LAN ports

Standard Mode In standard mode, IPv6 multicast traffic will flood
to all bridge ports when no client subscribes to a
multicast group even if MLD snooping is enabled
In blocking mode, IPv6 multicast data traffic will
be blocked and not flood to all bridge ports when

Blocking Mode there are no client subscriptions to any multicast
group

Enable MLD LAN Enable/disable IPv6 multicast between LAN ports

To LAN Multicast
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5.3.3 UPnP

Select the checkbox M provided and click Apply/Save to enable UPnP protocol.

M@ P ak

Device Info BasicSetup  Advanced Setup  Diagnostics Management Logout
WAN p UPnP Configuration
NAT NOTE: UPnP is activated anly when there is a live WAN service with NAT enabled,
LAN Enzblz UPnP
Lan VLAN Setting
IPv6 Autoconfig (e
UPnP T
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5.4 Parental Control

This selection provides WAN access control functionality.

5.4.1 Time Restriction

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet Time
server synchronization as described in section 8.5 Internet Time, so that the
scheduled times match your local time.

Clicking on the checkbox in the Enable field allows the user to select all / none
entries for Enabling/Disabling.

s

Device Info Basic Setup  Advanced Setup Diagnostics Management
WAN p Access Time Restriction — A maximum 32 entries can be configured.
NAT
LAN Username I MAC I Mon I Tue I Wed I Thu I Fri I Sat I Sun I Start I Stop I Hemnvel
Parental Control IF[ Ep—
Time Restriction
URL Filter

Click Add to display the following screen.

B 6 4

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Access Time Restriction

WAN Setup

INAT

LAM

Parental Control
Time Restriction
URL Filter

Home Networking

Wireless

Mon|Tue|Wed|ThulFri |Sat {Sun
() ] ) ] ] )

Start Blocking Tima (himm)

End Elocking Time [hhvmm)

| Appiy/Save |

See below for item descriptions. Click Apply/Save to add a time restriction.

User Name: A user-defined label for this restriction.

Browser's MAC Address: MAC address of the PC running the browser.
Other MAC Address: MAC address of another LAN device.

Days of the Week: The days the restrictions apply.

Start Blocking Time: The time the restrictions start.

End Blocking Time: The time the restrictions end.
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5.4.2 URL Filter

This screen allows for the creation of a filter rule for access rights to websites based
on their URL address and port number.

3@ ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

URL Filter — Please selact the list type first then configure the list entries. Maximum 100 entries
WAN Setup can be configured.

NAT . .

LAN URL ListTyeed () Eweude O Include

Parental Control
Time Restriction
URL Filter | Address | Port | Remove |

Home Networkin i s

Wireless g | Add | Remove |

Select URL List Type: Exclude or Include.

Tick the Exclude radio button to deny access to the websites listed.

Tick the Include radio button to restrict access to only those listed websites.

Then click Add to display the following screen.

Parental Control - URL Filver Add

Enter the URL address and port number then click "Apply/Save” to add the entry to the URL filter

URL Address I F.rm'.','ah::-:h:nm I

Port Mumbear: 80 (Default B0 will be applied if lzave blank.)

ApotySave

Enter the URL address and port number then click Apply/Save to add the entry to
the URL filter. URL Addresses begin with “www”, as shown in this example.
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URL Filter -- Please select the list type first then configure the list entries.
Maximum 100 entries can be configured.

URLLEt Tyee: () Exclude ® Include

A maximum of 100 entries can be added to the URL Filter list.
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5.5 Home Networking

5.5.1 Print Server

This page allows you to enable or disable printer support.

PO NI

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN S'Etl.lp Print Server settings
NAT This page =lows you to ensble [ dissble printer support.
LAN D Enable on-board print server,

Parental Control
Home Networking

Print Server

DLNA Apphy/Save
Storage Service

USB Speed

Please reference Appendix E to see the procedure for enabling the Printer Server.

5.5.2 DLNA

Enabling DLNA allows users to share digital media, like pictures, music and video, to
other LAN devices from the digital media server.

Insert the USB drive into the USB host port on the back of the router.

Click Enable on-board digital media server, a dropdown list of directories found on
the USB driver will be available for selection. Select media path from the
drop-down list or manually modify the media library path and click Apply/Save to
enable the DLNA media server.

SOMTREND

=.

Device Info Basic Setup Advanced Setup Diagnostics Management

Digital Media Server settings
WAN Setup
NAT Thiz pags allows you to enzble | dizable digitsl mediz server support.
LAN [ Enzblz on-taard digitzl media s=rver.

Parental Control
Home Networking
Print Server
DLNA
Storage Service

USB Speed | Apply/Save |
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5.5.3 Storage Service

The Storage service allows you to use Storage devices with modem to be more

easily accessed.

5.5.3.1 Storage Device Info

This page also displays storage devices attached to the USB host.

WAN Setu p Storage Service

% ¢ sa

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

NAT The Storage service allows you to use Storage devices with modem to be more easily socessed

LAN Volumename | FileSystam | Total Space | Used Space

Parental Control
Home Networking
Print Server
DLNA
Storage Service
Storage Device Info
User Accounts

Display after storage device attached (for your reference).

Volumename | FileSystem

Total Space

Used Space

disk1_1 fzt

962
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5.5.3.2 Storage User Accounts

Add a storage account to access the USB device for the samba access system.

PR

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

WAN p Storage UserAccount Configuration
NAT Choose Add, or Remove to configurs User Accounts,
LAN | Usarflame | HomeDir | Remowe |
Parental Control
Home Networking [Ladd )

Print Server

DLNA

Storage Service
Storage Device Info
User Accounts

Click the Add button to display the following. volumeName would be disk1l_1 if only
1 USB has been plugged into the device.

% (3 sa

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
WAN Setup Storage User Account Setup

NAT

LAN In the boxes below, enter the user name, password and volums name on which the home

directory & to be created.
Parental Control

Home Networking Sj::: :ie:.
Print Server i Bl R
DLNA volumeNames: disk1_1
Storage Service
Storage Device Info
User Accounts
USB Speed -

In the boxes provided, enter the user name, password and volume name on which

the home directory is to be created. Then click the Apply/Save button.

72
Leading the Communication Trend




In any windows folder, enter the address \\192.168.1.1 to access the samba folder

created. A password prompt will show. Enter username password as configured.

Access \\192.168.1.1 again (or refresh the screen), the user folder will now be
available for access.

— — -_— L e — ‘ :

pe——— 1 - s -. -—,ﬁ: = =

@@v &y Metwork » 19216811 »
i — — P— — o
Organize = Search active directory Metwork and Shanng Center View remote printers
i ;

l public 1 user

| Share ! Share

m

5.5.3.2 Storage User Accounts
This page allows you to enable / disable USB 3.0 device support.

Note: Enabling USB 3.0 can cause interference with the built-in 2.4GHz wireless
radio. It is advised leaving the default value as USB 2.0

i3 3 sa

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

WARN SEtUp USE 3.0 settings
NAT This page allows you to e=nable | dissble USE 3.0 device support.

Mote: Enabling LISE 3.8 can cause interferencs with the built-in 2 .4GHz wirsless radio.
LAN 1t is advised leaving the default valus == USE 2.0

Parental Control
Home Networking
Print Server
DLNA
Storage Service
Storage Device Info
User Accounts

USB Speed

D Enzbl= USE3.0
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5.6 Wireless

5.6.1 SSID

This page allows you to configure the Virtual interfaces for each Physical interface.

Device Info BasicSetup  Advanced Setup Diagnostics Management Logout

NAT Thiz page allows you to configure the Virual interfaces for each Physical interface.
LAN Wireless Interface: | Comirend2461_2 4GHz(00:90:4C:2C:30:00) |
Parental Control
Home Networking BSS-MAG (SSID) | 00004 2C30:00 (Comirend2461_2 4GHz enabled) v |
Wireless BSS Enabled: [Enablad w |

SSID Network Name (SSID): | Comtrend2461_2 4GHz |

Secu ”-tY MNetwork Typs

{» (3 sa

AP |solation

BSS Max Associations Limit:
WM Advertize

WMF:

[ Apply || Cancel |

Click the Apply button to apply your changes. The settings shown above are

described below.

Item

Description

Wireless Interface

Select which wireless interface to configure

BSS-MAC (SSID)

Select desired BSS to configure

BSS Enabled

Enable or disable this SSID

Network Name
(SSID)

Sets the network name (also known as SSID) of this
network

Network Type

Selecting Closed hides the network from active scans.
Selecting Open reveals the network from active scans.

AP lIsolation

Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

BSS Max
Associations Limit

Sets the maximum associations for this BSS
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WMM Advertise

probes.

When WMM is enabled for the radio, selecting On allows
WMM to be advertised in beacons and probes for this
BSS. Off disables advertisement of WMM in beacons and

WMF

Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

5.6.2 Security

This page allows you to configure security for the wireless LAN interfaces.

Parental Control
Home Networking
Wireless

SSID

Security

Device Info BasicSetup  Advanced Setup
WAN Setup SECURITY
NAT
LAN

Wireless Interface:

£02.11 Authentication:
£02.1X Authentication:
WRA:

WRA-PSK:

WhAZ:

WRA2PSK:
WPAZSAE:

WPA Encryplion

RADIUS Server
RADIUS Port:
RADIUS Key:

WPA passphraze;
Protected Management Frames:

Metwork Key Rotation Intenval:
Pairwizs Key Rotation Inferval:

MNetwork Re-guth Interval:

Diagnostics

2 & a K

Management Logout

Thig page allows you to configure security for the wireless LAN interfaces.

| Comirend2461_2 4GHz{D0:90:4C:2C:30:00) v | Select |

Open  w|
Disabled v |

Lhisabied v

Disabled
Disabled v

Enabled v
Disabled v

AESw

:

=]
A=)
=]

{n=]
P

[Capable w

—

36000

| Apply || Cancel |

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

Selects 802.11 authentication
method. Open or Shared.

USEN:

Open
Disabled »

Disabled »
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Chapter 6 Advanced Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Advanced Setup

6.1 Security

For detailed descriptions, with examples, please consult Appendix A - Firewall.

6.1.1 IP Filtering

This screen sets filter rules that limit IP traffic (Outgoing/Incoming). Multiple filter
rules can be set and each applies at least one limiting condition. For individual IP
packets to pass the filter all conditions must be fulfilled.

NOTE: This function is not available when in WDS mode. Instead, MAC Filtering
performs a similar function.

OUTGOING IP FILTER

By default, all outgoing IP traffic is allowed, but IP traffic can be blocked with filters.

3 & a K

SOMTREND

[l

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Security Ou'tgljung 1P Filtaring SEt_ITp_ ) )
P Flltering By default. all outgoing IP traffic from LAN s sliowed, bursome IP maffic can be BLOWCKED bey sefting up filters,
Outgo'mg Choose Add or Remave to configure eutgaing IP fikers,
Incoming | Filter Namel IP Version | Protocol |5r|:lP|l’ Prefixlength |5r|:l'—"urt | DstIP/ PrefixLength | DsrPurtl llemuuel
MAC Filtering
a8 Soriies

To add a filter (to block some outgoing IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.
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ZOMTREND
7

G § A

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
I'It'{ Add 1P Filter — Outgoing
- idertify ootgaing IP traffic by specifying a new filter nama and
Ip Fi":EI'II'Ig cihied con his § = st be satishied for the nule to
Outgoing
Incoming 1
MAC Filtering
Quality of Service 1P Version: | IPy4 v |
R.DUﬁﬂg Protocol: . - ‘ | ' |
DNS Sounce [P E:r:'sss_ prafiy E';T_:
Sourca Port {port or portzport).
DSL : Destinztion [P addresz[/prefix lzngth]:
DSL Bﬂnd'“g Destination Port (poet or portiporth
DNS Proxy
Interface Grouping [opyisor
1P Tunnel ———

Consult the table below for item descriptions.

Item Description
Filter Name The filter rule label
IP Version Select from the drop down menu
Protocol TCP, TCP/UDP, UDP, or ICMP

Source IP address

Enter source IP address

Source Port (port or port:port)

Enter source port number or range

Destination IP address

Enter destination IP address

Destination Port (port or port:port)

Enter destination port number or range

77

Leading the Communication Trend




INCOMING IP FILTER

By default, all incoming IP traffic is blocked, but IP traffic can be allowed with filters.

?RED Q} g@ =.l

2

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
5 . I ing IP Filtering Setu
rity ncoming IP Filtering p
- When the firewsll is enabled on = WAN or LAN interface, 3l incoming IR traffic 5 BLOCKED, However, some [P
IP F“te""g trzffic can be ACCERTED by setting up filters.
Ouly _"g Choose Add or Remove 5 configure incoming IP fikers
Incoming
& Filter 1] SrelPf DstIP)
MAC Filtering Name | Eerfaces |y oo | Protocal | et ength | SP9 | prfind engeh | DStPort | Remave
Quality of Service
Routing | Add | Remowve |

To add a filter (to allow incoming IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/Save.

SOMTREND
- L]
-9 a} g@
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rity Add IP Filter — Incoming
= 3 Tha screen allows you tocreaze 2 6 identify incoming IP waffic by specfying 3 new fier nams and
P FI"ZEI'II'Ig st ons conditon below, Al of the = d conditions in this ffer rele most be satisfied for the rule &
Outgoing
Incoming
MAC Filtering
Quality of Service ~|
Ruuﬁng Protocol: ~ |
Source TP addres=](prafix length]:
[[::f Source Port {port or porzport):
DSL Bonding
DNS Proxy
i WAN Interfaces {Configured in Routing mode and with firewall enabled) and LAN Interfaces

Interface Grouping Select one or more WAN/LAN interfaces displayed below to apefy this rule,
IP Tunnel -
1P [ ApphySave

Consult the table below for item descriptions.

Item Description
Filter Name The filter rule label
IP Version Select from the drop down menu
Protocol TCP, TCP/UDP, UDP, or ICMP
Source IP address Enter source IP address
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Source Port (port or port:port) Enter source port number or range

Destination IP address Enter destination IP address

Destination Port (port or port:port) Enter destination port number or range

At the bottom of this screen, select the WAN and LAN Interfaces to which the filter
rule will apply. You may select all or just a subset. WAN interfaces in WDS mode or
without firewall enabled are not available.
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6.1.2 MAC Filtering

NOTE:  This option is only available in WDS mode. Other modes use IP Filtering to
perform a similar function.

Each network device has a unique 48-bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy and
rules for the PBL-6201 can be set according to the following procedure.

The MAC Filtering Global Policy is defined as follows. FORWARDED means that all
MAC layer frames will be FORWARDED except those matching the MAC filter rules.
BLOCKED means that all MAC layer frames will be BLOCKED except those
matching the MAC filter rules. The default MAC Filtering Global policy is
FORWARDED. It can be changed by clicking the Change Policy button.

=
L
-, ]
'~ ®
9) :
Device Info Basic Setu Advanced Sety Diagnostics Management Logout
p p g gen og
= MACL Filtering Setu
Security o ¥
IP Filteri MAC Fltering is only sffectve on WA ces configured n Bridge mode: FORWARDED mezns
k! = == matching with zny of the specified rules n the g
MAC Filtering £ er frames will b2 BLOCKED except thase matching with any of the
lQuality of Service
4 MAC Filtering Policy For Each Interface
Faxitug WARNING: Changing from one policy to another of an intefface will cause all defined rules for
DNS that interface to be REMOVED AUTOMATICALLY! You will need to create new rules for the new
DSL weley.
DSL Bl]l'ldil'hg Interface | Palicy Change
DNS Proxy smi:  |Forwarp| [
Interface Grouping
TP Tunnel
IPSec | Changs Policy |
ICertificate Choose Add or Remove m configure MAC fitering rules.
Multicast
Wirel IInterfa-DE | Protocol |Dal:ﬁn-atiun MAC | Source MAC IFramE Direction IR.ETHO‘\I'E |
| Add || Remeve |

Choose Add or Remove to configure MAC filtering rules. The following screen will
appear when you click Add. Create a filter to identify the MAC layer frames by
specifying at least one condition below. If multiple conditions are specified, all of
them must be met.
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g 1)

Basic Setup

Device Info

Security

IP Filtering

MAC Filtering
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec

Add MAC Filter

atm 1/atm0 1 » |

Advanced Setup

Logout

Diagnostics

v If multiple

[CAN===WAN

rifigured in Bridos modz only)

Click Ssave/Apply to save and activate the filter rule.

Consult the table below for detailed item descriptions.

Item

Description

Protocol Type

PPPoE, IPv4, IPV6, AppleTalk, IPX, NetBEUI, IGMP

Destination MAC Address

Defines the destination MAC address

Source MAC Address

Defines the source MAC address

Frame Direction

Select the incoming/outgoing packet interface

WAN Interfaces

Applies the filter to the selected bridge interface
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6.2 Quality of Service (Qo0S)

NOTE: QoS must be enabled in at least one PVC to display this option.
(See Appendix F - Connection Setup for detailed PVC setup instructions).

To Enable QoS tick the checkbox M and select a Default DSCP Mark.

Click Apply/Save to activate QoS.

SOMTREND .
11— P! o
S =4

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

QoS — Queue Management Configuration

Security
Quality of Service
QoS Queue

QoS Classification
QoS Port Shaping Mote: If Enable Qos checkbox is not selected, all oS will be disabled for all interfaces,

4, choose 3 default DSCP mark to sutomatically mark incoming mraffic
zrticular dassifier. Click ‘Apply/Save’ button to=ve i

Routing Mote: The default DSCP mark is used to mark all egress packets that de not match any
classification rufes,

DNS

DSL [] Enzhle QoS

DSL Bonding

DNS Proxy

Interface Grouping

IP Tunnel

IPSec | Appiyisave |

QoS and DSCP Mark are defined as follows:

Quality of Service (QoS): This provides different priority to different users or data
flows, or guarantees a certain level of performance to a data flow in accordance with
requests from Queue Prioritization.

Enable oS

Selert Default DSCP Mark No Change(-1) -

Default Differentiated Services Code Point (DSCP) Mark: This specifies the per hop
behavior for a given flow of packets in the Internet Protocol (IP) header that do not
match any other QoS rule.
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6.2.1 QoS Queue

6.2.1.1 QoS Queue Configuration

Configure queues with different priorities to be used for QoS setup.

In PTM mode, a maximum of 8 queues can be configured.
For each Ethernet interface, a maximum of 8 queues can be configured.
For each Ethernet WAN interface, a maximum of 8 queues can be configured.

(Please see the screen on the following page).
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COH?REHD

4@ & 4k

Device Info Basic Setup Advanced Setup D Manat Logout
Security QnS Qnews Sehup
Quality of Service
QoS Queue
Queuve Configuration
Wian Queue Rk
QoS Classification
Rqofi_:ort Shaping Mobs: Ethernet LAN queie corfiguration tnly takis effect when all the quités of the inberfisee hive betn configured,
outing
DNS The QoS functitn has bien disabled. Qiruss would not take sffect.
DSL D Shpis
DSL Bonding Mame | wey | metecksee | i | preciaia/wont | pempria muin;mnm?;ﬁnrmu“ T;.:?‘E MinfitRistalbps) | BurstSas(bytes) | Ensble | Remove
DNS Proxy
Interface Gr - uhge | 12 =z B s ot ]
IP Tunnel wngr | 13 =t ¥ us o7 i}
IPSec
Certificate ] et [ ¥ g O
Multicast
Wireless Langs | i =tz 5 4 ot (]
langs | @3] ame 4 L ot 2|
134 =it 3 B o7 ]
ez | = il I = o (]
tangn | 135 e 1 B o 0
LANGE | 137 =t B 1SF ot ]
vange | =8| em ki biE ot ]
tangs | 13| e B Eli DT (]
Lengs | 120 =tz 5 45 oT (1]
lanigs | 51| =tz 4 55 ot |

1
]
)

1
L=
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wngz | 1 =tz I 7= ot ]
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.
1
o

@
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4]

9
- 1
14
(]

(oo 1 Entie V[ Remone |

To remove queues, check their remove-checkboxes (for user created queues), then
click the Remove button.
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The Enable button will scan through every queue in the table. Queues with the
enable-checkbox checked will be enabled. Queues with the enable-checkbox
un-checked will be disabled.

The enable-checkbox also shows status of the queue after page reload.

Note that if WMM function is disabled in the Wireless Page, queues related to
wireless will not take effect. This function follows the Differentiated Services rule of

IP QoS.

Enable and assign an interface and precedence on the next screen. Click
Apply/Save on this screen to activate it.

To add a queue, click the Add button to display the following screen.

SOMTREND &’ @ -... B._

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

rity QoS Queue Configuration

Quality of Service

QoS Queue Name

Queue Configuration ) _
Wilan Queue e [Enable v |

QoS Classification Interface: ‘j|
QoS Port Shaping
Rl'.llltil'lg Drop Algorithm
DNS @' DT [Drop Tad|
DSL (2 RED (Random Early De=con)
DSL Bonding Miras Thoeshod [1-100)% of
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless

Thiz screen aflows you to configure & QoS gueus and add it to s selected layerl interfece

Name: ldentifier for this Queue entry.
Enable: Enable/Disable the Queue entry.

Interface: Assign the entry to a specific network interface (QoS enabled).

Drop Algorithm: Select the algorithm to be used to ensure that the QoS rule is
enforced if the traffic exceeds the configured limit.

Drop Tail: Packets are sent in first come first serve fashion, the tailing traffic would
be dropped if they exceed the handling limit.

Random Early Detection: Packets are monitored by configured queue threshold
and serving proportion.
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WRED: Weighted RED, the assigned monitoring queue would be given different
priority and threshold to ensure various priority queues would be served fairly.

After selecting an Interface the following will be displayed.

L) Q? g@

' [1-1007% of queue sza

' [1-1001% of queus s==

Paii v

5K

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
I‘it]l' Qo5 Quewe Configuration
Quality of Service This sereen afows you to configurs 2 QoS queus and sdd it & seiected lsyerd interface
QoS Queue Mame:
Queue Configuration )
Wilan Queule Friaen _EI:IEb|E-‘_' |
QoS Classification Interface: atmo v |
QoS Port Shaping
Routing
DNS
DSL
DNS Proxy = i -
Queus Weighn | 1-63
Interface Grouping . 2 |[1-63]
IP Tunnel Drop Algdrizhm
IPSec & DT [Drop T=d)
- RED: {Random Early Detscfion)
Certllﬁmte Minimum Threshold [1-100]% of queus sp=
Multicast Mzximum Threshold: ' [1-1007% of queus sz=
Wireless WRED {Weighted RED)
Low Class Min Threshold: | [1-1007% of queue sza
Low Class Max Threshold: | ' [1-100]% of queus sza

The precedence list shows the scheduler algorithm for each precedence level.
Queues of equal precedence will be scheduled based on the algorithm.
Queues of unequal precedence will be scheduled based on SP.

Click Apply/Save to apply and save the settings.
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6.2.1.2 WIlan Queue

Displays the list of available wireless queues for WMM and wireless data transmit

priority.

Management

COMTREND
Basic Setup Advanced Setup Diagnostics
QoS Wian Quess Sehap
Security
Qllﬂﬁtv' of Service Hole: IT WM Tunclion i disalied in Windess Page, queues nelaled b winsless wall ol Doke =fTecs
Qo5 Queue The QoS funchion hes been disabled, Quemes winld nit ke effects,
Quene Configuration
Wian Quene Hems Key | Interface | Qid | Prec/sigiWght | Ensbie
QoS Classification WM Vo= Pty 1 il 3 Vs B
QoS Port Shaping WHM Vaies Fricty | 3 w1 7 25 Znstimd
Routing
WM Video Prioety. 3 wil [ 352 =
DNS
DSL WM Video Pty | 4 vl 3 Azp Enmtiamd
DNS Proxy Wl Bt BTt | 5 i 4 5= Enatimd
Interface Grouping
T I ¥ Background -3 Wil 3 &iED Sty
unne
IPSec WM Backgmund 7 i Z TR sl
Certificate W Bt Bt | 3 il 1 B Eratim
Multicast - - - =
WHM Vosoe Prioefy &5 wil ] &2 e
Wireless
M Vosce Proriy 55 Al 7 =e Sl
WHHM Video Priorily ar wil & = Snali=]
WM Viden Pty 68 wil 3 4= Enafie=d
WM Besf Bfort 2] il 4 =T =
WM Backiground 7 wil 3 =0 Enalied
WM Background A wil 2 asR Enaliad
VHS] Bt BTorf 72 Al 1 ase Sl

Logout
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6.2.2 QoS Classification

The network traffic classes are listed in the following table.

COMTREND @ g@ .l h-

Device Info Basic Setup Advanced Setup Di Logout

QoS Olassifitation Setup — masdimum 32 naks can be configued.
[Security
= To add & rufe, ciick the Add buéton
Q“aﬁtv ﬂf Service Ta remove rules, check ther remove-checkBiooss, then cick e Rémove Sulton
Qo5 Queue The Enabile futton will scan trmug = e 71 e Lo Rt i) mnalie-checkio: chieciied will be mnatied, Ries st snsbiechiecthon n-chected will be deatied
. - The mstis <
Queue C DOR 1 oo et W ot L Tt
Wlan Queue
Qo5 Classificatio The: QuS furttion has disated, Classificat would not take effects,
ssification
QoS Port Shaping CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
Routing Class Cless | Ether [schac) [stmacy |s<apy DR} DsCP |802.1P | Guewe [Dsce [s02.1P
Mame Intf |Type |Mask  |mMask Prefix.ength |PrefxLengtn P00 |SecPert| Dethart] s [oherk Mark [Mark | Lamat(icys) | Snobie] Remove
DSL Ewtiz | [ A=pee=

Click Add to configure a network traffic class rule and Enable to activate it. To
delete an entry from the list, click Remove.

This screen creates a traffic class rule to classify the upstream traffic, assign
queuing priority and optionally overwrite the IP header DSCP byte. A rule consists of
a class name and at least one logical condition. All the conditions specified in the
rule must be satisfied for it to take effect.

Add Network Traffic Class Rule

This screen creates a traffic class nule to classify the ingress wraffic into 2 pricrity queus and optionzlly mark the DSCP or Etharnat priceity of the packst,
Click ‘Apply/Save' to save and activate the rule

Traffic Class Mame
Rude Ordar: Last

L
Rude Status Enable w

Spacify Classification Criteria (4 blank critzrion indicates it is not usad for classification.)

Ingress Interface: LAN w

Ether Type | W

Source MAC Address:

Source MAC Mask:

Diestingtion MAC Address

Diestinzton MAC Mazk

Specify Classification Results (A blank value indicates no operation.]

Specify Egress Interfaca (Required): | LS |

Specify Egress Queus (Requirsd): | - |
- Packets dlassified into a quewe that exit through an interface for which the gueue

is not specified to axist, will instead egress to the default queue on the interface

Mark Differentiated Service Code Point (DSCP) | LY |

Mark 802, 1p priosity e |

=5 rule p-bits.
¢ tha dass rule p-bits. Mo additionzl vlan tag is addad,

- Clazs non-vizn packs

- Class non-viz El W
- Class vian packets egress o a vlan interfacz will |:-= additionally tagge: with the packet -.-.D- and the class rule p-bits.

=]

Set Rate Limit: | [Kbits/s]

Click Apply/Save to save and activate the rule.
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Item

Description

Traffic Class Name

Enter a name for the traffic class.

Rule Order

Last is the only option.

Rule Status

Disable or enable the rule.

Classification Criteria

Ingress Interface

Select an interface: (i.e. LAN, WAN, local, ETH1,
ETH2, ETH3, wl0)

Ether Type

Set the Ethernet type (e.g. IP, ARP, IPv6).

Source MAC Address

A packet belongs to SET-1, if a binary-AND of its
source MAC address with the Source MAC Mask is
equal to the binary-AND of the Source MAC Mask and
this field.

Source MAC Mask

This is the mask used to decide how many bits are
checked in Source MAC Address.

Destination MAC
Address

A packet belongs to SET-1 then the result that the
Destination MAC Address of its header binary-AND to
the Destination MAC Mask must equal to the result
that this field binary-AND to the Destination MAC
Mask.

Destination MAC Mask

This is the mask used to decide how many bits are
checked in the Destination MAC Address.

Classification Results

Specify Egress
Interface

Choose the egress interface from the available list.

Specify Egress Queue

Choose the egress queue from the list of available for
the specified egress interface.

Mark Differentiated
Service Code Point

The selected Code Point gives the corresponding
priority to packets that satisfy the rule.

Mark 802.1p Priority

Select between 0-7.

- Class non-vlan packets egress to a non-vlan
interface will be tagged with VID O and the class rule
p-bits.

- Class vlan packets egress to a non-vlan interface will
have the packet p-bits re-marked by the class rule
p-bits. No additional vlan tag is added.
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- Class non-vlan packets egress to a vlan interface will
be tagged with the interface VID and the class rule
p-bits.

- Class vlan packets egress to a vlan interface will be
additionally tagged with the packet VID, and the class
rule p-bits.

Set Rate Limit

The data transmission rate limit in kbps.
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6.2.3 QoS Port Shaping

QoS port shaping supports traffic shaping of the Ethernet interface.
Input the shaping rate and burst size to enforce QoS rule on each interface.
If "Shaping Rate" is set to "-1", it means no shaping and "Burst Size" will be ignored.

Security
Quality of Service
QoS Queue
Queue Configuration
Wilan Queue
QoS Classification
QoS Port Shaping
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

QoS Port Shaping Setup

& a B

it R o T e hapig S e s will i e
Interface | Type | Shaping Rate (Mbps) | Burst Size (bytes) | Enable
ethl L |2 R AE [| O
eth2 Lan | [ | |:| [l O
eth3 FU R R AE [| O
ethd Lan | [ [ RE [] O
eths FU R R AE [| O

| Apply/save

Click Apply/Save to apply and save the settings.
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6.3 Routing

The following routing functions are accessed from this menu:
Default Gateway, Static Route, Policy Routing and RIP.

NOTE: In WDS mode, the RIP menu option is hidden while the other menu
options are shown but ineffective.

6.3.1 Default Gateway

The default gateway interface list can have multiple WAN interfaces served as
system default gateways but only one will be used according to the priority with the
first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in

again.
rFJ o L
SOMTREND
Device Info Basic Setup Advanced Setup  Diagnostics Ma nagement
Security Ruowting — Default Gateway
Qua rl;b." e Dl gatewey interfzce =1 can hove muilipe 'WAN nterface meved =3 systen Gl gateweys but only one
Routing will b ] mocording fo D prioey wil?) Hhe Tirst Bming T7m Figfeme? and the beet one e lopeet orionily 7 e
Default Gateway WAN inbe=rface = comectsyl. Priceily ondes can be diang=d By removirg 28 and aiding em back in agan
Static Route
Soleched Default Gateway Bornilabke Ronrted WAN
Policy Routing Trberfaces Trberfaces
RIP
DNS = i
DSL
DNS Proxy | =
Interface Grouping
IP Tunnel
IPSec - =
Certificate
Multicast Sst=d WA Tnt=taze NO CONFIGURED INTERFACE
Wireless
Sy Save

Click Apply/Save to apply and save the settings.
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6.3.2 Static Route

This option allows for the configuration of static routes by destination IP.
Click Add to create a static route or click Remove to delete a static route.

Q}é@u"r

Basic Setup  Advanced Setup  Diagnostics Management

SOMTREND

= Rourting — Static Riowbe { & maodmum 32 ervdries can be asnfiguned])
Security

Qua I'll:v of Service NOTE: For system creatid routs, the "Remove” checkbox & dsabiled,

Routing
Default Gateway
Static Route [(aa]
Policy Routing
RIP

|]PW1ﬂn|DsﬂPIhﬁ:LEﬂgﬂl|Gﬂ&mv|IﬂlﬂM|mehith.&mml

After clicking Add the following will display.

COMTREND

& O ak

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Routing — Static Route Add

Security
5 Enter the destingtion network sddress, sebnet mask, gatewsy ANDNOR availzbls WAN
QMﬁtY of Service interface then dick "Apphe/Save” 1o add the entry to the routing =hle,
Routing
Default Gateway IP Versiani IPvd o
Static Route Destination 1P address/prafi; length: |
Puliqr Rﬂl.[ﬁl'l-g Interface: -
Gatsway [P Address:
RIP Wiy eSS
DHS (optional: metwic member should be grester than or egusl to zeno)
Matmic
DSL
ApphyiSave
DNS Proxy
® IP Version: Select the IP version to be IPv4 or IPv6.
® Destination IP address/prefix length: Enter the destination IP address.
® Interface: Select the proper interface for the rule.
® Gateway IP Address: The next-hop IP address.
® Metric: The metric value of routing.

After completing the settings, click Apply/Save to add the entry to the routing
table.
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6.3.3 Policy Routing

This option allows for the configuration of static routes by policy.

Click Add to create a routing policy or Remove to delete one.

SOMTREND

G ¢

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

Policy Routing Setting — A maximum 7 entries can be configored.

Security
Quality of Service
Routing
Default Gateway
Static Route
Policy Routing
RIP

Policy Hamel Source [P | LAN Port |'H'-'F|.N | Default GW | Ilen'lmrel

On the following screen, complete the form and click Apply/Save to create a policy.

SOMTREND

¢ 64

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

Policy Routing Settup

SEEJJI'I[]F Enter the policy name; polices, and WAN interface then dick “Apphy/Save” to add the
n entry to the palicy rocting t=ble,

Quality of Service Mote: IF selected "IPoE” 2= WAN interface, cefault gateway must be configured,
Routing

Default Gateway Policy Name:

Static Route ;

= Phogsics] LAN Port: -

Policy Routing

RIP
DNS Soumes 1P
sl Use Inzface -
DNS Proxy Defach Gateway IP:
Interface Grouping
IP Tunnel Applyisave |
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Item Description
Policy Name Name of the route policy
Physical LAN Port Specify the port to use this route policy
Source IP IP Address to be routed
Use Interface Interface that traffic will be directed to
Default Gateway IP IP Address of the default gateway
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<OMTREND
6.3.4 RIP

To activate RIP, configure the RIP version/operation mode and select the Enabled
checkbox M for at least one WAN interface before clicking Save/Apply.

SOMTREND

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

Routing — RIP Configuration

Security
= MOTE: If selected interface has NAT enabled, only Passive mode is allowed.
Quality of Service Y
Routi To activate IRZP for the WAN In‘.efsze. select the desred RIP version zna operation and
ng place = check in the "Enshled’ checkbon: To stop RIP on the WAN Interface, enchedk the
Default Gateway "Ensbled” checkbo: Click the "Apphy/Save’ botton to starfstop RIP and save the configuration,
Static Route
Policy Routing [Interfacelversion|Operation|Enabled]
RIP
DHNS . i
WAN Interface not exst for RIP,
DSL
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6.4 DNS

6.4.1 DNS Server

Select DNS Server Interface from available WAN interfaces OR enter static DNS
server IP addresses for the system. In ATM mode, if only a single PVC with IPoOA or
static IPOE protocol is configured, Static DNS server IP addresses must be entered.
DNS Server Interfaces can have multiple WAN interfaces served as system DNS
servers but only one will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
Priority order can be changed by removing all and adding them back in again.

$0 6 Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

DMNS Server Configuration

Security
Quality of Service
Routing DNE SEnler Interfaces an have multiplk
socording to the prionty = fi
IDNS connectzd, Priarity arder can be cha
DNS Server
" Select DNS Server Interface from available WAH interfaces;
Dynamic DNS Szlzct=a DNS Sarver Intefaces Avaiizilz WAN Tnezrfaces
DNS Entries
DSL
DSL Bonding
DNS Proxy ‘ =
Interface Grouping
IP Tunnel -
IPSec
Certificate
Multicast
Wireless ® Use the following Static DNS IP address:
Primary DNS s=nver
Secondary DS ssrver

Obtzin IPvE DNS info from 2 WAN interface!

| Appiy/Save |

Click Apply/Save to save the new configuration.
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6.4.2 Dynamic DNS
The Dynamic DNS service allows you to map a dynamic IP address to a static

hostname in any of many domains, allowing the PBL-6201 to be more easily
accessed from various locations on the Internet.

%)

{» (3 sa

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Securit\r Dynamic DNS
= The Dynamic DNS service ws you to slizs = dynamic IP address to a static hostname in any
Quaﬁw of Service of the mamy domsins g your Broadband Router to be more sasiy accessed from various
Ruuﬂng locations on the Internet.
DNS Choose Add or Remove to configure Drynamic DNS.
DNS Server
. |Hostnam|ﬂsernarne|5ew£ne|lnterfaue|ﬂme|
Dynamic DNS
DNS Entries
To add a dynamic DNS service, click Add. The following screen will display.
SOMTREND
| [ ]
- . il
A 2 Q:‘ é@ E‘
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
I‘it‘l' Add Dynamic DNS
QLIH'“Z}" of Service This paos allows you 1o add & Dynamic DNS address from DynDMS.0mg, TZ0, or no-ip.com
Routing D-D¥E provider DynDNS.org v
DNS -
Hostname |
DNS Server e K
7 Intzrface w
Dynamic DNS —
DNS Entries i i
Ussrmame
DSL
. Paszworo
DSL Bonding
IDNS Proxy | Asply/Save |
Interface Grouping
Click Apply/Save to save your settings.
Consult the table below for item descriptions.
Item Description

D-DNS provider

Select a dynamic DNS provider from the list
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Hostname Enter the name of the dynamic DNS server

Interface Select the interface from the list

Username Enter the username of the dynamic DNS
server

Password Enter the password of the dynamic DNS server

6.4.3 DNS Entries

The DNS Entry page allows you to add domain names and IP address desired to be
resolved by the DSL router.

o)
Y a8

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. DNS Entries
Security
N N The DMS Entry page allows you to add domain name and IP address pairs desired to be resolved by the DSL router.
Quahty of Service Choose Add or Remove to configure DNS Endry, The entries will become active after save/reboot.
Routin
9 A maximum 16 entries can be configured.

DNS | Domain Mame | IP Address | Remove |

DNS Server _

Dynamic DNS | Add || Remove |

DNS Entries

Choose Add or Remove to configure DNS Entry. The entries will become active
after save/reboot.

=

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

DNS Entry

Enter the domain name and IP address that needs to be resolved loczlly, =nd dlick 'add Entry.

Security
Quality of Service
RUUti"g Domain Name 1P Address
DNS 1
DNS Server
Dynamic DNS Add Entry
DNS Entries

Enter the domain name and IP address that needs to be resolved locally, and click
the Add Entry button.

99
Leading the Communication Trend



6.5 DSL

The DSL Settings screen allows for the selection of DSL modulation modes.
For optimum performance, the modes selected should match those of your ISP.

o Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

SEC!.II'it'.l’ D51 Settings
Quality of Service Salect the modulation belaw, Selact the profils below,
Routing
DNS G.Dmt Ensbizd Bz Enabled
. i Glit= 82 Enabled
Ei;i:::;ﬁg T1.413 Enabled Ec Enabled
Interface Grouping AD5L2 Enzhbled #d Enabled
TP Tunnel &nnexl Enshled 125 Enzhled
IPSec ADSL2+ Enabied 125 Enabled
(‘ezh?icate [ AnnexM Enshied 17a Enabled
::‘I-:r;:fazt VD5L2 Enzbled 30z Enzhied

35b Enabled

Us0

Ensbied

Capahility
Birswap Enzble

L SRA Enable

5.597.1 EOC xTU-R Serizl Number [Rebaet is required for EOC changes o take effect)

=

® Ecispment Sesal Nomber

'} Egupment MAC Addrass

| Applyiszve |
Click Apply/Save to save your settings.
Consult the table below for item descriptions.
DSL Mode Data Transmission Rate - Mbps (Megabits per second)
G.Dmt Downstream: 12 Mbps Upstream: 1.3 Mbps
G.lite Downstream: 4 Mbps Upstream: 0.5 Mbps
T1.413 Downstream: 8 Mbps Upstream: 1.0 Mbps
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ADSL?2 Downstream: 12 Mbps Upstream: 1.0 Mbps

AnnexL Supports longer loops but with reduced transmission rates

ADSL2+ Downstream: 24 Mbps Upstream: 1.0 Mbps

AnnexM Downstream: 24 Mbps Upstream: 3.5 Mbps

VDSL2 Downstream: 100 Mbps Upstream: 60 Mbps

VDSL Profile Maximum Downstream Throughput- Mbps (Megabits
per second)

8a Downstream 50

8b Downstream 50

8c Downstream: 50

8d Downstream: 50

12a Downstream: 68

12b Downstream: 68

17a Downstream: 100

30a Downstream: 100 Mbps Upstream: 100 Mbps

35b Downstream: 300 Mbps Upstream: 100 Mbps

Options Description

uso Band between 20 and 138 kHz for long loops to upstream

Bitswap Enable

Enables adaptive handshaking functionality

SRA Enable Enables Seamless Rate Adaptation (SRA)

G997.1 EOC Select Equipment Serial Number or Equipment MAC
XTU-R Serial Address to use router’s serial number or MAC address in
Number ADSL EOC messages
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6.6 DSL Bonding

This page displays the bonding status of the connected xDSL line.

SOMTREND

o> B 4

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
rlt"' xDSL Bonding Capability Configuration
QIJH'“:\I’ of Service Any Changes will require a =boot
R,ﬂuting BondingMon-bonding modes - Auto controlled from within the systam,
DNS Far any kind of xD5L bonding capabiity in the modem now or i the future,
DL . Plaase kesp this configuration enzblec
DSL Bonding
o xy . xD51 Bonding Capabifny
Interface Grouping
IP Tunnel Current WAN xD50L Mode: Bonded )
IPSec Save/Reboot
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6.7 DNS Proxy

DNS proxy receives DNS queries and forwards DNS queries to the Internet. After the
CPE gets answers from the DNS server, it replies to the LAN clients. Configure DNS
proxy with the default setting, when the PC gets an IP via DHCP, the domain name,
Home, will be added to PC’s DNS Suffix Search List, and the PC can access route with
“Comtrend.Home".

COMTREND

T

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

r'rty DNS5 Proxy Configuration
Qua'ibf’ of Service Enzbi= DNS Prowy
Routing Host rame of the Brosdband Rouwtes: | Comtrend
DNS Domain name-of the LAN network: | Home
DSL
DSL Bnndmg DNS Relay Configuration
DNS Proxy Thiz controls the DHCP Server to-assign public DNS
Interface Grouping U Enabi= DNS Relay -
IP Tunnel L Applv/Seve |
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6.7 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group
performs as an independent network. To use this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Add button.

The Remove button removes mapping groups, returning the ungrouped interfaces
to the Default group. Only the default group has an IP interface.

ZOMTREND

o § 4

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Interface Grouping — A maximum 16 entries can be configured

ISecurity

H - Interface Grouping supparts multiple ports th WAN aod bridging groups, Each group will perform 35 an
Ql.li':lll-t‘}" of Service independent n k. To-suppart this fe Wi LSt Cres with zporooriat= LAN snd WAN
IRouting intzrf: g the Add button, Remove button wil remove the grousing and =dd the ungrouped intesfaces
DNS the Dafault group, Daly the default group has IP Interface.
IDSL
DSL Bundmg Group Name | Remove | WAN Interface | LAN Interfaces DHCP Vendor IDs | MAC Address
DNS Proxy "

ethl.0

Interface Grouping =
TP Tunnel —a
. eth3, @

% Default ethé.d
ICertificate -

. eth5.0
Multicast

Comrend?d451_Z.4GHz
Wireless 7 Sl
Comwrend2451 5GHz

| Add ” Remove |

To add an Interface Group, click the Add button. The following screen will appear.
It lists the available and grouped interfaces. Follow the instructions shown
onscreen.
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Device Info

Security

Quality of Service
Routing

DNS

DSL

DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel

IPSec

Certificate
Multicast
Wireless

¢ @ ak

Basic Setup Advanced Setup Diagnostics Management Logout

Ineerface grouping Configuration

connected ta sithar LAN or WLAN to wse a spacific WAN
fyn=mic =pprosch. Using the Vendor [D or Any Port, Any WAN

This feanwe allows you to set ports or davic
interfa iz festur= can be sither 3 s=ic o
pption is'an option for a dynamic con

Here zre the steps to create an Interface Group feature:

Step 1.Enter tha Group Nama. Each group name must b= unique when cresting multiple groups.

Step 2. Sclect WAN Interface that the group will 2ssecate o, Cick on the WAN interface from the
W
the mtarfaces between columins

Step 3. Chogs= fram the 3 gption
[e.] MAC address for Any port. Any

£ best suit your nesds: [2.]
N,

[z.] The Grouped interfzres option designztss = port{s) to thar specifisd WAN Interfaces groun,
Click on the LAM 2nd WLAN interfzces you chooss to sssocizee. Use the Arvow burton to-toggie the
LAN/WLAN interfaces tm the other oolumn

[&] The Vendor ID aption will autamencally 2dd LAN or WLAN dlients port{s) or WLAN S5ID o the
Grouped LAN Intsfarss based op the Vendor ID in the DHCP Discover from the ropnectad LAN
dient. 4dd the DHCP Vendor 1D string from the LAN Client. If you do not know the Viendor ID; sither
you t=n check with the manufacturer or tzke 2 packst czpturs to-identfy the Wendor ID in the DHCP
Discover packsn

[c.] The MAC Address Match List for Any Port Any WAN option sutomaticaliy adds LAN or WLAN

r WLAN 5510 to the Grouped LAN Interfaces bessd on the MAC Address, Acd the

for those devices that read to be associatad w the specific WAN Interface, Using the

accepizhle but you will need = fill in the ==t of
ple, oi:bbib7ial:87:6d will have a MAC DUT

Step 4. Click Apply/Save bution to maks the changss effecive mmadiately,

IMPORTANT: If a Vendor ID or MAC address is configured for a specific client device, please
REBOOT the client device attached to the modem to allow it to request an IP address and
associzte the port to the appropriate Group.

Group Name: |

Grouped WAN Interfaces Available WAN Interfaces

Available LAN Interfaces

i Comtrend2451_2 4GHz a
Comtrend2451_5GHz

ethi.0

eth2 0

eth3.0

ethd.0

eth5.0

Grouped LAN Interfaces

Automatically Add Clients With
the fallowing DHCP Vendor IDs

MAC Address Match List for Any
Port Any Wan

| Appiy/Save |
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Automatically Add Clients With Following DHCP Vendor IDs:

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID
(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This will be turned on when
Interface Grouping is enabled.

For example, imagine there are 4 PVCs (0/33, 0/36, 0/37, 0/38). VPI/VCI=0/33 is
for PPPoOE while the other PVCs are for IP set-top box (video). The LAN interfaces are
ETH1, ETH2, ETH3, and ETH4.

The Interface Grouping configuration will be:

1. Default: ETH1, ETH2, ETH3, and ETHA4.
2. Video: nas_0_36, nas_0_37, and nas_0_38. The DHCP vendor ID is "Video".

If the onboard DHCP server is running on "Default" and the remote DHCP server is
running on PVC 0/36 (i.e. for set-top box use only). LAN side clients can get IP
addresses from the CPE's DHCP server and access the Internet via PPPoE (0/33).

If a set-top box is connected to ETH1 and sends a DHCP request with vendor ID
"Video", the local DHCP server will forward this request to the remote DHCP server.
The Interface Grouping configuration will automatically change to the following:

1. Default: ETH2, ETH3, and ETH4
2. Video: nas_0_36, nas_ 0 37, nas_0 38, and ETHL1.
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6.8 IP Tunnel
6.8.1 IPv6inIPv4

Configure 6in4 tunneling to encapsulate IPv6 traffic over explicitly-configured 1Pv4

-

SOMTREND
Advanced Setup  Diagnostics Management Logout

2)

Device Info

Basic Setup

SECI.II'I't'.I' IP Tunneling — 6ind Tunnel Configuration
iQuality of Service
Routing e _wg i
DNS [ Acd || Remove |
DSL
DSL Bonding
IDNS Proxy
Interface Grouping
TP Tunnel

IPvGIinIPv4
| IPv4inIPvE

Click the Add button to display the following.

%P A

| name [ wan | Lan | Dynamic | 1pva Mask Length | 6ed Prefix | Border Relay Address | Remave |

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
r'rtv IP Tunneling — 6in4 Tunnel Configuration

QUH'“ZY of Service Currantly, only brd configuration & supportd
Routing Turirel Narme |
DNS Machanizm: [ERD |
DSL #zzociared WAN Intarface: | W |
DSL Bunding Associated LAN Interface | LANMDID » |
DMNS PI"OX‘}‘ ® sanal O Automasc
Interface Grouping
IP Tunnel

IPv6inIPv4 ol Ja TR

IPVAinIPV6 order Relay [Pvd Address

MAP | Applyisave |

Click Apply/Save to apply and save the settings.

Item

Description

Tunnel Name

Input a name for the tunnel

Mechanism

Mechanism used by the tunnel deployment

Associated WAN Interface

Select the WAN interface to be used by the
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tunnel

Associated LAN Interface

Select the LAN interface to be included in the
tunnel

Manual/Automatic

Select automatic for point-to-multipoint
tunneling / manual for point-to-point tunneling

IPv4 Mask Length

The subnet mask length used for the IPv4
interface

6rd Prefix with Prefix
Length

Prefix and prefix length used for the IPv6
interface

Border Relay IPv4 Address

Input the IPv4 address of the other device
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6.8.2 IPv4inIPVv6

Configure 4in6 tunneling to encapsulate IPv4 traffic over an IPv6-only environment.

L) @ 5@ =.I o

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

SECI.II'I't'lI' IP Tunneling — 4in& Tunnel Configuration

lQuality of Service [ Hame | wan | Lan | Dynamic | AFTR | Remove |

Routing

IDMNS

DSL

DSL Bonding

IDNS Proxy

Interface Grouping

TP Tunnel
IPvGinIPv4
IPv4inIPvo

| Bdd || Remove |

Click the Add button to display the following.

COMTREND Q:, g@ -& o

%)

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Security IP Tunneling — 4in6 Tunnel Configuration
Quality of Service Currentiy, only DS-Lits configuration is supported,
Routing Tunnzl Name |
DNS Mecharisrrs |D5-Lite v
DSL Associated WAN Intarface: | w |
DSL Bonding #ssociated LAN Interface |M|
DMNS PI‘DX}‘ ® pamuzl O Auomesc
Interface Grouping AFTR:
IP Tunnel | Apply/Szve |

IPvGinIPv4
| IPv4inIPvG

Click Apply/Save to apply and save the settings.

Item Description
Tunnel Name Input a name for the tunnel
Mechanism Mechanism used by the tunnel deployment
Associated WAN Interface Select the WAN interface to be used by the
tunnel
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Associated LAN Interface Select the LAN interface to be included in the
tunnel
Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

AFTR Address of Address Family Translation Router

6.8.3 MAP

This page allows you to configure MAP-T and MAP-E entries.

¢ 0 Ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

. MAP — MAP-T/MAP-E Configuration
Security

Quality of Service gr_ |BMR BMRIPv4 [pSID | psID
Routing Mechanism | WAN | Dynamic | o e | TPvE Prefix: Offset | Length

Prefix

DNS —
DSL [ A | [ Remore |
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel

IPv6inIPv4

IPv4inIPv6

MAP

PSID | Remove

Click the Add button to display the following.
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=

Interface Grouping
IP Tunnel
IPvGinIPv4
IPv4inIPve
MAP
IPSec
Certificate
Multicast

ND
3

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity MAP — MAP-T/MAP-E Configuration
Quall-ty of Service e (WART 7
Routing & - | 7]
DNS LAN/DO w
DSL
DSL Bonding
DNS Proxy

-

BR. IPv Prefix
BMR, [Pv6 Prefix
BMP. IPv4 Prefix

PSID (¥fsat

PSID Length

P5ID Valus

Apply/Save |

Click Apply/Save to apply and save the settings. The settings shown above are

described below.

Item

Description

Mechanism

Choose whether to encapsulate with MAP-E or MAP-T to
be used for NAT64 translation

Associated WAN
Interface

Lists the LAN interfaces available to be used for IP MAP

Associated LAN

Lists the LAN interfaces available to be used for IP MAP

Interface

Manual Configure the prefix and relative PSID settings manually
The prefix settings will be configured automatically from

Automatic the mapping interfaces

BR IPv6 Prefix

Configure the border relay IPv6 Prefix

BMR IPv6 Prefix

Configure the basic mapping rule IPv6 Prefix

BMR IPv4 Prefix

Configure the basic mapping rule IPv4 Prefix

PSID Offset Port Set ID offset assigned to the IP MAP
PSID Length Define the port set ID length
PSID Value Define the port set ID value
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6.9 IPSec

6.9.1 IPSec Tunnel Mode Connections

You can add, edit or remove IPSec tunnel mode connections from this page.

ZOMTREN

i 8 4 B

Device Info BasicSetup  Advanced Setup  Diagnostics Management Logout

IPSec Tunnel Mode Connections
Security
= . i, remove or enzhls/diszbis 10 innel =ctions fom this pao
Ql.lﬂllt]r of Service Add, remove or enzble/disabis IPSec tunne! connections from this pege,

[Routing Connection |IP Tunnel | Key Exchange | Local Gateway | Remote Lozl Remuote
DMNS Name Version | Mode Method Interface Gateway |Addresses |Addresses

IDSL

IDSL Bonding

DNS Proxy

Interface Grouping

[P Tunnel
IPvGinIPv4
IPv4inIPve
MAP

IPSec

| Add Nevw Connection || Remave

Click Add New Connection to add a new IPSec termination rule.

The following screen will display.
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Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
rity IPSec Settings
QLIH'“ZY of Service 1PSer Connection Name
Routing o
DNS IP Versiom: m|
DSL Tunne| Mode ESF w
DSL Bonding
DNS Proxy Local Garzway Interfacs Selectinterface v
Interface Groupmg Remotes TPSec Gatzway Address
IP Tunnel
IPvGIinIPv4 Tunnel access from locel IP addreszes Subnet hd
IPv4inIPv6 IP Address for VPN
MAP Mask or Prefix Length 255,255,255
IPSec
Cartificate Tunnel access from remote [P 2odresses Subnet w
Multicast [P Address for VPR 0.0.0.0
Wireless Mask or Prefix Length 255,255.255.0
K¢ Bachanps Method AUto(IKEVT) w |
Authenticstion Mathed | Pre-Shared Kay |
Pre-Shared K=y =y
Perfect Forward Seoecy Disable w
Advanced IKE S==ings | Show Advanced Sawings |
| Apphy/Save |
Heading Description

IPSec Connection Name

User-defined label

IP Version

Select the corresponding IPv4 / IPv6 version for the
IPSEC connection

Tunnel Mode

tunnel.

Select tunnel protocol, AH (Authentication Header)
or ESP (Encapsulating Security Payload) for this

Local Gateway

Select from the list of wan interface to be used as

Interface

gateway for the IPSEC connection

Remote IPSec Gateway
Address

address or domain name can be used.

The location of the Remote IPSec Gateway. IP

Tunnel access from
local IP addresses

Choose Single or Subnet.

Specify the acceptable host IP on the local side.
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IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP
address for VPN. If you chose Subnet, please enter
the subnet information for VPN.

Tunnel access from
remote IP addresses

Specify the acceptable host IP on the remote side.
Choose Single or Subnet.

IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP
address for VPN. If you chose Subnet, please enter
the subnet information for VPN.

Key Exchange Method

Select from Auto(IKE) or Manual

For the Auto(IKE) key exchange method, select Pre-shared key or Certificate (X.509)
authentication. For Pre-shared key authentication you must enter a key, while for
Certificate (X.509) authentication you must select a certificate from the list.

See the tables below for a summary of all available options.

Auto(IKE) Key Exchange Method

Pre-Shared Key / Certificate
(X.509)

Input Pre-shared key / Choose Certificate

Perfect Forward Secrecy

Enable or Disable

Advanced IKE Settings

Select Show Advanced Settings to reveal
the advanced settings options shown below.

Advanced IKE Settings
Phas= 1

Mg

Encryption Algorithm

Key Lifz Tima

Phzs= 2
Encryption Algorithm

Key Lifz Tima

ffie-Hellman Group for Key Exchange 102400t »

ffie-Hellman Group for Key Exchange 102400t »

| Hide Advanced Settings |

iain v
|AES- 128 {sw]v|

SHAT (5w w |

[ 3500 | Seconds

[AES-123 (sw)  +|

SHAT (sw) W

[ 3500 | Seconds

| Apply/save |

Advanced IKE Settings

Select Hide Advanced Settings to hide the
advanced settings options shown above.

Phase 1 / Phase 2

Choose settings for each phase, the available
options are separated with a “/” character.

Mode

Main / Aggressive

Encryption Algorithm

DES / 3DES / AES 128,192,256
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Integrity Algorithm MD5 / SHA1
Select Diffie-Hellman Group 768 — 8192 bit
Key Life Time Enter your own or use the default (1 hour)

The Manual key exchange method options are summarized in the table below.

Manual Key Exchange Method

Key Exchange Method fanual W
Encryption Algorithm ACS w
Encryption Key |

Hex valus: DES - 16 digit, 20ES - 48, AES 22, 48, &4 digit

Authentication Algorithm SHAT w

Authentication Key

Hex value: MDS - 32 digit, SHAL - 40 digit

SPI 101
Hex value: 100-FFFFFFFF

| ApphySaw |

Encryption Algorithm DES / 3DES / AES (aes-chc)

Encryption Key DES: 16 digit Hex, 3DES: 48 digit Hex

Authentication Algorithm MD5 / SHA1

Authentication Key MD5: 32 digit Hex, SHAL1: 40 digit Hex

SPI (default is 101) Enter a Hex value from 100-FFFFFFFF
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6.10 Certificate

A certificate is a public key, attached with its owner’s information (company name,
server name, personal real name, contact e-mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the certificate,
indicating that these entities have verified that this certificate is valid.

6.10.1 Local

o6 4

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

- Local Certificates
Security
- - Add, View or Remove certificates from this page. Local certificates 2re used by pesrs to verify your dentity,
QUE'IIZ‘}I" of Service Maximum 4 centificat=s can be sored,
Routing

DNS
DSL
DSL BU“diﬂg | Creste Certificate Raquest | | Irnport Certificate |
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate

Local

Trusted CA

| Name | In Use | Subject |Type | Action I
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CREATE CERTIFICATE REQUEST
Click Create Certificate Request to generate a certificate-signing request.

The certificate-signing request can be submitted to the vendor/ISP/ITSP to apply for
a certificate. Some information must be included in the certificate-signing request.
Your vendor/ISP/ITSP will ask you to provide the information they require and to
provide the information in the format they regulate. Enter the required information
and click Apply to generate a private key and a certificate-signing request. The
contents of this application form do not affect the basic parameter settings of the

product.
§
»
g@ '
24
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
SEG.I!‘"I? Create new certificate request
Quality of Sarvice nclude Common Name, Organization Name, State/Province
Routing
DNS Cantificate Nams: |—|
DSL |—|
DSL Bonding I—\
DNS Proxy [US {United States) v
Interface Grouping
IP Tunnel
IPSec [(apet |
Certificate
Local
Trusted CA

The following table is provided for your reference.

Item Description
Certificate Name A user-defined name for the certificate.
Common Name Usually, the fully qualified domain name for the
machine.
Organization Name The exact legal name of your organization.

Do not abbreviate.

State/Province Name The state or province where your organization is
located. It cannot be abbreviated.

Country/Region Name The two-letter 1SO abbreviation for your country.
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IMPORT CERTIFICATE

Click Import Certificate to paste the certificate content and the private key
provided by your vendor/ISP/ITSP into the corresponding boxes shown below.

€6M?RED

% &

ak

Management Logout

e

Device Info Basic Setup  Advanced Setup Diagnostics
I‘Itjl’ Impaort certificate
Quality of Service Entar cartificsts name. paste certificate content and private key,
Routing Certificzta |——|
MName:
DNS -
----- BEGIN CERTIFICATE-----
DSL <insert certificate here>
DSLBonding =000 |----- END CERTIFICATE-----
DNS Proxy
Interface Grouping
IP Tunnel Cartificate;
IPSec
Certificate
Local
FrEted CN BEGIN RS& PRIVATE KEY
Multicast ¢insert private key here>
Wireless | END RSA PRIVATE KEY-----
Privasz
Kayi

|. Apply |

Enter a certificate name and click the Apply button to import the certificate and its

private key.
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6.10.2 Trusted CA

CA is an abbreviation for Certificate Authority, which is a part of the X.509 system.
It is itself a certificate, attached with the owner information of this certificate
authority; but its purpose is not encryption/decryption. Its purpose is to sign and
issue certificates, in order to prove that these certificates are valid.

0P A

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Secur'rt',' Trusted CA [Certificate Authority) Certificates
Quality of Service ekt 4 et
Routing
DNS
DSL
DSL Bonding [ import Cersicat= |
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Local
Trusted CA

artificat=s are usad by you o verify pasts conificases

I Name I Subject |T\|lpe | Action |

Click Import Certificate to paste the certificate content of your trusted CA. The
CA certificate content will be provided by your vendor/ISP/ITSP and is used to
authenticate the Auto-Configuration Server (ACS) that the CPE will connect to.

SOMTREND ﬂ:’ g@ 1 B_

Device Info Basic Setup  Advanced Setup Diagnostics Management
Sec.uritv Import CA certificate
Quaﬁw of Service Enter cartificatz name and paste certificate content,
S ]
DN o BEGIN CERTIFICATE
_____ l s ik

DSL . ¢insert certificate here>
DSL Bonding |- END CERTIFICATE-----
DNS Proxy
Interface Grouping N
IP Tunnel Certificats
IPSec
Certificate 5

Local =

Trusted CA

Enter a certificate name and click Apply to import the CA certificate.
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6.11 Multicast

Input new IGMP or MLD protocol configuration fields if you want modify default
values shown. Then click Apply/Save.

COMTREND

o B A

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Secur'rt',' Multicast Precedence: Disable v | iower valuz, higher priority
Ql.lﬂlit‘]" of Service Multicast Strict Grouping Enhmernent:

Routing
DNS IGMP Configuration
DSL Ent=r IGMP protocal configuration fislds if you want madify default values shown below,
DSL Bundmg Dafault Varsion: 3
DNS Proxy Query Interval 135
Interface Grouping Quary Rasponss Interval: 10
IP Tunnel Last Member Query Interal: 1a
IPSec Rotustmess Value: 3
Certificate Maxirmen Multicast Groups: 25
- Mzximum Multicast Data Sources [for
Multicast ]Gr-1"_ I—| ultica ource 10
Wireless Maximum Multicast Group Members:

ED

Fast Leave Enable:

IGMP Group Exception List

Group Address Mask/Mask bits Remowve
224.0.0.0 255,255, 255.0
239,755.255.250 255,255.255.255 (]
224.0.255.135 255,255,255,255 |:|
| Il |] [asd |

l Remove Checked Entries |

MLD Configuration

Entar MLD protocol {IPvE Multicast} configuration fizlkds & you w

Default Versiont 2
Query Interyval

Query Resporss Intznval:

La=t Mamber Query Int=ral
Robustess Valus

Maximum Multicast Groups

Maximaue Multicast Dtz Sources (for
micvZ}:

Mazimum Multicast Group Mambers:
Fast Leave Enablet

MLD Group Exception List

Group Address Mask/Mask birs Remaove
FREL::0000 Frff:: 0000
fF2::0000 Frff:: 0000

75::0001:0003 fEFRAmARARARERA | O

| | [[A=]

Remavye Checked Entriss

| Apphisave |

Multicast Precedence: Select precedence of multicast packets.

Multicast Strict Grouping Enforcement: Enable/Disable multicast strict
grouping.
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Item Description
Default Version Define IGMP using version with video server.
Query Interval The query interval is the amount of time in seconds

between IGMP General Query messages sent by the
router (if the router is the querier on this subnet).
The default query interval is 125 seconds.

Query Response Interval The query response interval is the maximum
amount of time in seconds that the IGMP router
waits to receive a response to a General Query
message. The query response interval is the
Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default
query response interval is 10 seconds and must be
less than the query interval.

Last Member Query The last member query interval is the amount of
Interval time in seconds that the IGMP router waits to
receive a response to a Group-Specific Query
message. The last member query interval is also the
amount of time in seconds between successive
Group-Specific Query messages. The default last
member query interval is 10 seconds.

Robustness Value The robustness variable is a way of indicating how
susceptible the subnet is to lost packets. IGMP can
recover from robustness variable minus 1 lost IGMP
packets. The robustness variable should be set to a
value of 2 or greater. The default robustness
variable value is 2.

Maximum Multicast Setting the maximum number of Multicast groups.
Groups

Maximum Multicast Data Define the maximum multicast video stream
Sources (for IGMPv3) number.

Maximum Multicast Setting the maximum number of groups that ports
Group Members can accept.

Fast Leave Enable When you enable IGMP fast-leave processing, the

switch immediately removes a port when it detects
an IGMP version 2 leave message on that port.
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IGMP Group Exception List / MLD Group Exception List

Item

Description

Group Address

This is the delimited list of ignored multicast
addresses being queried when sending a
Group-Specific or Group-and-Source-Specific Query.

Mask/Mask Bits

This is the delimited list of ignored multicast mask
being queried when sending a Group-Specific or
Group-and-Source-Specific Query.

Remove

Allows a user to remove a specific item in the
exception list.
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6.12 Wireless

6.12.1 SSID
This page allows you to configure the Virtual interfaces for each Physical interface.

SOMTREND
- L
i P b
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Quality of Service Thiz page allows you to configure the Virtual interfaces for each Physical interface.
Eﬂ":’“g Wirsless Interface [Comirand2451_2 4GHZ{00 90°4C 20 30°00) v |
DSL BSS-MAG (S51D) [ 00:80:4C:2C:30:00 (Comirend2451_2 4GHz enabled) v |
DSL Bonding ESS Enabled: Enabled v |
DNS Proxy Network Nams (SSID): | Comtrend2451_2.4GHz |
Interface Grouping Metwark Type: |Open v
IP Tunnel AP |zolation: Off »
I B55 Max Associations Limit: ad
3 Wik Advertise Advertise |
cem_ﬁc'ate WF: On w
Multicast e
Wireless | Apply || Cancel |
SSID

Click the Apply button to apply your changes. The settings shown above are
described below.

Item Description
Wireless Interface Select which wireless interface to configure
BSS-MAC (SSID) Select desired BSS to configure
BSS Enabled Enable or disable this SSID
Network Name Sets the network name (also known as SSID) of this
(SSID) network
Network Type Selecting Closed hides the network from active scans.

Selecting Open reveals the network from active scans.

AP Isolation Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

BSS Max Sets the maximum associations for this BSS
Associations Limit
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WMM Advertise

When WMM is enabled for the radio, selecting On allows
WMM to be advertised in beacons and probes for this
BSS. Off disables advertisement of WMM in beacons
and probes.

WMF

Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

6.12.2 Security

This page allows you to configure security for the wireless LAN interfaces.

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Security SECURITY
Quality of Service This page allows you to configure security for the wireless LAM interfaces.
Routin
s g Wireless Interface: [ Comirend2451_2 4GHz(00:90°4C:2C:30:00) v | Select |
DSL 802,11 Authentication: Cpen  w |
DSL Bonding B802.1X Authentication: Disabled v
DNS Proxy WPA: Dieanied v
Interface Grouping WPA-PSK: Disabled w
IP Tunnel WPAZ: ?|sabled d
s WPAZ-PSK:
! Se. WPAZ-SAE: Digabled w
Certificate e
Multicast WA Encryption” AES
WF:::'[‘:SS RADIUS Server 0.0.00
s RADIUS Port: 1812
Soiily RADIUS Ke
WPS !Il' naw
MAC Filtering WPA passphrase: |
WDS
Advanced Protected Management Frames: Capable »
Metwork Key Rotation Interval: 0
Pairwise Key Rotation Interval: 0
Metwork Re-guth Interval: 36000
| Apply || Cancel |

3 & a B

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).
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Open v
Selects 802.11 authentication :
method. Open or Shared. D!SEDIE{:I v
OSEN: Disabled »
6.12.3 WPS

This page allows you to configure WPS.

Device Info Basic Setup  Advanced Setup
Quality of Service This page allows you to configure WPS.
ot Wireless Interface:

DNS
DSL WPS Current Mode:
DSL Bonding WPS Configuration:
DNS Proxy Device WPS ULID;
Interface Grouping Device PIN:
IP Tunnel Caonfigure by External Registrar
IPSec
Certificate Curent S5ID:
Multicast Curmrent- Authentication Typs:
Cument Encryption Type:
Wireless Curent PSK:
S5ID
Secimity sso.
WPS féuthen;cah_lc-m Type:
. ncryption Type:
MAC Filtering yp 2
WPA passphrass:
WDS
Advanced
Station PIN

Authonzed Station MAC:

WPS Current Status:

List Wifi-Invite enabled STAs:

Will-Invite enabled STAs:

b o
=‘

Diagnostics Management Logout

[ Comirend2451_2 4GHz{D0:90:4C:2C:30:00) v | Select |
AP with Built-in Registrar
Enablad w |

10826755 | Generate |

| Allow

Comtrend2451_2 4GHz
WRAZ-PSK

THIF+AES

[Comtrend2451_2 4GHz |
WPAJPSK__ w
TKIP+AES v

| Save Credentials | | Reset To QOB |
| Mote: Empty for PEC method
| |

| Add Enrolize |

Chck here o display|

Init

| Aoply || Cancel |

Action Frendly Nama MAT Adones

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WPS

Thiz page allows you to configure WPS.

Wireless Interface:

WPS current mode
'WPS Configuration:

'WPS Current Mode: I}

Comtrend0001_5GHz(02:10:158:01:00:02) ¥ | Select

AP with Built-in Registrar

Enabled
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6.12.4 MAC Filtering

This page allows you to configure the MAC Filtering for each Physical interface.

SOMTREND
= =
- z
; . |
9 Qﬁ" g@ E‘
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Security MAC Filtering
Quality of Service This page allows you to configurs the MAG Filtering for each Physical interface
';‘:;““9 Wircless Interfate: [Comirend2451 2 4GHZ(00-90:4C.2C30:00) v |
DSL BS5-MAC (32D} [ 00:90:4C:2C-30:00 {Comtrend2451_2 4GHz enabled) v |
ANk oy MAC Restrict Mode: Disabled v
DNS Proxy MAC filter bas=d Probe Response: On v
Interface Grouping MAC Addresses:
IP Tunnel
IPSec
Certificate | " |
Multicast
Wireless | " |
SSID
Security
WPs
MAC Filtering | Apply ” Cancel |
WDS . R

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

MAC Restrict Mods: I} Disabled
Selects whether cliznts with the on v
specified MAC address zre allowad or
denied wirzless access.
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6.12.5 WDS

The wireless distribution system supports extended networking of wireless access
points and can be configured as described below.

SOMTREND
— 19‘

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Security Wireless Distribution System (WDS)
Quality of Service WDS setftings need reboot to apply

Routing
DNS

DSL Peer MAC Address: MAC ADdress Link Stare
DSL Bonding | |
DNS Proxy | |
Interface Grouping | |
1P Tunnel | |

IPSec Restriction: Enabled v
Certificate Link Detection Interval; 1

Multicast
Wireless
SSID
Security
WPS
MAC Filtering
WDS
Advanced

Wirelezs Interface: | Comirend2451_2 4GHz(00:90:4C:2C30:00) » |

| Apply || Cancel |

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

—W'L@ESJD% Comtrend&0D1_2 4GHz({1C:64:98:32:30:D2)
Selects which wirdless interface to

configure.

MAC Address Link Siatus

Note: With reference to the above setup, please ensure that the conditions below
are met, and both devices are rebooted afterwards:
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1. Ensure that the first Comtrend device (home router) does not use the same
IP address as the second Comtrend wireless device (wireless bridge). See
section 5.3 LAN, for details on how to change the IP address.

COMTREND

G Ak

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
Local Area N rk (LAN) Se
WAN p ocal etwork (LAN) Setup
NAT Configure the Broadhand Rowter TP Address and Subnaet Mask for LAM interface. Groupfame | Defaull »
LAN 1 1P Addre=s: 19216811
Lan VLAN Setting Subnst Mask:
IPv6 Autoconfig

UPnp Enabl= IGMP Snooping
Parental Control
Home Networking
Wireless

Sandard Modz
® Blocking Mode

Enzhls TGMD LAN to LAN Multcast: Disable w

LANZLAN multicast sstong =hes effec only wihen WAN =ervice =

CE 5 0.

LAN2LAN multicast i= abways enabled when WAN service is down regardless of this setting

[ Ensbés LAN side firewal

_ . Dissbie DHCP Server
8 Enzbis DHCD Sarver
Start IP Address: | 192,168,127

End IP Address: 192.168,1.254

Lezzad Time {hour}i| 24

| Szwing TFTP Server

Static IP Lease Liss: (A maximum 32 entries can be configurad)
IMMH&drEsIIFAddrE;I Remcmzl
[ fdd Entries ” Femave Enfries |

) Enabis DHOP Sarver Relsy
DHCP Server [P Aodress:
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2. Both devices need to have the same fixed channel. See section 6.12.6
Advanced for details.

Device Info

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
SSID
Security
WPSs
MAC Filtering
WDSs
Advanced

COMTREND

2

Basic Setup

3 ¢ o B

Advanced Setup  Diagnostics Management Logout

Radio
Thig page allows you to configurs the Physical Wirsless interfaces.

[Comirend2451_2 4GHz{00:90:4C.2C:30:00) v |

Enabled v |
2.4 GHzw | Cument 2.4 GHz

AUTC % | Curent: B SEINerferente Level Acceptable |

Wireless Interface:

Interface:

80211 Band:
[Chznns! Specification:

Bandwidth:

WLAN Priority Support

OB35 Coexistence:
Transmit Power 100% w |
ax Associations Limit:
%Press™ Technology: | On s~ |
Beamforming transmizsion (BFR) | Disabled v
Besmforming reception (BFE): | Disabled ~ |
MU-MIMS TX: Enabled v
RIFS Mode Advertisement:
WM Support:
No-Acknowledgement
APSD Support:
Enahie IGMP Proxy:
BandSteering Craemon :
B5SD Role Config: IPAddr Port Number
Helper AddraPart: [192.168.1.2 | |os77 |
Primary AddraPort [192.168.1.1 | [oa78 |
Aijrfime Fairmess:
Enable 802 11ax: Onw
[ Apply |[ Cancel |
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3. Both devices need to have a (different) fixed access SSID (Network Name).
See section 6.12.1 SSID for details.

Device Info

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless

SSID

Basic Setup

SSID

Thiz page allows you to configure the Virtual interfaces for each Physical interface.

Wireless Interface:

BSS-MAC (SSID):
ESS Enabled:

¢ Ak

Advanced Setup  Diagnostics

Management Logout

[ Comirend2451_2 4GHz(D0:90:4C:2C:30:00) v |

| 00:890-:4C:2C; 30:00 (Comtrend?451_2 4GHZ enabled) v |
Enabled v

| Network Name (SSID):

omirend2451_2 4GHz |

Metwork Typs:
AP l=olstion:

B5S Max Associations Limit:

WM Advertise
WMF:

| Apply || Cancel |
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4. Both devices need to have 802.11 Authentication Open and
WPA2-PSK/WPA3-SAE disabled. See section 6.12.2 Security for details.

Device Info

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSeac
Certificate
Multicast
Wireless

SSID

Security
WPS

MAC Filtering
WDS
Advanced

Basic Setup

SECURITY

Advanced Setup

Diagnostics

3
=

Management

This page allows you to configure security for the wirsless LAN interfaces.

Wireless Interface:

Logout

[Comirend2451_2 4GHz(00:50:4C:2C:20:00) v | Select |

| Click here fo displa

20211 Authentication: [Open w |
802 1X Authentication: Disabled + |
WRA: Disabled »
WRA-PSK: Disabled
WPAZ: Disabled »
WRAZ-PSK: Enabled v
WEASAFE! Disabled w»
WPA Encryption:
RADIUS Server: 0.0.0.0
RADIUS Port: 1812
RADIUS Key: .

WPA pazsphrase: srasrner
Protected Management Frames: |Capabre e
MNetwork Key Rotation Interval: 1]
Pairwiss Key Rotation Interval:
Metwork Re-auth Interval; 36000
| Apply H Cancel ]
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5. Both devices (A & B) need to have each other’s MAC address. See section

6.12.5 WDS for details.

SOMTREND
. “@\'_

Basic Setup

{5 &

Advanced Setup

Device Info

Diagnostics

[Security
lQuality of Service

Wireless Distribution System (WDS)
WS setfings need reboot to apply.

Management Logout

Routing

Wireless Interface:

[Comirend2451_2 4GHz{00:90:4C:2C:30:00) v |

IDNS

IDSL Peer MAC Address: WMAC Aodrsss

Link Statie

IDSL Bonding

IDNS Proxy

Interface Grouping

TP Tunnel

IPSec Restriction:

ICertificate
IMulticast
Wireless
S5ID

Security
WPs

MAC Filtering
WDS
Advanced

Link Detection Interval:

Enabled «
’—/jT

[ Apply || Cancel |

6. Now make sure to reboot both devices. See section 8.8 Reboot for details.

]

Device Info Basic Setup  Advanced Setup Diagnostics
SEttiﬂgs Click the button below to reboot the router.
sl =
SNMP Agent
ITR-D69 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

2B

Management Logout
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6.12.6 Advanced

This page allows you to configure the Physical Wireless interfaces.

3 & o B

2.4GHz

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Secl.lritv Radio
Quality of Service This page allows you to configure the Physical Wirsless interfaces.
ﬁ:‘g’"g Wireless Interfaze: [Comtrend2451_2 4GHz(00:90:4C.2C30:00) v |
DSL Interface: Enablad »
DSL Bonding 802:11 Band: Cumrent: 2.4 GHz
DNS Proxy Channel Specification: T uimant: B tnleremone Lavel:
Interface Grouping Bandwidth 20 MHz v | Cumrent 20MHz
1P Tunnel WLAN Priority Support Off »
IPSec
Certificata -?BSS {?cpamstenc & v
: ransmit Power:
Multicast —
Wireless Max Associations Limit:
S5ID
s rity ¥Press™ Technology: Onw
WPS Beamforming transmission (BFR ) | Disabled L |
MAC Filtering Beamforming reception (BFE): | Disabled |
WDS MU-MIMO TX |Enabled v
St RIFS Mods Advertissment:
VWM Support: Onw
Mo-Ac knowledgement:
APSD Support: Onw
Enable IGMP Proxy: | Disable w
BandSteering Daeman - Disahle |
BSD Role Config: IPAddr Port Number
Helper Addr&Part: 192.168.12 |[os77 ]
Primary Addr&Port [192.168.1.1 |[oa78 |
Airtime Fairness: Enablz
Enable 802 11ax | Onw
[ Apply || Cancel |
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5GHz

Device Info

Security
Quality of Service
Routing
DNS
DSL
DSL Bonding
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
SS8ID
Security
WPS
MAC Filtering
WDSs
Advanced

Basic Setup  Advanced Setup

Radio

Diagnostics

Management

Thiz page allows you to configure the Physicsl Wircless interfaces.

Wireless Interface:

Interface:
£02.11 Band

Channsl Specification:

Bandwidth:
VLAN Prionty Suppert:

OBSE Cosxistence:
Transmit Power:

DFS Channel Selection:

Max Associations Limit:

XPress™ Technology:

Beamforming transmission (BFR)
Beamforming reception (BFE):
MU-MIMO TX

RIFS Mode Advertisement:

WM Support:
Mo-Acknowledgement:
APSD Support:

Ernable 1GMP Proxy:
BandSteering Dasmon

BSD Role Config:
Helper Addr&Port:

Primary Addr&Port:
Airtime Fairness:

Enable G02.11ax:

Logout

[Comirend2451_5GHz{D0:90:4C:2C20:77) |

|

Enabled »
5 GHzw | Cument: 5
AUTO w

Lewvel: Acceptable
MHz w

it

100% w
DOFS Resniry v

G4

il

On s

Current: B0 **interference

Cumrent: 20MHz

GHz

| Disabled

| Disabled

Enzbled w |
Autg

!”

On
Off »
Onw

Dizable »

1

Dizable ~
IPAddr

Port Number

|192.163.1.2

9877 |

|192.168.1.1

|
| |9a7s |

Enable w

o
=3
jI

| Apply || Cancel |

Click the Apply button to apply your changes.

For information on each parameter, move the cursor over the parameter that you
are interested in (as shown here).

Country: UNlTEI.:Il STATES -
Restricts the channel set based on Cument: U3
ReQUI3 country requirements, 0 v| CumentD
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Chapter 7 Diagnostics

You can reach this page by clicking on the following icon located at the top of the
screen.

Diagnostics
7.1 Diagnostics — Individual Tests

The first Diagnostics screen is a dashboard that shows overall connection status.

COMTREND o 5@ ;‘

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Diagnostics LAN Device
Eu!_emEt OAM ! L {_ Maodel Nexuslink 31240
Uptime Status S = -~ - Serial Number | 2073 174L0F-AA0D000S
Ping 100 FD Down Down Do
sthi sthz =h3 ethd Eﬂ";‘::’e HT11-502CTU-COL_RO3.A2pviasidan d27h

TraceRoute LAN IPvd Address | 152.168,L.1 —

LAN Subnet Mask | 255.255.255.0 (Bﬂc:sﬂ}ov.mriun 1.0,38-163.243-0

LAN MAC Address clidl:Z2131: 24461 Up Time 11 mins:dd s=c=

DHCP Server Enabled Eiy |T|

SIIStE SO
192.168,1.2 -
DHCP IP Range t ;55.1.§5¢

Click the Diagnostics Menu item on the left side of the screen to display the
individual connections.

COMTREND

2 X @

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. . Diagnostics
EHSEIECS The individual tests are listed befow, If 2 test depleys = Gil stetus, oick "Rerun Dizgnostic Test=" at the bottom of this page to
Ethernet OAM make zure the fail status & conzistant, IF the test consnuss to fai), click 'H-E-||:'" 2nd follow :'e_l;'-\uul::-le-sl'u-:e:-r:__. e
Uptirn-estatus Test the connection to your local network
Ping Test your ethl Connection: FAIL Helo
TraceRoute Tast your eth? Connection: PASS Haln
Test your eth3 Connection: FAIL Heln
Test your eth4 Connection: FATL Help
Test your ethS Connection: FAIL Help
Test your Wireless Connection: | PASS, PASS | He'o

Rerun Diagnostic Tests
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7.2 Ethernet OAM

The Ethernet OAM (Operations, Administration, Management) page provides
settings to enable/disable 802.3ah, 802.1ag/Y1.731 OAM protocols.

?RED a} g@ =..

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

Ethernat Link OAM (802.3ah)

Diagnostics _

Ethernet OAM Sl

Uptime Status Ethernet Service OAM (802.1ag / Y.1731)
Ping [ Enzbled @ poz.1ag O va7n
[TraceRoute

| Apply/Save |

To enable Ethernet Link OAM (802.3 ah), click Enabled to display the full
configuration list. At least one option must be enabled for 802.1ah.

Ethernet Link OAM (202.3ah)

Enzblzd

WAM Intzrface

OAM ID {positive integer)
(] Auto Event

(O] Variable Retrieval
[C] Link Events

[] Remote Loopback

[ Active Mode

Item Description
WAN Interface Select layer 2 WAN interface for outgoing OAM packets
OAM ID OAM lIdentification number
Auto Event Supports OAM auto event
Variable Retrieval Supports OAM variable retrieval
Link Events Supports OAM link events
Remote Loopback Supports OAM remove loopback
Active mode Supports OAM active mode
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To enable Ethernet Service OAM (802.1ag/Y1731), click Enabled to display the full

configuration list.

Enzbled @ g2.1ag O
WAN Interface
WD Level

MO Mame:

Local MEP ID

Local MEP VLAN I
(] CCM Transmission

Remote MEP It

Loopback and Linktrace Test

Ethernet Service DAM (802.1ag / ¥.1731)

¥i7H
[0-7]

[2.9. Broadoom]

[=: ERCH]

[1-8191]

I:l [1-4094] (-1 means ro VLAN &g)

I:l [1-8191] (-1 means no Remaobte MEP]

Target MAC: |:| [e.g. 02:10:18:az:bb:ec]

Linktrace TTL: Cl [1-255] (-1 means no max hop limiz)
Loopback Result: WA
Linktrace Result: WA

Cend Loopback || Send Linktrace |

| ApphySzve |

Click Apply/Save to implement new configuration settings.

Item

Description

WAN Interface

Select from the list of WAN Interfaces to send OAM

packets
MD Level Maintenance Domain Level
MD Name Maintenance Domain name
MA ID Maintenance Association Identifier
Local MEP ID Local Maintenance association End Point Identifier

Local MEP VLAN ID

VLAN IP used for Local Maintenance End point

Click CCM Transmission to enable CPE sending Continuity Check Message (CCM)

continuously.
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Remote MEP ID Maintenance association End Point Identifier for the remote
receiver

To perform Loopback/Linktrace OAM test, enter the Target MAC of the destination
and click “Send Loopback” or “Send Linktrace” button.

Target MAC MAC Address of the destination to send OAM
loopback/linktrace packet
Linktrace TTL Time to Live value for the loopback/linktrace packet
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7.3 Uptime Status

This page shows System, DSL, ETH and Layer 3 uptime. If the DSL line, ETH or Layer
3 connection is down, the uptime will stop incrementing. If the service is restored,
the counter will reset and start from O. A Bridge interface will follow the DSL or ETH
timer.

=
L]
L '
»
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
_ = Uptime Status
Diagnostics
This pag= shows System, OSL, ETH and Layer 3 uptime. If the DSL line, ETH or Leyer 3 connecrion is down, the uptime will stop
Ethernet OAM incrermenting, I the service is restored, the counter will reset and srarrfrom 0, A B % will Follow the DSL or ETH fimer
Uptime Status - . o
: «t the pounters from & or show "Not Connected” if tha inn
Ping
ITraceRoute I System Up Time I 5 hours:37 mins: 34 s2cs I

D5L Growpt

I DSL Up Time I Mot Connaced I

ETHWAN Group:

I ETHWAN Up Tl:mel heot Conmeczed I

| Claard |

The "ClearAll" button will restart the counters from O or show "Not Connected" if the
interface is down.
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7.4 Ping

Input the IP address/hostname and click the Ping button to execute ping diagnostic
test to send the ICMP request to the specified host.

]

Device Info

IDiagnostics
Ethernet OAM
Uptime Status
Ping
TraceRoute

CSOMTREND
. Jyﬁ

Basic Setup Advanced Setup Diagnostics

Ping

Send ICMP ECHO.REQUEST packsts to netwaork hosts. Pleass make surs ICMP is sst to be accessible from

WAN in Access Conbrod configuration.

Ping [P Addr=zs | Hostnzme: |

PING 192,168.1.1 (192,168.1.1): 5F daka bytes

54 bytes from 192,165.1.1; seq=0 tHi=64 time=0.264 ms
&4 bytes from 192,188.1.1: seq=1 tH=£4 bme=0.1568 m=z
54 bytes from 192.168.1.1; seq=2 tH=64 bma=0.138 ms
&4 bytes from 192,168.1.1: seq=3 til=64 bme=0.151 ms

-—— 152.168.1.1 ping statistics —
4 packets transmitted, 4 packets received, 0% packet loss
roeund-trip minfavg/max = 0L.138/0.180/0.264 ms

Management

[ Fing |

Logout
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7.5 Trace Route

Input the IP address/hostname and click the TraceRoute button to execute the
trace route diagnostic test to send the ICMP packets to the specified host.

» & sa

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. . TraceRoute
Diagnostics
Ethernet OAM Trace the routs ip packets follow geing to "host". Please make sure ICMP &= sat to be accessible from WAN in

Access Control configurabion,

Uptime Status
Ping

racsroufs to 192,168,1.1 (192.168.1.1), 30 hops max, 38 byte packets
TraceRoute t t= bo 197,168,1.1 (192.168.1.1), 30 8 hyte packsts
1 Comtrend Home {197,166.1,1) 0.041 m<

TraceRaute IP Address | Hostname: | | TraceRoute |
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Chapter 8 Management

You can reach this page by clicking on the following icon located at the top of the

screen.

il

Management

The Management menu has the following maintenance functions and processes:

8.1 Settings

This includes Backup Settings, Update Settings, and Restore Default screens.

8.1.1 Backup Settings

To save the current configuration to a file on your PC, click Backup Settings. You
will be prompted for backup file location. This file can later be used to recover
settings on the Update Settings screen, as described below.

COMTREND
- D)

il

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

. ettings - Backuy,
Settings Sellive e

Backup
Update
Restore Default [ Backup Setings |

System Log

SNMP Agent

TR-069 Client

STUN Client

Internet Time

Access Control

Update Software

Reboot

Backup Broadband Router configurations. You may save your reuter configurations to 2 file on your PC,

142
Leading the Communication Trend



8.1.2 Update Settings

This option recovers configuration files previously saved using Backup Settings.
Press Browse... to search for the file, or enter the file name (including folder path)
in the File Name box, and then click Update Settings to recover settings.

=

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Se“j“gs Tools — Update Sattings
Backup Update Broadband Router settings, You may update your router settings using your saved files,
Update Settings File Name: | Iémnsa |
Restore Default

System Log

SNMP Agent

TR-069 Client

STUN Client

Internet Time

Access Control

Update Software

Reboot

Update Settings

8.1.3 Restore Default

Click Restore Default Settings to restore factory default settings.

o6 A

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Settl'ngs Tools - Restore Default Settings
BBCI(UD Restore Broadband Router settings to the Factary defaults,
Update
Restore Default | Restore Default Settings |
System Log

After Restore Default Settings is clicked, the following screen appears.
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Broadband Router Restore

The Broadband Router configuration has been restored to defanlt settings and the
router is rebooting.

Close the Broadband Router Configuration window and wait for 2 minutes before

reopening vour web browwser. If necessary, reconfigure vour PC's [P address to match
vour new configuration

Close the browser and wait for 2 minutes before reopening it. It may also be
necessary, to reconfigure your PC IP configuration to match any new settings.

NOTE:

This entry has the same effect as the Reset button. The PBL-6201 board
hardware and the boot loader support the reset to default. If the Reset
button is continuously pressed for more than 10 seconds, the current
configuration data will be erased. If the Reset button is continuously
pressed for more than 60 seconds, the boot loader will erase all
configuration data saved in flash memory and enter bootloader mode.
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8.2 System Log

This function allows a system log to be kept and viewed upon request.
Follow the steps below to configure, enable, and view the system log.

STEP 1: Click Configure System Log, as shown below (circled in Red).

g
——

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Settings System Log
System Lﬂg The System Log dialog allows you to wiew the System Log and configure the System Log opfions.
SNMP Agent Click "View System Log” to view the System Log,
TR-069 Client Click "Configure Systern Log” to configure the System Log options.

STUN Client

Internet Time [ vizw System L
Access Control S

Update Software
Reboot

STEP 2: Select desired options and click Apply/Save.
SOMTREND

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout

5 ".“gs System Log — Configuration

S’!"StEITI Log netied, the system will begn to log 2 the selected svent=: For the Log Leve!, all svents shove or 2qusl o the
s ogged. For v Lavel, sl looged svents sbove or equal to the selecred level zyed. If the
SMNMP aent =d mode i= ‘Remiot=" or 'Both,' Il be sant to the specified IP address and UDP port of the remate sy=siog server. Tf the|
g

selected mode is 'Local’ or 'Both,” ew: ill be recordzd in the focz! memory,

ITR-069 Client

STUN Client Selecr the desired values and dick ‘Apply/Save’ to configure the system log oprions,
e e tog ® pizable () Enable
Access Control _
Update Software g ekt Debugging v
Reboot Display Level Error "
Modst Local w|

| Apply/5ave

Consult the table below for detailed descriptions of each system log option.

Item Description

Log Indicates whether the system is currently recording events. The user
can enable or disable event logging. By default, it is disabled. To
enable it, select the Enable radio button and then click Apply/Save.

145
Leading the Communication Trend




Log Allows you to configure the event level and filter out unwanted events
Level below this level. The events ranging from the highest critical level
“Emergency” down to this configured level will be recorded to the log
buffer on the PBL-6201 SDRAM. When the log buffer is full, the newer
event will wrap up to the top of the log buffer and overwrite the old
event. By default, the log level is “Debugging”, which is the lowest
critical level.

The log levels are defined as follows:

e Emergency = system is unusable

e Alert = action must be taken immediately

e Critical = critical conditions

e Error = Error conditions

e Warning = normal but significant condition

e Notice= normal but insignificant condition

¢ Informational= provides information for reference
e Debugging = debug-level messages

Emergency is the most serious event level, whereas Debugging is the
least important. For instance, if the log level is set to Debugging, all
the events from the lowest Debugging level to the most critical level
Emergency level will be recorded. If the log level is set to Error, only
Error and the level above will be logged.

Display Allows the user to select the logged events and displays on the View
Level System Log window for events of this level and above to the highest
Emergency level.

Mode Allows you to specify whether events should be stored in the local
memory, or be sent to a remote system log server, or both
simultaneously. If remote mode is selected, view system log will not
be able to display events saved in the remote system log server.
When either Remote mode or Both mode is configured, the WEB Ul will
prompt the user to enter the Server IP address and Server UDP port.

STEP 3: Click View System Log. The results are displayed as follows.

System Log
Date/Time |Facility |Severity Message
lan 1 00:00:12|syslog  |emerg [BCMOG6345 started: BusyBox w0.60.4 (200409, 14-06:30+0000°
Jan 1 00:00:17 juser Crit klogd: LISE Link LIP.
Jan 1 00:00:19juser  |orit klogd: etho Link UP,
Refresh | Close |
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8.3 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application to
retrieve statistics and status from the SNMP agent in this device. Select the
Enable radio button, configure options, and click Save/Apply to activate SNMP.

[ e ak

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
-I'EQE SHMP - Configuration
SYSIIEITI LOg Simpie Metivg IMP) sfows 3 managemeant applicstion to retrisve statissics and
st= m t
SNMP Agent

ply'" to configurs the SNMP options.

TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

The settings shown above are described below.
Item Description

SNMP Agent Enable or Disable the SNMP Agent

Read Community Default is “public”

Set Community Default is “private”

System Name Default is “Comtrend”

System Location Describes the location of the system

System Contact Describes who should be contacted about the host the
agent is running on

Trap Manager IP Trap request supports to monitor and alarm via port 162
from Agent
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8.4 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device.
Select desired values and click Apply/Save to configure TR-069 client options.

Device Info

Settings

ISystem Log
ISNMP Agent
ITR-069 Client
ISTUN Client
Internet Time
lAccess Control
Update Software
Reboot

Basic Setup Advanced Setup Diagnostics

TY-FY

Management Logout

TR-069 client - Configuration

WAN Mzanzgemient Pr
ronfigurstion, provisio

Select the desired v

[ Enzbi= TR-053

QUI-s=ri

@ mac O serizlnumber

Inform ! Dizzble L' Enable

DOHCE Cption 43 {2 Diszble ® Enable
Inform Interval 300
ACS URL:

ACS Usar Nams

ACS Password

WAN Interface used by TR-D6S cient; Any WAN w»

E—

| Apply/Szve || Sand Inform |

Connection Request Authentication

Connection Request Ussr Nams!

Connection Request Paszword
Connection Requsst URL:

The table below is provided for ease of reference.

Item Description

Enable TR-069 Tick the checkbox M to enable.

OUl-serial The serial number used to identify the CPE when making
a connection to the ACS using the CPE WAN
Management Protocol. Select MAC to use the router’s
MAC address as serial number to authenticate with the
ACS or select serial number to use the router’s serial
number.

Inform Disable/Enable TR-069 client on the CPE.
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DHCP Option 43 Enable/Disable using DHCP option 43 received from
WAN server to configure ACS URL.

Inform Disable/Enable TR-069 client on the CPE.

Inform Interval The duration in seconds of the interval for which the CPE
MUST attempt to connect with the ACS and call the
Inform method.

ACS URL URL for the CPE to connect to the ACS using the CPE
WAN Management Protocol. This parameter MUST be in
the form of a valid HTTP or HTTPS URL. An HTTPS URL
indicates that the ACS supports SSL. The “host” portion
of this URL is used by the CPE for validating the
certificate from the ACS when using certificate-based
authentication.

ACS User Name Username used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This username is used only for HTTP-based
authentication of the CPE.

ACS Password Password used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This password is used only for HTTP-based
authentication of the CPE.

WAN Interface used Choose Any_WAN, LAN, Loopback or a configured
by TR-069 client connection.

Connection Request

Authentication Tick the checkbox M to enable.

User Name Username used to authenticate an ACS making a
Connection Request to the CPE.

Password Password used to authenticate an ACS making a
Connection Request to the CPE.

URL IP address and port the ACS uses to connect to the
router.

The Send Inform button forces the CPE to establish an immediate connection to
the ACS.
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8.5 STUN Client

Session Traversal Utilities for NAT (STUN) is a protocol that serves as a tool for other
protocols in dealing with Network Address Translator (NAT) traversal.

COMTREND o g@ ;.

m o)

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settings STUN client - Configuration
SYStEHI Log o] :CJATH| ‘:E‘;-_E:rgiliototc: that serves as a w0 for othar protocols in desling
SNMP Agent A
TR-069 Client Select the desirad values and dfick "Apply/Save™ to configure the STUN client options,
STUN Client ® piszble O Enzhle
AniEencs Tai STUN Server Agdress: —|
Access Control STUN Server Port :—|
Update Software LN ams; —|
Reboot ]

| Appiyisave |

Select the desired values and click the Apply/Save button to configure the STUN
client options.

The settings shown above are described below.

Item Description
Disable/Enable Disable/Enable STUN client.
STUN Server IP address of the STUN server.
Address
STUN Server Service port of the STUN server.

Port

STUN User Name Account to link to the STUN server.

STUN Password Password of said account to link to the STUN server.
Max KeepAlive Maximum period to wait for a packet to be received from
Period the STUN server to keep the link alive.
Min KeepAlive Minimum period to send a packet to the STUN server to
Period keep the link alive.
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8.6 Internet Time

This option automatically synchronizes the router time with Internet timeservers.
To enable time synchronization, tick the corresponding checkbox M, choose your
preferred time server(s), select the correct time zone offset, and click Apply/Save.

SOMTREND
- [ ]
—, |
Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
5 ||-I195 Time settings
System Log This page allows you 1o the madem’s time configuragon
SNHP ‘qgent Aumomeatically synchronze n’ld'l Intemst time servers
TR-069 Client
STUN Client First NTP tim clock.fmthe.net
InE st Tarie i& v NTP ome ssmver
Third NTP time sareer
Access Control S
OEST 1 [ F Tme server:
Update Software Fifth NTP Sme server:
Reboot
Time zone offset [ (GMT-D8:00) Pacific Time, Tijuana e
i AppfyiSave |
NOTE: Internet Time must be activated to use. See 5.4 Parental Control.

The internet time feature will not operate when the router is in bridged mode, since
the router would not be able to connect to the NTP timeserver.
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8.7 Access Control

8.7.1 Accounts

This screen is used to configure the user account access passwords for the device.
Access to the PBL-6201 is controlled through the following user accounts:

e The root account has unrestricted access to view and change the
configuration of your Broadband router.

Use the fields to update passwords for the accounts, add/remove accounts (max of
5 accounts) as well as adjust their specific privileges.

% & a B

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
. Access Control — Accounts/ Passwords
SEl‘tmgs By defzult, sccsss to your Brasdhand routsr = controlled throush three user socounts: oot supportand
System Log FER
SNMP Agent The root aceoams has unrestricted aocess @ visss and changs the configurstion of your Broadband router
TR-069 Client The suppart aocount & typicatly utilized by Carries/15P =chnidgans for maintznance and di
STUN Client
utilized by End-Users to view oo

Internet Time
Access Control il

Accounts aracers but must not contain & soace

Services i@ Select an accounts | w

IP Address () Creats an account:
Update Software
Reboot

et

SavelApply || Delete |

Uzs the fizids below 1o enable/diseblz accounts as well 25 adjust thes specific privileges,
Feature rook
Account =ress Both
Add/Remove WAN Enabled
Enablad
Enabled
Enablad
Enzhlad
Enablad
Enabled
Enablad
Enabled
Manzgemeant Semings | Enablad
Advanced Setup Enablad

Sanve/Apply |

Note: Passwords may be as long as 16 characters but must not contain a space.
Click Save/ZApply to continue.
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8.7.2 Services

The Services option limits or opens the access services over the LAN or WAN.
These access services available are: HTTP, SSH, TELNET, SNMP, HTTPS, FTP, TFTP
and ICMP. Enable a service by selecting its dropdown listbox. Click Apply/Save
to activate.

o § 4

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Settingﬁ Service Access Control Configuration
SVStEI'I‘I Log Selert each listbax and click savel'sppéy to configure your Setting,
SNMP Agent Service | Current New Port
TR-069 Fl'e"t wre | e |[TAN v |[e= |
STUN Client
Internet Time == ten|[LAN v|[z |
Access Control TENET | 1z |[LAN v ][z |

Accounts simp | Dissble ([Disable  w||[12 |

Services

IP Address Hres | t=n |[LAN bl I
Update Software Fe | = |[CAN w ][z |
Reboot ICMP Lz LAN " 0

| Apory/Save |

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the WiFi power setting). Comtrend’s products follow the
market’s standard requirements.
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8.7.3 IP Address

The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If the
Access Control mode is disabled, the system will not validate IP addresses for
incoming packets. The services are the system applications listed in the Service
Control List beside ICMP.

=

Device Info Basic Setup  Advanced Setup Diagnostics Management Logout
Seti -I'IQS Access Control — IP Address
S‘_F‘St The P Address Aocess Control mode, if ensbied, permits access to locs! management seny
£m Lﬂg addreszee contzined in the Aocess Control List . IFthe Ao irol mode s disabiad, will not
SHNMP Agent walidate TP addresses for incoming packets. The sanvices zre the system zpplications listed in the Senvice
TR-069 Client Contro! List beside ICMP
STUN Client Arress Control Mods: @ pieshle (0 Enable
Internet Time
Access Control
unts IP Address I Subnet Mask | Interface | Remove I
Services o
ress
Update Software
Reboot

Click the Add button to display the following.

COMTREND 2% g@ -!.‘ B‘

Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout

Settings Access Control
S!FStEI'II LOg EIT:: :_E_.E=ID4:§:?,Q:E of the management station permitted 1o acoess the bocs! management senvices, and
SNMP Agent

TR-069 Client 1P Address Subnet Mask Interface
STUN Client 1| [|[nonz
Internet Time
Access Control [ Ssverapsly |
Accounts

Services

IP Address

Update Software

Reboot

Configure the address and subnet of the management station permitted to access
the local management services, and click Save/Apply.

IP Address — IP address of the management station.
Subnet Mask — Subnet address for the management station.

Interface — Access permission for the specified address, allowing the address to
access the local management service from none/lan/wan/lan&wan interfaces.
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8.7 Update Software

This option allows for firmware upgrades from a locally stored file.

Please note that any Comtrend firmware upgrade will not modify any WiFi
parameters (including the WiFi power setting). Comtrend’s products follow the
market’s standard requirements.

- ]
| . ?
Device Info Basic Setup Advanced Setup Diagnostics Management Logout
SE“:I'HQS Tools — Update Software
System Log Skep 1: Obtzin an updated softwars image filz from your ISP,
SMMP _ﬂge“t Step 2{:| Enter the path o the image filz locztion in the box below or click the "Browse" button to locate the
2 image file,
ITR-069 Client
STUN Client Step 3: Click the "Update Software” button once bo upload the new imags file.
= NOTE: Tt ate proo skes about 2 minut complete, your B uter will rel s
Internet Time NOTE: The update process tzkes about 2 minutes to complete, and your Broadband Routzr will reboot,
Access Control Softwars File Name: Browez,..
Update Software [ Upeiate Software |
RFhﬂn" T

STEP 1: Obtain an updated software image file from your ISP.

STEP 2: Enter the path and filename of the firmware image file in the Software
File Name field or click the Browse button to locate the image file.

STEP 3: Click the Update Software button once to upload and install the file.

NOTE: The update process will take about 2 minutes to complete. The device
will reboot and the browser window will refresh to the default screen upon
successful installation. It is recommended that you compare the
Software Version on the Device Information screen with the firmware
version installed, to confirm the installation was successful.
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8.8 Reboot

To save the current configuration and reboot the router, click Reboot.

SOMTREND @ g@ -..‘ ,

Device Info Basic Setup Advanced Setup Diagnostics Management Logout

Settings Click the button below to reboot the router,
System Log
SNMP Agent
TR-069 Client
STUN Client
Internet Time
Access Control
Update Software
Reboot

| Rebact |

NOTE: You may need to close the browser window and wait for 2 minutes before
reopening it. It may also be necessary, to reset your PC IP configuration.

% & sa

Device Info Basic Setup Advanced Setup Diagnostics Management Logout
Settings Broadband Router Reboot
System Log The Broadband Router 1s rebooting.
SNMP Agent
TR-069 Client Close the Broadband Router Configuration window and wait for 2 minutes
STUN Client before reopening vour web browser.

Internet Time
Access Control
Update Software
Reboot
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Chapter 9 Logout

To log out from the device simply click the following icon located at the top of your
screen.

Logout

When the following window pops up, click the OK button to exit the router.

192.168.1.1 says

Exit Broadband Router?

Upon successful exit, the following message will be displayed.

192.168.1.1 says

You have successfully exited Broadband Router.
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Appendix A - Firewall

STATEFUL PACKET INSPECTION

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This is in
contrast to static packet filtering which only examines a packet based on the

information in the packet header.

DENIAL OF SERVICE ATTACK

Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have. Various DoS attacks the device can
withstand are ARP Attack, Ping Attack, Ping of Death, Land, SYN Attack, Smurf

Attack, and Tear Drop.

TCP/IP/PORT/INTERFACE FILTER

These rules help in the filtering of traffic at the Network layer (i.e. Layer 3).
When a Routing interface is created, Enable Firewall must be checked.
Navigate to Advanced Setup > Security - IP Filtering.

OUTGOING IP FILTER

Helps in setting rules to DROP packets from the LAN interface. By default, if the
Firewall is Enabled, all IP traffic from the LAN is allowed. By setting up one or more
filters, specific packet types coming from the LAN can be dropped.

Example 1: Filter Name : Out_Filterl
Protocol : TCP
Source IP address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port - 80
Dest. IP Address : NA
Dest. Subnet Mask : NA
Dest. Port - NA

This filter will Drop all TCP packets coming from the LAN with IP
Address/Subnet Mask of 192.168.1.45/24 having a source port of 80
irrespective of the destination. All other packets will be Accepted.

Example 2: Filter Name : Out_Filter2
Protocol : UDP
Source IP Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 5060:6060
Dest. IP Address :172.16.13.4
Dest. Subnet Mask 1 255.255.255.0
Dest. Port : 6060:7070

This filter will drop all UDP packets coming from the LAN with IP Address /
Subnet Mask of 192.168.1.45/24 and a source port range of 5060 to 6060,
destined to 172.16.13.4/24 and a destination port range of 6060 to 7070.

INCOMING IP FILTER

Helps in setting rules to Allow or Deny packets from the WAN interface. By default,
all incoming IP traffic from the WAN is Blocked, if the Firewall is Enabled. By setting
up one or more filters, specific packet types coming from the WAN can be Accepted.
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Example 1: Filter Name : In_Filterl
Protocol : TCP
Policy . Allow
Source IP Address 1 210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 80
Dest. IP Address - NA
Dest. Subnet Mask : NA
Dest. Port - NA

Selected WAN interface : brO

This filter will ACCEPT all TCP packets coming from WAN interface “brO” with IP
Address/Subnet Mask 210.168.219.45/16 with a source port of 80, irrespective
of the destination. All other incoming packets on this interface are DROPPED.

Example 2: Filter Name > In_Filter2
Protocol : UDP
Policy : Allow
Source IP Address : 210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 5060:6060
Dest. IP Address :192.168.1.45
Dest. Sub. Mask 1 255.255.255.0
Dest. Port : 6060:7070

Selected WAN interface : brO

This rule will ACCEPT all UDP packets coming from WAN interface “brO” with IP
Address/Subnet Mask 210.168.219.45/16 and a source port in the range of
5060 to 6060, destined to 192.168.1.45/24 and a destination port in the range
of 6060 to 7070. All other incoming packets on this interface are DROPPED.

MAC LAYER FILTER

These rules help in the filtering of Layer 2 traffic. MAC Filtering is only effective in
bridge mode. After a bridge mode connection is created, navigate to Advanced
Setup > Security > MAC Filtering in the WUI.

Example 1: Global Policy : Forwarded
Protocol Type : PPPOE
Dest. MAC Address : 00:12:34:56:78:90
Source MAC Address : NA
Src. Interface : ethl
Dest. Interface : eth2

Addition of this rule drops all PPPoE frames going from ethl to eth2 with a
Destination MAC Address of 00:12:34:56:78:90 irrespective of its Source MAC
Address. All other frames on this interface are forwarded.

Example 2: Global Policy
Protocol Type
Dest. MAC Address
Source MAC Address
Src. Interface
Dest. Interface

: Blocked

: PPPoE

: 00:12:34:56:78:90
: 00:34:12:78:90:56
: ethl

: eth2

Addition of this rule forwards all PPPOE frames going from ethl to eth2 with a
Destination MAC Address of 00:12:34:56:78 and Source MAC Address of
00:34:12:78:90:56. All other frames on this interface are dropped.
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DAYTIME PARENTAL CONTROL
This feature restricts access of a selected LAN device to an outside Network through
the PBL-6201, as per chosen days of the week and the chosen times.

Example: User Name : FilterJohn
Browser's MAC Address : 00:25:46:78:63:21
Days of the Week : Mon, Wed, Fri
Start Blocking Time : 14:00
End Blocking Time : 18:00

With this rule, a LAN device with MAC Address of 00:25:46:78:63:21 will have
no access to the WAN on Mondays, Wednesdays, and Fridays, from 2pm to 6pm.
On all other days and times, this device will have access to the outside
Network.
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Appendix B - Pin Assignments

Giga ETHERNET Ports (RJ45)

Pin Name Description
|1 ||BILDA+ || Bi-directional pair A + |
|2 | | BILDA- || Bi-directional pair A - |
| 3 | | BI_DB+ || Bi-directional pair B + |
|4 ||Bibc+ || Bi-directional pair C + |
s |[Bi_bc- || Bi-directional pair C - |
|6 | | BI_DB- || Bi-directional pair B - |
|7 ||BiDD+ || Bi-directional pair D + |
|8 ||BILDD- || Bi-directional pairD - |
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Appendix C — Specifications

Hardware
- RJ-14 X1 for VDSL2 (35b)/ADSL2+ (Annex A ) Bonding and Single line
- RJ-45 X 4 for GELAN
- RJ-45 X 1 for 2.5GEWAN
- Reset button X 1
- 2.4G WiFi on/off, WPS button X 1
- 5G WiFi on/off, WPS button X 1
- Internal Antenna X 4

- Power switch X 1

ADSL
- G.994
- G.992.1 (G.dmt) Annexes A
- G.992.2 (G.lite) Annexes A
- ANSI T1.413
- G.992.3 (ADSL2) Annexes A
- G.992.5 (ADSL2+) Annexes A

VDSL
- G.993.2(vDSL2) 35b, 17a, 12a, 12b, 8a, 8b, 8c, 8d
- G.993.5 (G.vector)
- G.998.4 (G.INP)
- SRA (Seamless Rate Adaptation)
- UPBO (Upstream Power Back-off)

2.5Gigabit Ethernet
- IEEE 802.3bz
- 2.5G BASE-T, auto-sense
- Support MDI/MDX

Gigabit Ethernet
- IEEE 802.3, IEEE 802.3u IEEE 802.3ab
- 10/100 /1000 BASE-T, auto-sense
- Support MDI/MDX

Management
- TR-069/TR-104/TR-111/TR-181, SNMP, Telnet, Web- Based Management,
Configuration Backup and Restoration
- Software Upgrade via HTTP, TFTP Server, or FTP Server
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Networking Protocols
- RFC 2364 (PPPoA), RFC 2684 (RFC 1483) Bridge/Router, RFC 2516 (PPPoE); RFC
1577 (IPoA)
- PPPoOE Pass-Through, Multiple PPPOE Sessions on Single WAN Interface

- PPPOE Filtering of Non-PPPoE Packets Between WAN and LAN

- Transparent Bridging Between all LAN and WAN Interfaces

- 802.1p/802.1q VLAN, DSCP

- IGMP Proxy V1/V2/V3, IGMP Snooping V1/V2/V3, Fast leave

- Static route, RIP v1/v2, ARP, RARP, SNTP

- DHCP Server/Client/Relay, DNS Proxy/ Relay, Dynamic DNS, UPnP, DLNA
- IPv6 Dual Stack, IPV6 Rapid Deployment (6RD)

Firewall/Filtering
- Stateful Packet Inspection Firewall
- Stateless Packet Filter
- URI/URL Filtering

- TCP/1IP/Port/Interface Filtering Rules Support Both Incoming and Outgoing
Filtering

NAT/PAT

- Port Triggering

- Port Forwarding (Virtual Server)

- Symmetric port-overloading NAT, Full-Cone NAT
- DMZ host

- VPN Pass Through (PPTP, L2TP, IPSec)

Wireless

- IEEE 802.11ax, 2.4GHz, 4T4R
Backward compatible with 802.11n/g/b
2412~2462 MHz (Channel 1-11)

- IEEE 802.11ax,5GHz, 4T4R,

Backward compatible with 802.11ax/ac/n/a
U-NII-1 ( 5150~5250 MHz )

U-NII-2a ( 5250~5350 MHz ) optional
U-NII-2c/2e ( 5470~5725 MHz ) optional
U-NII-3 ( 5725~5825 MHz )

- WPA/WPA-PSK, WPA2/WPA2-PSK with TKIP & AES Security Type
- Multiple SSID
- MAC Address Filtering
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Power Supply
- External power adapter: 12VDC/ 3.0A
Output: USB3.0, === 900mMA

Environment
- Operating Temperature: 0°C —40°C (32°F —104°F)
- Operating Humidity: 10%—~90% non-condensing
- Storage Temperature: -25°C ~65°C (-23°F ~149°F)
- Storage Humidity: 5%~90% non-condensing

Kit Weight

(1* PBL-6201, 1*RJ11 cable, 1*RJ45 cable, 1*power adapter) = 0.8 kg

NOTE: Specifications are subject to change without notice. |

NexusLink 3124u is the same as PBL-6201( for different markets )

Cl
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Appendix D - SSH Client

Unlike Microsoft Windows, Linux OS has a ssh client included. For Windows users,
there is a public domain one called “putty” that can be downloaded from here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

To access the ssh client you must first enable SSH access for the LAN or WAN from
the Management - Access Control = Services menu in the web user interface.

To access the router using the Linux ssh client

For LAN access, type: ssh -l root 192.168.1.1

For WAN access, type: ssh -l root |V\/AN 1P address|

To access the router using the Windows “putty” ssh client

For LAN access, type: putty -ssh -l root 192.168.1.1

For WAN access, type: putty -ssh -l root |\NAN 1P address|

NOTE: The |\NAN IP address| can be found on the Device Info > WAN screen
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Appendix E - Printer Server

These steps explain the procedure for enabling the Printer Server.

NOTE: This function only applies to models with a USB host port.

STEP 1: Enable Print Server from Web User Interface. Select the Enable on-board
print server checkbox M and input Printer name & Make and model. Click
the Apply/Save button.

NOTE: The Printer name can be any text string up to 40 characters.
The Make and model can be any text string up to 128 characters.

|
L 5
Device Info Basic Setup  Advanced Setup  Diagnostics Management Logout
WAN Setup i AR
NAT iz pags allows you 1= énzhle [ disai2 printsr suppore.
LAN Enable on-toard print server
Parental CGHI‘.I'C:' Printsr nama hpdeskjet
Hoeme) Wetveorlsg M and mocel
Print Server
DLNA [ Applyiszve |
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STEP 2: Click the Windows start @ button. - Then select Control Panel.

Wireshar
VILC media player
Sl'..;\-p.r-;j T

Tara Tamm o

" Google Chrome
- Carmmand Promptl

E*] TeamViewer &

| X2 Microsoft Office Excel 2007

lH < 'LH .

“" Mozila Firefox
._-?:}j easyMule

'i;_g Microsoft Office Waord 2007

d RitCarmet
W
l' Araui Merge

* -{_' Pamt

¥ A Programs
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Pictires

Music

Lampaner

Controd Panel

Help and Support
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STEP 3: Select Devices and Printers.

O et

*k Backup and Restore
 Default Programs
| Display

_-|\ Getting Started

& Intemet Options

7 Mouse

B Performance Information and Toals

I Programs and Features

*, RemoteApp and Desktop Connections

i System
B Windows CardSpace

W Action Center

b Color Management

&l Destiop Gadgets

@ Ease of Access Center

i% HomeGroup

|| Java (32-bit)

fj’ Network and Sharing Center

& personalization

I Realtek HD Audio Manager
J Sound

1,1 Taskbarand Start Menu

& Windows Defender

{7 Administrative Tools
8 Credential Manager
.3 Device Manager

I Folder Options

¢ Indexing Options
< Keyboard

L Notification Area lcons
& Phane and Modem
& Recovery

& Speech Recognition
W Troubleshooting

o Windows Firewall

i AutoPlay

= Date and Time

4 Devices and Printers

i Fonts

Intel(R) Graphics and Media
3 Location and Other Sensors
!Q, Parental Controls

§ Povier Options

9 Region and Language

() Sync Center

8 User Accounts

£ Windows Update

Add a device I Add a printer I

4 Devices (4)

'!!

BenQ T2200HDA

STEP 4: Select Add a printer.

TEST-PC USB Multimedia USB Optical
Keyboard Mouse
4 Printers and Faxes (2)
Fax Microsoft XPS
Document Writer
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STEP 5: Select Add a network, wireless or Bluetooth printer.

‘\:/j Ej-] Hﬁ'nt&r

What type of printer do you want to install?

* Add a local printer

Use this option only if you don't have a USB printer. (Windows automatically instalis USB
printers when you plug them in.)

= Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or
wireless printer is turned on.

Next | | Cancel

STEP 6: Click the Stop button. > Select The printer that 1 want isn’t listed.

@ o= Add Printer

Searching for available printers...

Printer Name Address

r — | Stop

< The printer that I want isn't listed

Next Cancel
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STEP 7: Choose Select a shared printer by name. Then input the printer link

and click Next.

http://LAN IP:631/printers/the name of the printer

NOTE: The printer name must be the same name inputted in the WEB Ul “printer
server settings” as in step 1.

Browse for a printer

Find a printer by name or TCP/IP address

@ Select a shared printer by name

http://192.168.1.1:631/printers/321123

Example: \\computername\printername or
http://computername/printers/printername/.printer

Add a printer using a TCP/IP address or hostname

Browse...

Next [ Cancel ‘

STEP 8: Select the manufacturer - and model of your printer > then, click OK.

7 Selectthe manufacturer and model of your printer. If your printer came with an
% installation disk. click Have Disk. lf your printer is not listed. consult your printer
documentation for a compatible printer.

Manufacturer £ Printers ok

Generic = p HP Deskjet D1500 series |?|

Gestetner - o HP Deskjet D2300 series B
- | 3/HP Deskjet D2400 series | /

infotec | HP Deskjet D2500 senes

KONICA MINOLTA ~ | | | HP Deskjet D2600 series >
@ This driver is digitally signed. T l

" Tell me why driver signing is important -

3 QK l Cancel l
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STEP 9: The printer has been successfully installed. Click the Next button.

You've successfully added 321123 on http://192.168.1.1:631

Printer name: 321123 on http://192.168.1.1:631

This printer has been installed with the HP Deskjet D2400 series driver.

STEP 10: Click Finish (or print a test page if required).

You've successfully added 321123 on http://192.168.1.1:631

To check if your printer is working properly, or to see troubleshogting information for the
printer, print a test page.

Print a test page
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STEP 11: Go to » Control Panel > All Control Panel Items - Devices and
Printers to confirm that the printer has been configured.

- - = » Control Panel » All Control Panel Items » Devices and Printers
b7

‘ Add a device Add a printer

4 Devices (4)

L

BenQ T2200HDA TEST-PC USB Multimedia USB Optical
Keyboard Mouse

4 Printers and Faxes (3)

Fax Microsoft XPS .321123 on

Document Writer § http://192.168.1.1
631
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Appendix F - Connection Setup

Creating a WAN connection is a two-stage process.

1 - Setup a Layer 2 Interface (ATM, PTM or Ethernet).
2 - Add a WAN connection to the Layer 2 Interface.

The following sections describe each stage in turn.

F1 — Layer 2 Interfaces

Every layer2 interface operates in Multi-Service Connection (VLAN MUX) mode,
which supports multiple connections over a single interface. Note that PPPoA and
IPOA connection types are not supported for Ethernet WAN interfaces. After adding
WAN connections to an interface, you must also create an Interface Group to
connect LAN/WAN interfaces.

F1.1 ATM Interfaces

Follow these procedures to configure an ATM interface.

NOTE: The PBL-6201 supports up to 16 ATM interfaces.

STEP 1: Go to Basic Setup ##5¢tn 5 \WAN Setup > Select ATM Interface from
the drop-down menu.

 COMTREND

B ey ak

Deeswinoe Indo Buaevic: Selbup Achvanced Selup Diagnoslics Managernent Logout

Liep 1 Layer 2 Intesface

WAN Setup
(NAT

LAN

Parental Control
Homia Netwaorking 5;:1";':"*:3'
(Wil

B BT Intariess € nnlgursdion

[ 1rmmrtann T ot Latmtrcy [ PTM Pricerite | Commt Whude [ 19 5 | Rz |

ETH WAN Inpedace Configursus

[ esuctaca) [Mama} | Cannacran Made | itamos |

Step 2 Wide Area Nebwork (WAN] Service Setup

[ Imteriars [:lmqm | |nu|ma|,|vunnuu.|.d

fgmy | Gy Lol Fild | Faal
o s 2, [ e ] 1 | 2. P [ e 1]

e Wy |
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This table is provided here for ease of reference.

Item Description

Interface WAN interface name

VPI ATM VPI (0-255)

VCI ATM VCI (32-65535)

DSL Latency {PathO} - portIiD =0

Category ATM service category

Peak Cell Rate Maximum allowed traffic rate for the ATM PCR service
connection

Sustainable Cell The average allowable, long-term cell transfer rate on the

Rate VBR service connection

Max Burst Size The maximum allowable burst size of cells that can be
transmitted continuously on the VBR service connection

Link Type Choose EoA (for PPPOE, IPOE, and Bridge), PPPOA, or IPOA.

Connection Mode Default Mode — Single service over one connection
Vlan Mux Mode — Multiple Vlan service over one connection

IP QoS Quality of Service (Qo0S) status

Remove Select items for removal

STEP 2: Click Add to proceed to the next screen.

NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.
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ATM PVC Configuration

This screen allows you to configure 2 ATH PVC,

VL [0 |[o-255]
VCE: (35| [32-65533)

Select DEL Link Type (Eo4 is for PPPoE, IPoE, and Bridge. )

® Eca

) pPPoA

) 1Poa

Encapsulztion Made | LLC/SMNAP-BRIDGING w |
Service Category: | UBR Without PCR w |

Select Scheculer for Queues of Equal Precadencs
' Round Robin (weight=1)

.. Weightad Fair Queuing

Default Queus Waigh: [1-83]

Default Quaus Precadencs: [1-8] {lower vahse, higher priority)
Mote: For WRQ, the defzult queue precedence will be applied to all other queues in the VC.

There are many settings here including: VPI/VCI, DSL Link Type, Encapsulation
Mode, Service Category and Queue Weight.
Here are the available encapsulations for each xDSL Link Type:

€ EoA- LLC/SNAP-BRIDGING, VC/MUX
€ PPPOA- VC/MUX, LLC/ENCAPSULATION
€ IPoA- LLC/SNAP-ROUTING, VC MUX

STEP 3: Click Apply/Save to confirm your choices.

On the next screen, check that the ATM interface is added to the list. For example,
an ATM interface on PVC 0/35 in Default Mode with an EoA Link type is shown below.

Selact new interfzce t 2d | ATM Interface A |

DSL ATM Interface Configuration

) - DSL Peak Cell Sustainable Cell Max Burst Link
Intarface | Vpi | Vci Latency Category Rate(cells/s) Rate(cells/s) Size( ) Type Conn Mode | IP QoS | Remowve
atmi o | 35 Pzthl UER Eod | VianMuxMode | Suppaort

To add a WAN connection go to Section F2 ~ WAN Connections.
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F1.2 PTM Interfaces

Follow these procedures to configure a PTM interface.

o

STEP 1: Go to Basic Setup ®#=5tm 3 WAN Setup > Select PTM Interface from
the drop-down menu.

BSd ak

Dmices Dnfo Mmic Selup Auhvanied Setug IHignoetins Manuspement Lowprmut
WAN Satup Sy 1= Layer 2 Tnterfare
HAT e v retace ekt P [W It e
LAN 1 ATH (atarface Unafiguration
Farenlal Control
fome ek B o D51 Pk Cull Suntmiialis Coll Han Thewt Liirk
:\'i e ing [""”f‘"[“"'l"' Lty ""“““’[ satifnaliu o l Marimfemlin(a) | - Sm{lovimn I'“" ot |"’“"'"| e l

% FTH Cevprface Confiqurarios

I[Jllllr‘il.ll [DH !.n-lw] PFTH Priety [Lullﬂ I‘N\h-l L !':'HIMII

ETH 'WAM [eseefzre Conlfiguration

e e e |

Slep &= Wide Area Pietwork (WAN] Service Setup

| trarrface | IHI.1||'rh.|r|| |p.-l vlsnma I.n] vlansuald !'\n.-u.r,..gi Lo | L 1 wal Il-u-lll I 1 | ""l'ﬂl\:‘r ..:.-.du m" m,d'll Hirsmrus | u.r!

[ | [ |

This table is provided here for ease of reference.

Item Description
Interface WAN interface name.
DSL Latency {PathO} - portiD =0
PTM Priority Normal or High Priority (Preemption).
Connection Mode Default Mode — Single service over one interface.

Vlan Mux Mode — Multiple Vlan services over one interface.

IP QoS Quality of Service (QoS) status.

Remove Select interfaces to remove.

STEP 2: Click Add to proceed to the next screen.
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NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.

PTM Configuration

This screen allows you to configure 2 PTM flow.

Select Schaduler for Quesues of Equal Precedancs
' Round Robin (weight=1)
L) Weighted Fair Queuing

Default Queus Waight: l:l [1-83]

Diefault Queus Precedence: [1-8] {lower value, higher priority)
Note: For WFQ, the default quawe precedence will be applied to all other quaues in the WC.

Default PTM interface Quality of Service can be configured here, including Scheduler,

and Queue Weight.

STEP 3: Click Apply/Save to confirm your choices.

On the next screen, check that the PTM interface is added to the list.

For example, a PTM interface in Default Mode is shown below.

D5L PTM Interface Configuration

Interface | DSL Latency | PTM Priority | Conn Mode | IP QoS

Remove

pemi Pathl MormzlBHigh | VianMuxMode | Support

Remie |

To add a WAN connection go to Section F2 —~ WAN Connections.
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F1.3 Ethernet WAN Interface

The PBL-6201 supports a single Ethernet WAN interface over the ETH WAN port.
Follow these procedures to configure an Ethernet interface.

STEP 1: Go to Basic Setup ##5¢tn 5 \WAN Setup > Select ETHERNET Interface
from the drop-down menu.

Beodak

Dwinns Tnlo Basic Selup Acbesancnsl Selup Dricigpmrsbics Managernenl I oot
WAN Setup Shep L Liper £ Inferface
AT wiart ws mwwrhics = il ETHERNET Iriloefacn w | as |
LAN BFL AT Tuiwrdavn Sl ngerwiion
Parental Control
IHGve Networki =11 Paale Call Suszainahle Ced Fan Burss Link £ank i
e pNICan !’"""'“ ]"""' |"'“| Latarey ]"“"""‘"l Rasai i) Rstw]cafia o] Sioafivten] | Trww | Mode | o8 |"°'"'“"!
e

O T Inerfaos Canligersnen

]I.Ifldl.11l?|l Idlr\unl-ll'lﬂ In‘rl\ﬂ'l"rlll'xn MTIP!F'J[IM]

ETH WAN Linturf i Dopirfigremattions

Il Lesrface ) {Mame} Emnﬂﬂn Hade | Resmree |I

Strp 2 Wirde Arra Netumel (WAN) Serder Sefup

igmp | bgmp " s | M | sl
|]nm-.lli.lllt:l|Ill-e||'.|-“l|r||1'|rpv||'|li.|.l|.llilupl'l‘l.m‘i"h.l.lli|'.'1ir|1||l|',,|_mII ﬂuml“1|th1IM|Pﬂn|mm Mada Resmoe | Edit

ickk | e

This table is provided here for ease of reference.

Item Description

Interface/ (Name) WAN interface name.

Connection Mode Default Mode — Single service over one interface.
Vlan Mux Mode — Multiple Vlan services over one interface.

Remove Select interfaces to remove.

STEP 2: Click Add to proceed to the next screen.

178
Leading the Communication Trend




STEP 3: Select an Ethernet port and Click Apply/Save to confirm your choices.

ETH WAN Configuration
This screen allows you to configure a ETH port .

Select 3 ETH port

ethliethl »

Back || Apphy/'Save

On the next screen, check that the ETHERNET interface is added to the list.

Interface/(Name) | Connection Mode | Remove

athO/ETHWAN VlznMu:Mode Remiove

To add a WAN connection go to Section F2 —~ WAN Connections.
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F2 — WAN Connections

The PBL-6201 supports one WAN connection for each interface, up to a maximum of
16 connections.

To setup a WAN connection follow these instructions.

STEP 1: Go to Basic Setup "5 5 \WAN Setup.

Step 2: Wide Area Network (WAN) Service Setup
Intarface | Description | Type | Vlan8021p | VianMuxId | VianTpid I‘Jp A S‘;—'ITKPE NAT | Firewall | 1pve p""d Sc’:‘u':’ce Remove | Edit
| Aad || Remove |

STEP 2: Click Add to create a WAN connection. The following screen will display.

WAN Service Interface Configuration

Salect 2 layer 2 interface for this service

Mote: For ATM interfacz, the desoriptor string is {portId_wvpi_wdi)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 --» DEL Latency PATHD
portld=1 —> DSL Latency PATHL
portld=4 --= D5L Latency PATHORL
o =0 --= Low FTM Priority not set
low =1 —-> Low FTM Priarity sat
high =0 --= High PTM Priority not set
high =1 --= High PTM Priority set

Back et |

STEP 3: Choose a layer 2 interface from the drop-down box and click Next.
The WAN Service Configuration screen will display as shown below.
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WAN Service Configuration

Select WAN sarvice type
® ppp over Ethernes (PRRGE)

) IP over Ethemet

L.} Bridiging

Enter Sarvice Description: | popoe_ethd

For tagged sarvice, enter valid 302.1P Pricrity and 202,10 VLAN ID.
For untagged sarvice, set -1 to both 802.1P Priority and 802,16 VLAN ID

Enter 202,1P Prioricy [0-7]: -1
Entzr 802,10 VLAN ID [0-4094]: -1
Select WLAN TRID Select 3 TRID w
Internet Protocol Selaction:
[1Pv4 Only w
| Back || Nest |

NOTE: The WAN services shown here are those supported by the layer 2
interface you selected in the previous step. If you wish to change your
selection click the Back button and select a different layer 2 interface.

STEP 4: For VLAN Mux Connections only, you must enter Priority & VLAN ID tags.

Enter 802.1P Pricrity [0-7]: -1
Enter 802,10 VLAN ID [0-40%4]: -1
Select VLAN TRID: Selecta TFID -

Select a TPID if VLAN tag Q-in-Q is used.

STEP 5: You will now follow the instructions specific to the WAN service type you
wish to establish. This list should help you locate the correct procedure:

(1) For PPP over ETHERNET (PPPoOE) — IPV4
(2) For IP over ETHERNET (IPoOE) — IPv4
(3) For Bridging — IPv4

(4) For PPP over ATM (PPPoA) — IPv4

(5) For IP over ATM (IPoA) — IPv4

(6) For PPP over ETHERNET (PPPOE) — IPv6
(7) For IP over ETHERNET (IPoE) — IPv6
(8) Bridging — IPv6 (Not Supported)

(9) For PPP over ATM (PPPoA) — IPv6

(10) IPoA — IPv6 (Not Supported)

The subsections that follow continue the WAN service setup procedure.
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F2.1 PPP over ETHERNET (PPPoOE) — IPVv4

STEP 1: Select the PPP over Ethernet radio button and click Next.

WAN Service Configuration

Select WAN sarvice type
® ppp over Ethernet (PPPOE)
) 1P over Ethemet

L' Bridiging

Enter Service Description

pppoe_ethi

For tagged sarvice, enter valid 802.1P Pricrity and 802,10 VLAN ID.

Internet Protocol Selaction:

[1Pv4 Only

For untagged sarvice, set -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 202,1P Prioricy [0-7]: -1

Enter 802,10 VLAN ID [0-4094]: 1

Select VLAN TPID Selecta TPID v

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.
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PPP Username and Password

PPP Usermamms:
PPP Pazsword
PPPoE Zarvice Name:

PPP usually requires that you have a user name and password to establish your connection,
In the boxes below, enter the user name and password that your ISP has provided to you.

Authentication Method: | AUTO

v

Configure Keep-zlive {PPP echo-request) Interval and the Mumber of retries

Interval{zecond) | 30

Mumber of retries | 3

[C] Enzblz Fullcone AT

[ Dizl on demand (with idle timeout timer)

Enzble NAT
[C] Enzhble Firewa

[ Use Szatic IPv4 Address

Foed MTU

MTU:| 1492

[J Enablz PPP Manuzl Mode
[  Enzhble PPP Debug Mode

[] Bridge PPPoE Frames Batween WAN and Locs

IGMP Multicast

[0 Enable IGMP Multicast Progy

[ Enzhble IGMP Multicast Source

WAN interface with base MAC.

(] Enzblz WAN intarface with baze MAC

Pars

Naotica: Only one WAN interface can be doned to base MAC address,

Back Mext

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoOE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.
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CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

Dizl on cemana (with idle timeout timer |

Inactivity Timeout (minutes) [1-4320] |': |

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox 4. If
selected, enter the static IP address in the 1Pv4 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPOE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP_IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoOE clients, otherwise disable it.
The PBL-6201 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.
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ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

WAN interface with base MAC

Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 3: Choose an interface to be the default gateway.

Routing —- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways|
but cnly one will ke used according to the pricrity with the first being the higest and the l=st one
the loweest pricrity i the WAN interface is connected. Pricrity order can be changed by removing
zll and zdding them back in again.

Selected Drefault Gateway Available Routed WAN
Interfaces Interfaces
ppp0.1 - -

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter

static DNS server IP addresses for the system. In

ATM mode, if only a

single PVC with IPoA or static IPOE protocol is configured, Static DNS

server IP addresses must be entered.

DNS Server Configuration

zddressas for the system, In ATM mode, if only 2 sing
configured, Static DS server IP addresse must be =':\5red

= will be used a::u:ur-:llng 0 the prios b. th the rlrs' |::E|ng th-'- h ce=t a
|:- vest priority if the WAN int=

terface is connected. Priority order can be ﬁ.h:";-:c by
znd adding them I::__k in again

® select DNS Server Interface from available WAN interfaces:
Selected DMS Server Interfaces Availzble WAN Interfaces

ppp0.1 - ~

) use the following Static DNS IP address:
Primary DNS server | |

Leconaary DMS sarver | |

Back | Mext

Select DNS Server Interfzce from available WAN interfaces OR enter static DNS ssrver [P
PAVC with IPoA or static IPoE protocol is

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Mzke sure that the sattings below match the settings provided by your ISP,

Connection Type: PERoE

MAT: Enabled
Full Cone MAT: Cizabled
Firewall: Cizabled
IGMP Multicast Proxy: Disablad
IGMP Multicast Source Enabled: | Cisztled
MLD Multicast Proxy: Disablad
MLD Multicast Source Enabled: | Cisztled
Quality Of Service: Disablad

Click "Apply/Save” to have this interface to be effective. Click "Back” to make amy modifications.
| Back || Apphy/Save |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.2 IP over ETHERNET (I1PoOE) — IPv4

STEP 1: Select the IP over Ethernet radio button and click Next.

WAN Service Configuration

Select WAN sarvice type

() PPP over Ethernes (PPPGE)

® 1P over Ethermat {DHCP! Static IP)

‘! Briciging

Enter Service Description: |ipae 00 35

For tagged sarvice, enter valid 302.1P Pricrity and 202,10 VLAN ID.
For untagged sarvice, s=t -1 to both 802.1P Priority and 802,10 VLAN ID

Enter 802.1P Priority [0-7]:

-1

Enter 802,10 VLA ID [0-2094]: 4

Select WLAN TPID Selecta TRID w
Internet Protocol Selection:

[1Pv4 Only w |
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IP address automatically radio button to
enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IP address method instead to assign WAN
IP address, Subnet Mask and Default Gateway manually.

WAN IP Settings

Enitar information provided to you by wour ISP to configure the WAMN IP sattings

Motice: If "Obtain an IP address automatically” i= chasen, DHCP will be enabled for PYC in
IPoE maode

If "Use the following Static IP address" is chosan, entar the WAN IP address, subnet mask
and interface gatewsy

@ Obtzin 20 1P 2ddress sutomaticzlly
Option 60 Vendaor ID
Option 61 TAID {8 hexadecimal digits)
Option 61 DUID (hexadecimal digit)
Option 77 Usar ID

Option 125 @ Dizablz () Enzble

Option 50 Reguest IP Address
Option 51 Request Leased Time: 3600

Option 54 Request Server Address

() Us= the following Static IP address:
WAMN TP Address:
WAMN Subnet Mask

WAM gateway IP Address

Click Next to continue or click Back to return to the previous step.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Metwork Address Translation Settings

Network Address Translation {MAT) allows you o share one Wide Arsa Network
(AN} IP address for multiple computers on your Local Ares Mebwork [LAN).
Enzblz MAT

[C] Enzhle Fullone MAT

IGMP Multicast
(] Enable IGMP Multicast Proey

[] Enable IGMP Multicast Source

WAN interface with base MAC.
Motice: Only one WAN interface can be cloned w base MAC address,

() Enzble WaN intarface with baze MAC

| Back || Mext |

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected so as to free up system resources for better performance.
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ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE IGMP MULTICAST SOURCE

Enable the WAN interface to be used as IGMP multicast source.

WAN interface with base MAC
Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways
but only one will be used according to the pricrity with the first being the higest and the lest one
the lowwest pricrity if the WAN interface is connected. Pricrity order can be changed by remaoving

all and adding them back in again.

Selected Drefault Gateway Available Routed WAN
Interfaces Interfaces

atm0.1 = -

(oo s )

Click Next to continue or click Back to return to the previous step.

191
Leading the Communication Trend



STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC with IPOA
or static IPoE protocol is configured, Static DNS server IP addresses must be
entered.

DMNS Server Configuration

Select DNS Server Interfzce from available WAM interfaces OR enter stat
server IP addresses for the system, In ATM mede, if only 2 single PVC v

dns sarvers but only one will be used according to the priority with the

beirg the higest and the lzst one the lowest pricrity i the WAN interface is
connected, Priority order can be changed by removing all and adding them back
in again

@ Salect DNS Server Interface from available WAN interfaces:
Selected DNS Server

Interiares Avzilable WAN Inerfaces
I ces
atm0.1 - -

- -

Pt
(]

../ Use the following Static DNS IP address:
Primary DN5 sarver | |

S=condary DNS ssrver | |

Back | Mext

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the sattings below match the settings provided by your ISP,
Connection Type: IPoE

MAT: Enabled

Full Cone MAT: Dé=abled

Firewall: Dizatled

IGMP Multicast Proxy: Dizabled

IGMP Multicast Source Enabled: | Cizatlad

MLD Multicast Proxy: Dizabled

MLD Multicast Source Enabled: | Cizztizd

Quality Of Service: Disabled
Click "Apphy/Save” o have this interface to be effective. Click "Back”™ to make any modifications.

| Back | | ApplyiSave |

After clicking Apply/Save, the new service should appear on the main screen.

193
Leading the Communication Trend



F2.3 Bridging — 1Pv4

STEP 1: Select the Bridging radio button and click Next.

WAN Service Configuration

Selzct WAN s=rvice type

() PPP over Etharnet (PPRoE)

) 1P over Ethernet (DHCE! Static IP)
® gy iging

[ Al 2= IGMP Mulsicass Sourcs

[ Alow 2= MLD Multiczst Source

Enter Sarvice Description: | ke 0 0 35

For tagged sarvics, enter valid 802.1P Pricrity and 802,10 WLAN ID.
For untagged service, st -1 to both 202.1P Priority and 802.1) VLAN ID

Enter 802.1F Priority [0-7): -1

Enter 802,10 VLAN ID [0-4094]; 1

Select VLAN TPID

Back Met

Selecta TRID w

Allow as IGMP Multicast Source

Click to allow use of this bridge WAN interface as IGMP multicast source.

Allow as MLD Multicast Source

Click to allow use of this bridge WAN interface as MLD multicast source.
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STEP 2: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to return to the previous screen.

WAN Setup - Summary

Make sure that the sattings below match the settings provided by wour ISP,

Connection Type: Bridge
MNAT: MIA
Full Cone MAT: [isatled
Firewall: Disatied
IGMP Multicast Proxy: Mot Applicaie
IGMP Multicast Source Enabled: | Ciszzi=d
MLD Multicast Proxy: Moz Applicable
MLD Multicast Source Enabled: | Cizztled
Quality Of Service: Disablad
Click "Apphy/Save” to have this interface to be effective. Click "Back” to make any modfications.

| Back || ApphySave |

After clicking Apply/Save, the new service should appear on the main screen.

NOTE:

If this bridge connection is your only WAN service, the PBL-6201 will be
inaccessible for remote management or technical support from the WAN.

195
Leading the Communication Trend



F2.4 PPP over ATM (PPPoA) — IPv4

WAN Service Configuration

Enter Service Description | pppoa_0 0 35

Intsrmet Protocol Selection:

[IPv4 Only v |

Back et |

STEP 1: Click Next to continue.
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

PPP Username and Password

PPP wsually requires that you have & user name and password to establish your connection,
In the boxes below, enter the user name and password that your ISP has provided to you.

PPP Uszrnams:
PPP Password

Authentication Mathod: | ALUTO o

Configure Keep-zlive (PPP echo-request) Intervel and the Mumber of retries
Interval{second) | 30

Murmnber of retries | 3 |

[C] Enable Fullcone NAT

[ Dizl on demand (with idle timeout timer)

Enzhble MAT

Enzble Firews

O

Usz Static IPvd Address

O

Fixed MTU

MTU | 1500

[1  Enzble PPP Marual Mode

I:I Enzble PPP Debug Mode

IGMP Multicast

[ Enzhble IGMP Multicast Progy

[  Enzble IGMP Multicast Source

WAN interface with base MAC.
Moticz: Only one WAN interface can be cloned to base MAC address,

] Enzhiz WaN int=rface with base MAC

Back Nesct

PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.

Number of retries: Number of retries before PPP connection is dropped.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

Dial on gemand [with idle timeout timer |

Inactivity Timeout (minusee) [1-4320] |': |

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox 4. If
selected, enter the static IP address in the IP Address field. Also, don’t forget to
adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

Fixed MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPOA.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

Enable IGMP Multicast Source
Enable the WAN interface to be used as IGMP multicast source.

WAN interface with base MAC
Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.
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STEP 3: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as
system default gateways but only cne will be used according to the
pricrity with the first being the higest and the last one the lowest priority i
the WAN interface s connected. Pricrity order can be changed by
removing zll and adding them back in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
pppoal a -

(o) e

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPOA or static IPoOE protocol is configured, Static DNS server IP
addresses must be entered.

DNS Server Configuration

5-‘- =t DNS Server Interfzce from availzble WAN interfaces OR enter stetic DNS server [F

resses for the system. In ATM 'nc-::l-'- if anby & singke PYC with IPod or static IPoE protocol s
conf gured, Static NS server IP addressas must be snterad

DMNS Server Interfaces can have multiple WAN intzrfaces served 25 system dns servers but
only one will be usad according o the priority with the first being the higest and the last one the
lowest priorizy if NAN intarface is conmectad, Priority order can be changed by removing all
znd adding them back in again

@ Select DMS Server Interface from available WAM interfaces:
Selected DNS Server Interfaces Available WAN Interfaces

pppoal " ~

) Use the following Static DNS IP address:
Primary DNS sarver | |

S=condary DNS ssrver | |

| Back I Mt

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they are correct,

or click Back to modify them.

WAN Setup - Summary

Mzke sure that the sattings below match the settings provided by your ISP

Connection Type: PERoA

MAT: Enabled
Full Cone MAT: Dizabled
Firewall: Dizabled
IGMP Multicast Proxy: Disablad
IGMP Multicast Source Enabled: | Cizztled
MLD Multicast Proxy: Disablad
MLD Multicast Source Enabled: | Cizztled
Quality Of Service: Disablad

Oick "Apphy/Save” to have this interface to be effective. Click "Back” to make any modfications.

| Back || ApohySave |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.5 IP over ATM (1PoA) — IPv4

STEP 1:

STEP 2:

STEP 3:

WAN Service Configuration

Enter Service Description: ipoa_0_0_35

(o] e ]

Click Next to continue.

Enter the WAN IP settings provided by your ISP. Click Next to continue.

WAN IP Settings

WAN IP Address:

WAN Subnet Mask:

Enter information provided to you by your ISP to configure the WAN IP settings.

0.0.0.0
0.0.0.0

This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Metwork Address Translation Settings

Metwork Address Translation {MAT) allows you o share one Wide Arsa Metwork

(WAN) IP address for multiple computers on your Local Ares Metwork (LAN].
Enzble MAT

[C] Enzble Fullcone HAT

[C] Enzble Firewz

IGMP Multicast
[ Enzblz IGMP Multicast Progy

[] Enzble IGMP Multicast Source

WAN interface with base MAC.
Notice: Only one WAMN interface can be doned o base MAC address,

|:| Enzble WAN mterface with base MAC

Back Met
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ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

Enable IGMP Multicast Source
Enable the WAN interface to be used as IGMP multicast source.

WAN interface with base MAC

Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 4: Choose an interface to be the default gateway.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as
system default gateways but onby one will be used according to the
pricrity with the first being the higest and the last cne the lowest pricrity
if the WAN intarface is connected. Pricrity order can be changed by

removing zll and adding them back in agsin.

Selected Default Available Routed 'WAN
Gateway Interfaces Interfaces

ipoal o o

(e ) s

Click Next to continue or click Back to return to the previous step.
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NOTE: If the DHCP server is not enabled on another WAN interface then the
following notification will be shown before the next screen.

Message from webpage

! "_\ “fou have to choose static ip address for DNS server

STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPOA or static IPOE protocol is configured, Static DNS server IP
addresses must be entered.

DNS Server Configuration

Sesect Server Interfzoe from availzble WAN interfaces OR. enter static DNS server
IP addresses for the system. In ATH mode, if only 2 single PYC with IRoA or static
IPoE protocol is configurad, Static DNS server [P addresses must be entered.

DNS Server Interfaces can have mu'tiple WAN interfaces served 2= system dns
servers but only one will be used according o the priority with the first being the
higest and the last one the lowest pricrity if the WAN interfacz is connected. Priority
order can be changed by removing all and adding them back i agsin.

) Select DNS Server Interface from available WAN interfaces:
Selected DMNS Server Interfaces Ayaiable WAM Interfaces

® Use the following Static DNS IP address:
Primary DMS sarver | |

Sacondary DNS sarver | |

Back I et

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary
Mzke sure that the sattings below match the settings provided by your ISP
Connection Type: [PoA
MAT: Enabled
Full Cone NAT: Cizatled
Firewall: Cizatled
IGMP Multicast Proxy: Disabled
IGMP Multicast Source Enablad: | Dizzsizd
MLD Multicast Proxy: Dizabled
MLD Multicast Source Enablad: | Diszed
Quality Of Service: Disablad
Click "Apply/Save” to have this interface to be effective. Click "Back” to make ary modfications.
| Back | | Apoly/Save |

After clicking Apply/Save, the new service should appear on the main screen.
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F2.6 PPP over ETHERNET (PPPOE) — IPVv6

STEP 1: Select the PPP over Ethernet radio button. Then select IPv6 only from the
drop-down box at the bottom off the screen and click Next.

WAN Service Configuration

Selzct WAN sarvice type

® Ppp over Ethernet (PPRGE)

i) IP owver Ethernat {DHCP! Static IF)

\./ Bricging

Enter Sarvice Description: | poooa 00 35

For tagged sarvics, enter valid 802.1P Pricrity and 802,10 VLAN ID.
For untagged service, 52t -1 to both 202, 1P Priority and 802.1¢) VLAN ID

Enter 802.1F Priority [0-7]: -1
Enter 802.1( VLAN ID [0-4094]; 1

Select VLAN TPID Select a TRID w

Internet Protocol Selaction:

[IPvE Only w

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
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PPP Username and Password

PPP wsuslly reguires

PPP Uszrmams:
PPP Password
PPPoE Service Name:

Authentication Method:

AUTO

v

Configurs Keep-2 and the Mumber of

Intervali{second)

we (PPP echo-reguest) Interve
EE

2 |

Number of retries:

Enzblz Fullone NAT

Dizl on demand (with idle timeout timer)

Enablz Firewa

Us= Szatic [Pv4 Address

Usz Static IPvE Address

O

Enable IPvE Unnumbered Model

Bzzig

Launch Dhepée for Address miment [TAMA)

8 00

Launch Dhepse for Prefix Delegation (TARD)

O

Launch Dhopée for Rapid Commit

MTU:| 1492

O
O
]

Foeed MTU

Enzble PPP Manuzl Mode
Enzblz PPP Debug Mode

Bridge PPPoE Frames Betwesn WAN and Locz! Pors

MLD Multicast
[ Enzhble MLD Multicast Proxy

[ Enzble MLD Multicast Source

WAN interface with base MAC,

[l Enz

= LATA R,
= il'ui".'\n

interface with base MAC

that you have a user name and password to esta
In the boxes below, enter the user name and password that your ISP has provided to you.

Motice: Only one WAN interface can be cloned to base MAC address,

bli=h YOUr Connecton,

=1

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.
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PPP SETTINGS

The PPP Username, PPP password and the PPPoOE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

Dial on demana [with idle timeout timer |

Inactivity Timeouws (minutss) [1-4320] |-: |

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox 4. If
selected, enter the static IP address in the IPv4 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox 4. If
selected, enter the static IP address in the IPv6 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.
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LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (1ANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
- Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
- Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
- Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (1APD)

An ldentity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPV6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-1Pv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FIXED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPOE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.
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BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoOE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The PBL-6201 supports pass-through PPPoOE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoOE LAN devices.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPvV6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

WAN interface with base MAC
Tick the checkbox M to enable this function which will hook up the brO MAC address

to this very WAN service.

STEP 3: Choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the drop-down
box).

Routing —- Default Gateway

Diefault gateway interface list can have multiple WAN interfaces served as system
default gateways but only cne will be used according to the pricrity with the first
being the higest and the last one the lowest pricrity i the WAN interface i connected.

Pricrity order can be changed by removing all and adding them back in agsin.
Selected Default Gateway Available Routed WAN
Interfaces Interfaces

ppp0.1 o o

IPwE: Select a preferred wan interface as the system default IPvE gateway.

Selected WAN Interfzce pppoe_0_0_35/ppp0.1 ~

I

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPOE protocol is configured, Static DNS
server IP addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DMS Server Configuration

Select DS Server Interface from availzble WAN interfaces OR enter stztic DNS sarver [F
addressas for the system, In ATM mode, if only a single PVC with IPoA or staitic IPoE protocol
configured, Swtic DNS server IP addresses must be entered
DMS Server Interfaces can have mu'tiple WAN intae,
onily one will be used according to the priority with the first
lowest priorizy if the WAN interface is connected., Priority order can be ¢
and adding them back in again.

s system dns servers but
and the fast one the
ged by removing all

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Available WAN Interfaces

Ppd -

Use the following Static DNS IP address:
Primary DNS sarver

Secondary DMS server

il I

slect the configured 'WAN interface for IPvE DNS sarver information OR enter the static
3 server Addressas,

te that selecting a3 WAN interface for IPvE DNS sarver will enable DHCPE Client on that
intarfaos,

@ Obtzin IPvE DMS info from = WAN interfacs:
WAN Interface sebzcted | pppoe_0_0 35/ppp0.1 » |

) usathe fo weiing Static IPvE DS address
Primary IPvE DNS Senver:

Secondary IPwe DNS Serven:

Click Next to continue or click Back to return to the previous step.

STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.
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WAN Setup - Summary
Mzke sure that the ssttings below match the settings provided by your ISP
Connection Type: PERoE
MAT: Dizatied
Full Cone MAT: Disablad
Firewall: Dizalled
IGMP Multicast Proxy: Disabled
IGMP Multicast Source Enabled: | Cizakled
MLD Multicast Proxy: Dizalled
MLD Multicast Source Enabled: | Diszti=d
Quality Of Service: Cizalled
Click "Apphy/Save” o have this intarface to be effecive. Click "Back” to make any modifications.
| Back | Apphy/Save

After clicking Apply/Save, the new service should appear on the main screen.
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F2.7 IP over ETHERNET (1PoOE) — IPVv6

STEP 1: Select the IP over Ethernet radio button and click Next. Then select IPv6
only from the drop-down box at the bottom off the screen and click Next.

WAN Service Configuration

Select WAN sarvice tyoe
() PPP over Ethernet (PPROE)

) IP owver Ethemnet {DHCR Stetic IP)

X

Bridiging

Enter Service Description: | poe_0_0 35

For tagged sarvice, enter valid 302.1P Pricrity and 202,10 VLAN ID.

Enter 802.1P Priority [0-7]:
Enter 802,10 VLAN ID [0-4094]:
Select VLAN TRID

Internet Protocol Selection:

[1PvE Only v

For untagged sarvice, set -1 to both 802.1P Priority and 802,16 VLAN ID

-1
-1

Selecta TRID w
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STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IPv6 address automatically radio button
to enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static 1Pv6 address method instead to assign
WAN IP address, Subnet Mask and Default Gateway manually.

Enter information provided to you by your ISP to configure the WAN IPv6 settings.

Notice: If “Obtain an IPv6 address automatically” is chosen, DHCP client will be
enabled on this WAN interface.

If “Use the following Static IPv6 address” is chosen, enter the static WAN IPv6
address. If the address prefix length is not specified, it will be default to /64.

WAN IP Settings

Enter information provided to you by wour ISP to configure the WAN IP sattings

Motice: If "Obtain an IP address automatically” is chosen, DHCP will be enzbled for PVC in IPoE mode,
IF "Use the following Static IP addre=s" is chosen, enter the WAN IP address, subnet mask and
interface gateway,

Obtzin an IP address

Option 60 Vendor ID

Option 61 IAID {8 hexadecimal digits)
Option 61 DUID {hexadecimal digit)
Option 77 Usar ID,

Option 125 Disable Enable

Option 50 Request IP Address

Option 51 Request Leased Time:

Option 54 Request Server Address

Use the following Static IP address:
WAN IP Address:
WAMN Subnet Mask:

TATR &

WAMN gateway IP Address

Enter information provided to you by your ISP to configurs the WAN IPvE settings.

Motics:

If "Obtain an [Pv6 address sutomatically” is chosen, DHCPvE Client will be enabled on this WAN
intzrfacs.

If "Us= the following Static IPvE address” is chosen, enter the static WAN IPvE address. If the address
prefi: length s not specified, & will be default to /&4,

® Obtzin an IPvE address automatically
O Dhepvé Address Assignment [TANA)
Dhcpwé Prafix Delegation (IAPD)

) sz the fd owing Static IPvE address

WAM TPvE Address/Prefix Length

Specify the Mext-Hop IPvE address for this WAN interface,
Motice: This address can be ither a link loczl or = global unicast IPvE address.

WAN Next-Hop IPvE Address:

Click Next to continue or click Back to return to the previous step.

214
Leading the Communication Trend



DHCP6C FOR ADDRESS ASSIGNMENT (1ANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
- Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
- Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
- Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

DHCP6C FOR PREFIX DELEGATION (1APD)

An ldentity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPV6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-1Pv6-Prefix attribute.

WAN NEXT-HOP IPv6 ADDRESS
Specify the Next-Hop IPv6 address for this WAN interface.
This address can be either a link local or a global unicast IPv6 address.
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STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M.

Metwork Address Translation Settings

Metwork Address Translation (MAT) allows you mo share one Wide Area Metwork

[WAN) IP address for multiple computers on your Lozl Area Mebwork (LAN).
Enzblz NAT

[C]  Enzhble Firewa

[  Enzble MLD Multicast Proxy

[ Enable MLD Multicast Source

WAN interface with base MAC.
Motice: Only one WAN interface can be doned to base MAC address,

() Erzble WaN intarface with baze MAC

| Back || Mext |

Click Next to continue or click Back to return to the previous step.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox
should not be selected so as to free up system resources for better performance.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPvV6 instead of using a separate protocol.

ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable WAN interface with base MAC
Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.
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STEP 4: To choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the
drop-down box).

Routing — Default Gateway

Default gatewsy interface list can have multiple WAN interfaces served as system default
gateways but onhy one will be used according to the pricrity with the first being the
higest and the last one the lowest pricrity i the WAN interface is connected. Pricrity
arder can be changed by removing all and adding them back in 2gsin.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
atm0.1 = i

IPwE: Select 2 preferred wan interface as the system default IPVE gatewiay.
Selected WAN Interface  ipoe_0_0_35/atm0.1 -
Back Meset

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPOA or static IPOE protocol is configured, Static DNS server IP
addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DNS Server Intarfzoz from availzble WAN interfaces OR enter static DNS

rer [P addresses for the system. In ATM mode, if only a single PVC with IPoA or
static [PoE protocol i configured, Stetic DMS server [P addresses must be entered,
DMS Server Interfaces can have multiple WAN intarfaces served 25 system dns
sarvers but only one will be used acoording o the priority with the first being the
higest and the last one the lowest pricrity if the WAN interfacz is connected. Pricrity
order can be changed by removing all and adding them badk i again.

Select DNS Server Interface from available WAN interfaces:
Selectad DS Server Interfaces Availablz WAN Interfaces

Use the following Static DNS IP address:
Primary DNS server

Secondary DNS server

the static IPve
ote that selecting 3 WAN interface for IPvG DMS server will enable DHOPYE Cliant

on that interface,

@ Obtzin IPvE DNS info from = WAN interfacs:
WAN Interface sshected | ipoe_0_0_35/atm0.1 |

i) s the fo awing Static IPvE DMS address

Primary [Pvé DN5 Server:

tecondary IPve DNG Servern

Back | Next

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary
Make sure that the sattings below match the settings provided by your ISP,
Connection Type: IPoE

MAT: Dizatled

Full Cone MAT: Disabled

Firewall: Dizabhed

IGMP Multicast Proxy: Disatled

IGMP Multicast Source Enabled: | Disztl=d

MLD Multicast Proxy: Dizakhed

MLD Multicast Source Enabled: | Cizatled

Qualicty Of Service: Cizalhed
Click "Apphy/Save” o have this intarface to be effecive. Click "Back” to make any modfications.

Back | Apoly/Save

After clicking Apply/Save, the new service should appear on the main screen.
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F2.8 PPP over ATM (PPPoA) — IPVv6

STEP 1: Select IPv6 Only from the drop-down box at the bottom
of this screen and click Next.

WAN Service Configuration

Enter Service Description | pppoa_D_0_35

Internet Protocol Selection:

[ IPvE Only v |

Back || Mt
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STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.

PPP Username and Password

PPP wsuzlly requires that you have 2 user name and password to establish your
connection, In the boxes below er the user name and password that your
ISP hzs provided to you.

PPP Usernams:

PPP Password

Authentication Methad: | AUTO - |

Configure Keep-zlive (PPP echo-regquest) Intervel and the Mumber of retriss
Interval:{zecond) |3-]

Mumer of retries: | 3 |

Enable Fullcone KAT

Dial on demand (with idle timeout timer)

[1  Enzble Firewa

Us= Szatic TPvd Address

(] Use Swtic IPvE Address

Enzblz IPvE Unnumbered Maods]

a O

Launch Dhepée for Address Assignment: (TANA)
Launch Dhepée for Prefix Delegation (TARD)

[ Launch Dhopéc for Rapid Commit

Foced MTU

MTU:| 1500

[J Enzble PPP Manual Mode

[  Enzble PPP Debug Mode

MLD Multicast
[0 Ensble MLD Multicast Proxy

[0 Enzble MLD Multicas: Source

WAN interface with base MAC,
Motice: Only one WAM interface can be doned to base MAC address,

D Enzblz WAN interface with base MAC
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PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)

CONFIGURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The PBL-6201 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

Dial on demana [with idle timeout timer |

. . P .
Inactivity Timeout {minutes) [1-4320] | |

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox 4. If
selected, enter the static IP address in the IP Address field. Also, don’t forget to
adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox 4. If
selected, enter the static IP address in the IPv6 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE 1IPv6 UNNUMBERED MODEL

The IP unnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.

LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (1ANA)

The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
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Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
e Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
= Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
e Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFIX DELEGATION (1APD)

An ldentity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to a requesting device. A requesting device may have more than one IAPD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPV6 server) selects prefixes to be assigned to a
requesting router (DHCPvV6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-1Pv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information™ (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FIXED MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPoOA.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPvV6 instead of using a separate protocol.
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ENABLE MLD MULTICAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

WAN interface with base MAC

Tick the checkbox M to enable this function which will hook up the brO MAC address
to this very WAN service.

STEP 3: Choose an interface to be the default gateway.

Routing -- Default Gateway

Defzult gateway nterface list can have multiple WAN interfaces sarved a5 system
default geteways but only one will be usad acoonding to the priority with the first
being the higest and tha lzst one the kowest priority ¥ the WAN interface is connected.
Priority order can be changed by removing all and adding them back in again.
Selected Default Gateway Available Routed WAN
Interfaces Interfaces

IPvé: Select 2 preferred wan nterface as the system default [PvE gateway.

r

Selectd WAN Interfzce | pppoa_0_0_35/pppoal + |

Back | Mext

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with IPOA or static IPOE protocol is configured, Static DNS server IP
addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DS Server Interfacs from available WAN interfaces OR enter stztic DNS

ver IP addressas for ystem, In ATM mode, if only a single PVC with IPoA or
static IPoE protocol is configured, Static DNS server IP addresses must be entered,
DNS Server Interfaces can have multiple WAN interfaces served zs system dns
servers but only one will be used acoording to the priority with the first being the
higest and the la=z one the lowest priority if the WAN interface is connected, Priority
order can be changed by removing all and adding them back in agsin,

Select DNS Server Interface from available WAN interfaces:
Selectad DMS Server Interfaces Available WAN Intarfaces

R —

PpPpoau -

Use the following Static DNS IP address:
Primary DNS server

Secondary DNS ssrver

e for IPwe DMS server information OR

IPvé: Salact the configured WAN interfa
IPwé DS server Addr
Note that selecting 3 WAN interface for IPwe DNS server will enable DHCPYE Client
on that interface,

i

@ Obtzin IPvE DNS info from 2 WAN interfacs:

WAN Interface selected | pppoa_0_0_35/pppoal + |

i) s the f ivwing Static IPve DS address
Primary [PwE DNS Server:

5

Secondary IPve DNS Senvern

Back | Mext

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,
Connection Type: FERoA

NAT: Dizabled

Full Cone MAT: Disatled

Firewall: Disatled

IGMP Multicast Proxy: Cizalled

IGMP Multicast Source Enabled: | Cizatlad

MLD Multicast Proxy: Cizabled

MLD Multicast Source Enabled: | Cizailed

Quality Of Service: Cizabled
Click "&pphy/Save” to have this interface to be effecive. Click "Back™ to make any modifications

| Back | | ApglySave

After clicking Apply/Save, the new service should appear on the main screen.
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