Section 4 - Configuration

Virtual Server

The device can be configured as a virtual server so that users can access services such as Web or FTP via the public (WAN) IP address of the router.
You can also allow the settings to run on a specified schedule.

Well-known This contains a list of pre-defined services. You can select a service, — - @ — - ™
Services: select arule ID, then click the Copy to button to copy the default D-Link @ A o == =
settings for that service to the specified rule ID.

= DNS

. . N u Applications Virtual S
ID: Specifies which rule to copy the selected Well known service o rrualserver
settings to when you click the Copy to button. e server
= Routing e
. = QoS
Use schedule Select a schedule to use and copy to the specified rule ID when  AC Adross it me e ST e
rule: you click the Copy to button. You may select Always On or use - i
a specific schedule that you have defined. To create and edit e Vi Seres L
schedules, please refer to Schedules on page 59. " Network Sean S I N B
[
e -
J [ I -
2 : [m]
VIRTUAL SERVERS LIST

ID: This identifies the rule.
Service Ports Enter the public port(s) you want to open.

Server IP: Port: Enter the IP address and port of the computer on your local
network that you want to forward the Service Ports to.

Enable: Check the box to enable the specified rule.
Schedule Rule #: Specify the schedule rule number. To create schedules, click on
the Add New Rule button. For further information on schedules,

please refer to Schedules on page 59.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

URL Filter

URL Filter allows you to set up a list of websites that will be blocked from users on your network.

URL Filtering: Check the box to enable URL Filtering.

—— =
DLink | ©® W @ @a @ =

URL FILTERING RULES
u DNS
.. . = Applications URL Filter
ID: This identifies the rule. . oz
= Virtual Server URL Filfer provides the useful tools for restricting Internet access. .
o URL Filter Website URL Blocking allows you to quickly create a list of all web sites that you wish to allow or demy users from accessing.
URL: Enter URL that you would like to block. All URLs that begin with * Routing URL Fierin et
. . = QoS
this address will be blocked. = MAC Address Fittr R Fierng @ e
u Qutbound Filter
= Inbound Filter URL Filtering Rules
Enable: Check the box to enable the specified rule. - s

= Advanced Network BT e

= Network Scan

Click Apply to save your settings, or Refresh to revert to your
previous settings.

ooooo
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Section 4 - Configuration

Routing

The Routing page allows you to specify custom routes that determine how data is moved around your network.

RIP: Check the box to enable routing, then select which routing

D S— English
y (0) H.H | =
protocol to use: D-Link 'E‘ - ( ) @ -
« RIPv1: Protocol in which the IP address is routed
through the Internet. " one :
= Applications Routmg
« RIPv2: Enhanced version of RIPv1 with added o ) o
features such as authentication, routing domain, next = URL Fitr R S ‘ '
. = Routin etting
hop forwarding, and subnet-mask exchange. o e
= MAC Address Filter RIP: [CJEnable RIPv RIPv2
ROUTING RULES o —
= SNMP
o ) u Advanced Network [ R
ID: This identifies the rule. * Network Scan . - | Lo
v L | | [ o
s | [ | [ | [ o
o ] ) - L | | [ o
Destination: Enter in the IP of the specified network that you want to access - | | I
using the static route. T L || ] [J o
o L | | [ o

Subnet Mask: Enter in the subnet mask to be used for the specified network. I TN
Gateway: Enterin the gateway IP address for the specified network.

Hop: Enter in the amount of hops it will take to reach the specified
network.

Note: In a transmission path, each link is terminated at a network
device such as a router or gateway. The number of hops equals
the number of routers or gateways that data must pass through
before reaching the destination.

Enable: Select this box to enable the rule.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

QoS

The QoS Engine improves your online gaming or streaming media experience by ensuring that your game or media traffic is prioritized over other
network traffic, such as FTP or web.

Enable QOS
Packet Filter:

Upstream
Bandwidth:

Use Schedule
Rule:

ID:
Local IP : Ports:
Remote IP : Ports:

QoS Priority:

Enable:

Use Rule #:

Select this box to enable the QoS feature.

Specify the maximum upstream bandwidth here (e.g. 400 Kbps).

Select a schedule to use and copy to the specified rule ID when
you click the Copy to button. You may select Always On or use
a specific schedule that you have defined. To create and edit
schedules, please refer to Schedules on page 59.

QOS RULES

This identifies the rule.

Specify the local IP address(es) and port(s) for the rule to affect.

Specify the remote IP address(es) and port(s) for the rule to affect.

Select what priority level to use for traffic affected by the rule:
Low, Normal, or High.

Check the box to enable the specified rule.
Specify the schedule rule number. To create a new schedule,
click on the Add New Rule button. For more information about

schedules, please refer to Schedules on page 59.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

= DNS

= Applications

= DMZ

= Virtual Server

= URL Filter

= Routing

= QoS

= MAC Address Filter
® Outbound Filter

= Inbound Filter

= SNMP

= Advanced Network
= Network Scan

— . 5 English
POOam= T
internet Wi-Fi System

QoS

QoS Engine Setup

Ensble QoS Packet Filter [m]

Upsiream bandwidth ey
Useschedule rule | —ALWAYS ON— v/ m[-v]

QoS Rules

1

v [EI | ] Hen v O
]

\ 1 | L | [Fer ¥ O
1

K ] [Figh ¥ O arrr—m
1

| K | L] e ¥ O ge—m—
1

[ I [ ] e v O Add New Rule...
1

s K ] [Men ¥ O prr—m
1

JEI | 1 Hen v O Add New Rule...
1

s E I 1 e v O
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Section 4 - Configuration

MAC Address Filter

The MAC (Media Access Controller) Address Filter option is used to control network access based on the MAC address of the network adapter.
A MAC address is a unique ID assigned by the manufacturer of the network adapter. This feature can be configured to ALLOW or DENY network/
Internet access.

MAC Address Check this box to enable MAC Filtering.

D - B———
- £ ©) gl .- Lot
Control: punk | © W @ E W=
Connection Check the box to allow wireless and wired clients with C selected - NS _
Control: to connect to this device. You can also select to allow or deny o aadteaabd
connections from unspecified MAC addresses. e sener MAC Fiern Sctgs
= Routing MAC Address Control [ Enzble
. . . . . = QoS Commection control Wireless and wired clients with C checked can connect to this device; and [allow V| unspecified
Association Check the box to allow wireless clients with A selected can — R —— ”
. . = Outbound Filter Association control Wireless clients with A checked can associate to the wireless LAN; and [allow /] unspecified
Control: associate to the wireless LAN. You can also select to allow or deny I . E—— ”
connections from unspecified MAC addresses. e =
= Network Scan MAC Filtering Rules
MACFILTERING RULES - S
1 I o D
- . : — o o
ID: This identifies the rule. ; — o o
! I oo
[m] [m]

MAC Address: Specify the MAC address of the computer to be filtered.

IP Address: Specify the last section of the IP address. [ oy oo ]

C: If this box is ticked, the rule will follow the connection control
setting specified in MAC filtering settings specified above.

A: If this box is ticked, the rule will follow the association control
setting specified in MAC filtering settings specified above.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

Outbound Filter

Outbound Filter enables you to control what packets are allowed to be sent out to the Internet. The outbound filter applies to all outbound packets.

Outbound Filter: Select this box to Enable outbound filtering.

Dlink | © @ @@ = e
Use Schedule Rule: Select a schedule to use and copy to the specified rule ID when
you click the Copy to button. You may select Always On or use . 0N
a specific schedule that you have defined. To create and edit o At
schedules, please refer to Schedules on page 59. et sener -
- o Qutbound Filter Setting
= QoS Outbound Filter [ Enatle
OUTBOUND FILTER RULES LIST = MAC Address Filer
= Qutbound Filter G AR O] _ e
= Inbound Filter
Here, you can select whether to Allow or Deny all outgoing traffic - sne
. = Advanced Network
except for traffic that matches the listed rules. * Network Scan © Ao s e v e

(O Deny all to pass except those match the following rules.

ID: This identifies the rule. —J
v i ] 1 i ] O Add New Rule...
Source IP : Ports: Specify the local IP address and then specify the port after the : 1 | — o
colon.
s — 1 O grve—
Destination IP : s —  ——

Add New Rul

Ports: Specify the remote IP address and then the port after the colon.

Add New Rul

Enable: Check the box to enable the specified rule. ‘ T — o

Add New Rul

Schedule Rule #: Specify the schedule rule number. Click on the Add New Rule . o - e
button to create a new schedule rule.

Pl add

Add New Rule...

Previous Page: Go back to the previous filter page.
[ oeoy W Remesn ]

Next Page: Advance to the next filter page.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

Inbound Filter

Inbound Filter enables you to control what packets are allowed to come in to your network from the Internet. The inbound filter only applies to
packets that are destined for Virtual Servers or DMZ hosts.

Inbound Filter:

Use Schedule
Rule:

ID:

Source IP : Ports:
Destination IP :
Ports:

Enable:

Schedule Rule #:

Previous Page:

Next Page:

Select this box to Enable the filter.

Select a schedule to use and copy to the specified rule ID when
you click the Copy to button. You may select Always On or use
a specific schedule that you have defined. To create and edit
schedules, please refer to Schedules on page 59.

INBOUND FILTER RULES LIST

Here, you can select whether to Allow or Deny all incoming traffic
except for traffic that matches the listed rules.

This identifies the rule.

Specify the local IP address and then specify the port after the
colon.

Specify the remote IP address and then the port after the colon.

Check the box to enable the specified rule.

Specify the schedule rule number. Click on the Add New Rule
button to create a new schedule rule.

Go back to the previous filter page.
Advance to the next filter page.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

= DNS

= Applications

= DMZ

= Virtual Server

= URL Filter

= Routing

= QoS

= MAC Address Filter
= Outbound Filter

= Inbound Filter
= SNMP

= Advanced Network
= Network Scan

Inbound Filter

Inbound Filter Setting

Inbound Filter [ Enable

Use schedule rule [~ALWAYS ON-~ v/ (=]

Inbound Filter Rules List

1o pass except those match the following rules.

o pass except those match the following rules.

v i | i ] O

s — T O gre—

i I I ] O

Add New Rul

Add New Rul

Add New Rul

Add New Rul

Add New Rul

2 z
g g
E =z = =z =z = = E
] ]
rel o o o o = o o
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Section 4 - Configuration

SNMP

SNMP (Simple Network Management Protocol) is a widely used network monitoring and control protocol that reports activity on each network device
to the administrator of the network. SNMP can be used to monitor traffic and statistics of the DWR-961. The DWR-961 supports SNMP v1 and v2c.

SNMP Local: Select whether to Enable or Disable local SNMP administration. e ©) | T e
pLnk | 0 © @ E = =
SNMP Remote: Select whether to Enable or Disable remote SNMP administration. '
Get Community: Enter the password public in this field to allow read-only access o Al
to network administration using SNMP. You can view the network, e s so
but no configuration is possible with this setting. * Routng N O e ® e
: SOAC Address Filter GE‘C““"““’“[{ l:l
Set Community: Enter the password private in this field to enable read/write e mo —
access to the network using SNMP. - shue w —
= Advanced Network P4 ] |:|
IP 1/1P 2/IP 3/IP 4: Enter up to 4 IP addresses to use as trap targets for your network. —
[ vy W e )

SNMP Version: Select the SNMP version of your system.

WAN Access
IP Address If you want to limit remote access SNMP access, enter the IP
address of the remote computer you will use to access this device;
all other IP addresses will be denied remote SNMP access.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

Advanced Network

Advanced Network contains settings which can change the way the router handles certain types of traffic. We recommend that you do not change
any of these settings unless you are already familiar with them or have been instructed to make the change by one of our support personnel.

Enable UPnP: Check the box to enable the Universal Plug and Play (UPnP™)

feature. UPNP provides compatibility with various networking DLink l
equipment, software, and peripherals.
Enable WAN Ping Select the box to allow the WAN port to be “pinged.” Blocking WAN " ometors
Respond: pings may provide some extra security from hackers. - v s
= Routing
Click Apply to save your settings, or Refresh to revert to your L i
previous settings. * Outbound Fiter

= Inbound Filter

u SNMP

= Advanced Network
® Network Scan

© WO @M=

Advanced

Home Internet

System

Advanced Network

Enable UPZP ]

‘WAN PING

Enable WAN Ping Respond ]

[ aeoy W Reicesn ]

Engish V] |
e
" Revesn
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Section 4 - Configuration

Network Scan

This page lets you set whether to allow the DWR-961 to automatically select a 4G network based on the inserted SIM/UICC card, and allows you

to manually scan for networks and select one to connect to.

4G Network Leave this setting on Auto to allow the DWR-961 to automatically

Selection select a cellular network to connect to. If you need to select a D-Link
Method: network manually, select Manual, click the Scan button, then
select an available network to connect to. « ons
o
Note: You will only be able to scan for networks if the DWR-961 is e sener
not currently connected to a 4G network. * Routng

= QoS
= MAC Address Filter
= Qutbound Filter

Click Apply to save your settings, or Refresh to revert to your  oubomar
previous settings. . sve

® Advanced Network

s Network Scan

Home: Inte LAN Advanced System

- | e
D 0O m- E

Network Scan
Network Provider Selection

3G/4G Network Selection Method ® Auto-Detection O Manual

Scan |
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Section 4 - Configuration

System
Time Settings

This section will help you set the time zone that you are in and an NTP (Network Time Protocol) server to use. Daylight Saving can also be configured
to adjust the time when needed.

Time Zone: Select the appropriate Time Zone from the drop-down box.

— o T [
DLink | © @ © @ H

LAN Advanced System

Enable Daylight Check the box to allow for daylight saving adjustments. Use the

Saving: drop-down boxes to specify a start date and end date for daylight T settnes Time Settings
saving time adjustments. ® Reboot & Reset
. ;Z::f;zg'“e e s o o s 17 ek o o o Db S o s
Sync your This button allows the router to set time zone and current time - Comorton e - emnmna :
computer’s time based on your computer’s configuration. To use this setting, e ntgases N
settings: ensure that Automatic Synchronization is unchecked and applied. e
r— T \
ot v
Automatically Symc. RESULT
synchronize with Check the box to allow the router to use an NTP server to update
Internet time the router’s internal clock. ST ST
server:

NTP Server Used: Enter an NTP server to use for time synchronization, or use the
drop-down box to select one. Click the Update Now button to
synchronize the time with the NTP server.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

Administration

The Admin page allows you to change the Administrator password and enable Remote Management. The admin has read/write access while users
only have read-only access. Only the admin has the ability to change both admin and user account passwords.

Admin Password: Enter and confirm the password that the admin account will use to
access the router’s management interface. D-Link
Remote Tick this check box to enable remote management. Remote
Management: management allows the DWR-961 to be configured over the
Internet through a web browser. A username and password will
still be required to access the web-management interface.

= Time Settings

= Administration
= Reboot & Reset
= Firmware Upgrade
= System Logs

= Schedules

= Connection Reset

IP Allowed to Enter the Internet IP address of the PC that has access to the
Access: broadband router. If you enter an asterisk (¥) in this field, then
anyone will be able to access the router. Adding an asterisk (*) into
this field could present a security risk and is not recommended.

Port: This is the port number used to access the router. 8080 is the port
usually used for the web-management interface.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

Administration

Here you can change the passwaord for the administrator.
The username (admin) can not be change.

Administrator Settings

New Password

Confirm Password

Remote Administration
Enzble Remote Management [ Enzble

IP Allowed to Access 0.0.0.0

Port 1080 1080 v
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Section 4 - Configuration

Reboot & Reset

Here, you can save the current system settings to a local hard drive.

Save Settings To Use this option to save your current router configuration settings
Local Hard Drive to afile. Click Save to open a file dialog, and then select a location
and file name for the settings.

Load Settings Use this option to load previously saved router configuration
From Local Hard settings. Click Choose File and select the saved file and then click
Drive: the Upload Settings button to upload the settings to the router.

Restore To Factory This option will restore all settings back to their defaults. Any
Default Settings: settings that have not been backed up will be lost, including any
rules that you have created.

Reboot the This option will reboot the router.
Device:

D-Link

= Time Settings

= Administration

s Reboot & Reset
= Firmware Upgrade
= System Logs

® Schedules

= Connection Reset

- — [Eran 1 [
D WO @ -

Reboot & Reset

Al settings will be automatically saved to your deviee. There is no need to y save or reboot. If you
device anyway, itis better done via the "Reboot” button.

System settings

Save Settings To Local Hard Drive

Load Settings From Local Hard Drive Browse..

Upload Settings
o i
Restore To Factory Defult Settings Reset to Default
=X
_
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Section 4 - Configuration

Firmware Upgrade

Here, you can upgrade the firmware of your router. Make sure the firmware you want to use is on the local hard drive of the
computer and then click Browse to upload the file. You can check for and download firmware updates at the D-Link support site at

http://support.dlink.com.

Current Firmware Displays your current firmware’s version.
Version:

Current Firmware Displays your current firmware’s release date.
Date:

Select Firmware: After you have downloaded a new firmware, click Browse to
locate the firmware on your computer, then click Upload to start
the firmware upgrade.

Warning: You mustuse a wired connection to upload the firmware
file; do not use a wireless connection. During the upgrade
process, do not power off your computer or router, and
do not refresh the browser window until the upgrade is
complete.

Accept Unofficial If the firmware you want to install is not an official D-Link release,
Firmware: you will need to check this box.

Warning: Unofficial firmware is not supported, and may cause
damage to your device. Use of unofficial firmware is at
your own risk.

D-Link

m Time Settings

= Administration

= Reboot & Reset

s Firmware Upgrade
m System Logs

= Schedules

= Connection Reset

S English
DWO -

Firmware Upgrade
Please use the "Upgrade" button to update firmware version for your device.

Firmware Information

Firmware Update

Select Fimmware Browse...

Accept mnofficial fimmware. O
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Section 4 - Configuration

System Logs

The DWR-961 keeps a running log of events and activities occurring on the router. You may send these logs to a Syslog server on your network.

Enable Logging to Check the box to send the router logs to a Syslog server. . — , -
Syslog Server: Diink | @ @ @ -

Home. Intemet Wi-Fi LAN Advanced System

Syslog Server IP Enter the IP address of the Syslog server that the router will send « e Sotis
Address: the IOgS to. = Administration System Log

= Reboot & Reset

= Firmware Upgrade ‘The System Log allows you to configure local, remote and email logging, and to view the logs that have been created.

= System Logs

Click Apply to save your settings, or Refresh to revert to your = Schedules e 0
prewous Sett|ngs. = Connection Reset

View Logs

Sep 18 13:30:48 kemel: Klogd started: BusyBox v1.3.2 (20160909 16:18:21 CST)
Sep 18 13:30:50 commander. CSIDO001001F read err -61

Sep 18 13:30:51 BEID: WAN =48EE:0C:AB:ET:01

Sep 18 13:30:51 BEID: LAN/ WLANO - 48.EE-0C.ABET:02

Sep 18 13:30:51 BEID: BEID STATUS : 0, STATUS OK!

Sep 1813:30:51 syslog: WAN 0 Get available PVID 2

Sep 18 13:30:51 syslog: ID: id=2, n=1, Using VLAN Count 0

Sep 18 13:30:51 syslog: Set NAT (request vid: 1)Lan 0 id 1 tagged: 0, member : 23450
Sep 18 13:30:31 syslog: ID  id=1, =2, Using VLAN Count |

Sep 18 13:30:51 syslog: i: 0,80 using MAC: 48:EE-0CABET:00

Sep 18 13:30:51 syslog: br0 added

Sep 18 13:30:51 syslog: ifeonfig eth 1 hw ether 48EEOCABET02

Sep 1813:30:51 syslog: Gt Wan 0, wantype: 10

Sep 18 13:30:31 syslog: Start set virtual wan

Sep 18 13:30:51 syslog: 1 Enabled: 0

Page: 1/44 (Log Number : 651

Previous page Next page First Page Last Page
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Section 4 - Configuration

Schedules

This section allows you to manage schedule rules for various firewall and parental control features. Click Apply to save your settings, or Refresh to
revert to your previous settings.

Enable Schedule:
Edit:

Delete:

Previous Page:

Next Page:

Add New Rule..:

Name of Rule #:

Policy:

Week Day:

Start Time
(hh:mm):

End Time
(hh:mm):

Check this box to enable schedules.

D-Link
Click this icon to edit the selected rule. (see below)
Click this icon to delete the selected rule. « Rotontt. R
Click this button to go to the previous page of rules. o
Click this button to go to the next page of rules. - Cormeton o
Click this button to specify the start time, end time, and name of
the rule.
Click this button to create a new rule. (see below)

Add New Rule

Enter a name for your new schedule.

D-Link

Select Activate or Inactivate to decide whether features that use
the schedule should be active or inactive except during the times
specified.

= Time Settings

= Administration

= Reboot & Reset
u Firmware Upgrade
= System Logs
Select a day of the week for the start time and end time. o
» USSD

= Schedules

Enter the time at which you would like the schedule to become
active.

= Connection Reset

Select the time at which you would like the schedule to become
inactive.

- =
Advanced System

((Cu))_) Zy

Home Internet LAN

English V]
Logaut
Reresn

Schedule

Schedule Rule

‘Enable Schedule [m]

— -
fay (@ 19 C =
DIRCC - ES
Hom Internet Wi-Fi LAN Adh ed System
Schedule Rule Setting
Name of Rule1: [
Policy : except the selected days and hours below.

Dl wany [ setmemm [ o
1

2 ~choose one [ ] [ —
3 \ | L1
s \ | 1
5 \ ] 1
s \ | L1
7 \ | 1
s \ | 1
[ o |
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Section 4 - Configuration

Connection Reset

This feature allows you to reset the Internet connection on your router by periodically resetting the connection. You can choose to have this happen
on a predetermined schedule by configuring the options on this page.

Auto-Reboot: Select whether the connection reset feature should be enabled or

disabled. pLink | © W @ @ W &
Reboot-Schedule: If the connection reset feature is enabled, select when it should B Connection Reset
activate via the hour and minute from the dropdown boxes. et e
B e
Daily Schedule: Select this option if you want the connection reset feature to P .
activate on a daily schedule. L omeon et '

Weekly Schedule Select this option if you want the connection reset feature to
Day of Week: activate only on a certain day of the week.

Date of Month: Select this option if you want the connection reset feature to
activate only on a certain day of the month.
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Section 5 - Connecting to a Wireless Network

Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is with WPS (Wi-Fi Protected Setup). Most wireless
devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers and cameras will have a WPS button
(or a software utility with WPS) that you can press to connect to the DWR-961 router. Please refer to your user manual for the
wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps below:

Step 1 - Press the WPS button on the DWR-961 for about 6 seconds. The WLAN LED on the front will start to blink.

Diimic
L

e T @\ \/PS Button

Step 2 - Within 2 minutes, press the WPS button on your wireless client (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1 minute for your connection to be configured. Once the Internet light stops blinking, you will be connected
and your wireless connection will be secure with WPA2.
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Section 4 - Connecting a Wireless Client

Connecting to a Wireless Network
Windows® 10

To connect to a wireless network using Windows 10, you will need to know the wireless network name (SSID) and Wi-Fi password
(security key) of the device you are connecting to.

To join an existing network, locate the wireless network icon in the taskbar, ~ ) B 11:24 AM
next to the time display and click on it. 1/27/2016

Wireless Icon

Clicking on this icon will display a list of wireless networks which are within
range of your computer. Select the desired network by clicking on its SSID.

dlink-1654

Secured

N

dlink-2802-5GHz
Secured

N

dlink-2802

Secured

Iz

dlink-jjing

Secured

AN

dlink DWR-953 2.4G_F98B
Secured

A
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Section 4 - Connecting a Wireless Client

To connect to the network, click Connect. dlink-1654
Iz
Secured
To automatically connect when your device is in range, click the Connect Connect automatically
Automatically check box. Your computer will now automatically connect to
this wireless network whenever it is detected. Connect

You will then be prompted to enter the Wi-Fi password (network security key)
for the wireless network. Enter the password into the box and click Next to Secured
connect to the network. Enter the network security key

You can also connect by pushing the button on
the router.
B share network with my contacts

ff' dlink-1654

You can also use Wi-Fi Protected Setup (WPS) to connect to the wireless network.
Press the WPS button on your device and you will be automatically connected.

It may take 20-30 seconds to connect to the wireless network. If the connection Cancel
fails, please verify that the security settings are correct. The key or passphrase
must be exactly the same as the one on the wireless router.
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Section 5 - Connecting to a Wireless Network

Windows® 8
WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key (Wi-Fi password) being used.

To join an existing network, locate the wireless network icon in the
taskbar next to the time display.

r 11:35 AM
W |-i

R
Al O s

Wireless Icon

Clicking on this icon will display a list of wireless networks that are within
connecting proximity of your computer. Select the desired network by Networks
clicking on the network name.

Airplane mode

off i
SWSWsSW
ASUS_Guestl

TP-PLC Router

AirPort Express

AirPort Express 5GHz
Book-600M +

DIR-505-Claire

DIR-835-Hans-5
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You will then be prompted to enter the network security key (Wi-Fi

password) for the wireless network. Enter the password into the box @ Networks
and click Next.

d-link-07725

If you wish to use Wi-Fi Protected Setup (WPS) to connect to the router,
you can also press the WPS button on your router during this step to Enter the network security key

enable the WPS function I
@ You can also connect
ad by pushing the button
on the router.

Cancel

When you have established a successful connection to a wireless network,
the word Connected will appear next to the name of the network to
which you are connected to.

Networks

Airplane mode

Off 0

Wi-Fi

d-link-07725 Connected

D-Link DWR-961 User Manual



Section 5 - Connecting to a Wireless Network

Windows® 7
WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
9/7/2009

Wireless Icon

2. The utility will display any available wireless networks in your area. T iy ;‘
dﬂj] Connections are available E‘
Wireless Metwork Connection ~
dlink |
kay2690_24 M
AllenH DIR-655 -
SD6_WLAN M
DAP-2690g M
wpstestl A
BEIQ633304WPA2 |
Eddie_APMAS -

Open Network and Sharing Center
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3. Highlight the wireless connection with Wi-Fi name (SSID) you would
like to connect to and click the Connect button.

If you get a good signal but cannot access the Internet, check your
TCP/IP settings for your wireless adapter. Refer to Networking Basics
on page 88 for more information.

4. The following window appears while your computer tries to connect
to the router.

Mot connected =
I:EIIH Connections are available -
Wireless Metwork Connection ~
dlink A |
[V] Connect automatically

- kay2690_24 L A
james2690g I~
ALPHA =M
dlink 8388 !._HE
SD6_WLAN "
DAP-2690qg ol T

Open Metwork and Sharing Center

r'

T;E}" Connect to a Network

Getting information from dlink...
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5. Enter the same security key or passphrase (Wi-Fi password) thatis on
your router and click Connect. You can also connect by pushing the
WPS button on the router.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as the one on the wireless
router.

& Connect to a Network @
Type the network security key
Security key: |
[] Hide characters
You can also connect by pushing the
butten on the router.
— —
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WPS

The WPS feature of the DWR-961 can be configured using Windows® 7. Carry out the following steps to use Windows® 7 to
configure the WPS feature:

1. Click the Start button and select Computer from the Start menu.

PJ Paint

II:" Getting Started TLo2
G Windows Media Center Documents
alculstar

"\ Sticky Notes

% Snipping Tool
% Remote Desktop Connection
@3 e

IOJ Solitaire

> AllPrograms

[[search programs and fites

2. Click Network on the left side.

"%y Computer » ~ | *3 [l Search Computer P
BT e —
Organize » System properties Uninstall or change a program Map network drive > =~ 0O @
457 Favorites 4 Hard Disk Drives (3)
P Desktop Local Disk (C:) Local Disk (D:)
18 Downloads ﬁ . | =
| = 2.39 GB free of 10.0 GB €S0 227 6B frez o 00 6B
%] Recent Places
DATA (E)
4 Libraries 37 305 68 free of 53. G

& [F Documents
> o) Music

1 4 Devices with Removable Storage (1)
3 Pictures
= DVD RW Drive (F)
- B Videos =
i
| 4% Computer J

l i & Local Disk (C)

I 3 Local Disk (D3

b =5 DATA (E)
» € Network
A A100 Workgroup: WORKGROUP Memory: 2.00 GB
Processor: Intel(R) Core(TM)2 CPU..
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3. Double-click the DWR-961.

4. Input the WPS PIN number (on the router label) in the Setup > Wireless
Setup menu in the Router’s Web Ul) and click Next.

€ > Network b

e

- \&: N[ search Netwerk 2|

Organize *  Networkand Sharing Center  Add aprinter  Add a wireless device

F- 0@

4750 Favorites — < Computer (1)
l (5 Recently Change,

M Desktop igﬁ SP3X3-PC

8 Downloads
"] Recent Places 4 Media Devices (1)

4[4 Libraries a m; SP3X3-PC: SPIE:

& [Z| Documents

b gt Music 4 Network Infrastructure (1)
o [i=] Pictures
> B Videos . DIR-B15

& ) Homegroup

48 Computer
> & Local Disk (C1)
» =g Local Disk (D:)

Select a file to preview.

18 Puhlic pyspaxa-l T ¢ L2 %
 zitems l
)
=

@ @ Set Up a Network
-

You can find the numeric PIN on a label attached to the
router or in the printed information that came from the
fl manufacturer,

pIn: |

To set up a network, type the 8-digit PIN from the router label
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5. Type a name to identify the network.

Click Next to continue.

6. To configure advanced settings, click the ' icon.

@ @ Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: r@' Security-enabled network
D-Link_Nef Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced)) ————— \:'

'@' Upgrade or replace the router using the network settings stored on this computer

S

- =

@ Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: r@' Security-enabled network
D-Link Net Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced):

Security key: Security level:
f6mm-gizb-9vmv [WP.AZ-Personal (Recommended) - ]
Connect automatically Encryption type:

[AES (Recommended) ']

'@' Upgrade or replace the router using the network settings stored on this computer
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.

7. The following window appears while the router is being configured. ] =l
Q @ Set Up a Network

Wait for the configuration to complete.

Setting up D-Link_Net...

|
8. The following window informs you that WPS on the router has been .. R e g
set up successfully. (O D salpaNenci e S— S—

D-Link_Net has been successfully set up

Ma ke a note Ofthe Secu rity key aS you may need to provide this Secu rity To add an older wireless device to this network, you might need te provide this security key

key if adding an older wireless device to the network in the future. $94g-eyd5-gbub

You can print these network settings for future reference.

For gaming consoles or computers running Windows XP, copy the network profile to a USE drive for

9. Click Close to complete WPS setup. casir et up.

Close
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Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s wireless utility, please refer to the
user manual of your wireless adapter for help connecting to a wireless network. Most wireless utilities will have a“site survey”
option similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the

center of the bubble to access the utility.
Mot Connected
= Wireless networks are available.
or ,&'
Right-click on the wireless computer icon in your system tray (lower-right et s ek
corner next to the time). Select Connect to a network. hesbirenl el Mt e s
Til Lol PVl
B
4 871772007
The utility will display any available wireless networks in your area. Click =)
on a network (displayed using the SSID) and click the Connect button. @ B Corectivn oot
Disconnect or connect to another network
If you get a good signal but cannot access the Internet, check you shon B )
TCP/IP settings for your wireless adapter. Refer to the Networking Basics K voes i al
section in this manual for more information. - —
Vﬁ, dlink Unsecured network ol
5-' tuesday Security-enabled network !!JJJ __‘
E
Bt s
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WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
1

your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

Open the Windows Vista® Wireless Utility by right-clicking on the

wireless computer icon in your system tray (lower right corner of
screen). Select Connect to a network.

Mot Connected

;. Wireless networks are available
-, 3

Connect to a network
Metwork and Sharing Center

?il Ladll Fivl
- T - Foday
M 871772007
2. Highlight the Wi-Fi name (SSID) you would like to connect to and
click Connect.

) ? Connect to a network

=Hac)

Disconnect or connect to another network

Show (Al

.
_%, VOIPtest Unsecured network A i
_%, dlink Unsecured network !!']_U
_E_! tuesday Security-enabled netwark e 1)
E
Set up a connection or network
Open Metwork and Sharing Center
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3. Enter the same security key or passphrase (Wi-Fi password) thatis on
your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as the one on the wireless
router.

=|(E]

@ ? Connect to a network

Type the network security key or passphrase for Candy

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

s [fyouhave a USE flach drive with netwark settings for Candy, insert it now.
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Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a“site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

671 Wireless networks detected x

One or more wireless networks are in range of this computer,
To see the list and connect, dlick this message

or

Right-click on the wireless computer icon in your system tray (lower-right
corner next to the time). Select View Available Wireless Networks.

Change Windows Firewall settings
Open Netwark Connections

Repair
Yiew Available Wireless Networks

X

'3 Wireless Network Connection 6

The utility will display any available wireless networks in your area. Click

on a Wi-Fi network (displayed using the SSID) and click the Connect Rervor T2 Choose a wireless network

button. @ Refresh networklist ﬂg;g;‘;‘m in the list below to connect to & wireless network in rangs or to get more
(“ﬂ)) :::cured wirsless netiork ] [

If you get a good signal but cannot access the Internet, check you @ "

TCP/IP settings for your wireless adapter. Refer to the Networking Basics M | .

section in this manual for more information. s P il -

oy testl

(3 Change advanced
settings

ﬂ Security-enabled wirelessnetwork — #lllY

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

((ﬁ})

=

D-Link DWR-961 User Manual 76



Section 5 - Connecting to a Wireless Network

WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are

joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the wireless

. . . Ch Windows Firewall setti
computer icon in your system tray (lower-right corner of screen). Select i ——

View Available Wireless Networks. Open Netuork Connections

Repair

Yiew Available Wireless Networks

2. Highlight the Wi-Fi network (SSID) you would like to connect to and
click Connect. Network Tosks

g Refresh network list

<2 Setup a wireless network
for a home or small office

Related Tasks

\dJ Learn about wireless
networking

ﬂiﬂ Change the order of
preferred networks

'@w Change advanced
settings

13" Wireless Network Connection 6

(%)
Choose a wireless network
Click an item in the list below to connect to a wireless network in range or to get more
information.
Test L5
(tlﬂ)) = =
Unsecured wireless netwark lu['[lﬂ
default
(ti)) = ]
Unsecured wireless netwark IEI[IUU
lestest
(« i)) saleste
*:;J Security-enabled wireless network l.n[lﬂ 1
\y testl
ﬁ Seaurity-enabled wirelessnetwork il
This network requires a network key. If you want to connect to this
network, dick Connect.
DGL-4300
(D)
f |
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3. The Wireless Network Connection box will appear. Enter the WPA-
PSK Wi-Fi password and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct. The
Wi-Fi password must be exactly the same as on the wireless router.

Wireless Network Connection

The network 'test1' requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

Type the key, and then dick Cannect.

Metwork key: | | |
| |

Connect ] [ Cancel ]
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DWR-961. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows® XP. If you have a different
operating system, the screenshots on your computer will look similar to these examples.

1. Why can’t ] access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website, nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

« Make sure you have an updated Java-enabled web browser. We recommend the following:

- Microsoft Internet Explorer® 7 or higher
- Mozilla Firefox 3.5 or higher

- Google™ Chrome 8 or higher

- Apple Safari 4 or higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a

different cable, or connect to a different port on the device if possible. If the computer is turned off, the link light may not
be on.

- Disable any Internet security software running on the computer. Software firewalls such as ZoneAlarm, BlackICE, Sygate,
Norton Personal Firewall,and Windows™ XP firewall may block access to the configuration pages. Check the help files included
with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

- Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

« Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

- Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.
« Close your web browser (if open) and open it.

« Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

- If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can I do if | forgot my password?
If you forgot your password, you must reset your router. This process will change all your settings back to the factory defaults.
To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip

to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.0.1. When logging in, leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail,
we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be

another computer, or a URL.

« Click on Start and then click Run.

« Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in cmd) and

press Enter (or click OK).

- Once the window opens, you'll need to do a special ping. Use the following syntax:

ping [url] [-f] [-1] [MTU value]

Example: ping yahoo.com -f -1 1472

C=~>ping vyahoo.com —f -1 1482
Pinging yahoo.com [66.74.234.131 with 1482 bhytes of data:

Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to bhe fragmented but DF set.

Fing statistics for 66.94.234_13:

Packets: Sent = 4, Recedived = B, Lost = 4 (1688x loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = ®ns,. Average = Bms

C=~>ping vahoo.com —f -1 1472
Pinging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234.13: bytes=1472 time=?3ms TIL=52

Reply from 66.94.234.13: bytes=1472 time=10%ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=203ms TTL=52

Fing statistics for 66.94.234_13:

Packet=z: Sent = 4, Recedived = 4, Lost = B (Bx loss>,
Approximate round trip times in milli—seconds:

Hinimum = 93ms,. Maximum = 283ms, fAverage = 132ns

Canz
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the

proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
- Navigate to the Internet configuration page (see Internet on page 8 for details).
- To change the MTU, enter the number in the MTU field and click Apply to save your settings.

- Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business, or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when, and where you want it. You will be able
to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead
of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee
shops and universities. Innovative ways to utilize WLAN technology are helping people work, and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A wireless router is a device used to provide
this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link
delivers the performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similarly to how cordless phones work, through radio signals that transmit data from one point A to point B.
But wireless technology has restrictions as to how you can access the network. You must be within the wireless network range
area to be able to connect your computer. There are two different types of wireless networksl: Wireless Local Area Network
(WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point
has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access
point the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve places
like manufacturing plants, industrial locations, university and high school campuses, airports, golf courses, and many other
outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to
30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn't use nearly as
much power. This makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other
devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home, office, business,
D-Link has a wireless solution for it.

Home Uses/Benefits
- Gives everyone at home broadband access
« Surf the web, check email, instant message, etc.
- Gets rid of the cables around the house
« Simple and easy to use

Small Office and Home Office Uses/Benefits
- Stay on top of everything at home as you would at office
- Remotely access your office network from home
« Share Internet connection and printer with multiple computers
« No need to dedicate office space
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Where is wireless used?
Wireless technology is expanding everywhere, not just at home or office. People like the freedom of mobility and it’s becoming
so popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public

places is usually called “hotspots”.

Using a D-Link CardBus Adapter with your laptop, you can access the hotspot to connect to the Internet from remote locations
like: airports, hotels, coffee shops, libraries restaurants, and convention centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start.
That's why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.
Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or access point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have

a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This would significantly reduce any interference that the appliances might cause since they operate on same frequency.
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Security

Don't let your next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
the WPA or WEP security feature on the router. Refer to the product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

- Infrastructure - All wireless clients will connect to an access point or wireless router.

« Ad hoc - Directly connecting to another computer for peer-to-peer communication using wireless network
adapters on each computer, such as two or more DWR-961 wireless network CardBus adapters.

An Infrastructure network contains an access point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An ad hoc network contains only clients, such as laptops with wireless CardBus adapters. All the adapters must be in ad hoc
mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the
default gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation,
security settings, and the settings on your router.
Some firewall software programs may block a DHCP
request on newly installed adapters.

e C:\WINDOWS\system32\cmd. exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings>ipconfig

MHindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . . - . . . . . . =
Subnet Mask

Default Gateway

C:-“Documents and Settings>_

: dlink
18.5.7.114

: 255.255.2%5.8

- 18.5.7.1
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP -  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3

Highlight Internet Protocol Version 4 (TCP/IPv4) and click Properties.

Step 4 Internet Protocel Version 4 (TCP/IPv4) Properties &Ié]‘
Click Use the following IP address and enter an IP address that is on the same subnet as F—

your network or the LAN IP address on your router.

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.1.X  Lse the floning I ass:

where X is a number between 2 and 99. Make sure that the number you choose is not in T B
use on the network. Set the Default Gateway the same as the LAN IP address of your router . w1
(LE. 192.168.0.1). Obtan DX srver e umatcaly

@ Use the following DNS server a ddresses: :
Preferred DNS server : 192.168. 1 . 14

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The Alternate Alemate ONS server:

DNS is not needed or you may enter a DNS server from your ISP. [ vedte setinge upon exi
Gance
Step 5

Click OK twice to save your settings.

D-Link DWR-961 User Manual 89



Appendix B - Networking Basics

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DWR-961 offers the
following types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key)
« WPA (Wi-Fi Protected Access) + WPA-PSK (Pre-Shared Key)

What is WPA?

WPA (Wi-Fi Protected Access), is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).
The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing
algorithm and by adding an integrity-checking feature, ensures that the keys haven’'t been tampered with. WPA2 is based
on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

- User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP
regulates access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple
to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to ensure that only authorized
network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between
8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key entered on your
wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public
key encryption system to ensure that only authorized network users can access the network.
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Appendix C - Technical Specifications

Technical Specifications

[
[

LTE Band'
- Category 6: Band 2/4/5/12

Data Rates?

+  Upto 866.7 Mbps with 802.11ac clients

« 6/9/11/12/18/24/36/48/54 Mbps in 802.11g mode
« 1/2/5.5/11 Mbpsin 802.11b mode

« LTE Uplink: Up to 50 Mbps

« LTE Downlink: Up to 100 Mbps

Standards
- |EEE 802.11b/g, compatible with IEEE 802.11n/ac devices
« |IEEE 802.3i

IEEE 802.3u

Wireless Security
« 64/ 128-bit WEP (Wired Equivalent Privacy)
. WPA & WPA2 (Wi-Fi Protected Access)

Firewall
« Network Address Translation (NAT)
- Stateful Packet Inspection (SPI)

' Supported frequency band is dependent upon regional hardware version.

2 Maximum wireless signal rate derived from IEEE Standard 802.11g/b/n/ac specifications. Actual data throughput will vary. Network conditions and environmental factors, including volume of network traffic, building

VPN
« L2TP/PPTP/IPSEC/VPN Pass-through

Antenna
Two detachable 4G antennas

Ports
«  Four LAN ports (RJ-45)
«  WAN port (RJ-45)

SIM/UICC Slot
« Standard Mini-SIM/UICC slot
LED Status Indicators
«  Power
Internet
5GHz
- 24GHz
- 4G

« LAN/WAN/ Signal Strength

Dimensions
170 x 180 x 80 mm

Operating Temperature
0to40°C(32to 104 °F)
Operating Humidity
10% to 90% (Non-condensing)

Certifications
FCC
RoHS

materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal range.
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Appendix D - Regulatory Information

Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and

can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

Non-modifications Statement:

Any changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate this
equipment.

Caution:

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any interference received, including interference that
may cause undesired operation.

For product available in the USA/Canada market, only channel 1~11 can be operated. Selection

of other channels is not possible.

Note

The country code selection is for non-USA models only and is not available to all USA models. Per FCC regulations, all WiFi product marketed in
the USA must be fixed to USA operational channels only.
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Appendix D - Regulatory Information

IMPORTANT NOTICE:

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20 cm between the radiator and your body.
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