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Section 1 - Product Overview

Package Contents

e D-Link DIR-600 Wireless Router
* Power Adapter

e Ethernet Cable

* Manual and Warranty on CD

Note: Using a power supply with a different voltage rating than the one included
with the DIR-600 will cause damage and void the warranty for this product.

The product must be used with the power adapter included with the device.

Note: Always attach the power cord plug to the power supply, before inserting
the power cord and connected power supply to the wall outlet.

System Requirements

* Ethernet-based Cable or DSL Modem

» Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
adapter

¢ Internet Explorer 6 or Firefox 2.0 or above (for configuration)
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-600 provides up to 150Mbps* wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio.

* Compatible with 802.11b and 802.11g Devices - The DIR-600 is still fully compatible with the IEEE
802.11b and IEEE 802.11g standard, so it can connect with existing 802.11b and IEEE 802.11g PClI,
USB and Cardbus adapters.

* Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

e Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-600 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-600
can securely access corporate networks.

e User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-600 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

Pressing the Reset Button restores
the router to its original factory
default settings.

Receptor for the Power Adapter. J

The Auto MDI/MDIX WAN
port is the connection for
the Ethernet cable to the
Cable or DSL modem.

LAN Ports
Connect Ethernet devices such as
computers, switches, and hubs.

5V=1A  RESET
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Section 1 - Product Overview

Hardware Overview
LEDs

WLAN LED

A solid light indicates that the wireless
segment is ready. This LED blinks during
wireless data transmission.

INTERNET
A solid light indicates connection
on the WAN port. This LED blinks
during data transmission.

Local Network LEDs

A solid light indicates a connection to an
Ethernet-enabled computer on ports 1-4.
This LED blinks during data transmission.

Power LED
A solid light indicates a proper
connection to the power supply.

/

@ ¢« @ @ @ Q
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the WAN port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Ethernet 300 from your computer or you will not be able to connect to the Internet.
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Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key
to maximizing wireless range is to follow these basic guidelines:

1.Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

2.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a
45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on
range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that
generate RF noise.

5.If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and
home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.
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Section 2 - Installation

Wall Mounting Your Device

You can mount the DIR-600 to a wall or a partition for easy and convenient placement of your device.

To wall mount your device,
A. Screw the provided screws with the equipment to the wall or partition where the device to be placed.
B. Place the mounting holes on the bottom of the device over the screws to mount it to the wall or partition.
C. Connect your cables to the device.

Step B - Step C
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Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the

WAN port on the router.

. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on

your computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router

to boot.

. Turn on your computer.

. Verify the link lights on the router. The power light, WAN light, and the LAN light (the port that your computer is

plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable
connections are correct.

. Skip to page 16 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

* Disable UPnP™

e Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

. Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user

name to admin and leave the password box empty. Click OK to continue.

. Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings

to continue.

. Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save

Settings to continue.

. Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to

save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.
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Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the WAN port of the D-Link router.

8. You may now use the other three LAN ports to connect other Ethernet devices and computers. To configure your
wireless network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration
and Wireless Security sections for more information on setting up your wireless network.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Web-based Configuration Utility

A D-Link - Microsoft Internet Explorer

To access the configuration utility, open a web-browser
such as Internet Explorer and enter the IP address of J File Edit ¥ew Favorites Tools  Help

the router (192.168.0.1). J@Back ) O i @ @ th‘pSearch
| address [&] 192.168.0.1 | B e

Enter the user name (admin) and your password. Leave
the password blank by default. '

Leg i 1a the fouter;

[ E—

Usar tame |

If you get a Page Cannot be Displayed error, please o by

refer to the Troubleshooting section for assistance.
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Section 3 - Configuration

Setup Wizard

You may run the setup wizard from the opening
Internet Setup window to quickly set up your router.
Click Internet Connection Setup Wizard, you will
be directed to the first window of the wizard.

| 10 ot Bt e s wan e v -2 e et v coerACIRG ot e -
Lk Systiems AButes 10 te IRCemet, Chck i the Detzan beow.

e

Motes Betors unching tha wirad, please wake mw 12u fave Tolowed o iess sutined B the
Quach bustalat Aded £\ the paciage.

Click Next to continue. [weLcame 1o e Dk sere wizaro ]
This witard will guicke vou trousgh & step-by-sten process 1O condigure your rew D-Unk routes and corvect o
‘the Intemet.
® Stig 1: Sit youn Parsword
» Ston 2: Solect your Trg Tore
= Step 3: Configure your Internet Connection
» Step 4 Sve Settings and
Create a new password and then click Next to [srERuiservowRpasswoRo
continue. B S P 15 t088 T P PGB B, e et oSty s e
Patswird i wewsssessenenss
Viify Baowond | wearssnsnsnsnas
(o) ) (o)
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Section 3 - Configuration

Select your time zone and NTP-server from the drop-down menu [smepziseeervommmezone
and then click Next to continue. e
Trna Zona : [T 2800) Pacifc Teve (U5 & Carunda): T ]
NTP Server Used : [roidnccm B
| | o |
Select the type of Internet connection you use and then click Next [spusevompassworo
to continue. D e oot s S B Y

If you selected Dynamic, you may need to enter the MAC address of the |HEEaNEENmsEmAoRss——

To st up this connection, pkéese make sure that you ae connected to the O-Link Router with the PC that was

computer that was last connected directly to your modem. If you are currently | s e o s armaied i, 2 e i Vs it Ein ' v

comouter's MAC Address 1o

using that computer, click Clone Your PC’s MAC Address and then click N
Next to continue. [ ometos s asten ]

Host Name © Dt 00

hota: \’WMMWMBW‘MM 1 you o not have or know thes
Inforrnation, plase Contact your ISP,

The Host Name is optional but may be required by some ISPs. The default (o] ) (S
host name is the device name of the Router and may be changed.
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Section 3 - Configuration

If you selected PPPoE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The

software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click
Next to continue.

If you selected L2TP, enter your L2TP username and password. Click Next
to continue.

To set up this connection you wil need to have a Username ard Passwoed from your Intemnet Sarvice Provider. I
¥ou 80 ot have thes nfcemation, pleass contact your [P,
Acddress Mode @ &) Dynamic P O Static [P
1P Adddress ;|
User Name :
Password : sevssesens
Verify Password § seesersene

Servie N | {Dptiond)

Mote: Yiou may a0 reed Lo provide 8 Service Name. If you do not have o know.
this information, please contact your 159,

(o] [ieet] (et}

To st up this you wil e to hav ar from your Irtermet Service Provider.
i aksn o PPTP [P acess. 1f you do not hanar this information, gl contact your 159,

Address Mode : (%) Dynanie 0 ) St
PRTP 1P Address ;|
PPTP Subnet Mask ;|
PPTP Gateway IP Address @

PPIP Server 1P Address
(may be same as gateway) :

Lbsaer Mo ¢

Werify Password : seses

To sat up this connection nead to Usernama from your Intemet
‘'fou also need L2TP 1P adress. IF you do not have this infrmation, please contact your 159,

Address Mode : (=) Dyramic 1P O Static 1P
L2TR IP Address ;|
L2TR Subriet Mask ;|
L2TP Gateway IP Adkdress : |
L2TP Server IP Address

{miry b saamn as
uateway) ¢

User Name |

D-Link DIR-600 User Manual
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Section 3 - Configuration

If you selected Static, enter your network settings supplied by your Internet EeSiEmHEss cNeH—

provider. Click Next to continue. S P T o i 3 S I oo, a5 1k v S ey ontat Yo 5.
1P Address: 0.0.0.0
Subnet Mask 1 0.0.0.0

Gateway Addeess 0.0.0.0
Primary DN Address 0.0.0.0
Secondary NS Addrese : nono |

Click Connect to save your settings. L

The Setup Wizard has complated, Clck tha Connact button 1o Save your settings and reboot the router.

Please allow 1-2 minutes for rebooting. When the router has finished
rebooting, the opening window will be displayed. S

‘the B addeirs of the router
o wil o changi th [P address in vour
rows bafore acorssng the configuration Wb site agan.
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Section 3 - Configuration

Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP
form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.
2 LANN

Subnet Mask: Enter the Subnet Mask assigned by your ISP. -
g y y | WN-W SETUP | ADVANCED HMAINTENANCE | STATUS

ISP Gateway Enter the Gateway assigned by your ISP. 15 th octon 9 confours vour WCHNE Carnecton rthod. Thire re seveed oenection
rethods to choose from: State: I, DICP, PPPoE, PPTP, L2TP, Rudsien PPTP{Dual Access) and
Address: Faissan PPPoE{Dual Access]. If you are unsure of your connection methed, please contact your

Intesmet Serace Provider.
Motec If using the PPPOE option, you wil need to remove or deable any FRPOE clent sftware on
Fout Computerns,

MAC Address: The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

[ SeveSetiegn | [ Dorit Save Setiegn |

ACCESS POINT MODE

Uise ths to cisable NAT on the fouter and tum £ to an Access Pont.
| Enble Access Port Mode

INTERNET CONNECTION TYPE

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You

Choase the mode to be wsed by the router £o connect 1o the Intenet.

can use the Clone MAC Address button to copy the MAC aeenimiing——
address of the Ethernet Card installed by your ISP and S
replace the WAN MAC address with the MAC address of the e o e ()
router. It is not recommended that you change the default e i
MAC address unless required by your ISP. 159 Gty s
Primary DNS Enter the Primary DNS server IP address assigned by your R
Address: |SP. T
Secondary DNS This is optional. ) ]
Address:

WIRELESS

MTU: Maximum Transmission Unit - you may need to change the
MTU for optimal performance with your specific ISP. 1492
is the default MTU.
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Section 3 - Configuration

Internet Setup
Dynamic
To manually set up the Internet connection, click the Manual Internet Connection Setup button on the Router’s

opening window.

Access Checking this box disables NAT and turns the Router into

Point an Access Point only.
Mode:

Host The Host Name is optional but may be required by some
Name: ISPs. The default host name is the device name of the
Router and may be changed.

MAC Address: The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You
can use the “Clone MAC Address” button to copy the MAC
address of the Ethernet Card installed by your ISP and
replace the WAN MAC address with the MAC address of the
router. It is not recommended that you change the default

MAC address unless required by your ISP.

Primary / Enter the DNS (Domain Name Server) server IP address
Secondary assigned by your ISP.
DNS
Addresses:

SETUP ADVANCED | HMATNTENANCE | STATUS

l DIR-800

Us# this section to configure your internet Connection method. There are several connection
mathods to choosa from: SEIEKC [P, DHCP, PRRGE, PRTP, LITP, Rusean PRTR(OUM Access) 3nd
Rutstan PPPOE(Dual Access). I you arn unsie of your connection mathad, pleas contact your
Intemet Service Provider,

Mote: If usng the PPPoE aption, you will nesd to remave of diabis any PPPOE clent softwars on

g | o commputen,

WIRELESS

[ savesetgs || Dot save setns. |
. ACCESS POINT MODE
Uga thie to deable MAT on the router and fsn £ %o an Access Pont,
Enable Azcess Pont Mode

INTERNET CONNECTION TYPE

Choose the made to be used by the router b connedt to the Itemaet,

My Internet Conmection i :  Dyname 17 (DrCP) -
DYHAMIC IP (DHCP) INTERNET CONNECTION TYPE

Uité this Intamat connaction typs I your Itamet Senice Provider (I5P) didn't provide you wih 19
Address mformaton and/or 2 usemame and paswond.

Host Mamea ©  CoR-400

MAC Address : -

Prirmary DS Address :
Sacandary DNS Addneet -
MTU: ¥

MTU: Maximum Transmission Unit - You may need to change the MTU for optimal performance with your specific ISP.

rhelpul s
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Section 3 - Configuration

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE

Internet Setup

PPPoE

software from your computer. The software is no longer needed and will not work through a router.

PPPOE:

User Name:

Password:

Service Name:

IP Address:

DNS
Addresses:

Maximum Idle
Time:

MTU:

Connection
Mode Select:

Select Dynamic (most common) or Static. Select Static if your
ISP assigned you the IP address, subnet mask, gateway, and
DNS server addresses.

Enter your PPPOE user name.

Enter your PPPoE password and then retype the password in
the next box.

Enter the ISP Service Name (optional).
Enter the IP address (Static PPPoE only).

Enter the Primary and Secondary DNS Server Addresses (Static
PPPOE only).

Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature,
enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

Select either Always-on, Manual, or Connect-on demand.

Uisé this secbon to configure your Intamet Connection method, There ans seveni connecton
mathods to choose from: Static I, DHOP, PRROE, PPTP, LITP, Russan PRTP(Dul Access) and
Fuzsian PPPOE(Dual Access). I you are unsure of your conne method, piease conmact

Intemet Sendce Provider,

WIRELESS

Note: If usng the PRROE option, you wil need to rémovs or deable Iy PRPOE clant softwar on
VOUT COMpLters.

LUse this to dsable NAT on the router and tum & nto an Acoess Pont.
Enable Access Pont Mode
Chonsa the mess to ba L by the IUTAr 18 C2ARSSE t0 tha Intamat.
My Intemat Connection & Mol Lusmame | Rastword] -

Enter the nformaton provided by yout Intemet Serace Provder (ISR).

@ Qyramic PRROE 1) SEatc PRPOE
st Barme :
Paswond ¢
Confrm Password :
Senvce Hame ©
B Address ¢

tona

MAC Address : Copeony
& meceive DNS fiom 159 Enter DNS Marwaly

Prmany DNS Address |

Sacandary DNS Address | {epneeal}

Maximum idle Tme ; § Hinutes

MTU: 182

Connect mode select ©

Manusl @ Connact-on dammed

FreTrm ey
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Section 3 - Configuration

Internet Setup
PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

PPTP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:
PPTP Account:

PPTP Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static if
your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPTP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your PPTP account name.

Enter your PPTP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance.

Select either Always-on, Manual, or Connect-on demand.

sETup

Usa thi saction to configure your Inteimat Connaction methad.

. Thers
[ | methods to choose for Static I, DHCP, PPROE, PPTP, L2TF. Russan PPTR{Dual Acces)
Rugean cantact your

PpPoE{Dual Accest). If vou are unsure of your cannaction mathod, pleass
Intanat Sanvice Proveder,

Note: I usng the PPROE oation, vou wil need to remave or deable amy PPPOE clent software on
YOUr Computans.

Use the to deatie NAT on the router and tum £ mto an Access Pomt.
Enable Access Pont Mode
Choose the mode to be used by the router to conmect to the Intemet.
My Fitemet Connection & :  FFTP (Usemame | Password) =

Enter the infomiation provided by your Intemet Service Provder (15P).

® Dyname P snate B
P Address : {assiged by your 159)
Subret Mask
Gateway :
OIS ¢
{opticeal)

MAC Address s —— .~

Server 1P/Narme :
FPTP AcCount ©
FETP Pussword & smwavwnnan
PPTP Confrm Password @ ee
Madmum idie Time ©
MTU :

Connect mode select :
Maruad @ Connect-on demand

Savesatwge || Donlave Setig
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Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

L2TP: Select Dynamic (most common) or Static. Select Static
if your ISP assigned you the IP address, subnet mask, |
gateway, and DNS server addresses.
IP Address: Enter the IP address (Static L2TP only). Use i ection b confipr your Ftsmat Cornecton s, Thre s seveal

Subnet Mask:

Gateway: Enter the Gateway IP Address provided by your ISP. ISR T O
DNS: The DNS server information will be supplied by your ISP
(Internet Service Provider.) RN
Server IP: Enter the Server IP provided by your ISP (optional). A
o |
L2TP Account: Enter your L2TP account name. e —— °‘: ”D *j"“;”"’""“""'
P Address : (assgned by your 15P)
L2TP Enter your L2TP password and then retype the password e
Password: in the next box. i
MAC Addrass : e {optional)
Maximum Idle Enter a maximum idle time during which the Internet sewpore:
Time: connection is maintained during inactivity. To disable this 2T s [
feature, enable Auto-reconnect. i
MTU: Maximum Transmission Unit - You may need to change the Comacemod shees ] Lo

Connect Mode:

Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

MTU for optimal performance with your specific ISP.

Select either Always-on, Manual, or Connect-on demand.

WIRELESS

connecton
[P, DWCP, PRROE. PPTP, LiTP, Russan PP TP{Dual Access) and
Fussan PRPOE(Dual Access). If you are umsure of your connection method, pleass
Internat Sanvice Provider.

CONTacT your

Mole: I usng the PPPoE option. you wil reed Lo remave of dasble iy PPPOE chent soltware on
O COTpULETE.

| ssvesergs || Contsaveseuns |

ACCESS POINT MODE

| savesemngs || Dontimvesemes |
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Internet Setup
Dual Access (for Russia only)

There are two main steps to configure a Dual Access Internet connection for Russia. First, configure a PPPoE connection (as previously
described for PPPoE connections), and add the physical WAN IP settings as instructed from the ISP. Second, configure a PPTP connection
(as previously described for PPTP connections). In addition, the second step also includes an option to use a MAC address that will always
be associated with the connection. The MAC address is entered manually or copied from the computer.

o SETUP

Bl | Uss ths saction 1o configure your Inteenat Co Thaes ae savanl
mathads ta chases fram: State 7, DHCP, PPPe, PRTR, L3P, Russan POTR(Dual Arcess) and

N | Russar PPPoD{Dual Access). If you are unsure of your connection methed, pleare contict your
Intermet Service Provider,

Note: i usng the PPPOll option, you wil need to remeve or deable any PPPol chent software on
Yo coputan,

Use this to deable NAT on the router and tum £ nto an Access Pont.

Enatin Acoess Pont Moda

Choose the mode to be used by the nuter to connet to the Intemet.

My Intemet Connection & - fussa FPT (Dual Acess)

HUSSLA PRTP (DUAL ACCESE)
Enter the information provded by your Intemet Senvce Provider {1SP),

® Dy PO S P
P Addreas {assgned by your 159)
Subnet Mask :
Gateway :
oois <
MAC Addraes : = = > [optonal)
Server PfName
PRTR Account :
PRTR Password :
PR Confrm Password ©
Maerrum dia Trea *
MTU: 3

Connact moce ssiect : T
Marsal ® Conmect-on demand

WIRELESS

HATRTIRANCE

Thees B8 s
mthods to choges from SRt I, DWCP, PEPE, PRTE, LITH, Rumen P TF(Dual Accen) ind
Ruseian PPPoR{DuN Actwin]. I you ira sriiee of Vir conmacton mwthes, Slai CORENCT Yo
Titarnat Sarvce Priveer.

Mot ¥ g tha PPRoE spren, yeu wil nesd 10 semove o duable any PPFOE chent seftware on
your compaters.

B betmrgs || Gt v i
st tha 0 Seabie HAT an the souter and tam & 5t an Actem Pont
Enable Acress Port Made
Chsesa the mesde th be e by the Ut 03 CoOeCt 10 the Intemet

My bt Connecton &1 usme FGE Eus Aczes] =

® Dy P O S B

P hdtrem

Sutmat Myt
Gatemiy

Permary DS Adtress

Saendury OIS ddrem

e et Do) e S
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Wireless Setup

Wireless settings for the router may be configured
manually or by using a wizard. To use the wizard,
click the Wireless Connection Setup Wizard button
and then follow the steps that are described below.
To configure the wireless settings manually, click e e e e
the Manual Wireless Connection Setup button. j e me—

The parameters for this window are described later

| | Piease note that changes made in this section will also need to be duplicatied on your
8 wireless chients and PCs.

in this section. The Wireless Security section that
directly follows this Configuration section provides RS Wi R o e i o e Do e g e -
additional explanation for how to configure the WEP, It i ks oG

Mote: Before Bunching the weard, please make sure you have folowed 3l steps outingd in the

WPA, WPA2, and WPA/WPA2 wireless security S oo ki bl O pecioot.
mode optlons_ HMANUAL WIRELESS CONNECTION OPTIONS

I youl would lke to configure the Intemet settngs of your new D-Lnk Router mancaly, then cick an
the button below.

[ Horu Worriess Cormmcton ek |

Click Next to continue.

This wizard will guide you through a step-by-step process to setup your wireless network and make it secure.

® Step 1: Set your Wireless Network.
® Srep 2: Set your Wireless Security Password

Enter a Wireless Network Name in the textbox, which e

. . Give your network a name, using up to 32 characters.
is also know as the SSID and select the desired level S

. . . _nk
of wireless security, WEP, WPA. and then click Next o Attt e 3 e o oo

tO Conti nue To prevent intruders from accessing your network, the router wil automatically assign a security key (also called
. 'WEP or WPA key) to your network.

€ Manually assign a networi key
Use this option if you prefer to create your own key.
N Use WPA encryption instead of WEP (WPA is stronger than WEP and all D-LINK wireless client adapters support

weA)
e | e | cencel |
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Enter a Wireless Security Password in the textbox and then click
Next to continue.

This window displays a summary of your wireless security settings.
Please print this out or record this information in a safe place and
then click Save to continue.

The Router will save your new settings and reboot. When it is finished
after 1-2 minutes, the opening Wireless Setup window is displayed.

You have selected your wireless security level - you will need to set a wireless security password.
The WEP (Wired Equivalent Privacy) key must meet one of following guidelines:

- Exactly 5 or 13 characters

- Exactly 10 or 26 characters: using 0-9 and A-F

A longer WEP key is more secure than a short one

metworkkey:[ ]

Note: You wil need to enter the same password that you created in this step into your wireless cients in order to

enable proper wireless communication.

|
Below & 3 detabed surmmmary of your wireless securky settngs. Please orint ths page out, o wite down the
inforration on @ pieca of paper, 5o vou can configure the comect satongs on your wralss chent adaprers.

Wireless Network Hame (SSID) : dink
WEP Key Length 1 84 bes
Default WEP Key toUse: 1
Authentication :  Open
Network Key : 0000000000
TGt 0 B0Me STt vireleds utites (4,0, D-LINK wireleas utity of wirehdss 2e0 configuration), vou onky need To
select 3 Wireless Metwaork Name and entes 3 Network Key 1o access the Intemet.

Ewing Changes and Ristarting,
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Wi-Fi To implement Wi-Fi protection, or WCN 2.0, tick the Enable
Protected checkbox, click either Generate New PIN or Reset PIN to
Setup: Default, and then configure the Wi-Fi settings below. Please
see the Setting Up Wi-Fi Protection (WCN 2.0 in Windows

Vista) section later in this manual for detailed configuration Use 1 500 o confgrethe whsles et o your D outar. ez note it changes
. formatlon 0 rade 0 e section muy 3ko need to be dupcated on your wrekss chent.
in .

il | To protect vour orivacy wou can configure winsless securty features. This device supports three
WIrEless BCurty modes noudng: WEP, WPA and WPAZ,

W | | saveSetings || Donit Save Setngs |

Enable Check the box to enable the wireless function. If you do
Wireless: not want to use wireless, uncheck the box to disable all the o
wireless functions. ot eb 7SI

WI-FI PROTECTED SETUP (ALS0 CALLED WCN 2.0 IN WINDOWS VISTA)

Wi Protected Status 1 Enabled / Not Configured

Wireless Service Set Identifier (SSID) is the name of your wireless
Network Name: network. Create a name using up to 32 characters. The

i Mo Ogsicn i V6

WIKELESS HETWORK SETTINGS

SSID is case-sensitive. — p—
Wirslets Hetwork Name (Al called the SSE)
. . Enabie Auto Channel Selection :
Enable Indicates the channel setting for the DIR-600. By default Wt Comnel: (5 -
Wireless the channel is set to 6. The Channel can be changed to —— i
Channel: fit the channel setting for an existing wireless network or o dan vivsess £ (s caled the S50 oadeast)

to customize the wireless network. The Auto Channel WIRELESS SECURITY MODE
Selection setting can be selected to allow the DIR-600 to
choose the channel with the least amount of interference.

Transmission Use the drop-down menu to select the appropriate Transmission Rate in Mbits per second. Many users will want to use the
Rate: default setting, Best (automatic).

WMM Enable: Enable Wi-Fi Multimedia to enjoy basic quality of service features. WMM prioritizes traffic according to four access categories:
voice, video, best effort, and background.

Enable Hidden Check this option if you would not like the SSID of your wireless network to be broadcasted by the DIR-600. If this option is
Wireless: checked, the SSID of the DIR-600 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID
of your DIR-600 in order to connect to it.

D-Link DIR-600 User Manual 27



Section 3 - Configuration

. To enable wireless security on the Router, use
the drop-down menu to select the desired option.
To enable WEP, select Enable WEP Wireless
Security (basic).

. Next to Authentication, select either Open
or Shared Key. Shared Key provides greater
security.

. Select either 64Bit or 128Bit encryption from the
drop-down menu next to WEP Encryption.

. Next to Default Key Type, select WEP Key 1 and
enter a WEP key that you create. Make sure you
enter this key exactly on all your wireless devices.
You may enter up to four different keys either using
Hexor ASCII. Hexis recommended (letters A-F and
numbers 0-9 are valid). In ASCII all numbers and
letters are valid.

. Click Save Settings to save your settings. If you
are configuring the Router with a wireless adapter,
you will lose connectivity until you enable WEP on
your adapter and enter the same WEP key as you
did on the Router.

WIRELESS SECURITY MODE

Security Mode :  EEnable WEP Wireless Security (basic)
Dizable Wireless ity (not recommended)
Enable WEP Wireless Security (basic)
_ Enablze WPA/WPAZ Wireless Security {enhanced)
WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router
and the wireless stations. For 64-bit keys you must enter 10 hex digits into each key box. For
128-bit keys you must enter 26 hex digits into each key box. A hex digit is either a2 number from 0

to 9 or a letter from A to F. For the most secure use of WEP set the authentication type to
"Shared Key" when WEP is enabled.

You may also enter any text string into a WEP key box, in which case it wil be converted into a
hexadecimal key using the ASCII values of the characters. A maximum of 5 text characters can be
entered for 64-bit keys, and a maximurm of 13 characters for 128-bit keys.

Authenfication :
WEP Encryption : [s<6it |
Default WEP Key: |WePKey 1 [=]
WEP Key:[ | (5 ASCII or 10 HEX)

NOTE:

It is recommended to enable encryption on your wireless
Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless
signal may degrade when enabling encryption due to the added
overhead.
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1.To enable Enable WPA/WPA2 Wireless Security WIRELESS SECURITY MODE
(enhanced), Security Mode :  fEnable WPAWPAZ Wireless Security (enhanced)

WPA/WPA2

2. Next to Cipher Type, select TKIP, AES, or
AUTO.

WPA/WPA2 requires stations to use high grade encryption and authentication.

Cipher Type : [AuTo(TkIP/AES) [
PSK / EAP : | Psk [
3. Next to PSK/EAP, select PSK. Hetwork Key : [

(8~63 ASCII or 64 HEX)

4. Next to Network Key, enter a
passphrase. The key is an alpha-numeric
password between 8 and 63 characters long.
The password can include symbols (1?*&_) and
spaces. Make sure you enter this key exactly the
same on all other wireless clients.

5. Click Save Settings to save your settings. If you
are configuring the router with a wireless adapter,
you will lose connectivity until you enable WPA/
WPA2 (whichever of the three options you have
selected above) on your adapter and enter the
same network key as you did on the router.

D-Link DIR-600 User Manual 29



Section 3 - Configuration

1. To enable WPA/WPA2 for a RADIUS server, next WIRELESS SECURITY MODE

tO Security Mode, SeIeC OI’ Enab/e WPA/WPA2 Security Mode & |Enab\e WPAMWPA2 Wireless Security (enhanced}

Wireless Security (enhanced).
2 NeXt tO Clpher Type SeIeCt TK/P AES or WPA/WPAZ requires stations to use high grade encryption and authentication.

Auto ’ , ’ Cipher Type : [AUTOmar/AES) [

’ PSK [ EAP : [EAP IN)
802.1X
3. Next to PSK/EAP, select EAP. RADIUS Server IP Address  : [ |
S —

4. Next to RADIUS Server 1 enter the IP Address Shared secrt |

of your RADIUS server.

5. Next to Port, enter the port you are using with your
RADIUS server. 1812 is the default port.

6. Next to Shared Secret, enter the security key.

7.1f you have a secondary RADIUS server, enter its
IP address, port, and secret key.

8. Click Save Settings to save your settings.
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LAN Setup

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router IP Enter the IP address of the router. The default
Address: IP address is 192.168.0.1.

HAINTINANCE STATUS e

If you change the IP address, once you click

_Apply, you will need to entgrthe new IP_addrgss : st sectn to confure the sl et sftnos of yout s sod et o the
in your browser to get back into the configuration : e

utility. : section is optional and you do not need to change any of the
sattings here to get your network up and running.

Default Subnet Enterthe Subnet Mask. The default subnet mask o =)
Mask: is 255.255.255.0.

Use this saction to configure the intemal network settings of your router. The I address that &
configured here & the T address that you use to access the Web-based management nterface. If
you change th 1P address hers, you may need to adpust your PC's network saTtngs to access the
network agan.

Local Domain Enter the Domain name (Optional). P —
Name: Default Subnet Mask :S!:;KS. :.ss.c

Local Dormain Mame ©
Enable DNS Rely: 7]

Enable DNS Check the box to transfer the DNS server

Relay: information from your ISP to your computers. If
unchecked, your computers will use the router X e

for a DNS server. o s ones ) e il i

DHCP Lease Trme : 1490 {mrutes)

DHCP SERVER SETTINGS

Usa this sextion to configure the bulk+n DHCP server to assign I address to the comoutess on your
network.

Refer to the next page for DHCP information.
Host Name: P Address MAC Address BExpred Time
DANELHEU-PC 192.166.0.100  00:1C2XlA74:68 23 hwis) 42 min(s) 30 secls)

Raeraining rumbar of chants that can be configured : 34
Camputer Name P Addrate MAC Addrest
] 2' Compute Hame »
| 2%] Computes e

|=| Computer hame
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. DHCP SERVER SETTINGS

The DIR-600 has a built-in DHCP server. The DHCP IUse this section to configure the built-in DHCP server to assign IP address to the computers an
Server will automatically assign an IP address to the your network

computers on the LAN/private network. Be sure to Enabiz DHCP Server :

set your Computers to be DHCP Clients by Setting DHCP IP Address Range @ to (addresses within the LAN subnet)
their TCP/IP settings to “Obtain an IP Address DHCP Lease Time ;1000 (minutes)

Automatically.” When you turn your computers

on, they will aUtomatica”y load the proper TCP/IP Host Marne 1P Address MaC Address Expired Time

settings provided by the DIR-600. The DHCP Server

will automatically allocate an unused IP address from

the IP addreSS pOOI to the requeSting CompUter' YOU Remaining nurnber of cients that can be configured @ 10
must specify the starting and ending address of the
|P address pOOl Cornputer karme 1P address MAC Address
' O | | | i |
O | | i |
Enable DHCP Check the box to enable the DHCP server on 0| ! Il |
Server: your router. Uncheck to disable this function. O | [ [ |
DHCP IP Enter the starting and ending IP addresses for 0| || il |
Address Range: the DHCP server’s IP assignment. 0| || | |
. O | | N |
DHCP Lease The length of time for the IP address lease.
Time: Enter the Lease time in minutes. O | |l |l |
O | | i |
sl | | |
[ Save Setkings ] [ Don't Save Settings ]
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Time and Date

This section will allow you to configure, update, and maintain the correct time on the internal system clock.

Time Select the Time Zone from the drop-down
Zone: menu.

Enable Ticking this checkbox enables Daylight Saving | st o ot i, e

tme on the intemal system dodk. From this section you Gan et the time Zone you are I and 56t the
NTF (Hetwork Time Frotocol) Server. Dilght S can so b configured to adjust the trme
when naaded

Daylight time. Click Sync. your computer’s time
Saving: settings to copy your PC’s time settings.

N [ swesengs || OortsseveSewnge |

H 01/ 2000 00:17:52
NTP Tick the “Automatically synchronize with e e Bl e
Server D-Link’s Internet time server’ checkbox and | o
Used: then use the drop-down menu to select an NTP ALTSC BGHonES W DARKs st s
Server. NTP is short for Network Time Protocol. Hs—"——
NTP synchronizes computer clock times in a
network of computers.

Manual: To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second. Click Save Settings.

WIRELESS
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Parental Control

This feature allows you to create a list of websites that you want to either allow or deny users access.

Configure Select Turn Parental Control OFF, Turn Parental
Parental Control ON and ALLOW computers access to
Control: ONLY these sites, or Turn Parental Control ON

and DENY computers access to ONLY these
sites.

Website URL: Enter the keywords or URLs that you want to
block (or allow). Any URL with the keyword in
it will be blocked.

Schedule: The schedule of time when the parental control
filter will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your
own times in the Maintenance > Schedules
section.

ADVANCED MATNTENANCE STATUS

Parental Control are utafil took for restricting Intemaet
0 quickly criate 3 k% of 3l web ses that you weh to
Schedule option alows you to contrel when clents o P
accats tha Intemst.

J | [ ssvesetwge || oostsmesemngs |

24 - PARENTAL CONTROL RULES

Configure Parental Control Rules below:
Tusrs P peital Cervird Rudes OFF

| Ramaning number of rulss that can ba creazed: 24

Webste URL
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Port Forwarding

This will allow you to open a single port or a range of ports.

Rule: Check the box to enabled the rule.
Name: Enter a name for the rule.

IP Address: Enter the IP address of the computer on your local
network that you want to allow the incoming service
to.

Start Port/ Enter the port or ports that you want to open. If
End Port: you want to open one port, enter the same port in

both boxes.

Traffic Type: Select TCP, UDP, or Any

MNams
T P Address
MNarme.

P Address
HName
= W Aadress

Hame

P Address

Bemaning numbes of ndes that can be created: 24

[55) scoscntin e

[22)' Computer Nome

[x5] scotcatontame |

28] comuter ame
[ex] acrheaton tame
(2] Comutm e
[£] apphenton: Narme

Lx] computer Name
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-600.

Rule: Check the box to enable the rule.
Name: Enter a name for the rule.

Trigger Port: This is the port used to trigger the application. It
can be either a single port or a range of ports.

Firewall Port: This is the port number on the WAN side that ; | (e m——
will be used to access the application. You may
define a single port or a range of ports. You
can use a comma to add multiple ports or port
ranges.

Traffic Type: Select TCP, UDP, or Any.
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QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

Enable QOS: This option is disabled by default. Enable this
option for better performance and experience with
online games and other interactive applications,
such as VolP.

Automatic This option is enabled by default when the QoS et Ml S She
Uplink Speed: Engine option is enabled. This option will allow § Co_ ..l
your router to automatically determine the uplink s y eing ot o G TR e o o e . o0 F P
speed of your Internet connection. e e
Measured The speed at which data can be transferred from
Uplink Speed: the router to your ISP. This is determined by your
ISP. ISP’s often speed as a download/upload
pair. For example, 1.5Mbits/284Kbits. Using this
example, you would enter 284. Alternatively you
can test your uplink speed with a service such
as www.dslreports.com.

t Not Estrmated
kbps << | Select Tranmmsmon Rate

Delected xDSL or Other Frame |

SaveSetwgs || Dont SaveSethngs |

Connection By default, the router automatically determines whether the underlying connection is an xDSL/Frame-relay
Type: network or some other connection type (such as cable modem or Ethernet), and it displays the result as
Detected xDSL or Frame Relay Network. If you have an unusual network connection in which you are actually
connected via xDSL but for which you configure either “Static” or “DHCP” in the Internet settings, setting
this option to xDSL or Other Frame Relay Network ensures that the router will recognize that it needs to
shape traffic slightly differently in order to give the best performance. Choosing xDSL or Other Frame Relay
Network causes the measured uplink speed to be reported slightly lower than before on such connections,
but gives much better results.

Detected \WWhen Connection Type is set to automatic, the automatically detected connection type is displayed here.
xDSL:
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MAC Filter

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses from
accessing the Internet via Network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering OFF, Turn MAC Filtering
Filter: ON and ALLOW computers listed to access the
network, or Turn MAC Filtering ON and DENY

computers listed to access the network.

SETUR MATNTENANCE STATUS

fmacmmeama e

The MAC {Meda Access Controler) Address fiter option & wsed to control network access based on
the MAC Address of the network adapter. A MAC address & a unigue ID assgried by the

MAC Address: Enter the MAC address you would like to filter. manufactuet of the nework adaskes, T feaure an b confgied to ALLOW or DENY
To find the MAC address on a computer, please [SoveSettnga ] [ Demvsawesemmos ]

refer to the Networking Basics section in this ‘24 - sinc privcnina puis
manual Configure MAC Fiterng balow:

Tirri MAC Filterng OFF

Remanng number of nues that can b created: 24

DHCP Client Selecta DHCP client from the drop-down menu and e — e

List: click the arrow to copy that MAC Address. o Coronte e+

Schedule: The schedule of time when the network filter will

be enabled. The schedule may be set to Always,

which will allow the particular service to always

be enabled. You can create your own times in the
Maintenance > Schedules section.
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Firewall & DMZ

This section will allow you to set up a DMZ host and to set up firewall rules.

If you have a client PC that cannot run Internet applications properly from behind the DIR-600, then you can set the
client up for unrestricted Internet access. It allows a computer to be exposed to the Internet. This feature is useful for
gaming purposes. Enter the IP address of the internal computer that will be the DMZ host. Adding a client to the DMZ
(Demilitarized Zone) may expose your local network to a variety of security risks, so only use this option as a last
resort.

Enable SPI: Check this to enable SPI.

Enable DMZ Check this box to enable DMZ.

MATHTENANCE sTATUS

Host:
DMZ IP Enter the IP address of the computer you would P ————————
Address: like to open all ports to. | 550w ok o e e f s g

maans Damitaroed Zons”. DMZ alows computars bahind tha router frawal to be accatchis to
hlI"‘l‘ traffic. Typicaby, your DMZ would contain Web servers, FTP servers and others.

Name: Choose a name for the firewall rule.

Action: Selectto Allowor Denytransport of the data packets
according to the criteria defined in the rule.

The DME{Dermtanzed Zone) opton provides you with an opUon Lo set 3 snghe CompuLer on your

natwork outside of the router, I you have @ Comouter that cannot run kntemet anplcations
| succesfuly from behind the router, then you can phice the computer nto the DHZ for unrestrcted

Source/Dest: The Source/Destination is the TCP/UDP port on [ e
. . Nabe: Puttng a computer in the DME may eupase that computer 1o 3 vanety of securty ks, Lse of
elther the LAN or WAN Slde. this cotion 8 orly recommended a3 o last resort.
Enable DMZ Host :
DMZ P Address Crmmguitrr Hamr
Schedule: Click New Schedule to access the Schedules [so-smewniiomes |
window. See Maintenance>Schedules for more Remamng rureber of s tht can be cesteds 5

information. wratace B Addini

IP Address: Enter a beginning and ending IP address. e
Protocol: Select the transport protocol that will be used for [
the filter rule.

Port Range: Enter the desired port range for the filter rule.
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Advanced Wireless

This window allows you to change the behavior of the 802.11g wireless radio from the standard settings. Please be aware that
any changes to the factory default settings may adversely affect the behavior of your network.

Transmit Power:

Beacon interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

802.11 Mode:

Auto 20/40:
20MHz:
Short Gl:

Set the transmit power of the antennas.

Beacons are packets sent by an Access Point to synchronize a wireless
network. Specify a value. 100 is the default setting and is recommended.

This value should remain at its default setting of 2346. If inconsistent data
flow is a problem, only a minor modification should be made.

The fragmentation threshold, which is specified in bytes, determines whether
packets will be fragmented. Packets exceeding the 2346 byte setting will be
fragmented before transmission. 2346 is the default setting.

RTS Threshold | 2

Fragmantaton : 23

OTM mterval 1

(Delivery Traffic Indication Message) 17 is the default setting. A DTIM is a Froantie Trpa

countdown informing clients of the next window for listening to broadcast o e R
and multicast messages. )

Select Short or Long Preamble. The Preamble defines the length of the CRC
block (Cyclic Redundancy Check is a common technique for detecting data
transmission errors) for communication between the wireless router and the
roaming wireless network adapters. Auto is the default setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling
CTS will add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless network
and automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on the wireless network.

802.11n Only - Select only if all of your wireless clients are 802.11n.
Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Select if you are using both 802.11n and non-802.11n wireless devices.
Select if you are not using any 802.11n wireless clients. This is the default setting.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher
data loss.
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Advanced Network

This window allows you to change the LAN settings. Please be aware that any changes to the factory default settings
may affect the behavior of your network.

Enable UPnP: To use the Universal Plug and Play (UPnP™)
feature tick this checkbox. UPNP provides
compatibility with networking equipment, software [ rovawcio | [ starus
and peripherals. Golliand (R

These options are for users that wish to change the LAN settings. We do not recommend chimging
Enable WAN Unchecking the box will not allow the DIR-600 to T S o S sy e

Ping Respond: respond to Pings. Blocking the Ping may provide
some extra security from hackers. Tick this e ,
checkbox to allow the WAN port to be “Pinged”. ' Uniacal Pig and Py (UPe) supparts pees o-paer P and Py functoealy for netwark dovcas.
WAN Port You may set the port speed of the WAN port to
Speed: 10Mbps, 100Mbps, or 10/100Mbps Auto. Some [ 20 st s e, the vt of vou st o 5 et the

older cable or DSL modems may require you to s

set the port speed to 10Mbps. | A

| 101000 Autn =

Enable Mukicast Streams :

Wireless Enhance Mode ©

WIRELESS
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Routing

This option allows you to define fixed routes to defined destinations.

Enable: Tick this checkbox to enable or disable fixed
routes to defined destinations.

Interface: Use the drop-down menu to choose the WAN or
WAN (Physical Port) Interface the IP packet must
use to transit out of the Router.

prranng number of rules that can be crested: 32

Destination: The IP address of the packets that will take this e e

route. wan

Subnet Mask: The subnet of the IP address of the packets that —
will take this route. s

wWaH

WAN

Gateway: Specifies the next hop to be taken if this route is
used.

AN
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Device Administration

This window will allow you to change the Administrator password. You can also enable Remote Management.

Administrator Enter a new Login Name for the Administrator account.
Login Name:

Administrator Enter a new password for the Administrator Login Name

Password: and then retype the new password in the Confirm Password ‘ot T L e ht STl b s e o
P = | can change passwords. By d & & nd D L] L=
textbox. The administrator can make changes to the | vou ceate  pasmord t keas your fster seure.

settings.

Enable Remote Remote management allows the DIR-600 to be configured
Management: from the Internet by a web browser. A username and

Piease anter the sama passwerd o both bewes,for conferaton.

Hew Fasswoid; wesasensas

password is still required to access the Web-Management Conto Rammwon;: [vrensess

interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator - — |
tasks. This feature enables you to perform Administrator ficangnine i

tasks from the remote (Internet) host. Pt (e

IP Allowed to The Internet IP address of the computer that has access to
Access: the Broadband Router. If you input an asterisk (*) into this
field, then any computer will be able to access the Router. Putting an asterisk (*) into this field would present a security risk

and is not recommended.

Port:
The port number used to access the DIR-600. For example: http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of

the DIR-600 and 8080 is the port used for the Web-Management interface.
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Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the Router’s factory default settings.

Save Settings Use this option to save the current router
to Local Hard configuration settings to a file on the hard disk of the
Drive: computeryou are using. First, click the Save button.
You will then see a file dialog, where you can select

a location and file name for the settings.

Once the iouter & configured you can sive the configuriton seltngs to  configraton fie on
| hard drive. You aisa have the option to load configuration settings, o restore the factory dal
FATTNQE.

Load Settings Use this option to load previously saved router
from Local configuration settings. First, use the Browse

SAVE AND RESTORE SETTINGS

Sve Settngs To Local Hard Drive : [Saen ]

Hard Drive: control to find a previously save file of configuration ' o St Fro o S
settings. Then, click the Upload Settings button to Restore To Pctony Dete Setts : (CHedmeBese]
transfer those settings to the Router. Do anguage pack : [

Restore to This option will restore all configuration settings
Factory Default back to the settings that were in effect at the time
Settings: the router was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current router configuration settings, use the Save

button above.

Reboots: Click the Reboots button on the left side of the
window to restart the Router.
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Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Click the Check Now button (or the link at the top

Upgrade: of the window) to find out if there is an updated
firmware; if so, download the new firmware to your
hard drive.

Browse: After you have downloaded the new firmware,
click Browse in this window to locate the firmware
update on your hard drive. Click Save Settings to
complete the firmware upgrade.

ADVANCLD | MAINTENANCL | STATUS

Thﬂ:mnflunrw r-wnhfm DIR-600 to imorave functionaity and performance.

Qck here o chick for 3 uparids on oUr RIDDO S,
To upgrade the frrmeare, locate the upgrade fle on the local fard drve with the Browse buttan,
Once you have found the fle to be used, cick the Upload button to start the frrmware upgrade.
The Bnguage pack lows you to changs the hnguage of the user ntdrface on the DR-G00. Wa

B | sogoest that you upgrade vour cusrent inguage pack ¥ you upgrade the frmware, Ths ensures that,
any chanes in the frmware are deplyed CoeTecty.

[l | 7o unorade the inguage pack, locate the ungrada fie on the local hard deve wih the Browse
button. Once you hirve found the e to be used, cick the Upload button to start the lngusge pack
ungrade.

FIRMWARE INFORMATION
Current Firmware Version @ 2.03
Current Firmmware Date : Fri 12 M 2010

Hate: Some firmware upgrades resst the configuration options to the factory defaults.
Before performing an upgrade. be sure to save the current configuration.

To upgrade the firmware, your PC must have o wired connection to Use router, Enter te
name of the firmware upgrade file, and dick on the Upload button.

UNRELESS
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DDNS Setting

The router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP
address to be associated with a static host name in any of the many domains, allowing access to a specified host from
various locations on the Internet. This is enabled to allow remote access to a host by clicking a hyperlinked URL in the
form “hostname.dyndns.org”. Many ISPs assign public IP addresses using DHCP, this can make it difficult to locate
a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN server on
your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires
that an account be setup with one of the supported DDNS providers.

Enable DDNS: Tick the Enable DDNS checkbox to enable support
for DDNS.

Server Select one of the DDNS registration organizations
Address: form those listed in the pull-down menu. Available
servers include dlinkddns.com(Free), DynDns.
org(Custom), Dyn.Dns.org(free), and Dyn.Dns.
org(Static).

Host Name: Enter the host name of the DDNS server.

Sanver Adcress |

Host Hame ¢

Username: Enter the username given to you by your DDNS Py ——
server.

Password: Enter the password or key given to you by your
DDNS server.
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System Check

This tool is used to verify the physical connectivity on both the LAN and the WAN interfaces. The Ping Test can be

used to test the status of the Internet.

Virtual Cable VCT is an advanced feature that integrates a
Tester (VCT) LAN cable tester on every Ethernet port on the
Info: router. Through the graphical user interface
(GUI), VCT can be used to remotely diagnose
and report cable faults such as opens, shorts,
swaps, and impedance mismatch. This feature
significantly reduces service calls and returns by
allowing users to easily troubleshoot their cable
connections.

Ping Test: The Ping Test is used to send Ping packets to
test if a computer is on the Internet. Enter the IP
Address that you wish to Ping, and click Ping.

| 100mbps AL Duplex |

[ e —-r
i _ & i

Disconnectad
Dsconnacted

[_More inte

Hest Name oe 1P Address :

(Pes]

PING TEST

Ping Test s used to send "Ping” packits to test F 3 computer & on the Intemas.
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Schedules

The Router allows the user the ability to manage schedule rules for various firewall and parental control features on
this window. Once you have finished configuring the new schedule rule, click the Save Settings button at the top of
the window.

Name: Enter a name for the new schedule rule.

Day(s): Choose the desired day(s), either All Week or
Select Days. If the latter is selected, please use the

checkboxes directly below to specify the individual e Schede conatnoptan e o T30 chedul ke o MAC R Frewd s
days. [Csavesetngs | [ voriisave sovnan |

All Day - 24 hrs: Tick this check box if the new schedule rule applies

Al weok @ Seloct Dants)

to the full 24-hour period. — Pl PiMen FToe BlWed BT BIP6

* 100  AM w (hourminute, 12 hour tme)

Start Time/ If the new schedule rule does not apply to the full (5 B Ol 12 et
End Time: 24-hour period, untick the previous checkbox and
then enter a specific beginning and ending time.
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Log Settings

The system log displays chronological event log data specified by the router user. You may also save a simple text file
containing the log to your computer. Click the Save button and follow the prompts to save the file.

Save Log File: Click on the Save button link on this window to
save the log file to your local hard drive.

ADVANCED HATNTEMANCE | STATUS |

Syslog Server: click the checkbox to save the log in the log server i
in the LAN side. Logs cin be saved by sending & to an #dmin emed address,
Log Type & Click the checkbox(es) of the type of log information : — .

Level: requested: “System, Firewall & Security, Router Save Lo e To Locaard Dove Sars] :

Status, Critical, Warning and Information”

Enable Logging To Sysiog Server:

Send by Mail: Enter the your SNTP server name(or IP address) gtz
and enter your mail address before sending your LOG TVPE & LEVEL
System |og by mail. Log Type: ] System 4| Frewal & Securty 9] Riwter Status

Erranl Address:

Ernad Subpecn:

Sender Emal Address:
SMTP Sarver | TP Address:
User Narree:

Passwond:

Confem Passwond:

WIRELESS
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Device Info

This window displays the current information for the DIR-600. It will display the LAN, WAN, and Wireless
information.

If your WAN connection is set up for a Dynamic IP address then a DHCP Release button and a DHCP Renew button
will be displayed. Use DHCP Release to disconnect from your ISP and use DHCP Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: Displays the MAC address and the private (local)
IP settings for the router.

ADVANCED HAINTERANCE | STATUS |

WAN: Displays the MAC address and the public IP
settings for the router.
Frmware Version - 2.03, Fri 13 Mar 3010

Wireless Displays the wireless MAC address and your

802.11N: wireless settings such as SSID, Channel, and s _ﬂm‘,m gt
Encryption status. Sk e hs

DHCP Server : Erabled

INTERNET

MAC Address : leafTabsuso
DHCP dient Connecting...
Connaction ;
1P Address : 0.0.0.0
Subnet Mask : 0.0.0.0
Defaut Gateway : 0.0.0.0
NS 1 0.0.0.0

WIRELESS BD2.110

| $§I0: dink
Channel: 11
Encryption : Disabled
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Log

This window allows you to view a log of activities on the Router. This is especially helpful detecting unauthorized
network usage.

First Page: View the first page of the log.

Last Page: View the last page of the log. | . T T T —— - |

tsciphul Hants.
The View Log deoleys the actavities occurrng on the DIR-500.
J | Crostroe ] [iospme | (est] o] [ J

Next: View the next page. Fage 15f5

Previous: View the previous page.

Time

Xan 1 00:37:00
Clear: Clear the log. 31003844
Jan 1 00:38:38
Jan 1 00:36:32

Link to Log Click this button to go directly to the Log Settings e

a1 00:30:58
Settings: window (Maintenance > Log Settings). i
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Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-600
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

Active Session

The NAPT Active Session table displays a list of all active conversations between WAN computers and LAN
computers.

1P Address
157.188.0.100
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

(3 J['Jf' SETUR ADVANCED HATHTERANCE STATUS HELP

| The Wirelews Chent table below dipbays Wieless cents Connected to the AP [Access Pant ).

HUMBER OF WIKELESS CLIENTS : O
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Help

Click the desired hyperlink to get more information about how to use the Router.

M SETUP ADVANCED MAINTENANCE STATUS HELP

Setu

P

o Internet Setup
® Wirelass Setup
e LAN Setup

« Time and Date
« Parental Control

Advanced
Port Forwarding
Application Rules
QoS Engine
MAC Fiter
Erewall & DMZ
Advanced Wireless
Advanced Network
Routing

Maintenance
Device Administration
Save and Restore
Firmware Update
DDNS Setting
System Check
Schedules
Log Settings

Status
Device Info
Log

Statistics
Active Session
Wireless
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-600 offers the following types of security:

e WPA2 (Wi-Fi Protected Access 2) e WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption
algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal -
using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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Configure WEP

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Setup on the left side.

2. Next to Security Mode, select Enable WEP Wireless Security (basic).

WIRELESS SECURITY MODE

3. Next to Authentication, select either Shared Key or Open. Securty Mode : [Enable WEP Wreless Securty (bosic =

Shared Key is recommended as it provides greater security - |
when WEP is enabled.

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the
router and the wireless stations, For 64 bit keys you must enter 10 hex digits into each key box.
For 128 bit keys you must enter 26 hex digits into each key box, A hex digit is either a number

4_ Select e|ther 64B[t or 128B[t encrypt|0n from the drop-down from O to 9 or a letter from A to F. For the most secure use of WEP set the authentication type
. to "Shared Key" whean WEP is enablad,
menu next to WEP Encryption.

Yfou may also enter any text string into a WEP key box, in which case it wil be converted into a
hexadecimal key using the ASCII values of the characters. & maximum of 5 text characters can
be entered for 64 bit keys, and a maximum of 13 characters for 123 bit keys.

5. Next to Default Key Type, select WEP Key 1 and entera WEP R

key that you create. Make sure you enter this key exactly on WEP Encryption
all your wireless devices. You may enter up to four different Defat WEP Key

keys either using Hex or ASCII. Hex is recommended (letters wekersl e s e
A-F and numbers 0-9 are valid). In ASCI/ all numbers and letters [ suesung [ rtsmssmmns )
are valid.

6. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the router.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The two major improvements over WEP:

e Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

e User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer's hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Configure WPA/WPA2-PSK

Itis recommended to enable encryption on your wireless Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser  gusss———
and entering the IP address of the router (192.168.0.1). Click on Security Mo : [ Enable WPAIWPA Wireless Securty (snhanced) 1]
Wireless Setup on the left side.

WPA/WPAZ

2 NeXt tO secu rlty Mode SeleCt Enab/e WPA/WPA2 Wil‘e/eSS WA fWPAZ requires stations to use high grade encryption and authentication,

Security (enhanced). Ciher Type
PSK fEAP ; [Pok (v

Metwork Key ‘ | (B~63 ASCII of 4 HEX)

3. Next to Cipher Mode, select TKIP, AES, or Auto.

Save Settings ] [ Don't Save Settings ]

4. Next to PSK/EAP, select PSK.

5. Next to Network Key, enter a key (passphrase). The key is an alpha-numeric password
between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces.
Make sure you enter this key exactly the same on all other wireless clients.

6. Click Save Settings to save your settings. If you are configuring the Router with a wireless adapter, you will lose
connectivity until you enable WPA/WPA2-PSK on your adapter and enter the same passphrase as you did on the
Router.
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Configure WPA/WPA2 (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish

wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Settings on the left side.

2. Next to Security Mode, select Enable WPA Only Wireless Security (enhanced), Enable WPA2 Only Wireless Security

(enhanced), or Enable WPA/WPA2 Wireless Security (enhanced).

3. Next to Cipher Type, select TKIP, AES, or Auto.
4. Next to PSK/EAP, select EAP.

5. Next to RADIUS Server 1 enter the IP Address of
your RADIUS server.

6. Next to Port, enter the port you are using with your
RADIUS server. 1812 is the default port.

7. Next to Shared Secret, enter the security key.

8. If you have a secondary RADIUS server, enter its IP
address, port, and secret key.

9. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

SecLrity Mode ; | Enable WPa Only Wireless Security (enhanced) |

WPA ONLY

WPA Only requires stations to use high grade encryption and authentication.

Cipher Type ;
PSK [ EAP

202, 1%

RADIUS Server 1 IP Address [ |
Port : l:l
Shared Secret : |

RADIUS Server 2 IP Address  : [ |
Port : l:l

Shared Secret : |
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

] Wireless networks detected x

One ar more wireless networks are in range of this computer.
To see the list and connect, dlick this message

Change Windows Firewall settings

Open Network Connections

Repair
Yiew Available Wireless Networks

Wirsless Network Connaction &

Choose a wireless network

Chk o item in the st below & = o getmore
informaton.

Test -

(tr)
Unsecured wreless netwerk .mJ
({TJ) i
Unsecured wreiess netweri .-)ILl
({TJJ e
.......  Sacunityariabind vreiess ratie willl
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Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Open Metwork Connections

Repair

Yiew Available Wireless Networks

1157 Wireless Network Connection 6 (%

Network Tasks

& Refresh network list

<2 Setupa wireless network
for a home or small office

Related Tasks

\4) Leam about wireless
networking

¢ Change the order of
preferred networks

¢ Change advanced
settings

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information.

) )
i Unsecured wireless network lﬂul]l]

(‘ )) default
i Unsecured wireless network lﬂm]l]

(‘i)) salestest

't Security-ensbled wireless network

wlll

. If you want to connect to this

((?)} DGL-4300

™~
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Section 5 - Connecting to a Wireless Network

3.The Wireless Network Connection box will appear. Enter the
same WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection

The network 'test1 requires a network key (also called & WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

Type the key, and then dick Connect.

Metwork key: | | |

Canfitr metwark key: | |

[ Connect ] [ Cancel ]
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Section 5 - Connecting to a Wireless Network

Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking change Windows Firenal settings
on the wireless computer icon in your system tray Open Network Connections
(lower-right corner of screen). Select View Available Repair
Wireless Networks Yiew Available Wireless Networks

') Wireless Network Connection 6 |Z\

—— Choose a wireless network
) Refresh networklist Click an item in the st belaw ta connect to 2 wireless network in range or to get mare
information.
3 sat irel twork Test &)
S e e (‘i”
Unsecured wirsless network alll
. . . . default
2. Highlight the wireless network (SSID) you would like to Related Tasks Gin -
Unsecured wireless network alll

connect to and click Connect. e ot virclez

¢ Change the order of
preferred networks

all

'f Security-enabled wireless netwark

((i)} salestest

%o Change advanced
settings

y. If you want to connect to this

(‘?)) DGL-4300

on S
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router.

Wireless Network Connection

The network 'test1 requires a network key (also called & WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

Type the key, and then dick Connect.

Metwork key: | | |

Confitm metwork key: | |

[ Connect ] [ Cancel ]
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up Wi-Fi Protection
(WCN 2.0 in Windows Vista)

The DIR-600 supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista. The instructions for setting this up
depend on whether you are using Windows Vista to configure the Router or third party software.

Initial Router Configuration for Wi-Fi Protection

When you first set up the Router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection,
the Router must be both enabled and configured. There are three basic methods to accomplish this: use Windows
Vista’s built-in support for WCN 2.0, use software provided by a third party, or use the traditional Ethernet approach.

If you are running Windows Vista, tick the Enable checkbox on the Wireless Network window. Use the Current PIN
that is displayed on the Wireless Network window or choose to click the Generate New PIN button or Reset PIN to
Default button.

WI-FI PROTECTED SETUP {ALSO CALLED WCN 2.0 IN WINDOW YISTA)

Enable
Current PIN: 83449611
[ Generate New PIN ] [ Reset PIM to Default ]
Wi-Fi Protected Status: Enabled [ Mot Configured

[ Add Wireless Device Wizard ]

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished,
proceed to the next section to set up the newly-configured Router.
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up a Configured Router

Once the Router has been configured, you can use the push button on the Router or third party software to invite a
newcomer to join your Wi-Fi protected network. For maximum security, the software method is recommended. However,
the push button method is ideal if there is no access to a GUI.

If you are using the Router's Wi-Fi Security push button option, simultaneously depress the push button located on
the side of the Router and the button on the client (or virtual button on the client’s GUI). Next click Finish. The Client’s
software will then allow a newcomer to join your secure, Wi-Fi protected network.

If you are using third party software, run the appropriate Wi-Fi Protected System utility. You will be asked to either use
the push button method or to manually enter the PIN. Follow the on-screen instructions.
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Section 7 - Changing the Computer Name and Joining a Workgroup

Changing the Computer Name and Joining a
Workgroup

The following are step-by-step directions to change the computer name and join a workgroup.

1. Click on Properties.

Open

Explore

Search...

Manage

Scan with AVG Free

Map MNetwork Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Rename

Properties

2. Click on the Advanced system settings link.

» System and Maintenance » System

Tacks View basic information about

¥ Device Manager

_ Windows edition

¥ Remote settings

Windows Vista™ Enterprise

Copyright © 2006 Microsoft Corpore
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Section 7 - Changing the Computer Name and Joining a Workgroup

3. Click the Computer Name tab in the System Properties window
and enter a description of your computer in the textbox. When you
are finished, click the Change button.

4. Go to the Computer Name/Domain Changes window and
click the radio button next to the Workgroup you want to
join. When you are finished, click the OK button.

[System Properties |

St

Computer Name | Hardware | Advanced | System Protection | Remote |

Computer description:

Full computer name:

Waorkgroup:

Network 1D,

workgroup, click Change

To use a wizard to join a domain or workgroup . click

To rename this computer or change its domain or

Windows uses the following information to identify your computer
on the network

For example: "Kitchen Computer” or "Mary’s

Computer”.
Ryan-PC-Dell
WORKGROUP

MNetwork |D..

[ox ]

Cancel

Apoly

Computer Name/Domain Changes

Mare information

Computer name:
Office

Full computer name:
Cfice

Member of

() Domain:

(@) Workgroup:

You can change the name and the membership of this
computer. Changes might affect access to network resources.

ACCOUNTING

JI[ cancel
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Section 8 - Configuring the IP Address in Vista

Configuring the IP Address in Vista

The following are step-by-step directions to configure the IP address in Windows Vista.

1. Click on Properties. _.= = —
I Explore
Scan with AVG Free

Map Network Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Properties

2.Go to the Network and Internet window and click the
appropriate Local Area Connection icon. [ ® <« Networkand Internet » Netuork Connections »

Name Status Device Name Connectivity MNetwork Cater
LAN or High-5peed Internet (1}

- -
| Local Area Connection
o= dlink.com.tw

&P Broadcom 440x10/100 Iriteg...

3. Right-click the Local Area Connection icon and then select ISl oo Ares Connection
Properties from the drop-down menu. EES e
Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Properties

4
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Section 8 - Configuring the IP Address in Vista

4.Tick the Internet Protocol Version 4 (TCP/IPv4) checkbox in
the Networking tab in the Local Area Connection Properties
window.

5. Click the “Use the following IP address” option in the General
tab in the Local Area Connections Properties window and
enter the desired IP address in the space offered. Then click
the “Use the following DNS server adresses” option on the
same tab and enter the desired DNS server information.

" Local Area Connection Properties I i

|

Metworking

Connect using
& Broadcom 440 10/100 Integrated Controller

This connection uses the following tems:

% Cliert for Microsoft Networks

451005 Packet Scheduler

gﬁ\e and Printer Sharing for Microsoft Networks

-+ Intemet Protocol Version 6 {TCP/IPv

i Intemet Protocol Version 4 (TCP/IPv4)

"L Link-Layer Topology Discovery Mapper 170 Driver
& Link-Layer Topology Discovery Responder

Install | Uriinstall Properties

Description

Internet Protocol Version 4 {TCP/IPv4) Properties

General

(-8 ]

You can get IP settings assigned automatically if your netwerk supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

@ Use the following IP address:

1P address: 192.168. 0 . 2
Subnet mask: 255.255.255. 0
Default gateway: I

Obtain DNS server address automatically

[@) Use the following DNS server addresses: |

Preferred DNS server: B68.95 .1 .1

Alternate DNS server:

o) Lo
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Section 8 - Configuring the IP Address in Vista

6. Right-click the Local Area Connection icon and then select Status
from the drop-down menu.

7.Go to the Local Area Connection Status window and click
the Details button.

8. Confirm your new settings on the Network Connection Status
window. When you are finished, click the Done button.

LAM or High-5peed Internet (1)

:h Local Area Connection
r dlink.com.tw

—=

@2 Broadcom

440 10,104 Dicable

Status

Diagnose

Delete

Rename

Properties

Bridge Connections

Create Shortcut

10 Local Area Connection Status.

]

General

Conmection
TPy4Comectiity:
1Py6 Connectivity:
Media State:
Duration:

Speed:

o)

Limited
Limited
Enabled
03:35:43
100.0 Mops

Activity

sent —

Bytes: 6880 | 851,221

!! — Recaved
L4

Network Connection Details

Froperty
Connection-speciic DN

pti
Physical Address
DHCP Enabled

Lease Obtained
Lease Expires

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tepip En.
Linkdocal IPv6 Address
IPvE Default Gatewsy
IPvE DNS Server

IPv4 IP Address 192.168.0.102
IPv4 Subnet Mask 255,255 255.0

IPv4 Default Gateway 192.168.0.1
IPv4 DHCF Server 192.168.0.1

Value
diink.com tw

Broadeom 440 10/100 Integrated Cortre,
00-0D-56 AEOE-92

Yes

Tuesday. January 30, 2007 11:59:33 AM
Tuesday. February 0. 2007 3:34:36 PM

192.168.0.1

Yes
fe80:a871:2099:c18:9452%8

<[

]
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