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Package Contents

Contents of Package:
D-Link AirPlus XTREME G DI-624
High-Speed 2.4GHz Wireless Router
Power Adapter-DC 5V, 3.0A
Manual and Warranty on CD
Quick Installation Guide
Ethernet Cable (All the DI-624’s Ethernet ports are Auto-MDIX)

Note: Using a power supply with a different voltage rating than the one included with the
DI-624 will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements for Configuration:
B Ethernet-Based Cable or DSL Modem

m Computers with Windows, Macintosh, or Linux-based

operating systems with an installed Ethernet adapter

Internet Explorer Version 6.0 or Netscape Navigator
Version 6.0 and Above



Introduction

The D-Link AirPlus Xtreme G DI-624 High-Speed Wireless Router is an 802.11g high-
performance, wireless router that supports high-speed wireless networking at home, at
work or in public places.

Unlike most routers, the DI-624 provides data transfers at up to 108 Mbps (compared to
the standard 54 Mbps) when used with other D-Link AirPlus Xtreme G products. The
802.11g standard is backwards compatible with 802.11b products. This means that you
do not need to change your entire network to maintain connectivity. You may sacrifice
some of 802.11g’s speed when you mix 802.11b and 802.11g devices, but you will not
lose the ability to communicate when you incorporate the 802.11g standard into your
802.11b network. You may choose to slowly change your network by gradually replacing
the 802.11b devices with 802.11g devices .

In addition to offering faster data transfer speeds when used with other 802.11g products,
the DI-624 has the newest, strongest, most advanced security features available today.
When used with other 802.11g WPA (WiFi Protected Access) and 802.1x compatible
products in a network with a RADIUS server, the security features include:

WPA: Wi-FiProtected Access authorizes and identifies users based on a secret key
that changes automatically at a regular interval. WPA uses TKIP (Temporal
Key Integrity Protocol) to change the temporal key every 10,000 packets (a
packet is a kind of message transmitted over a network.) This insures much
greater security than the standard WEP security. (By contrast, the older WEP
encryption required the keys to be changed manually.)

802.1x: Authentication is a first line of defense against intrusion. In the Authentication
process the server verifies the identity of the client attempting to connect to the
network. Unfamiliar clients would be denied access.

For home users that will not incorporate a RADIUS server in their network, the security
for the DI-624, used in conjunction with other 802.11g products, will still be much stronger
than ever before. Utilizing the Pre Shared Key mode of WPA, the DI-624 will obtain a
new security key every time it connects to the 802.11g network. You only need to input
your encryption information once in the configuration menu. No longer will you have to
manually input a new WEP key frequently to ensure security, with the DI-624, you will
automatically receive a new key every time you connect, vastly increasing the safety of
your communications.



Connections

All Ethernet Ports (WAN and LAN)
are auto MDI/MDIX, meaning you can
use either a straight-through or a
crossover Ethernet cable.

Pressing the
Reset Button
restores the
router to its
original factory
default settings.

Auto MDI/MDIX The Auto MD/ Receptor
LAN ports MDIX WAN portis | | forthe
automatically sense the connection for Power
the cable type when the Ethernet cable Adapter
connecting to to the Cable or

Ethernet-enabled DSL modem

computers.




LEDs
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Features

Fully compatible with the 802.11g standard to provide a wireless data rate of
up to 108Mbps

Backwards compatible with the 802.11b standard to provide a wireless data
rate of up to 11Mbps

WPA (Wi Fi Protected Access) authorizes and identifies users based on a
secret key that changes automatically at a regular interval, for example:

B TKIP (Temporal Key Integrity Protocol), in conjunction with a RADIUS
server, changes the temporal key every 10,000 packets, ensuring greater
security

H Pre Shared Key mode means that the home user, without a RADIUS
server, will obtain a new security key every time the he or she connects
to the network, vastly improving the safety of communications on the
network

802.1x Authentication in conjunction with the RADIUS server verifies the
identity of would be clients

Utilizes OF DM technology (Orthogonal Frequency Division Multiplexing)

User-friendly configuration and diagnostic utilities

Operates in the 2.4GHz frequency range

Connects multiple computers to a Broadband (Cable or DSL) modem to
share the Internet connection

Advanced Firewall features

H Supports NAT with VPN pass-through, providing added security
B MAC Filtering

B IP Filtering

B URL Filtering

B Domain Blocking
H Scheduling

DHCP server enables all networked computers to automatically receive IP
addresses

Web-based interface for Managing and Configuring

Access Control to manage users on the network

B Supports special applications that require multiple connections

Equipped with 4 10/100 Ethernet ports, 1 WAN port, Auto MDI/MDIX



Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and
compatible high-speed wireless connectivity within your home, business or public access
wireless networks. D-Link wireless products will allow you access to the data you want,
when and where you want it. You will be able to enjoy the freedom that wireless networking
brings.

A WLAN is a cellular computer network that transmits and receives data with radio
signals instead of wires. WLANs are used increasingly in both home and office
environments, and public areas such as aimports, coffee shops and universities. Innovative
ways to utilize WLAN technology are helping people to work and communicate more
efficiently. Increased mobility and the absence of cabling and other fixed infrastructure
have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless
adapter cards used on laptop and desktop systems support the same protocols as
Ethernet adapter cards.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any location
within the operating range of the WLAN. Management decisions based on real-time
information can significantly improve worker efficiency.

Low Implementation Costs — WLANs are easy to set up, manage, change and
relocate. Networks that frequently change can benefit from WLANs ease of
implementation. WLANs can operate in locations where installation of wiring may be
impractical.

Installation and Network Expansion - Installing a WLAN system can be fast
and easy and can eliminate the need to pull cable through walls and ceilings. Wireless
technology allows the network to go where wires cannot go - even outside the home or
office.

Scalability — WLANs can be configured in a variety of topologies to meet the needs of
specific applications and installations. Configurations are easily changed and range
from peer-to-peer networks suitable for a small number of users to larger infrastructure
networks to accommodate hundreds or thousands of users, depending on the number
of wireless devices deployed.

Inexpensive Solution - Wireless network devices are as competitively priced as
conventional Ethernet network devices.



Wireless Basics (continued)

Standards-Based Technology
The DI-624 Wireless Broadband Router utilizes the new 802.11g standard.

The IEEE 802.11g standard is an extension of the 802.11b standard. It increases the
data rate up to 54Mbps within the 2.4GHz band, utilizing OFDM technology.

This means that in most environments, within the specified range of this device, you will
be able to transfer large files quickly or even watch a movie in MPEG format over your
network without noticeable delays. This technology works by transmitting high-speed
digital data over a radio wave utilizing OFDM (Orthogonal Frequency Division Multiplexing)
technology. OFDM works by splitting the radio signal into multiple smaller sub-signals
that are then transmitted simultaneously at different frequencies to the receiver. OFDM
reduces the amount of crosstalk (interference) in signal transmissions.

The DI-624 is backwards compatible with 802.11b devices. This means that if you have
an existing 802.11b network, the devices in that network will be compatible with 802.11g

devices at speeds of up to 11Mbps in the 2.4GHz range.



Wireless Basics (continued)

Installation Considerations

The D-Link AirPlus Xtreme G DI-624 lets you access your network, using a wireless
connection, from virtually anywhere within its operating range. Keep in mind, however,
that the number, thickness and location of walls, ceilings, or other objects that the
wireless signals must pass through, may limit the range. Typical ranges vary depending
on the types of materials and background RF (radio frequency) noise in your home or
business. The key to maximizing wireless range is to follow these basic guidelines:

Keep the number of walls and ceilings between the DI-624 and other network
devices to a minimum - each wall or ceiling can reduce your D-Link wireless
product’s range from 3-90 feet (1-30 meters.) Position your devices so that
the number of walls or ceilings is minimized.

Be aware of the direct line between network devices. A wall that is 1.5 feet
thick (.5 meters), at a 45-degree angle appears to be almost 3 feet (1 meter)
thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position
devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

Building Materials can impede the wireless signal - a solid metal door or
aluminum studs may have a negative effect on range. Try to position wireless
devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials.

Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate extreme RF noise.

10



Getting Started
9 In-ternet @

Cable/DSL Modem

=DI-624 @

\ High-Speed 2.4GHz

Wireless Broadband Router

uter 2 @

Comp
Deskto i
(Wirel Adapter Required)

Please remember that D-Link AirPlus Xtreme G wireless devices are pre-configured
to connect together, right out of the box, with their default settings.

For a typical wireless setup at home (as shown above),
please do the following:

You will need broadband Internet access (a Cable or DSL-subscriber line into
your home or office).

@ Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-624 Wireless Broadband Router
(see the printed Quick Installation Guide included with your router.)

7 If you are connecting a desktop computer to your network, install the D-Link
}) AirPlus Xtreme G DWL-G520 wireless PCI adapter into an available PCI slot on

your desktop computer. You may also install the DWL-520+, or the DWL-520.

(See the printed Quick Installation Guide included with the network adapter.)

Install the D-Link DWL-G650 wireless Cardbus adapter into a laptop computer.
(See the printed Quick Installation Guide included with the DWL-G650.)

~ Install the D-Link DFE-530TX+ adapter into a desktop computer. The four

o)) EthernetLAN ports of the DI-624 are Auto MDI/MDIX and will work with both
Straight-Through and Cross-Over cable.
(See the printed Quick Installation Guide included with the DFE-530TX+.) 11




Using the Configuration Menu

Whenever you want to configure your network or the

DI-624, you can access the Configuration Menu by He Edt Vew Favortes Tods el
opening the web-browser and typing in the IP Address = ==
of the DI-624. The DI-624 default IP Addressis shown  |(Deak - (%] & Ty
at right: Address [&] hitp://192.168.0.1

L Open the web browser

u Type in the IP Address of Connect to 192.168.0.1
the Router (http://192.168.0.1)

Note: if you have changed the default IP Address assigned
to the DI-624, make sure to enter the correct IP Address. prar
User name: |8 admin "I
[ ] Type admin in the User Bassward: | |
Name ﬂeld [CIRemember my password
| Leave the Password blank
m  ClickOK
Home > Wizard
D-Link — A7 s
Buflding Networks for People Alr-xpfln%ME G"‘

. ; High-Speed 2.4GHz Wireless Router
The Home>Wizard Di624 |

screen will appear.
Please refer to the
Quick Installation

Home Advanced  Tools Status Help

The DI624 is a Wireless Broadhand Router ideal for home networking and small
business networking. The setup wizard will guide you to configure the DI.624 to

|y

GUil_fe for more infor- el st i ik e e g
matlon regardlng the by step to configure the DI-624.
Setup Wizard. R
Run Wizard
LYY 4]
Help
=
ese putions appear licking Apply will save changes made to the page.
Th butt pPp C
on most of the configu- Apply
ration screens in this :
section. Please click on @ Clicking Cancel will clear changes made to the page.
the appropriate button Cancel
at the bottom of each
screen after you have o Clicking Help will bring up helpful information regarding the page.
made a configuration Help
change.
Clicking Restart will restart the router. (Necessary for some changes.)
Restart

12



Using the Configuration Menu (continued)

SSID-

Channel-

WEP-

WEP Encryption-
Key Type-

Keys 1-4-

Home > Wireless
D-Link “AirPlus

Buflding Networks for People x‘ﬂEMEGm
High-Speed 2.4GHz Wireless Router

Home Advanced  Tools Status Help

DI-624 I

These a:e the wwvéless settings for the AP(Access Point)Partion
Channel ﬂ
| Wireless WEP . € Enabled @ Disabled
5 WWEP Encryption : |B4Bit
TWAN Key Type : [HEX =
Keyl . @ [nooooooodo
Key2 - ¢ [nooonoonoo
Keyd: ¢ |DDDDDDDDDD
Key4: ¢ [pooooonono

2@ 90

Apply Cancel Help

Service Set Identifier (SSID) is the name designated for a spe-
cific wireless local area network (WLAN). The SSID’s factory
default setting is default. The SSID can be easily changed to
connect to an existing wireless network or to establish a new
wireless network.

6 is the default channel. All devices on the network must share
the same channel. (Note: The wireless adapters will automati-
cally scan and match the wireless setting.)

Wired Equivalent Privacy (WEP) is a wireless security protocol
for Wireless Local Area Networks (WLAN). WEP provides secu-
rity by encrypting the data that is sent over the WLAN. Select
Enabled or Disabled. Disabled is the default setting. (Note: If
you enable encryption on the DI-624 make sure to also enable
encryption on all the wireless clients or wireless connection will
not be established.)

Select the level of encryption desired: 64-bit, or 128-bit.
Select HEX or ASCII.

Input up to 4 WEP keys; select the one you wish to use.

13



Using the Configuration Menu (continued)

Dynamic
IP Address-

Host Name-

MAC Address-

Clone
MAC Address-

Primary/
Secondary DNS
Address-

MTU-

Home > WAN > Dynamic IP Address

— -
AirRlus =
Xrremels
High-Speed 2.4GHz Wireless Router
DI-624 l
LET I Advanced  Tools Status Help
p Please selact the appropriate optian to connect to your ISP
Wizard
@ Dynaric IP Address Choose this option to obtain an IP address automatically
from your ISP. (For most Cable modem users)
Wireless © Static IP Address Chaose this option to set static |P information provided to
syou by your |SP.
 PPPGE Choose this option if your ISP uses PPPaE. (For most
DSL uzers)
WAN © Gthers PPTP and BigPand Cable
PR {for Europe use only)
| LAN
Host Name [Dre24 (optional)
DHCP MAL Address T = T [ v
(&} (optionaly Clone MAC Address
Apply Cancel Help

Choose Dynamic IP Address to obtain IP Address information
automatically from your ISP. Select this option if your ISP does
not give you any IP numbers to use. This option is commonly
used for Cable modem services.

The Host Name is optional but may be required by some ISPs.
The default host name is the device name of the Router and may
be changed.

The default MAC Address is set to the WAN'’s physical inter-
face MAC address on the Broadband Router. It is not recom-
mended that you change the default MAC address unless re-
quired by your ISP.

The default MAC address is set to the WAN's physical interface
MAC address on the Broadband Router. You can use the “Clone
MAC Address” button to copy the MAC address of the Ethernet
Card installed by your ISP and replace the WAN MAC address
with the MAC address of the router. It is not recommended that
you change the default MAC address unless required by your
ISP.

Enter a DNS Address if you do not wish to use the one
provided by your ISP.

Enter an MTU value only if required by your ISP. Otherwise, leave
it at the default setting. 14



Using the Configuration Menu (continued)

Home > WAN > Static IP Address
D-Link

Static IP Address-

IP Address-

Subnet Mask-

ISP
Gateway Address-

Primary
DNS Address-

Secondary
DNS Address-

MTU-

A O

High-Speed 2.4GHz Wireless Router

Buflding Networls for People

DI-624 l

Home Advanced  Tools Status Help

Please select the appropriate option to connect to your ISP,
re—
Wizard Chooge this option to obtain an IP address automatically

O Dynamic IP Address
fram your ISP. (For most Cable modem users)

Choose this option to set static [P information provided to
you by your ISP

P & Static IP Address
Wireless

) PPPoE Choose this option if your ISP uses PPPoE. (For most
DSL users)
W, 3 Others PPTP and BigPond Cahle
O PPTP (for Europe use only)

Y

IP Address 1_U_U 0 U| _‘ (assigned by your I5F)
Subnet Mask lonoo |
’— L
DHCP Fr————————
ISP Gateway Address 0000 ]
Primary DNS Address nooo |
Secondary DNS Address g_n_p_ﬁ - 7\ (optional)

Apply Cancel Help

Choose Static IP Address if all WAN IP information is provided to
you by your ISP. You will need to enter in the IP address, subnet
mask, gateway address, and DNS address(es) provided to you
by your ISP. Each IP address entered in the fields must be in the
appropriate IP form, which are four octets separated by a dot
(x.x.x.x). The Router will not accept the IP address if it is not in
this format.

Input the public IP Address provided by your ISP.

Input your Subnet mask. (All devices in the network must have
the same subnet mask.)

Input the public IP address of the ISP to which you are
connecting.

Input the primary DNS (Domain Name Server) IP address
provided by your ISP.

This is optional.

Enter an MTU value only if required by your ISP. Otherwise, leave
it at the default setting. 15



Using the Configuration Menu (continued)

Please be sure to
remove any
existing
PPPoE client
software
installed on your
computers.

Choose PPPoE (Point
to Point Protocol over
Ethernet) if your ISP
uses a PPPoE con-
nection. Your ISP will
provide you with a
username and pass-
word. This option is
typically used for DSL
services. Select Dy-
namic PPPoE to ob-
tain an IP address au-
tomatically for your
PPPoE connection.
Select Static PPPoE
to use a static IP ad-
dress for your PPPoE
connection.

PPPOE-

User Name-

Retype Password-

Service Name-
IP Address-

Primary DNS
Address-

Secondary DNS
Address-

Home > WAN > PPPoE

D-Link =Y
12-LA11IC .Alﬂ',l:'5 lus "
High-Speed 2.4GHz Wireless Router
D1-62 ;
‘? l BT Advanced BRI Status Help

Please select the appropriate option to connect to your ISP,
e

Wizard Choose this option to obtain an [P address automatically
frarn your ISP, (For most Cable modem users)
Choose this option to set static IP information provided ta
you by your ISP
Choose this option if your ISP uses PPPoE. (For most
DSL users)
PPTP and BigPond Cable

(for Europe use only)

© Dynamic P Address

] O Static IP Address

Wireless
@ PPPoE

O Others
O PPTP

1< B

LAN
& Dynamic PPPoE O Static PPPoE
User Mame 1

DHCP ‘

Password

Retype Passward

Serice Mame | | (optional)

P Address [pono |
Primary DNS Address ii [ \

Secondary DNS Address 7‘ {optional)y

Maximurn Idle Time U | Minutes

MTU 1492 |

Auto-reconnect @ Enabled O Disabled

@ 90

Apply Cancel Help

Choose this option if your ISP uses PPPoE. (Most DSL users
will select this option.)

Dynamic PPPoE-receive an IP Address automatically from your ISP.
Static PPPoE-you have an assigned (static) IP Address.

Your PPPoE username provided by your ISP.

Re-enter the PPPoE password

Enter the Service Name provided by your ISP (optional).

This option is only available for Static PPPoE. Enter the static IP
Address for the PPPoE connection.

Primary DNS IP address provided by our ISP

This option is only available for Static PPPoE. Enter the static IP
Address for the PPPoE connection.

(Continued on the next page) 16



Using the Configuration Menu (continued)

Home > WAN > PPPoE continued

MTU- Maximum Transmission Unit-1492 is the default setting-you may
need to change the MTU for optimal performance with your
specific ISP.

Auto-reconnect- If enabled, the DI-624 will automatically connect to your ISP af-
ter your system is restarted or if the PPPoE connection is dropped.

Home > LAN
-
D-Link A
Bullding Nﬂml!}h% A”.xpTlﬂLIE%E G""
High-Speed 2.4GHz Wireless Router
DI-624
‘ | L LT Advanced  Tools Status Help
T;m IF-‘- ald.‘rd-;e.ss of the DI-624.
= o
IP Address 192.168.0.1
Subnet Mask 256.255.265.0
ocal Domain Name | (optional)
pr— @ 0O

WAN Apply Cancel Help

DHCP

Bk

LAN is short for Local Area Network. This is considered your internal network. These are
the IP settings of the LAN interface for the DI-624. These settings may be referred to as
Private settings. You may change the LAN IP address if needed. The LAN IP address is
private to your internal network and cannot be seen on the Internet.

IP Address- The IP address of the LAN interface. The default IP address is:
192.168.0.1

Subnet Mask- The subnet mask of the LAN interface.
The default subnet mask is 255.255.255.0

Local Domain- This field is optional. Enter in the local domain name.

17



Using the Configuration Menu (continued)

Home > DHCP
- 2 5 —_— >
el s AL
TIREME,
High-Speed 2.4GHz Wireless Router
DI-624 [ "
‘\ Home Advanced  Tools Status Help
The DI-E24 can be setup as a DHCP Server to distribute P addresses to the LAN
o
DHCP Server @ Enabled € Disabled
o ——— Starting IP Address 192168 .0, |100
' Wireless
Ending IP Address 192 168 . 0 W
i Lease Time 1 Week »
e
_— 9 ©0O
Apply Cancel Help
LAN

Host Name  IP Address MAC Address Expired Tirme
DHCP unknown  152.168.0.101  00-50-BA-7D-E5-E1 Tanf03/2003 17.0%:05

{

DHCP stands for Dynamic Host Control Protocol. The DI-624 has a built-in DHCP server.
The DHCP Server will automatically assign an IP address to the computers on the LAN/
private network. Be sure to set your computers to be DHCP clients by setting their TCP/
IP settings to “Obtain an IP Address Automatically.” When you turn your computers on,
they will automatically load the proper TCP/IP settings provided by the DI-624. The
DHCP Server will automatically allocate an unused IP address from the IP address pool
to the requesting computer. You must specify the starting and ending address of the IP
address pool.

DHCP Server- Select Enabled or Disabled. The default setting is Enabled.
Starting

IP Address- The starting IP address for the DHCP server's IP assignment
Ending

IP Address- The ending IP address for the DHCP server’s IP assignment
Lease Time- The length of time for the IP lease. Enter the Lease time. The

default setting is one hour

18



Using the Configuration Menu (continued)

Advanced > Virtual Server

D-Link AirPlus, _ —~-
High-Speed 2.4GHz Wireless Router
DI-624 ~ -
‘ l BT Advanced BPTIE Status Help
- \/\.nruai S‘e.rv:e.r.\s used to allow Internet users access to LAN serices
thkoszeliz]  Enabled © Disabled

! Name | Clear
—
Applicotions Pt [

Protocal Type  |TCP =

Filters Private Port

Public Port

Flrewul! Scheduls T Always

© From time |00 =] : |00 =] |Am =] to |00 =] : |00 =] [Am =

I -DMZ day |Sun =] to|Sun ¥

e K

Performance
Jirty envE s Apply Cancel Help

Mame Private IP Protocal Schedule

™ Virual Server FTP 0.000 TCP 21421 ahways ]
™ ‘Virtual Server HTTP 0ooo TCP BO/E0 always Eii]
I Wittual Server HTTPS 0000 TCP 4434443 ahways Ei|
™ Wirtual Server DNS 0000 UDP 53/53 always Eii

The DI-624 can be configured as a virtual server so that remote users accessing Web
or FTP services via the public IP address can be automatically redirected to local
servers in the LAN (Local Area Network).

The DI-624 firewall feature filters out unrecognized packets to protect your LAN
network so all computers networked with the DI-624 are invisible to the outside world.
If you wish, you can make some of the LAN computers accessible from the Internet
by enabling Virtual Server. Depending on the requested service, the DI-624 redirects

the external service request to the appropriate server within the LAN network.

The DI-624 is also capable of port-redirection, meaning incoming traffic to a particular
port may be redirected to a different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the
Virtual Servers List. There are pre-defined virtual services already in the table. You
may use them by enabling them and assigning the server IP to use that particular
virtual service.

19




Using the Configuration Menu (continued)

Advanced > Virtual Server continued

Virtual Server-
Name-

Private IP-

Protocol Type-

Private Port-

Public Port-

Schedule-

Example #1:

Select Enabled or Disabled.
Enter the name referencing the virtual service.

The server computerin the LAN (Local Area Network) that will be
providing the virtual services.

The protocol used for the virtual service.

The port number of the service used by the Private IP computer.

The port number on the WAN (Wide Area Network) side that will
be used to access the virtual service.

The schedule of time when the virtual service will be enabled.
The schedule may be set to Always, which will allow the
particular service to always be enabled. If it is set to Time,
select the time frame for the service to be enabled. If the
system time is outside of the scheduled time, the service will
be disabled.

If you have a Web server that you wanted Internet users to
access at all times, you would need to enable it. Web
(HTTP) serveris on LAN (Local Area Network) computer
192.168.0.25. HTTP uses port 80, TCP.

Name: Web Server

Private IP: 192.168.0.25

Protocol Type: TCP

Private Port: 80

Public Port: 80

Schedule: always

20



Using the Configuration Menu (continued)
Advanced > Virtual Server continued

Virtual Servers List
[Harme Prvate IP Protocol schedule
K “irtual Server HTTP 192.168.0.25 TCP 80430 abways LT

? Click on this icon to edit the virtual service

It 1! Click on this icon to delete the virtual service

Example #2:

If you have an FTP server that you wanted Internet users to access by WAN port
2100 and only during the weekends, you would need to enable it as such. FTP
server is on LAN computer 192.168.0.30. FTP uses port 21, TCP.

Name: FTP Server
Private IP: 192.168.0.30
Protocol Type: TCP
Private Port; 21

Public Port: 2100

Schedule: From: 01:00AM to 01:00AM, Sat to Sun
All Internet users who want to access this FTP Server
must connect to it from port 2100. This is an example of

port redirection and can be useful in cases where there
are many of the same servers on the LAN network.

21



Using the Configuration Menu (continued)
Advanced > Applications

AirrPlus g
TREME
High-Speed 2.4GHz Wireless Router

[ Home JWY.UURVEE Tools  Status Help

Bpeciai Application is used to run applications that require multiple connections
[o—
€ Enabled © Disabled
Mame | Clear
Applications. ‘ Trigger Part l_ + ’_
. - Trigger Type TCP =
Filters Public Part |
Fublic Type TCP =
| Firewall @ d 0
Special Applications List Apply Cancel Help
ve—— MNAME Trigger Public -
DMz I Battle.net 6112 6112 il
I™ Dialpad F175 51200-51201,51210 )]
Pl FICUI 2019 2000-2038,2050-2051,2069,2085,3010-3030  [45]
[yt ™ MEN Gaming Zone 47624 2300-2400,28200-29000 B
T PC-to-Phone 1205312120,12122,24150-24220 i
™ Quick Time 4 554 6570-65%% 2]

Some applications require multiple connections, such as Internet gaming, video
conferencing, Internet telephony and others. These applications have difficulties
working through NAT (Network Address Translation). Special Applications makes
some of these applications work with the DI-624. If you need to run applications that
require multiple connections, specify the port normally associated with an application
in the “Trigger Port” field, select the protocol type as TCP or UDP, then enter the
public ports associated with the trigger port to open them for inbound traffic.

The DI-624 provides some predefined applications in the table on the bottom of the
web page. Select the application you want to use and enable it.

Note! Only one PC can use each Special Application tunnel.

Name: This is the name referencing the special application.

Trigger Port: This is the port used to trigger the application. It can be either
a single port or a range of ports.

Trigger Type: This is the protocol used to trigger the special application.

Public Port: This is the port number on the WAN side that will be used to

access the application. You may define a single port or a
range of ports. You can use a comma to add multiple ports or
port ranges.

Public Type: This is the protocol used for the special application.
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Using the Configuration Menu (continued)

Advanced > Filters > IP Filters

D-Link

Bullding Networks for People

D624 |
© -

Virtual Server

i
o
Filters
sl
—

Applications

Firewall

DMZ

" Performance

[

Tjdlrjpﬁ IL;_% -

High-Speed 2.4GHz Wireless Router
[ Home VG IR Tools Status  Help

Filters are used to allow or deny LAM users from accessing the Internet.

& |P Filters © URL Blocking
' MAC Filters " Daomain Blacking

Use IP Filters to deny LAN IP addresses access to the Internet.

€ Enabled C Disahled Clear

P H|
F'ortl _|
Protocol Type ITCF‘ 'l

Schedule © Always
F(:Om time {00 =] . 00 =| [AM =] 1o |00 =] - [00 = [aM =]
daylSun 'ltngUn 'l
9 90O

Apply Cancel Help

IP Range Protocol Schedule

5 * TCP 20-21 always )]
= # TCP 80 always i)

Filters are used to deny or allow LAN (Local Area Network) computers from accessing
the Internet. The DI-624 can be setup to deny internal computers by their IP or MAC
addresses. The DI-624 can also block users from accessing restricted web sites.

IP Filters:

IP:

Port:

Protocol Type:

Schedule:

Use IP Filters to deny LAN IP addresses from accessing the
Internet. You can deny specific port numbers or all ports for
the specific IP address.

The IP address of the LAN computer that will be denied
access to the Internet.

The single port or port range that will be denied access to the
Internet.

Select the protocol type.
This is the schedule of time when the IP Filter will be enabled.
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Using the Configuration Menu (continued)

Advanced > Filters > URL Blocking

D;Linlk A G
High-Speed 2.4GHz Wireless Router

BT Advanced  EPTSE Status Help

DI-624 I

Filters are used to allow or deny LAM users from accessing the Intemet.

IYirtuatServer © IP Filters @ URL Blocking
O MAC Filters O Domain Blocking

Applications IR

IRL Blocking

1]y

Block those URLs which contain keywoards listed below,

Filters & Enabled O Disabled

_——

T .
laaaa |
|

" Firewall

DMZ

9 OO0

Apply Cancel Help
Performance

i

URL Blocking is used to deny LAN computers from accessing specific web sites by
the URL. AURL is a specially formatted text string that defines a location on the
Internet. If any part of the URL contains the blocked word, the site will not be
accessible and the web page will not display. To use this feature, enter the text string
to be blocked and click Apply. The text to be blocked will appear in the list. To
delete the text, just highlight it and click Delete.

Filters- Select the filter you wish to use; in this case, URL Blocking
was chosen.

URL Blocking- Select Enabled or Disabled.

Keywords- Block URLs which contain keywords listed below.

Enter the keywords in this space.
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Using the Configuration Menu (continued)
Advanced > Filters > MAC Filters

D-Link —AJi
D-Link A

High-Speed 2.4GHz Wireless Router

" Home NI Tools  Status  Help 1

Filters are used to allow or deny LAN users from accessing the Internet.

DL.624 |

¥iug) Secver © IP Filters © URL Blocking
@ MAL Filters ) Domain Blocking

Applications
MAL Filters

Use MAC address to allow or deny computers access to the network.

© Disahled MAC Filters
@ Only allow computers with MAC address listed below to access the network
 Orily deny computers with MAC address listed below to access the network

1 .
Firewall Narme [MAC filter 1 [ Clear ]

L]

MAC Aderess[on |0 |-[@0 |-fa1 |-[5 |-[od |

DHCP Client | ]

" Performance o @ o

MAC Filter List ) Apply Cancel Help
Name MAC Address

DMZ

-

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network)
computers by their MAC addresses from accessing the Network. You can either manually
add a MAC address or select the MAC address from the list of clients that are currently
connected to the Broadband Router.

Filters- Select the filter you wish to use; in this case, MAC filters was
chosen.

MAC Filters- Choose Disable MAC filters; allow MAC addresses listed be-
low; or deny MAC addresses listed below.

Name- Enter the name here.

MAC Address- Enter the MAC Address.

DHCP Client- Select a DHCP client from the pull-down list; click Clone to
copy that MAC Address.
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Using the Configuration Menu (continued)
Advanced > Filters > Domain Blocking

?jdiir"',lﬂ5 |I.5' —r"

High-Speed 2.4GHz Wireless Router
[ Home JVCCUER Tools Status Help

DI-624 |

Filters are used to allow or deny LAN users from accessing the Internst.

1]

e R aeTver O IP Filters © URL Blocking
) MAC Filters @ Domain Blocking
Applications Boiain Bioiking
) Disabled
Filters & Allow users to access all domains except "Blocked Damains”
) Deny users to access all domains except "Permitted Damains”

nains

Firewall r :
- |waeie.cllink. corm| |
i
———
- DMZ
Blocked Domains
| =
B

Domain Blocking is used to allow or deny LAN (Local Area Network) computers from
accessing specific domains on the Internet. Domain blocking will deny all requests to a
specific domain such as hitp and ftp. It can also allow computers to access specific

sites and deny all other sites.

Filters- Select the filter you wish to use; in this case, Domain Blocking
. . was chosen.
Domain Blocking-
Disabled- Select Disabled to disable Domain Blocking.
Allow- Allows users to access all domains except Blocked Domains.
Deny- Denies users access to all domains except
Permitted Domains.
Permitted
Domains- Enter the Permitted Domains in this field.

Blocked Domains- Enter the Blocked Domains in this field.
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Using the Configuration Menu (continued)

Advanced > Firewall

D-Link ArRlus -
High-Speed 2.4GHz Wireless Router

[ Home BYTITUTIN Tools Status Help

Firewall Rules
Firewall Rules can be used to allow or deny traffic from passing through the DHG24,

“VirtualServer

DI-624 ‘
“
il

¢ Enabled ¢ Disabled

Mame Clear

Applications Action © Allow © Deny
Interface IP Range Stat  IP Range End Protocal Port Range

Source I* jl I
fore
RNt Destination |' ;“ | |TCP j 5
Schedule € Always
Firewall € From titme |00 x| |00 =] |AM =] 1o {00 =} : |00 =f |AM =
day [Sun x]to|Sun ¥
DMZ @ 90
Firewall Rules List Apply Cancel Help
——— Action  Name Source  Destination Protocol
Performance 7 Allow  Allow to Ping WAN port WVAN T LAN 192 168.0.1 cMPg (4
@ Deny Default X LAN* [N E1
7 Allow  Default LANEE: PO~

Firewall Rules is an advanced feature used to deny or allow traffic from passing
through the DI-624. It works in the same way as IP Filters with additional settings.
You can create more detailed access rules for the DI-624. When virtual services are
created and enabled, it will also display in Firewall Rules. Firewall Rules contain all
network firewall rules pertaining to IP (Internet Protocol).

In the Firewall Rules List at the bottom of the screen, the priorities of the rules are
from top (highest priority) to bottom (lowest priority.)

Note:

The DI-624 MAC Address filtering rules have precedence over the Firewall Rules.

Firewall Rules-
Name-

Action-
Source-

Destination-

Schedule-

Enable or disable the Firewall

Enter the name
Allow or Deny
Enter the IP Address range

Enter the IP Address range; the Protocol;
and the Port Range

Select Always or enter the Time Range.

27



Using the Configuration Menu (continued)

Advanced > DMZ

D-Link

Buflding Networks for People

‘:'Alr-’ Pﬁ |L‘IE%’ -

High-Speed 2.4GHz Wireless Router

DI-624 - -
l [ Home IV ER Tools Status Help

DMZ [Demilitarized Zone) is used to allow & single computer on the LAN to be exposed to

the Internet,
"Virtual Server

€ Enabled * Disablad

IP Address 192 168 .0, |D

Applicalions

Filters a ‘Q c

Apply Cancel Help

Firewall

Performance

[l [

If you have a client PC that cannot run Internet applications properly from behind the
DI-624, then you can set the client up for unrestricted Internet access. It allows a
computer to be exposed to the Internet. This feature is useful for gaming purposes.
Enter the IP address of the internal computer that will be the DMZ host. Adding a
client to the DMZ (Demiilitarized Zone) may expose your local network to a variety of

security risks, so only use this option as a last resort.

DMZz- Enable or Disable the DMZ. The DMZ (Demilitarized Zone)
allows a single computer to be exposed to the internet. By
default the DMZ is disabled.

IP Address- Enter the IP Address of the computer to be in the DMZ.
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Using the Configuration Menu (continued)

Wireless
Performance-

Displayed in this window are
the Wireless Performance
features for the Access Point Fhpiations’
portion of the DI-624.

- Preamble Type : & Short Preamble & Long Preamble
Tx Rates Firewall S3ID Broadeast . & Enabled O Disabled
Auto is the default selection. ’ 802.11g Only Mode : © Enabled @ Disabled

CTS Mode : O None O Always & Auto
Select from the drop down i Super & Wi [ Super G with Dynermic Turbo ]
menu.

Beacon Interval-

RTS Threshold-

Fragmentation-

DTIM interval-

Preamble Type-

SSID Broadcast-

Advanced > Performance

D-Link AirRlus
Butlding Networks for People WEMEG”'
High-Speed 2.4GHz Wireless Router
DI-624 ¥ :
| ivences T

Yr

Virlual Server

These ara the Wirsless Performance features for the AP(Access Point) Portion

T Rate [ Autn ¥ |(0bpe)

Beacon interval \_ :(mSEE, range:20~1000, default:100)

RTS Threshold - [2348 ;I(range 1~2346, default:2345)
Fragmentation :273‘@ I (range: 256~2346, default: 2345, even number anly)

Fitters DTMinterval : 1| grange: 1~255, defeult:1)

i

2 90

Performance s
' =M% Apply Cancel Help

Beacons are packets sent by an Access Point to synchronize a
wireless network. Specify a value. 100 is the default setting and
is recommended.

This value should remain at its default setting of 2432. If inconsis-
tent data flow is a problem, only a minor modification should be
made.

The fragmentation threshold, which is specified in bytes, deter-
mines whether packets will be fragmented. Packets exceeding
the 2346 byte setting will be fragmented before transmission.
2346 is the default setting.

(Delivery Traffic Indication Message) 3 is the default setting. A
DTIM is a countdown informing clients of the next window for
listening to broadcast and multicast messages.

Select Short or Long Preamble. The Preamble defines the
length of the CRC block (Cyclic Redundancy Check is a com-
mon technique for detecting data transmission errors) for com-
munication between the wireless router and the roaming wire-
less network adapters. Note: High network traffic areas should
use the shorter preamble type.

Choose Enabled to broadcast the SSID across the network.
All devices on a network must share the same SSID (Service
Set Identifier) to establish communication. Choose Disabled
if you do not wish to broadcast the SSID over the network.
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Using the Configuration Menu (continued)

Advanced > Performance (continued)

802.11g only mode- Select this mode to restrict your network to only those devices

CTS Mode-

Super G Mode-

Disabled-

Super G without
Turbo-

Super G with
Dynamic Turbo-

Super G with
Static Turbo-

that employ the 802.11g standard. Enabling this mode will en-
sure that you maintain the highest connectivity rate, unhampered
by any connection to an 802.11b device.

CTS (Clear To Send) is a function used to minimize collisions
among wireless devices on a wireless local area network (LAN).
CTS will make sure the wireless network is clear before a wire-
less client attempts to send wireless data. Enabling CTS will
add overhead and may lower wireless throughput.

None- CTSistypically usedin a pure 802.11g environment.
If CTS is set to “None” in a mixed mode environment
populated by 802.11b clients, wireless collisions may
occur frequently.

Always- CTS will always be used to make sure the wireless
LAN is clear before sending data.

Auto- CTS will monitor the wireless network and automati-
cally decide whether to implement CTS based on
the amount of traffic and collisions that occurs on
the wireless network.

Super G is a group of performance enhancement features that
increase end user application throughputin an 802.11g network.
Super G is backwards compatible to standard 802.11g devices.
For top performance, all wirelss devices on the network should
be Super G capable. Select either Disabled, Super G without
Turbo, Super G with Dynamic Turbo, or Super G with Static Turbo.

Standard 802.11g support, no enhanced capabilities.

Capable of Packet Bursting, FastFrames, Compression, and no
Turbo mode.

Capable of Packet Bursting, FastFrames, Compression, and
Dynamic Turbo. This setting is backwards compatible with non-
Turbo (legacy) devices. Dynamic Turbo mode is only enabled
when all nodes on the wireless network are Super G with Dy-
namic Turbo enabled.

Capable of Packet Bursting, FastFrames, Compression, and
Static Turbo. This setting is not backwards compatible with non-
Turbo (legacy) devices. Static turbo mode is always on and is
only enabled when all nodes on the wireless network is Super G
with Static Turbo enabled. 30



Using the Configuration Menu (continued)

Tools> Admin

Mewy Pagsword [rrmmrerrsres
Confirm Paggward [Forsss

User (The Login name is "user')

System Maw Pagsword [
Confitrn Pasgword [Frrrere=s

- e
D-Link Al
et A ("
High-Speed 2.4GHz Wireless Router
DI-624 l
® L, Stotus___Help |
= * Administrator Settings
Ad ors can change their login password
I Admin Administrator (The Login Name is *admin”)
—

Time

' Firmware

e — " Enabled & Disabled
" Misc. IP Address |

Port [8080 =

LED

290

Apply Cancel Help

At this page, the DI-624 administrator can change the system password. There are two
accounts that can access the Broadband Router’'s Web-Management interface. They
are admin and user. Admin has read/write access while user has read-only access. User
can only view the settings but cannot make any changes.

Administrator- admin is the Administrator login name
Password- Enter the password and enter again to confirm
User- user is the User login name

Password- Enter the password and enter again to confirm

Remote Management- Remote management allows the DI-624 to be configured from
the Internet by a web browser. A username and password is still required to access the
Web-Management interface. In general, only a member of your network can browse the
built-in web pages to perform Administrator tasks. This feature enables you to perform
Administrator tasks from the remote (Internet) host.

IP Address- The Internet IP address of the computer that has access to the Broadband
Router. If you input an asterisk (*) into this field, then any computer will be able to access
the Router. Putting an asterisk (*) into this field would present a security risk and is not
recommended.

Port- The port number used to access the Broadband Router.

Example- http://x.x.x.x:8080 where x.x.x.x is the WAN IP address of the Broadband
Router and 8080 is the port used for the Web-Mangement interface.
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Using the Configuration Menu (continued)

Tools > Time

D-Link —AirPlus

Bufllding Networks for People EMEG’"
High-Speed 2.4GHz Wireless Router
DI-624 - -
. | Toos IS
1 ,Set;he DI-624 system time.
-
| Local Time Dec/27/2002 17:31:51
Time Zone [(GMT08:00) Paciic Tine (US & Canada) =
Default NTP Server l—(opmonal)
FEhE s Year |2002 ¥| Month |Dec = Day'ﬂ
Hnurm Minute ,ﬂ Second IE
© Enabled & Disabled
Daylight Saving seart Fian B m i [T BB m
= B
9 © O
Apply Cancel Help
Time Zone- Select the Time Zone from the pull-down menu.
Default
NTP Server- NTP is short for Network Time Protocol. NTP synchronizes com-
puter clock times in a network of computers.
This field is optional.
Set the Time- To manually input the time, enter the values in these fields for
the Year, Month, Day, Hour, Minute, and Second. Click Set Time.
Daylight To select Daylight Saving time manually, select enabled or dis-
Saving- abled, and enter a start date and an end date for daylight saving

time.

32



Using the Configuration Menu (continued)

Tools > System

D-Link

Buflding Networks for People

‘-"Air,l-'-'ﬁ "}'5-%, -

High-Speed 2.4GHz Wireless Router

[_Home _ AdvancediiliE (YR Status_ Help |

|

System Settings

Save Settings To Local Hard Drive

Save |

Load Settings Fraom Local Hard Drive

| Browse |
Load

Restare To Factory Default Settings
Restore |

Help

The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file can be loaded back on the Broadband Router. To reload
a system settings file, click on Browse to browse the local hard drive and locate the
system file to be used. You may also reset the Broadband Router back to factory set-
tings by clicking on Restore.

Save Settings to
Local Hard Drive- Click Save to save the current settings to the local Hard Drive

Load Settings from
Local Hard Drive- Click Browse to find the settings, then click Load

Restore to Factory
Default Settings- Click Restore to restore the factory default settings
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Using the Configuration Menu (continued)

Tools > Firmware

D-Link A
Building Networks for People A”'MPI’ETIE%’E G"’

High-Speed 2.4GHz Wireless Router

Tools N Help

Firmware Upgrade

DI-624 l

There may be new firmware for your D624 to improve functionality and performance.
Admin Click here to check for an upgrade an our support site,

P To upgrade the firrmware, locate the upgrade file on the local hard drive with the Browse

button. COnce you have found the file to be used, click the Apply button below to start the

firrmware upgrade.

I

Current Firmware Version: 1.00
Firmware Date: Tue, 24 Dec 2002

| it |
Firmware 0 Q o

Apply Cancel Help

© Misc,

i

You can upgrade the firmware of the Router here. Make sure the firmware you want to
use is on the local hard drive of the computer. Click on Browse to browse the local hard
drive and locate the firmware to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware up-
grades to your hard drive from the D-Link support site.

Firmware Upgrade-Click on the link in this screen to find out if there is an updated
firmware; if so, download the new firmware to your hard drive.

Browse- After you have downloaded the new firmware, click Browse in

this window to locate the firmware update on your hard drive.
Click Apply to complete the firmware upgrade.
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Using the Configuration Menu (continued)

Ping Test-

Restart
Device-

Block
WAN
Ping-

UPNP-

Gaming
Mode-

Dynamic
DNS-

VPN
Pass
Through-

Tools > Misc

The Ping Test is used to =

send Ping packets to test if W = :’%G‘

a computer is on the gt
Internet. Enter the IP Ad- SnoheY e V.
dress that you wish to Ping, ' ezt

and click Ping. ——-

Click Reboot to restart the
DI-624.

e by DEEDL

B *

If you choose to block WAN bt © Dt
Ping, the WAN IP Address
of the DI-624 will not respond
to pings. Blocking the Ping
may provide some extra se-
curity from hackers.

Discard Ping from
WAN side-

Click Enabled to block the
WAN ping.

To use the Universal Plug and Play feature click on Enabled. UPNP
provides compatibility with networking equipment, software and periph-
erals of the over 400 vendors that cooperate in the Plug and Play forum.

Gaming mode allows a form of pass-through for certain Internet Games.
If you are using Xbox, Playstation2 or a PC, make sure you are using
the latest firmware and Gaming Mode is enabled. To utilize Gaming
Mode, click Enabled. If you are not using a Gaming application, it is
recommended that you Disable Gaming Mode.

Dynamic Domain Name System is a method of keeping a domain name
linked to a changing IP Address. This is a useful feature since many
computers do not use a static IP address.

The DI-624 supports VPN (Virtual Private Network) pass-through
for both PPTP (Point-to-Point Tunneling Protocol) and IPSec
(IP Security). Once VPN pass-through is enabled, there is no
need to open up virtual services. Multiple VPN connections can
be made through the DI-624. This is useful when you have many
VPN clients on the LAN network.

PPTP- select Enabled or Disabled

IPSec- select Enabled or Disabled 35



Using the Configuration Menu (continued)

Status > Device Info

D Link AiRlus o
High-Speed 2.4GHz Wireless Router

Home  Advanced  Tools Status m_

DI-624 l

Firmware Version: 1.00 , Tue, 24 Dec 2002
LAN
MAC Address 00-03-2F-FF-FO-85

Device Info

IP Address 192.168.0.1

L
Subnet Mask 255255 255 [0

DHCP Server Enabled
Stats

WA

P MAC Address 00-03-2F-FF-F0-85
Wireless

HEEY-

Connection DHCP Client Connected  DHCP Release DHEZF Renew

IP Address 10.80.1.94
Subnet Mask 255000
Default Gateway 10.10.10.100
DNS 10.10.10.41 10.10.10.45 192.152.81.1

Wireless 802 11g
MAC Address 00-60-63-06-00-32
SSID GiGi

This page displays the current information for the DI-624. It will display the LAN, WAN
and MAC address information.

If your WAN connection is set up for a Dynamic IP address then a Release button and
a Renew button will be displayed. Use Release to disconnect from your ISP and use
Renewto connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button
will be displayed. Use Disconnect to drop the PPPoE connection and use Connect to
establish the PPPoE connection.

This window will show the DI-624’s working status:

WAN IP Address: WAN/Public IP Address
Subnet Mask: WAN/Public Subnet Mask
Gateway: WAN/Public Gateway IP Address
Domain Name Server: WAN/Public DNS IP Address
WAN Status: WAN Connection Status

LAN IP Address: LAN/Private IP Address of the DI-624
Subnet Mask: LAN/Private Subnet Mask of the DI-624

Wireless MAC Address: Displays the MAC address
SSID: Displays the current SSID
Channel: Displays the current channel
WEP: indicates whether WEP is enabled or disabled
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Using the Configuration Menu (continued)
Status > Log

D-Link

Buflding Networks for People

High-Speed 2.4GHz Wireless Router
DI-624
; I Home Advanced Tools Status m

“ = View Log

Wiew Log displays the activities occurring on the DIG24. Click on Log Settings for advance

e features.
Device Info

First Page Last Page Frevious | N_e:nl Cl_earl Log Settings | Help
Log page 1 of 1
Time Message Source Diestinatian Mote
———— Dec/27/2002 17:09:11 DHCT Request success 10.80.1.94
' Stats Dec/27/2002 17:09:11  DHCP Request 10.80.1.%4
P Dec/27/2002 17:09:11 DHCP Discowver

Decf27/2002 170907 System started
I Wireless Dec/27/2002 17:09:07  DHCP Discover

The Broadband Router keeps a running log of events and activities occurring on the
Router. If the device is rebooted, the logs are automatically cleared. You may save the log
files under Log Settings.

View Log- First Page - The first page of the log
Last Page - The last page of the log
Previous - Moves back one log page
Next - Moves forward one log page
Clear - Clears the logs completely
Log Settings - Brings up the page to configure the log
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Using the Configuration Menu (continued)

Status > Log > Log Settings

::dlrJPﬁ Il.}___% G

High-Speed 2.4GHz Wireless Router
Home  Advanced Tols - Status m

Log settings

Logs can be saved by sending it to an admin email address.

DL624 |
_—
Device Info
- SMTP Setver / IP Address |
I Log Email Address [ Send Mail MNaw
Log Type ¥ System Activity
ST —— ™ Debug Infarmatian
* Stats
v Attacks
!M—! [" Dropped Packets
b ¥ Natice

9 90O

Apply Cancel Help

Not only does the Broadband Router display the logs of activities and events, it can be
setup to send these logs to another location.

SMTP Server/

IP Address - The address of the SMTP server that will be used to send the
logs.
Email Address - The email address to which the logs will be sent.

Click on Send Mail Now to send the email.
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Using the Configuration Menu (continued)
Status > Stats

D-Link —
Buflding Networks for People Ai%%EG“

High-Speed 2.4GHz Wireless Router
Home Advanced Toolé- Status l!!!_

DI-624 l

il

Traffic Statistics

Traffic Statistics display Receive and Transmit packets passing through the DI-E24.
f—
Device Info Refresh | Reset | O
Help
; Log Recaive Transmit
VAN 3964 Packets 277 Packets
Stats

LAN 1317 Packets 2321 Packets
WIRELESS 119 5953 Packets 0 Packets

————

The screen above displays theTraffic Statistics. Here you can view the amount of pack-
ets that pass through the DI-624 on both the WAN and the LAN ports. The traffic counter
will reset if the device is rebooted.

Status > Wireless

D-Link

Building Networks for People

=‘A!I.|rrjl='5 IL‘IE_%, "

High-Speed 2.4GHz Wireless Router

Home Advanced _Tls Status m

DI-624 |

" == Connected Wireless Client List
The Wireless Client table below displays Wireless clients Connected to the AP O

T int).

 Daviea tnfo (Access Point) Help
Cannected Time MAC Address hlada

FR—
" Log

—a

Wireless

The wireless client table displays a list of current connected wireless clients. This
table also displays the connection time and MAC address of the connected wireless
client.

Click on Help at any time, for more information. 39



Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work, using
Microsoft Windows XP.

Note: Please refer to websites such as http.//www.homenethelp.com

and http.//www.microsoft.com/windows2000 for information about networking

computers using Windows 2000, ME or 98.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Metwork Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you set up this computer to wn on your
network. "With a network, you can:

+ Share an Internet connection

+ Set up Intemet Connection Firewall
+ Share filez and folders

+ Share a printer

To continue, click Mest.

When this screen appears, Click Next.
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Networking Basics

Please follow all the instructions in this window:

Network Setup Wizand
Before you continue.__ %

Before you continue, review the checklist for.creating a netwark

Then, complete the following steps:

* |nstall the network cards, modemes, and cables.

+ Turmn on all computers, printers, and external modemms.
+ Connect to the Internet,

Wwhen you click Mest, the wizard will zearch for a shared Internet connection on your netwaork,

[ < Back l Mest » ]l[ Cancel ]

Click Next.

In the following window, select the best description of your computer. If your computer
connects to the internet through a gateway/router, select the second option as shown.

Metwork Setup Wizard
Select a connection method. %

Select the statement that best describes thiz computer;

(0 Thiz computer connects directly to the Intermet. The other computers on my network connect
to the Internet through thiz computer.

Wiew an example,

tial Qateway.
Wigw an example.
——

() Other

(2){Thiz computer connects to the Intemet thraugh anather camputer on my netwark or thraugh':

Learn mare about home ar small office network configurations.

< Back i Mext > ' Cancel

Click Next.
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Enter a Computer description and a Computer name (optional.)

Click Next.

Network Setup Wizard
Give this computer a description and name._

[Qomputer description: Mary's Computer ]

E samples: Family B oo Computer or Monica's Complter

[. Computer name; Office | ]
Erampies: FAMILT of MOMICE

The cument computer name is  Office

Learn more about computer names and descriptions.

< Back l Mext = | Cancel

Enter a Workgroup name. All computers on your network should have the same
Workgroup name.

Click Next.

Metwork Setup Wizard

Mame your network.

MHame pour netwark. by specifying a workgroup name below. Al computers on your nebwork.
should have the same work group name.

Workgroup name: | Accounting

Esamples HOME or OFFICE

< Back Mewt » Cancel
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Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings...

The wizard will apply the following settings. Thiz process map take a few minutes to complate
and cannot be interrupted.

Seftings: i
Metwork settings: ~
Computer description: Mary's Computer

Computer name; Office

‘wiorkaroup name: Accounting

The Shared Documents folder and any printers connected ta this computer have been

shared.

To apply these settings, click Mest.

pr—
[ % Back I| Mest » ][ Cancel
—_—

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait...

Fleaza wait whils the wizard configures thiz computer for home or zmall office netwarking, This
process may take a few minutes.

3 2
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In the window below, select the option that fits your needs. In this example, Create a
Network Setup Disk has been selected. You will run this disk on each of the

computers on your network. Click Next.

Metwork Setup Wizard

You're almost done...

® - Youneed to run the Metwaork Setup 'wizard once on each of the computers an your
Hl,) network, To run the wizard on computers that are not running *Windows 2P, you can use
the ‘Windowsz =P CD or a Nebwork Setup Dizgk.

“what do you want to do?

@EEreate a Metwork Setup Dizk:

O Uge the Metwork Setup Dizk | already have
(3 Uze my Windaws ¥P CD

(0 Just finish the wizard; | dan't need ta run the wizard on ather computers

[ o> |

Insert a disk into the Floppy Disk Drive, in this case drive A.

Insert the disk you want to use.

Insert a disk the inta the following disk dive, and then click Mest.
3 Floppy [&:]

If you want to format the disk, click Format Disk.

Click Next.
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Please wait while the wizard copies files. ..

] Zancel |

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network

Setup Wizard once on each of the computers on your network. To continue click Next.

Network Setup Wizard
To run the wizard with the Network Setup Disk_ .. %

®  Complete the wizard and restart this computer. Then, uze the Metwork Setup Disk to run
\I) the Metwork. Setup "Wizard once on each of the other computers on your network:.

Here's how:

1. Inzert the Metwork Setup Digk into the next computer you want bo network,
2. Open My Computer and then open the Metwork: Setup Dizgk.
3. Double-click "netsetup. "
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Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Network Setup Wizand

Completing the Network Setup
Wizard

You have succezsfully zet up thiz computer for home or zmall
office hetworking.

Faor help with home or zmall affice nebworking, zee the
fallowing topics in Help and Support Center:

+ zing the Shared Documents folder
+ Sharing filez and folders

To zee other computers on your nebwork, click Start, and then
click by Metwork Places,

To cloge thiz wizard, click Finish.

| <Back ] Finish |

The new settings will take effect when you restart the computer. Click Yes to restart
the computer.

X

System Settings Change

P ou musk restark vour computer before the new settings will take effect,

L
—

Do you want bo restart vour computer nows

| ies | [ Mo

You have completed configuring this computer. Next, you will need to run the Network
Setup Disk on all the other computers on your network. After running the Network

Setup Disk on all your computers, your new wireless network will be ready to use.
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Naming your Computer

To name your computer, please follow these directions:In Windows XP:

B Click Start (in the lower left corner of the screen)

H Right-clickon
B Select Propert

., Internet
Inkernet Explorer

&3 E-mail

M Cutlook Express

(38 _ornmand Prompl

v MM Explorer

(.-‘) Windows Media Plaver
'@ ‘Windows Movie Maker
@ Tour Windows 5P

? Files and Settings Transfer
‘Wizard

My Computer

ies and click

-_/' My Documents
}} My Recent Documents »

‘j} My Pictures
]

My Music
l My Computer i
Open

‘J My Network  Explare
| Search...
BI Control Panel Manage
Map Metwork Drive...

e Connect To
=]

ﬁ Printers and F

Disconneck Metwark Drive, .

Show on Desktop
Rename

B Select the Computer
Name Tab in the System
Properties window.

B You may enter a
Computer Description if
you wish; this field is

optional.

m Torename the computer

and join
Change

adomain, Click

System Properties

ﬁys_l,am Fh? t t_iu_: Updates

General

=1

5

Computer descrption:

Windows uzes the following information o identify your computer
on the network.

For example; "kitchen Computer” or "Mary's
Computer''.

Full computer name: Office

“Workgroup: Accounting

To uze the Metwork, |dentification Wizard to join a
domain and create a local user account, click Metwork,

0.

T rename this computer o join a domain, click Change.

RIX)

Fiemate

| Hadware | Advanced |
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Naming your Computer

M |n this window, enter the
Computer name.

B Select Workgroup and enter
the name of the Workgroup.

B All computers on your network
must have the same
Workgroup name.

H Click OK.

Computer Hame Changes E]rz]
You can change the name and the membership of this

computer. Changes may affect access bo network resources.

LComputer name:

| Office
Full computer name:
Office
tember of
() Domair:
(%) wWhorkgroup:
Accounting
II OK |l [ Caricel

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP Ad-
dress range (see Getting Started in this manual for a definition of IP Address Range.) To
check on the IP Address of the adapter, please do the following:

B Right-click on the Disable

Local Area
Connection icon

in the task bar. Repal

B Click on Status.

Wiew &vailable Wireless Metwarks

Cpen Mebwork, Connections
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Checking the IP Address in Windows XP

This window will appear. Wireless Network Connection; 7 Status l_”EJ

General 1 Support '
. Internet Protocal [TCRAIR)
| Click the ;
Support tab Addrezs Type: Agzigned by DHCP
[ IP Address: 192.168.0.114 ]
Subnet Mask: 280 265.255.0
Default Gateway: 192.168.0.1

Details...

[ | Click Close

LClose

Assigning a Static IP Address in Windows XP/2000

Note: Residential Gateways/Broadband Routers will automatically assign IP Addresses
to the computers on the network, using DHCP (Dynamic Host Configuration Protocol)
technology. If you are using a DHCP-capable Gateway/Router you will not need to assign
Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP
Address, please follow these instructions:

| E—* Contral Pane|

u Go to Start :@ Tour Windows <P

1“5 Paint

,;ﬁ Prinkers and Faxes

9) Help and Suppart
ﬁ Files and Settings Transfer :
. ‘Wizard ;
B Double-clickon o Search
Control Panel :
all Programs D =7 Run...

ﬁ| Liog Off 'G) l Turn OFf Computer
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Assigning a Static IP Address in Windows XP/2000

¥ Control Panel
File

Edit  View Favorktes  Tools  Help

,'__j Search l[:' Folders v

% Accessibility Options

= fdd Hardwars

L‘)Add or Remove Programs
ull Avdrninistrative Tools

Drate and Time

)

.ﬂ’ Control Panel

G‘ Switch to Category Wiew

See Also

B Double-click on
Network
Connections

% windows Update
(7] Help and Suppart

7= Game Controllers
@Internet Opkions
5K eyboard
bt [MoLae

“23Prinkers and Faxes
Q Reegional and Language COptions
=% Scanners and Cameras
Scheduled Tacks

#), Sounds and Audio Devices

i Speech

o Taskbar and Stark Menu
8 User Accounts

Connects ko other computers, networks, and the Internst,

* Network Connections

File Edit View Favorites Tools Advanced Help

@eak = () (T seenh [ Rl [

fiddress | &) Network Connections

= A Name
Network Tasks | LAN or High-Speed Internet

[5 Create anew L
connection Disable

B Right-click on Local Area 9 52 2tone oot st
Connections & Dbt e |

&, Repair this connection
B Rename this connection

& Visw status of this
connection

Change settings of this
connection

Eridge Connections

Create Shortout:

Rename

B Double-click on
Properti es Other Places

B Control Panel =
t_g My Nebwork Places

(L) My Documents

g My Computer

Details
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