Using the Configuration Menu (continued)

Tools> Admin

D-Link

Bulkimg Networks for Peaple

AirPlus G

802.11g9/2.4GHz Wireless Router

Home Advanced [ {110 m
DI-524 i

Administrator Settings
Administrators can change their login password

{

Adrinistrator (The Login Name is "admin®)

Admin
Reconfirm  Password

Time
User (The Login name is "uger’)

Mew Password
Reconfirm Passwnrd_

Firmware Remote Management
Let administrator perform administration task from remote host

System

il

Misc
O Enabled @ Disabled

P ress

@ O 0O

Apply Cancel Help

At this page, the DI-524 administrator can change the system password. There are two
accounts that can access the Broadband Router’s Web-Management interface. They
are admin and user. Admin has read/write access while user has read-only access.
User can only view the settings but cannot make any changes.

Administrator- admin is the Administrator login name
Password- Enter the password and enter again to confirm
User- user is the User login name

Password- Enter the password and enter again to confirm

Remote Management- Remote management allows the DI-524 to be configured
from the Internet by a web browser. A username and password is still required to ac-
cess the Web-Management interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator tasks. This feature enables
you to perform Administrator tasks from the remote (Internet) host.

IP Address- The Internet IP address of the computer that has access to the Broad-
band Router. If you input an asterisk (*) into this field, then any computer will be able
to access the Router. Putting an asterisk (*) into this field would present a security risk
and is not recommended.

Port- The port number used to access the Broadband Router.
Example- http:/x.x.x.x:8080 where x.x.x.x is the WAN IP address of the Broadband
Router and 8080 is the port used for the Web-Mangement interface.
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Using the Configuration Menu (continued)

Tools > Time

D-Link

BuINIIg Networks 1o Peopie

AirPlus G

802.11g/2.4GHz Wireless Router

Home Advanced RSO Status  Help |

DI-524 :
Time
Setthe DF524 systern time
VJ Device Time : Fri Aug 13 03:07-48 2004
@& Enable NTP
T Default NTP Server
min
roptionan
Time Zone
Time ‘ (GMT-08:00)Pacific Time (US & Canadz) ~ |

() SetDevice Date and Time

vear [2004 %] Month Dar:[13 ¥
Firmware Hour Minute: |00 %] Second

Daylight Saving
OEnable ® Disable

System

Misc

il

@ © 0

Apply Cancel Help

Default NTP is short for Network Time Protocol. NTP synchronizes
NTP Server- computer clock times in a network of computers.
This field is optional.

Time Zone- Set Device Date and Time: To manually input the time. Enter
the values in these fields for the Year, Month, Day, Hour,
Minute, and Second.

Set the Time- To manually input the time, enter the values in these fields for the
Year, Month, Day, Hour, Minute, and Second. Click Set Time.

Daylight To select Daylight Saving time manually, select enabled or
Saving- disabled, and enter a start date and an end date for daylight
saving time.
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Using the Configuration Menu (continued)

Tools > System

D-Link AirPlus G

802.11g/2.4GHz Wireless Router

Home Advanced Tools m
DI-524 |

System Settings

Save Settings To Local Hard Drive

Backup Setting

Admin
Load Settings From Local Hard Drive
| [t

Restore To Factory Default Settings

Reset to Defautt

-
Firmware o
e

The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file can be loaded back on the Broadband Router. To
reload a system settings file, click on Browse to browse the local hard drive and locate
the system file to be used. You may also reset the Broadband Router back to factory
settings by clicking on Restore.

System

Save Settings to
Local Hard Drive- Click Save to save the current settings to the local Hard Drive

Load Settings from
Local Hard Drive- Click Browse to find the settings, then click Load

Restore to Factory
Default Settings-  Click Restore to restore the factory default settings
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Using the Configuration Menu (continued)

Tools > Firmware

D-Link AirPlus G

802.11g/2.4GHz Wireless Router

Home Advanced Tools m

Firmware Upgrade

DI-524 I

There may he new firmware faryour D524 to improve functionality and performance.
The upgrade procedure takes about 20 seconds. Motel Do not power off the unitwhen it is
being upgraded. When the upgrade is done successfully, the unitwill be restarted

automatically.
1 Current Firmware Version: V1.00
Firmware Date: Mon, Oct 4 2004
~ | iz
System
90

Apply Cancel Help

Firmware

Misc

You can upgrade the firmware of the Router here. Make sure the firmware you want
to use is on the local hard drive of the computer. Click on Browse to browse the local
hard drive and locate the firmware to be used for the update. Please check the D-Link
support site for firmware updates at http://support.dlink.com. You can download firmware
upgrades to your hard drive from the D-Link support site.

Firmware Upgrade- Click on the link in this screen to find out if there is an up-
dated firmware; if so, download the new firmware to your hard

Browse- After you have downloaded the new firmware, click Browse in

this window to locate the firmware update on your hard drive.
Click Apply to complete the firmware upgrade.
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Using the Configuration Menu (continued)
Tools > Misc
D-Link

BN Netwarks 107 Peopie

AaarPlus G

802.11g/2.4GHz Wireless Router

Home — Advanced JNRUSUMIN Status — Help
DI-524 i

Ping Test

‘ Ping Testis used to send "Ping" packets to testif a computer is on the Internet.
Host Mame or IP address | [Pina)
e
Reboots the DI-524
e
(ERebi
r .
When you "Black WAN Ping", you are causing the public WiAN IP address an the D424 to not
— respond to ping commands. Pinging public YWAN IF addresses is a commaon method used by
[ — hackers to test whether your WiAN IP address is valid

Discard FING fram WAN side O Enabled & Disabled
Misc

SPI mode
*ou can setup this item if you want to enable SPI mode

© Enabled @ Disabled
UPnP Setting

*ou can disable or enable UPnP functions at anytime
® Enabled O Disabled

VPN Pass-Through
Allows YPM connections to work through the DI-524.

Ping Test-  The Ping Testis used to send Ping packets to test if a computer is on the
Internet. Enter the IP Address that you wish to Ping, and click Ping

Restart Click Reboot to restart the DI-524

Device-

Block If you choose to block WAN Ping, the WAN IP Address of the DI-524
WAN will not respond to pings. Blocking the Ping may provide some extra
Ping- security from hackers.

Discard Ping from WAN side-
Click Enabled to block the WAN ping

UPNP- To use the Universal Plug and Play feature click on Enabled. UPNP pro-
vides compatibility with networking equipment, software and peripherals
of the over 400 vendors that cooperate in the Plug and Play forum.

VPN The DI-524 supports VPN (Virtual Private Network) pass-through for
Pass both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Security).
Through- Once VPN pass-through is enabled, there is no need to open up virtual

services. Multiple VPN connections can be made through the DI-524.
This is useful when you have many VPN clients on the LAN network.

PPTP- select Enabled or Disabled
IPSec- select Enabled or Disabled
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Using the Configuration Menu (continued)
Status > Device Info

D-Link

BUIKING NETWOrks 1or People

AarPlus G

802.11g/2.4GHz Wireless Router

Home Advanced Tools Status m

Device Information

DI-524 i

— Firmwar e Version: V1.00, Mon, Oct 4 2004
LAN

MAC Address 00-50-18-21-B7-54

Device Info IP Address 192.168.01
Subnet Mask 255.255.255.0
" DHCP Server Enabled
Log
F._-_..._._w WAN
TAELS MAC Addiess 00-50-18-21-B7-53
I = PPPOoE Disconnected

=

IP Address 0.0.0.0
Connection Time -

Subnet Mask 0.0.0.0

Gateway 0.0.0.0

Domain Name Server 0.0.0.0

Wireless
MAC Address 00-50-18-21-B7-54
ESSID default
Security Mone
Channel &

This page displays the current information for the DI-524. It will display the LAN, WAN
and MAC address information.

If your WAN connection is set up for a Dynamic IP address then a Release button
and a Renew button will be displayed. Use Release to disconnect from your ISP and
use Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect but-
ton will be displayed. Use Disconnect to drop the PPPoE connection and use Connect
to establish the PPPoE connection.

This window will show the DI-524’s working status:

WAN IP Address: WAN/Public IP Address
Subnet Mask: WAN/Public Subnet Mask
Gateway: WAN/Public Gateway IP Address
Domain Name Server: WAN/Public DNS IP Address
WAN Status: WAN Connection Status

LAN IP Address: LAN/Private IP Address of the DI-524
Subnet Mask: LAN/Private Subnet Mask of the DI-524

Wireless MAC Address: Displays the MAC address
SSID: Displays the current SSID
Channel: Displays the current channel
WEP: indicates whether WEP is enabled or disabled
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Using the Configuration Menu (continued)

Status > Log

D-Link AirPlus G

802.11g/2.4GHz Wireless Router

Home Advanced Tools Status m

DI-524 | :
View Log
: Wi Log displays the activities occurring onthe DI-524. Click on Log Settings for advance
V features.
&l | - . ©
Help
Page 1/68

Log
WiAN Type: PPP over Ethernet (W1.00)
Displaytime: Fri Aug 13 03:31:02 2004
Stats
20045 8H138 £F 03:00:48 DOD:triggered internally
2004585138 L4F 03:00:49 PFPOE start to dial-up
20045 8H138 L 03:00:43 PADI sent
2004588138 £ 03:00:49 PADI sent
20048 8H 130 L£F 03:00:50 PADI sent
2004588138 £F 03:00:53 DODtriggered internally
2004588138 LF 03:00:53 PFPOE start to dial-up
2004588138 LF 03:00:53 PADI:3com sent

20045 8H138 £ 03:00:53 PADI:3com sent
200458H 138 £F 03:00:54 PADI3com sent

" Wireless

i

The Broadband Router keeps a running log of events and activities occurring on the
Router. If the device is rebooted, the logs are automatically cleared. You may save the
log files under Log Settings.

View Log- First Page - The first page of the log
Last Page - The last page of the log
Previous - Moves back one log page
Next - Moves forward one log page
Clear - Clears the logs completely
Log Settings - Brings up the page to configure the log
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Using the Configuration Menu (continued)

Status > Log > Log Settings

Hm- ,.I.Jul;ﬂm.km AirPlus G
802.11g/2.4GHz Wireless Router

Home Advanced Tools Status m

Log Settings
Logs can be saved by sending itto an admin email address or to a syslog serer.

DI-524 |

E-rnail Alert
SMTP Server/ IP Address | |
|[_send Mail Now

Device Info

i {

Email Address |

Log
Syslog
e Syslog Server IP Address 1921680] | O Enabled @ Disabled
LoaType [¥] System Activity
- Debug Infarrnation
Wireless

[¥] attacks
Dropped Packets
[¥] Matice

@ OO

Apply Cancel Help

Not only does the Broadband Router display the logs of activities and events, it can
setup to send these logs to another location.

SMTP Server/
IP Address -

Email Address -  The email address to which the logs will be sent.
Click on Send Mail Now to send the email.

The address of the SMTP server that will be used to send the logs
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Using the Configuration Menu (continued)
Status > Stats

D-Link

Bulidmg Networks for PEople

AarPlus (G

802.11g/2.4GHz Wireless Router

Home Advanced Tools Status m

DI-524 —
Traffic Statistics
ot Traffic Statistics display Receive and Transmit packets passing through the DI-524.
h
—
o
Help
B —
Log - -
Receive Transmit
WAN 0 Packets 2037 Packets
LAN 4091 Packets 3509 Packets
Stats Wireless 0 Packets 2037 Packets

Wireless

[

The screen above displays theTraffic Statistics. Here you can view the amount of
packets that pass through the DI-524 on both the WAN and the LAN ports. The traffic
counter will reset if the device is rebooted.

Status > Wireless

D-Link

Bulkding Networks 1or People

ArPlus G
802.11g/2.4GHz Wireless Router

Home  Advanced Tools Status m

Connected Wireless Client List
The'ireless Clienttahle helow displays Wireless clients Connected to the AP {Access Point).

Device Info o

Help

DI-524 |

—
—
Log

p—

Connected Time MAC Address

Stats

Wireless

The wireless client table displays a list of current connected wireless clients. This
table also displays the connection time and MAC address of the connected wireless
client.

Click on Help at any time, for more information. 39



Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work, using
Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com

and http://www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Network Setup Wizard

Welcome to the Network Setup
% Wizard

Thiz wizard will help you set up thiz computer ko run on your
nietwark, Sith a nebwork, you can:

Share an Intermet connection

Set up Internet Connection Firewall
Share filez and folders

Share a printer

LI I ]

To continue, click Mext.

’ Cancel

When this screen appears, Click Next.
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