N1 Wireless Router
Share your broadband Internet connection

User Manual
N1 Wireless Router
F5D8231-4

N1 Wireless Router.doc Page 1 of 100



N1 Wireless Router.doc Page 2 of 100



Introduction

Thank you for purchasing the Belkin N1 Wireless Router (the Router). Following
are two short sections—the first discusses the benefits of home networking, and
the other outlines best practices that maximize your wireless home network
range and performance. Please be sure to read through this User Manual
completely, and pay special attention to the section entitled “Placement of your
Wireless Networking Hardware for Optimal Performance” on the next page. By
following our simple setup instructions you will be able to use your Belkin Home
Network to:

Share one high-speed Internet connection with all the computers in your
home

Share resources, such as files and hard drives among all the connected
computers in your home

Share a single printer with the entire family

Share documents, music, video, and digital pictures

Store, retrieve, and copy files from one computer to another
Simultaneously play games online, check Internet email, and chat

Advantages of a Wireless Network
Here are some of the advantages of setting up a Belkin Wireless Network:

Mobility — you’ll no longer need a dedicated “computer room”—now you
can work on a networked laptop or desktop computer anywhere within
your wireless range

Easy installation — Belkin's Easy Installation Wizard makes setup simple
Flexibility — set up and access printers, computers, and other networking
devices from anywhere in your home

Easy Expansion — the wide range of Belkin networking products let you
expand your network to include devices such as printers and gaming
consoles

No cabling required — you can spare the expense and hassle of retrofitting
Ethernet cabling throughout the home or office

Widespread industry acceptance — choose from a wide range of
interoperable networking products.
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Placement of your N1 Wireless Router

Important Factors for Placement and Setup

Your wireless connection will be stronger the closer your computer is to your
Router (or access point). Typical indoor operating range for wireless devices is
between 100 and 200 feet.

In the same way, your wireless connection and performance will degrade
somewhat as the distance between your Router (or access point) and connected
devices increases. This may or may not be noticeable to you. As you move
further from your Router (or access point), connection speed may decrease.
Factors that can weaken signals simply by getting in the way of your network’s
radio waves are metal appliances or obstructions, and walls.

If you have concerns about your network’s performance that might be related to
range or obstruction factors, try moving the computer to a position between five
and 10 feet from the Router (or access point) in order to see if distance is the
problem. If difficulties persist even at close range, please contact Belkin
Technical Support.

Note: While some of the items listed below can affect network performance, they
will not prohibit your wireless network from functioning; if you are concerned that
your network is not operating at its maximum effectiveness, this checklist may
help.



1. Wireless Router (or Access Point) Placement

Place your Router (or access point), the central connection point of your network,
as close as possible to the center of your wireless network devices.

To achieve the best wireless network coverage for your “wireless clients” (i.e.,
computers enabled by Belkin Wireless Notebook Network Cards, Wireless
Desktop Network Cards, and Wireless USB Adapters):

e Ensure that your Router’s (or access point’s) networking antennas are
parallel to each other, and are positioned vertically (toward the ceiling). If
your Router (or access point) itself is positioned vertically, point the
antennas as much as possible in an upward direction.

e In multistory homes, place the Router (or access point) on a floor that is as
close to the center of the home as possible. This may mean placing the
Router (or access point) on an upper floor.

e Try not to place the Router (or access point) near a cordless 2.4GHz
phone.

2. Avoid Obstacles and Interference

Avoid placing your Router (or access point) near devices that may emit radio
“noise,” such as microwave ovens. Dense objects that can inhibit wireless
communication include:

Refrigerators

Washers and/or dryers

Metal cabinets

Large aquariums

Metallic-based UV tinted windows

If your wireless signal seems weak in some spots, make sure that objects such
as these are not blocking the signal’s path (between your computers and Router
or access point)

3. Cordless Phones
If the performance of your wireless network is impaired after attending to the
above issues, and you have a cordless phone:

e Try moving cordless phones away from your Router (or access point) and
your wireless-enabled computers.

e Unplug and remove the battery from any cordless phone that operates on
the 2.4GHz band (check manufacturer’s information). If this fixes the
problem, your phone may be interfering.

e If your phone supports channel selection, change the channel on the
phone to the farthest channel from your wireless network. For example,
change the phone to channel 1 and move your Router (or access point) to
channel 11. See your phone’s user manual for detailed instructions.

e If necessary, consider switching to a 900MHz or 5GHz cordless phone.
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4. Choose the “Quietest” Channel for your Wireless Network

In locations where homes or offices are close together, such as apartment
buildings or office complexes, there may be wireless networks nearby that can
conflict with yours.

Use the Site Survey capabilities found in the Wireless Utility of your wireless
adapter to locate any other wireless networks that are available (see your
wireless adapter’s user manual), and move your Router (or access point) and
computers to a channel as far away from other networks as possible.

e Experiment with more than one of the available channels, in order to find
the clearest connection and avoid interference from neighboring cordless
phones or other wireless devices.

e For Belkin wireless networking products, use the detailed Site Survey and
wireless channel information included with your wireless network card.
See your network card’s user guide for more information.

These guidelines should allow you to cover the maximum possible area with your
Router (or access point). Should you need to cover an even wider area, we
suggest the Belkin Wireless Range Extender/Access Point.

5. Secure Connections, VPNs, and AOL
Secure connections typically require a user name and password, and are used
where security is important. Secure connections include:
e Virtual Private Network (VPN) connections, often used to connect
remotely to an office network
e The “Bring Your Own Access” program from America Online (AOL), which
lets you use AOL through broadband provided by another cable or DSL
service
e Most online banking websites
e Many commercial websites that require a user name and password to
access your account

Secure connections can be interrupted by a computer’'s power management
setting, which causes it to “go to sleep.” The simplest solution to avoid this is to
simply reconnect by rerunning the VPN or AOL software, or by re-logging into the
secure website.

A second alternative is to change your computer’'s power management settings
so it does not go to sleep; however, this may not be appropriate for portable
computers. To change your power management setting under Windows, see the
“Power Options” item in the Control Panel.

If you continue to have difficulty with Secure Connections, VPNs, and AOL,
please review the steps above to be sure you have addressed these issues.

For more information regarding our networking products, visit our website at
www.belkin.com/networking or call Belkin Technical Support at:

USA: 877-736-5771



310-898-1100 ext. 2263

Europe: 00 800 223 55 460
Australia: 1800 235 546
New Zealand: 0800 235 546

Singapore: 800 616 1790

Product Overview

Product Features

In minutes you will be able to share your Internet connection and network your
computers. The following is a list of features that make your new Belkin N1
Wireless Router an ideal solution for your home or small office network.

Works with Both PCs and Mac® Computers

The Router supports a variety of networking environments including Mac OS®
8., 9.x, X v10.x, Linux®, Windows® 98, Me, NT®, 2000, and XP, and others. All
that is needed is an Internet browser and a network adapter that supports TCP/IP
(the standard language of the Internet).

Front-Panel LED Display

Lighted LEDs on the front of the Router indicate which functions are in operation.
You'll know at-a-glance whether your Router is connected to the Internet. This
feature eliminates the need for advanced software and status-monitoring
procedures.
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Web-Based Advanced User Interface

You can set up the Router’s advanced functions easily through your web
browser, without having to install additional software onto the computer. There
are no disks to install or keep track of and, best of all, you can make changes
and perform setup functions from any computer on the network quickly and
easily.

NAT IP Address Sharing

Your Router employs Network Address Translation (NAT) to share the single IP
address assigned to you by your Internet Service Provider while saving the cost
of adding additional IP addresses to your Internet service account.

SPI Firewall

Your Router is equipped with a firewall that will protect your network from a wide
array of common hacker attacks including IP Spoofing, Land Attack, Ping of
Death (PoD), Denial of Service (DoS), IP with zero length, Smurf Attack, TCP
Null Scan, SYN flood, UDP flooding, Tear Drop Attack, ICMP defect, RIP defect,
and fragment flooding.

Integrated 10/100 4-Port Switch

The Router has a built-in, four-port network switch to allow your wired computers
to share printers, data and MP3 files, digital photos, and much more. The switch
features automatic detection so it will adjust to the speed of connected devices.
The switch will transfer data between computers and the Internet simultaneously
without interrupting or consuming resources.

Universal Plug and Play (UPnP)
UPNP is a technology that offers seamless operation of voice messaging, video
messaging, games, and other applications that are UPnP-compliant.

Support for VPN Pass-Through

If you connect to your office network from home using a VPN connection, your
Router will allow your VPN-equipped computer to pass through the Router and to
your office network.

Built-In Dynamic Host Configuration Protocol (DHCP)

Built-In Dynamic Host Configuration Protocol (DHCP) on-board makes for the
easiest possible connection of a network. The DHCP server will assign IP
addresses to each computer automatically so there is no need for a complicated
networking setup.

Easy Install Wizard



The Easy Install Wizard takes the guesswork out of setting up your Router. This
automatic software determines your network settings for you and sets up the
Router for connection to your Internet Service Provider (ISP). In a matter of
minutes, your Router will be up and running on the Internet.

Note: Easy Install Wizard software is compatible with Windows 98SE, Me, 2000,
XP, and Mac OS X. If you are using another operating system, the Router can be
set up using the Alternate Setup Method described in this User Manual (see
page xx) [VERIFY PAGE NUMBER].

Integrated N1 Wireless Access Point

G Plus MIMO is an exciting new wireless technology that achieves data rates up
to 150/300Mbps. Actual throughput is typically lower than the connected data
rate and will vary depending on your networking environment.

MAC Address Filtering

For added security, you can set up a list of MAC addresses (unique client
identifiers) that are allowed access to your network. Every computer has its own
MAC address. Simply enter these MAC addresses into a list using the Web-
Based Advanced User Interface and you can control access to your network.

Knowing your Router

Package Contents

Belkin N1 Wireless Router

Quick Installation Guide

Belkin Easy Install Wizard Software CD
Belkin RJ45 Ethernet Networking Cable
Power Supply

User Manual

System Requirements
e Broadband Internet connection such as a cable or DSL modem with RJ45
(Ethernet) connection
At least one computer with an installed network interface adapter
TCP/IP networking protocol installed on each computer
RJ45 Ethernet networking cable
Internet browser
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Easy Install Wizard Software System Requirements

e A PC running Windows® 98SE, Me, 2000, or XP, or a Mac® computer
running Mac OS® X

e Minimum 64MB RAM
e Internet browser



Knowing your Router

The Router has been designed to be placed on a desktop. All of the cables exit
from the rear of the Router for better organization and utility. The LED indicators
are easily visible on the TOP of the Router to provide you with information about
network activity and status.

A. Wireless Network LED

OFF Wireless network is OFF
Blue Wireless network is ready
Blinking Indicates wireless activity

B. Wired Computer Status LEDs

When a computer is properly connected to one of the wired computer ports on
the rear of the Router, the LED will light. When information is being sent over the
port, the LED blinks rapidly.

OFF No device is linked to the port
Blue 10Base-T device connected

Blinking Port activity

C. Modem/WAN Status LED

This LED lights in BLUE to indicate that your modem is connected properly to the
Router. It blinks rapidly when information is being sent over the port between the
Router and the modem.

OFF No WAN link
Solid Blue Good WAN link
Blinking Blue WAN activity

D. Internet/Connected LED

This unique LED shows you when the Router is connected to the Internet. When
the light is OFF, the Router is NOT connected to the Internet. When the light is
blinking, the Router is attempting to connect to the Internet. When the light is
solid BLUE, the Router is connected to the Internet. When using the “Disconnect
after x minutes” feature, this LED becomes extremely useful in monitoring the
status of your Router’s connection.

N1 Wireless Router.doc Page 11 of 100



N1 Wireless Router.doc Page 12 of 100

OFF Router is not connected to the Internet
Blinking Blue Router is attempting to connect to the Internet

Solid Blue Router is connected to the Internet

E. Power/Router LED

When you apply power to the Router or restart it, a short period of time elapses
while the Router boots up. During this time, the “Power/Router” LED blinks.
When the Router has completely booted up, the “Power/Router” LED becomes a
SOLID light, indicating the Router is ready for use.

OFF Router is OFF
Blinking Blue Router is booting up
Solid Blue Router is ready

[insert rear panel line art with F to I line up to the ports]

F. Power Jack — Black
Connect the included 12V/0.5A DC power supply to this jack.

G. Connections to Computers (Wired Computer Ports) — Gary

Connect your wired (non-wireless) computers to these ports. These ports are
RJ45, 10/100 auto-negotiation, auto-uplinking ports for standard UTP category 5
or 6 Ethernet cable. The ports are labeled 1 through 4. These ports correspond
to the numbered LEDs on the front of the Router.

H. Connection to Modem (Modem Port) — Yellow

This port is for connection to your cable or DSL modem. Use the cable that was
provided with the modem to connect the modem to this port. Use of a cable other
than the cable supplied with the cable modem may not work properly.

|. Reset Button

The “Reset” button is used in rare cases when the Router may function
improperly. Resetting the Router will restore the Router’s normal operation while
maintaining the programmed settings. You can also restore the factory default
settings by using the “Reset” button. Use the restore option in instances where
you may have forgotten your custom password.

a. Resetting the Router

Push and release the “Reset” button. The lights on the Router will momentarily
flash. The “Power/Ready” light will begin to blink. When the “Power/Ready” light
becomes solid again, the reset is complete.



b. Restoring the Factory Defaults

Press and hold the “Reset” button for at least 10 seconds, then release it. The
lights on the Router will momentarily flash. The “Power/Ready” light will begin to
blink. When the “Power/Ready” light becomes solid again, the restore is
complete.

Connecting and Configuring your Router
Verify the contents of your box. You should have the following:
e Belkin N1 Wireless Router
Category 5 Networking Cable (for connecting the Router to the computer)
Power Supply
Belkin Easy Install Wizard Software CD
User Manual

Modem Requirements

Your cable or DSL modem must be equipped with an RJ45 Ethernet port. Many
modems have both an RJ45 Ethernet port and a USB connection. If you have a
modem with both Ethernet and USB, and are using the USB connection at this
time, you will be instructed to use the RJ45 Ethernet port during the installation
procedure. If your modem has only a USB port, you can request a different type
of modem from your ISP, or you can, in some cases, purchase a modem that has
an RJ45 Ethernet port on it.

Ethernet USB

Easy Install Wizard

Belkin has provided our Easy Install Wizard software to make installing your
Router a simple and easy task. You can use it to get your Router up and running
in minutes. The Easy Install Wizard requires that your Windows 98SE, Me, 2000,
or XP computer be connected directly to your cable or DSL modem and that the
Internet connection is active and working at the time of installation. If it is not,
you must use the “Alternate Setup Method” section of this User Manual to
configure your Router. Additionally, if you are using an operating system other
than Windows 98SE, Me, 2000, or XP, you must set up the Router using the
“Alternate Setup Method” section of this User Manual.

IMPORTANT: Run the Easy Install Wizard from the computer that is directly connected to the cable or

DSL modem. DO NOT CONNECT THE ROUTER AT THIS TIME.
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Step 1 Run the Easy Install Wizard Software

1. Shut down any programs that are running on your computer at this time.

2. Make sure you have the following items at the computer that is now directly
connected to the cable or DSL modem. DO NOT CONNECT THE ROUTER
AT THIS TIME.

The Easy Install Wizard CD-ROM

The Router

The Router Power Supply

Category 5 Networking Cable

This User Manual

3. Turn off any firewall or Internet-connection-sharing software on your
computer.

Windows User: Insert the Easy Install Wizard software CD into your CD-ROM
drive. The Network Setup Utility screen will automatically appear on your screen
within 15 seconds. Click on “Run the Easy Install Wizard” to begin.

<Insert: 0-Flash.tif>[use current image]

Select your region from the drop-down box shown on the screen.
<Insert: 1-SelectRegion.tif>[use current image]

Note for Windows Users: If the Easy Install Wizard does not start up
automatically, select your CD-ROM drive from “My Computer” and double-click
on the file named “Start” to start the Network Setup Utility.

Mac OS Users: Insert the Easy Install Wizard software CD into your CD-ROM
drive. Click on the CD icon; a folder will pop up. To begin, click on “start.osx” if
you have Mac OS X.

4. Follow the Easy Install Wizard to complete the installation.

Welcome Screen

After you insert the CD into your CD-ROM drive, the Wizard’'s welcome screen
will appear. Make sure you have not connected the Router at this point. If you
have connected your Router, please reconnect your computer directly to the
modem. Click “Next” when you are ready to move on.



ap Easy Install Wizard

4 Fart Router Welcome!
Tor Labd d D, mede

Belkin's Fasy hestallation Wizard will walk you thiough the installation of your rowten
Welcome Let’s get started...

IMPORTANT:

1| Examine
@ Don't connect your rauter yer!
2 Hardware
@  Run the Easy Install Wizard on the computer that is cennected 1o the
Interner.
3 Cheok

Click Next 1o contlnue....

4 Configurs

5 Intarnat

Finlshed

Progress Screen

Easy Install will show you a progress screen each time a step in the setup has
been completed. Each time you see the progress screen, click “Next” when you
are ready to move to the next step.

 Foasy Instioll Wizand O,
ap Easy Install Wizard

4 Part Rawter

foe Cabip g 150 medemy

{ e

Check Metwork Settings

Progress

1 Examine
Connect your hardware
2 Hardware
Check for connection to the Router
3 Check Configurs tha Router
4 Configure Check for Intarnat Connection
B Internet Time to Check Network Settings. Click "MNext” to continue...

Finlzhed m m
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1.1 Examining Settings
The Wizard will now examine your computer’s network settings and gather
information needed to complete the Router’s connection to the Internet. When
the Wizard is finished examining your computer, click “Next” to continue.

sy Irrstoll Wazar O

ap Easy Install Wizard

Examining Settings

The Wizand is checking your computer's network setings...

4 Configure

5 Intarnat

Finlehad

1.2 Multi-NICs Screen
This screen will appear ONLY if you have more than one network adapter
installed in your computer. If you have more than one network adapter
installed in your computer, the Wizard will need to know which adapter is
connected to your modem. Select the network card that is connected to your
modem from the list and click “Next”. If you are not sure which adapter to
choose, select the adapter at the top of the list. If you mistakenly choose the
wrong adapter now, you will be able to choose a different one later.

% Easy Install - Choose Metwork Card

Easy Install Wizard

4 Port Router

For Lable ead D51 modems

Multi NIC's {  Exit

Eazy Install has datectad that you have mare than one netwark,

adapter. Chooze the adapter that iz used to connect to the Intemet, [f
you are not sure which adapter to use, chaose the first ane in the list.
Y'ou can change your choice later if needed.

Welcome

Hardware
3Com EtherLink PCI - 172.16.5.155
MDIS 5.0 driver

Check

Lonfigure

Infemet

Finished

Step 2: Hardware Setup - Connect the Router to your Modem and Computer



The Wizard will walk you through connecting your Router to your computer
and modem. Follow the steps on the screen using the pictures as a guide.

2.1This step instructs you to locate the cable connected between your
modem and the networking port on your computer. Unplug this cable from
the computer and plug it into the BLUE port on the Router. Click “Next” to
continue.

By Irrst ol Wizard Sy
ap Easy Install Wizard

v e Connecting the Hardware

Step 1

Welcome
Lecate the cable
cannected herween your

% modem and the

| Examine netwarking port on your
computer, (The GREEH

cable in the plenrey

2 Hardware Take note as 10 the
lacation of this pott an

your computer, you will
3 Cheok need it again,
Unplug the cable fram
your compunter and plig it
4 Configure Imva the GREEN por an
- Touler.

Click Next to continuie...
5 Internat NOTE: Yo Houter's grecn pord may be in a dillerent position

Finihad CEOCEED

2.2This step instructs you to locate the YELLOW cable that is included with
your Router. Plug one end of this cable into ANY one of the YELLOW
ports on your Router. Plug the other end of the cable into the networking
port on your computer. Click “Next” to continue.

P—— ]

ap Easy Install Wizard

At Bonter Connecting the Hardware
Step 7
Welcoma o
Locate the BLUE cable
that was Included with
e your toutes

Fluy ane end of the BLUE
calrle Into ANY one of the

HILUE ports on yom
rouner, (It doesn't marar

which ane]

o " 1 e ol

3 Check

o
computer. {The port that
h e wis just
connected 1o}

4 Configure

Click N#xt to continue...
G Interpet NOTE: Yaur Rowter's blue pams may be In a different pasidan

Fihed CEODCED

N1 Wireless Router.doc Page 17 of 100



N1 Wireless Router.doc

Page 18 of 100

2.3This step instructs you to locate the power supply that is included with
your Router. Plug the power supply’s small connector into the GRAY port
on the Router. Plug the power supply into an empty power outlet. Click
“Next” to continue.

Py It ll Wirard

4 Part Rawter

foe Cabip g 150 medemy

Welcoms

1 Examine
3 Check

4 Configure
B Internet

Finished

o

Easy Install Wizard

Connecting the Hardware

Step 3

Lacate the power suppl

v
that was Included with

Plugy the athes end of the
rewar supply Inte an
wrmply power outlel,

Click Next to continue...

NOTE: Yaur Router's gray por may ke In a different pasiton

2.4This step instructs you to look at the lights on the front of your Router.
Make sure the appropriate lights are ON. Refer to the Easy Install Wizard
software on your computer’s screen for more details. Click “Next” to

continue.

sy Instoll Wiz -

4 Part Router
Tor Cable e 26, e
Welcome
1 Examine
3 Check
4 Configure
B Internet

Finished

Connecting the Ha
Srep d

How, look atthe lghts on
thve front of your Houter,

Make sure thai the Power
Light (1) is on salid. (It will
blink when you first turm
the ray

stay lin)
Make sure that one of the
liglits Faleled 14 42) is on.

Make sure that the light
labeled “WAH" (3 Is on

at binking.

I one o1 more of these
Hiights are not Blinking,
click HERE far help.

Click Next 1o contlnue..,

2y

Easy Install Wizard

I
S EEART IR TR

HOTE: Your Rowter's lights may be in a dilerent position



Step 3: Checking the Connection

3.1 Once you have completed connecting the Router, the Wizard will check the
connection to the Router then go on to determine what type of Internet
connection you have.

Easy Install Wizard

aD Easy Install Wizard

4 Fari Rogter Checking the Connection
Tor Cable and 0SL modesss

The Wizard is now checking the connections to your Router and determining what type of
Internet connection you have...

Welcome

1 Examine
Establishing communication with
router...

2 Hardware | 0% Complete

3 Check

4 Configure

5 Internet

Finished
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3.2 User Name and Password Needed
If you have a connection type that requires a user name and a password, the
Wizard will ask you to type in your user name and password. If your
connection type does not require a user name and password, you will not
see this screen.

Your user name and password is provided to you by your Internet Service
Provider. If you have to type in a user name and password to connect to the
Internet, then type that same user name and password in here. Your user
name looks something like “jsmith@myisp.com” or simply “jsmith”. The
service name is optional and is very rarely required by your ISP. If you don’t
know your service name, leave this blank. When you have entered your
information, click “Next” to move on.

Ensy invtall Wirard -,

ap Easy Install Wizard

Sateiiier User Mame and Password Needed

The Wicard has detected that an Internet connection that requires a User
Name and Password. Your Intemnet Pravidor gives your User Hame and Password to
vou Your user name looks hing like: my iyl et mynaime.

NHOTE: Many Intemat Providers don't require a service name to be sntered hava, i you
don’t have a service name or are not sure, just leave the Service Name space blank.




3.3 Wireless Setup
This Step Is Optional. Click “Next” if you want to skip it.
Using this step, you can customize your wireless network settings if you want
to. Follow the steps on the screen to complete this step. Click “Next” to
continue.

Easy Install Wizard

Easy Install Wizard

Wireless Setup

This Step Is Optional! Click "Next™ if you want to skip it.

Welcome Now, you can customize your Wireless network settings if you want to. The factory name
is “belkin54g”. You can name your wireless network anything you want by typing in a
name in the Wireless Network Name {SSID) space below. You can also choose the
channel you want the network to work on. The factory setting is channel 11.

1 Examine

Wireless Network Name (SSID):
Channel: (11 -

2 Hardware

3 Check

- Click Next when you are ready to continue...
4 Configure

TIP: Mame your network something you can recogrize easily, ke "home wireless” or "Smiths®. Capial letters and

5 Internet spaces are OK. ¥hen laoking for your netwark Tram & wireless computer, this is the name you wil ke searching for,

Finished m m

Step 4: Configuring the Router

The Wizard will now transfer all of the configuration information to the Router.
This will take approximately one minute. During this time, do not turn off the
Router or computer. The Router will restart itself at the end of this step.

Easy Install Wizard

D Easy Install Wizard

4 Fart Rauter Configuring the Router
For Cabie and 051 modpes

The Wizard is now sending information to the Router. Don’t turn off the power to the
computer or Router during this process. The Router will re-start itself at the end of this

Welcome step.

1 Examine
Configuring Router...
[ 0% Complete

2 Hardware

3 Check

4 Configure

§ Internet

Finished

N1 Wireless Router.doc Page 21 of 100



N1 Wireless Router.doc Page 22 of 100

4.1 Checking Internet

The Wizard will now check for an Internet connection. This can take a few
minutes. The Wizard may not detect a connection right away. If not, it will
retry a number of times. The “Connected” light on the front panel of the
Router will flash during this time. Please be patient through this process.

Ensy stall Wiz e

ap Easy Install Wizard

4 Porf Roater

Checking Internet Connection

The Wizard ks now checking the Router's connaction 1o the Internet. If & connection is net

detactad right away. the Wizard will wy again up to 10 dmes. This is normal. Please be
Walcoma patient.,

1 Examine COMPUTER

Chacking for Intemmel Conection...

4.2 Finished

When the Internet connection is complete, the Wizard will tell you that you
are finished. The “Connected” LED on the front of the Router will be solid
BLUE, indicating that the Router is now connected to the Internet.

Ensy ystall Wirard )

ap Easy Install Wizard

Abart F_:'«_':_f" Congratulations!

For more information on how 1o use your
router, reler to your user manual of check:
wowner.belkin.com netwerking

Thanks for choosing Belkin!

4 Configure

5 Internat

Finished

Your Router is now connected to the Internet. Now you can begin surfing the
Internet by opening your browser and going to your favorite web page.

Congratulations! You have finished installing your new Belkin Router. You are

ready to set up the other computers in your home. You can also add computers
to your Router any time you want.



Alternate Setup Method
Step 1: Connecting your Gateway Router

1.1 Turn off the power to your modem by unplugging the power supply from
the modem.

1.2 Locate the network cable that is connected between your modem and
your computer and unplug it from your computer, leaving the other end
connected to your modem.

1.3Plug the loose end of the cable you just unplugged into the port on the
back of the Router labeled “Internet/WAN".

1.4Connect the included network cable from the back of the computer to one
of the ports labeled “1-4". Note: It does not matter which numbered port
you choose.

1.5Turn your cable or DSL modem on by reconnecting the power supply to
the modem.

1.6 Before plugging the power cord into the Router, plug the cord into the wall,
then plug the cord into the Router’s power jack.

———_ —_ Mac or PC computer
e | that was originally
HBEEF:
| connected to the cable
or DSL modem

"

To power adapter \_____—'E'—
Supplied Blue Ethernet
cable (to computer)

Cable or DSL

modem

Existing network
cable (that came
with modem)
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1.7 Verify that your modem is connected to the Router by checking the lights
on the TOP of the Router. The Blue light labeled “WAN” should be ON if
your modem is connected correctly to the Router. If it is not, recheck your
connections.

1.8 Verify that your computer is connected properly to the Router by checking
the lights labeled “LAN 1,2,3,4”. The light which corresponds to the
numbered port connected to your computer should be ON, if your
computer is connected properly. If it is not, recheck your connections.

Alternate Setup Method

Step 2: Set your Computer’s Network Settings to Work with a DHCP Server
See the section in this User Manual called “Manually Configuring Network
Settings” for directions.

Alternate Setup Method

Step 3: Configuring the Router Using the Web-Based Advanced User
Interface

Using your Internet browser, you can access the Router's Web-Based Advanced
User Interface. In your browser, type “192.168.2.1" (do not type in anything else
such as “http://” or “www”). Then press the “Enter” key.

Address |48] http:/f192.168.2.1
|

Logging into the Router

You will see the Router’s home page in your browser window. The home page is
visible to any user who wants to see it. To make any changes to the Router’s
settings, you have to log in. Clicking the “Login” button or clicking on any one of
the links on the home page will take you to the login screen. The Router ships
with no password entered. In the login screen, leave the password blank and
click the “Submit” button to log in.

Login

Befare you can chanage any settings, you need to log in with a
password, If you have not yet set a custorn password, then leave
this field blank and click "Submit.”

Password

Default = leave blank

[ Ceor W Sumit |



Logging out of the Router

One computer at a time can log into the Router for the purposes of making
changes to the settings of the Router. Once a user has logged in to make
changes, there are two ways that the computer can be logged out. Clicking the
“Logout” button will log the computer out. The second method is automatic. The
login will time out after a specified period of time. The default login time-out is 10
minutes. This can be changed from one to 99 minutes. For more information, see
the section in this manual titled “Changing the Login Time-Out Setting”.

Understanding the Web-Based Advanced User Interface

The home page is the first page you will see when you access the Advanced
User Interface (Ul). The home page shows you a quick view of the Router’s
status and settings. All advanced setup pages can be reached from this page.

(10)  (9) @ G & ®3)
\ \ \ l /
BELKIN:cable/msl Gatewsy '-'C\u er /
LAN Seftings Status
DHCP ciiart (ist
_internet WAK R LTI Jud i e wiod W Leor ey oS change any settings.

Cornection Type
DNE

MALC Address

00:90:4B:75:50:0
AN LA A 00:90:4B:78:50:05

IP address 192 168.2.1
Subnet mask 255,255.255.0
DHCP Server Enabled

Channel snd SS10 Boot Yersion

(6)

S Hardware

Serial No. BEL993

Use as Access Point

MAC Address Control

(1) Frrewall 2 -
Wirtual Servers
WAN MAC address 00:90:4ENgG:50:05 NAT Enabled
Cliert IP Filters : -
Connection Type FPPoE Firewall Enabled
OME 7 2 L . i
Subnet mask 255.255.255,23% E::t[;"gs e (7)
DonS wan 1P 69.226,88,206 SR e PR

5 it Enabled
WAN Ping Blocking Default gateway 10.20.3040 ecurity nable

DNS Address 68,94, 1557

Security Log

Parental Contral
Restart Router
Restore Factory Default
SaverBackup Sattings
Restore Previous Settings (8)

Firmware Update

System Seftings

[replace with 8231-Status.jpg]

1. Quick-Navigation Links

You can go directly to any of the Router’s advanced Ul pages by clicking directly
on these links. The links are divided into logical categories and grouped by tabs
to make finding a particular setting easier to find. Clicking on the purple header of
each tab will show you a short description of the tab’s function.
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2. Home Button
The home button is available in every page of the Ul. Pressing this button will
take you back to the home page.

3. Internet Status Indicator

This indicator is visible in all pages of the Router, indicating the connection status
of the Router. When the indicator says “connection OK” in BLUE, the Router is
connected to the Internet. When the Router is not connected to the Internet, the
indicator will read “no connection” in RED. The indicator is automatically updated
when you make changes to the settings of the Router.

4. Login/Logout Button

This button enables you to log in and out of the Router with the press of one
button. When you are logged into the Router, this button will change to read
“Logout”. Logging into the Router will take you to a separate login page where
you will need to enter a password. When you are logged into the Router, you can
make changes to the settings. When you are finished making changes, you can
log out of the Router by clicking the “Logout” button. For more information about
logging into the Router, see the section called “Logging into the Router”.



5. Help Button
The “Help” button gives you access to the Router’s help pages. Help is also
available on many pages by clicking “more info” next to certain sections of each

page.

6. LAN Settings

Shows you the settings of the Local Area Network (LAN) side of the Router.
Changes can be made to the settings by clicking on any one of the links (IP
Address, Subnet Mask, DHCP Server) or by clicking the “LAN” quick-navigation
link on the left side of the screen.

7. Features

Shows the status of the Router’'s NAT, firewall, and wireless features. Changes
can be made to the settings by clicking on any one of the links or by clicking the
quick-navigation links on the left side of the screen.

8. Internet Settings

Shows the settings of the Internet/WAN side of the Router that connects to the
Internet. Changes to any of these settings can be made by clicking on the links or
by clicking on the “Internet/WAN" quick-navigation link on the left side of the
screen.

9. Version Info
Shows the firmware version, boot-code version, hardware version, and serial
number of the Router.

10. Page Name

The page you are on can be identified by this name. This User Manual will
sometimes refer to pages by name. For instance “LAN > LAN Settings” refers to
the “LAN Settings” page.
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Step 4: Configuring your Router for Connection to your Internet Service
Provider (ISP)

The “Internet/WAN” tab is where you will set up your Router to connect to your
Internet Service Provider (ISP). The Router is capable of connecting to virtually
any ISP’s system provided you have correctly configured the Router’s settings for
your ISP’s connection type. Your ISP connection settings are provided to you by
your ISP. To configure the Router with the settings that your ISP gave you, click
“Connection Type” (A) on the left side of the screen. Select the connection type
you use. If your ISP gave you DNS settings, clicking “DNS” (B) allows you to
enter DNS address entries for ISPs that require specific settings. Clicking “MAC
Address” (C) will let you clone your computer’'s MAC address or type in a specific
WAN MAC address, if required by your ISP. When you have finished making
settings, the “Internet Status” indicator will read “connection OK” if your Router is
set up properly.

B E L K I N g cable/DsL Gateway Rowter Setup Utility

Home| Help| Logout  Internet Status: Connected

WAN >

LAN Settings
DHCP Cliert List

i

The Internet/wan Tab is where you will set up your Router to connect to your Internet Service
Provider, The Router is capable of connecting to virtually any Internet Service Provider's system

Connection Type provided that vou have correctly configured the Router's settings for your [SP's connection type,
DNS To configure the Router to connect to your ISP, click on "Connection type" on the Internet/Wan
Tab on the left of the screen,

MAC Address

m Connection types supported:

Channel =nd £SI0 - Dynamic: including I5Ps that require a host name and [5Ps that bind the connection to a
Security specific MAC address,

Use 3s Access Point - Static IP address: the Router supports a connection to an ISP which assigns a static IP
MAC Address Control address.
m - PPPoOE: the Router supports a dynamic connection type which requires a PPRoE login for
Virtual Servers authentication,

Clierd IP Filters - PPTP: For European users OMLY, The Router supports connections to European 15P's which
DMZ connect via PPTR,

OOHS

- Telstra BigPond: Australian users ONLY, The router supports connection to Telstra BigPond,
WAN Ping Blocking

Security Log

Parental Cortrol

Restart Router

Restore Factory Default
SavelBackup Settings
Restore Previous Settings
Firmware Update

System Settings




Setting your Connection Type

From the “Connection Type” page, you can select the type of connection you
use. Select the type of connection you use by clicking the button (1) next to your
connection type and then clicking “Next” (2).

B E L KINxcable/ost gatewa

Router Setup Utilety

Home| Help| Logout  Internet Status: Connected

LAN Seftings

DHCP Client List

Connection Type
DNS
MAL Address

Channel and $510
Security

Use as Access Paoint
MAC Address Control

Virtual Servers
Client IF Filters
DMz

DONS

WM Fing Blocking

Security Lag

Farental Control
Restart Router

Restore Factory Default
SaveiBackup Seftings
Restore Pravious Ssttings
Firmware Update

System Settings
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WAN > Connection Type

®

Select your connection type:
Dynamic

A Dynamic type of connection is the most common, If you use a cable
rodern, then most likely you will have a dynamic connection, If you have a
cable modem or you are not sure of your connection type, use this.

Static

A Static IP address connection type is less commaon than others, Use this
selection only if your ISP gave you an IP address that never changes.

PPPoE

If you use a DEL modem and/or your ISP gave you & User Mame and
Password, then your connection type is PPPoE, Use this connection type.

PPTP

[European Countries Only], This type of connection is maost common in
European countries, If your ISP has specifically told vou that vou use PPTP
and has supplied you with the proper PFTP information, then use this
option.

Telstra BigPond

[Australia ©nly] Users of Telstra BigPond Cable or DSL will use this option
to configure the connection.
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Setting your Internet Service Provider (ISP) Connection Type to Dynamic IP
A dynamic connection type is the most common connection type found with cable
modems. Setting the connection type to “dynamic” in many cases is enough to
complete the connection to your ISP. Some dynamic connection types may
require a host name. You can enter your host name in the space provided if you
were assigned one. Your host name is assigned by your ISP. Some dynamic
connections may require that you clone the MAC address of the PC that was
originally connected to the modem.

1. Host Name

This space is provided to enter a host name that needs to be visible to your ISP.
Enter your host name here and click “Apply Changes” (3). If your ISP did not
assign you a host name, or you are not sure, leave this blank.

2. Change WAN MAC Address

If your ISP requires a specific MAC address to connect to the service, you can
enter a specific MAC address or clone the current computer’'s MAC address
through this link.

B E L K| N« cable/DsL Gateway Rowter Setup Utility

Home| Help| Logout  Internet Status: Connected

WAN > Connection Type > Dynamic IP

LAN Seftings

DH_CP Eliait: bt To enter vour Dynamic IP settings, type in your information below and click "apply changes". More

Info

i

Conn T n Tupe

DNS( 3 Host Name>

MEE AOdIEES Host Wame = A name that some Internet Service Providers require for connection to
w their system.

Channel 2nd 5510

SechAz . Change WAN MAC Address

Use 3= ACcess Point

MAC Address Control
m Clear Changes Apply Changes

WVirual Servers

Cliert IP Filters

DMZ

DONS (3)

WM Fing Blocking

Security Lag

Farental Control
Restart Router

Restore Factory Default
SaveiBackup Seftings
Restore Pravious Ssttings
Firmware Update

System Settings




Setting your Internet Service Provider (ISP) Connection Type to Static IP

A static IP address connection type is less common than other connection types.
If your ISP uses static IP addressing, you will need your IP address, subnet
mask, and ISP gateway address. This information is available from your ISP or
on the paperwork that your ISP left with you. Type in your information, then click
“Apply Changes” (3). After you apply the changes, the Internet Status indicator
will read “connection OK” if your Router is set up properly.

1. IP Address
Provided by your ISP. Enter your IP address here.

2. Subnet Mask
Provided by your ISP. Enter your subnet mask here.

3. ISP Gateway Address
Provided by your ISP. Enter the ISP gateway address here.

4. My ISP Provides More Than One Static IP Address

If your ISP assigns you more than one static IP address, your Router is capable
of handling up to five static WAN IP addresses. Select “My ISP provides more
than one static IP address” and enter your additional addresses.

B E L K I N & cable/DsL Gateway Router Setup Utility

Home| Help| Logout It 21met Status: Connected

WAN > Connection Type > Static IP

LAN Seftings
DHCF Client List

To enter your Static IP settings, type in your infarmation below and click "Apply changss* (2)
More Info

Connection Type - . - _

ONS IP Address > | 3 :_ I A1 -

{

MAC Address :: s s /(3)
m Subnet Mask > | L i | -

Channel 2nd S5I0 5 e o

Security ISP Gateway Address > | Jel | T 1 (4)
Use == Aocass Poirt

MAC Address Contral My ISP Provides more than one Static IP address? > F

m Click here to enter your DNS Settings (5)
wirtuzl Servers

Cliert IP Filters

oMz

DONS

WAN Ping Blocking

Security Log
PRI —

Parentsl Contral

Restart Router

Restore Factory Default
SavelBackup Settings
Restore Previous Seftings
Firmware Updste

System Settings
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Setting your ISP Connection Type to PPPoE

Most DSL providers use PPPOE as the connection type. If you use a DSL
modem to connect to the Internet, your ISP may use PPPoE to log you into the
service. If you have an Internet connection in your home or small office that
doesn’t require a modem, you may also use PPPOE.

Your connection type is PPPoOE if:

1) Your ISP gave you a user name and password, which is required to connect to
the Internet.

2) Your ISP gave you software such as WinPOET or Enternet300 that you use to
connect to the Internet.

3) You have to double-click on a desktop icon other than your browser to get on
the Internet.

B E L K I N cable/DsL Gateway Rowter Setup Utility (1)

Home! Help| Logout  Internet Status: Connected

LAN Setup

5 «
LAN Settings WAN > Connection Type > PPPoE
L To enter your PPPoE settings, type in your information below and click "aApply changes” 3
Internet WAN Info
Connaction Type (3)
DNS User Name | ‘
MAC Address
N T | i @)
Channel and 5510 //
Security Retype Password > |

Use a=s Access Poirt |
MAC Addrass Cortrol Service Name {Optional) > | ‘

e — |
MTU {1440-1454) > L (5)

Wirtuzl Servers
Do not make changes to the MTU setting unless your ISP specifically requires a different

Cliert IP Filters

Omz setting than 1454, More Info
DONS - .
WaN Ping Blocking [ piscannect sfter ' | minutes of no activity.

Security Lag

N

Parental Contral

Clear Changes Apply Changes

Restart Router
Restore Factary Oefault
SavelBackup Settings
Restore Pravious Settings
Firmvare Update

System Settings




1. User Name

This space is provided to type in your user name that was assigned by your ISP.
2. Password

Type in your password and retype it into the “Retype Password” box to confirm it.
3. Service Name

A service name is rarely required by an ISP. If you are not sure if your ISP
requires a service name, leave this blank.

4. MTU

The MTU setting should never be changed unless your ISP gives you a specific
MTU setting. Making changes to the MTU setting can cause problems with your
Internet connection including disconnection from the Internet, slow Internet
access, and problems with Internet applications working properly.

5. Disconnect after X...

The “Disconnect” feature is used to automatically disconnect the Router from
your ISP when there is no activity for a specified period of time. For instance,
placing a check mark next to this option and entering “5” into the minute field will
cause the Router to disconnect from the Internet after five minutes of no Internet
activity. This option should be used if you pay for your Internet service by the
minute.
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Setting your Internet Service Provider (ISP) Connection Type to Point-to-
Point Tunneling Protocol (PPTP) [European Countries Only].

Some ISPs require a connection using PPTP protocol, a type of connection most
common in European countries. This sets up a direct connection to the ISP’s
system. Type in the information provided by your ISP in the space provided.
When you have finished, click “Apply Changes” (9). After you apply the changes,
the Internet Status indicator will read “connection OK” if your Router is set up

properly.

B E L K I N s cable/DsL Gateway Rowter Setup Utility

Home| Help| Logout  Internet Status: Connected

LAN Settings

) -

Internet WAN

Conpacion Type

nui?") \

MAL Eéress PPTP Password =

ey ssi0 N>

Seznt M

Use 35 pocass Point

e ; Ws >

ddress =

virthal 5 s

Cliert IP Filters Subnet Mask =

8) \ﬂ\ £ 2 1o

j— \Wﬁunal) > | |

PR Elacking [] pisconnect after | i minutes of no activity. More Info
Security Log -
m Click here to enter your DNS Settings

Farental Cortrol

Restart Router

Restare Factory Default Clear Changes Apply Changes
SavelBackup Settings

Restore Previous Settings

Firrwsre Updste (9)

System Seftings

1. PPTP Account
Provided by your ISP. Enter your PPTP account name here.

2. PPTP Password
Type in your password and retype it into the “Retype Password” box to confirm it.

3. Host Name
Provided by your ISP. Enter your host name here.



4. Service IP Address
Provided by your ISP. Enter your service IP address here.

5. My IP Address
Provided by your ISP. Enter the IP address here.

6. My Subnet Mask
Provided by your ISP. Enter the IP address here.

7. Connection ID (optional)
Provided by your ISP. If your ISP did not give you a connection ID, leave this
blank.

8. Disconnect after X....

The “Disconnect” feature is used to automatically disconnect the Router from
your ISP when there is no activity for a specified period of time. For instance,
placing a check mark next to this option and entering “5” into the minute field will
cause the Router to disconnect from the Internet after five minutes of no Internet
activity. This option should be used if you pay for your Internet service by the
minute.

N1 Wireless Router.doc Page 35 of 100



N1 Wireless Router.doc Page 36 of 100

Setting your Connection Type if You Are a Telstra® BigPond User [Australia
Only]

Your user name and password are provided to you by Telstra BigPond. Enter this
information below. Choosing your state from the drop-down menu (6) will
automatically fill in your login server IP address. If your login server address is
different than one provided here, you may manually enter the login server IP
address by placing a check in the box next to “User decide login server manually”
(4) and type in the address next to “Login Server” (5). When you have entered all
of your information, click “Apply Changes” (7). After you apply the changes, the
Internet Status indicator will read “connection OK” if your Router is set up

properly.

B E L K| N« cable/DsL Gateway Rowter Setup Utility

Home| Help| Logout  Internet Status: Connected

Internet WAN i w This information is provided by Telstra BigPond. More Info (6)

8 ction Tupe = E—

5 \ State = | — V |

Addrass \W
Password =
| =nd 5510

(f{'_y)ﬂean\ Rety ord =
Security =
i i T Mserver manually = Ll

ls2 25 Access Poi & s
MAE Address Control Login Server > |

WVirual Servers

Cliert IP Filters Clear Changes Apply Changes

DMz

DONS

WM Fing Blocking (7)

Security Lag

Farental Control
Restart Router

Restore Factory Default
SaveiBackup Seftings
Restore Pravious Ssttings
Firmware Update

System Settings

1. Select your State

Select your state from the drop-down menu (6). The “Login Server” box will
automatically be filled in with an IP address. If for some reason this address does
not match the address that Telstra has given, you can manually enter the login
server address. See “User decide login server manually” (4).

2. User Name
Provided by your ISP. Type in your user name here.



3. Password
Type in your password and retype it into the “Retype Password” box to confirm it.

4. User Decide Login Server Manually

If your login server IP address is not available in the “Select Your State” drop-
down menu (6), you may manually enter the login server IP address by placing a
check in the box next to “User decide login server manually” and type in the
address next to “Login Server” (5).

Setting Custom Domain Name Server (DNS) Settings

A “Domain Name Server” is a server located on the Internet that translates
Universal Resource Locaters (URLS) like “www.belkin.com” to IP addresses.
Many Internet Service Providers (ISPs) do not require you to enter this
information into the Router. The “Automatic from ISP” box (1) should be checked
if your ISP did not give you a specific DNS address. If you are using a static IP
connection type, then you may need to enter a specific DNS address and
secondary DNS address for your connection to work properly. If your connection
type is dynamic or PPPOE, it is likely that you do not have to enter a DNS
address. Leave the “Automatic from ISP” box checked. To enter the DNS
address settings, uncheck the “Automatic from ISP” box and enter your DNS
entries in the spaces provided. Click “Apply Changes” (2) to save the settings.
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B E L K I N g cable/DsL Gateway Rowter Setup Utility
( 0 Home| Help| Logout  Internet Status: Connected

WAN > DNS

LAN Settings
DHCP Cliert List

our ISP provided you with & specific DNS address to use, enter the address in this window
tapply Changes",

Connection Type
i Automatic from ISP

MAC Address
DNS Address >

Channel =nd §510
Security Secondary DNS Address >

Uegasiacoass Paind DME = Domain Mame Server. A server located on the Internet that translates URL's (Universal

MAL Address Control Resource Links) like www.belkin.com to [P addresses. More Info

irtual Servers
Client IP Filters
DMz

DONS (2)
WAN Fing Blocking
Security Log

Parental Cortrol

Restart Router

Restore Factory Default
SavelBackup Settings
Restore Previous Settings
Firmware Update

System Seftings

Configuring your WAN Media Access Controller (MAC) Address

All network components including cards, adapters, and routers, have a unique
“serial number” called a MAC address. Your Internet Service Provider (ISP) may
record the MAC address of your computer’s adapter and only let that particular
computer connect to the Internet service. When you install the Router, its own
MAC address will be “seen” by the ISP and may cause the connection not to
work. Belkin has provided the ability to clone (copy) the MAC address of the
computer into the Router. This MAC address, in turn, will be seen by the ISP’s
system as the original MAC address and will allow the connection to work. If you
are not sure whether your ISP needs to see the original MAC address, simply
clone the MAC address of the computer that was originally connected to the
modem. Cloning the address will not cause any problems with your network.

Cloning your MAC Address
To clone your MAC address, make sure that you are using the computer that was
ORIGINALLY CONNECTED to your modem before the Router was installed.

Click the “Clone” button (1). Click “Apply Changes” (3). Your MAC address is
now cloned to the Router.



Entering a Specific MAC Address

In certain circumstances you may need a specific WAN MAC address. You can
manually enter one in the “MAC Address” page. Type in a MAC address in the
spaces provided (2) and click “Apply Changes” (3) to save the changes. The
Router's WAN MAC address will now be changed to the MAC address you
specified.

B E LK I N & cable/DsL Gateway Rowter Setup Utility
Home| Help| Logout Internet Status: Connecied

— | WAN > MAC address

N
LAN Seftings
DHCP FIIIentILISl Some ISPs requirE+k
‘Irteraet WAN Router. If you are not sure the

ion T————| connected to the modem before |r|sta\||r|g =
prol network, More Info

ou clone (copy) the MAC address of your computer's network card into the
ply clone the MAC address of the computer that was originally
auter. Cloning your MAC address will not cause any

cheire
NS
MAE Address BER | I?B l.lso |
ML o Mac Addross > Do e e
Channel and 5510 —

Security

Clone Computer's MAC Address > Clone
Use 3= Access Point

MAC Address Cortrol

Clear Changes Apply Changes

Ereers
Client IF Filters
DMz
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WM Fing Blocking

Security Lag

Farental Control
Restart Router

Restore Factory Default
SaveiBackup Seftings
Restore Pravious Ssttings
Firmware Update

System Settings
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Using the Web-Based Advanced User Interface

Using your Internet browser, you can access the Router's Web-Based Advanced
User Interface. In your browser, type “192.168.2.1" (do not type in anything else
such as “http://” or “www”) then press the “Enter” key.

| Address

192,168.2.1

You will see the Router’s home page in your browser window.

Viewing the LAN Settings

Clicking on the header of the LAN tab (1) will take you to the LAN tab’s header
page. A quick description of the functions can be found here. To view the settings
or make changes to any of the LAN settings, click on “LAN Settings” (2) or to
view the list of connected computers, click on “DHCP client list” (3).

B E L K I N s cable/DsL Gateway Rouwter Setup UL

Home| Help| Logout  Internet Status: Connected

LAN >

LAN Seftings
DHCP Cliert List

i

Your Router is equipped with a DHCP server that will autornatically assign IP addresses to each
computer on your network., The factory default settings for the DHCP server will work in most any

Cornection Type RELE 2
application, If you need to make changes to the settings, you can do sa.

DNS

MAC Address The changes that you can make are:

Channel and $510
Security
Use as Access Paoint

MAC Address Cortrol

Virtual Servers
Client IF Filters
DMz

DONS

WM Fing Blocking

Security Lag

Farental Control

Restart Router

Restore Factory Default
SaveiBackup Seftings
Restore Pravious Ssttings
Firmware Update

System Settings

- Change the Internal IP address of the Router. The default = 192,168.2.1

- Change the Subnet Mask. The default = 255.255.255.0

- Enable/Disable the DHCP Server Function. Default= ON {Enabled}

- Specify the Starting and Ending IP Pool Address. Default = Starting: 2 f Ending: 100
- Specify the IP address Lease Time. Default= Forever

- Specify a local Domain Name. Default = Belkin

To make changes, click "LAN Settings" on the LAN tab to the |eft,

The Router will also provide vou with a list of all client computers connected to the network. To view the
list, click "DHCP client list” on the LAN tab to the left,



Changing LAN Settings
All settings for the internal LAN setup of the Router can be viewed and changed

here.

BELKIN«can

e/DSL G

ateway Rowter Setup Utility

Home| Help| Logout  Internet Status: Connected

LAN Setup
LAN Settings
DHCP Cliert List
Internet WAN
Connection Type
DNS

MAC Address
Fwirclesa |
Channel and SSID
Security

Use as Access Point
MAC Address Cortrol
=i —
Virtual Servers
Cliert IP Filters
DMz

DONE

WAN Ping Elacking
Security Log
e —
Parental Control

Restart Router

Restore Factory Default
SaverBackup Seftings
Restore Pravious Settings
Firmware Update

System Seftings

LAN > LAN Settings

You can make changes to the Local Area Metwork (LAN) here, For changes to take effect, you
must press the "Apply Changes" button at the bottorn of the screen.

IP address > 132 s ][z |[1
More Info

Subnet task > s e (o
More Info

DHCP server > ® on O off

The DHCFP server function makes setting up a network very easy by assigning [P addresses to
each computer on the netwark, It is not necessary to make any changes here, More Info

IP Pool Starting

Address = 2
IP Pool Ending i i 1
Address > A 200

Lease Time > | Farever -

The length of time the DHCP server will reserve the IP address for each computer,

Local Domain Name >I.Ele|k\n
{ optional ) L

A feature that lets you assign a name to your netwark, More Info

Clear Changes

Apply Changes

1. IP Address

The “IP address” is the internal IP address of the Router. The default IP
address is “192.168.2.1". To access the advanced setup interface, type this
IP address into the address bar of your browser. This address can be
changed if needed. To change the IP address, type in the new IP address
and click “Apply Changes”. The IP address you choose should be a non-
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routable IP. Examples of a non-routable IP are:

192.168.x.x (where x is anything between 0 and 255)
10.x.x.x (where x is anything between 0 and 255)

2. Subnet Mask

There is no need to change the subnet mask. This is a unique, advanced
feature of your Belkin Router. It is possible to change the subnet mask if
necessary; however, do NOT make changes to the subnet mask unless you
have a specific reason to do so. The default setting is “255.255.255.0".

3. DHCP Server

The DHCP server function makes setting up a network very easy by
assigning IP addresses to each computer on the network automatically. The
default setting is “On”. The DHCP server can be turned OFF if necessary;
however, in order to do so you must manually set a static IP address for each
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computer on your network. To turn off the DHCP server, select “Off” and click
“Apply Changes”.

4. IP Pool

The range of IP addresses set aside for dynamic assignment to the
computers on your network. The default is 2-100 (99 computers). If you want
to change this number, you can do so by entering a new starting and ending
IP address and clicking on “Apply Changes”. The DHCP server can assign
100 IP addresses automatically. This means that you cannot specify an IP
address pool larger than 100 computers. For example, starting at 50 means
you have to end at 150 or lower so as not to exceed the 100-client limit. The
starting IP address must be lower in number than the ending IP address.

5. Lease Time

The length of time the DHCP server will reserve the IP address for each
computer. We recommend that you leave the lease time set to “Forever”. The
default setting is “Forever”, meaning that any time a computer is assigned an
IP address by the DHCP server, the IP address will not change for that
particular computer. Setting lease times for shorter intervals such as one day
or one hour frees IP addresses after the specified period of time. This also
means that a particular computer’s IP address may change over time. If you
have set any of the other advanced features of the Router such as DMZ or
client IP filters, these are dependent on the IP address. For this reason, you
will not want the IP address to change.

6. Local Domain Name

The default setting is “Belkin”. You can set a local domain name (network
name) for your network. There is no need to change this setting unless you
have a specific advanced need to do so. You can name the network anything
you want such as “MY NETWORK”.

Viewing the DHCP Client List Page

You can view a list of the computers (known as clients), which are connected to
your network. You are able to view the IP address (1) of the computer, the host
name (2) (if the computer has been assigned one), and the MAC address (3) of
the computer’s network interface card (NIC). Pressing the “Refresh” (4) button
will update the list. If there have been any changes, the list will be updated.



B E L K| N« cable/DsL Gateway Rowter Setup Utility

Home| Help| Logout  Internet Status: Connected

LAN Setup . y
T LAN > DHCF Client List
DHCP Client List
Internet WAN This page shows you the IP address, Host Mame and MAC address of each computer that is
connected to your networle, If the computer does not have 3 host name specified, then the Host
Mame figld will be blank. Pressing "Refresh” will update the list,

Connection Type
DNS
MAL Address

[wircless | 1P Address MAC Address

Channel 2nd 5510
192.1668.2.4 B2 00:11:25:43:85:09

Security

Use 3= Access Point

MAC Address Cortral
acal —
virtual Servers
Cliert IF Filters
oz

DONS

WAN Ping Blocking
Seourity Log
IS —
Farental Control

Restart Router

Restore Factory Default
SaveiBackup Seftings
Restore Pravious Ssttings
Firmware Update

System Seftings

Configuring the Wireless Network Settings

The “Wireless” tab lets you make changes to the wireless network settings. From
this tab you can make changes to the wireless network name (SSID), operating
channel, encryption security settings, and configure the Router to be used as an
access point.

Changing the Wireless Network Name (SSID)

To identify your wireless network, a name called the SSID (Service Set Identifier)
is used. The SSID is your network name. The default network name of the
Router is “Belkin_N1_Wireless_” followed by six digits that are unique to your
Router. Your network name will look something like

“Belkin_N1_ Wireless 012345". You can change this to anything you choose, or
you can leave it unchanged. Keep in mind, if you decide to change your wireless
network name, and there are other wireless networks operating in your area,
your network name needs to be different from other wireless networks that may
be operating in your area. To change the SSID, type in the SSID that you want to
use in the SSID field (1) and click “Apply Changes” (2). The change is immediate.
If you make a change to the SSID, your wireless-equipped computers may also
need to be reconfigured to connect to your new network name. Refer to the
documentation of your wireless network adapter for information on making this
change.
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B E L K| N« cable/DsL Gateway Rowter Setup Utility

Home| Help| Logout  Internet Status: Connected

LAN Setup .
>

LAN Sattings Wireless > Channel and SSID

DHCP Client List ’ . .
Internet WAN ;Fo make changeﬂs to the wireless settings of the router, make the changes here. Click

Apply Changes" to save the settings. More Info

Cornection Type R

i Wireless Channel > malf ¥ Current Channel > 11

MAC Addrass S5ID = |Belkin_G_Plus_MIMO_785006
w Wireless Mode > | 802.11g&80211b [%| More Info

Channel 2nd 5510 w5

Security Broadcast SSID > More Info

Use =5 Access Point Protected Mode > [ | More Info

MALC Address Control I

WVirual Servers

Clear Changes | apply Changes

Cliert IF Filters
oz

DONS

WAN Ping Blocking
Seourity Log
IS —
Farental Control

Restart Router

Restore Factory Default
SaveiBackup Seftings
Restore Pravious Ssttings
Firmware Update

System Seftings

Using the Wireless Mode Switch
This switch allows you to set the Router’s wireless modes. There are three
modes.

1) 802.11g only
Setting the Router to this mode will allow only G Plus MIMO and 802.11g-
compliant devices to join the network, keeping out any slower 802.11b devices.

2) 802.11g & 802.11b

Setting the Router to this mode will let 802.11g-, and 802.11b-compliant devices
to join the network.

3) Off

This mode will turn OFF the Router’s access point, so no wireless devices can
join the network. Turning off the wireless function of your Router is a great way to
secure your network when you are away from home for a long period of time, or
don’t want to use the wireless feature of the Router at a certain time.

Changing the Wireless Channel

There are a number of operating channels you can choose from. In the United
States, there are 11 channels. In the United Kingdom and most of Europe, there
are 13 channels. In a small number of other countries, there are other channel
requirements. Your Router is configured to operate on the proper channels for



the country you reside in. The channel can be changed if needed. If there are
other wireless networks operating in your area, your network should be set to
operate on a channel that is different than the other wireless networks.

Auto Channel Selection Feature and Changing the Channel

For best performance, your Router should use a channel that is at least five
channels away from the other wireless networks in the area. For instance, if
another network is operating on channel 11, then set your network to channel 6
or below. The auto channel selection mode will choose the clearest channel to
operate on when the Router is first powered up. Your Router ships from the
factory with the auto channel feature enabled. You can manually select a channel
if you wish; however, it is recommended to use the auto channel mode. To
change the channel, select the channel from the drop-down list. Click “Apply
Changes”. The change is immediate.

Using the Broadcast SSID Feature

Note: This advanced feature should be employed by advanced users only. For
security, you can choose not to broadcast your network’s SSID. Doing so will
keep your network name hidden from computers that are scanning for the
presence of wireless networks. To turn off the broadcast of the SSID, remove the
check mark from the box next to “Broadcast SSID”, and then click “Apply
Changes”. The change is immediate. Each computer now needs to be set to
connect to your specific SSID; an SSID of “ANY” will no longer be accepted.
Refer to the documentation of your wireless network adapter for information on
making this change.

Protected Mode Switch

Protected mode will ensure proper operation of 802.11g devices on your N1
Wireless network when 802.11b devices are present or when there is heavy
802.11b traffic in the operating environment. If you are using a mix of Belkin N1
Wireless Cards and 802.11b or 802.11g cards on your network, protected mode
should be used. If you are in an environment where there is no other (or very
little) 802.11b wireless network traffic, best 802.11g performance may be
achieved with protected mode OFF. If you are operating in an environment with
HEAVY 802.11b traffic or interference, best 802.11g performance may be
achieved with protected mode ON. N1 Wireless performance is not affected by
this setting.

Changing the Wireless Security Settings
Your Router is equipped with the latest security standard called Wi-Fi Protected
Access (WPA). It also supports the legacy security standard called Wired
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Equivalent Privacy (WEP). By default, wireless security is disabled. To enable
security, you will need to determine which standard you want to use. To access
the security settings, click “Security” on the “Wireless” tab.

The Router features WPA2, which is the second generation of the WPA-based
802.11i standard. It offers a higher level of wireless security by combining
advanced network authentication and stronger Advanced Encryption Standard
(AES) encryption methods.

WPA2 Requirements

IMPORTANT: In order to use WPAZ2 security, all your computers and wireless
client adapters must be upgraded with patches, driver, and client utility software
that supported WPA2. At the time of this User Manual’s publication, a couple
security patches are available, for free download, from Microsoft®. These
patches work only with the Windows XP operating system. Other operating
systems are not supported at this time.

For Windows XP computers that do not have Service Pack 2 (SP2), a file
from Microsoft called “Windows XP Support Patch for Wireless Protected
Access (KB 826942)" is available for free download at
http://support.microsoft.com/?kbid=826942

For Windows XP with Service Pack 2, Microsoft has released a free
download to update the wireless client components to support WPA2
(KB893357). The update is available from:
http://support.microsoft.com/default.aspx?scid=kb;en-us;893357

IMPORTANT: You also need to ensure that all your wireless client
cards/adapters support WPA2, and that you have downloaded and installed the
latest driver. Most of the Belkin wireless cards have driver updates available for
download from the Belkin support site: www.belkin.com/networking.

Setting WPA/WPA2-Personal (PSK)

Like WPA security, WPAZ2 is available in both WPA2-Personal (PSK) mode and
WPAZ2-Enterprise (RADIUS) mode. Typically, WPA2-Personal (PSK) is the mode
that will be used in a home environment, while WPA2-Enterprise (RADIUS) is
implemented in a business environment where an external radius server
distributes the network key to the clients automatically. This guide will focus on
WPAZ2-Personal (PSK) usage. Please refer to the User Manual for more
information about wireless security and different types of wireless security.

1. After you've set up your Router, go to the “Security” page under “Wireless”
and select “WPA/WPA2-Personal (PSK)” from the “Security Mode” drop-down
menu.



2. For “Authentication”, select “WPA-PSK”, “WPA2-PSK”, or “WPA-PSK +
WPA2-PSK”. This setting will have to be identical on the wireless clients that
you set up. “WPA-PSK + WPA2-PSK” mode will allow the Router to support
clients running either WPA or WPAZ2 security.

3. For “Encryption Technique”, select “TKIP”, “AES”, or “TKIP+AES”. This
setting will have to be identical on the wireless clients that you set up.

5. 4. Enter your pre-shared key (PSK). This can be from eight to 63 characters
and can be letters, numbers, or symbols. This same key must be used on all
of the wireless clients that you set up. For example, your PSK might be
something like: “Smith family network key”. Click “Apply Changes” to finish.
You must now set all wireless clients to match these settings.

Wireless > Security

Security Mode _WPNWPAZ-Pers_ona_\_(PSK) v
Authentication | WPA-PSK + WRAZ-PSK v

Encryption Technigue | TKIP | Default is TKIP

Pre-shared Key (PSK)

IMPORTANT: Make sure your wireless computers are updated to work with
WPAZ2 and have the correct settings to get proper connection to the Router.

Setting WPA Security

Note: To use WPA security, your wireless network cards must be equipped with
software that supports WPA. At the time this User Manual was published, a
security patch from Microsoft is available for free download. This patch works
only with Windows XP.

Your Router supports WPA-PSK (no server). WPA-PSK uses what is known as a
pre-shared key as the security key. A pre-shared key is basically a password that
is between eight and 39 characters long. It can be a combination of letters,
numbers, or characters. Each client uses the same key to access the network.
Typically this is the mode that will be used in a home environment.

Setting WPA-PSK
1. From the “Security Mode” drop-down menu, select “WPA-PSK (no server)”.
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2. For “Encryption Technique”, select “TKIP” or “AES”. This setting will have to

3.

be identical on the clients that you set up.

Enter your pre-shared key. This can be from eight to 39 characters and can
be letters, numbers, or symbols. This same key must be used on all of the
clients that you set up.

Click “Apply Changes” to finish. You must now set all clients to match these
settings.

Wireless > Security

Security Mode (WPAPSK(no server) v

Encryption Technique [ TEIP % | Default is TIP

Pre-shared Key {(PSK)

WPA-PSK (no server)

Wireless Protected Access with a Pre-Shared Key: The key is a
passward, in the farmn of a ward, phrase or series of letters and
numbers, The key must be between & and 63 characters long and can
include spaces and symbols, or 64 Hex(0-F) only, Each client that
connects to the network must use the same key (Pre-Shared Key),
More Info

] obscure PsE

Clear Changes apply Changes

Setting WEP Encryption

Note to Mac users: The “Passphrase” option will not operate with Apple®
AirPort®. To configure encryption for your Mac computer, set the encryption using
the manual method described in the next section.

1. Select “128-bit WEP” or “64-bit WEP” from the drop-down menu.

Wireless > Security

Security Mode , Disabled v

: ; Disahkled
You can configure wirele s e
: : A EA-PERnD server)
maximurm wireless securif ;
constitutes the best secur 128b'tWEP
WEP (Wired Equivalent priB4bit \WEF
WEAMwith Fadius Server)

jere. Security should be enabled to assure
tess) provides dynamic key changes and
rments, where not all devices support WPA,
fo

Apply Changes




[replace with 8231 Wireless_Security _Mode.jpg]

2. After selecting your WEP encryption mode, you can enter you WEP key
manually by typing in the hex WEP key manually, or you can type a
passphrase in the “PassPhrase” field and click “Generate” to create a WEP
key from the passphrase. Click “Apply Changes” to finish. You must now set
all of your clients to match these settings.

Wireless > Security

Security Mode 'IEBbItWEP V More Info

{13 hex digit pairs)

MOTE: To autormatically generate hex pairs using a PassPhrase, checlk the
box on the left and input the passphrase here

PassPhrase generate

Clear Changes apply Changes

3. Encryption in the Router is now set. Each of your computers on your wireless
network will now need to be configured with the same passphrase. Refer to
the documentation of your wireless network adapter for information on making
this change.

Using a Hexadecimal Key

A hexadecimal key is a mixture of numbers and letters from A—F and 0-9. 64-bit
keys are 10 digits long and can be divided into five two-digit numbers. 128-bit
keys are 26 digits long and can be divided into 13 two-digit numbers.

For instance:
AF OF 4B C3 D4 = 64-bit key
C3 03 0F AFOF 4B B2 C3 D4 4B C3 D4 E7 = 128-bit key

In the boxes below, make up your key by writing in two characters between A—F

and 0-9. You will use this key to program the encryption settings on your Router
and your wireless computers.
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Example: AF IF 4B IGS b‘f-

64-hit:

AR N L

Note to Mac users: Original Apple AirPort products support 64-bit encryption
only. Apple AirPort 2 products can support 64-bit or 128-bit encryption. Please
check your product to see which version you are using. If you cannot configure
your network with 128-bit encryption, try 64-bit encryption.

Using the Access Point Mode

Note: This advanced feature should be employed by advanced users only. The
Router can be configured to work as a wireless network access point. Using this
mode will defeat the NAT IP sharing feature and DHCP server. In AP mode, the
Router will need to be configured with an IP address that is in the same subnet
as the rest of the network that you will bridge to. The default IP address is
192.168.2.254 and subnet mask is 255.255.255.0. These can be customized for
your need.

1. Enable the AP mode my selecting “Enable” in the “Use as Access Point only”
page. When you select this option, you will be able to change the IP settings.

2. Set your IP settings to match your network. Click “Apply Changes”.
3. Connect a cable from the WAN port on the Router to your existing network.

The Router is now acting as an access point. To access the Router advanced
user interface again, type the IP address you specified into your browser’s
navigation bar. You can set the encryption settings, MAC address filtering, SSID,
and channel normally.

Setting MAC Address Control

The MAC address filter is a powerful security feature that allows you to specify
which computers are allowed on the wireless network. Note: This list applies only
to wireless computers. This list can be configured so any computer attempting to
access the wireless network that is not specified in the filter list will be denied
access. When you enable this feature, you must enter the MAC address of each
client (computer) to which you want to allow network access. The “Block” feature
lets you turn on and off access to the network easily for any computer without
having to add and remove the computer's MAC address from the list.





