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Chapter 1: Introduction

Installing Your Router
In this chapter, you'll learn how to connect your router.

System Requirements
" One or more PCs (desktop or notebook) with Ethernet interface

" Broadband Internet access
" Ethernet cables

" Wireless interface (if planning to use wireless functions)

Installation Instructions

Connecting the Router:
1. Make sure all systems are turned off, including the router, PC(s), and the cable or
DSL modem (if applicable).

2. Connect the WAN port on the router to your cable/DSL modem, Ethernet Server, or
hub.

3. Connect one or more client PCs to the LAN port(s).

4. Connect the power adapter (5VDC, 2A) to the power jack on the router. Then, plug
the power cable into an outlet.

5. Turn on your PC(s).



Chapter 2: Preparing Your Network

Preparing Your Network

In this chapter, you'll learn what to do before configuring your router.
Before you can configure your router, you need to set up all the computers on your network for
TCP/IP networking. You also need to know certain information from your ISP.

Configuring Windows for IP Networking

You need to configure each computer in your network for TCP/IP networking. If you plan to use
the DHCP feature (recommended), you should configure each computer to receive an IP
address automatically. See the procedure below for instructions.

If you don’t plan to use DHCP, you'll need to manually assign an IP address to each computer.
Refer to your Windows documentation for instructions on how to do this.

To configure Windows to receive dynamic IP address:

Configuring Windows 98 and Millannium PCs

1. Click the Start button. Select Settings and click the Control Panel icon. Double-click the
Network icon.

2. On the Configuration tab, select the TCP/IP line for the applicable Ethernet adapter. Do not
choose a TCP/IP entry whose name mentions DUN, PPPoE, VPN, or AOL. If the word TCP/IP
appears by itself, select that line. Click the Properties button.
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3. Click the IP Address tab. Select Obtain an IP address automatically
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4. Now click the Gateway tab, and verify that the Installed Gateway field is
blank. Click the OK button.

5. Click the OK button again. Windows may ask you for the original Windows installation disk or
additional files. Check for the files at c:\windows\options\cabs, or insert your Windows CD-ROM
into your CDROM drive and check the correct file location, e.g., D:\win98, D:\win9x, etc. (if “D” is

the letter of your CD-ROM drive).

6. Windows may ask you to restart your PC. Click the Yes button. If Windows does not ask you to
restart, restart your computer anyway.



Configuring Windows 2000 PCs.

1. Click the Start button. Select Settings and click the Control Panel icon. Double-click the
Network and Dial-up Connections icon.

2. Select the Local Area Connection icon for the applicable Ethernet adapter (usually it is the first
Local Area Connection listed). Double-click the Local Area Connection. Click the Properties

button
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3. Make sure the box next to Internet Protocol (TCP/IP) is checked. Highlight I nternet Protocol (TCP/IP),
and click the Properties button.
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4. Select Obtain an | P address automatically. Once the new window appears, click the OK button.
Click the OK button again to complete the PC configuration.



Internet Protocol (TCP/IP) Properties
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5. Restart your computer.



Configuring Windows XP PCs

The following instructions assume you are running Windows XP with the default interface. If you
are using the Classic interface (where the icons and menus look like previous Windows versions),
please follow the instructions for Windows 2000.

1. Click the Start button and then the Control Panel icon. Click the Network and Internet
Connections icon. Then click the Network Connections icon.

2. Select the Local Area Connection icon for the applicable Ethernet adapter (usually it is the first
Local Area Connection listed). Double-click the Local Area Connection. Click the Properties
button.
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3. Make sure the box next to Internet Protocol (TCP/IP) is checked. Highlight I nternet Protocol (TCP/IP),
and click the Properties button.
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4. Select Obtain an | P address automatically. Once the new window appears, click the OK button. Click
the OK button again to compl ete the PC configuration.
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Collecting ISP Information
The following information needs to be gathered from the ISP before you can configure
your router:

Has your ISP assigned you a static IP address, or will they assign one to you dynamically?

If they have given you a static IP, what is it?
Does your ISP use PPPoE? If so, what is your PPPOE username and password?

Call your ISP if you're not sure of the answers to these questions.
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Chapter 3: Configuring the Router’s Basic Functions
Basic Functions

Basic administrative functions include Setup, Global Address, Wireless, Tools, Status, DHCP,
Log, and Statistics.

The Wireless-G Router comes with a web-based tool that you can use to set up and customize
the router settings. You can access this tool from any computer on your network.

To open the web-based Admin Tool:
1. Open a browser on your PC.
2. Type http://192.168.62.1 in the Address field:

Address | &] http:ff192.168.62.1

A logon dialog box will appear:
Connect to 192.168.62.1

Bk
Realmi
Liser name: | €7 admin w |
Passwaord: | saee |

[ 1Remember my passwaord

[ Ok ] [ Cancel

3. Type admin in the User Name field. Then, type a Password and click OK. The default
password is 1234.

The Wireless-G Router Admin Tool will appear
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Setup

The Setup screen shows the basic configuration parameters for your router, such as Host
Name, LAN IP Address, and PPPoE Login.

Although most users will be able to accept the default settings, every Internet Service Provider
(ISP) is different. Check with your ISP if you're not sure which settings they require.

The Setup screen is shown in the figure below.
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To configure Setup parameters:

1. Type the Host Name (optional). This value is sometimes called System Name or Account Name.
Check with your ISP if you're not sure whether to provide this information.

2. Type the Domain Name of your ISP, such as xyz.isp.com (optional). Check with your ISP if
you're not sure whether to provide this information.

3. Review the Firmware Version. This value tells you the version number and date of the firmware
you are currently using.
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4. Select your Time Zone.

5 .Enable or disable Daylight Savings.

6. Review the LAN IP Address information and change it if necessary. These fields show the
Device IP Address and Subnet Mask as seen by others on your Local Area Network (LAN).

Most users will not need to change these values.

If your ISP uses PPPoE, choose Enable and go on to Step 8; otherwise, choose Disable and skip
to Step 7.

7. For WAN IP Address (also called the Public IP), choose either Obtain an IP Address
Automatically (most users) or Specify an IP Address (if your ISP assigns static IPs). If you
choose the second option, type in the Wide Area Network (WAN) IP Address, Subnet Mask,
ISP Gateway Address, and DNS information. Your ISP should provide these values.

8. Select your Point-to-Point Protocol over Ethernet (PPPoE) settings. PPPoE allows your ISP to
authenticate your connection by requiring you to submit a username and password.

9. Type in the PPPoE User Name and Password provided by your ISP.

10. Click Apply when you finish choosing your settings, or click Cancel to undo your changes.
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Global Address

Use the Global Address screen to set up Network Address Translation (NAT), a process that
provides internal to external IP address mapping. If your router is configured to retrieve an IP
address dynamically, you will not need to use this function.

The Global Address screen is shown in the figure below.
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Wireless

Use the Wireless screen to configure your router for wireless access. Most users will only need
to look at the Basic settings, which include Wireless Enable/Disable, ESSID, Channel, and
WEP options. Some users may choose to configure the Advanced wireless settings, such as
Beacon Interval, Authentication Type, and Enhanced Security options. The Wireless screen is
shown in the figure below
7! Mndio fetting " Bocurity Betting  Satus ceruar: b6 confiind o
Gateway Tor wireless apoess. 17
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Radio Setting:
To configure the Basic wireless options:

1. First, choose to Enable or Disable wireless access. None of the router’s wireless functions will
work unless you choose Enable.

2. Review the Firmware Version. This value tells you the version number of the wireless firmware
you are currently using.

3. Select Wireless Mode: If you have Wireless-G and Wireless-B devices in your network, then
keep the default setting, MIXED. If you have only Wireless-G devices, select G_ONLY. If you
have only Wireless-B devices, select B_ONLY.

4. Type in the Extended Service Set Identifier (ESSID)
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5. Select the Channel number

Advanced Wireless Options
Most users will not need to configure the advanced wireless options.
To configure the Advanced wireless options:

1. Type a Beacon Interval. This value represents the time interval between beacons broadcast by
the Access Point (AP).

Note that the default values for the advanced wireless settings are shown in a table on the
right-hand side of the screen:

Default Yalues for Radio
Settings

100
2432
2346

1
Long Freamble

Diizable

2. Type a value for RTS Threshold. This value represents the minimum size of data frames above
which Request-To-Send (RTS) protocol is used. RTS helps prevent data collision from hidden
nodes.

3. Type a value for Fragmentation Threshold. For efficiency in high-traffic situations, large files
are split into fragments. This parameter specifies the default packet size.

4. Type a value for DTIM Interval. This parameter specifies the number of beacon intervals
between successive Delivery Traffic Indication Maps (DTIMS).

5. Choose a Preamble Type, either Short (72 bits) or Long (144 bits).

6. Click Apply to put your changes in effect, or click Cancel to undo your changes.
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Distribution System

This is WDS Function. WDS can extended your Wireless scope.

Distribution System: O Enable & Disable

Peer AP MAC Address 1:
Peer AP MAC Address 2:
Peer AP MAC Address 3:
Peer AP MAC Address 4:
Peer AP MAC Address 5:
Peer AP MAC Address 6:
Peer AP MAC Address 7:

Peer AP MAC Address 8:

1. Select Enable

2. Fill the MAC Address of another Access Point which has WDS function. For example another
Access Point's MAC Address is 00:08:A1:02:25:A2. In the Peer AP MAC Address 1, you must
fill 00:08:A1:02:25:A2
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Security Setting:
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Authentication Type: The default is set to Both, which allows either Open System or Shared Key
authentication to be used. For Open System authentication, the sender and
the recipient do NOT use a WEP key for authentication. For Shared Key
authentication, the sender and recipient use a WEP key for authentication.
If you want to use only Shared Key authentication, then select Shared Key.
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To set WEP keys:

1. To enable Wireless encryption function (recommended), select the Enable button and click “Set
WEP Keys” button. The Set WEP Keys window is shown in the figure below.

To create new WEP keys, enter a passphrase and click Generate. Or, you can manually enter the
key elements into the table below.

Encryption Level: & g4 Bit 0 128 Bit

WEP Key Type: & Automatic © Manually
Alphanumeric: & characters

Hexadecimal: 10 digits(0-9, A-F}
Passphrase:
repr. [OO0DOOOND |
hey 2 | HRREKRRRRD
ey | NI
heya: | TRREKRRRED

[ Clear Kays l

Default TX Key: 1 |

| Arply || Cancel l

2. In the Set WEP Keys window, select the Encryption Level (64 Bit or 128 Bit).

Note: Although 128 Bit encryption uses a more secure encryption algorithm, it can slow
down your network’s data transmission rates.

3. Specify WEP keys by entering a Passphrase and clicking Generate, or by manually typing up

to four keys. Use the Clear Keys button to delete any unwanted key information.

4. Select the Default TX Key from the drop-down list. This value will determine the default
encryption key to be used.

5. Click Apply to put your changes in effect, or click Cancel to undo your changes.

6. Close the window when you are finished.
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Wireless Access Control
Use the Wireless Control List window to allow access to the Internet based on users’ Media
Access Control (MAC) address.

To set wireless access controls:

1. Click On.

2. Click the Set Access List button on the Filters screen to launch the Wireless Control List

window:

Wireless Control List

mac 1

mac 2

mac 3

mac 4

mac 5

mac 6

mac 7

mac 8

mac 9

mac 10

mac 11

mac 12

mac 13

mac 14

Refrash |

CKRRRR KRR R
(KKK

3. Type the MAC address(es) that you want to allow into the table. You can allow access to up to

80 addresses.

4. Click Refresh to automatically update the values in the table.

5. To save your changes, click Submit at the bottom of the Wireless Control list; then close the

window.

Enhanced Security: When wireless clients survey the local area for wireless networks to

associate with, they will detect the SSID broadcast by the Router. To
broadcast the Router's SSID, keep the default setting. If you do not want to
broadcast the Router's ESSID, then select Hide SSID in Beacon frame.
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Status:

This table lists detailed statistics about the access point's radio, including Status, Max.MB/s, IP
Address, MAC Address, Radio SSID, Receive data, and Transmit data. Click Refresh to

automatically update the values in the table

Sotum mﬂﬂﬂj WirgSnss| Tools | Stotus | DHCE Lom [HEatistics Halp
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Client Tabin
AP Railka
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Shatnis; L Max, 5h s 54 FEps 1P Adedr; 192, 08042
MAL Addr: OO0 Da: 15:00: 0002 Al SRS RIS WALAN
Rpeween Tramsmit
ancreen|nd nupesd (eymer | 43 msomerta| e o res |
mereniul wmliicen frmes & oo mulncr frones 0
fropped loymes 1] droppesd Jrores il
failed I 1 failsd [rames 1287
| Disphy Asocalion T abie | Help

To display the Wireless association table

1. Click Display Association Table to launch the Wireless Association Table:

Wireless Association Table

Index Time Mac Address Status Add/Delete from Access List
1 20040111 07:16:06 00:02:83:01:59:02 Aszociated Add / Delete
& 2004,01,11 02:48:39 00:90:4b:25:ee:ff Associated Add / Delete

2. Click Refresh to automatically update the values in the table.

3. Click Add to add a new device to the wireless access control list. The address is added to the
Wireless Control List table.

4. Click Delete to remove a device from the wireless access control list. The address is deleted
from the Wireless Control List table.

5. Click Refresh to automatically update the values in the table
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Tool

We strongly recommend that you change the password once you've accessed the router for the
first time. The Tools screen is shown in the figure below.
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To change the administrative password:

1. Type in the Old Password. The factory default password is 1234.

2. Enter a New Password. The password you choose must be less than 64 characters.
3. Confirm your password in the Confirm Password field.

4. Click Apply to put your changes in effect, or click Cancel to undo your changes.

To restore the factory default settings:

1. Click Restore to Default. A warning dialog box appears:

Microsoft Internet Explorer E|

_ ....’;) Reset all settings to defaulk and restart the device?
it

I, Cancel

2. Click OK. All your router’s settings will be restored to their factory default values.
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To reset the Router:

1. Click Reset. A warning dialog box appears:

Microsoft Internet Explorer

Cancel |

2. Click OK. Your router will Reset immediate.
To upgrade the router’s firmware:

1. Download a firmware image file from the router website and save it to your hard drive. Make
sure to write down the file location.

2. Type the filename and path location directly into the Upgrade Firmware field, or click Browse...
to launch the Choose file dialog box:

Choose file E|E|

Look ir: ]l.:f‘,iFirmware L] @ ? - '
'2 x| SD-GISL-200700.img
ky Recent
Documents
7[-:
Desktop

\\..

ky Documents

ky Computer

My Metwork — File name: |5D-GI5L-200700 -~ Open
Places
Files of type: ]AII Files [*%) j Cancel

Locate the firmware you downloaded and click Open.

3. Click Upgrade Now. The firmware of the device will be upgraded.
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Status

The Status screen is a read-only display that gives you information about your router. The data
displayed may change depending on your current configuration. The Status screen is shown in the
figure below.

ST maiirn

sotup | S03 [wirelass| Toots [status| ot | Loa [statitics

Hosk Name: The Stabus screen is a
b i read -only dlspday r!mr
s ol [nBoi Tk B
alsoul younr gateway.,
PPPoE Login:  Disabled B
LAM:
IP Address: 192 168621
Submet Mashk: FRE ARL RN 0

WAMN: Diymnaniic

IP Address; 192 1668.1. 107
Submnet Mask: 255255 2550
Default Gateway: 102 168.1.1
DNS: 192 168.1.1
168.05 1.1
00,00,
| DH |"|:|E.' i | | DECP i‘;ﬂl"--
DONS Status:
Seivar; Thies e wicas b= il
Statues: Tll-r.' accounkt ks nok sel
-y
[ B |
| Satersa,. i

The displayed data may include:

Host Name

Domain

PPPoE Login (Enabled or Disabled)

LAN settings (IP Address and Subnet Mask)

WAN settings (IP Address, Subnet Mask, Default Gateway, and DNS information)
DDNS (Dynamic DNS) status (Server and Status)

To change any of these settings, go to the Setup screen.

DHCP Release and DHCP Renew
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If you chose the Dynamic IP and PPPoE Disable options in the Setup screen, you'll see the DHCP
Release and DHCP Renew buttons below the status information. Use these buttons to release or
renew the WAN I[P address.

To release the WAN IP address:
Click DHCP Release.

To renew the WAN |IP address:
Click DHCP Renew.
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DHCP

Use the DHCP screen to set up your router as a Dynamic Host Configuration Protocol (DHCP)
server. DHCP servers automatically assign IP addresses to all the clients on your network.
The DHCP screen is shown in the figure below.

DHCP Server: Ervalale Crisabde Lise the DHCP screan to
IF Pasl Starting Address: 180 169 F0 50 sab up your MaT] Flrawall
o G GatEvaay a5 o Dy nmie
IP Pool Ending Address: 15 159, ha Hast Conliguiation
E Pristocol { DHCP) seva)
Laase Time: ¢ Hours. DHC P seives

automalically as=ign 1P
sddresces o all the
client= on your network,

[ Disciay DECP Tabe |

| Apedky Coancel || Bl |

To set up your router as a DHCP server:
1. Make sure there is not already a DHCP server running on your network.

2. Make sure that each computer on your network is configured to receive an IP address
automatically.

3. On the DHCP screen, click Enable.

4. Type the IP Pool Starting Address. The address you specify will be the first IP address that can
be assigned to a computer on the network. Type the IP Pool Ending Address. The address you
specify will be the last IP address that can be assigned.

5. Click Apply to put your changes in effect, or click Cancel to undo your changes.
Display DHCP Table

Click Display DHCP Table to launch the DHCP Active IP window. In this screen, the DHCP Active
IP Table lists information about the computers that have been assigned IP addresses by the DHCP
server. For each active client, the table shows:

Index number

Client Hosthame

IP Address

Mac Address
In addition, the DHCP Server IP Address is listed above the table.
You can click Refresh to see the latest data. Close the window when you are finished looking at
the table. The DHCP Active IP window is shown in the figure below.
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3 IDHCPE Active IP Table - Microsoft Internet Explorer

DHCP Active IP Table

DHCP Server IP Address: 192.168.62.1
Index Client Host Name IP Address MAC Address
1 sony-efxd6l45qe 192.166.62.52  00:02:5a:cl:50:12

2 test-va3Ubbbima 192.168.62.51  0000:4b25:eeft
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Log
Use the Log screen to set up and view log files that record the access activity of LAN and WAN clients.
The Log screen is shown in the figure below.
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I '-'-'nle's.-n--rrJLrL |

Ampdy || Carezl Help

To set up logging on your router:

1. Click Enable for Access Log on the Log screen.

2. Click Apply to put your changes in effect, or click Cancel to undo your changes.

Session Event Log

Click Session Event Log to launch the Session Event Log window. In this screen, the Session
Event Log Table lists session event entries. The table shows the Index number, Transport Type,

Source IP, Source Port, Destination IP, Destination Port, and Terminate Reason for each event.

You can click Refresh to see the latest data. Make sure to close the window when you are finished
looking at the log.

The Session Event Log is shown in the figure below.

Session Event Log Table

| Clrar || Refresh |

Destination

Trnan s ot Goisrca Por  Dastinalinn Tarmanala
Index Record Time Source [P Fort

Type {Typa:Code} 1 (Type-Cos) Reasan

p || CMF l6ell 03 921661167 25555 NORMAL

B ICME 192168.1.1 0:3 GEI6ELIT 2988 NORMAL

Block Event Log
Click Block Event Log to launch the Block Event Log window. In this screen, the Block Event Log
Table lists blocking event entries. The table shows the Index number, Transport Type, Source IP,
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Source Port, Destination IP, Destination Port, and Terminate Reason for each event.

You can click Refresh to see the latest data. Make sure to close the window when you are finished
looking at the log.

The Block Event Log is shown in the figure below.
Block Event Log Table

| Clear || Refresh |
i Destination :
Record  Transport Source Port Destination Terminate
Endex Tirme Type Eource IP {TypeiCode) P {T\rpi?l:-:tnda} Reason
SUEELLH, 1F LCrmalloeed
| (73446 UDP 192,168, 1.2 137 192168, 1.255 137 Destination 1P
2L, 10 Crisalloeed
2 [7:34:47 UDP 192 168.1.2 137 192 168.1.255 137 Destination 1P

Intrusion Event Log

Click Intrusion Event Log to launch the Intrusion Event Log window. In this screen, the Intrusion
Event Log Table lists intrusion event entries. The table shows the Index number, Record Time, and
Intrusion Type for each intrusion event.

You can click Refresh to see the latest data. Make sure to close the window when you are finished
looking at the log.

The Intrusion Event Log is shown in the figure below.

Intrusion Event Log Tahle
| Char | [ Refresh |

Index Record Time Intrusion Type
| Mohe Hone

Wireless Event Log

Click Wireless Event Log to launch the Wireless Event Log window. In this screen, the Wireless
Event Log table lists wireless event entries. The table shows the Index number, Time, Severity,
and Description for each event.

You can click Refresh to see the latest data. Make sure to close the window when you are finished
looking at the log.

The Wireless Event Log is shown in the figure below.

Wireless Event Log Table

Refresh ]
Index Time Severity Description
1 20040110 06:13:17 Infiz WLAN zone mformation & naot s=t
2 2004.01.10 06:13:17 Infix WLAM Ancess Point started
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Statistics
Use the Statistics screen to view statistics for the LAN, WAN, and AP Radio ports.

LAN Statistics

This table lists detailed statistics on the LAN port.

LAN Statistics

Status: up Max.Mb/s: 100.0 IP Addr: 192.168.62.1 MAC Addr:
00Ok 1520000 0

WAN Statistics

This table lists detailed statistics on the WAN port.

WAN Statistics

Status: up Max.Mb/s: 100.0 IP Addr: 192.168.1.107 MAC Addr:
CeOa: 15000001

AP Radio

This table lists detailed statistics on the access point's radio.



AP Radio

=

Status: up Max.Mb/s: 54 MBps IP Addr: 192, 168.62.1 MAC Addi:
R bt L SO0 e 2
Radic SSID: WILAN
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Chapter 4: Configure the Router’s Advanced Function

Advanced Functions

Advanced administrative functions include Virtual Servers, Filters, IP/URL Block, Special Apps,
DMZ Host, and MAC Clone, Proxy DNS.

The web-based Admin Tool allows you to set up advanced services and perform special functions,
such as filtering or cloning your MAC address. Most users will not need to use these features.

To toggle between Basic and Advanced Functions:

1. From the Basic functions screen set, click Advanced on the far right side of the menu bar to
access the Advanced screens:

2. Once you are in the Advanced screen set, click Basic on the far right side of the menu bar to
return to the Basic screens:

Virtual Ip/URL{Spacial]| DMEZ | MAC |Dynamic| Proxy
e e e ] e I =< |
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Virtual Server

Use the Virtual Servers screen to provide remote services, such as FTP or Telnet, from computers
in your network. The Virtual Servers screen is shown in the figure below.

Pulslic TP Public Private Privata Ip  LF= the Virtual
e Address Part Park L Address Servers screen o
167 188,63, provicke remeoks

LB 3 ] n TCF A zervices from

¥ SO pRItETE 1y oLl

192,168,632, 'TWONK.

O e | i TCF =
i
1 WE @

To set up a computer on your network as a Virtual Server:
1. Enter the name you wish to give each application in Service field..
2. Select a Public IP Address from the drop-down list.

3. Specify a Service Port. For help on which port to choose, refer to the Well-known Ports table on
the right-hand side of the screen:

Well-known
Ports

Echo
FTR
TELMET
SMTR
DMNS
finger
HTTP
POP3
auth
MNMTH
SMMP
=1
Trap
PRTF

4. Select a Protocol (TCP, UDP, or Both) from the drop-down list.
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5. Specify the Private IP Address. You only need to type the last part of the address; the first part
is set automatically.

6. Click Apply to put your changes in effect, or click Cancel to undo your changes.

To delete Virtual Servers:
For any Virtual Server you want to delete, select 0.0.0.0 for Public IP Address and click Apply.
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Filters

Use the Filters screen to create and apply filters that can selectively allow traffic to pass in and out
of your network. Your router comes with several filters predefined for you. The Filters screen is
shown in the figure below.

Yirual | pjpan | ELURL | Spoctsd | DI HAG  [Oynsmio] Frosy
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T Lig this scrapn ic
Filbmring Page: Pasel{l-12} = e and aeak
SHmrs thgt For
eataCDaipdy anhlee
(&) Fidbaring Layar Profo Nurm Nirertinm Private Port Bangs Protnenl g 0f e bn s o oand
I Fert Filerey (= Ciuthound & & _{BD TCF "I"I'_I_:':._:":' Ak
. et B ) i i 2 [ T 2 vl Enabled, 8l trafic will
2 Fert Fiketa bt l 53 ] D b biockesd. The
f : v 1 = Gl ewmEy cones with
1 Fort Fikerirg = Cithoond = ] 45 TCP 88 | e Mo sredafned
= = = = oy for you
L] Feed Filerega | = Clitbond = 110 N TCP &
k] Feei Fillerirg | = Chthewm] = T2 |7 TCP =
fi Pt Flkerig = Clutond = (EAE! (Eiz) TOP =
7 Pex| Fileringg = Critbownd = 443 343 [CP =
i Eaw 1P 1 Buafh =
g Poei Filkering | = Clgtieni] = | 21 TLF &
1] Forl Filering, = [mboind = (i} {i TCF =
I Pt Filklwimt (= [rbomd = 1] {1 TCF =
I2 Puri Fikerig (= [5G 10 (K] {1 TCP =
MNAT; = Emahln Feyahis
Firawenll: Emaliln = DEsabde
Armnie fMamangrmssnt Emnahle 2 Mewable
inEnc Pass Through Emablo v [Esabie
NPTH Pass Throughs: Emahln = Diwable
Fvtnasion Dotooiom Emahln = Décable

To set up afilter:
1. Select the Filtering Page from the drop-down list (1~12, 13~24, or 25~36).
2. Select the Filtering Layer from the drop-down list, either Raw IP or Port Filtering.

3. If you chose Raw IP, enter the Port Num (the IP Protocol Number, between 0 and 255). If you
chose Port Filtering, skip to Step 4.

4. Select the Direction from the drop-down list, either Inbound, Outbound, or Both.

5. If you chose Port Filtering in Step 2, type the Private Port Range (the range of ports that you
want to allow) and select the Protocol from the drop-down list (TCP, UDP, or Both).

6. If you are finished setting up your filters, click Apply to put your changes in effect, or click Cancel
to undo your changes.
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Additional Filtering Options
You can enable additional filtering options, such as Remote Management, IPSec Pass Through,
and Intrusion Detection.

To configure additional filtering options:

1. Choose whether to Enable or Disable each filtering option. The options are summarized in the
table below.

NAT Enabling this feature allows you to set up Network Address
Translation (NAT).

Firewall Enabling this feature allows you to protect your network with a
firewall.

Remote Management Enabling this feature lets you access your router’s web-based
admin tool through your WAN connection.

IPSec Pass Through Enabling this feature lets you use IP Security Pass Through.

PPTP Pass Through Enabling this feature lets you use Point-to-Point Tunneling
Protocol (PPTP), used to enable VPN sessions

Intrusion Detection Enabling this feature allows you to detect and record intrusion
attempts into your network.

2. Click Apply to put your changes in effect, or click Cancel to undo your changes.

Deleting Filters
You can delete existing filters from the filter list.

To delete a Raw IP filter:
1. Type zero in the Proto Num field.
2. Click Apply.

To delete a Port Filtering filter:

1. Type zero in both Private Port Range fields.
2. Click Apply.
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IP/URL Block

IP Block

Use the IP Block screen to create and apply filters to selectively block traffic from specific IP
addresses from passing in and out of your network.

You can block a single IP address or a range of IP addresses. If the IP address in the left IP field
(the From field) is the same as the IP address in the right IP field (the To field), a single IP address
is blocked. The IP Block screen is shown in the figure below.

¥irfuol Fiiters IEAJRL | Soeoked MAG |Dynamic| Prosy mm
Borvors ik Huost Chanm s [ERTH
- 1P Banch LEL Bipc) Lims b= scresn §o0 creste and
: aply fillers thal can sakecthaly
1P Biock BRasting Asiiross 1P Block Epsiling &dsdross black trafc to pass im-and out
of your nebwork scr prdineg o

I i i {t | il ] { i tha P aldrasied
2 i i i j ii i { 1)

i ] N il ]} q i . 0

F 0 o R il 1] |0 o N

5 ] L i 1 1 [ 1

B 1] |, {} i} J L |
Apply || Camel || Clem All || Help

To block arange of IP addresses:

1. Select “IP Block” Page.

2. Type the first IP address of the range in the To field.

3. Type the last IP address of the range in the From field.

4. Click Apply to put your changes in effect, or click Cancel to undo your changes.

To remove a block against IP addresses:

For any IP block that you want to delete, type 0.0.0.0 for both IP ranges and click Apply.
URL Block

URL Block can also be filtered by URL Address, the address entered to access Internet sites. The
URL Block screen is shown in the figure below.
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To block a URL Address:

1. Select “URL Block” Page.

2. Type the URL Domain in “URL Block Domain Name” to field.

3. Click Apply to put your changes in effect, or click Cancel to undo your changes.
To remove a block URL Domain:

For any URL block that you want to delete, mark and delete the URL Domain and click Apply.
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Special Apps

Use the Special Applications screen to allow certain ports to communicate with computers
outside your network. This feature may be necessary for multi-session applications like online

gaming and video conferencing. The Special Apps screen is shown in the figure below.
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To configure Special Apps using the Popular Applications feature:

1. Select the application you wish to enable from the Popular Applications drop-down list:

Popular Applications: | --selectona -~ || Capy to I0: | B

2. Choose a specific line in the table by selecting its number from the ID drop-down list.
3. Click Copy to. The configuration settings for the selected application will appear in the table.

4. Click Apply to put your changes in effect, or click Cancel to undo your changes.

Manual Configuration
Although you can manually configure special applications, only expert users should do so. We
recommend that you always use the Popular Applications feature unless you know exactly

which settings to choose.

To manually configure Special Apps:

1. Choose a line item to configure.

2. Select the communication Protocol used by the application from the drop-down list (TCP,
UDP, or Both).

3. Specify a Trigger Port Range. This parameter identifies the range of ports that, when used

for outgoing traffic, will trigger the gateway to accept certain incoming requests.

4. Type a Maximum Activity Interval. This parameter specifies the maximum number of
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milliseconds after the port trigger action during which incoming requests will be accepted.
5. Choose Enable or Disable from the drop-down list for Session Chaining. This parameter
specifies whether or not dynamic sessions can be chained, allowing multi-level session

triggering.

6. If you chose Enable in Step 5, you may now choose Enable or Disable for Chaining on UDP.

If you chose Disable in Step 5, skip to Step 7.

7. Choose Enable or Disable from the drop-down list for Address Replacement. This

parameter specifies whether or not binary address replacement should be performed.

8. If you chose Enable in Step 7, you may now choose the Address Translation Type (TCP or

UDP). If you chose Disable in Step 7, skip to Step 9.

9. Choose Enable or Disable from the drop-down list for Multi Hosts. Enabling this parameter

allows a new session to be initiated from/to different remote hosts.
10. Click Apply to put your changes in effect, or click Cancel to undo your changes.
To delete a special application:

1. Enter O - O for Trigger Port Range.
2. Click Apply.
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DMZ Host

Use the DMZ Host screen to expose one or more computers on your network to the Internet.
This feature is often used for online games that require unrestricted two-way communication.
The total number of DMZ hosts you can have is limited by the total number of Global
Addresses that you have configured in the Global Address screen. For example, if you have
defined five Global Addresses (including the Default Public IP), you are limited to five DMZ

hosts. The DMZ Host screen is shown in the figure below.

irtual | gy | IEAUBRL | Bpeclal oSy A |oymsmic] Py
B Eilinck Agtiri Hiigl [RIT ] o o] Rinsic Hmip

i Poabel DI A sl Privali 0 Addniis Liiss the DMZ Hoal scresi bo
AINOSS ONE [F MO GO ber

AL = (o g A0 Of yOUT Rabwork to B et
Thim fmemiume m niters yesd for

AR - 1662 R D A OrlinND Javeds That rpsgne
urrkircisd fen-wap

(TR IHN] o 166, Bl 5 ] commenation. Mo thei 1he
OOl D 0 dERgnain s

ANRTHHL] - o0 e da 0 huem army Frewal prufechmn

IR IR = |-|"-'---"'

(A1 K] 1 ]

SERiT1] - i i

HEEIT] - T i 1l

Soply Caxcml || Heb

To set up a computer on your network as a DMZ Host:

1. Select a Public IP Address from the drop-down list.

2. Specify the Private IP Address. You only need to type the last part of the address; the first

part is set automatically.

3. Click Apply to put your changes in effect, or click Cancel to undo your changes.

To delete DMZ Hosts:
For any DMZ Host you want to delete, select 0.0.0.0 for Public IP Address and click Apply.

42



MAC Clone

If your ISP restricts service to PCs only, use the MAC Clone feature to copy a PC Media
Access Control (MAC) address to your router. This procedure will cause the router to appear

as a single PC, while allowing online access to multiple computers on your network. The MAC

Clone screen is shown in the figure below.
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To clone the MAC address:
1. Type a PC MAC Address in the WAN Port Mac Address field. You may need to use the
Ethernet MAC Address of the Network Interface Card (NIC) from the PC that is registered

with your ISP.

2. Click Mac Clone to put your changes in effect, or click Restore to undo your changes.
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Dynamic DNS

Use the Dynamic DNS screen to map your domain names to DNS servers connected via DSL,

PPPOoE, or another service that does not provide users with static IP addresses.

When you register the Wireless-G Router with the dynamic DNS service and connect to the
Internet using a dynamic IP address, the dynamic DNS service works with the DNS server to
forward the correct IP address to the requestor. These providers allow you to associate a static
hostname with a dynamic IP address. This allows you to connect to the Internet with a dynamic

IP address and use applications that require a static IP address.

The Wireless-G Router supports the following dynamic DNS providers: DynDNS.org,

no-IP.com, and DtDNS. For more information about these providers, see www.DynDNS.org,

www.no-IP.com, and www.DtDNS.com.

The Dynamic DNS screen is shown in the figure below.
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To configure a dynamic dns server:

1. On the Dynamic DNS screen, click Enable.

2. Select a Dynamic DNS Provider from the list (DynDNS.org, no-IP.com, or DtDNS).

3. Type your Domain Name.

4. Type your Account or E-mail address.

5. Type the Password or Key for your account or E-mail address.



6. Click Apply to put your changes in effect, or click Cancel to undo your changes.
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Proxy DNS

Use the Proxy DNS screen to map a domain name to its server’s IP address. This feature acts
as a DNS server for the internal and DMZ networks, allowing you to connect to local machines
without using an external DNS server. This simplifies network configuration and management.

The Proxy DNS screen is shown in the figure below.
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To configure a Proxy DNS server:

1. On the DHCP screen, click Enable.

2. Type a name for the local machine in the Domain Name field.

3. Type the IP address of the local machine in the Virtual IP Address field.

4. Click Apply to put your changes in effect, or click Cancel to undo your changes.

To delete a Proxy DNS server:

1. Delete the domain name of the proxy DNS server that you want to remove.

2. Type 0.0.0.0 for Virtual IP Address.

3. Click Apply to put your changes in effect, or click Cancel to undo your changes.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class
B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the
following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must

accept any interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible

for compliance could void the user's authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or

transmitter.

Cnet declared that CWR-854 is limited in CH1~11 from 2400 to 2483.5 MHz by specified

firmware controlled in USA.
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