23

Maintenance

23.1 Overview

This chapter provides information on the Maintenance screens.

23.2 What You Can Do

« Use the General screen to set the timeout period of the management session (Section 23.3 on
page 166).

= Use the Password screen to change your NBG6716’s system password (Section 23.4 on page
167).

= Use the Time screen to change your NBG6716’s time and date (Section 23.5 on page 168).

* Use the Firmware Upgrade screen to upload firmware to your NBG6716 (Section 23.6 on page
169).

= Use the Backup/Restore screen to view information related to factory defaults, backup
configuration, and restoring configuration (Section 23.8 on page 172).

= Use the Restart screen to reboot the NBG6716 without turning the power off (Section 23.8 on
page 172).

= Use the Language screen to change the language for the Web Configurator (Section 23.9 on
page 172) .

* Use the Sys OP Mode screen to select how you want to use your NBG6716 (Section 23.11 on
page 174).

23.3 General Screen

Use this screen to set the management session timeout period. Click Maintenance > General.
The following screen displays.

Figure 118 Maintenance > General

General

System Mame :
Domain MName : f}*_yxel.cum

Administrator Inactivity Timer : (20 -:[minutes, 0 means no timeout)

[ apply | [ cancel |
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The following table describes the labels in this screen.

Table 68 Maintenance > General

LABEL DESCRIPTION

System Name System Name is a unique name to identify the NBG6716 in an Ethernet network.
Domain Name Enter the domain name you want to give to the NBG6716.

Administrator Type how many minutes a management session can be left idle before the session times
Inactivity Timer out. The default is 5 minutes. After it times out you have to log in with your password

again. Very long idle timeouts may have security risks. A value of "0" means a
management session never times out, no matter how long it has been left idle (not

recommended).
Apply Click Apply to save your changes back to the NBG6716.
Cancel Click Cancel to begin configuring this screen afresh.

23.4 Password Screen

It is strongly recommended that you change your NBG6716's password.

If you forget your NBG6716's password (or IP address), you will need to reset the device. See
Section 23.8 on page 172 for details.

Click Maintenance > Password. The screen appears as shown.

Figure 119 Maintenance > Password

Password Setup

Password Setup

0ld Pas=sword |

Mew Password |

Retype to Confirm : |

Appryl Can oell

The following table describes the labels in this screen.

Table 69 Maintenance > Password

LABEL DESCRIPTION

Password Setup Change your NBG6716’s password (recommended) using the fields as shown.

Old Password Type the default password or the existing password you use to access the system in
this field.

New Password Type your new system password (up to 30 characters). Note that as you type a

password, the screen displays an asterisk (*) for each character you type.

Retype to Confirm Type the new password again in this field.

Apply Click Apply to save your changes back to the NBG6716.

Cancel Click Cancel to begin configuring this screen afresh.
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23.5 Time Setting Screen

Use this screen to configure the NBG6716’s time based on your local time zone. To change your
NBG6716’s time and date, click Maintenance > Time. The screen appears as shown.

Figure 12

ng
Current Time and Date

Current Time :

Currant Date :

Time and Date Setup
O Mmanual
Mew Time (hh:mm:ss):

Mew Date (yyyy/mmidd)

® Getfrom Time Server

User Defined Time Server Address :

Time Zone Setup

0 Maintenance > Time

10:20:08

2012-09-06

[oo
[2012 |0
_poEJ-I-.Ht.p.org

Time Zone :

Start Date
End Date

¥ Daylight Savings

[(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London [v]

First Sunday of | January at |00 o'clock

First Sunday of | February at 00 o'clock

[ Apply J I Cancel J

The following table describes the labels in this screen.

Table 70 Maintenance > Time

LABEL

DESCRIPTION

Current Time and Date

Current Time

This field displays the time of your NBG6716.

Each time you reload this page, the NBG6716 synchronizes the time with the time
server.

Current Date

This field displays the date of your NBG6716.

Each time you reload this page, the NBG6716 synchronizes the date with the time
server.

Current Time and Date

Manual Select this radio button to enter the time and date manually. If you configure a new
time and date, Time Zone and Daylight Saving at the same time, the new time and date
you entered has priority and the Time Zone and Daylight Saving settings do not affect
it.

New Time This field displays the last updated time from the time server or the last time
configured manually.

(hh:mm:ss)

When you select Manual, enter the new time in this field and then click Apply.
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Table 70 Maintenance > Time (continued)

LABEL DESCRIPTION

New Date This field displays the last updated date from the time server or the last date configured
manually.

(yyyy/mm/dd)

When you select Manual, enter the new date in this field and then click Apply.

Get from Time
Server

Select this radio button to have the NBG6716 get the time and date from the time
server you specified below.

User Defined Time
Server Address

Select User Defined Time Server Address and enter the IP address or URL (up to 20
extended ASCII characters in length) of your time server. Check with your ISP/network
administrator if you are unsure of this information.

Time Zone Setup

Time Zone

Choose the time zone of your location. This will set the time difference between your
time zone and Greenwich Mean Time (GMT).

Daylight Savings

Daylight saving is a period from late spring to early fall when many countries set their
clocks ahead of normal local time by one hour to give more daytime light in the
evening.

Select this option if you use Daylight Saving Time.

Start Date

Configure the day and time when Daylight Saving Time starts if you selected Daylight
Savings. The at field uses the 24 hour format. Here are a couple of examples:

Daylight Saving Time starts in most parts of the United States on the second Sunday of
March. Each time zone in the United States starts using Daylight Saving Time at 2 A.M.
local time. So in the United States you would select Second, Sunday, March and
select 2 in the at field.

Daylight Saving Time starts in the European Union on the last Sunday of March. All of
the time zones in the European Union start using Daylight Saving Time at the same
moment (1 A.M. GMT or UTC). So in the European Union you would select Last,
Sunday, March. The time you select in the at field depends on your time zone. In
Germany for instance, you would select 2 because Germany's time zone is one hour
ahead of GMT or UTC (GMT+1).

End Date

Configure the day and time when Daylight Saving Time ends if you selected Daylight
Savings. The at field uses the 24 hour format. Here are a couple of examples:

Daylight Saving Time ends in the United States on the first Sunday of November. Each
time zone in the United States stops using Daylight Saving Time at 2 A.M. local time.
So in the United States you would select First, Sunday, November and select 2 in the
at field.

Daylight Saving Time ends in the European Union on the last Sunday of October. All of
the time zones in the European Union stop using Daylight Saving Time at the same
moment (1 A.M. GMT or UTC). So in the European Union you would select Last,
Sunday, October. The time you select in the at field depends on your time zone. In
Germany for instance, you would select 2 because Germany's time zone is one hour
ahead of GMT or UTC (GMT+1).

Apply

Click Apply to save your changes back to the NBG6716.

Cancel

Click Cancel to begin configuring this screen afresh.

23.6 Firmware Upgrade Screen

Find firmware at www.zyxel.com in a file that uses the version number and project code with a
“*_bin” extension, e.g., “V1.00(AAKG.0).bin”. The upload process uses HTTP (Hypertext Transfer
Protocol) and may take up to two minutes. After a successful upload, the system will reboot.
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Click Maintenance > Firmware Upgrade. Follow the instructions in this screen to upload
firmware to your NBG6716.

Figure 121 Maintenance > Firmware Upgrade

Firmware Upgrade

Firmware Upgrade
To upgrade the internal device firmware, browse to the location of the binary (.BIN) uparade file and click Upload.
Upgrade files can be downloaded from website. If the upgrade file is compressed [ ZIF file), you must first
extract the binary ((BIN) file. In some cases, you may need to recaonfigure.

File Path: | [ Browse... |

Ondine Firmware upgrade

[ Check for Latest Firmware Mow

The following table describes the labels in this screen.

Table 71 Maintenance > Firmware Upgrade

LABEL DESCRIPTION
File Path Type in the location of the file you want to upload in this field or click Browse... to find it.
Browse... Click Browse... to find the .bin file you want to upload. Remember that you must

decompress compressed (.zip) files before you can upload them.

Upload Click Upload to begin the upload process. This process may take up to two minutes.

Check for Latest | Click this to check for the latest updated firmware.
Firmware Now

Note: Do not turn off the NBG6716 while firmware upload is in progress!

After you see the Firmware Upload In Process screen, wait two minutes before logging into the
NBG6716 again.

The NBG6716 automatically restarts in this time causing a temporary network disconnect. In some
operating systems, you may see the following icon on your desktop.

Figure 122 Network Temporarily Disconnected

.
’»‘,} Local Area Connection

Mebwork cable unplugged

After two minutes, log in again and check your new firmware version in the Status screen.

If the upload was not successful, an error message appears. Click Return to go back to the
Firmware Upgrade screen.
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23.7 Configuration Backup/Restore Screen

Backup configuration allows you to back up (save) the NBG6716’s current configuration to a file on
your computer. Once your NBG6716 is configured and functioning properly, it is highly
recommended that you back up your configuration file before making configuration changes. The
backup configuration file will be useful in case you need to return to your previous settings.

Restore configuration allows you to upload a new or previously saved configuration file from your
computer to your NBG6716.

Click Maintenance > Backup/Restore. Information related to factory defaults, backup
configuration, and restoring configuration appears as shown next.

Figure 123 Maintenance > Backup/Restore

Upload.

Restore Configuration
To restore a previously saved configuration file to your system, browse to the location of the configuration file and click

File Path : |

Back to Factory Defaults

Click Resetto clear all user-entered configuration information and return to factory defaults. After resetting, the
-Password will be 1234

-LAN IP address will be 192.1658.1.1

- DHCP will be reset to server

Backup/Restore

Backup Configuration
Click Backup to save the current configuration of your system to your computer.

| CBrmnse—_] [_Upioad |

The following table describes the labels in this screen.

Table 72 Maintenance > Backup/Restore

LABEL

DESCRIPTION

Backup

Click Backup to save the NBG6716’s current configuration to your computer.

File Path

Type in the location of the file you want to upload in this field or click Browse... to find it.

Browse...

Click Browse... to find the file you want to upload. Remember that you must decompress
compressed (.ZIP) files before you can upload them.
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Table 72 Maintenance > Backup/Restore (continued)

LABEL DESCRIPTION

Upload Click Upload to begin the upload process.

Note: Do not turn off the NBG6716 while configuration file upload is in progress.

causing a temporary network disconnect.

If you see an error screen, click Back to return to the Backup/Restore screen.

Reset Pressing the Reset button in this section clears all user-entered configuration information

and returns the NBG6716 to its factory defaults.

NBG6716. Refer to the chapter about introducing the Web Configurator for more
information on the RESET button.

Note: If you uploaded the default configuration file you may need to change the IP

address of your computer to be in the same subnet as that of the default NBG6716
IP address (192.168.1.1). See Appendix B on page 193 for details on how to set up

your computer’s IP address.

23.8 Restart Screen

System restart allows you to reboot the NBG6716 without turning the power off.
Click Maintenance > Restart to open the following screen.

Figure 124 Maintenance > Restart

System Restart

System Restart
Click Restart to have the device perform a software restart. The SYS(or PWR) LED blinks as the device restars and

then stays steady on ifthe restart is successful.

Click Restart to have the NBG6716 reboot. This does not affect the NBG6716's configuration.

23.9 Language Screen

172

Use this screen to change the language for the Web Configurator.

Select the language you prefer and click Apply. The Web Configurator language changes after a

while without restarting the NBG6716.
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You can also press the RESET button on the rear panel to reset the factory defaults of your
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Figure 125 Maintenance > Language

Language

Language selection : IEninsh vl

Apply I Cancel

23.10 System Operation Mode Overview

The Sys OP Mode (System Operation Mode) function lets you configure your NBG6716 as a router
or access point. You can choose between Router Mode, and Access Point Mode depending on
your network topology and the features you require from your device.

The following describes the device modes available in your NBG6716.

Router

A router connects your local network with another network, such as the Internet. The router has
two IP addresses, the LAN IP address and the WAN IP address.

Figure 126 LAN and WAN IP Addresses in Router Mode

LAN WAN

WAN IP

Access Point

An access point enabled all ethernet ports to be bridged together and be in the same subnet. To
connect to the Internet, another device, such as a router, is required.
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Figure 127 Access Point Mode

LAN

23.11 Sys OP Mode Screen

Use this screen to select how you want to use your NBG6716.

Figure 128 Maintenance > Sys OP Mode

Sys OP Mode

Configuration Mode

® Router Mode
(O Access Point Mode

| Note:

Router: In this mode, the device is supported to connect to internet via ADSL/Cable Modem. PCs in LAN
ports share the same IP to ISP through WAN Port.

Access Point: In this mode, all Ethernet ports are bridged together. The device allows the wireless-
equipped computer can communicate with a wired network.

[ appy | [ cancel |
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The following table describes the labels in the General screen.

Table 73 Maintenance > Sys OP Mode
LABEL DESCRIPTION

Configuration Mode

Router Mode Select Router Mode if your device routes traffic between a local network and
another network such as the Internet. This mode offers services such as a firewall
or bandwidth management.

You can configure the IP address settings on your WAN port. Contact your ISP or
system administrator for more information on appropriate settings.
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Table 73 Maintenance > Sys OP Mode (continued)

LABEL DESCRIPTION

Access Point Mode Select Access Point Mode if your device bridges traffic between clients on the
same network.

= In Access Point Mode, all Ethernet ports have the same IP address.

= All ports on the rear panel of the device are LAN ports, including the port
labeled WAN. There is no WAN port.

= The DHCP server on your device is disabled.

= Router functions (such as NAT, bandwidth management, remote management,
firewall and so on) are not available when the NBG6716 is in Access Point
Mode.

e The IP address of the device on the local network is set to 192.168.1.2.

Apply Click Apply to save your settings.

Cancel Click Cancel to return your settings to the default (Router).

Note: If you select the incorrect system operation Mode you may not be able to connect
to the Internet.
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Troubleshooting

24.1 Overview

This chapter offers some suggestions to solve problems you might encounter. The potential
problems are divided into the following categories.

= Power, Hardware Connections, and LEDs

e NBG6716 Access and Login

= Internet Access

* Resetting the NBG6716 to Its Factory Defaults
= Wireless Connections

= USB Device Problems

= ZyXEL Share Center Utility Problems

24.2 Power, Hardware Connections, and LEDs

The NBG6716 does not turn on. None of the LEDs turn on.

1 Make sure you are using the power adaptor or cord included with the NBG6716.

2 Make sure the power adaptor or cord is connected to the NBG6716 and plugged in to an appropriate
power source. Make sure the power source is turned on.

3 Disconnect and re-connect the power adaptor or cord to the NBG6716.

4  If the problem continues, contact the vendor.

One of the LEDs does not behave as expected.

1 Make sure you understand the normal behavior of the LED. See Section 1.7 on page 16.
2 Check the hardware connections. See the Quick Start Guide.

3 Inspect your cables for damage. Contact the vendor to replace any damaged cables.
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4 Disconnect and re-connect the power adaptor to the NBG6716.

5 If the problem continues, contact the vendor.

24.3 NBG6716 Access and Login

I don’t know the IP address of my NBG6716.

1 The default IP address of the NBG6716 in Router Mode is 192.168.1.1. The default IP address of
the NBG6716 in Access Point Mode is 192.168.1.2.

2 If you changed the IP address and have forgotten it, you might get the IP address of the NBG6716
in Router Mode by looking up the IP address of the default gateway for your computer. To do this
in most Windows computers, click Start > Run, enter cmd, and then enter ipconfig. The IP
address of the Default Gateway might be the IP address of the NBG6716 (it depends on the
network), so enter this IP address in your Internet browser.

3 If your NBG6716 in Access Point Mode is a DHCP client, you can find your IP address from the
DHCP server. This information is only available from the DHCP server which allocates IP addresses
on your network. Find this information directly from the DHCP server or contact your system
administrator for more information.

4 Reset your NBG6716 to change all settings back to their default. This means your current settings
are lost. See Section 24.5 on page 180 in the Troubleshooting for information on resetting your
NBG6716.

| forgot the password.

1 The default password is 1234.

2 If this does not work, you have to reset the device to its factory defaults. See Section 24.5 on page
180.

I cannot see or access the Login screen in the Web Configurator.

1 Make sure you are using the correct IP address.

e The default IP address of the NBG6716 in Router Mode is 192.168.1.1. The default IP
address of the NBG6716 in Access Point Mode is 192.168.1.2.

= If you changed the IP address (Section 12.4 on page 108), use the new IP address.

= If you changed the IP address and have forgotten it, see the troubleshooting suggestions for |
don’t know the IP address of my NBG6716.
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Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide.

Make sure your Internet browser does not block pop-up windows and has JavaScript and Java
enabled. See Appendix A on page 184.

Make sure your computer is in the same subnet as the NBG6716. (If you know that there are
routers between your computer and the NBG6716, skip this step.)

« If there is a DHCP server on your network, make sure your computer is using a dynamic IP
address. See Section 12.4 on page 108.

= If there is no DHCP server on your network, make sure your computer’s IP address is in the
same subnet as the NBG6716. See Section 12.4 on page 108.

Reset the device to its factory defaults, and try to access the NBG6716 with the default IP address.
See Section 1.5 on page 15.

If the problem continues, contact the network administrator or vendor, or try one of the advanced
suggestions.

Advanced Suggestions

* Try to access the NBG6716 using another service, such as Telnet. If you can access the
NBG6716, check the remote management settings and firewall rules to find out why the
NBG6716 does not respond to HTTP.

= If your computer is connected to the WAN port or is connected wirelessly, use a computer that is
connected to a LAN/ETHERNET port.

I can see the Login screen, but | cannot log in to the NBG6716.

Make sure you have entered the password correctly. The default password is 1234. This field is
case-sensitive, so make sure [Caps Lock] is not on.

This can happen when you fail to log out properly from your last session. Try logging in again after
5 minutes.

Disconnect and re-connect the power adaptor or cord to the NBG6716.

If this does not work, you have to reset the device to its factory defaults. See Section 24.5 on page
180.

24.4 Internet Access

I cannot access the Internet.
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1 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide.

2 Go to Maintenance > Sys OP Mode. Check your System Operation Mode setting.

= If the NBG6716 is in Router Mode, make sure the WAN port is connected to a broadband
modem or router with Internet access. Your computer and the NBG6716 should be in the same
subnet.

« If the NBG6716 is in Access Point Mode, make sure the WAN port is connected to a
broadband modem or router with Internet access and your computer is set to obtain an
dynamic IP address.

3 If the NBG6716 is in Router Mode, make sure you entered your ISP account information correctly
in the wizard or the WAN screen. These fields are case-sensitive, so make sure [Caps Lock] is not

on.

4 If you are trying to access the Internet wirelessly, make sure the wireless settings in the wireless
client are the same as the settings in the AP.

5 Disconnect all the cables from your device, and follow the directions in the Quick Start Guide again.

6 If the problem continues, contact your ISP.

I cannot access the Internet anymore. | had access to the Internet (with the NBG6716), but
my Internet connection is not available anymore.

1 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide and Section 1.7 on page 16.

2 Reboot the NBG6716.

3 If the problem continues, contact your ISP.

The Internet connection is slow or intermittent.

1 There might be a lot of traffic on the network. Look at the LEDs, and check Section 1.7 on page 16.
If the NBG6716 is sending or receiving a lot of information, try closing some programs that use the
Internet, especially peer-to-peer applications.

2 Check the signal strength. If the signal strength is low, try moving the NBG6716 closer to the AP if
possible, and look around to see if there are any devices that might be interfering with the wireless

network (for example, microwaves, other wireless networks, and so on).

3 Reboot the NBG6716.

4 If the problem continues, contact the network administrator or vendor, or try one of the advanced
suggestions.

Advanced Suggestion
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= Check the settings for QoS. If it is disabled, you might consider activating it.

24.5 Resetting the NBG6716 to Its Factory Defaults

If you reset the NBG6716, you lose all of the changes you have made. The NBG6716 re-loads its
default settings, and the password resets to 1234. You have to make all of your changes again.

You will lose all of your changes when you push the RESET button.

To reset the NBG6716:

Make sure the power LED is on.
Press the RESET button for one to four seconds to restart/reboot the NBG6716.

Press the RESET button for longer than five seconds to set the NBG6716 back to its factory-default
configurations.

If the NBG6716 restarts automatically, wait for the NBG6716 to finish restarting, and log in to the
Web Configurator. The password is “1234”.

If the NBG6716 does not restart automatically, disconnect and reconnect the NBG6716’s power.
Then, follow the directions above again.

24.6 Wireless Connections

I cannot access the NBG6716 or ping any computer from the WLAN.

180

Make sure the wireless LAN is enabled on the NBG6716.
Make sure the wireless adapter on your computer is working properly.

Make sure the wireless adapter installed on your computer is IEEE 802.11 compatible and supports
the same wireless standard as the NBG6716.

Make sure your computer (with a wireless adapter installed) is within the transmission range of the
NBG6716.

Check that both the NBG6716 and the wireless adapter on your computer are using the same
wireless and wireless security settings.

Make sure traffic between the WLAN and the LAN is not blocked by the firewall on the NBG6716.
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7 Make sure you allow the NBG6716 to be remotely accessed through the WLAN interface. Check
your remote management settings.

* See the chapter on Wireless LAN in the User’s Guide for more information.

I set up URL keyword blocking, but I can still access a website that should be blocked.

Make sure that you select the Enable URL Keyword Blocking check box in the Content Filtering
screen. Make sure that the keywords that you type are listed in the Keyword List.

If a keyword that is listed in the Keyword List is not blocked when it is found in a URL, customize
the keyword blocking using commands. See the Customizing Keyword Blocking URL Checking
section in the Content Filtering chapter.

I cannot access the Web Configurator after 1 switched to AP mode.

When you change from router mode to AP mode, your computer must have an IP address in the
range between “192.168.1.3” and “192.168.1.254".

Refer to Appendix B on page 193 for instructions on how to change your computer’s IP address.

What factors may cause intermittent or unstabled wireless connection? How can | solve this
problem?

The following factors may cause interference:

* Obstacles: walls, ceilings, furniture, and so on.
* Building Materials: metal doors, aluminum studs.

= Electrical devices: microwaves, monitors, electric motors, cordless phones, and other wireless
devices.

To optimize the speed and quality of your wireless connection, you can:

= Move your wireless device closer to the AP if the signal strength is low.

= Reduce wireless interference that may be caused by other wireless networks or surrounding
wireless electronics such as cordless phones.

Place the AP where there are minimum obstacles (such as walls and ceilings) between the AP and
the wireless client.

Reduce the number of wireless clients connecting to the same AP simultaneously, or add
additional APs if necessary.

Try closing some programs that use the Internet, especially peer-to-peer applications. If the
wireless client is sending or receiving a lot of information, it may have too many programs open
that use the Internet.
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= Position the antennas for best reception. If the AP is placed on a table or floor, point the antennas
upwards. If the AP is placed at a high position, point the antennas downwards. Try pointing the
antennas in different directions and check which provides the strongest signal to the wireless
clients.

24.7 USB Device Problems

I cannot access or see a USB device that is connected to the NBG6716.

Disconnect the problematic USB device, then reconnect it to the NBG6716.

Ensure that the USB device has power.

Check your cable connections.

Restart the NBG6716 by disconnecting the power and then reconnecting it.

If the USB device requires a special driver, install the driver from the installation disc that came
with the device. After driver installation, reconnect the USB device to the NBG6716 and try to

connect to it again with your computer.

If the problem persists, contact your vendor.

What kind of USB devices do the NBG6716 support?

It is strongly recommended to use version 2.0 or lower USB storage devices (such as memory
sticks, USB hard drives) and/or USB devices (such as USB printers). Other USB products are not
guaranteed to function properly with the NBG6716.

24.8 ZyXEL Share Center Utility Problems

| cannot access or see a USB device that is connected to the NBG6716.
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Disconnect the problematic USB device, then reconnect it to the NBG6716.
Ensure that the USB device in question has power.
Check your cable connections.

Restart the NBG6716 by disconnecting the power and then reconnecting it.
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5 If the USB device requires a special driver, install the driver from the installation disc that came
with the device. After driver installation, reconnect the USB device to the NBG6716 and try to
connect to it again with your computer.

6 If the problem persists, contact your vendor.

I cannot install the ZyXEL Share Center Utility.

1 Make sure that the set up program is one required for your operating system.
2 Install the latest patches and updates for your operating system.

3 Check the zyxel.com download site for a newer version of the utility.
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Pop-up Windows, JavaScript and Java
Permissions

In order to use the web configurator you need to allow:

= Web browser pop-up windows from your device.
= JavaScript (enabled by default).

= Java permissions (enabled by default).
Note: The screens used below belong to Internet Explorer version 6, 7 and 8. Screens for
other Internet Explorer versions may vary.
Internet Explorer Pop-up Blockers
You may have to disable pop-up blocking to log into your device.

Either disable pop-up blocking (enabled by default in Windows XP SP (Service Pack) 2) or allow
pop-up blocking and create an exception for your device’s IP address.

Disable Pop-up Blockers

1 In Internet Explorer, select Tools, Pop-up Blocker and then select Turn Off Pop-up Blocker.

Figure 129 Pop-up Blocker

Toals
Mail and Mews k|

Pop-up Blocker
Manage Add-ons. .. Bop-up Blocker Setting
Synchronize. .. —

Windows Update

g
Windows Messenger |
1

Internet Options. .,

You can also check if pop-up blocking is disabled in the Pop-up Blocker section in the Privacy tab.

1 In Internet Explorer, select Tools, Internet Options, Privacy.

2 Clear the Block pop-ups check box in the Pop-up Blocker section of the screen. This disables any
web pop-up blockers you may have enabled.
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Figure 130 Internet Options: Privacy

Internet Options

| General | Security Privacy | Content | Connections | Programs Advanced |
Settings
e Mowe the slider to zelect a privacy setting for the [nternet
=8 zone
Medium
- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cockies that uze personally identifiable
(. information without wour implicit conzent
- Restricts first-party cookies that uze perzonally identifiable
information without implicit conzent
I Sites... l [ Import... ] [ Adwvanced...
Pop-up Blocker
@ Frevent most pop-up windows from appearing.
(] Block pop-ups
’ (] 4 ] [ Cancel ] | Apply J

3 Click Apply to save this setting.

Enable Pop-up Blockers with Exceptions

Alternatively, if you only want to allow pop-up windows from your device, see the following steps.

1 In Internet Explorer, select Tools, Internet Options and then the Privacy tab.

2 Select Settings...to open the Pop-up Blocker Settings screen.
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Figure 131

Internet Options: Privacy
Internet Options

| General | Security | Privvacy | Content | Cannections | Programs | Advanced |
Settings

‘fn

Mowe the slider to zelect a privacy setting for the [nternet
zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cockies that uze personally identifiable
information without wour implicit conzent

- Restricts first-party cookies that uze perzonally identifiable
information without implicit conzent

l Sites...

l [ Import... ] [.-’-‘«dvanced... l

Pop-up Blocker

@ Frevent most pop-up windows from appearing.

Block pop-ups

Settings...

[ ok

][ Cancel H

Apply l
Type the IP address of your device (the web page that you do not want to have blocked) with the

prefix “http://”. For example, http://192.168.167.1.
4

Click Add to move the IP address to the list of Allowed sites

Figure 132 Pop-up Blocker Settings
Pop-up Blocker Settings

Exceptions

Fop-ups are currently blocked. 'ou can allow pop-upz from specific
“web sitez by adding the zite ta the list below,
Cddress of Web site to allow:

hitp:/192.168.1.1 )

Allowed zites:

Add

Maotifications and Filter Level

Flay a zound when a pop-up iz blocked,

Show Information Bar when a pop-up iz blocked
Filter Lewvel:

Medium: Block most automatic pop-ups

FPop-up Blocker FAQ

Cloze
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5 Click Close to return to the Privacy screen.

6 Click Apply to save this setting.

JavaScript

If pages of the web configurator do not display properly in Internet Explorer, check that JavaScript
are allowed.

1 In Internet Explorer, click Tools, Internet Options and then the Security tab.

Figure 133 Internet Options: Security

General Secuirity |F'rivac:y| Cnnlentl Eonnectinnsl F'rogramsl Advancedl

Select a'web content zone to specify itz security settiings.

® =& 0 @

|nterret Local intranet  Trusted sites Restricted
sites

Internet
’ Thig zone containg all Web sites you St |
haven't placed in other zones

— Securty level for thiz zone
Mowve the slider ta set the security level for this zone.
g | - Medium
- S afe browszing and still functional
- Prompts before downloading patentially unzafe content

- Ungigned Activer controlz will not be downloaded
- - -Appropriate for most Internet sites

( Custom Level... i > IefaultLeyel |

(] 4 | Cancel | e 1] |

2 Click the Custom Level... button.

3 Scroll down to Scripting.

4 Under Active scripting make sure that Enable is selected (the default).

5 Under Scripting of Java applets make sure that Enable is selected (the default).

6 Click OK to close the window.
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Figure 134 Security Settings - Java Scripting

5ecurity Settings ! ﬂﬂ

Sethings:

Seripting ﬂ

@ Ackive scripting

@ Allow paste operations via script
) Disable
() Enable
O Prompt

@ Scripting of Java applets

) Disable J
O Prompt
© R VORI P By Sy, i
4 | ;IJ

—Reset custam settings

Reset to: IMedium ﬂ Reset |

Java Permissions

188

From Internet Explorer, click Tools, Internet Options and then the Security tab.

Click the Custom Level... button.

Scroll down to Microsoft VM.

Under Java permissions make sure that a safety level is selected.

Click OK to close the window.
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Figure 135 Security Settings - Java

Settings:

O Disable ﬂ
{® Enable

Eﬁ Font download
O Disable
() Enable J
O Prompt

IMicrosoft Wi

|:§:i Java permissions

O Custom

{®) High safety
O Low safety

—Reset custom settings

Reset to: IMedium ;I Reset |

JAVA (Sun)

1 From Internet Explorer, click Tools, Internet Options and then the Advanced tab.
2 Make sure that Use Java 2 for <applet> under Java (Sun) is selected.

3 Click OK to close the window.
Figure 136 Java (Sun)

Generall Securityl F'rivacyl Eontentl Cnnneclionsl Pragrams Advanced

Settings:

O Use inline AutaComplete -]
[0 Use Passive FTP [for firewall and DSL modem compatibility]

Use smoath scralling

&1 HTTP 1.1 sattings

Uze HTTP 1.1

[ Use HTTP 1.1 through prowy connections

f.;é Java [Sun
¥ Usedava 2 +1.4.1_07 for <applet@
|:§:i MicrosarT i

[0 Java console enabled [requires restart]

[ Java logging enabled

JIT compiler for virtual machine enabled [requires restart)
8 Multimedia

O Abways show Intermet Explorer (5.0 or later] Radio toolbar

[ Don't display online media content in the media bar

Enable Automatic Image Resizing _ILI
4] | »

Bestore Defaults |
Ok I Cancel | Apply |
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Mozilla Firefox

Mozilla Firefox 2.0 screens are used here. Screens for other versions may vary slightly. The steps

below apply to Mozilla Firefox 3.0 as well.

You can enable Java, Javascript and pop-ups in one screen. Click Tools, then click Options in the

screen that appears.

Figure 137 Mozilla Firefox: TOOLS > Options

\Weh Search Chrl+E

Downloads Chrl+3
add-ons

wWeb Developer L4
Error Consale
adblock Plus. ..
Page Info

Chrl-shift+4

% FireFTR
Clear Private Data. .. Cerl+Shift+Del
' Tab Mix Plus Oplions

71 Session Manager L4

Click Content to show the screen below. Select the check boxes as shown in the following screen.

Figure 138 Mozilla Firefox Content Security

ﬂ

L

=y

Feeds Privacy  Security  Adwanced

/f\7/ﬁlock pop-Up wWindows

¥ Load images automatically
¥ Enable JavaScript

\{7 Enable Java

Exceptions...
Exceptions...

Advanced. .,

- Fonts & Colors

| Size: |15 v|

Default font: | Times Mew Rarnan

Advanced. ..

Colars...

« File Types

Configure how Firefox handles certain bypes of files

L

Manage...

oK I Cancel

Help
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Opera

Opera 10 screens are used here. Screens for other versions may vary slightly.

Allowing Pop-Ups

From Opera, click Tools, then Preferences. In the General tab, go to Choose how you prefer
to handle pop-ups and select Open all pop-ups.

Figure 139 Opera: Allowing Pop-Ups
x

General |Forms| Searchl Weh Pagesl Advancedl

Opera can start with your Favorite Web pages or continue From last time

Startup |C0ntinue From last time j

Home page |http:,|’,|’p0rtal.opera.com Use Current |

Choose how you prefer to handle pop-ups

Pop-ups

Block unwanted pop-ups
Block all pop-ups

Select vour preferred language for Opera and Web pages

Language |English {Us) [en-Us] j Details. .. |

| OF I Cancel | Help |

Enabling Java

From Opera, click Tools, then Preferences. In the Advanced tab, select Content from the left-
side menu. Select the check boxes as shown in the following screen.
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Figure 140 Opera: Enabling Java

| ﬁavaScript Options, \ l

Preferences
Generall Formsl Searchl ‘Web Pag
Tabs Enable animated images
Browsing ;
Notifications Enable sound in Web pages
<: - > Enable JavaScript
Fonts Enable plug-ins
Downloads
Programs
History :
Skyle Options. ..
Cookigs |
Security
Metwark Content settings can be adapted ko each site
Toolbars Manage Site Preferences. .. |
Shorteuts
: Blocked Content... |
Waice
[0]4 | Cancel

To customize JavaScript behavior in the Opera browser, click JavaScript Options.

Figure 141 Opera: JavaScript Options
x

v\ Allow resizing of windows

Allove moving of windows
Bllow raising of windows

Bllove lowering of windows

Bllows scripts to detect context menu events

Allove script to hide address bar

v
r
r
¥ Bllow changing of status field
v
v
r

Open console on error

ser Javascript Folder

I Choose. .., |
Ok I Cancel |
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Select the items you want Opera’s JavaScript to apply.
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Setting Up Your Computer’s IP Address

Note: Your specific NBG6716 may not support all of the operating systems described in
this appendix. See the product specifications for more information about which
operating systems are supported.

This appendix shows you how to configure the IP settings on your computer in order for it to be
able to communicate with the other devices on your network. Windows Vista/XP/2000, Mac OS 9/
OS X, and all versions of UNIX/LINUX include the software components you need to use TCP/IP on
your computer.

If you manually assign IP information instead of using a dynamic IP, make sure that your network’s
computers have IP addresses that place them in the same subnet.

In this appendix, you can set up an IP address for:

= Windows XP/NT/2000 on page 193

< Windows Vista on page 197

= Windows 7 on page 201

e Mac OS X: 10.3 and 10.4 on page 205

e Mac OS X: 10.5 and 10.6 on page 208

* Linux: Ubuntu 8 (GNOME) on page 211

e Linux: openSUSE 10.3 (KDE) on page 215

Windows XP/NT/2000

The following example uses the default Windows XP display theme but can also apply to Windows
2000 and Windows NT.

1 Click Start > Control Panel.
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2

3

4

194

& Internet Explorer ') My Documents
@] Outlook Express -
5 My Recent Documents #
Y Paint &
,) My Pictures
# Files and Settings TransFer W...
- 2
B Command Prompt (2 T Hsic

Acrobat Reader 4.0
& Tour Windows 5P

My Computer

@ \indows Movie Maker E Control Panel
];_.:ﬁ Printers and Faxes
9) Help and Support
I') Search
All Programs b E Rur....

ompuker

4 stant 1§ untitled - Paint

In the Control Panel, click the Network Connections icon.

B Control Panel

File Edit Miew Fawvorites Tools  Help

\_;j Bach @ - Lﬁ: /:\' Search |i. Folders v

address |G- Cantrol Panel

odd Hardware

See Also
Fonks zame
Controllers

& Windows Update

Disable
Status
Repair

EBridge Connections

Create Shortout

Crelek

On the General tab, select Internet Protocol (TCP/1P) and then click Properties.
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-L Local Area Connection Properties

General | futhertication | Advariced

Connect using:

| B8 Accton EM12070-T PCl Fast Ethemnet Adapter

Thiz connection uzes the following itermns:

g Client for Microsoft Metworks
.Li,,l File and Printer Sharing far Microzoft M etworks

P | ) TS gy Py il
< Internet Prol [TCRAF]
Install... Lnitztal Properties )
Description

Transmizzion Control Protocol/Internet Protocol, The default
wide area netwark. protocol that provides communication
acrozs diverse interconnected networks.

[] Show icon in natification area when connected

[ 0k H Cancel J

5 The Internet Protocol TCP/IP Properties window opens.
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Internet Protocol (TCP/IP) Properties

General | Altemate Configuration

r'ou can get P zettingz aszigned automatically if pour network, supports
thiz capability. Othenwize, vou need to azk pour nebwork, adminiztrator for
the appropriate [P settings,

{#) Obtain an IP addrezs automatically

{7 Use the follawing IP address:

(%) Obtain DMS zerver addrezs automatically

) Use the follawing DMNS server addresses:

[ ok ][ Cancel ]

Select Obtain an IP address automatically if your network administrator or ISP assigns your IP
address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default
gateway fields if you have a static IP address that was assigned to you by your network
administrator or ISP. You may also have to enter a Preferred DNS server and an Alternate DNS
server, if that information was provided.

Click OK to close the Internet Protocol (TCP/1P) Properties window.

Click OK to close the Local Area Connection Properties window.

Verifying Settings

196

Click Start > All Programs > Accessories > Command Prompt.

In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel > Network Connections, right-click a network
connection, click Status and then click the Support tab to view your IP address and connection
information.

NBG6716 User’'s Guide



Appendix B Setting Up Your Computer’s IP Address

Windows Vista

This section shows screens from Windows Vista Professional.

1 Click Start > Control Panel.

0' Dr.eye 7.0 Profeszional

@ Wedia Player Clazsic

»

All Programs

Ktart Search

= .'[rj S

"

2 In the Control Panel, click the Network and Internet icon.

@-'@ » Control Panel » v|¢'u"||| p|

File Edit Wiew Tools Help

+ Control Panel Home

R System and Maintenance User Accounts
Classic View r

Get started with Windows '@' Change account type
Back up your computer

. | Appearance and
Security % PPP nalizati
Check for updates e apan

@, Allow a program through Windows Ghange deskitp backaiiund

Eiresuall Change the color scheme
Adjust screen rescluticn
Metwork and Internet ;
Connect to the Internet Clock, Language, and Region
View network status and tasks 1L Change keyboards or other input
methods

Set up file sharing

Change display language

3 Click the Network and Sharing Center icon.

m'rl:“ » Control Panel » Metwork and Internet » - | 5 | | Search el |

File Edit Wiew Tools Help

Control Panel Home . s
Network and Sharing Center
S = = nnect to a netwerk

ystem and Maintenance
View network computers and devices | Add a device to the network | Set up file sharing

Security
Network and Internet 3 y
e—‘ Internet Options
Hardware and Sound Y= Connecttothelnternet | Changeyourhomepage | Manage browser add-ons
Programs Delete browsing history and cookies

4 Click Manage network connections.
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@C)'F‘F < Network and Internet » Metwork and Bharing Center - | 5 | |—

File Edit Wiew Tools Help

Tasks i
Network and Sharing Center
View computers and devices

Connect to a network

Set up a ranmactian or network

Manage network connections

TWPC93111 Internet
Diagnose ana repair (Thiz computer}

_I‘:n Not connected

Right-click Local Area Connection and then select Properties.

B [ ooo Collapse group Left Arrow
&P_ Comme
X ,-g?f'%} TB:W Expand all groups
o nie
Collapze all groupsz
Dizable
Status
Diagnose

&N ar High-Greed Tntarmat 11

Bridee Conmections

Create Bhorteout
Ielete

Remame

‘~ Properties

198

that it needs your permission to continue.

Note: During this procedure, click Continue whenever Windows displays a screen saying

Select Internet Protocol Version 4 (TCP/1Pv4) and then select Properties.
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o

-T“; Local Area Conmection Properties

[

Metwarking |

Connect uging:

!_-'I"‘ IntellF] PROA1000 MT Deskiop Connection

Thiz connection uzes the following items;

W Clignt for Microsoft Metworks

.@ Metwork Maonitar3 Driver

.@ File and Printer Sharing for Microsoft Metworks
i |ntenet P i 2 AP yE
&Y |rieiret Protocol Yersion 4 [TCR/APyA] I
Wl - Link-Laver Topology Cizcowery Mapper [A0 Driver
b Link-Layer Topology Discoveny Responder

I ristall... Uikl '

Dezcription

Transmizzion Control Protocol/nternet Protocal. The default
wide area network, protocaol that provides communication
across diverse interconnected netwarks.

[ OF. ] I Catcel

7 The Internet Protocol Version 4 (TCP/1Pv4) Properties window opens.
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-

Internet Protocol Version 4 (TCP/IPwd) Properties T | [
| General :.ﬁ..l-ternate Cu:unl.:.!u.;ll__!rati-:uj_:

‘o can get IP settings assigned automatically if vour network supporks
this capability, Ctherwise, vou need to ask your network administrator
fFar the appropriate IP settings.

@ Dbtain an IP address aukomatically:

Ise the Following IP address:

@ Obkain DMS server address automatically

i Use the Fallowing DNS server addresses:

| Advanced...

Ik | | Zancel |

Select Obtain an IP address automatically if your network administrator or ISP assigns your IP
address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default
gateway fields if you have a static IP address that was assigned to you by your network
administrator or ISP. You may also have to enter a Preferred DNS server and an Alternate DNS
server, if that information was provided.Click Advanced.

Click OK to close the Internet Protocol (TCP/I1P) Properties window.

10 Click OK to close the Local Area Connection Properties window.

Verifying Settings

200

Click Start = All Programs > Accessories > Command Prompt.

In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel > Network Connections, right-click a network
connection, click Status and then click the Support tab to view your IP address and connection
information.
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Windows 7

This section shows screens from Windows 7 Enterprise.

1 Click Start > Control Panel.

% Snipping Tool
el Calculator —
Control Panel

Computer

.1.ﬂ KPS Viewer

Devices and Printers

-y 5
@ Windows Fax and 5can

Q:‘ IMagnifier

b Al Programs

Default Programs

Help and Support

2]

@ - O

|

| JEGFIN Programs ana

2 In the Control Panel, click View network status and tasks under the Network and Internet

category.

@ v Control Panel »

Adjust your computer’s settings

gy  System and Security
% Review your computer's status
2 Back up your computer
Find and fix problems

- € homegroup and sharing options

/ Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

- | 45 | | |Search Controi Panel

View by: Category ~

User Accounts and Family Safety
) 4dd or remove user accounts
@ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

PXA.

Ease of Access

3 Click Change adapter settings.

G6-

Contrel Panel Home

Manage wireless networks /

( Change adapter settings )

Change advanced sharing
settings

A

TW-PC
(This computer}

View your active networks

ZyXEL.com
Work netwoerk

Y » Control Panel » MNetwork and Internet » Metwork and Sharing Center

View your basic network information and set up connections

- | 4, | | Search

l:b See full map

ZyXEL.com

@

Internet
Connect or disconnect

Access type: Internet

Connections: [l Local Area Connection

4  Double click Local Area Connection and then

select Properties.
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5

202

@uv|ﬁ-' v Control Panel » Network and Internet » Network Connections

. Local Area Connection
7 Unidentified network
Broadcom Netxtreme Gigabit Eth...

Nireless Metwork Connection
AP1 4
=< USE Adapter

U Local Area Connection Status @
General
Connection
IPv4 Connectivity: Mo network access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:04:36
Speed: 100.0 Mbps

Details;i |

Activity -

Sent - :'

Packets: 432 0

Received

['F-,i«!Properﬁes ]) '_‘fy'DisabIe H Diagnose ]

Close

Organize » Disable this network device Diagnose this connection Rename this

Note: During this procedure, click Continue whenever Windows displays a screen saying

that it needs your permission to continue.

Select Internet Protocol Version 4 (TCP/1Pv4) and then select Properties.
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i

4 Local Area Connection Properties

Metworking | Sharing

-:5-"

=)

Connect using:

li-'"‘ Eﬁadcum fx.let.‘;ﬁremeuﬁ.iéab.'rt Eth.emet

This connection uses the following tems:

™ Cliert for Microsoft Networks
SQDS Packet Scheduler

.Q File and Printer Sharing for Microsoft Metworks

%

H=10]= L]

e IMiemet Protocol Version 4 (TCP/IPvd

wda |imke-Layer Topology Discoveny Mapper 140 Driver
<& |ink-Layer Topology Discoveny Responder

[

Install... l [ Uninstal < ! Properties

Description

Transmission Control Protocol /Intemet Protocol, The default
wide area network protocol that provides communication

across diverse interconnected netwarks.

N

| oK

] [ Cancel

6 The Internet Protocol Version 4 (TCP/1Pv4) Properties window opens.
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Internet Protocol Version 4 (TCP/PwE) Properties

General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask vour network administrator
for the appropriate IP settings,

(™) Obtain an IP address automatically

@) Lse the following IP address:

IF address: 192 .18, 1 . 7
Subnet mask: 255 ..255 .255 . O

Default gateway:

| IS T, J— Adr S IR, RS
Libtain D = adress automatcally

m

[+1]
=]

i@ Use the following DNS server addresses:
Preferred DMNS server:

Alternate DNS server:

[ validate settings upon exit | Advanced. .. |

[ Ok ][ Cancel I

7 Select Obtain an IP address automatically if your network administrator or ISP assigns your IP
address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default
gateway fields if you have a static IP address that was assigned to you by your network
administrator or ISP. You may also have to enter a Preferred DNS server and an Alternate DNS
server, if that information was provided. Click Advanced if you want to configure advanced
settings for IP, DNS and WINS.

8 Click OK to close the Internet Protocol (TCP/I1P) Properties window.

9 Click OK to close the Local Area Connection Properties window.
Verifying Settings
1 Click Start > All Programs > Accessories > Command Prompt.

2 In the Command Prompt window, type "ipconfig" and then press [ENTER].

3 The IP settings are displayed as follows.
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a =101 x|

Mac OS X: 10.3 and 10.4

The screens in this section are from Mac OS X 10.4 but can also apply to 10.3.

1 Click Apple > System Preferences.

IC Finder File Edit Viey

About This Mac
Software Update,..
Mac OS5 X Software...

Dock X >
Location >

Recent Items >
Force Quit... D

Sleep
Restart...
Shut Down...

2 In the System Preferences window, click the Network icon.
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een System Preferences
[ 4. b H Show All ] Q|
Personal
(& M @B ¢ @
Appearance Dashboard & Dock International Security Spotlight
Exposé
Hardware
% -
9 ?..7' & &y
Bluetooth CDs & DVDs Energy Keyboard &  Print & Fax Sound
Sawer Mouse
Internet & Mg
F;l.i-l.l: Sharing
System
J_. “_,..'
R & i 4 @
Accounts Date & Time Speech Startup Disk Universal
Access

3 When the Network preferences pane opens, select Built-in Ethernet from the network
connection type list, and then click Configure.

eeon

(<) Corowar}

Q

Location: | Automatic

Show: | Network Status

@  Built-in Ethernet

@  AirPort

Buik-in Ethernet is currently active and has the IP address
10.0.1.2. You are connected to the Internet via Built-in Ethernet.

Internet Sharing is on and is using AirPort to share the

< ( Configure... ) Losconnect.,,) @
> 4
S —
dﬂ
Click the lock to prevent further changes. Apply Now

4  For dynamically assigned settings, select Using DHCP from the Configure 1Pv4 list in the TCP/IP

tab.
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-

8aeon Network

[« = | [ Showall Q

an

Location: | Automatic 4

{ TCP/IP- | PPPoE = AppleTalk | Proxies Ethernet

\
< Configure IPv4: | Using DHCP 2 |¢!

ar

Show: | Built-in Ethernet [

IP Address: 0.0.0.0 ( Renew DHCP Lease )
Subnet Mask: DHCP Client ID:
(If required)

Router:
DNS Servers:

Search Domains: (Optional)
IPv6 Address:

" Configure IPv6... ) @
ﬂ_ Click the lock to prevent further changes. (_ Assistme... ) [ Apply Now )

5 For statically assigned settings, do the following:
= From the Configure IPv4 list, select Manually.
= In the IP Address field, type your IP address.
= In the Subnet Mask field, type your subnet mask.
= In the Router field, type the IP address of your device.

-

een Network

[« =] [ showall Q )

Location: | Automatic ¥

Show: | Built-in Ethernet ¥

+)
+)

{ TCP/IP | PPPoE | AppleTalk Proxies Ethernet

e ——
Configure IPv4:  Manually P ) [

IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0

Router: 0.0.0.0

DNS Servers:
Search Domains: (Optional)
IPv6 Address:
(" Configure IPv6... ) @
{m J— . .
Ik Click the lock to prevent further changes. [ Assistme... | [ Apply Now )

6 Click Apply Now and close the window.

Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network Utilities, and then
selecting the appropriate Network Interface from the Info tab.
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Figure 142 Mac OS X 10.4: Network Utility
8eoe Network Utility

1 Info = Metstat  AppleTalk  Ping I Lookup  Traceroute = Whois T Finger  Port Scan )

F3

Plea igterface for information
" Network Interface (en0) m
S T —

n Transfer Statistics

Hardware Address 00:16:cb:8b:50:2e Sent Packets 20607
IP Address(es) 118.169.44.203 Send Errors 0
Link Speed 100 Mb Recv Packets 22626
Link Status Active Recv Errors 0
Vendor Marvell Collisions 0

Model Yukon Gigabit Adapter
BBEBOS3

Mac OS X: 10.5 and 10.6

The screens in this section are from Mac OS X 10.5 but can also apply to 10.6.

1 Click Apple > System Preferences.

WY Finder File Edit  Viey

About This Mac
Software Update...
Mac OS X Software...

System Preferences...

Recent ltems [ ]
Force Quit... NED
Sleep

Restart...

Shut Down...

2 In System Preferences, click the Network icon.
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Personal
= M M B @ oo @
Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces
Hardware
3 ) - |
o = 2 = 8
- - L s
CDs & DVDs Displays Energy Keyboard &  Print & Fax Sound
Saver Mouse
Internet & N

o(e)a m

Mac QuickTime Sharing
System
1 ¢ b»H ® § l @
Accounts Date & Time Parental Software Speech Startup Disk Time Machine  Universal

Controls Update Access.

3 When the Network preferences pane opens, select Ethernet from the list of available connection
types.

8 O _ Hetaork

Location: [ Automatic H
Internal Modem [} &
L Not Connected %@ Status: Not Connected
The cable for Ethernet is connected, but
PPPoE <ﬁnn> your computer does not have an IP address.
Mot Connected
- Ethernet ; . g
T (D] Configure: f Using DHCP Hq
FireWire
@ Not Connected =
AirPort B
@ . =
DNS Server: I
Search Domains: | |
802.1%: WPA: ZyXELO4
T l (A ) @
Il
Click the lock to prevent further changes. ( Assist me... ) ( Revert ) ( Apply )

4  From the Configure list, select Using DHCP for dynamically assigned settings.
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5 For statically assigned settings, do the following:
« From the Configure list, select Manually.
= In the IP Address field, enter your IP address.
« In the Subnet Mask field, enter your subnet mask.
« In the Router field, enter the IP address of your NBG6716.

80N MNetwork
<|» || Showall | Q '
Location: | Automatic H“
Internal Modem () &
@ Wot Connected K{\\_} Status: Not Connected
The cable for Ethernet is connected, but
PPPoE <<non> your computer does not have an IP address.
Not Connected
Configure: | Manually H'i
EireWire IP Address: ID.O.G.U I
Not Connected
Subnet Mask:
P AirPort =
Off v Router:
DNS Server:

Search Domains:

802.1X: WPA: ZyXELO4
e Chaneea ) @

d_ﬂ Click the lock to prevent further changes. ( Assist me... ) ( Revert :] ( Apply )

6 Click Apply and close the window.

Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network Utilities, and then
selecting the appropriate Network interface from the Info tab.
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Figure 143 Mac OS X 10.5: Network Utility

800

Network Utility

[ Info | Netstat

AppleTalk

Ping Lookup

Traceroute

1

Whois  Finger  Port Scan

Please

arface for information

| Network Interface (en1) o

Interrace

Hardware Address:
IP Address(es):
Link Speed:

Link Status:
Vendor:

Model:

Linux: Ubuntu 8 (GNOME)

00:30:65:25:6a:b3
10.0.2.2

11 Mbit/s

Active

Apple

Wireless Network Adapter
(802.11)

Transfer Statistics

Sent Packets: 1230
Send Errors: 0

Recv Packets: 1197
Recv Errors: 0

Collisions: 0

B

This section shows you how to configure your computer’s TCP/IP settings in the GNU Object Model
Environment (GNOME) using the Ubuntu 8 Linux distribution. The procedure, screens and file
locations may vary depending on your specific distribution, release version, and individual
configuration. The following screens use the default Ubuntu 8 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in GNOME:

1 Click System = Administration > Network.

System
g Preferences

teu Administration
o

g

=
T

0 Help and Support
‘€ About GNOME

.

._53 About Ubuntu [ﬁ]
]
€] auit... S

| Network Tools

P —

v 0L Authorizations

Hardware Drivers
Hardware Testing
Language Support
Login Window

Network

2 When the Network Settings window opens, click Unlock to open the Authenticate window. (By
default, the Unlock button is greyed out until clicked.) You cannot make changes to your
configuration unless you first enter your admin password.
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3

4

212

Location:

Connections | General l DNS | Hosts l

B

B

Wired connection ' Eg}ErOperties

Roaming mode enabled

Point to point connec...
This network interface is not c...

| @ Help Q nl EE Close

In the Authenticate window, enter your admin account name and password then click the

Authenticate button.

Authenticate \ElW

System policy prevents
modifying the configuration

An application is atternpting to perforrn an action
that requires privileges. Authentication as one of the
users below is required to perform this action.

= €., (chris) = l

Password for chris: [ ]

[> Details

[ OQEHCEIQ[ﬂuthenticatel )

In the Network Settings window, select the connection that you want to configure, then click
Properties.
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Location: | -

Connections | General ‘ DMS ‘ Hosts I

\
A4

A 1 Wired connection ( l EQErOperties ‘

Roaming mode enabled

= Point to point connec...
This network interface is not c...

.:eﬂelp | & Lnlocl | b4 close

5 The Properties dialog box opens.

[]iEnable roaming mode:

Connection Settings

Configuration: l =

|P address:;

I
Subnet mask: | |
Gateway address: I

[@goncel || o |

= In the Configuration list, select Automatic Configuration (DHCP) if you have a dynamic IP
address.

= In the Configuration list, select Static IP address if you have a static IP address. Fill in the
IP address, Subnet mask, and Gateway address fields.

6 Click OK to save the changes and close the Properties dialog box and return to the Network
Settings screen.

7 If you know your DNS server IP address(es), click the DNS tab in the Network Settings window
and then enter the DNS server information in the fields provided.
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Location:

3|0

Connections l General| DMS |H05ts l

DNS Servers

| 4 add
| ﬁgelete

‘ 4= add

| ﬁgelete
. eﬂelp Ul aglose

8 Click the Close button to apply the changes.

Search Domains

Verifying Settings

Check your TCP/IP properties by clicking System > Administration > Network Tools, and then
selecting the appropriate Network device from the Devices tab. The Interface Statistics
column shows data if your connection is working properly.
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Figure 144 Ubuntu 8: Network Tools

Tool Edit

Help

Devices | Ping l MNetstat lTracerc:ute l Port Scan I Lookup I Finger ‘ Whois l

Metwork device: ‘ =t

Ethernet Interface (etho) :

‘ gﬁgonﬁgure

IP Information

|Pr0toc0| IP Address

Metmask / Prefix Broadcast Scope

ilpva 10.0.2.15

IPvE

feB0:;:a00:27fffe30:e16c 64 Link

{
255,2535.255.0 10.0.2.255
1

Interface Information

Multicast: Enabled
MTLL: 1500

Link speed: not available
State: Active

Hardware address: 08:00:27:30:e1:6c

Interface Statistics
5. 584,56 KiB
Transmitted packets: 1425

Transmission errors: 0

Received bytes: 219.5 KiB
Received packets: 1426
Reception errors: ]
Collisions: 0

Linux: openSUSE 10.3 (KDE)

This section shows you how to configure your computer’s TCP/IP settings in the K Desktop
Environment (KDE) using the openSUSE 10.3 Linux distribution. The procedure, screens and file
locations may vary depending on your specific distribution, release version, and individual
configuration. The following screens use the default openSUSE 10.3 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in the KDE:

1 Click K Menu = Computer > Administrator Settings (YaST).
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Search: |
Applications t
|

8198

¥ Administrater Settings

@ System Infarmation
B . cinfos
System Folders

& Home Faolder

q} My Documents

Q Network Folders E !
Media

(@ 2.45 Media (2.0 GB available!

<]

2

/ p== : .

% | = | w(o]a
L’? [ = il t
Favarites Applications Computer Histary Leave
User zyxel on linux-h2oz openSUSE’

Run as root - KDE su

When the Run as Root - KDE su dialog opens, enter the admin password and click OK.

| Ignore v 0OK

}Q Please enter the Administrator (root)
i ‘{\ password to continue,
I
Command:  /sbinfyast2
Password:  |eeee I
I e——
A Cancel |

3
Network Card icon.

When the YaST Control Center window opens, select Network Devices and then click the
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YasT Control Center @ linux-h2oz

File Edit Help

@ Software

Network Devices
L
i‘; Network Services

‘@ MNowvell AppArmor

& :
:{r.__-. Security and Users

4o

.7
a{ Miscellaneous

| Search...

A

4 When the Network Settings window opens, click the Overview tab, select the appropriate
connection Name from the list, and then click the Configure button.

nux-h2oz -

Network Card
Overview

Obtain an overview of
installed network cards.
Additionally, edit their
configuration.

Adding a Network
Card:

Press Add to configure a
new netwark card
manually.

Configuring or
Deleting:

Choose a network card
to change or remove.
Then press Configure or
Delete as desired.

(2] Network Settings

| Global Options | Overview | Hostname/DNS

Routing

Name IP Address

AMD PCnet - Fast

AMD PCnet - Fast 79C971
MAC : 08:00:27:96:ed:3d

* Device Name: eth-etho
& Started automatically at boot
* |P address assigned using DHCP

N
g§ | Configure | ?ele;e |
N B

| mport |

5 When the Network Card Setup window opens, click the Address tab
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Figure 145 openSUSE 10.3: Network Card Setup

Address setup  |+|| | (%] Network Card Setup

Select No Address ( \

Setup if you do not | General ( Address | ’:tardware |
want any IP address N _
for this device, This is Configuration Name
particularly useful for ETNarat =

bonding ethernet |Eheme | | |

devices. () No IP Address (for Bonding Devices)

Select Dynamic () Dynamic Address [ DHCP -]

address if you do not ® Statically assigned IP Address
have a static IP

address assigned by 1P Address Subnet Mask Hostname

the system N | I ||
administrator or your
cable or DSL provider,

You can choose one of
the dynamic address
assignment method.
Select DHCP if you
have a DHCP server
running on your local
network. Metwork
addresses are then
obtained automatically
from the server.

To automatically
search for free IP and
then assign it
statically, select (]
Zeroconf. To use [~

| Cancel |

Select Dynamic Address (DHCP) if you have a dynamic IP address.

Select Statically assigned IP Address if you have a static IP address. Fill in the IP address,
Subnet mask, and Hostname fields.

Click Next to save the changes and close the Network Card Setup window.

If you know your DNS server IP address(es), click the Hostname/DNS tab in Network Settings
and then enter the DNS server information in the fields provided.
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nux-h2oz

Enter the name for =
this computer and the
DNS domain that it
belongs to.

Optionally enter the
name server list and
domain search list.

Mote that the
hostname is global--it
applies to all 3
interfaces, not just

this one,

The domain is
especially important if
this computer is a mail
SEerver,

If you are using DHCP
to get an IP address,
check whether to get
a hostname via DHCP,
The hostname of your
host (which can be
seen by issuing the
hostname command)
will be set
automatically by the
DHCPF client. You may
want to disable this
option if you connect
to different networks

_;l

E

(8] Network Settings

| Global Options | Overview! Hostname/DNS J Routing

~Hostname and Domain Name
Hostname Domain Name

|Iinux-h202 | Isite

[ ] Change Hostname via DHCP
[] Write Hostname to fetc/hosts

[%| Change /etc/resolv.conf manually

~Mame Servers and Domain Search List
Name Server 1 Domain Search

[10.0.2.2 |

Mame Server 2

Name Server 3

l |

[ ] Update DNS data via DHCP

| Abort |

9 Click Finish to save your settings and close the window.

Verifying Settings

Click the KNetwork Manager icon on the Task bar to check your TCP/IP properties. From the
Options sub-menu, select Show Connection Information.

Figure 146 openSUSE 10.3: KNetwork Manager

. Disable Wireless

&4 Switch to Offline Mode

T Show Connection Infarmation...

=, Configure..,

s KNetworkManager
0 Wired Devices

[¥ Wired Network

L Dial-Up Connections

When the Connection Status - KNetwork Manager window opens, click the Statistics tab to
see if your connection is working properly.
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Figure 147 openSUSE: Connection Status - KNetwork Manager

® Connection Status - KNetworkManager

| 'a Device tﬁgddresse( |(} Statistics l :

Received Transmitted
Eytes 2317441 841875
MBytes 2.2 0.8
Packets 3621 3140
Errors 0 0
Dropped 0 0
KBytes/s 0.0 0.0
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Common Services

The following table lists some commonly-used services and their associated protocols and port
numbers. For a comprehensive list of port numbers, ICMP type/code numbers and services, visit
the IANA (Internet Assigned Number Authority) web site.

= Name: This is a short, descriptive name for the service. You can use this one or create a
different one, if you like.

= Protocol: This is the type of IP protocol used by the service. If this is TCP/UDP, then the service
uses the same port number with TCP and UDP. If this is USER-DEFINED, the Port(s) is the IP
protocol number, not the port number.

* Port(s): This value depends on the Protocol. Please refer to RFC 1700 for further information
about port numbers.

« If the Protocol is TCP, UDP, or TCP/UDP, this is the IP port number.
= If the Protocol is USER, this is the IP protocol number.

« Description: This is a brief explanation of the applications that use this service or the situations
in which this service is used.

Table 74 Commonly Used Services

NAME PROTOCOL PORT(S) DESCRIPTION

AH User-Defined 51 The IPSEC AH (Authentication Header)

(IPSEC_TUNNEL) tunneling protocol uses this service.

AIM/New-I1CQ TCP 5190 AOL’s Internet Messenger service. It is
also used as a listening port by I1CQ.

AUTH TCP 113 Authentication protocol used by some
servers.

BGP TCP 179 Border Gateway Protocol.

BOOTP_CLIENT UDP 68 DHCP Client.

BOOTP_SERVER UDP 67 DHCP Server.

CU-SEEME TCP 7648 A popular videoconferencing solution from
White Pines Software.

UDP 24032

DNS TCP/UDP 53 Domain Name Server, a service that
matches web names (for example
www.zyxel.com) to IP numbers.

ESP User-Defined 50 The IPSEC ESP (Encapsulation Security

(IPSEC_TUNNEL) Protocol) tunneling protocol uses this
service.

FINGER TCP 79 Finger is a UNIX or Internet related
command that can be used to find out if a
user is logged on.

FTP TCP 20 File Transfer Program, a program to enable
fast transfer of files, including large files

Tcp 21 that may not be possible by e-mail.

H.323 TCP 1720 NetMeeting uses this protocol.
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Table 74 Commonly Used Services (continued)
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NAME PROTOCOL PORT(S) DESCRIPTION

HTTP TCP 80 Hyper Text Transfer Protocol - a client/
server protocol for the world wide web.

HTTPS TCP 443 HTTPS is a secured http session often used
in e-commerce.

ICMP User-Defined 1 Internet Control Message Protocol is often
used for diagnostic or routing purposes.

1CQ UDP 4000 This is a popular Internet chat program.

IGMP (MULTICAST) | User-Defined 2 Internet Group Management Protocol is
used when sending packets to a specific
group of hosts.

IKE UDP 500 The Internet Key Exchange algorithm is
used for key distribution and
management.

IRC TCP/UDP 6667 This is another popular Internet chat
program.

MSN Messenger TCP 1863 Microsoft Networks’ messenger service
uses this protocol.

NEW-1CQ TCP 5190 An Internet chat program.

NEWS TCP 144 A protocol for news groups.

NFS UDP 2049 Network File System - NFS is a client/
server distributed file service that provides
transparent file sharing for network
environments.

NNTP TCP 119 Network News Transport Protocol is the
delivery mechanism for the USENET
newsgroup service.

PING User-Defined 1 Packet INternet Groper is a protocol that
sends out ICMP echo requests to test
whether or not a remote host is reachable.

POP3 TCP 110 Post Office Protocol version 3 lets a client
computer get e-mail from a POP3 server
through a temporary connection (TCP/IP
or other).

PPTP TCP 1723 Point-to-Point Tunneling Protocol enables
secure transfer of data over public
networks. This is the control channel.

PPTP_TUNNEL User-Defined 47 PPTP (Point-to-Point Tunneling Protocol)

(GRE) enables secure transfer of data over public
networks. This is the data channel.

RCMD TCP 512 Remote Command Service.

REAL_AUDIO TCP 7070 A streaming audio service that enables
real time sound over the web.

REXEC TCP 514 Remote Execution Daemon.

RLOGIN TCP 513 Remote Login.

RTELNET TCP 107 Remote Telnet.

RTSP TCP/UDP 554 The Real Time Streaming (media control)
Protocol (RTSP) is a remote control for
multimedia on the Internet.

SFTP TCP 115 Simple File Transfer Protocol.

NBG6716 User’'s Guide




Appendix C Common Services

Table 74 Commonly Used Services (continued)

NAME

PROTOCOL

PORT(S)

DESCRIPTION

SMTP

TCP

25

Simple Mail Transfer Protocol is the
message-exchange standard for the
Internet. SMTP enables you to move
messages from one e-mail server to
another.

SNMP

TCP/UDP

161

Simple Network Management Program.

SNMP-TRAPS

TCP/UDP

162

Traps for use with the SNMP (RFC:1215).

SQL-NET

TCP

1521

Structured Query Language is an interface
to access data on many different types of
database systems, including mainframes,
midrange systems, UNIX systems and
network servers.

SSH

TCP/UDP

22

Secure Shell Remote Login Program.

STRM WORKS

UDP

1558

Stream Works Protocol.

SYSLOG

UDP

514

Syslog allows you to send system logs to a
UNIX server.

TACACS

UDP

49

Login Host Protocol used for (Terminal
Access Controller Access Control System).

TELNET

TCP

23

Telnet is the login and terminal emulation
protocol common on the Internet and in
UNIX environments. It operates over TCP/
IP networks. Its primary function is to
allow users to log into remote host
systems.

TFTP

UDP

69

Trivial File Transfer Protocol is an Internet
file transfer protocol similar to FTP, but
uses the UDP (User Datagram Protocol)
rather than TCP (Transmission Control
Protocol).

VDOLIVE

TCP

7000

Another videoconferencing solution.
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Copyright

Legal Information

Copyright © 2013 by ZyXEL Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system, translated into
any language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of ZyXEL Communications Corporation.

Published by ZyXEL Communications Corporation. All rights reserved.

Disclaimer

ZyXEL does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it
convey any license under its patent rights nor the patent rights of others. ZyXEL further reserves the right to make changes in any
products described herein without notice. This publication is subject to change without notice.

Trademarks
Trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective owners.

Certifications

B WN P

Federal Communications Commission (FCC) Interference Statement
The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:

= This device may not cause harmful interference.
« This device must accept any interference received, including interference that may cause undesired operations.

This device has been tested and found to comply with the limits for a Class B digital device pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This device generates, uses,
and can radiate radio frequency energy, and if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation.

If this device does cause harmful interference to radio/television reception, which can be determined by turning the device off and on, the
user is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and the receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority
to operate this equipment.

FCC Radiation Exposure Statement

= This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

« |EEE 802.11b, 802.11g or 802.11n (20MHz) operation of this product in the U.S.A. is firmware-limited to channels 1 through 11. IEEE
802.11n (40MHz) operation of this product in the U.S.A. is firmware-limited to channels 3 through 9.

= To comply with FCC RF exposure compliance requirements, a separation distance of at least 20 cm must be maintained between the
antenna of this device and all persons.

* Per FCC regulation, all WiFi product marketed in US must fixed to US operation channels only.

* Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

Industry Canada Statement

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions:

1) this device may not cause interference and

2) this device must accept any interference, including interference that may cause undesired operation of the device

This device has been designed to operate with an antenna having a maximum gain of 2dBi.

Antenna having a higher gain is strictly prohibited per regulations of Industry Canada. The required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the EIRP is not more than
required for successful communication.

IC Radiation Exposure Statement

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. End users must follow the specific
operating instructions for satisfying RF exposure compliance.
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Notices
Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
equipment.

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

Viewing Certifications
Go to http://www.zyxel.com to view this product’s documentation and certifications.

ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific
period (the Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the
authorized ZyXEL local distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of
purchase, should the product have indications of failure due to faulty workmanship and/or materials, ZyXEL will, at its discretion, repair or
replace the defective products or components without charge for either parts or labor, and to whatever extent it shall deem necessary to
restore the product or components to proper operating condition. Any replacement will consist of a new or re-manufactured functionally
equivalent product of equal or higher value, and will be solely at the discretion of ZyXEL. This warranty shall not apply if the product has
been modified, misused, tampered with, damaged by an act of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other
warranties, express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. ZyXEL shall in
no event be held liable for indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in which you bought
the device at http://www.zyxel.com/web/support_warranty_info.php.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information at www.zyxel.com for global products, or at
www.us.zyxel.com for North American products.

Open Source Licenses

This product contains in part some free software distributed under GPL license terms and/or GPL like licenses. Open source licenses are
provided with the firmware package. You can download the latest firmware at www.zyxel.com. To obtain the source code covered under
those Licenses, please contact support@zyxel.com.tw to get it.

Regulatory Information

European Union
The following information applies if you use the product within the European Union.

Declaration of Conformity with Regard to EU Directive 1999/5/EC (R&TTE Directive)

Compliance Information for 2.4GHz and 5GHz Wireless Products Relevant to the EU and Other Countries Following the EU Directive 1999/5/EC
(R&TTE Directive)

[Czech] ZyXEL timto prohla3uje, Ze tento zafizeni je ve shodé se zakladnimi pozadavky a daldimi pFislusnymi ustanovenimi
smérnice 1999/5/EC.

[Danish] Undertegnede ZyXEL erklaerer herved, at fglgende udstyr udstyr overholder de vaesentlige krav og gvrige relevante
krav i direktiv 1999/5/EF.

[German] Hiermit erklart ZyXEL, dass sich das Gerat Ausstattung in Ubereinstimmung mit den grundlegenden Anforderungen
und den Ubrigen einschlagigen Bestimmungen der Richtlinie 1999/5/EU befindet.

[Estonian] Kaesolevaga kinnitab ZyXEL seadme seadmed vastavust direktiivi 1999/5/EU pdhinduetele ja nimetatud direktiivist
tulenevatele teistele asjakohastele séatetele.

English Hereby, ZyXEL declares that this equipment is in compliance with the essential requirements and other relevant
provisions of Directive 1999/5/EC.

[Spanish] Por medio de la presente ZyXEL declara que el equipo cumple con los requisitos esenciales y cualesquiera otras
disposiciones aplicables o exigibles de la Directiva 1999/5/CE.
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[Greek] ME THN MAPOYZA ZyXEL AHAQNEI OTI €§onAiopog SYMMOPOQNETAL MPOS TIS OYSIQAEIS AMAITHZEIS KAIL TIS
NOINEZ ZXETIKEZ AIATA=EIZ THX OAHITAZ 1999/5/EC.

[French] Par la présente ZyXEL déclare que I'appareil équipements est conforme aux exigences essentielles et aux autres
dispositions pertinentes de la directive 1999/5/EC.

[Italian] Con la presente ZyXEL dichiara che questo attrezzatura € conforme ai requisiti essenziali ed alle altre disposizioni
pertinenti stabilite dalla direttiva 1999/5/CE.

[Latvian] Ar S0 ZyXEL deklaré, ka iekartas atbilst Direktivas 1999/5/EK buatiskajam prasibam un citiem ar to saistitajiem

noteikumiem.

[Lithuanian]

Siuo ZyXEL deklaruoja, kad $is jranga atitinka esminius reikalavimus ir kitas 1999/5/EB Direktyvos nuostatas.

[Dutch] Hierbij verklaart ZyXEL dat het toestel uitrusting in overeenstemming is met de essentiéle eisen en de andere
relevante bepalingen van richtlijn 1999/5/EC.
[Maltese] Hawnhekk, ZyXEL, jiddikjara li dan taghmir jikkonforma mal-htigijiet essenzjali u ma provvedimenti ohrajn relevanti li

hemm fid-Dirrettiva 1999/5/EC.

[Hungarian]

Alulirott, ZyXEL nyilatkozom, hogy a berendezés megfelel a vonatkozé alapvetd kovetelményeknek és az 1999/5/EK
iranyelv egyéb eldirasainak.

[Polish] Niniejszym ZyXEL o$wiadcza, ze sprzet jest zgodny z zasadniczymi wymogami oraz pozostatymi stosownymi
postanowieniami Dyrektywy 1999/5/EC.

[Portuguese] ZyXEL declara que este equipamento esta conforme com os requisitos essenciais e outras disposi¢des da Directiva
1999/5/EC.

[Slovenian] ZyXEL izjavlja, da je ta oprema v skladu z bistvenimi zahtevami in ostalimi relevantnimi dolocili direktive 1999/5/EC.

[Slovak] ZyXEL tymto vyhlasuje, Ze zariadenia spiﬁa zakladné poziadavky a v8etky prislusné ustanovenia Smernice 1999/5/EC.

[Finnish] ZyXEL vakuuttaa téaten etté laitteet tyyppinen laite on direktiivin 1999/5/EY oleellisten vaatimusten ja sité koskevien
direktiivin muiden ehtojen mukainen.

[Swedish] Harmed intygar ZyXEL att denna utrustning star | 6verensstammelse med de vasentliga egenskapskrav och 6vriga
relevanta bestammelser som framgar av direktiv 1999/5/EC.

[Bulgarian] C HacTosiwoTo ZyXEL Aeknapwvpa, Yye ToBa obopy/aBaHe € B CbOTBETCTBME CbC CbLUECTBEHUTE U3NCKBAHUS U ApYyruTe
npunoXxumm pasnopeabute Ha Anpektuea 1999/5/EC.

[Icelandic] Hér med lysir, ZyXEL pvi yfir ad pessi bunadur er i samreemi vid grunnkrofur og énnur videigandi akvaedi tilskipunar

1999/5/EC.

[Norwegian]

Erkleerer herved ZyXEL at dette utstyret er | samsvar med de grunnleggende kravene og andre relevante
bestemmelser | direktiv 1999/5/EF.

[Romanian]

Prin prezenta, ZyXEL declard ca acest echipament este in conformitate cu cerintele esentiale si alte prevederi
relevante ale Directivei 1999/5/EC.

National Restrictions

This product may be used in all EU countries (and other countries following the EU directive 1999/5/EC) without any limitation except for
the countries mentioned below:

Ce produit peut étre utilisé dans tous les pays de I'UE (et dans tous les pays ayant transposés la directive 1999/5/CE) sans aucune
limitation, excepté pour les pays mentionnés ci-dessous:

Questo prodotto e utilizzabile in tutte i paesi EU (ed in tutti gli altri paesi che seguono le direttive EU 1999/5/EC) senza nessuna
limitazione, eccetto per i paesii menzionati di seguito:

Das Produkt kann in allen EU Staaten ohne Einschrankungen eingesetzt werden (sowie in anderen Staaten die der EU Direktive 1995/5/CE
folgen) mit AuBnahme der folgenden aufgefuhrten Staaten:

In the majority of the EU and other European countries, the 2, 4- and 5-GHz bands have been made available for the use of wireless local
area networks (LANs). Later in this document you will find an overview of countries inwhich additional restrictions or requirements or both

are applicable.

The requirements for any country may evolve. ZyXEL recommends that you check with the local authorities for the latest status of their
national regulations for both the 2,4- and 5-GHz wireless LANSs.

The following countries have restrictions and/or requirements in addition to those given in the table labeled “Overview of Regulatory
Requirements for Wireless LANs”:.

Overview of Regulatory Requirements for Wireless LANs

Frequency Band (MHz) Max Power Level Indoor ONLY Indoor and Outdoor
(EIRP)L (mw)

2400-2483.5 100 \Y

5150-5350 200 \Y

5470-5725 1000 \%
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http://www.cisco.com/en/US/docs/wireless/compliance/reference/guide/1260_3500_EU.html#wp39101
http://www.cisco.com/en/US/docs/wireless/compliance/reference/guide/1260_3500_EU.html#wp39101

Appendix D Legal Information

Belgium

The Belgian Institute for Postal Services and Telecommunications (BIPT) must be notified of any outdoor wireless link having a range
exceeding 300 meters. Please check http://www.bipt.be for more details.

Draadloze verbindingen voor buitengebruik en met een reikwijdte van meer dan 300 meter dienen aangemeld te worden bij het Belgisch
Instituut voor postdiensten en telecommunicatie (BIPT). Zie http://www.bipt.be voor meer gegevens.

Les liaisons sans fil pour une utilisation en extérieur d’'une distance supérieure a 300 metres doivent étre notifiées a I'Institut Belge des
services Postaux et des Télécommunications (IBPT). Visitez http://www.ibpt.be pour de plus amples détails.

Denmark

In Denmark, the band 5150 - 5350 MHz is also allowed for outdoor usage.
| Danmark ma frekvensbandet 5150 - 5350 ogsa anvendes udendgrs.
Italy

This product meets the National Radio Interface and the requirements specified in the National Frequency Allocation Table for Italy. Unless
this wireless LAN product is operating within the boundaries of the owner's property, its use requires a “general authorization.” Please
check http://www.sviluppoeconomico.gov.it/ for more details.

Questo prodotto & conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano Nazionale di ripartizione delle frequenze in
Italia. Se non viene installato all ‘interno del proprio fondo, I'utilizzo di prodotti Wireless LAN richiede una “Autorizzazione Generale”.
Consultare http://www.sviluppoeconomico.gov.it/ per maggiori dettagli.

Latvia

The outdoor usage of the 2.4 GHz band requires an authorization from the Electronic Communications Office. Please check http://
www.esd.lv for more details.

2.4 GHz frekveneéu joslas izmantodanai arpus telpam nepieciedama atiauja no Elektronisko sakaru direkcijas. Vairak informacijas: http://www.esd.Iv.
Notes:

1. Although Norway, Switzerland and Liechtenstein are not EU member states, the EU Directive 1999/5/EC has also been implemented in
those countries.

2. The regulatory limits for maximum output power are specified in EIRP. The EIRP level (in dBm) of a device can be calculated by adding
the gain of the antenna used(specified in dBi) to the output power available at the connector (specified in dBm).

List of national codes

COUNTRY 1SO 3166 2 LETTER CODE COUNTRY 1ISO 3166 2 LETTER CODE
Austria AT Malta MT
Belgium BE Netherlands NL
Cyprus CcY Poland PL
Czech Republic CR Portugal PT
Denmark DK Slovakia SK
Estonia EE Slovenia Sl
Finland Fl Spain ES
France FR Sweden SE
Germany DE United Kingdom GB
Greece GR Iceland IS
Hungary HU Liechtenstein L1
Ireland IE Norway NO
Italy IT Switzerland CH
Latvia Lv Bulgaria BG
Lithuania LT Romania RO
Luxembourg LU Turkey TR

Safety Warnings

Do NOT use this product near water, for example, in a wet basement or near a swimming pool.

Do NOT expose your device to dampness, dust or corrosive liquids.

Do NOT store things on the device.

Do NOT install, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.
Connect ONLY suitable accessories to the device.

Do NOT open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks. ONLY
qualified service personnel should service or disassemble this device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.

Place connecting cables carefully so that no one will step on them or stumble over them.

Always disconnect all cables from this device before servicing or disassembling.

Use ONLY an appropriate power adaptor or cord for your device.

Connect the power adaptor or cord to the right supply voltage (for example, 110V AC in North America or 230V AC in Europe).
Do NOT allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power
adaptor or cord.

Do NOT use the device if the power adaptor or cord is damaged as it might cause electrocution.

« If the power adaptor or cord is damaged, remove it from the power outlet.
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Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a new one.

Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.
Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your device.

Antenna Warning! This device meets ETSI and FCC certification requirements when using the included antenna(s). Only use the
included antenna(s).

If you wall mount your device, make sure that no electrical lines, gas or water pipes will be damaged.

Your product is marked with this symbol, which is known as the WEEE mark. WEEE stands for Waste Electronics and
Electrical Equipment. It means that used electrical and electronic products should not be mixed with general waste. Used
electrical and electronic equipment should be treated separately.
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ActiveX 136
Address Assignment 77
AP 13

AP Mode
menu 54
status screen 52

AP+Bridge 13

B
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C

certifications 224
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Channel 45,53
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CIFS 158

Common Internet File System, see CIFS

Configuration
restore 171

content filtering 135

by keyword (in URL) 135

Cookies 136
copyright 224
CPU usage 46, 53

D

Daylight saving 169
DDNS 125
see also Dynamic DNS

Index

service providers 125

DHCP 72,110
DHCP server
see also Dynamic Host Configuration Protocol

DHCP server 108, 110
Digital Living Network Alliance 157
disclaimer 224

DLNA 156, 157
indexing 159
overview 156
rescan 159

DLNA-compliant client 157
DNS 112

DNS Server 77

DNS server 112

documentation
related 2

Domain Name System 112

Domain Name System. See DNS.

duplex setting 46, 54

Dynamic DNS 125

Dynamic Host Configuration Protocol 110
DynDNS 125

DynDNS see also DDNS 125

E

encryption 86
and local (user) database 87
key 87
WPA compatible 87

ESSID 180

F

FCC interference statement 224

file sharing 157
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example 162
FTP 161 Java 136
overview 157
Samba 159
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Windows Explorer 159 L
work group 159
Firewall 131 LAN 107
Firewall overview IP pool setup 110
guidelines 131 LAN overview 107

ICMP packets 132
network security
Stateful inspection 131

LAN setup 107
LAN TCP/IP 110

ZyXEL device firewall 131 Language 172
firewall Link type 46, 54
stateful inspection 130 local (user) database 86
Firmware upload 169 and encryption 87
file extension Local Area Network 107
using HTTP
firmware version 45, 53
M
G MAC 100
MAC address 77, 86
General wireless LAN screen 89 cloning 77
Guest WLAN 87 MAC address filter 86
Guest WLAN Bandwidth 88 MAC address filtering 100
Guide MAC filter 100
Quick Start 2 managing the device

good habits 15
using the web configurator. See web configurator.
using the WPS. See WPS.

MBSSID 13
Media access control 100

IGMP 78 o
see also Internet Group Multicast Protocol media client 156
version media file 156, 159

type 159

media server 156
overview 156

IGMP version 78
Internet Group Multicast Protocol 78

IP Address 109, 118
meida file play 156

IP alias 108
Memory usage 46, 53
IP Pool 111
mode 13
Multicast 78
IGMP 78
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NAT 115, 118
global 116
how it works 117
inside 116
local 116
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overview 115
port forwarding 122
see also Network Address Translation
server 116
server sets 122
NAT Traversal 150
Navigation Panel 46, 54
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Network Address Translation 115, 118

O

operating mode 13
other documentation 2

P

Point-to-Point Protocol over Ethernet 80
Pool Size 111
Port forwarding 118, 122
default server 118, 122
example 122
local server 118
port numbers
services
port speed 46, 54
PPPoOE 80
dial-up connection

product registration 225

Q

Quality of Service (QoS) 102
Quick Start Guide 2

R

RADIUS server 86

registration
product 225

related documentation 2

Remote management
and NAT 147
limitations 146
system timeout 147

Reset button 15

Reset the device 15
Restore configuration 171
Roaming 102

Router Mode
status screen 43

RTS/CTS Threshold 85, 102

S

Samba 158

Scheduling 105

Server Message Block, see SMB
Service and port numbers 134
Service Set 40, 89, 99

Service Set IDentification 40, 89, 99

Service Set IDentity. See SSID.
SMB 158
SSID 40, 45, 53, 85, 89, 99
stateful inspection firewall 130
Static DHCP 111
Static Route 127
Status 43
StreamBoost 139
automatic update 140
bandwidth 139
bandwidth and performance 144
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device priority 142
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example 139
maximum bandwidth 140
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QoS 139
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Application 150
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USB media sharing 156

user authentication 86
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warranty 225
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how to access 28
Overview 28

232

web configurator 14
Web Proxy 136
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overview 84
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overview 85
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