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About This User's Guide

About This User's Guide

Intended Audience

This manual is intended for people who want to configure the WiMAX Modem using
the web configurator. You should have at least a basic knowledge of TCP/IP
networking concepts and topology.

Related Documentation
e Quick Start Guide

The Quick Start Guide is designed to help you get up and running right away. It
contains information on setting up your network and configuring for Internet
access.

e Web Configurator Online Help

Embedded web help for descriptions of individual screens and supplementary
information.

¢ Command Reference Guide
The Command Reference Guide explains how to use the Command-Line
Interface (CLI) and CLI commands to configure the WiMAX Modem.

Note: It is recommended you use the web configurator to configure the WiMAX
Modem.

e Support Disc

Refer to the included CD for support documents.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User’s Guide.

Warnings tell you about things that could harm you or your
WiIiMAX Modem.

Note: Notes tell you other important information (for example, other things you may

need to configure or helpful tips) or recommendations.

Syntax Conventions

The product(s) described in this book may be referred to as the "WiMAX
Modem”, the “device”, the “system” or the “product” in this User’s Guide.

Product labels, screen names, field labels and field choices are all in bold font.

A key stroke is denoted by square brackets and uppercase text, for example,
[ENTER] means the “enter” or “return” key on your keyboard.

“Enter” means for you to type one or more characters and then press the
[ENTER] key. “Select” or “choose” means for you to use one of the predefined
choices.

A right angle bracket ( > ) within a screen nhame denotes a mouse click. For
example, TOOLS > Logs > Log Settings means you first click Tools in the
navigation panel, then the Logs sub menu and finally the Log Settings tab to
get to that screen.

Units of measurement may denote the “metric” value or the “scientific” value.
For example, “k” for kilo may denote “"1000” or “1024", *M” for mega may
denote “1000000” or "1048576" and so on.

“e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other
words”.

Disclaimer

Graphics in this book may differ slightly from the product due to differences in
operating systems, operating system versions, or if you installed updated
firmware/software for your device. Every effort has been made to ensure that the
information in this manual is accurate.
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Icons Used in Figures

Figures in this User’s Guide may use the following generic icons. The WiMAX
Modem icon is not an exact representation of your WiMAX Modem.

Table1 Common Icons

WIMAX Access Point Computer Wireless Signal
/ ==
i "
Notebook Server WIMAX Base Station

Telephone Switch

Internet Cloud Internet/WiMAX
Cloud
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Safety Warnings

Safety Warnings

For your safety, be sure to read and follow all warning notices and
instructions.

e Do NOT use this product near water, for example, in a wet basement or near a
swimming pool.

e Do NOT expose your device to dampness, dust or corrosive liquids.
e Do NOT store things on the device.

e Do NOT install, use, or service this device during a thunderstorm. There is a
remote risk of electric shock from lightning.

e Connect ONLY suitable accessories to the device.

e Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel
should service or disassemble this device. Please contact your vendor for further
information.

¢ Make sure to connect the cables to the correct ports.

e Place connecting cables carefully so that no one will step on them or stumble
over them.

¢ Always disconnect all cables from this device before servicing or disassembling.

e Use ONLY an appropriate power adaptor or cord for your device. Connect it to
the right supply voltage (for example, 110V AC in North America or 230V AC in
Europe).

e Do NOT remove the plug and connect it to a power outlet by itself; always
attach the plug to the power adaptor first before connecting it to a power outlet.

e Do NOT allow anything to rest on the power adaptor or cord and do NOT place
the product where anyone can walk on the power adaptor or cord.

e Do NOT use the device if the power adaptor or cord is damaged as it might
cause electrocution.

e If the power adaptor or cord is damaged, remove it from the device and the
power source.

e Do NOT attempt to repair the power adaptor or cord. Contact your local vendor
to order a new one.Do not use the device outside, and make sure all the
connections are indoors. There is a remote risk of electric shock from lightning.

e Do NOT obstruct the device ventilation slots, as insufficient airflow may harm
your device.Use only No. 26 AWG (American Wire Gauge) or larger
telecommunication line cord.

e Antenna Warning! This device meets ETSI and FCC certification requirements
when using the included antenna(s). Only use the included antenna(s).

e If you wall mount your device, make sure that no electrical lines, gas or water
pipes will be damaged.
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Safety Warnings

¢ Make sure that the cable system is grounded so as to provide some protection
against voltage surges.

Your product is marked with this symbol, which is known as the WEEE mark.

WEEE stands for Waste Electronics and Electrical Equipment. It means that used
electrical and electronic products should not be mixed with general waste. Used
electrical and electronic equipment should be treated separately.
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Safety Warnings

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.
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Getting Started

1.1 About Your WiMAX Modem

The WiIMAX Modem has a built-in switch and one phone port. It allows you to
access the Internet by connecting to a WiMAX wireless network.

You can use a traditional analog telephone to make Internet calls using the WiMAX
Modem's Voice over IP (VolP) communication capabilities.

You can configure firewall and content filtering as well as a host of other features.

The web browser-based Graphical User Interface (GUI), also known as the web
configurator, provides easy management.

See Chapter 21 on page 223 for a complete list of features for your model.

1.1.1 WIMAX Internet Access

Connect your computer or network to the WiMAX Modem for WiMAX Internet
access. See the Quick Start Guide for instructions on hardware connection.

In a wireless metropolitan area network (MAN), the WiMAX Modem connects to a
WIMAX base station (BS) for Internet access.

The following diagram shows a notebook computer equipped with the WiMAX
Modem connecting to the Internet through a WiMAX base station (marked BS).

Figure 1 Mobile Station and Base Station

When the firewall is on, all incoming traffic from the Internet to your network is
blocked unless it is initiated from your network.
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Use content filtering to block access to web sites with URLs containing keywords
that you specify. You can define time periods and days during which content
filtering is enabled and include or exclude particular computers on your network
from content filtering. For example, you could block access to certain web sites for
the Kkids.

1.1.2 Make Calls via Internet Telephony Service Provider

In a home or small office environment, you can use the WiMAX Modem to make
and receive the following types of VolP telephone calls:

e Peer-to-Peer calls - Use the WIMAX Modem to make a call directly to the
recipient’s IP address without using a SIP proxy server.

Figure 2 WiIMAX Modem’s VoIP Features - Peer-to-Peer Calls

e Calls via a VolP service provider - The WiMAX Modem sends your call to a VolP
service provider’s SIP server which forwards your calls to either VolIP or PSTN

phones.
Figure 3 WiMAX Modem’s VoIP Features - Calls via VoIP Service Provider
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1.2 WIMAX Modem Hardware

Follow the instructions in the Quick Start Guide to make hardware connections.

1.2.1 LEDs

The following figure shows the LEDs (lights) on the WiMAX Modem.

Figure 4 The WiIMAX Modem’s LEDs
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The following table describes your WiMAX Modem’s LEDs (from right to left).

Table 2 The WiIMAX Modem

LED STATE DESCRIPTION
Power Off The WiMAX Modem is not receiving power.

Red The WiIMAX Modem is receiving power but has been
unable to start up correctly or is not receiving
enough power. See the Troubleshooting section for
more information.

Green The WIMAX Modem is receiving power and
functioning correctly.

Voice Off No SIP account is registered, or the WiMAX Modem
is not receiving power.

Green A SIP account is registered.

Green (Blinking)

A SIP account is registered, and the phone attached
to the LINE port is in use (off the hook).

Yellow

A SIP account is registered and has a voice
message on the SIP server.

Yellow (Blinking)

A SIP account is registered and has a voice
message on the SIP server, and the phone attached
to the LINE port is in use (off the hook).
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Table 2 The WiIMAX Modem

LED STATE DESCRIPTION
WIMAX Link Off The WIMAX Modem is not connected to a wireless
(WiIMAX) network.
Green The WIMAX Modem is successfully connected to a
wireless (WiMAX) network.
Green (Blinking The WIMAX Modem is searching for a wireless
Slowly) (WiMAX) network.
Green (Blinking The WiMAX Modem has found a wireless (WiMAX)
Quickly) network and is connecting.
Strength The Strength Indicator LEDs display the Received Signal Strength
Indicator Indication (RSSI) of the wireless (WiMAX) connection.

3 Signal LEDs

The signal strength is greater than or equal to -70
dBm

2 Signal LEDs

The signal strength is between -70 and -80 dBm

1 Signal LED

The signal strength is between -80 and -90 dBm

0 Signal LEDs

The signal strength is less than -90 dBm.

1.3 Good Habits for Managing the Device

34

Do the following things regularly to make the WiMAX Modem more secure and to
manage the WiMAX Modem more effectively.

e Change the password. Use a password that’s not easy to guess and that consists
of different types of characters, such as numbers and letters.

¢ Write down the password and put it in a safe place.

e Back up the configuration (and make sure you know how to restore it).
Restoring an earlier working configuration may be useful if the WiMAX Modem
becomes unstable or even crashes. If you forget your password, you will have to
reset the WiIMAX Modem to its factory default settings. If you backed up an
earlier configuration file, you would not have to totally re-configure the WiMAX
Modem. You could simply restore your last configuration.
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Introducing the Web
Configurator

2.1 Overview

The web configurator is an HTML-based management interface that allows easy
device set up and management via any web browser that supports: HTML 4.0,
CSS 2.0, and JavaScript 1.5, and higher. The recommended screen resolution for
using the web configurator is 1024 by 768 pixels and 16-bit color, or higher.

In order to use the web configurator you need to allow:

¢ Web browser pop-up windows from your device. Web pop-up blocking is enabled
by default in many operating systems and web browsers.

e JavaScript (enabled by default in most web browsers).

e Java permissions (enabled by default in most web browsers).

See the Appendix C on page 263 for more information on configuring your web
browser.

2.1.1 Accessing the Web Configurator

1 Make sure your WiMAX Modem hardware is properly connected (refer to the Quick
Start Guide for more information).

2 Launch your web browser.
3 Enter the IP address on the UG cover as the URL.

4 A user name and password screen displays. Enter the default user or admin
account name and password (on the UG cover), then click Login. Click Clear to
clear the password field. If you have changed the password, enter your password
and click Login.
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Note: To have fully access to all configuration screens and the Setup Wizard, login

with the admin account.
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The following screen displays if you have not yet changed your password. It is
highly recommended you change the default password. Enter a new password,
retype it to confirm and click Apply; alternatively click Ignore to proceed to the

main menu if you do not want to change the password now.
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Click Apply in the next screen to create a certificate using your WiMAX Modem'’s
MAC address that will be specific to this device. This certificate is used for
authentication when using a secure HTTPS connection over the Internet.

a
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Pubilic Kay Certificate
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oot | o |

If you login with the admin account, a screen displays to let you choose to go to
the Wizard or the Advanced screens.

e Click Go to Wizard setup if you are logging in for the first time or if you

want to make basic changes. The wizard selection screen appears after you
click Apply. See Chapter 3 on page 41 for more information.

¢ Click Go to Advanced setup if you want to configure features that are not
available in the wizards. The main screen appears after you click Apply.
See Section 3 on page 38 for more information.

e Click Exit if you want to log out.
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Note: For security reasons, the WiMAX Modem automatically logs you out if you do
not use the Web Configurator for five minutes. If this happens, log in again.

2.1.2 The Reset Button

If you forget your password or cannot access the web configurator, you will need
to use the Reset button to reload the factory-default configuration file. This
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21.21

means that you will lose all configurations that you had previously and the
password will be reset to default.

Using The Reset Button
Make sure the Power light is on (not blinking).
To set the device back to the factory default settings, press the Reset button for

ten seconds or until the Power light begins to blink and then release it. When the

Power light begins to blink, the defaults have been restored and the device
restarts.

Reconfigure the WIMAX Modem following the steps in your Quick Start Guide.

2.2 The Main Screen

When you first log into the web configurator and by-pass the wizard, the Main
screen appears. Here you can view a summary of your WiMAX Modem connection
status. This is also the default “home” page for the web configurator and it
contains conveniently-placed shortcuts to all of the other screens.

Note: Some features in the web configurator may not be available depending on your
firmware version and/or configuration.

Figure 5 Main Screen
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The following table describes the icons in this screen.

Table 3 Main > Icons

ICON

DESCRIPTION

11
11

MAIN

Click to return to the Main screen.

| 4

6

SETUP

Click to go the Setup screen, where you can configure LAN,
DHCP and WAN settings.

ADVANCED

Click to go to the Advanced screen, where you can configure
features like Port Forwarding and Triggering, SNTP and so on.

VOICE

Click to go to the Voice screen, where you can configure your
voice service and phone settings.

e -2 ]
=IC

(2

TOOLS

Click to go the Tools screen, where you can configure your
firewall, QoS, and content filter, among other things.

STATUS

Click to go to the Status screen, where you can view status and
statistical information for all connections and interfaces.

Strength Indicator

Displays a visual representation of the quality of your WiMAX
connection.

e Disconnected - Zero bars

e Poor reception - One bar

e Good reception - Two bars

e Excellent reception - Three bars

The following table describes the labels in this screen.

Table 4 Main

LABEL DESCRIPTION

Help Click to open the web configurator’s online help.

Wizard Click to run the Internet Connection and VolP Connection Setup
Wizard. All of the settings that you can configure in this wizard
are also available in these web configurator screens.

Logout Click to log out of the web configurator.

Note: This does not log you off the WiMAX network, it simply
logs you out of the WIMAX Modem’s browser-based
configuration interface.
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Table 4 Main (continued)

LABEL

DESCRIPTION

WIMAX Connection
Status

This field indicates the current status of your WiMAX connection.
Status messages are as follows:

e Connected - Indicates that the WiMAX Modem is connected
to the WIMAX network. Use the Strength Indicator icon to
determine the quality of your network connection.

e Disconnected - Indicates that the WiMAX Modem is not
connected to the WiMAX network.

e DL_SYN - Indicates a download synchronization is in
progress. This means the firmware is checking with the
server for any updates or settings alterations.

Software Version

This field indicates the version number of the WiMAX Modem’s
firmware. The version number takes the form of:
Version(Build),release status (candidate) | Version Release
Date.

For example: V3.60(BCC.0)c4 | 07/08/2008 indicates that the
firmware is 3.60, build BCC.0, candidate4, released on July 08,
2008.

Version Date

This field indicates the exact date and time the current firmware
was compiled.

System Uptime

This field indicates how long the WiMAX Modem has been on.
This resets every time you shut the device down or restart it.

WIMAX Uptime

This field indicates how long the WiIMAX Modem has been
connected to the WiIMAX network. This resets every time you
disconnect from the WiMAX network, shut the device down, or
restart it.

Voice 1

40

This field indicates the number and receiver status of the first
voice account.
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Internet Connection Wizard

3.1 Overview

This chapter provides information on the Setup Wizard screens. The wizard guides

you through several steps where you can configure your Internet and VolP
settings.

3.1.1 Welcome to the Setup Wizard

This is the welcome screen for the Setup Wizard. You can choose to either

configure your Internet connection or your VolP connection.

The Internet Connection Wizard screens are described in detail in the following
sections.

Figure 6 Select a Mode

1
BSNL

e

Welcome to the Wizard Setup

Internet Connection Wizard
This wizard helps you configure the settings necessary for connecting to
the Internet.

VoIP Connection Wizard

» This wizard helps you configure your Voice over Internet Protocal (VoIP)

settings so that you can use a IP phone with this device.
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3.1.2 System Information

This Internet Connection Wizard screen allows you to configure your WiMAX
Modem's system information. The settings here correspond to the ADVANCED >
System Configuration > General screen (see Section 9.2 on page 95 for more).

Figure 7

Internet Connection Wizard > System Information

System Information

Enter @ name to help vou identify your router on the network. This
information is optional and you may safely leave this field blank.

System Mame: frx2s3p
The ISP's domain name is often sent automatically by the ISP to the router. If
you are having difficulty accessing ISP services, you may need to enter the

Domain Name manually in the field below.
This field is norrmally left blank.

Domain Name: |

= Back Mext = Close

The following table describes the labels in this screen.

Table 5 Internet Connection Wizard > System Information
LABEL DESCRIPTION
System System Name is a unique name to identify the WiMAX Modem in an
Name Ethernet network. Enter a descriptive name. This name can be up to 30
alphanumeric characters long. Spaces are not allowed, but dashes "-" and
underscores "_" are accepted.
Domain Type the domain name (if you know it) here. If you leave this field blank,
Name the ISP may assign a domain name via DHCP. The domain name entered
by you is given priority over the ISP assigned domain name.
Back Click to display the previous screen.
Next Click to proceed to the next screen.
Exit Click to close the wizard without saving.

42
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3.1.3 Authentication Settings

This Internet Connection Wizard screen allows you to configure your Internet
access settings. The settings here correspond to the ADVANCED > WAN
Configuration > Internet Connection screen (see Section 7.2 on page 74 for
more information).

Figure 8 Internet Connection Wizard > Authentication Settings Screen
Authentication Settings

Enter the required settings as issued by your ISP.

Jser Mame: |m1.'l_|sr Eexample.com

Password: [sonnsas

Anonymous Identity: Iaru:ulwmc:us @example.com

PRIM: |pm~1'¢2 =]
Authentication: |‘|‘rL5 =1

TTLS Inner EAP: CHaP =]
Cerfificate: |autu_u:lenerated_self_signed_cert_ﬂ

< Back l MNext = l Close l

The following table describes the labels in this screen.

Table 6 Internet Connection Wizard > Authentication Settings Screen
LABEL DESCRIPTION

Authentication

User Name Use this field to enter the username associated with your
Internet access account. You can enter up to 61 printable
ASCII characters.

Password Use this field to enter the password associated with your
Internet access account. You can enter up to 47 printable
ASCII characters.

Anonymous ldentity Enter the anonymous identity provided by your Internet
Service Provider. Anonymous identity (also known as outer
identity) is used with EAP-TTLS encryption. The anonymous
identity is used to route your authentication request to the
correct authentication server, and does not reveal your real
user name. Your real user name and password are encrypted
in the TLS tunnel, and only the anonymous identity can be
seen.

Leave this field blank if your ISP did not give you an
anonymous identity to use.
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Table 6 Internet Connection Wizard > Authentication Settings Screen (continued)

LABEL

DESCRIPTION

PKM

This field displays the Privacy Key Management version
number. PKM provides security between the WiMAX Modem
and the base station. At the time of writing, the WiMAX
Modem supports PKMv2 only. See the WiMAX security
appendix for more information.

Authentication

This field displays the user authentication method.
Authentication is the process of confirming the identity of a
mobile station (by means of a username and password, for
example).

Check with your service provider if you are unsure of the
correct setting for your account.

Choose from the following user authentication methods:

e TTLS (Tunnelled Transport Layer Security)
e TLS (Transport Layer Security)

Note: Not all WiMAX Modems support TLS
authentication. Check with your service provider
for details.

TTLS Inner EAP

This field displays the type of secondary authentication
method. Once a secure EAP-TTLS connection is established,
the inner EAP is the protocol used to exchange security
information between the mobile station, the base station and
the AAA server to authenticate the mobile station. See the
WIMAX security appendix for more details. The WiMAX
Modem supports the following inner authentication types:

e CHAP (Challenge Handshake Authentication Protocol)
¢ MSCHAP (Microsoft CHAP)

¢ MSCHAPV2 (Microsoft CHAP version 2)

e PAP (Password Authentication Protocol)

Certificate This is the security certificate the WIMAX Modem uses to
authenticate the AAA server. Use the TOOLS > Certificates
> Trusted CA screen to import certificates to the WiMAX
Modem.

Back Click to display the previous screen.
Next Click to proceed to the next screen.
Exit Click to close the wizard without saving.

44
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3.1.4 IP Address

This Internet Connection Wizard screen allows you to configure your IP address.
The settings here correspond to the SETUP > Set IP Address screen (see

Section 5.2 on page 54).

A fixed IP address is a static IP that your ISP gives you. An automatic (dynamic)
IP address is not fixed; the ISP assigns you a different one each time you connect

to the Internet.

Figure 9 Internet Connection Wizard > IP Address

IP Address

" Use fixed IP address

&n IP address identifies you to the network, and you must have one to
browse a local area network or surf the Internet. Your IP address is generzally
assigned by a network administrator or ISP. Select the option that is
appropriate for your connection type.

& My computer or device gets its IP address automatically from the network

< Back Mext = Cloze

The following table describes the labels in this screen.

Table 7 Internet Connection Wizard > IP Address

LABEL

DESCRIPTION

IP Address

My computer or device
gets its IP address
automatically from the
network (Default)

Select this if you have a dynamic IP address. A dynamic IP
address is not fixed; the ISP assigns you a different one each
time you connect to the Internet.

Use Fixed IP Address

A static IP address is a fixed IP that your ISP gives you.

Back Click to display the previous screen.

Next Click to proceed to the next screen.

Exit Click to close the wizard screen without saving.
User's Guide

45




Chapter 3 Internet Connection Wizard

3.1.5 Setup Complete

Click Close to complete and save the Internet Connection Wizard settings.

Figure 10 Internet Connection Wizard > Complete

Setup Complete
You have completed configuring your Internet connection.

Click the "Close™ button to close the Setup Wirard and go to the main web
configurator screen.

Close |

46

Launch your web browser. If everything was configured properly, the web page
should display. You can now surf the Internet!

Refer to the rest of this guide for more detailed information on the complete range
of WIMAX Modem features available in the more advanced web configurator.

Note: If you cannot access the Internet, open the web configurator again to confirm
that the Internet settings you configured in the wizard setup are correct.
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VoIP Connection Wizard

4.1 Overview

This chapter shows you how to use the wizard to set up your voice account(s).

The WiIMAX Modem has Voice over IP (VolP) communication capabilities that allow
you to use a traditional analog telephone to make Internet calls. You can configure
the WIMAX Modem to use up to two SIP based VolIP accounts.

4.2 Welcome to the Setup Wizard

This is the welcome screen for the Setup Wizard. You can choose to either
configure your Internet connection or your VolP connection.

The VolIP Connection Wizard screens are described in detail in the following
sections.

Figure 11 Select a Mode
x

BSNL
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Welcome to the Wizard Setup

Internet Connection Wizard
This wizard helps you configure the settings necessary for connecting to
the Internet.

VoIP Connection Wizard
2 This wizard helps you configure your Woice over Internet Protocol (VoIP)
settings so that you can use a IP phone with this device.

«\’ El 14
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4.2.1 First Voice Account Settings

This VolP Connection Wizard screen allows you to configure your voice account.
The settings here correspond to the VOICE > Service Configuration > SIP
Setting screen (see Section 10.2 on page 105 for more information).

Figure 12 VolP Connection > First Voice Account Settings

First Voice Account Settings

The VoIP feature in this device requires that you have an active voice
account. Enter your account information below as issued by your voice

account provider.

SIP Mumber: |changeme
SIP Server Address:  [127.0.0.1
SIP Service Domain:  [127.0.0.1
Authentication

User Name: |changeme
Pascword: lllllllll

< Back I Apply I Close

The following table describes the labels in this screen

Table 8 VolP Connection > First Voice Account Settings

LABEL

DESCRIPTION

SIP Number

Enter your SIP number in this field (use the number or text that
comes before the @ symbol in a SIP account like 1234@VolP-
provider.com). You can use up to 127 ASCII characters.

SIP Server Address

Type the IP address or domain name of the SIP server in this
field. It doesn’t matter whether the SIP server is a proxy, redirect
or register server. You can use up to 95 ASCII characters.

SIP Service Domain

Enter the SIP service domain name in this field (the domain
name that comes after the @ symbol in a SIP account like

1234@VolP-provider.com). You can use up to 127 ASCII

Extended set characters.

User Name This is the user name for registering this SIP account with the
SIP register server. Type the user name exactly as it was given to
you. You can use up to 95 ASCII characters.

Password Type the password associated with the user name above. You can

use up to 95 ASCII Extended set characters.

Check here to set up
SIP2 settings.

This screen configures SIP account 1. Select the check box if
you have a second SIP account that you want to use. You will
need to configure the same fields for the second SIP account.

48
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Table 8 VolP Connection > First Voice Account Settings (continued)

LABEL

DESCRIPTION

Back

Click to return to the previous screen.

Apply

Click to complete the wizard setup and save your configuration.

Exit

Click to close the wizard without saving your settings.

After you enter your voice account settings and click Next, the WiMAX Modem
attempts to register your SIP account with the SIP server.

Figure 13 VolIP Connection > SIP Registration Test

SIP Registration Test in Process

Please wait a moment.
About 4 seconds

This screen displays if SIP account registration fails. Check your WiMAX connection
using the WiMAX Link and Strength Indicator LEDs on the front of the WiMAX
Modem, then wait a few seconds and click Register Again. If your Internet
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connection was already working, you can click Back and try re-entering your SIP

account settings.

Figure 14 VolIP Connection > SIP Registration Fail

VoIP Configuration
Voice 1 Registered Fail
SIP Registration Failed. Please make sure the ethernet cable is connected.

You can press "Register Again” button to do SIP Registration again, or press
"Close” button to exit this wizard.

[ <Back ] [ Register Again ] [ Close ]

4.2.2 Setup Complete

Click Close to complete and save the VolP Connection settings.

Figure 15 VoIP Connection > Finish

Setup Complete
You have completed configuring your Internet connection.

Click the "Close™ button to close the Setup Wizard and go to the main web
configurator screen.

Close |
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This screen displays if your SIP account registration was successful.
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The Setup Screens

5.1 Overview

Use these screens to configure or view LAN, DHCP Client and WAN settings.

5.1.1 What You Can Do in This Chapter
e The Set IP Address screen (Section 5.2 on page 54) lets you configure the
WiMAX Modem’s IP address and subnet mask.

e The DHCP Client screen (Section 5.3 on page 55) to view connection
information for clients configured by the WiMAX Modem'’s internal DHCP server.

e The Time Setting screen (Section 5.4 on page 56) lets you configure your
WiMAX Modem’s time and date keeping settings.

5.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

LAN

A Local Area Network, or a shared communication system to which many
computers are attached. A LAN, as its name implies, is limited to a local area such
as a home or office environment. LANs have different topologies, the most
common being the linear bus and the star configuration.

IP Address

IP addresses identify individual devices on a network. Every networking device
(including computers, servers, routers, printers, etc.) needs an IP address to
communicate across the network. These networking devices are also known as
hosts.

Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your
device will compute the subnet mask automatically based on the IP Address that
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you entered. You do not need to change the computer subnet mask unless you are
instructed to do so.

Daytime

A network protocol used by devices for debugging and time measurement. A
computer can use this protocol to set its internal clock but only if it knows in which
order the year, month, and day are returned by the server. Not all servers use the
same format.

Time

A network protocol for retrieving the current time from a server. The computer
issuing the command compares the time on its clock to the information returned
by the server, adjusts itself automatically for time zone differences, then
calculates the difference and corrects itself if there has been any temporal drift.

NTP

NTP stands for Network Time Protocol. It is employed by devices connected to the
Internet in order to obtain a precise time setting from an official time server.
These time servers are accurate to within 200 microseconds.

5.1.3 Before You Begin

¢ Make sure that you have made all the appropriate hardware connections to the
WIMAX Modem, as described in the Quick Start Guide.

¢ Make sure that you have logged in to the web configurator at least one time and
changed your password from the default, as described in the Quick Start Guide.

5.2 Set IP Address

Click the SETUP icon in the navigation bar to set up the WiMAX Modem's IP
address and subnet mask. This screen displays this screen by default. If you are in
any other sub-screen you can simply choose Set IP Address from the navigation
menu on the left to open it again.

Figure 16 SETUP > Set IP Address

IP Address: [192.168.1.1
IP Subnet Mask: 255,255, 255.0

Apply ] [ Reset
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The following table describes the labels in this screen.

Table 9 SETUP > Set IP Address
LABEL DESCRIPTION
IP Address Enter the IP address of the WiIMAX Modem on the LAN.

Note: This field is the IP address you use to access the
WiIMAX Modem on the LAN. If the web configurator is
running on a computer on the LAN, you lose access to
it as soon as you change this field and click Apply.
You can access the web configurator again by typing
the new IP address in the browser.

IP Subnet Mask Enter the subnet mask of the LAN.
Apply Click to save your changes.
Reset Click to restore your previously saved settings.

5.3 DHCP Client

Click the SETUP > DHCP Client to view connection information for all clients that
have been configured by the WiMAX Modem’s internal DHCP server.

Figure 17 SETUP > Set IP Address

DHCP Client

£ P halidress Host Name PRAT Ackbrisss Fliisspon:
L 102.168.1.33 Coffeq-Baan 01 EReddcTa

2 192,168,134 Papel 435 D022 A5 04418

poply | [ Refiesn |

The following table describes the labels in this screen.

Table 10 SETUP > Set IP Address

LABEL DESCRIPTION

# This indicates the number of the item in this list.

IP Address This indicates the IP address of a connected client device.

Host Name This indicates the host name of a connected client device. If the

device is computer, then the host name is the computer name.

MAC Address This indicates the MAC address of a connected client device.
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Table 10 SETUP > Set IP Address (continued)

LABEL DESCRIPTION

Reserve This indicates whether the IP address for the connected client
device is reserved. When the DHCP server issues IP addresses,
reserved IPs are assigned to specific client devices.

If the IP address is reserved, the client device identified by its
MAC address will always receive this IP address from the DHCP

server.
Apply Click to save your changes.
Refresh Click to refresh the information in the screen.

5.4 Time Setting
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Click SETUP > Time Setting to set the date, time, and time zone for the WiMAX
Modem.

Figure 18 SETUP > Time Setting

Current Time and Date

Current Timea: 01:36:28
Current Date: 2003-07-08

Time and Date Setup

& Manual
New Time: (hh:mm:ss) 11 13 |:|20
Mew Date: (yyyy/mm/dd) [z008 |/[7_ |18

O Get from Time Server
Time Protocol:
Time Server Address:

Time Zone Setup

Time Zone: (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London ¥

O Daylight Savings
Start Date: | | of (2008-01-06) 2t | | 0'clock

End Date: | of | (2008-01-06) at | o'clock

(Lacely ]

The following table describes the labels in this screen.

Table 11 SETUP > Time Setting

LABEL DESCRIPTION

Current Time and Date

Current Time Displays the current time according to the WiMAX Modem.
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Table 11 SETUP > Time Setting (continued)

LABEL

DESCRIPTION

Current Date

Displays the current time according to the WiMAX Modem.

Time and Date Setup

Manual Select this if you want to specify the current date and time in the
fields below.
New Time Enter the new time in this field, and click Apply.
New Date Enter the new date in this field, and click Apply.

Get from Time Server

Select this if you want to use a time server to update the current
date and time in the WiMAX Modem.

Time Protocol

Select the time service protocol that your time server
uses.Check with your ISP or network administrator, or use trial-
and-error to find a protocol that works.

Daytime (RFC 867) - This format is day/month/year/time
zone.

Time (RFC 868) - This format displays a 4-byte integer giving
the total number of seconds since 1970/1/1 at 0:0:0.

NTP (RFC 1305) - This format is similar to Time (RFC 868).

Time Server
Address

Enter the IP address or URL of your time server. Check with your
ISP or network administrator if you are unsure of this
information.

Time Zone Setup

Time Zone

Select the time zone at your location.

Daylight Savings

Select this if your location uses daylight savings time. Daylight
savings is a period from late spring to early fall when many
places set their clocks ahead of normal local time by one hour to
give more daytime light in the evening.

Start Date Enter which hour on which day of which week of which month
daylight-savings time starts.
End Date Enter which hour on the which day of which week of which
month daylight-savings time ends.
Apply Click to save your changes.
Reset Click to restore your previously saved settings.

5.4.1 Pre-Defined NTP Time Servers List

The WiIMAX Modem uses a pre-defined list of NTP time servers if you do not
specify a time server or it cannot synchronize with the time server you specified.
It can use this list regardless of the time protocol you select.

When the WiMAX Modem uses the list, it randomly selects one server and tries to
synchronize with it. If the synchronization fails, then it goes through the rest of
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5.4.2 Resetting the Time

the list in order until either it is successful or all the pre-defined NTP time servers

have been tried.

Table 12 Pre-defined NTP Time Servers

ntpl.cs.wisc.edu

ntpl.gbg.netnod.se

ntp2.cs.wisc.edu

tock.usno.navy.mil

ntp3.cs.wisc.edu

ntp.cs.strath.ac.uk

ntpl.sp.se

timel.stupi.se

tick.stdtime.gov.tw

tock.stdtime.gov.tw

time.stdtime.gov.tw
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The WiMAX Modem automatically resets the time in the following circumstances:

¢ When the device starts up, such as when you press the Power button.

e When you click Apply in the SETUP > Time Setting screen.

e Once every 24-hours after starting up.
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6.1 Overview

Use the ADVANCED = LAN Configuration screens to set up the WiMAX Modem
on the LAN. You can configure its IP address and subnet mask, DHCP services, and
other subnets. You can also control how the WiMAX Modem sends routing
information using RIP.

A Local Area Network (LAN) is a shared communication system to which many
computers are attached. A LAN is usually a computer network limited to the
immediate area, such as the same building or floor of a building.

6.1.1 What You Can Do in This Chapter
e The DHCP Setup screen (Section 6.2 on page 60) lets you enable, disable, and
configure the DHCP server in the WiMAX Modem.

e The Static DHCP screen (Section 6.3 on page 62) lets you assign specific IP
addresses to specific computers on the LAN.

e The IP Static Route screen (Section 6.4 on page 63) lets you examine the
static routes configured in the WiMAX Modem.

e The Other Settings screen (Section 6.5 on page 65) lets you control the
routing information that is sent and received by each subnet assign specific IP
addresses to specific computers on the LAN.

6.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

IP Address

IP addresses identify individual devices on a network. Every networking device
(including computers, servers, routers, printers, etc.) needs an IP address to
communicate across the network. These networking devices are also known as
hosts.
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Subnet Masks

Subnet masks determine the maximum number of possible hosts on a network.
You can also use subnet masks to divide one network into multiple sub-networks.

DNS

DNS (Domain Name System) is for mapping a domain name to its corresponding
IP address and vice versa. The DNS server is extremely important because
without it, you must know the IP address of a networking device before you can
access it.

DHCP

A DHCP (Dynamic Host Configuration Protocol) server can assign your WiMAX
Modem an IP address, subnet mask, DNS and other routing information when it's
turned on.

6.2 DHCP Setup
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Click ADVANCED = LAN Configuration = DHCP Setup to enable, disable, and
configure the DHCP server in the WiMAX Modem.

Figure 19 ADVANCED > LAN Configuration > DHCP Setup

DHCP Setup

Enable DHCP Server
IP Pool Starting Address: 1192.168.1.33 Pool Size: 132

DNS Server

DNS Servers Assigned by DHCP Server

First DNS Server: [Fromisr [0
Second DNS Server: From ISP v |
Third DNS Server: | From ISP

Reset

User’'s Guide



Chapter 6 The LAN Configuration Screens

The following table describes the labels in this screen.

Table 13 ADVANCED > LAN Configuration > DHCP Setup

LABEL DESCRIPTION

DHCP Setup

Enable DHCP Select this if you want the WiMAX Modem to be the DHCP server on the
Server LAN. As a DHCP server, the WiMAX Modem assigns IP addresses to

DHCP clients on the LAN and provides the subnet mask and DNS server
information.

IP Pool Starting
Address

Enter the IP address from which the WiMAX Modem begins allocating IP
addresses, if you have not specified an IP address for this computer in
ADVANCED > LAN Configuration > Static DHCP.

Pool Size

Enter the number of IP addresses to allocate. This number must be at
least one and is limited by a subnet mask of 255.255.255.0 (regardless
of the subnet the WiMAX Modem is in). For example, if the 1P Pool
Start Address is 10.10.10.10, the WiMAX Modem can allocate up to
10.10.10.254, or 245 IP addresses.

DNS Server

First, Second
and Third DNS
Server

Specify the IP addresses of a maximum of three DNS servers that the
network can use. The WIMAX Modem provides these IP addresses to
DHCP clients. You can specify these IP addresses two ways.

From ISP - provide the DNS servers provided by the ISP on the WAN
port.

User Defined - enter a static IP address.

DNS Relay - this setting will relay DNS information from the DNS
server obtained by the WiIMAX Modem.

None - no DNS service will be provided by the WiMAX Modem.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.
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6.3 Static DHCP

in ADVANCED > LAN Configuration > DHCP Setup.

Figure 20 ADVANCED > LAN Configuration > Static DHCP

Click ADVANCED = LAN Configuration > Static DHCP to assign specific IP
addresses to specific computers on the LAN.

Note: This screen has no effect if the DHCP server is not enabled. You can enable it

¥
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The following table describes the labels in this screen.

Table 14 ADVANCED > LAN Configuration > Static DHCP

LABEL

DESCRIPTION

#

The number of the item in this list.

MAC Address

Enter the MAC address of the computer to which you want the WiMAX
Modem to assign the same IP address.

IP Address Enter the IP address you want the WiIMAX Modem to assign to the
computer.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.
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6.4 IP Static Route

Click ADVANCED = LAN Configuration > IP Static Route to look at the static
routes configured in the WiMAX Modem.

Note: The first static route is the default route and cannot be modified or deleted.

Figure 21 Advanced> LAN Configuration > |IP Static Route
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The following table describes the icons in this screen.

Table 15 Advanced> LAN Configuration > IP Static Route
ICON DESCRIPTION

Eﬁ Edit

Click to edit this item.

.@, Delete

Click to delete this item.

The following table describes the labels in this screen.

Table 16 Advanced> LAN Configuration > IP Static Route

LABEL DESCRIPTION

# The number of the item in this list.

Name This field displays the name that describes the static route.

Active This field shows whether this static route is active (Yes) or not (No).
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Table 16 Advanced> LAN Configuration > IP Static Route (continued)

LABEL DESCRIPTION

Destination This field displays the destination IP address(es) that this static route
affects.

Gateway This field displays the IP address of the gateway to which the WiMAX

Modem should send packets for the specified Destination. The
gateway is a router or a switch on the same network segment as the
device's LAN or WAN port. The gateway helps forward packets to their
destinations.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

6.4.1 IP Static Route Setup

Click an Edit icon in ADVANCED = LAN Configuration > IP Static Route to
edit a static route in the WiMAX Modem.

Figure 22 Advanced> LAN Configuration > |IP Static Route Setup

Static Route Setup

Route Mame:

[ Active

[ private

Destination IP Address: b.0.0.0
IP Subnet Mask: 0.0.0.0
Gateway IP Address: [0.0.0.0
Metric: 2

l Apply ] I Cancel

The following table describes the labels in this screen.

Table 17 Management > Static Route > IP Static Route > Edit

LABEL DESCRIPTION
Route Name Enter the name of the static route.
Active Select this if you want the static route to be used. Clear this if you do

not want the static route to be used.

Private Select this if you do not want the WiIMAX Modem to tell other routers
about this static route. For example, you might select this if the static
route is in your LAN. Clear this if you want the WiMAX Modem to tell
other routers about this static route.

Destination IP Enter one of the destination IP addresses that this static route affects.
Address
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Table 17 Management > Static Route > IP Static Route > Edit (continued)

LABEL

DESCRIPTION

IP Subnet Mask

Enter the subnet mask that defines the range of destination IP
addresses that this static route affects. If this static route affects only
one IP address, enter 255.255.255.255.

Gateway IP
Address

Enter the IP address of the gateway to which the WiMAX Modem should
send packets for the specified Destination. The gateway is a router or
a switch on the same network segment as the device's LAN or WAN
port. The gateway helps forward packets to their destinations.

Metric

Usually, you should keep the default value. This field is related to RIP.

The metric represents the "cost of transmission". A router determines
the best route for transmission by choosing a path with the lowest
"cost". The smaller the metric, the lower the "cost". RIP uses hop count
as the measurement of cost, where 1 is for a directly-connected
network. The metric must be 1-15; if you use a value higher than 15,
the routers assume the link is down.

Apply

Click to save your changes.

Cancel

Click to return to the previous screen without saving your changes.

6.5 Other Settings

Click ADVANCED = LAN Configuration > Other Settings to set the RIP and
Multicast options.

Figure 23 ADVANCED > LAN Configuration > Advanced

RIP Direction:
RIP Version:
Mulbicast:

RIP & Multicast Setup

[Both v |
[RIF-1 ]
None %

[ Apply ] [ Reset ]
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The following table describes the labels in this screen.

Table 18 ADVANCED > LAN Configuration > Other Settings

LABEL

DESCRIPTION

RIP & Multicast Setup

RIP Direction

Use this field to control how much routing information the WiMAX
Modem sends and receives on the subnet.

¢ None - The WiIMAX Modem does not send or receive routing
information on the subnet.

e Both - The WiMAX Modem sends and receives routing information
on the subnet.

e In Only - The WIMAX Modem only receives routing information on
the subnet.

e Out Only - The WIMAX Modem only sends routing information on
the subnet.

RIP Version

Select which version of RIP the WIMAX Modem uses when it sends or
receives information on the subnet.

e RIP-1 - The WiMAX Modem uses RIPv1 to exchange routing
information.

e RIP-2B - The WiMAX Modem broadcasts RIPv2 to exchange routing
information.

e RIP-2M - The WIMAX Modem multicasts RIPv2 to exchange routing
information.

Multicast

You do not have to enable multicasting to use RIP-2M. (See RIP
Version.)

Select which version of IGMP the WIMAX Modem uses to support
multicasting on the LAN. Multicasting sends packets to some computers
on the LAN and is an alternative to unicasting (sending packets to one
computer) and broadcasting (sending packets to every computer).

¢ None - The WIMAX Modem does not support multicasting.
e IGMP-v1 - The WIMAX Modem supports IGMP version 1.
e IGMP-v2 - The WIMAX Modem supports IGMP version 2.

Multicasting can improve overall network performance. However, it
requires extra processing and generates more network traffic. In
addition, other computers on the LAN have to support the same version
of IGMP.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.

6.6 Technical Reference
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The following section contains additional technical information about the WiMAX
Modem features described in this chapter.
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6.6.1 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, computers on
a LAN share one common network number.

Where you obtain your network number depends on your particular situation. If
the ISP or your network administrator assigns you a block of registered IP
addresses, follow their instructions in selecting the IP addresses and the subnet
mask.

If the ISP did not explicitly give you an IP network number, then most likely you
have a single user account and the ISP will assign you a dynamic IP address when
the connection is established. If this is the case, it is recommended that you select
a network number from 192.168.0.0 to 192.168.255.0 and you must enable the
Network Address Translation (NAT) feature of the WiIMAX Modem. The Internet
Assigned Number Authority (IANA) reserved this block of addresses specifically for
private use; please do not use any other number unless you are told otherwise.
Let's say you select 192.168.1.0 as the network number; which covers 254
individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are
reserved). In other words, the first three numbers specify the network number
while the last number identifies an individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy to
remember, for instance, 192.168.1.1, for your WiMAX Modem, but make sure that
no other device on your network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your
WIMAX Modem will compute the subnet mask automatically based on the IP
address that you entered. You don't need to change the subnet mask computed by
the WIMAX Modem unless you are instructed to do otherwise.

6.6.2 DHCP Setup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients to obtain TCP/IP configuration at start-up from a server. You can
configure the WiIMAX Modem as a DHCP server or disable it. When configured as a
server, the WiMAX Modem provides the TCP/IP configuration for the clients. If
DHCP service is disabled, you must have another DHCP server on your LAN, or
else each computer must be manually configured.

The WIMAX Modem is pre-configured with a pool of IP addresses for the DHCP
clients (DHCP Pool). See the product specifications in the appendices. Do not
assign static IP addresses from the DHCP pool to your LAN computers.

These parameters should work for the majority of installations. If your ISP gives
you explicit DNS server address(es), see Section 6.3 on page 62.
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6.6.3 LAN TCP/IP

The WiIMAX Modem has built-in DHCP server capability that assigns IP addresses
and DNS servers to systems that support DHCP client capability.

These parameters should work for the majority of installations. If your ISP gives
you explicit DNS server address(es), see Section 6.2 on page 60.

6.6.4 DNS Server Address

68

DNS (Domain Name System) is for mapping a domain name to its corresponding
IP address and vice versa. The DNS server is extremely important because
without it, you must know the IP address of a machine before you can access it.
The DNS server addresses that you enter in the DHCP setup are passed to the
client machines along with the assigned IP address and subnet mask.

There are two ways that an ISP disseminates the DNS server addresses. The first
is for an ISP to tell a customer the DNS server addresses, usually in the form of an
information sheet, when s/he signs up. If your ISP gives you the DNS server
addresses, enter them in the DNS Server fields in DHCP Setup, otherwise, leave
them blank.

Some ISPs choose to pass the DNS servers using the DNS server extensions of
PPP IPCP (IP Control Protocol) after the connection is up. If your ISP did not give
you explicit DNS servers, chances are the DNS servers are conveyed through IPCP
negotiation. The WiMAX Modem supports the IPCP DNS server extensions through
the DNS proxy feature.

If the Primary and Secondary DNS Server fields in the LAN Setup screen are
not specified, for instance, left as 0.0.0.0, the WiMAX Modem tells the DHCP
clients that it itself is the DNS server. When a computer sends a DNS query to the
WIMAX Modem, the WiIMAX Modem forwards the query to the real DNS server
learned through IPCP and relays the response back to the computer.

Please note that DNS proxy works only when the ISP uses the IPCP DNS server
extensions. It does not mean you can leave the DNS servers out of the DHCP
setup under all circumstances. If your ISP gives you explicit DNS servers, make
sure that you enter their IP addresses in the LAN Setup screen. This way, the
WiIMAX Modem can pass the DNS servers to the computers and the computers can
query the DNS server directly without the WiMAX Modem's intervention.
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6.6.5 RIP Setup

RIP (Routing Information Protocol) allows a router to exchange routing
information with other routers. The RIP Direction field controls the sending and
receiving of RIP packets. When set to:

Both - the WiMAX Modem will broadcast its routing table periodically and
incorporate the RIP information that it receives.

In Only - the WIMAX Modem will not send any RIP packets but will accept all
RIP packets received.

Out Only - the WIiMAX Modem will send out RIP packets but will not accept any
RIP packets received.

None - the WiIMAX Modem will not send any RIP packets and will ignore any RIP
packets received.

The Version field controls the format and the broadcasting method of the RIP
packets that the WiMAX Modem sends (it recognizes both formats when
receiving). RIP-1 is universally supported; but RIP-2 carries more information.
RIP-1 is probably adequate for most networks, unless you have an unusual
network topology.

Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference
being that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.

6.6.6 Multicast

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1
sender - 1 recipient) or Broadcast (1 sender - everybody on the network).
Multicast delivers IP packets to a group of hosts on the network - not everybody
and not just 1.

IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to
establish membership in a Multicast group - it is not used to carry user data. IGMP
version 2 (RFC 2236) is an improvement over version 1 (RFC 1112) but IGMP
version 1 is still in wide use. If you would like to read more detailed information
about interoperability between IGMP version 2 and version 1, please see sections
4 and 5 of RFC 2236. The class D IP address is used to identify host groups and
can be in the range 224.0.0.0 to 239.255.255.255. The address 224.0.0.0 is not
assigned to any group and is used by IP multicast computers. The address
224.0.0.1 is used for query messages and is assigned to the permanent group of
all 1P hosts (including gateways). All hosts must join the 224.0.0.1 group in order
to participate in IGMP. The address 224.0.0.2 is assigned to the multicast routers

group.

The WIiMAX Modem supports both IGMP version 1 (IGMP-v1) and IGMP version 2
(IGMP-v2). At start up, the WiMAX Modem queries all directly connected
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networks to gather group membership. After that, the WiMAX Modem periodically
updates this information. IP multicasting can be enabled/disabled on the WiMAX
Modem LAN and/or WAN interfaces in the web configurator (LAN; WAN). Select

None to disable IP multicasting on these interfaces.
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7.1 Overview

Use the ADVANCED = WAN Configuration screens to set up your WiMAX
Modem’s Wide Area Network (WAN) or Internet features.

A Wide Area Network (or WAN) links geographically dispersed locations to other
networks or the Internet. A WAN configuration can include switched and
permanent telephone circuits, terrestrial radio systems and satellite systems.

7.1.1 What You Can Do in This Chapter

e The Internet Connection screen (Section 7.2 on page 74) lets you set up your
WiMAX Modem’s Internet settings.

e The WiIMAX Configuration screen (Section 7.3 on page 76) lets set up the
frequencies used by your WiMAX Modem.

e The Advanced screen (Section 7.4 on page 81) lets configure your DNS server,
RIP, Multicast and Windows Networking settings.

7.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

WIiMAX

WIMAX (Worldwide Interoperability for Microwave Access) is the IEEE 802.16
wireless networking standard, which provides high-bandwidth, wide-range
wireless service across wireless Metropolitan Area Networks (MANS).

In a wireless MAN, a wireless-equipped computer is known either as a mobile
station (MS) or a subscriber station (SS). Mobile stations use the IEEE 802.16e
standard and are able to maintain connectivity while switching their connection
from one base station to another base station (handover) while subscriber stations
use other standards that do not have this capability (IEEE 802.16-2004, for
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example). The following figure shows an MS-equipped notebook computer MS1
moving from base station BS1’s coverage area and connecting to BS2.

Figure 24 WiMax: Mobile Station
&

—,

MS1
WIMAX technology uses radio signals (around 2 to 10 GHz) to connect subscriber

stations and mobile stations to local base stations. Numerous subscriber stations

and mobile stations connect to the network through a single base station (BS), as
in the following figure.

Figure 25 WiMAX: Multiple Mobile Stations

. P

A base station's coverage area can extend over many hundreds of meters, even
under poor conditions. A base station provides network access to subscriber
stations and mobile stations, and communicates with other base stations.

The radio frequency and bandwidth of the link between the WiMAX Modem and the

base station are controlled by the base station. The WiMAX Modem follows the
base station’s configuration.
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Authentication

When authenticating a user, the base station uses a third-party RADIUS or
Diameter server known as an AAA (Authentication, Authorization and Accounting)
server to authenticate the mobile or subscriber stations.

The following figure shows a base station using an AAA server to authenticate
mobile station MS, allowing it to access the Internet.

Figure 26 Using an AAA Server

AAA

In this figure, the dashed arrow shows the PKM (Privacy Key Management)
secured connection between the mobile station and the base station, and the solid
arrow shows the EAP secured connection between the mobile station, the base
station and the AAA server. See the WIMAX security appendix for more details.
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7.2 Internet Connection

Note: Not all WiMAX Modem models have all the fields shown here.

Figure 27 ADVANCED > WAN Configuration > Internet Connection

Click ADVANCED > WAN Configuration to set up your WiMAX Modem's Internet
settings.

ISP Parameters for Internet Access

Usaer Mame:
Password:
Anonymous Identity:
PKM:

Authentication:
TTLS Inner EAP:
Certificate:

VAN IP Address Assignment

* Get autormatically from ISP (Default)
' Use Fixed 1P Address
IP Address:

IP Subnet Mask:
Gatewsay IP Address:

IPKM'I.l'Z 'I

TILS =

I MSCHAPVZ = I

|aub:ujenerated_self_signed_cert;I

Apply I Reset

The following table describes the labels in this screen.

Table 19 ADVANCED > WAN Configuration > Internet Connection > ISP
Parameters for Internet Access

LABEL DESCRIPTION

ISP Parameters for Internet Access

User Name Use this field to enter the username associated with your Internet
access account. You can enter up to 61 printable ASCII characters.

Password Use this field to enter the password associated with your Internet
access account. You can enter up to 47 printable ASCII characters.

74

User’'s Guide



Chapter 7 The WAN Configuration Screens

Table 19 ADVANCED > WAN Configuration > Internet Connection > ISP
Parameters for Internet Access (continued)

LABEL

DESCRIPTION

Anonymous
Identity

Enter the anonymous identity provided by your Internet Service
Provider. Anonymous identity (also known as outer identity) is used
with EAP-TTLS encryption. The anonymous identity is used to route
your authentication request to the correct authentication server, and
does not reveal your real user name. Your real user name and
password are encrypted in the TLS tunnel, and only the anonymous
identity can be seen.

Leave this field blank if your ISP did not give you an anonymous
identity to use.

PKM

This field displays the Privacy Key Management version number.
PKM provides security between the WiMAX Modem and the base
station. At the time of writing, the WiMAX Modem supports PKMv2
only. See the WiMAX security appendix for more information.

Authentication

This field displays the user authentication method. Authentication is
the process of confirming the identity of a mobile station (by means
of a username and password, for example).

Check with your service provider if you are unsure of the correct
setting for your account.

Choose from the following user authentication methods:

e TTLS (Tunnelled Transport Layer Security)
e TLS (Transport Layer Security)

Note: Not all WIMAX Modems support TLS authentication.
Check with your service provider for details.

TTLS Inner EAP

This field displays the type of secondary authentication method.
Once a secure EAP-TTLS connection is established, the inner EAP is
the protocol used to exchange security information between the
mobile station, the base station and the AAA server to authenticate
the mobile station. See the WiIMAX security appendix for more
details.

This field is available only when TTLS is selected in the
Authentication field.

The WIMAX Modem supports the following inner authentication
types:

e CHAP (Challenge Handshake Authentication Protocol)
¢ MSCHAP (Microsoft CHAP)

¢ MSCHAPV2 (Microsoft CHAP version 2)

e PAP (Password Authentication Protocol)
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Table 19 ADVANCED > WAN Configuration > Internet Connection > ISP
Parameters for Internet Access (continued)

LABEL

DESCRIPTION

Auth Mode

Select the authentication mode from the drop-down list box.

This field is not available in all WIMAX Modems. Check with your
service provider for details.

The WIMAX Modem supports the following authentication modes:

e User Only
e Device Only with Cert
e Certs and User Authentication

Certificate

This is the security certificate the WiMAX Modem uses to
authenticate the AAA server. Use the TOOLS > > Trusted CAs
screen to import certificates to the WiMAX Modem.

WAN IP Address Assignment

Get Select this if you have a dynamic IP address. A dynamic IP address
automatically is not fixed; the ISP assigns you a different one each time you
from ISP connect to the Internet.

(Default)

Use Fixed IP A static IP address is a fixed IP that your ISP gives you. Type your
Address ISP assigned IP address in the 1P Address field below.

IP Subnet Mask

Enter a subnet mask in dotted decimal notation.

Refer to the appendices to calculate a subnet mask If you are
implementing subnetting.

Gateway IP Specify a gateway IP address (supplied by your ISP).
Address

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

7.3 WIiMAX Configuration

Click ADVANCED = WAN Configuration > WiMAX Configuration to set up the
frequencies used by your WiMAX Modem.
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In a WIMAX network, a mobile or subscriber station must use a radio frequency
supported by the base station to communicate. When the WiMAX Modem looks for
a connection to a base station, it can search a range of frequencies.
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Radio frequency is measured in Hertz (Hz).

Table 20 Radio Frequency Conversion

1 kHz = 1000 Hz

1 MHz

1000 kHz (1000000 Hz)

1 GHz

1000 MHz (1000000 kHz)

Figure 28 ADVANCED > WAN Configuration >WiMAX Configuration

DL Frequency [1]
DL Frequency [2]
DL Frequency [3]
DL Frequency [4]
DL Frequency [5]
DL Freguency [&]
DL Frequency [7]
DL Frequency [8]
DL Frequency [9]
DL Frequency [10]
DL Frequency [11]
DL Frequency [12]
DL Frequency [13]
DL Frequency [14]
DL Frequency [15]
DL Frequency [16]
DL Freguency [17]
DL Frequency [18]
DL Frequency [19]
Bandwidth

0 kHz
o kHz
0 kHz
0 kHz
0 kHz
kHz
kHz
kHz
kHz
kHz
kHz
kHz
kHz
kHz
kHz
kHz
kHz
kHz
kHz
10000 KHz

=== === N N EN E =

Lapply | [ Resst |

The following table describes the labels in this screen.

Table 21 ADVANCED > WAN Configuration >WiMAX Configuration

LABEL

DESCRIPTION

DL Frequency /
Bandwidth

These fields show the downlink frequency settings in kilohertz (kHz).

Enter values in these fields to have the WiIMAX Modem scan these
frequencies for available channels in ascending numerical order.

Note: The Bandwidth field is not user-configurable; when the
WiIMAX Modem finds a WiIMAX connection, its frequency
is displayed in this field.

Contact your service provider for details of supported frequencies.
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Table 21 ADVANCED > WAN Configuration >WiMAX Configuration (continued)

LABEL DESCRIPTION

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

7.3.1 Frequency Ranges

78

The following figure shows the WiMAX Modem searching a range of frequencies to
find a connection to a base station.

Figure 29 Frequency Ranges
| A |
=]

In this figure, A is the WiMAX frequency range. "WiMAX frequency range” refers to
the entire range of frequencies the WiMAX Modem is capable of using to transmit
and receive (see the Product Specifications appendix for details).

In the figure, B shows the operator frequency range. This is the range of
frequencies within the WiMAX frequency range supported by your operator
(service provider).

The operator range is subdivided into bandwidth steps. In the figure, each C is a
bandwidth step.

The arrow D shows the WiIMAX Modem searching for a connection.

Have the WiMAX Modem search only certain frequencies by configuring the
downlink frequencies. Your operator can give you information on the supported
frequencies.

The downlink frequencies are points of the frequency range your WiMAX Modem
searches for an available connection. Use the Site Survey screen to set these
bands. You can set the downlink frequencies anywhere within the WiMAX
frequency range. In this example, the downlink frequencies have been set to
search all of the operator range for a connection.
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7.3.2 Configuring Frequency Settings

You need to set the WIMAX Modem to scan one or more specific radio frequencies

to find an available connection to a WiMAX base station.

Use the WiIMAX Frequency screen to define the radio frequencies to be searched
for available wireless connections. See Section 7.3.3 on page 79 for an example of

using the WiMAX Frequency screen.

Note: It may take several minutes for the WiMAX Modem to find a connection.

¢ The WIMAX Modem searches the DL Frequency settings in ascending numerical

order, from [1] to [9].

Note: The Bandwidth field is not user-configurable; when the WiMAX Modem finds a

WIMAX connection, its frequency is displayed in this field.

e If you enter a O in a DL Frequency field, the WiMAX Modem immediately

moves on to the next DL Frequency field.

¢ When the WIMAX Modem connects to a base station, the values in this screen

are automatically set to the base station’s frequency. The next time the WiMAX

Modem searches for a connection, it searches only this frequency. If you want

the WIMAX Modem to search other frequencies, enter them in the DL
Frequency fields.

The following table describes some examples of DL Frequency settings.

Table 22 DL Frequency Example Settings

EXAMPLE 1 EXAMPLE 2

DL Frequency [1] 2500000 2500000

DL Frequency [2] 2550000 2550000

DL Frequency [3] 0 2600000

DL Frequency [4] 0 0

DL Frequency [5] 0 0
The WIMAX Modem The WIMAX Modem
searches at 2500000 searches at 2500000 kHz

kHz, and then searches [and then at 2550000 kHz if
at 2550000 kHz if it has | it has not found an

not found a connection. [ available connection. If it
still does not find an
available connection, it
searches at 2600000 kHz.

7.3.3 Using the WIMAX Frequency Screen

In this example, your Internet service provider has given you a list of supported

frequencies: 2.51, 2.525, 2.6, and 2.625.
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1

In the DL Frequency [1] field, enter 2510000 (2510000 kilohertz (kHz) is equal

to 2.51 gigahertz).

In the DL Frequency [2] field, enter 2525000.
In the DL Frequency [3] field, enter 2600000.

In the DL Frequency [4] field, enter 2625000.

Leave the rest of the DL Frequency fields at zero. The screen appears as follows.

Figure 30 Completing the WIMAX Frequency Screen

DL Frequency [1]:
DL Frequency [2]:
DL Frequency [3]:

DL Frequency [4]:

CedlLLLL

2525000
2600000

3625000

Click Apply. The WiIMAX Modem stores your settings.

When the WiMAX Modem searches for available frequencies, it scans all
frequencies from DL Frequency [1] to DL Frequency [4]. When it finds an
available connection, the fields in this screen will be automatically set to use that

frequency.
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7.4 Advanced

Click ADVANCED = WAN Configuration > Advanced to configure your DNS
server, RIP, Multicast and Windows Networking settings.

Figure 31 ADVANCED > WAN Configuration > Advanced

DMS Servers

First DMS Server:
Second DNS Server:
Third DMS Server:

Multicast Setup

Mulficast:

W gllow between LAN

Vindows Metworking (MNetBIOS over TCP/IP)

[From1se  [=|p.0.0.0
[Fromise  [=|p.0.0.0
[Fromise  =|p.0.0.0

I Mone - |

and WAM (you also need to create a firewall rule!)

Apply I Reset |

The following table describes the labels in this screen.

Table 23 ADVANCED > WAN Configuration > Advanced

LABEL

DESCRIPTION

DNS Servers

First, Second and
Third DNS Server

Select Obtained from ISP if your ISP dynamically assigns DNS
server information (and the WiMAX Modem's WAN IP address). Use
the drop-down list box to select a DNS server IP address that the
ISP assigns in the field to the right.

Select UserDefined if you have the IP address of a DNS server.
Enter the DNS server's IP address in the field to the right. If you
chose UserDefined, but leave the IP address set to 0.0.0.0,
UserDefined changes to None after you click Apply. If you set a
second choice to UserDefined, and enter the same IP address, the
second UserDefined changes to None after you click Apply.

Select None if you do not want to configure DNS servers. You must
have another DHCP server on your LAN, or else the computers
must have their DNS server addresses manually configured. If you
do not configure a DNS server, you must know the IP address of a
computer in order to access it.

RIP & Multicast Setup

RIP Direction

Select the RIP direction from None, Both, In Only and Out Only.

RIP Version

Select the RIP version from RIP-1, RIP-2B and RIP-2M.
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Table 23 ADVANCED > WAN Configuration > Advanced (continued)

LABEL

DESCRIPTION

Multicast

IGMP (Internet Group Multicast Protocol) is a network-layer
protocol used to establish membership in a multicast group. The
WIMAX Modem supports both IGMP version 1 (IGMP-v1) and
IGMP-v2. Select None to disable it.

Windows Networking

(NetBIOS over TCP/IP)

Allow between LAN
and WAN

Select this check box to forward NetBIOS packets from the LAN to
the WAN and from the WAN to the LAN. If your firewall is enabled
with the default policy set to block WAN to LAN traffic, you also
need to enable the default WAN to LAN firewall rule that forwards
NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the
LAN to the WAN and from the WAN to the LAN.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.
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8.1 Overview

Use these screens to configure port forwarding and trigger ports for the WiMAX
Modem. You can also enable and disable SIP, FTP, and H.323 ALG.

Network Address Translation (NAT) maps a host’s IP address within one network
to a different IP address in another network. For example, you can use a NAT

router to map one IP address from your ISP to multiple private IP addresses for
the devices in your home network.

8.1.1 What You Can Do in This Chapter

The General screen (Section 8.2 on page 83) lets you enable or disable NAT

and to allocate memory for NAT and firewall rules.

The Port Forwarding screen (Section 8.3 on page 84) lets you look at the
current port-forwarding rules in the WiMAX Modem, and to enable, disable,

activate, and deactivate each one.

The Trigger Port screen (Section 8.4 on page 88) lets you maintain trigger port

forwarding rules for the WiMAX Modem.

The ALG screen (Section 8.5 on page 91) lets you enable and disable SIP
(VolP), FTP (file transfer), and H.323 (audio-visual) ALG in the WiMAX Modem.

8.2 General

Click ADVANCED = NAT Configuration > General to enable or disable NAT and
to allocate memory for NAT and firewall rules.

Figure 32 ADVANCED > NAT Configuration > General

W Enable Metwork Address Transhtion
Max MAT/Firewall Session Per User: |512

Apply |

Reset
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The following table describes the labels in this screen.

Table 24 ADVANCED > NAT Configuration > General

LABEL DESCRIPTION

Enable Network Select this if you want to use port forwarding, trigger ports, or any
Address Translation of the ALG.

Max NAT/Firewall When computers use peer to peer applications, such as file
Session Per User sharing applications, they may use a large number of NAT

sessions. If you do not limit the number of NAT sessions a single
client can establish, this can result in all of the available NAT

sessions being used. In this case, no additional NAT sessions can
be established, and users may not be able to access the Internet.

Each NAT session establishes a corresponding firewall session. Use
this field to limit the number of NAT/firewall sessions each client
computer can establish through the WiMAX Modem.

If your network has a small number of clients using peer to peer
applications, you can raise this number to ensure that their
performance is not degraded by the number of NAT sessions they
can establish. If your network has a large number of users using
peer to peer applications, you can lower this number to ensure no
single client is using all of the available NAT sessions.

Apply Click to save your changes.
Cancel Click to return to the previous screen without saving your
changes.

8.3 Port Forwarding
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A NAT server set is a list of inside (behind NAT on the LAN) servers, for example,
web or FTP, that you can make accessible to the outside world even though NAT
makes your whole inside network appear as a single machine to the outside world.

Use the ADVANCED = NAT Configuration > Port Forwarding screen to
forward incoming service requests to the server(s) on your local network. You may
enter a single port number or a range of port numbers to be forwarded, and the
local IP address of the desired server. The port number identifies a service; for
example, web service is on port 80 and FTP on port 21. In some cases, such as for
unknown services or where one server can support more than one service (for
example both FTP and web service), it might be better to specify a range of port
numbers.

In addition to the servers for specified services, NAT supports a default server. A
service request that does not have a server explicitly designated for it is forwarded
to the default server. If the default is not defined, the service request is simply
discarded.
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For example, let's say you want to assign ports 21-25 to one FTP, Telnet and SMTP
server (A in the example), port 80 to another (B in the example) and assign a
default server IP address of 192.168.1.35 to a third (C in the example). You
assign the LAN IP addresses and the ISP assigns the WAN IP address. The NAT
network appears as a single host on the Internet.

Figure 33 Multiple Servers Behind NAT Example

A =182.1681.33

1852.168.1.1

B =152.188.1.34

LAN

C= 192468135 F Dm 192 168.1.36

8.3.1 Port Forwarding Options

Click ADVANCED = NAT Configuration > Port Forwarding to look at the
current port-forwarding rules in the WiIMAX Modem, and to enable, disable,
activate, and deactivate each one. You can also set up a default server to handle
ports not covered by rules.

Figure 34 ADVANCED > NAT Configuration > Port Forwarding
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The following table describes the icons in this screen.

Table 25 Advanced> VPN Transport > Customer Interface

ICON

DESCRIPTION

B

Edit

Click to edit this item.

|

Delete

Click to delete this item.

The following table describes the labels in this screen.

Table 26 ADVANCED > NAT Configuration > Port Forwarding

LABEL

DESCRIPTION

Default Server Setup

Default Server

Enter the IP address of the server to which the WiMAX Modem should
forward packets for ports that are not specified in the Port Forwarding
section below or in the TOOLS > Remote MGMT screens. Enter
0.0.0.0 if you want the WIMAX Modem to discard these packets instead.

Port Forwarding

#

The number of the item in this list.

86

Active Select this to enable this rule. Clear this to disable this rule.

Name This field displays the name of the rule. It does not have to be unique.

Start Port This field displays the beginning of the range of port numbers forwarded
by this rule.

End Port This field displays the end of the range of port numbers forwarded by
this rule. If it is the same as the Start Port, only one port number is
forwarded.

Server IP This field displays the IP address of the server to which packet for the

Address selected port(s) are forwarded.

Action Click the Edit icon to set up a port forwarding rule or alter the
configuration of an existing port forwarding rule.

Click the Delete icon to remove an existing port forwarding rule.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.
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8.3.2 Port Forwarding Rule Setup

Click a port forwarding rule’s Edit icon in the ADVANCED > NAT Configuration
> Port Forwarding screen to activate, deactivate, or edit it.

Figure 35 ADVANCED > NAT Configuration > Port Forwarding > Rule Setup

Rule Setup

[ Active

Service Name:

Start Port: o

End Port: ;'n
Server IP Address: |0.0.0.0

[ Apply I I Cancel I

The following table describes the labels in this screen.

Table 27 ADVANCED > NAT Configuration > Port Forwarding > Rule Setup
LABEL DESCRIPTION

Active Select this to enable this rule. Clear this to disable this rule.

Service Name Enter a name to identify this rule. You can use 1 - 31 printable ASCII
characters, or you can leave this field blank. It does not have to be a
unique name.

Start Port Enter the port number or range of port numbers you want to forward to
the specified server.
End Port
To forward one port number, enter the port number in the Start Port
and End Port fields.
To forward a range of ports,
e enter the port number at the beginning of the range in the Start
Port field
e enter the port number at the end of the range in the End Port field.
Server IP Enter the IP address of the server to which to forward packets for the
Address selected port number(s). This server is usually on the LAN.
Apply Click to save your changes.
Cancel Click to return to the previous screen without saving your changes.
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8.4 Trigger Port

88

Some services use a dedicated range of ports on the client side and a dedicated
range of ports on the server side. With regular port forwarding you set a
forwarding port in NAT to forward a service (coming in from the server on the
WAN) to the IP address of a computer on the client side (LAN). The problem is
that port forwarding only forwards a service to a single LAN IP address. In order to
use the same service on a different LAN computer, you have to manually replace
the LAN computer's IP address in the forwarding port with another LAN
computer's IP address,

Trigger port forwarding solves this problem by allowing computers on the LAN to
dynamically take turns using the service. The WiIMAX Modem records the IP
address of a LAN computer that sends traffic to the WAN to request a service with
a specific port number and protocol (a "trigger" port). When the WiMAX Modem's
WAN port receives a response with a specific port number and protocol
("incoming" port), the WiMAX Modem forwards the traffic to the LAN IP address of
the computer that sent the request. After that computer’s connection for that
service closes, another computer on the LAN can use the service in the same
manner. This way you do not need to configure a new IP address each time you
want a different LAN computer to use the application.

Click ADVANCED = NAT Configuration > Trigger Port to maintain trigger port
forwarding rules for the WiMAX Modem.

Figure 36 ADVANCED > NAT Configuration > Trigger Port
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The following table describes the labels in this screen.

Table 28 ADVANCED > NAT Configuration > Trigger Port

LABEL DESCRIPTION

H The number of the item in this list.

Name Enter a name to identify this rule. You can use 1 - 15 printable ASCII
characters, or you can leave this field blank. It does not have to be a
unique name.

Incoming

Start Port Enter the incoming port number or range of port numbers you want to
End Port forward to the IP address the WiMAX Modem records.
To forward one port number, enter the port number in the Start Port
and End Port fields.
To forward a range of ports,
e enter the port number at the beginning of the range in the Start
Port field
e enter the port number at the end of the range in the End Port field.
If you want to delete this rule, enter zero in the Start Port and End
Port fields.
Trigger
Start Port Enter the outgoing port number or range of port numbers that makes
End Port the WiMAX Modem record the source IP address and assign it to the
selected incoming port number(s).
To select one port number, enter the port number in the Start Port and
End Port fields.
To select a range of ports,
e enter the port number at the beginning of the range in the Start
Port field
e enter the port number at the end of the range in the End Port field.
If you want to delete this rule, enter zero in the Start Port and End
Port fields.
Apply Click to save your changes.
Cancel Click to return to the previous screen without saving your changes.
User's Guide
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8.4.1 Trigger Port Forwarding Example

90

The following is an example of trigger port forwarding. In this example, J is Jane’s
computer and S is the Real Audio server.

Figure 37 Trigger Port Forwarding Example

Jane requests a file from the Real Audio server (port 7070).

Port 7070 is a “trigger” port and causes the WiMAX Modem to record Jane’s
computer IP address. The WiMAX Modem associates Jane's computer IP address
with the "incoming" port range of 6970-7170.

The Real Audio server responds using a port number ranging between 6970-7170.
The WiMAX Modem forwards the traffic to Jane’s computer IP address.

Only Jane can connect to the Real Audio server until the connection is closed or
times out. The WiMAX Modem times out in three minutes with UDP (User
Datagram Protocol), or two hours with TCP/IP (Transfer Control Protocol/Internet
Protocol).

Two points to remember about trigger ports:

Trigger events only happen on data that is coming from inside the WiMAX Modem
and going to the outside.

If an application needs a continuous data stream, that port (range) will be tied up
so that another computer on the LAN can’t trigger it.
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8.5 ALG

Some applications, such as SIP, cannot operate through NAT (are NAT un-friendly)
because they embed IP addresses and port numbers in their packets’ data
payload.

Some NAT routers may include a SIP Application Layer Gateway (ALG). An
Application Layer Gateway (ALG) manages a specific protocol (such as SIP, H.323
or FTP) at the application layer.

A SIP ALG allows SIP calls to pass through NAT by examining and translating IP
addresses embedded in the data stream.

Click ADVANCED = NAT Configuration > ALG to enable and disable SIP (VolP),
FTP (file transfer), and H.323 (audio-visual) ALG in the WiMAX Modem.

Figure 38 ADVANCED > NAT Configuration > ALG

Enable SIP ALG
Enahle FTP ALG
Enable H.323 ALG

Apply ] [ Cancel

The following table describes the labels in this screen.

Table 29 ADVANCED > NAT Configuration > ALG
LABEL DESCRIPTION

Enable SIP ALG | Select this to make sure SIP (VolP) works correctly with port-
forwarding and port-triggering rules.

Enable FTP ALG | Select this to make sure FTP (file transfer) works correctly with port-
forwarding and port-triggering rules.

Enable H.323 Select this to make sure H.323 (audio-visual programs, such as

ALG NetMeeting) works correctly with port-forwarding and port-triggering
rules.

Apply Click to save your changes.

Cancel Click to return to the previous screen without saving your changes.
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The System Configuration
Screens

9.1 Overview

Click ADVANCED = System Configuration to set up general system settings,
change the system mode, change the password, configure the DDNS server
settings, and set the current date and time.

9.1.1 What You Can Do in This Chapter

The General screen (Section 9.2 on page 95) lets you change the WiMAX
Modem’s mode, set up its system name, domain name, idle timeout, and
administrator password.

The Dynamic DNS screen (Section 9.3 on page 96) lets you set up the WiMAX
Modem as a dynamic DNS client.

The Firmware screen (Section 9.4 on page 98) lets you upload new firmware to
the WIiMAX Modem.

The Configuration screen (Section 9.5 on page 100) lets you back up or
restore the configuration of the WiMAX Modem.

The Restart screen (Section 9.6 on page 101) lets you restart your WiMAX
Modem from within the web configurator.

The Bridge screen (Section 9.7 on page 102) lets you set the WiMAX Modem to
either Bridge or Router mode.

9.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

System Name

The System Name is often used for identification purposes. Because some ISPs
check this name you should enter your computer's "Computer Name".
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¢ In Windows 2000: Click Start > Settings > Control Panel and then double-
click the System icon. Select the Network Identification tab and then click
the Properties button. Note the entry for the Computer Name field and enter
it as the System Name.

¢ In Windows XP: Click Start > My Computer > View system information and
then click the Computer Name tab. Note the entry in the Full computer
name field and enter it as the WIMAX Modem System Name.

Domain Name

The Domain Name entry is what is propagated to the DHCP clients on the LAN. If
you leave this blank, the domain name obtained by DHCP from the ISP is used.
While you must enter the host name (System Name) on each individual computer,
the domain name can be assigned from the WiMAX Modem via DHCP.

DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding IP
address and vice versa. The DNS server is extremely important because without
it, you must know the IP address of a computer before you can access it.

The WiIMAX Modem can get the DNS server addresses in the following ways:

The ISP tells you the DNS server addresses, usually in the form of an information
sheet, when you sign up. If your ISP gives you DNS server addresses, enter them
in the DNS Server fields in the SYSTEM General screen.

If the ISP did not give you DNS server information, leave the DNS Server fields in
the SYSTEM General screen set to 0.0.0.0 for the ISP to dynamically assign the
DNS server IP addresses.
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9.2 General

Click ADVANCED = System Configuration > General to change the WiMAX
Modem’s mode, set up its system name, domain name, idle timeout, and
administrator password.

Figure 39 ADVANCED > System Configuration > General

System Setup

Systern Name: [x253P

Domain Narme: |

Administrator Inactivity Timer: |5 {minutes, 0 means no timeout)
Password Setup

Old Password: Jeasss

Mew Password: jsasss

Retype to Confirm:

Apply Reset

The following table describes the labels in this screen.

Table 30 ADVANCED > System Configuration > General

LABEL

DESCRIPTION

System Setup

System Name

Enter your computer's "Computer Name". This is for identification
purposes, but some ISPs also check this field. This name can be up to
30 alphanumeric characters long. Spaces are not allowed, but dashes -
" and underscores "_" are accepted.

Domain Name

Enter the domain name entry that is propagated to DHCP clients on the
LAN. If you leave this blank, the domain name obtained from the ISP is
used. Use up to 38 alphanumeric characters. Spaces are not allowed,
but dashes “-" and periods "." are accepted.

Administrator
Inactivity Timer

Enter the number of minutes a management session can be left idle
before the session times out. After it times out, you have to log in
again. A value of "0" means a management session never times out, no
matter how long it has been left idle. This is not recommended. Long
idle timeouts may have security risks. The default is five minutes.

Password Setup

Old Password

Enter the current password you use to access the WiIMAX Modem.

New Password

Enter the new password for the WiIMAX Modem. You can use up to 30
characters. As you type the password, the screen displays an asterisk
(*) for each character you type.
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Table 30 ADVANCED > System Configuration > General (continued)

LABEL DESCRIPTION

Retype to Enter the new password again.

Confirm

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

9.3 Dynamic DNS

96

Dynamic DNS allows you to update your current dynamic IP address with one or
many dynamic DNS services so that anyone can contact you (in NetMeeting, CU-
SeeMe, etc.). You can also access your FTP server or Web site on your own
computer using a domain name (for instance myhost.dhs.org, where myhost is a
name of your choice) that will never change instead of using an IP address that
changes each time you reconnect. Your friends or relatives will always be able to
call you even if they don't know your IP address.

First of all, you need to have registered a dynamic DNS account with
www.dyndns.org. This is for people with a dynamic IP from their ISP or DHCP
server that would still like to have a domain name. The Dynamic DNS service
provider will give you a password or key.

Enabling the wildcard feature for your host causes *.yourhost.dyndns.org to be
aliased to the same IP address as yourhost.dyndns.org. This feature is useful if
you want to be able to use, for example, www.yourhost.dyndns.org and still reach
your hostname.

Note: If you have a private WAN IP address, then you cannot use Dynamic DNS.
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Click ADVANCED = System Configuration = Dynamic DNS to set up the
WIMAX Modem as a dynamic DNS client.

Figure 40 ADVANCED > System Configuration > Dynamic DNS

Dynamic DNS Setup

I Enable Dynamic DNS

Service Provider: | www.DynDNS.ORG = |
Dynamic DS Type: m

Host Marme: |

User Mame: |

Password: |

I Enable Wildcard Option
I™ Enable off line option (Only applies to custom DHS)

IP Address Update Policy

= Use WAN IP Address
" Dynamic DNS server auto detect IP Address

' |Jse specified IP Address: |:.:.:.:

Apply I Reset

The following table describes the labels in this screen.

Table 31 ADVANCED > System Configuration > Dynamic DNS
LABEL DESCRIPTION
Dynamic DNS Setup

Enable Dynamic | Select this to use dynamic DNS.

DNS

Service Select the name of your Dynamic DNS service provider.

Provider

Dynamic DNS Select the type of service that you are registered for from your Dynamic

Type DNS service provider.

Host Name Enter the host name. You can specify up to two host names, separated
by a comma (",").

User Name Enter your user name.

Password Enter the password assigned to you.

Enable Wildcard | Select this to enable the DynDNS Wildcard feature.

Option

Enable offline This field is available when CustomDNS is selected in the DDNS Type
option field. Select this if your Dynamic DNS service provider redirects traffic
to a URL that you can specify while you are off line. Check with your
Dynamic DNS service provider.
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Table 31 ADVANCED > System Configuration > Dynamic DNS (continued)
LABEL DESCRIPTION
IP Address Update Policy

Use WAN IP Select this if you want the WiMAX Modem to update the domain name
Address with the WAN port's IP address.

Dynamic DNS Select this if you want the DDNS server to update the IP address of the
server auto host name(s) automatically. Select this option when there are one or
detect IP more NAT routers between the WiMAX Modem and the DDNS server.
address

Note: The DDNS server may not be able to detect the proper IP
address if there is an HTTP proxy server between the
WiIMAX Modem and the DDNS server.

Use specified IP | Select this if you want to use the specified IP address with the host

address name(s). Then, specify the IP address. Use this option if you have a
static IP address.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

9.4 Firmware

Click ADVANCED = System Configuration > Firmware to upload new
firmware to the WiMAX Modem. Firmware files usually use the system model
name with a "*.bin" extension, such as "WiMAX Modem.bin". The upload process
uses HTTP (Hypertext Transfer Protocol) and may take up to two minutes. After a
successful upload, the system will reboot.

Contact your service provider for information on available firmware upgrades.

Note: Only use firmware for your WiMAX Modem’s specific model.

Figure 41 ADVANCED > System Configuration > Firmware

To wpgrade the nbemal dewvice's frmmware, browse to the Incation of the binary (.BIN) upgrade fle and cick Uipload. Upgrade fles @n
b dvwndoadisd frwm wehste, I the wppEde file & compressed {200 fie), you must fisst extyact the binary (BIN) file. In some casas,
wou i rined to reconfigure

Fie Fath: [ Bromse. | [uskad]

The following table describes the labels in this screen.

Table 32 ADVANCED > System Configuration > Firmware

LABEL DESCRIPTION

File Path Enter the location of the *.bin file you want to upload, or click
Browse... to find it. You must decompress compressed (.zip) files

before you can upload them.
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Table 32 ADVANCED > System Configuration > Firmware (continued)

LABEL

DESCRIPTION

Browse...

Click this to find the *.bin file you want to upload.

Upload

Click this to begin uploading the selected file. This may take up to two
minutes.

Note: Do not turn off the device while firmware upload is in
progress!

9.4.1 The Firmware Upload Process

When the WIiMAX Modem uploads new firmware, the process usually takes about
two minutes. The device also automatically restarts in this time. This causes a
temporary network disconnect.

Note: Do not turn off the device while firmware upload is in progress!

After two minutes, log in again, and check your new firmware version in the
Status screen. You might have to open a new browser window to log in.

If the upload is not successful, you will be notified by error message.

Click Return to go back to the Firmware screen.
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9.5 Configuration

Click ADVANCED = System Configuration > Configuration to back up or
restore the configuration of the WiMAX Modem. You can also use this screen to
reset the WiIMAX Modem to the factory default settings.

Figure 42 ADVANCED > System Configuration > Configuration

Backup Configuration
Click Backup to save the current configuration of your system to your computer.

Backup

Restore Configuration

To restore a previously saved configuration file to your system, browse to the location of the configuration file and click
Upload.

File Path: | | (e

Back to Factory Defaults

Click Reset to clear all user-entered configuration information and return to factory defaults. After resetting, the
- Password for admin is admin. Password for user is user,

- LAN IP address will be 192.168.1.1

- DHCP will be reset to server

Reset

The following table describes the labels in this screen.

Table 33 ADVANCED > System Configuration > Configuration

LABEL DESCRIPTION

Backup Configuration

Backup Click this to save the WiMAX Modem'’s current configuration to a file on
your computer. Once your device is configured and functioning properly,
it is highly recommended that you back up your configuration file before
making configuration changes. The backup configuration file is useful if
you need to return to your previous settings.

Restore Configuration

File Path Enter the location of the file you want to upload, or click Browse... to
find it.

Browse Click this to find the file you want to upload.

Upload Click this to restore the selected configuration file.

Note: Do not turn off the device while configuration file upload is in
progress.

Back to Factory Defaults

Reset Click this to clear all user-entered configuration information and return
the WIMAX Modem to its factory defaults. There is ho warning screen.
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9.5.1 The Restore Configuration Process

When the WiIMAX Modem restores a configuration file, the device automatically
restarts. This causes a temporary network disconnect.

Note: Do not turn off the device while configuration file upload is in progress.

If the WiIMAX Modem'’s IP address is different in the configuration file you selected,
you may need to change the IP address of your computer to be in the same
subnet as that of the default management IP address (192.168.5.1). See the
Quick Start Guide or the appendices for details on how to set up your computer’s
IP address.

You might have to open a new browser to log in again.

If the upload was not successful, you are notified by Configuration Upload Error
message:

Click Return to go back to the Configuration screen.

9.6 Restart

Click ADVANCED = System Configuration > Restart to reboot the WiMAX
Modem without turning the power off.

Note: Restarting the WiMAX Modem does not affect its configuration.

Figure 43 ADVANCED > System Configuration > Restart

Click Restart to have the device perform a software restart. The power LED blinks as the device restarts and then shines
steadyily if the restart is successful. Wait a minute before logging into the device again.

The following table describes the labels in this screen.

Table 34 ADVANCED > System Configuration > Firmware

LABEL DESCRIPTION

Restart Click this button to have the device perform a software restart. The
Power LED blinks as it restarts and the shines steadily if the restart is
successful.

Note: Wait one minute before logging back into the WiMAX Modem
after a restart.
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9.6.1 The Restart Process

When you click Restart, the process usually takes about two minutes. Once the
restart is complete you can log in again.

9.7 Bridge

Click ADVANCED = System Configuration > Bridge to set the WiMAX Modem
to either Bridge or Router mode.

Figure 44 ADVANCED > System Configuration > Bridge

ool o pudge wodz

[ dyu e
Fhepts Kads

The following table describes the labels in this screen.

Table 35 ADVANCED > System Configuration > Bridge

LABEL DESCRIPTION

Select the Bridge Mode

Bridge Mode Select this option to set the WiMAX Modem to Bridge mode.
Router Mode Select this option to set the WiMAX Modem to Router mode.
Apply Click to save your changes.
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The Service Configuration
Screens

10.1 Overview

The VOICE > Service Configuration screens allow you to set up your voice
accounts and configure your QoS settings.

VolIP (Voice over IP) is the sending of voice signals over the Internet Protocol. This
allows you to make phone calls and send faxes over the Internet at a fraction of
the cost of using the traditional circuit-switched telephone network. You can also
use servers to run telephone service applications like PBX services and voice mail.
Internet Telephony Service Provider (ITSP) companies provide VoIP service. A
company could alternatively set up an IP-PBX and provide it's own VoIP service.

Circuit-switched telephone networks require 64 kilobits per second (kbps) in each
direction to handle a telephone call. VoIP can use advanced voice coding
techniques with compression to reduce the required bandwidth.

10.1.1 What You Can Do in This Chapter

e The SIP Settings screen (Section 10.2 on page 105) lets you setup and
maintain your SIP account(s) in the WiMAX Modem.

e The Advanced SIP Settings screen (Section 10.2.1 on page 107) lets you set
up and maintain advanced settings for each SIP account

e The QoS screen (Section 10.3 on page 113) lets you set up and maintain ToS
and VLAN settings for the WiMAX Modem.

10.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

SIP

The Session Initiation Protocol (SIP) is an application-layer control (signaling)
protocol that handles the setting up, altering and tearing down of voice and
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multimedia sessions over the Internet. SIP signaling is separate from the media
for which it handles sessions. The media that is exchanged during the session can
use a different path from that of the signaling. SIP handles telephone calls and can
interface with traditional circuit-switched telephone networks.

SIP Identities

A SIP account uses an identity (sometimes referred to as a SIP address). A
complete SIP identity is called a SIP URI (Uniform Resource Identifier). A SIP
account's URI identifies the SIP account in a way similar to the way an e-mail
address identifies an e-mail account. The format of a SIP identity is SIP-
Number@SIP-Service-Domain.

SIP Number

The SIP number is the part of the SIP URI that comes before the “"@"” symbol. A
SIP number can use letters like in an e-mail address (johndoe@your-1TSP.com for

example) or numbers like a telephone number (1122334455@VolP-provider.com
for example).

SIP Service Domain

The SIP service domain of the VoIP service provider (the company that lets you
make phone calls over the Internet) is the domain name in a SIP URI. For
example, if the SIP address is 1122334455@VolP-provider.com, then “VolP-
provider.com” is the SIP service domain.

SIP Register Server

A SIP register server maintains a database of SIP identity-to-1P address (or
domain name) mapping. The register server checks your user name and password
when you register.

RTP

When you make a VolP call using SIP, the RTP (Real time Transport Protocol) is
used to handle voice data transfer. See RFC 1889 for details on RTP.

Use NAT

If you know the NAT router’s public IP address and SIP port number, you can use
the Use NAT feature to manually configure the WiMAX Modem to use a them in the
SIP messages. This eliminates the need for STUN or a SIP ALG. You must also
configure the NAT router to forward traffic with this port number to the WiMAX
Modem.
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10.1.3 Before you Begin

e Ensure that you have all of your voice account information on hand. If not,
contact your voice account service provider to find out which settings in this

chapter you should configure in order to use your telephone with the WiMAX

Modem.

e Connect your WiMAX Modem to the Internet, as described in the Quick Start
Guide. If you have not already done so, then you will not be able to test your

VoIP settings.

10.2 SIP Settings

Click VOICE = Service Configuration > SIP Setting to setup and maintain
your SIP account(s) in the WiIMAX Modem. Your VoIP or Internet service provider
should provide you with your account information. You can also enable and disable

each SIP account.

Figure 45 VOICE > Service Configuration > SIP Setting

SIP Account: |SIP1 "I

SIP Setfings

¥ Active SIP Account
Mumber:

SIP Local Port:
SIP Server Address:
SIP Server Port:

REGISTER Server Port:
SIP Service Domain:
¥ send caller ID

Authentication

Jser Name:
Password:

REGISTER Server Address:

khangeme
|5|:|6|:| [1030-%580) or [ 1405F7~55535)
[127.0.0.1

ISEIGEI (1-65535)

|127.0.0.1

ISEIEEI (1-65535)

[127.0.0.1

khangeme

Apply Reset

Advanced Setup
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The following table describes the labels in this screen.

Table 36 VOICE > Service Configuration > SIP Setting

LABEL DESCRIPTION
SIP Account Select the SIP account you want to see in this screen. If you change this
field, the screen automatically refreshes.
SIP Settings
Active SIP Select this if you want the WiIMAX Modem to use this account. Clear it if
Account you do not want the WiMAX Modem to use this account.
Number Enter your SIP number. In the full SIP URI, this is the part before the @
symbol. You can use up to 127 printable ASCII characters.
SIP Local Enter the WiMAX Modem'’s listening port number, if your VolIP service
Port provider gave you one. Otherwise, keep the default value.
SIP Server Enter the IP address or domain name of the SIP server provided by
Address your VolP service provider. You can use up to 95 printable ASCII
characters. It does not matter whether the SIP server is a proxy,
redirect or register server.
SIP Server Enter the SIP server’s listening port number, if your VolIP service
Port provider gave you one. Otherwise, keep the default value.
REGISTER Enter the IP address or domain name of the SIP register server, if your
Server VoIP service provider gave you one. Otherwise, enter the same address
Address you entered in the SIP Server Address field. You can use up to 95
printable ASCII characters.
REGISTER Enter the SIP register server’s listening port number, if your VolP
Server Port | service provider gave you one. Otherwise, enter the same port number
you entered in the SIP Server Port field.
SIP Sgrvice Enter the SIP service domain name. In the full SIP URI, this is the part
Domain after the @ symbol. You can use up to 127 printable ASCII Extended

set characters.

Send Caller ID

Select this if you want to send identification when you make VolP phone
calls. Clear this if you do not want to send identification.

Authentication

User Name Enter the user name for registering this SIP account, exactly as it was
given to you. You can use up to 95 printable ASCII characters.

Password Enter the user name for registering this SIP account, exactly as it was
given to you. You can use up to 95 printable ASCII Extended set
characters.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

Advanced Setup

Click this to edit the advanced settings for this SIP account. The
Advanced SIP Settings screen appears.
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10.2.1 Advanced SIP Settings

This section describes the features of the Advanced SIP settings screen.

10.2.1.1 STUN

STUN (Simple Traversal of User Datagram Protocol (UDP) through Network
Address Translators) allows the WiMAX Modem to find the presence and types of
NAT routers and/or firewalls between it and the public Internet. STUN also allows
the WiMAX Modem to find the public IP address that NAT assigned, so the WiMAX
Modem can embed it in the SIP data stream. STUN does not work with symmetric
NAT routers or firewalls. See RFC 3489 for details on STUN.

The following figure shows how STUN works.

1 The WiIMAX Modem (A) sends SIP packets to the STUN server (B).

2 The STUN server (B) finds the public IP address and port number that the NAT
router used on the WiMAX Modem'’s SIP packets and sends them to the WiMAX
Modem.

3 The WiIMAX Modem uses the public IP address and port number in the SIP packets
that it sends to the SIP server (C).

Figure 46 STUN Example

10.2.1.2 Outbound Proxy

Your VoIP service provider may host a SIP outbound proxy server to handle all of
the WIMAX Modem’s VolIP traffic. This allows the WiMAX Modem to work with any
type of NAT router and eliminates the need for STUN or a SIP ALG. Turn off a SIP
ALG on a NAT router in front of the WiMAX Modem to keep it from re-translating
the IP address (since this is already handled by the outbound proxy server).

10.2.1.3 Voice Coding

A codec (coder/decoder) codes analog voice signals into digital signals and
decodes the digital signals back into voice signals. The WiIMAX Modem supports
the following codecs.
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e G.711 is a Pulse Code Modulation (PCM) waveform codec. PCM measures
analog sighal amplitudes at regular time intervals (sampling) and converts them
into digital bits (quantization). Quantization “reads” the analog signal and then
“writes” it to the nearest digital value. For this reason, a digital sample is usually
slightly different from its analog original (this difference is known as
“quantization noise”). G.711 provides excellent sound quality but requires
64kbps of bandwidth.

e G.723 is an Adaptive Differential Pulse Code Modulation (ADPCM) waveform
codec. Differential (or Delta) PCM is similar to PCM, but encodes the audio signal
based on the difference between one sample and a prediction based on previous
samples, rather than encoding the sample’s actual quantized value. Many
thousands of samples are taken each second, and the differences between
consecutive samples are usually quite small, so this saves space and reduces
the bandwidth necessary.

However, DPCM produces a high quality signal (high signal-to-noise ratio or
SNR) for high difference signals (where the actual signal is very different from
what was predicted) but a poor quality signal (low SNR) for low difference
signals (where the actual signal is very similar to what was predicted). This is
because the level of quantization noise is the same at all signal levels. Adaptive
DPCM solves this problem by adapting the difference signal’s level of
quantization according to the audio signal’s strength. A low difference signal is
given a higher quantization level, increasing its signal-to-noise ratio. This
provides a similar sound quality at all signal levels. G.723 provides high quality
sound and requires 20 or 40 kbps.

e G.729 is an Analysis-by-Synthesis (AbS) hybrid waveform codec. It uses a filter
based on information about how the human vocal tract produces sounds. The
codec analyzes the incoming voice signal and attempts to synthesize it using its
list of voice elements. It tests the synthesized signal against the original and, if
it is acceptable, transmits details of the voice elements it used to make the
synthesis. Because the codec at the receiving end has the same list, it can
exactly recreate the synthesized audio signal.G.729 provides good sound quality
and reduces the required bandwidth to 8kbps.

10.2.1.4 MWI (Message Waiting Indication)

108

Enable Message Waiting Indication (MWI) enables your phone to give you a
message-waiting (beeping) dial tone when you have one or more voice messages.
Your VoIP service provider must have a messaging system that sends message-
waiting-status SIP packets as defined in RFC 3842.
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10.2.1.5 Advanced SIP Settings Options

Click Advanced in VOICE > Service Configuration > SIP Settings to set up
and maintain advanced settings for each SIP account.

Figure 47 VOICE > Service Configuration > SIP Settings > Advanced
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The following table describes the labels in this screen.

Table 37 VOICE > Service Configuration > SIP Settings > Advanced

LABEL DESCRIPTION

SIP Server Settings

URL Type Select whether or not to include the SIP service domain name when the
WIMAX Modem sends the SIP number.
e SIP - include the SIP service domain name
e TEL - do not include the SIP service domain name

Expiration Enter the number of seconds your SIP account is registered with the

Duration SIP register server before it is deleted. The WIMAX Modem
automatically tries to re-register your SIP account when one-half of this
time has passed. (The SIP register server might have a different
expiration.)

Register Re- Enter the number of seconds the WiMAX Modem waits before it tries

send timer again to register the SIP account, if the first try failed or if there is no
response.
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Table 37 VOICE > Service Configuration > SIP Settings > Advanced (continued)

LABEL

DESCRIPTION

Session Expires

Enter the number of seconds the conversation can last before the call is
automatically disconnected. Usually, when one-half of this time has
passed, the WiIMAX Modem or the other party updates this timer to
prevent this from happening.

Min-SE

Enter the minimum number of seconds the WiMAX Modem accepts for a
session expiration time when it receives a request to start a SIP
session. If the request has a shorter time, the WiMAX Modem rejects it.

RTP Port Range

Start Port

End Port

Enter the listening port number(s) for RTP traffic, if your VolP service
provider gave you this information. Otherwise, keep the default values.

To enter one port number, enter the port number in the Start Port and
End Port fields.

To enter a range of ports:

e Type the port number at the beginning of the range in the Start
Port field

e Type the port number at the end of the range in the End Port field.

Voice Compression

Primary,
Secondary, and
Third
Compression

Select the type of voice coder/decoder (codec) that you want the
WIMAX Modem to use.

G.711 provides high voice quality but requires more bandwidth (64
kbps).

e G.711A is typically used in Europe.

e G.711u is typically used in North America and Japan.

e G.723 provides good voice quality, and requires 20 or 40 kbps.
e G.729 requires only 8 kbps.

The WiMAX Modem must use the same codec as the peer. When two SIP
devices start a SIP session, they must agree on a codec.

For more on voice compression, see Voice Coding on page 107

DTMF Mode Control how the WiMAX Modem handles the tones that your telephone
makes when you push its buttons. You should use the same mode your
VolIP service provider uses.
e RFC 2833 - send the DTMF tones in RTP packets
e PCM - send the DTMF tones in the voice data stream. This method
works best when you are using a codec that does not use
compression (like G.711). Codecs that use compression (like G.729)
can distort the tones.
e SIP INFO - send the DTMF tones in SIP messages
STUN
Active Select this if all of the following conditions are satisfied.

e There is a NAT router between the WiMAX Modem and the SIP
server.

e The NAT router is not a SIP ALG.

e Your VoIP service provider gave you an IP address or domain name
for a STUN server.

e Otherwise, clear this field.
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Table 37 VOICE > Service Configuration > SIP Settings > Advanced (continued)

LABEL

DESCRIPTION

Server Address

Enter the IP address or domain name of the STUN server provided by
your VoIP service provider.

Server Port

Enter the STUN server’s listening port, if your VoIP service provider
gave you one. Otherwise, keep the default value.

Use NAT

Active

Select this if you want the WiIMAX Modem to send SIP traffic to a
specific NAT router. You must also configure the NAT router to forward
traffic with the specified port to the WiMAX Modem. This eliminates the
need for STUN or a SIP ALG.

Server Address

Enter the public IP address or domain name of the NAT router.

Server Port

Enter the port number that your SIP sessions use with the public IP
address of the NAT router.

Outbound Proxy

Active

Select this if your VolIP service provider has a SIP outbound server to
handle voice calls. This allows the WiMAX Modem to work with any type
of NAT router and eliminates the need for STUN or a SIP ALG. Turn off
any SIP ALG on a NAT router in front of the WiMAX Modem to keep it
from re-translating the IP address (since this is already handled by the
outbound proxy server).

Server Address

Enter the IP address or domain name of the SIP outbound proxy server.

Server Port

Enter the SIP outbound proxy server's listening port, if your VolP
service provider gave you one. Otherwise, keep the default value.

NAT Keep Alive

Active

Select this to stop NAT routers between the WiMAX Modem and SIP
server (a SIP proxy server or outbound proxy server) from dropping the
SIP session. The WIMAX Modem does this by sending SIP notify
messages to the SIP server based on the specified interval.

Keep Alive with
SIP Proxy

Select this if the SIP server is a SIP proxy server.

Keep Alive with
Outbound Proxy

Select this if the SIP server is an outbound proxy server. You must
enable Outbound Proxy to use this.

Keep Alive
Interval

Enter how often (in seconds) the WiMAX Modem should send SIP notify
messages to the SIP server.

MWI (Message Waiting Indication)

Enable

Select this if you want to hear a waiting (beeping) dial tone on your
phone when you have at least one voice message. Your VolP service
provider must support this feature.

Expiration Time

Keep the default value, unless your VoIP service provider tells you to
change it. Enter the number of seconds the SIP server should provide
the message waiting service each time the WiMAX Modem subscribes to
the service. Before this time passes, the WiMAX Modem automatically
subscribes again.

Fax Option
G.711 Fax Select this if the WiIMAX Modem should use G.711 to send fax
Passthrough messages. The peer devices must also use G.711.
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10.2.1.6

Table 37 VOICE > Service Configuration > SIP Settings > Advanced (continued)

LABEL

DESCRIPTION

T.38 Fax Relay

Select this if the WIMAX Modem should send fax messages as UDP or
TCP/IP packets through IP networks. This provides better quality, but it
may have inter-operability problems. The peer devices must also use
T.38.

Call Forward

Call Forward
Table

Select which call forwarding table you want the WiMAX Modem to use
for incoming calls. You set up these tables in VOICE > Phone Book >
Incoming Call Policy.

Caller Ringing

Enable

Check this box if you want people to hear a customized recording when
they call you.

Caller Ringing
Tone

Select the tone you want people to hear when they call you. See
Custom Tones (IVR) on page 112 for information on how to record
these tones.

On Hold

Enable Check this box if you want people to hear a customized recording when
you put them on hold.

On Hold Tone Select the tone you want people to hear when you put them on hold.
See Custom Tones (IVR) on page 112 for information on how to record
these tones.

Back Click this to return to the SIP Settings screen without saving your
changes.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

Custom Tones (IVR)

IVR (Interactive Voice Response) is a feature that allows you to use your
telephone to interact with the WiMAX Modem. The WiMAX Modem allows you to
record custom tones for the Caller Ringing Tone and On Hold Tone functions.
The same recordings apply to both the caller ringing and on hold tones.

Table 38 Custom Tones Details

Recordable

LABEL DESCRIPTION

Total Time for All Tones 128 seconds for all custom tones combined
Maximum Time per 20 seconds

Individual Tone

Total Number of Tones 8

You can record up to eight different custom tones but the total
time must be 128 seconds or less.
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Use the following steps if you would like to create new tones or change your

tones:
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1 Pick up the phone and press **** on your phone’s keypad and wait for the
message that says you are in the configuration menu.

2 Press a number from 1101~1108 on your phone followed by the # key.

3 Play your desired music or voice recording into the receiver’'s mouthpiece. Press
the # key.

4 You can continue to add, listen to, or delete tones, or you can hang up the receiver
when you are done.

Do the following to listen to a custom tone:

1 Pick up the phone and press **** on your phone’s keypad and wait for the
message that says you are in the configuration menu.

2 Press a number from 1201~1208 followed by the # key to listen to the tone.

3 You can continue to add, listen to, or delete tones, or you can hang up the receiver
when you are done.

Do the following to delete a custom tone:

1 Pick up the phone and press **** on your phone’s keypad and wait for the
message that says you are in the configuration menu.

2 Press a number from 1301~1308 followed by the # key to delete the tone of your
choice. Press 14 followed by the # key if you wish to clear all your custom tones.

3 You can continue to add, listen to, or delete tones, or you can hang up the receiver
when you are done.

10.3 QoS

Network traffic can be classified by setting the ToS (Type Of Service) values at the
data source (for example, at the WiIMAX Modem) so a server can decide the best
method of delivery, that is the least cost, fastest route and so on.

Virtual Local Area Network (VLAN) allows a physical network to be partitioned into
multiple logical networks. Only stations within the same group can communicate
with each other.

Your WiIMAX Modem can add IEEE 802.1Q VLAN ID tags to voice frames that it
sends to the network. This allows the WIMAX Modem to communicate with a SIP
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server that is a member of the same VLAN group. Some ISPs use the VLAN tag to
identify voice traffic and give it priority over other traffic.

Click VOICE = Service Configuration > QoS to set up and maintain ToS and
VLAN settings for the WiMAX Modem. QoS (Quality of Service) refers to both a
network's ability to deliver data with minimum delay and the networking methods
used to provide bandwidth for real-time multimedia applications.

Figure 48 VOICE > Service Configuration > QoS

TOS
SIP TOS Priority Setting: ] | [0-255)
RTP TOS Priority Setting: s | (0-255)
VLAM Taging
[ Voice VLAN ID: s (0-4035)
l Apply l I Reset ]

The following table describes the labels in this screen.

Table 39 VOICE > Service Configuration > QoS

LABEL

DESCRIPTION

TDS

SIP TOS Priority
Setting

Enter the priority for SIP voice transmissions. The WiMAX Modem
creates Type of Service priority tags with this priority to voice traffic
that it transmits.

RTP TOS
Priority Setting

Enter the priority for RTP voice transmissions. The WiIMAX Modem
creates Type of Service priority tags with this priority to RTP traffic that
it transmits.

VLAN Tagging

Voice VLAN ID

Select this if the WIMAX Modem has to be a member of a VLAN to
communicate with the SIP server. Ask your network administrator, if
you are not sure. Enter the VLAN ID provided by your network
administrator in the field on the right. Your LAN and gateway must be
configured to use VLAN tags.

Otherwise, clear this field.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.
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10.4 Technical Reference

The following section contains additional technical information about the WiMAX
Modem features described in this chapter.

10.4.1 SIP Call Progression

The following figure displays the basic steps in the setup and tear down of a SIP
call. A calls B.

Table 40 SIP Call Progression

A B

1. INVITE
2. Ringing
3. 0K

4. ACK

5.Dialogue (voice
traffic)

6. BYE

1 A sends a SIP INVITE request to B. This message is an invitation for B to
participate in a SIP telephone call.

2 B sends a response indicating that the telephone is ringing.

3 B sends an OK response after the call is answered.

4 A then sends an ACK message to acknowledge that B has answered the call.
5 Now A and B exchange voice media (talk).

6 After talking, A hangs up and sends a BYE request.

7 B replies with an OK response confirming receipt of the BYE request and the call is
terminated.
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10.4.2 SIP Client Server

SIP is a client-server protocol. A SIP client is an application program or device that
sends SIP requests. A SIP server responds to the SIP requests.

When you use SIP to make a VolIP call, it originates at a client and terminates at a
server. A SIP client could be a computer or a SIP phone. One device can act as
both a SIP client and a SIP server.

10.4.3 SIP User Agent

A SIP user agent can make and receive VoIP telephone calls. This means that SIP
can be used for peer-to-peer communications even though it is a client-server
protocol. In the following figure, either A or B can act as a SIP user agent client to
initiate a call. A and B can also both act as a SIP user agent to receive the call.

Figure 49 SIP User Agent

10.4.4 SIP Proxy Server

A SIP proxy server receives requests from clients and forwards them to another
server.

In the following example, you want to use client device A to call someone who is
using client device C.

1 The client device (A in the figure) sends a call invitation to the SIP proxy server

(B).
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2 The SIP proxy server forwards the call invitation to C.

Figure 50 SIP Proxy Server

10.4.5 SIP Redirect Server

A SIP redirect server accepts SIP requests, translates the destination address to
an IP address and sends the translated IP address back to the device that sent the
request. Then the client device that originally sent the request can send requests
to the IP address that it received back from the redirect server. Redirect servers
do not initiate SIP requests.

In the following example, you want to use client device A to call someone who is
using client device C.

1 Client device A sends a call invitation for C to the SIP redirect server (B).

2 The SIP redirect server sends the invitation back to A with C’s IP address (or
domain name).
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3

Client device A then sends the call invitation to client device C.

Figure 51 SIP Redirect Server
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10.4.6 NAT and SIP

10.4.7

The WIMAX Modem must register its public IP address with a SIP register server. If
there is a NAT router between the WiIMAX Modem and the SIP register server, the
WIMAX Modem probably has a private IP address. The WiMAX Modem lists its IP
address in the SIP message that it sends to the SIP register server. NAT does not
translate this IP address in the SIP message. The SIP register server gets the
WiIMAX Modem’s IP address from inside the SIP message and maps it to your SIP
identity. If the WiIMAX Modem has a private IP address listed in the SIP message,
the SIP server cannot map it to your SIP identity. See Chapter 8 The NAT
Configuration Screens for more information.

Use a SIP ALG (Application Layer Gateway), Use NAT, STUN, or outbound proxy to
allow the WiIMAX Modem to list its public IP address in the SIP messages.

DiffServ

DiffServ is a class of service (CoS) model that marks packets so that they receive
specific per-hop treatment at DiffServ-compliant network devices along the route
based on the application types and traffic flow. Packets are marked with DiffServ
Code Points (DSCPs) indicating the level of service desired. This allows the
intermediary DiffServ-compliant network devices to handle the packets differently
depending on the code points without the need to negotiate paths or remember
state information for every flow. In addition, applications do not have to request a
particular service or give advanced notice of where the traffic is going.
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10.4.8 DSCP and Per-Hop Behavior

DiffServ defines a new DS (Differentiated Services) field to replace the Type of
Service (TOS) field in the IP header. The DS field contains a 2-bit unused field and
a 6-bit DSCP field which can define up to 64 service levels. The following figure
illustrates the DS field.

Figure 52 DiffServ: Differentiated Service Field

DSCP Unused

(6-bit) (2-bit)

DSCP is backward compatible with the three precedence bits in the ToS octet so
that non-DiffServ compliant, ToS-enabled network device will not conflict with the
DSCP mapping.

The DSCP value determines the forwarding behavior, the PHB (Per-Hop Behavior),
that each packet gets across the DiffServ network. Based on the marking rule,
different kinds of traffic can be marked for different priorities of forwarding.
Resources can then be allocated according to the DSCP values and the configured
policies.
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The Phone Screens

11.1 Overview

Use the VOICE = Phone screens to configure the volume, echo cancellation, VAD
settings and custom tones for the phone port on the WiMAX Modem. You can also
select which SIP account to use for making outgoing calls.

11.1.1 What You Can Do in This Chapter

The Analog Phone screen (Section 11.2 on page 122) lets you control which
SIP accounts each phone uses.

The Common screen (Section 11.3 on page 124) lets you activate and
deactivate immediate dialing.

The Region screen (Section 11.4 on page 125) lets you maintain settings that
often depend on the region of the world in which the WiMAX Modem is located.

11.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

Voice Activity Detection/Silence Suppression/Comfort Noise

Voice Activity Detection (VAD) detects whether or not speech is present. This lets
the WIiMAX Modem reduce the bandwidth that a call uses by not transmitting
“silent packets” when you are not speaking.

When using VAD, the WiMAX Modem generates comfort noise when the other
party is not speaking. The comfort noise lets you know that the line is still
connected as total silence could easily be mistaken for a lost connection.

Echo Cancellation

G.168 is an ITU-T standard for eliminating the echo caused by the sound of your
voice reverberating in the telephone receiver while you talk.
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Supplementary Phone Services Overview

Supplementary services such as call hold, call waiting, call transfer, etc. are
generally available from your VolP service provider. The WiMAX Modem supports
the following services:

e Call Hold

e Call Waiting

e Making a Second Call

e Call Transfer

e Call Forwarding

e Three-Way Conference

e Internal Calls

e Caller ID

e CLIP (Calling Line Identification Presentation)
e CLIR (Calling Line Identification Restriction)
Note: To take full advantage of the supplementary phone services available though

the WIMAX Modem's phone port, you may need to subscribe to the services
from your VolP service provider.

11.2 Analog Phone

Click VOICE = Phone = Analog Phone to control which SIP accounts each
phone uses.

Figure 53 VOICE > Phone > Analog Phone

Phone Port Settings: |Ph-:une1 vI

Outgoing Call Use
W s1p1

Incoming Call apply to

¥ sip1

Apply Reset Advanced Setup

122

User’'s Guide



Chapter 11 The Phone Screens

The following table describes the labels in this screen.

Table 41 VOICE > Phone > Analog Phone

LABEL DESCRIPTION
Phone Port Select the phone port you want to see in this screen. If you change this
Settings field, the screen automatically refreshes.

Outgoing Call Use

SIP1

Select this if you want this phone port to use the SIP1 account when it
makes calls. If you select both SIP accounts, the WiMAX Modem tries to
use SIP2 first.

Incoming Call apply to

SIP1 Select this if you want to receive phone calls for the SIP1 account on
this phone port. If you select more than one source for incoming calls,
there is no way to distinguish between them when you receive phone
calls.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

Advanced Setup

Click this to edit the advanced settings for this phone port. The
Advanced Analog Phone Setup screen appears.

11.2.1 Advanced Analog Phone Setup

Click the Advanced button in VOICE > Phone > Analog Phone to edit
advanced settings for each phone port.

Figure 54 VOICE > Phone > Analog Phone > Advanced

Speaking Volume:
Listening Volume:

Echo Cancelation

.168 Active

1 vAD Support

Voice Volume Control

Digling Interval Select

Digling Interval Select: [3

[-1(Min.) v
[-1min.) '+

<Back J [ Apply ] [ Reset ]
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The following table describes the labels in this screen.

Table 42 VOICE > Phone > Analog Phone > Advanced

LABEL

DESCRIPTION

Voice Volume Control

Speaking Enter the loudness that the WiMAX Modem uses for speech that it sends
Volume to the peer device. -14 is the quietest, and 14 is the loudest.

Listening Enter the loudness that the WiMAX Modem uses for speech that it
Volume receives from the peer device. -14 is the quietest, and 14 is the loudest.

Echo Cancellation

G.168 Active

Select this if you want to eliminate the echo caused by the sound of
your voice reverberating in the telephone receiver while you talk.

Dialing Interval Select

Dialing Interval
Select

Enter the number of seconds the WiIMAX Modem should wait after you
stop dialing numbers before it makes the phone call. The value depends
on how quickly you dial phone numbers.

If you select Active Immediate Dial in VOICE > Phone > Common,
you can press the pound key (#) to tell the WiMAX Modem to make the
phone call immediately, regardless of this setting.

VAD Support

Select this if the WIMAX Modem should stop transmitting when you are
not speaking. This reduces the bandwidth the WiMAX Modem uses.

Back Click this to return to the Analog Phone screen without saving your
changes.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

11.3 Common
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Click VOICE = Phone = Common to activate and deactivate immediate dialing.

Figure 55 VOICE > Phone > Common

[ Active Immediate Dial

Apply ] l Reset
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The following table describes the labels in this screen.

Table 43 VOICE > Phone > Common
LABEL DESCRIPTION

Active Select this if you want to use the pound key (#) to tell the WiMAX
Immediate Dial | Modem to make the phone call immediately, instead of waiting the
number of seconds you selected in the Dialing Interval Select in
VOICE > Phone > Analog Phone.

If you select this, dial the phone number, and then press the pound key
if you do not want to wait. The WiMAX Modem makes the call

immediately.
Apply Click to save your changes.
Reset Click to restore your previously saved settings.

11.4 Region

Click VOICE = Phone > Region to maintain settings that often depend on the
region of the world in which the WiMAX Modem is located.

Figure 56 VOICE > Phone > Region

Region Settings: | Default |

Call Service Mode: IEuru:upe Type 'I

Apply Reset

The following table describes the labels in this screen.
Table 44 VOICE > Phone > Region

LABEL DESCRIPTION

Region Settings [ Select the place in which the WiIMAX Modem is located. Do not select

Default.

Call Service Select the mode for supplementary phone services (call hold, call
Mode waiting, call transfer and three-way conference calls) that your VolP

service provider supports.

e Europe Type - use supplementary phone services in European
mode

e USA Type - use supplementary phone services American mode

You might have to subscribe to these services to use them. Contact
your VoIP service provider.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.
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11.5 Technical Reference

The following section contains additional technical information about the WiMAX
Modem features described in this chapter.

11.5.1 The Flash Key

Flashing means to press the hook for a short period of time (a few hundred
milliseconds) before releasing it. On newer telephones, there should be a "flash"
key (button) that generates the signal electronically. If the flash key is not
available, you can tap (press and immediately release) the hook by hand to
achieve the same effect. However, using the flash key is preferred since the timing
is much more precise. The WiMAX Modem may interpret manual tapping as
hanging up if the duration is too long

You can invoke all the supplementary services by using the flash key.

11.5.2 Europe Type Supplementary Phone Services

This section describes how to use supplementary phone services with the Europe
Type Call Service Mode. Commands for supplementary services are listed in the

table below.

After pressing the flash key, if you do not issue the sub-command before the
default sub-command timeout (2 seconds) expires or issue an invalid sub-
command, the current operation will be aborted.

Table 45 European Type Flash Key Commands

SUB-

COMMAND COMMAND DESCRIPTION

Flash Put a current call on hold to place a second call.
Switch back to the call (if there is no second call).

Flash 0 Drop the call presently on hold or reject an incoming call
which is waiting for answer.

Flash 1 Disconnect the current phone connection and answer the
incoming call or resume with caller presently on hold.

Flash 2 1. Switch back and forth between two calls.
2. Put a current call on hold to answer an incoming call.
3. Separate the current three-way conference call into
two individual calls (one is on-line, the other is on hold).

Flash 3 Create three-way conference connection.

Flash *98# Transfer the call to another phone.
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European Call Hold allows you to put a call (A) on hold by pressing the flash key.
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If you have another call, press the flash key and then “2” to switch back and forth
between caller A and B by putting either one on hold.

Press the flash key and then “0” to disconnect the call presently on hold and keep
the current call on line.

Press the flash key and then “1” to disconnect the current call and resume the call
on hold.

If you hang up the phone but a caller is still on hold, there will be a remind ring.

European Call Waiting allows you to place a call on hold while you answer another
incoming call on the same telephone (directory) number.

If there is a second call to a telephone number, you will hear a call waiting tone.
Take one of the following actions.

¢ Reject the second call.
Press the flash key and then press “0".
e Disconnect the first call and answer the second call.

Either press the flash key and press “1”, or just hang up the phone and then
answer the phone after it rings.

e Put the first call on hold and answer the second call.

Press the flash key and then “2".

European Call Transfer allows you to transfer an incoming call (that you have
answered) to another phone. To do so:

1 Press the flash key to put the caller on hold.

2 When you hear the dial tone, dial "*98#"” followed by the number to which you
want to transfer the call. to operate the Intercom.

3 After you hear the ring signal or the second party answers it, hang up the phone.

European Three-Way Conference allows you to make three-way conference calls.
To do so:

1 When you are on the phone talking to someone, place the flash key to put the
caller on hold and get a dial tone.

2 Dial a phone number directly to make another call.

3 When the second call is answered, press the flash key and press “3” to create a
three-way conversation.
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4

5

Hang up the phone to drop the connection.

If you want to separate the activated three-way conference into two individual
connections (one is on-line, the other is on hold), press the flash key and press
\\2”.

11.5.3 USA Type Supplementary Services

128

This section describes how to use supplementary phone services with the USA
Type Call Service Mode. Commands for supplementary services are listed in the
table below.

After pressing the flash key, if you do not issue the sub-command before the
default sub-command timeout (2 seconds) expires or issue an invalid sub-
command, the current operation will be aborted.

Table 46 USA Type Flash Key Commands

SUB-
COMMAND COMMAND DESCRIPTION
Flash Put a current call on hold to place a second call. After the
second call is successful, press the flash key again to
have a three-way conference call.
Put a current call on hold to answer an incoming call.
Flash *98# Transfer the call to another phone.

USA Call Hold allows you to put a call (A) on hold by pressing the flash key.

If you have another call, press the flash key to switch back and forth between
caller A and B by putting either one on hold.

If you hang up the phone but a caller is still on hold, there will be a remind ring.

USA Call Waiting allows you to place a call on hold while you answer another
incoming call on the same telephone (directory) number.

If there is a second call to your telephone number, you will hear a call waiting
tone.

Press the flash key to put the first call on hold and answer the second call.

USA Call Transfer allows you to transfer an incoming call (that you have
answered) to another phone. To do so:

Press the flash key to put the caller on hold.

When you hear the dial tone, dial "*98#" followed by the number to which you
want to transfer the call. to operate the Intercom.
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3 After you hear the ring signal or the second party answers it, hang up the phone.

USA Three-Way Conference allows you to make three-way conference calls. To
do so:

1 When you are making a call, press the flash key to put the call on hold and get a
dial tone.

2 Dial a phone number to make a second call.

3 When the second call is answered, press the flash key to create a three-way
conversation.

4 If you want to separate the three-way conference into two individual calls (one call
is online, the other is on hold), press the flash key. The first call is online and the
second call is on hold. Pressing the flash key again will recreate the three-way
conversation. The next time you press the flash key, the second call is online and
the first call is on hold.

5 Hang up the phone to drop the connection.
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12.1

12.1.1

12.1.2

The Phone Book Screens

Overview

The VOICE > Phone Book screens allow you to configure the WiMAX Modem's
phone book for making VolP calls.

What You Can Do in This Chapter
e The Incoming Call Policy screen (Section 12.2 on page 132) lets you maintain
rules for handling incoming calls. You can block, redirect, or accept them.

e The Speed Dial screen (Section 12.3 on page 134) lets you add, edit, or
remove speed-dial entries.

What You Need to Know

The following terms and concepts may help as you read through this chapter.

Speed Dial and Peer-to-Peer Calling

Speed dial provides shortcuts for dialing frequently used (VolP) phone numbers. It
is also required if you want to make peer-to-peer calls.

In peer-to-peer calls, you call another VolIP device directly without going through a
SIP server. In the WiMAX Modem, you must set up a speed dial entry in the phone
book in order to do this. Select Non-Proxy (Use IP or URL) in the Type column
and enter the callee’s IP address or domain name. The WiMAX Modem sends SIP

INVITE requests to the peer VolP device when you use the speed dial entry.

You do not need to configure a SIP account in order to make a peer-to-peer VolP
call.
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12.2 Incoming Call Policy

Click VOICE = Phone Book = Incoming Call Policy to maintain rules for
handling incoming calls. You can block, redirect, or accept them.

Figure 57 VOICE > Phone Book > Incoming Call Policy

Advanced Setup
# Activate

1
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The following table describes the labels in this screen.

Table 47 VOICE > Phone Book > Incoming Call Policy

LABEL

DESCRIPTION

Table Number

Select the call-forwarding table you want to see in this screen. If you
change this field, the screen automatically refreshes.

Forward to Number Setup

Unconditional
Forward to
Number

Select this if you want the WiMAX Modem to forward all incoming calls
to the specified phone number, regardless of other rules in the
Forward to Number section. Specify the phone number in the field on
the right.

Busy Forward to
Number

Select this if you want the WiMAX Modem to forward incoming calls to

the specified phone number if the phone port is busy. Specify the phone
number in the field on the right. If you have call waiting, the incoming

call is forwarded to the specified phone number if you reject or ignore

the second incoming call.
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Table 47 VOICE > Phone Book > Incoming Call Policy

LABEL DESCRIPTION

No Answer Select this if you want the WiMAX Modem to forward incoming calls to
Forward to the specified phone number if the call is unanswered. (See No Answer
Number Waiting Time.) Specify the phone number in the field on the right.
No Answer This field is used by the No Answer Forward to Number feature and
Waiting Time No Answer conditions below.

Enter the number of seconds the WiIMAX Modem should wait for you to
answer an incoming call before it considers the call is unanswered.

Advanced Setup

#

The number of the item in this list.

Activate Select this to enable this rule. Clear this to disable this rule.
Incoming Call Enter the phone number to which this rule applies.
Number
Forward to Enter the phone number to which you want to forward incoming calls
Number from the Incoming Call Number. You may leave this field blank,
depending on the Condition.
Condition Select the situations in which you want to forward incoming calls from
the Incoming Call Number, or select an alternative action.
e Unconditional - The WiIMAX Modem immediately forwards any calls
from the Incoming Call Number to the Forward to Number.
e Busy - The WiMAX Modem forwards any calls from the Incoming
Call Number to the Forward to Number when your SIP account
already has a call connected.
e No Answer - The WIMAX Modem forwards any calls from the
Incoming Call Number to the Forward to Number when the call
is unanswered. (See No Answer Waiting Time.)
e Block - The WiMAX Modem rejects calls from the Incoming Call
Number.
e Accept - The WiIMAX Modem allows calls from the Incoming Call
Number. You might create a rule with this condition if you do not
want incoming calls from someone to be forwarded by rules in the
Forward to Number section.
Apply Click to save your changes.
Reset Click to restore your previously saved settings.

Note: The WIMAX Modem checks the Advanced rules first before checking the
Forward to Number rules. All rules are checked in order from top to bottom.
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12.3 Speed Dial

Click VOICE = Phone Book > Speed Dial to add, edit, or remove speed-dial
entries.

You must create speed-dial entries if you want to make peer-to-peer calls or call
SIP numbers that use letters. You can also create speed-dial entries for
frequently-used SIP phone numbers.

Figure 58 VOICE > Phone Book > Speed Dial
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The following table describes the icons in this screen.

Table 48 Advanced> LAN Configuration > IP Static Route
ICON DESCRIPTION
ﬁ Delete

Click to delete this item.

The following table describes the labels in this screen.

Table 49 VOICE > Phone Book > Speed Dial

LABEL DESCRIPTION

Speed Dial Select the speed-dial number you want to use for this phone number.

Number Enter the SIP number you want the WiMAX Modem to call when you dial
the speed-dial number.
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Table 49 VOICE > Phone Book > Speed Dial

LABEL DESCRIPTION

Name Enter a name to identify the party you call when you dial the speed-dial
number. You can use up to 127 printable ASCII characters.

Type Select Use Proxy if you want to use one of your SIP accounts to call
this phone number.
Select Non-Proxy (Use IP or URL) if you want to use a different SIP
server or if you want to make a peer-to-peer call. In this case, enter the
IP address or domain name of the SIP server or the other party in the
field below.

Add Click to add the new number to the list below.

# This is a list of speed dial numbers.

Number This is the SIP number the WiMAX Modem calls when you use this speed
dial number.

Name This is the name of the party associated with this speed-dial number.
Type This indicates whether this speed dial number uses a proxy or not when
placing a call to the phone number associated with it.

Destination This indicates if the speed-dial entry uses one of your SIP accounts or
uses the IP address or domain name of the SIP server.
Action Click the Delete icon to erase this speed-dial entry.
Apply Click to save your changes.
Clear All Click to clear all fields on the screen and begin anew.
User's Guide
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The Certificates Screens

13.1 Overview

Use the TOOLS > Certificates screens to manage public key certificates on the
WIMAX Modem.

The WiMAX Modem can use public key certificates (also sometimes called “digital
IDs"”) to authenticate users. Certificates are based on public-private key pairs. A
certificate contains the certificate owner’s identity and public key. Certificates
provide a way to exchange public keys for use in authentication.

Public key certificates are used by web browsers to ensure that a secure web site
is legitimate. When a certificate authority such as VeriSign, Comodo, or Network
Solutions (to name a few) receives a certificate request from a website operator,
they confirm that the web domain and contact information in the request match
those on public record with a domain name registrar. If they match, then the
certificate is issued to the website operator, who then places it on his site to be
issued to all visiting web browsers to let them know that the site is legitimate.

13.1.1 What You Can Do in This Chapter

e The My Certificates screen (Section 13.2 on page 138) lets you generate and
export self-signed certificates or certification requests and import the WiMAX
Modem’s CA-signed certificates.

e The Trusted CAs screen (Section 13.3 on page 147) lets you display a
summary list of certificates of the certification authorities that you have set the
WIMAX Modem to accept as trusted.

13.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

Certificate Authorities

A Certification Authority (CA) issues certificates and guarantees the identity of
each certificate owner. There are commercial certification authorities like
CyberTrust or VeriSign and government certification authorities. You can use the
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WIMAX Modem to generate certification requests that contain identifying

information and public keys and then send the certification requests to a

certification authority.

13.2 My Certificates

Click TOOLS = Certificates > My Certificates to access this screen. Use this
screen to generate and export self-signed certificates or certification requests and

import the WiIMAX Modem’s CA-signed certificates.

Figure 59 TOOLS > Certificates > My Certificates
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The following table describes the icons in this screen.
Table 50 TOOLS > Certificates > My Certificates
ICON DESCRIPTION
EA} Edit
Click to edit this item.
% Import
Click to import an item.
ﬁ' Delete
Click to delete this item.
The following table describes the labels in this screen.
Table 51 TOOLS > Certificates > My Certificates
LABEL DESCRIPTION
PKI Storage This bar displays the percentage of the WiMAX Modem'’s PKI storage
Space in Use space that is currently in use. When the storage space is almost full,

adding more certificates.

you should consider deleting expired or unnecessary certificates before

H The number of the item in this list.

Name This field displays the name used to identify this certificate. It is
recommended that you give each certificate a unique name.
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Table 51

TOOLS > Certificates > My Certificates (continued)

LABEL

DESCRIPTION

Type

This field displays what kind of certificate this is.

REQ represents a certification request and is not yet a valid certificate.
Send a certification request to a certification authority, which then
issues a certificate. Use the My Certificate Import screen to import
the certificate and replace the request.

SELF represents a self-signed certificate.

*SELF represents the default self-signed certificate which signs the
imported remote host certificates.

CERT represents a certificate issued by a certification authority.

Subject

This field displays identifying information about the certificate’s owner,
such as CN (Common Name), OU (Organizational Unit or department),
O (Organization or company) and C (Country). It is recommended that
each certificate have unique subject information.

Issuer

This field displays identifying information about the certificate’s issuing
certification authority, such as a common name, organizational unit or
department, organization or company and country. With self-signed
certificates, this is the same information as in the Subject field.

Valid From

This field displays the date that the certificate becomes applicable.

Valid To

This field displays the date that the certificate expires. The text displays
in red and includes an Expired! message if the certificate has expired.

Action

Click the Edit icon to open a screen with an in-depth list of information
about the certificate.

Click the Export icon to save a copy of the certificate without its private
key. Browse to the location you want to use and click Save.

Click the Delete icon to remove a certificate. A window displays asking
you to confirm that you want to delete the certificate. Subsequent
certificates move up by one when you take this action.

The WiIMAX Modem keeps all of your certificates unless you specifically
delete them. Uploading new firmware or default configuration file does
not delete your certificates.

You cannot delete certificates that any of the WiMAX Modem’s features
are configured to use.

Import

Click to a certificate into the WiMAX Modem.

Create

Click to go to the screen where you can have the WiMAX Modem
generate a certificate or a certification request.

Refresh

Click to display the current validity status of the certificates.
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13.2.1 My Certificates Create

Click TOOLS = Certificates > My Certificates and then the Create icon to open
the My Certificates Create screen. Use this screen to have the WiMAX Modem
create a self-signed certificate, enroll a certificate with a certification authority or
generate a certification request.

Figure 60 TOOLS > Certificates > My Certificates > Create
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" Create a certification request and enroll for a certificate immediately online

Request Authentication

Cancel |

The following table describes the labels in this screen.

Table 52 TOOLS > Certificates > My Certificates > Create

LABEL

DESCRIPTION

Certificate Name

Type a name to identify this certificate. You can use up to 31
alphanumeric and ;'—!'@#%$%"~&()_+[1{}'..=- characters.

Subject
Information

Use these fields to record information that identifies the owner of
the certificate. You do not have to fill in every field, although the
Common Name is mandatory. The certification authority may add
fields (such as a serial number) to the subject information when it
issues a certificate. It is recommended that each certificate have
unique subject information.
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Table 52 TOOLS > Certificates > My Certificates > Create

LABEL

DESCRIPTION

Common Name

Select a radio button to identify the certificate’s owner by IP
address, domain name or e-mail address. Type the IP address (in
dotted decimal notation), domain name or e-mail address in the
field provided. The domain name or e-mail address is for
identification purposes only and can be any string.

A domain name can be up to 255 characters. You can use
alphanumeric characters, the hyphen and periods.

An e-mail address can be up to 63 characters. You can use
alphanumeric characters, the hyphen, the @ symbol, periods and
the underscore.

Organizational Unit

Identify the organizational unit or department to which the
certificate owner belongs. You can use up to 63 characters. You can
use alphanumeric characters, the hyphen and the underscore.

Organization

Identify the company or group to which the certificate owner
belongs. You can use up to 63 characters. You can use alphanumeric
characters, the hyphen and the underscore.

Country Identify the state in which the certificate owner is located. You can
use up to 31 characters. You can use alphanumeric characters, the
hyphen and the underscore.

Key Length Select a number from the drop-down list box to determine how

many bits the key should use (512 to 2048). The longer the key, the
more secure it is. A longer key also uses more PKI storage space.

Enrollment Options

These radio buttons deal with how and when the certificate is to be
generated.

Create a self-
signed certificate

Select Create a self-signed certificate to have the WiMAX Modem
generate the certificate and act as the Certification Authority (CA)
itself. This way you do not need to apply to a certification authority
for certificates.

Create a
certification
request and save it
locally for later
manual enroliment

Select Create a certification request and save it locally for
later manual enrollment to have the WiMAX Modem generate and
store a request for a certificate. Use the My Certificate Details
screen to view the certification request and copy it to send to the
certification authority.

Copy the certification request from the My Certificate Details
screen and then send it to the certification authority.

Create a
certification
request and enroll
for a certificate
immediately online

Select Create a certification request and enroll for a
certificate immediately online to have the WiMAX Modem
generate a request for a certificate and apply to a certification
authority for a certificate.

You must have the certification authority’s certificate already
imported in the Trusted CAs screen.

When you select this option, you must select the certification
authority’s enrollment protocol and the certification authority’s
certificate from the drop-down list boxes and enter the certification
authority’s server address. You also need to fill in the Reference
Number and Key if the certification authority requires them.
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Table 52 TOOLS > Certificates > My Certificates > Create

LABEL DESCRIPTION
Enrollment This field applies when you select Create a certification request
Protocol and enroll for a certificate immediately online. Select the

certification authority’s enrollment protocol from the drop-down list
box.

Simple Certificate Enrollment Protocol (SCEP) is a TCP-based
enrollment protocol that was developed by VeriSign and Cisco.

Certificate Management Protocol (CMP) is a TCP-based
enrollment protocol that was developed by the Public Key
Infrastructure X.509 working group of the Internet Engineering Task
Force (IETF) and is specified in RFC 2510.

CA Server Address

This field applies when you select Create a certification request
and enroll for a certificate immediately online. Enter the IP
address (or URL) of the certification authority server.

For a URL, you can use up to 511 of the following characters. a-zA-
Z0-9'Q)+,/:.=?;1*"#@%$_%-

CA Certificate

This field applies when you select Create a certification request
and enroll for a certificate immediately online. Select the
certification authority’s certificate from the CA Certificate drop-
down list box.

You must have the certification authority’s certificate already
imported in the Trusted CAs screen. Click Trusted CAs to go to
the Trusted CAs screen where you can view (and manage) the
WIMAX Modem's list of certificates of trusted certification
authorities.

Request
Authentication

When you select Create a certification request and enroll for a
certificate immediately online, the certification authority may
want you to include a reference number and key to identify you
when you send a certification request.

Fill in both the Reference Number and the Key fields if your
certification authority uses CMP enrollment protocol. Just the Key
field displays if your certification authority uses the SCEP enroliment
protocol.

For the reference number, use 0 to 99999999.

For the key, use up to 31 of the following characters. a-zA-Z0-
9;| " —1@#3$%N&*()_+\{}':,./<>=-

Apply

Click to save your changes.

Cancel

Click to return to the previous screen without saving your changes.
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If you configured the My Certificate Create screen to have the WiMAX Modem
enroll a certificate and the certificate enrollment is not successful, you see a
screen with a Return button that takes you back to the My Certificate Create
screen. Click Return and check your information in the My Certificate Create
screen. Make sure that the certification authority information is correct and that
your Internet connection is working properly if you want the WiMAX Modem to
enroll a certificate online.
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13.2.2 My Certificate Edit

Click TOOLS = Certificates > My Certificates then the Edit icon to access this
screen. Use this screen to view in-depth certificate information and change the
certificate’s name.

Figure 61 TOOLS > Certificates > My Certificates > Edit
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The following table describes the labels in this screen.

Table 53 TOOLS > Certificates > My Certificates > Edit

LABEL DESCRIPTION

Name This field displays the identifying name of this certificate. You can use
up to 31 alphanumeric and ;'~!@#%$%~&()_+[{}’,.=- characters.

Property Select Default self-signed certificate which signs the imported

remote host certificates to use this certificate to sign the remote
host certificates you upload in the TOOLS > Certificates > Trusted
CAs screen.
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Table 53 TOOLS > Certificates > My Certificates > Edit

LABEL

DESCRIPTION

Certification Path

This field displays for a certificate, not a certification request.

Click the Refresh button to have this read-only text box display the
hierarchy of certification authorities that validate the certificate (and
the certificate itself).

If the issuing certification authority is one that you have imported as
a trusted certification authority, it may be the only certification
authority in the list (along with the certificate itself). If the certificate
is a self-signed certificate, the certificate itself is the only one in the
list. The WIMAX Modem does not trust the certificate and displays
“Not trusted” in this field if any certificate on the path has expired or
been revoked.

Refresh

Click to display the certification path.

Certification Information

Type

This field displays general information about the certificate. CA-signed
means that a Certification Authority signed the certificate. Self-signed
means that the certificate’s owner signed the certificate (not a
certification authority). “X.509” means that this certificate was
created and signed according to the ITU-T X.509 recommendation
that defines the formats for public-key certificates.

Version

This field displays the X.509 version number.

Serial Number

This field displays the certificate’s identification number given by the
certification authority or generated by the WiMAX Modem.

Subject

This field displays information that identifies the owner of the
certificate, such as Common Name (CN), Organizational Unit (OU),
Organization (O) and Country (C).

Issuer

This field displays identifying information about the certificate’s
issuing certification authority, such as Common Name, Organizational
Unit, Organization and Country.

With self-signed certificates, this is the same as the Subject Name
field.

“none” displays for a certification request.

Signature
Algorithm

This field displays the type of algorithm that was used to sign the
certificate. The WiMAX Modem uses rsa-pkcsl-shal (RSA public-
private key encryption algorithm and the SHA1 hash algorithm).
Some certification authorities may use rsa-pkcsl-md5 (RSA public-
private key encryption algorithm and the MD5 hash algorithm).

Valid From

This field displays the date that the certificate becomes applicable.
“none” displays for a certification request.

Valid To

This field displays the date that the certificate expires. The text
displays in red and includes an Expired! message if the certificate has
expired. “none” displays for a certification request.

Key Algorithm

This field displays the type of algorithm that was used to generate the
certificate’s key pair (the WiMAX Modem uses RSA encryption) and
the length of the key set in bits (1024 bits for example).

Subject

Alternative Name

This field displays the certificate owner's IP address (IP), domain
name (DNS) or e-mail address (EMAIL).
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Table 53 TOOLS > Certificates > My Certificates > Edit

LABEL

DESCRIPTION

Key Usage

This field displays for what functions the certificate’s key can be used.
For example, “DigitalSignature” means that the key can be used to
sign certificates and “KeyEncipherment” means that the key can be
used to encrypt text.

Basic Constraint

This field displays general information about the certificate. For
example, Subject Type=CA means that this is a certification
authority’s certificate and “Path Length Constraint=1" means that
there can only be one certification authority in the certificate’s path.
This field does not display for a certification request.

MD5 Fingerprint

This is the certificate’s message digest that the WiMAX Modem
calculated using the MD5 algorithm.

SHA1 Fingerprint

This is the certificate’s message digest that the WiMAX Modem
calculated using the SHA1 algorithm.

Certificate in PEM
(Base-64)
Encoded Format

This read-only text box displays the certificate or certification request
in Privacy Enhanced Mail (PEM) format. PEM uses lowercase letters,
uppercase letters and numerals to convert the binary certificate into a
printable form.

You can copy and paste a certification request into a certification
authority’s web page, an e-mail that you send to the certification
authority or a text editor and save the file on a management
computer for later manual enroliment.

You can copy and paste a certificate into an e-mail to send to friends
or colleagues or you can copy and paste a certificate into a text editor
and save the file on a management computer for later distribution
(via floppy disk for example).

Apply

Click to save your changes.

Cancel

Click to return to the previous screen without saving your changes.
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13.2.3 My Certificate Import

Click TOOLS = Certificates > My Certificates > Import to access this screen.
Use this screen to import a certificate that matches a corresponding certification
request that was generated by the WiMAX Modem. You must remove any spaces
from the certificate’s filename before you can import it.

Figure 62 TOOLS > Certificates > My Certificates > Import
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The following table describes the labels in this screen.

Table 54 TOOLS > Certificates > My Certificates > Import

LABEL | DESCRIPTION

File Path | Type in the location of the file you want to upload in this field or click Browse
to find it.

You cannot import a certificate with the same name as a certificate that is
already in the WiIMAX Modem.

Browse Click to find the certificate file you want to upload.

Apply Click to save your changes.

Cancel Click to return to the previous screen without saving your changes.
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13.3 Trusted CAs

Click TOOLS = Certificates > Trusted CAs access this screen. Use this screen
to display a summary list of certificates of the certification authorities that you
have set the WiMAX Modem to accept as trusted. The WiMAX Modem accepts any
valid certificate signed by a certification authority on this list as being trustworthy;
thus you do not need to import any certificate that is signed by one of these

certification authorities.

Figure 63 TOOLS > Certificates > Trusted CAs
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The following table describes the icons in this screen.
Table 55 TOOLS > Certificates > Trusted CAs
ICON DESCRIPTION
EA} Edit
Click to edit this item.
% Export
Click to export an item.
ﬁ Delete
Click to delete this item.
The following table describes the labels in this screen.
Table 56 TOOLS > Certificates > Trusted CAs
LABEL DESCRIPTION
PKI Storage This bar displays the percentage of the WiMAX Modem'’s PKI storage
Space in Use space that is currently in use. When the storage space is almost full,

adding more certificates.

you should consider deleting expired or unnecessary certificates before

H The number of the item in this list.
Name This field displays the name used to identify this certificate.
Subject This field displays identifying information about the certificate’s owner,

such as CN (Common Name), OU (Organizational Unit or department),
O (Organization or company) and C (Country). It is recommended that
each certificate have unique subject information.
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Table 56 TOOLS > Certificates > Trusted CAs (continued)

LABEL

DESCRIPTION

Issuer

This field displays identifying information about the certificate’s issuing
certification authority, such as a common name, organizational unit or
department, organization or company and country. With self-signed
certificates, this is the same information as in the Subject field.

Valid From

This field displays the date that the certificate becomes applicable. The
text displays in red and includes a Not Yet Valid! message if the
certificate has not yet become applicable.

Valid To

This field displays the date that the certificate expires. The text displays
in red and includes an Expiring! or Expired! message if the certificate is
about to expire or has already expired.

CRL Issuer

This field displays Yes if the certification authority issues CRL
(Certificate Revocation Lists) for the certificates that it has issued and
you have selected the Check incoming certificates issued by this
CA against a CRL check box in the certificate’s details screen to have
the WiMAX Modem check the CRL before trusting any certificates issued
by the certification authority. Otherwise the field displays No.

Action

Click the Edit icon to open a screen with an in-depth list of information
about the certificate.

Use the Export icon to save the certificate to a computer. Click the icon
and then Save in the File Download screen. The Save As screen
opens, browse to the location that you want to use and click Save.

Click the Delete icon to remove the certificate. A window displays
asking you to confirm that you want to delete the certificate. Note that
subsequent certificates move up by one when you take this action.

Import

Click Import to open a screen where you can save the certificate of a
certification authority that you trust, from your computer to the WiMAX
Modem.

Refresh

Click this button to display the current validity status of the certificates.
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13.3.1 Trusted CA Edit

Click TOOLS = Certificates > Trusted CAs and then click the Edit icon to open
the Trusted CAs screen. Use this screen to view in-depth certificate information
and change the certificate’s name.

Figure 64 TOOLS > Certificates > Trusted CAs > Edit
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The following table describes the labels in this screen.

Table 57 TOOLS > Certificates > Trusted CAs > Edit

LABEL DESCRIPTION

Name This field displays the identifying name of this certificate. You can use
up to 31 alphanumeric and ;'~!@#$%"~&()_+[{}’..=- characters.

Property Select Default self-signed certificate which signs the imported

remote host certificates to use this certificate to sign the remote
host certificates you upload in the TOOLS > Certificates > Trusted
CAs screen.
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Table 57 TOOLS > Certificates > Trusted CAs > Edit (continued)

LABEL

DESCRIPTION

Certification Path

This field displays for a certificate, not a certification request.

Click the Refresh button to have this read-only text box display the
hierarchy of certification authorities that validate the certificate (and
the certificate itself).

If the issuing certification authority is one that you have imported as
a trusted certification authority, it may be the only certification
authority in the list (along with the certificate itself). If the certificate
is a self-signed certificate, the certificate itself is the only one in the
list. The WIMAX Modem does not trust the certificate and displays
“Not trusted” in this field if any certificate on the path has expired or
been revoked.

Refresh

Click Refresh to display the certification path.

Certification Information

Type

This field displays general information about the certificate. CA-signed
means that a Certification Authority signed the certificate. Self-signed
means that the certificate’s owner signed the certificate (not a
certification authority). “X.509” means that this certificate was
created and signed according to the ITU-T X.509 recommendation
that defines the formats for public-key certificates.

Version

This field displays the X.509 version number.

Serial Number

This field displays the certificate’s identification number given by the
certification authority or generated by the WiMAX Modem.

Subject

This field displays information that identifies the owner of the
certificate, such as Common Name (CN), Organizational Unit (OU),
Organization (O) and Country (C).

Issuer

This field displays identifying information about the certificate’s
issuing certification authority, such as Common Name, Organizational
Unit, Organization and Country.

With self-signed certificates, this is the same as the Subject Name
field.

“none” displays for a certification request.

Signature
Algorithm

This field displays the type of algorithm that was used to sign the
certificate. The WiMAX Modem uses rsa-pkcsl-shal (RSA public-
private key encryption algorithm and the SHA1 hash algorithm).
Some certification authorities may use rsa-pkcsl-md5 (RSA public-
private key encryption algorithm and the MD5 hash algorithm).

Valid From

This field displays the date that the certificate becomes applicable.
“none” displays for a certification request.

Valid To

This field displays the date that the certificate expires. The text
displays in red and includes an Expired! message if the certificate has
expired. “none” displays for a certification request.

Key Algorithm

This field displays the type of algorithm that was used to generate the
certificate’s key pair (the WiMAX Modem uses RSA encryption) and
the length of the key set in bits (1024 bits for example).

Subject

Alternative Name

This field displays the certificate owner's IP address (IP), domain
name (DNS) or e-mail address (EMAIL).
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Table 57 TOOLS > Certificates > Trusted CAs > Edit (continued)

LABEL

DESCRIPTION

Key Usage

This field displays for what functions the certificate’s key can be used.
For example, “DigitalSignature” means that the key can be used to
sign certificates and “KeyEncipherment” means that the key can be
used to encrypt text.

Basic Constraint

This field displays general information about the certificate. For
example, Subject Type=CA means that this is a certification
authority’s certificate and “Path Length Constraint=1" means that
there can only be one certification authority in the certificate’s path.
This field does not display for a certification request.

MD5 Fingerprint

This is the certificate’s message digest that the WiMAX Modem
calculated using the MD5 algorithm.

SHA1 Fingerprint

This is the certificate’s message digest that the WiMAX Modem
calculated using the SHA1 algorithm.

Certificate in PEM
(Base-64)
Encoded Format

This read-only text box displays the certificate or certification request
in Privacy Enhanced Mail (PEM) format. PEM uses lowercase letters,
uppercase letters and numerals to convert the binary certificate into a
printable form.

You can copy and paste a certification request into a certification
authority’s web page, an e-mail that you send to the certification
authority or a text editor and save the file on a management
computer for later manual enroliment.

You can copy and paste a certificate into an e-mail to send to friends
or colleagues or you can copy and paste a certificate into a text editor
and save the file on a management computer for later distribution
(via floppy disk for example).

Apply

Click to save your changes.

Cancel

Click to return to the previous screen without saving your changes.
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13.3.2 Trusted CA Import

Click TOOLS = Certificates > Trusted CAs and then click Import to open the
Trusted CA Import screen. Follow the instructions in this screen to save a
trusted certification authority’s certificate from a computer to the WiMAX Modem.
The WiIMAX Modem trusts any valid certificate signed by any of the imported
trusted CA certificates.

Note: You must remove any spaces from the certificate’s filename before you can
import the certificate.

Figure 65 TOOLS > Certificates > Trusted CAs > Import
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The following table describes the labels in this screen.

Table 58 TOOLS > Certificates > Trusted CAs Import

LABEL DESCRIPTION

File Path | Type in the location of the file you want to upload in this field or click Browse
to find it.

Choose... | Click to find the certificate file you want to upload.

Apply Click to save your changes.

Cancel Click to return to the previous screen without saving your changes.

13.4 Technical Reference

The following section contains additional technical information about the WiMAX
Modem features described in this chapter.
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13.4.1 Certificate Authorities

When using public-key cryptology for authentication, each host has two keys. One
key is public and can be made openly available. The other key is private and must
be kept secure.

These keys work like a handwritten signature (in fact, certificates are often
referred to as “digital signatures”). Only you can write your signature exactly as it
ought to look. When people know what your signature ought to look like, they can
verify whether something was signed by you, or by someone else. In the same
way, your private key “writes” your digital signature and your public key allows
people to verify whether data was signed by you, or by someone else. This
process works as follows.

1 Tim wants to send a message to Jenny. He needs her to be sure that it comes from
him, and that the message content has not been altered by anyone else along the
way. Tim generates a public key pair (one public key and one private key).

2 Tim keeps the private key and makes the public key openly available. This means
that anyone who receives a message seeming to come from Tim can read it and
verify whether it is really from him or not.

3 Tim uses his private key to sign the message and sends it to Jenny.

4 Jenny receives the message and uses Tim's public key to verify it. Jenny knows
that the message is from Tim, and she knows that although other people may
have been able to read the message, no-one can have altered it (because they
cannot re-sign the message with Tim's private key).

5 Additionally, Jenny uses her own private key to sign a message and Tim uses
Jenny'’s public key to verify the message.

The WiIMAX Modem uses certificates based on public-key cryptology to
authenticate users attempting to establish a connection, not to encrypt the data
that you send after establishing a connection. The method used to secure the data
that you send through an established connection depends on the type of
connection. For example, a VPN tunnel might use the triple DES encryption
algorithm.

The certification authority uses its private key to sign certificates. Anyone can then
use the certification authority’s public key to verify the certificates.

A certification path is the hierarchy of certification authority certificates that
validate a certificate. The WiMAX Modem does not trust a certificate if any
certificate on its path has expired or been revoked.
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13.4.1.1

Certification authorities maintain directory servers with databases of valid and
revoked certificates. A directory of certificates that have been revoked before the
scheduled expiration is called a CRL (Certificate Revocation List). The WiMAX
Modem can check a peer’s certificate against a directory server’s list of revoked
certificates. The framework of servers, software, procedures and policies that
handles keys is called PKI (public-key infrastructure).

Advantages of Certificates

Certificates offer the following benefits.

e The WiMAX Modem only has to store the certificates of the certification
authorities that you decide to trust, no matter how many devices you need to
authenticate.

e Key distribution is simple and very secure since you can freely distribute public
keys and you never need to transmit private keys.

13.4.1.2 Self-signed Certificates

You can have the WiMAX Modem act as a certification authority and sign its own
certificates.

13.4.1.3 Factory Default Certificate

The WIMAX Modem generates its own unique self-signed certificate when you first
turn it on. This certificate is referred to in the GUI as the factory default
certificate.

13.4.1.4 Certificate File Formats

Any certificate that you want to import has to be in one of these file formats:

e Binary X.509: This is an ITU-T recommendation that defines the formats for
X.509 certificates.

e PEM (Base-64) encoded X.509: This Privacy Enhanced Mail format uses
lowercase letters, uppercase letters and numerals to convert a binary X.509
certificate into a printable form.

e Binary PKCS#7: This is a standard that defines the general syntax for data
(including digital signatures) that may be encrypted. A PKCS #7 file is used to
transfer a public key certificate. The private key is not included. The WiMAX
Modem currently allows the importation of a PKS#7 file that contains a single
certificate.

e PEM (Base-64) encoded PKCS#7: This Privacy Enhanced Mail (PEM) format uses
lowercase letters, uppercase letters and numerals to convert a binary PKCS#7
certificate into a printable form.

Note: Be careful to not convert a binary file to text during the transfer process. It is
easy for this to occur since many programs use text files by default.
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13.4.2 Verifying a Certificate

Before you import a certificate into the WiMAX Modem, you should verify that you
have the correct certificate. This is especially true of trusted certificates since the
WIMAX Modem also trusts any valid certificate signed by any of the imported
trusted certificates.

13.4.2.1 Checking the Fingerprint of a Certificate on Your Computer

A certificate’s fingerprints are message digests calculated using the MD5 or SHA1
algorithms. The following procedure describes how to check a certificate’s
fingerprint to verify that you have the actual certificate.

1 Browse to where you have the certificate saved on your computer.

2 Make sure that the certificate has a “.cer” or “.crt” file name extension. (On some
Linux distributions, the file extension may be “.der".)

Figure 66 Remote Host Certificates
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3 Double-click the certificate’s icon to open the Certificate window. Click the
Details tab and scroll down to the Thumbprint Algorithm and Thumbprint

fields.
Figure 67 Certificate Details
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4 Use a secure method to verify that the certificate owner has the same information
in the Thumbprint Algorithm and Thumbprint fields. The secure method may
very based on your situation. Possible examples would be over the telephone or

through an HTTPS connection.
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14.1 Overview

Use the TOOLS = Firewall screens to manage WiMAX Modem'’s firewall security
measures.

Originally, the term firewall referred to a construction technique designed to
prevent the spread of fire from one room to another. The networking term
"firewall" is a system or group of systems that enforces an access-control policy
between two networks. It may also be defined as a mechanism used to protect a
trusted network from an untrusted network. Of course, firewalls cannot solve
every security problem.

A firewall is one of the mechanisms used to establish a network security perimeter
in support of a network security policy. It should never be the only mechanism or
method employed. For a firewall to guard effectively, you must design and deploy
it appropriately. This requires integrating the firewall into a broad information-
security policy. In addition, specific policies must be implemented within the
firewall itself.

14.1.1 What You Can Do in This Chapter

e The General screen (Section 14.2 on page 158) lets you configure the basic
settings for your firewall.

e The Services screen (Section 14.3 on page 161) lets you enable service
blocking, set up the date and time service blocking is effective, and to maintain
the list of services you want to block.

14.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

About the WiMAX Modem Firewall

The WiIMAX Modem firewall is a stateful inspection firewall and is designed to
protect against Denial of Service attacks when activated. The WiMAX Modem's
purpose is to allow a private Local Area Network (LAN) to be securely connected to
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the Internet. The WiMAX Modem can be used to prevent theft, destruction and
modification of data, as well as log events, which may be important to the security
of your network.

The WIMAX Modem is installed between the LAN and a WiMAX base station
connecting to the Internet. This allows it to act as a secure gateway for all data
passing between the Internet and the LAN.

The WiMAX Modem has one Ethernet (LAN) port. The LAN (Local Area Network)
port attaches to a network of computers, which needs security from the outside
world. These computers will have access to Internet services such as e-mail, FTP
and the World Wide Web. However, “inbound access” is not allowed (by default)
unless the remote host is authorized to use a specific service.

14.2 Firewall Setting

This section describes firewalls and the built-in WiMAX Modem'’s firewall features.

14.2.1 Firewall Rule Directions

158

Figure 68 Firewall Rule Directions

LAN  —»  WAN

) F

LAN-to-WAN rules are local network to Internet firewall rules. The default is to
forward all traffic from your local network to the Internet.

You can block certain LAN-to-WAN traffic in the Services screen (click the
Services tab). All services displayed in the Blocked Services list box are LAN-
to-WAN firewall rules that block those services originating from the LAN.

Blocked LAN-to-WAN packets are considered alerts. Alerts are “higher priority
logs” that include system errors, attacks and attempted access to blocked web
sites. Alerts appear in red in the View Log screen. You may choose to have alerts
e-mailed immediately in the Log Settings screen.
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LAN-to-LAN/WiIMAX Modem means the LAN to the WiMAX Modem LAN interface.
This is always allowed, as this is how you manage the WiMAX Modem from your
local computer.

WAN-to-LAN rules are Internet to your local network firewall rules. The default is
to block all traffic from the Internet to your local network.

How can you forward certain WAN to LAN traffic? You may allow traffic originating
from the WAN to be forwarded to the LAN by:

e Configuring NAT port forwarding rules.

e Configuring WAN or LAN & WAN access for services in the Remote MGMT
screens or SMT menus. When you allow remote management from the WAN,
you are actually configuring WAN-to-WAN/WiIMAX Modem firewall rules. WAN-
to-WAN/WIMAX Modem firewall rules are Internet to the WiMAX Modem WAN
interface firewall rules. The default is to block all such traffic. When you decide
what WAN-to-LAN packets to log, you are in fact deciding what WAN-to-LAN
and WAN-to-WAN/WiIMAX Modem packets to log.

Forwarded WAN-to-LAN packets are not considered alerts.

14.2.2 Triangle Route

When the firewall is on, your WiIMAX Modem acts as a secure gateway between
your LAN and the Internet. In an ideal network topology, all incoming and
outgoing network traffic passes through the WiMAX Modem to protect your LAN
against attacks.

Figure 69 Ideal Firewall Setup
LAN
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14.2.3 Firewall Setting Options

Click TOOLS = Firewall = Firewall Setting to configure the basic settings for

your firewall.

Figure 70 TOOLS > Firewall > General
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The following table describes the labels in this screen.

Table 59 TOOLS > Firewall > General

LABEL

DESCRIPTION

Enable Firewall

Select this to activate the firewall. The WiMAX Modem controls access
and protects against Denial of Service (DoS) attacks when the firewall
is activated.

Bypass Triangle
Route

Select this if you want to let some traffic from the WAN go directly to a
computer in the LAN without passing through the WiMAX Modem.

Max NAT/
Firewall Session
Per User

Select the maximum number of NAT rules and firewall rules the WiMAX
Modem enforces at one time. The WiMAX Modem automatically
allocates memory for the maximum number of rules, regardless of
whether or not there is a rule to enforce. This is the same number you
enter in ADVANCED = NAT Configuration > General.

Packet Direction

Log

Select the situations in which you want to create log entries for firewall
events.

No Log - do not create any log entries

Log Blocked - (LAN to WAN only) create log entries when packets are
blocked

Log Forwarded - (WAN to LAN only) create log entries when packets
are forwarded

Log All - create log entries for every packet

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.
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14.3 Services

Click TOOLS = Firewall = Services to enable service blocking, set up the date
and time service blocking is effective, and to maintain the list of services you want

to block.

Figure 71 TOOLS > Firewall > Services
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The following table describes the labels in this screen.

Table 60 TOOLS > Firewall > Services

LABEL

DESCRIPTION

Service Setup

Enable Services

Select this to activate service blocking. The Schedule to Block section

Blocking controls what days and what times service blocking is actually effective,
however.

Available This is a list of pre-defined services (destination ports) you may prohibit

Services your LAN computers from using. Select the port you want to block, and

click Add to add the port to the Blocked Services field.

A custom port is a service that is not available in the pre-defined
Available Services list. You must define it using the Type and Port
Number fields.
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Table 60 TOOLS > Firewall > Services (continued)

LABEL DESCRIPTION

Blocked This is a list of services (ports) that are inaccessible to computers on

Services your LAN when service blocking is effective. To remove a service from
this list, select the service, and click Delete.

Type Select TCP or UDP, based on which one the custom port uses.

Port Number

Enter the range of port numbers that defines the service. For example,
suppose you want to define the Gnutella service. Select TCP type and
enter a port range of 6345-6349.

Add Click this to add the selected service in Available Services to the
Blocked Services list.

Delete Select a service in the Blocked Services, and click this to remove the
service from the list.

Clear All Click this to remove all the services in the Blocked Services list.

Schedule to Block

Day to Block

Select which days of the week you want the service blocking to be
effective.

Time of Day to
Block

Select what time each day you want service blocking to be effective.
Enter times in 24-hour format; for example, 3:00pm should be entered
as 15:00.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.

14.4 Technical Reference

The following section contains additional technical information about the WiMAX
Modem features described in this chapter.

14.4.1 Stateful Inspection Firewall.

162

Stateful inspection firewalls restrict access by screening data packets against
defined access rules. They make access control decisions based on IP address and
protocol. They also "inspect” the session data to assure the integrity of the
connection and to adapt to dynamic protocols. These firewalls generally provide
the best speed and transparency; however, they may lack the granular application
level access control or caching that some proxies support. Firewalls, of one type or
another, have become an integral part of standard security solutions for
enterprises.
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14.4.2 Guidelines For Enhancing Security With Your Firewall

1 Change the default password via web configurator.
2 Think about access control before you connect to the network in any way.
3 Limit who can access your router.

4 Don't enable any local service (such as Telnet or FTP) that you don't use. Any
enabled service could present a potential security risk. A determined hacker might
be able to find creative ways to misuse the enabled services to access the firewall
or the network.

5 For local services that are enabled, protect against misuse. Protect by configuring
the services to communicate only with specific peers, and protect by configuring
rules to block packets for the services at specific interfaces.

6 Protect against IP spoofing by making sure the firewall is active.

7 Keep the firewall in a secured (locked) room.

14.4.3 The “Triangle Route” Problem

A traffic route is a path for sending or receiving data packets between two
Ethernet devices. You may have more than one connection to the Internet
(through one or more ISPs). If an alternate gateway is on the LAN (and its IP
address is in the same subnet as the WiMAX Modem'’s LAN IP address), the
“triangle route” (also called asymmetrical route) problem may occur. The steps
below describe the “triangle route” problem.

1 A computer on the LAN initiates a connection by sending out a SYN packet to a
receiving server on the WAN.

2 The WIMAX Modem reroutes the SYN packet through Gateway A on the LAN to the
WAN.

3 The reply from the WAN goes directly to the computer on the LAN without going
through the WiMAX Modem.
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As a result, the WIMAX Modem resets the connection, as the connection has not
been acknowledged.

Figure 72 “Triangle Route” Problem

WAN

14.4.3.1 Solving the “Triangle Route” Problem

164

If you have the WiMAX Modem allow triangle route sessions, traffic from the WAN
can go directly to a LAN computer without passing through the WiMAX Modem and
its firewall protection.

Another solution is to use IP alias. IP alias allows you to partition your network
into logical sections over the same Ethernet interface. Your WiMAX Modem
supports up to three logical LAN interfaces with the WiMAX Modem being the
gateway for each logical network.

It's like having multiple LAN networks that actually use the same physical cables
and ports. By putting your LAN and Gateway A in different subnets, all returning
network traffic must pass through the WiMAX Modem to your LAN. The following
steps describe such a scenario.

A computer on the LAN initiates a connection by sending a SYN packet to a
receiving server on the WAN.

The WIMAX Modem reroutes the packet to Gateway A, which is in Subnet 2.

The reply from the WAN goes to the WiMAX Modem.
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4 The WIMAX Modem then sends it to the computer on the LAN in Subnet 1.
Figure 73 |P Alias
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Content Filter

15.1 Overview

Use the TOOLS = Content Filter screens to create and enforce policies that
restrict access to the Internet based on content

Internet content filtering allows you to create and enforce Internet access policies
tailored to their needs. Content filtering is the ability to block certain web features
or specific URL keywords. The WIMAX Modem can block web features such as
ActiveX controls, Java applets, cookies and disable web proxies. The WiMAX
Modem also allows you to define time periods and days during which the WiMAX
Modem performs content filtering.

15.1.1 What You Can Do in This Chapter

e The Filter screen (Section 15.2 on page 168) lets you set up a trusted IP
address, which web features are restricted, and which keywords are blocked
when content filtering is effective.

e The Schedule screen (Section 15.3 on page 170) lets you schedule content
filtering.
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15.2 Filter

Click TOOLS = Content Filter > Filter to set up a trusted IP address, which web
features are restricted, and which keywords are blocked when content filtering is
effective.

Figure 74 TOOLS > Content Filter > Filter

Trusted IP Setup

A trusted computer has full access to all blocked resources. 0.0.0.0 means there is no trusted computer.
Trusted Computer IP Address: E!J".-O.U.rj-

Restrict Web Features
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Keyword Blocking

Enable URL Keywaord Blocking
Keyword: | i Add

Keyword List:

||5pam
|| wankle®%20rotary ¥e20engine

[ Delete ] [ Clear Al ]

Massage to display when a site is blocked
Denied Access Message:

[ Apply ] [ Reset
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The following table describes the labels in this screen.

Table 61 TOOLS > Content Filter > Filter

LABEL

DESCRIPTION

Trusted IP Setup

Trusted You can allow a specific computer to access all Internet resources
Computer IP without the restrictions you set in these screens. Enter the IP address of
Address the trusted computer.

Restrict Web Select the web features you want to disable. If a user downloads a page
Features with a restricted feature, that part of the web page appears blank or

grayed out.

ActiveX - This is a tool for building dynamic and active Web pages and
distributed object applications. When you visit an ActiveX Web site,
ActiveX controls are downloaded to your browser, where they remain in
case you Visit the site again.

Java - This is used to build downloadable Web components or Internet
and intranet business applications of all kinds.

Cookies - This is used by Web servers to track usage and to provide
service based on ID.

Web Proxy - This is a server that acts as an intermediary between a
user and the Internet to provide security, administrative control, and
caching service. When a proxy server is located on the WAN, it is
possible for LAN users to avoid content filtering restrictions.

Keyword Blocking

Enable URL Select this if you want the WiMAX Modem to block Web sites based on

Keyword words in the web site address. For example, if you block the keyword

Blocking bad, http://www.website.com/bad.html is blocked.

Keyword Type a keyword you want to block in this field. You can use up to 128
printable ASCII characters. There is no wildcard character, however.

Add Click this to add the specified Keyword to the Keyword List. You can
enter up to 128 keywords.

Keyword List This field displays the keywords that are blocked when Enable URL
Keyword Blocking is selected. To delete a keyword, select it, click
Delete, and click Apply.

Delete Click Delete to remove the selected keyword in the Keyword List. The
keyword disappears after you click Apply.

Clear All Click this button to remove all of the keywords in the Keyword List.

Denied Access

Enter the message that is displayed when the WiMAX Modem'’s content

Message filter feature blocks access to a web site.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.
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15.3 Schedule

Click TOOLS = Content Filter = Schedule to schedule content filtering.

Figure 75 TOOLS > Content Filter > Schedule
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The following table describes the labels in this screen.

Table 62 TOOLS > Content Filter > Schedule

LABEL

DESCRIPTION

Day to Block

Select which days of the week you want content filtering to be effective.

Time of Day to
Block

Select what time each day you want content filtering to be effective.
Enter times in 24-hour format; for example, 3:00pm should be entered
as 15:00.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.
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The Remote Management
Screens

16.1 Overview

Use the TOOLS > Remote Management screens to control which computers can
use which services to access the WiMAX Modem on each interface.

Remote management allows you to determine which services/protocols can access
which WiIMAX Modem interface (if any) from which computers.

You may manage your WiMAX Modem from a remote location via:

Table 63 Remote Management
e Internet (WAN only) e ALL (LAN and WAN)

e LAN only ¢ Neither (Disable).

To disable remote management of a service, select Disable in the corresponding
Server Access field.

You may only have one remote management session running at a time. The
WIMAX Modem automatically disconnects a remote management session of lower
priority when another remote management session of higher priority starts. The
priorities for the different types of remote management sessions are as follows.

1 Telnet

2 HTTP

16.1.1 What You Can Do in This Chapter
e The WWW screen (Section 16.2 on page 173) lets you control HTTP access to
your WiMAX Modem.

e The Telnet screen (Section 16.3 on page 174) lets you control Telnet access to
your WiMAX Modem.

e The FTP screen (Section 16.4 on page 174) lets you control FTP access to your
WIMAX Modem.
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e The SNMP screen (Section 16.5 on page 175) lets you control SNMP access to
your WiMAX Modem.

e The DNS screen (Section 16.6 on page 178) lets you control DNS access to your
WIMAX Modem.

e The Security screen (Section 16.7 on page 179) lets you control how your
WIMAX Modem responds to other types of requests.

¢ The CWMP-TROG69 screen (Section 16.8 on page 180) lets you configure the
WiIMAX Modem'’s auto-configuration and dynamic service configuration options.

16.1.2 What You Need to Know

172

The following terms and concepts may help as you read through this chapter.

Remote Management Limitations

Remote management over LAN or WAN will not work when:

A filter in SMT menu 3.1 (LAN) or in menu 11.5 (WAN) is applied to block a Telnet,
FTP or Web service.

You have disabled that service in one of the remote management screens.

The IP address in the Secured Client IP field does not match the client IP
address. If it does not match, the WiIMAX Modem will disconnect the session
immediately.

There is already another remote management session with an equal or higher
priority running. You may only have one remote management session running at
one time.

Remote Management and NAT

When NAT is enabled:

¢ Use the WiMAX Modem’s WAN IP address when configuring from the WAN.
¢ Use the WiMAX Modem’s LAN IP address when configuring from the LAN.

System Timeout

There is a default system management idle timeout of five minutes (three
hundred seconds). The WiMAX Modem automatically logs you out if the
management session remains idle for longer than this timeout period. The
management session does not time out when a statistics screen is polling. You can
change the timeout period in the Maintenance > System > General screen.
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SNMP

Simple Network Management Protocol (SNMP) is a protocol used for exchanging
management information between network devices. SNMP is a member of the
TCP/IP protocol suite. Your WIiMAX Modem supports SNMP agent functionality,
which allows a manager station to manage and monitor the WiMAX Modem
through the network. The WiMAX Modem supports SNMP version one (SNMPv1)
and version two (SNMPv2). The next figure illustrates an SNMP management
operation.

Note: SNMP is only available if TCP/IP is configured.

16.2 WWW

Click TOOLS = Remote Management > WWW to control HTTP access to your
WIMAX Modem.

Figure 76 TOOLS > Remote Management > WWW

Server Port: =]
Server Access: LAN & WAN
Secured Client IP Address: @ Al O selected [p.0.0.0

[ Apply l [ Reset l

The following table describes the labels in this screen.

Table 64 TOOLS > Remote Management > WWW
LABEL DESCRIPTION

Server Port Enter the port number this service can use to access the WiMAX
Modem. The computer must use the same port number.

Server Access Select the interface(s) through which a computer may access the
WIMAX Modem using this service.

Secured Client | Select All to allow any computer to access the WiMAX Modem using this
IP Address service.

Select Selected to only allow the computer with the IP address that
you specify to access the WiMAX Modem using this service.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.
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16.3 Telnet

Click TOOLS = Remote Management > Telnet to control Telnet access to your

WiIMAX Modem.

Figure 77 TOOLS > Remote Management > Telnet

Server Port: 23
Server Access: LAN & WAN v |
Secured Clent IP Address: @ Al O Selected [0.0.0.0

[ Apply ] [ Reset

The following table describes the labels in this screen.

Table 65 TOOLS > Remote Management > Telnet

LABEL

DESCRIPTION

Server Port

Enter the port number this service can use to access the WiMAX
Modem. The computer must use the same port number.

Server Access

Select the interface(s) through which a computer may access the
WIMAX Modem using this service.

Secured Client

Select All to allow any computer to access the WiIMAX Modem using this

IP Address service.
Select Selected to only allow the computer with the IP address that
you specify to access the WiMAX Modem using this service.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

16.4 FTP

Click TOOLS = Remote Management > FTP to control FTP access to your

WIMAX Modem.

Figure 78 TOOLS > Remote Management > FTP

Server Port:

Server Access:

Secured Client IP Address: ® al O selected |0.0.0.0

21
LAN & WAN w

[ Apply ] [ Reset I
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The following table describes the labels in this screen.

Table 66 TOOLS > Remote Management > FTP

LABEL

DESCRIPTION

Server Port

Enter the port number this service can use to access the WiMAX
Modem. The computer must use the same port number.

Server Access

Select the interface(s) through which a computer may access the
WIMAX Modem using this service.

Secured Client

Select All to allow any computer to access the WiIMAX Modem using this

IP Address service.
Select Selected to only allow the computer with the IP address that
you specify to access the WiMAX Modem using this service.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.

16.5 SNMP

An SNMP managed network consists of two main types of component: agents and
a manager.

Figure 79 SNMP Management Model

MAMAGER

AGENT AGENT LAGE NT
f\'-BMEIl.‘!'J Dharyiice ‘.ﬂa'!agetl Device M-?l'l!ﬂl?ﬂ Diawice:

An agent is a management software module that resides in a managed device (the
WIMAX Modem). An agent translates the local management information from the
managed device into a form compatible with SNMP. The manager is the console
through which network administrators perform network management functions. It
executes applications that control and monitor managed devices.
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The managed devices contain object variables/managed objects that define each
piece of information to be collected about a device. Examples of variables include
such as number of packets received, node port status etc. A Management
Information Base (MIB) is a collection of managed objects. SNMP allows a
manager and agents to communicate for the purpose of accessing these objects.
The WiMAX Modem supports MIB 11 that is defined in RFC-1213 and RFC-1215.
The focus of the MIBs is to let administrators collect statistical data and monitor

status and performance.

SNMP itself is a simple request/response protocol based on the manager/agent
model. The manager issues a request and the agent returns responses using the

following protocol operations:

e Get - Allows the manager to retrieve an object variable from the agent.

e GetNext - Allows the manager to retrieve the next object variable from a table
or list within an agent. In SNMPv1, when a manager wants to retrieve all
elements of a table from an agent, it initiates a Get operation, followed by a

series of GetNext operations.

e Set - Allows the manager to set values for object variables within an agent.

e Trap - Used by the agent to inform the manager of some events.

16.5.1 SNMP Traps

The WiMAX Modem sends traps to the SNMP manager when any of the following

events occurs:

Table 67 SNMP Traps

TRAP # | TRAP NAME DESCRIPTION
0 coldStart (defined in RFC- A trap is sent after booting (power on).
1215)
1 warmsStart (defined in RFC- A trap is sent after booting (software reboot).
1215)
4 authenticationFailure (defined | A trap is sent to the manager when receiving
in RFC-1215) any SNMP get or set requirements with the
wrong community (password).
6 whyReboot A trap is sent with the reason of restart before
rebooting when the system is going to restart
(warm start).
6a For intentional reboot: A trap is sent with the message "System reboot
by user!" if reboot is done intentionally, (for
example, download new files, Cl command "sys
reboot”, etc.).
6b For fatal error: A trap is sent with the message of the fatal
code if the system reboots because of fatal
errors.
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16.5.2 SNMP Options

Click TOOLS = Re

mote Management > SNMP to access this screen. Use SNMP

options to control SNMP access to your WiMAX Modem.

Figure 80 TOOLS > Remote Management > SNMP

SMMP Configuration

Get Community: -[:g.gl:ulig;

Set Community: |public

Trap Community: -bg.!l:ulig;

Trap Destination: [0.0.0.0

SHMP

Server Port: 161

Server Access: LAN BOWAN w

Secured Client IP Address: @ al ) selected iu._l:u.l:.u_._u_
[ Apply ] [ Reset

The following table describes the labels in this screen.

Table 68 TOOLS

> Remote Management > SNMP

LABEL

DESCRIPTION

SNMP Configuration

Get Community

Enter the Get Community, which is the password for the incoming
Get and GetNext requests from the management station. The default
is public and allows all requests.

Set Community

Enter the Set community, which is the password for incoming Set
requests from the management station. The default is public and
allows all requests.

Trap Community

Enter the trap community, which is the password sent with each trap
to the SNMP manager. The default is public and allows all requests.

Trap Destination

Enter the IP address of the station to send your SNMP traps to.

SNMP

Port

You may change the server port number for a service if needed,
however you must use the same port number in order to use that
service for remote management.

Access Status

Select the interface(s) through which a computer may access the
WIMAX Modem using this service.
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Table 68 TOOLS > Remote Management > SNMP (continued)

LABEL

DESCRIPTION

Secured Client IP

A secured client is a “trusted” computer that is allowed to
communicate with the WiMAX Modem using this service.

Select All to allow any computer to access the WiMAX Modem using
this service.

Choose Selected to just allow the computer with the IP address that
you specify to access the WiMAX Modem using this service.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.

16.6 DNS

Click TOOLS = Remote Management > DNS to access this screen. Use this
screen to control DNS access to your WiMAX Modem.

Figure 81 TOOLS > Remote Management > DNS

Server Port: |53
Server Access: [LAM & WAN '+
Secured Client IP Address: ® al O selected |0.0.0.0

l Apply ] [ Reset J

The following table describes the labels in this screen.

Table 69 TOOLS > Remote Management > DNS

LABEL

DESCRIPTION

Server Port

This field is read-only. This field displays the port number this service
uses to access the WiMAX Modem. The computer must use the same
port number.

Server Access

Select the interface(s) through which a computer may access the
WIMAX Modem using this service.

Secured Client

Select All to allow any computer to access the WiIMAX Modem using this

IP Address service.
Select Selected to only allow the computer with the IP address that
you specify to access the WiMAX Modem using this service.

Apply Click to save your changes.

Reset Click to restore your previously saved settings.
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16.7 Security

Click TOOLS = Remote Management > Security to access this screen. Use this
screen to control how your WiMAX Modem responds to other types of requests.

Figure 82 TOOLS > Remote Management > Security

Respond to Ping on: | LAN & WAN v |

[] Do not respond to requests for unauthorized services

I Apply ] I Reset

The following table describes the labels in this screen.

Table 70 TOOLS > Remote Management > Security

LABEL DESCRIPTION
Respond to Ping | Select the interface(s) on which the WiMAX Modem should respond to
on incoming ping requests.

e Disable - the WiIMAX Modem does not respond to any ping requests.

e LAN - the WiMAX Modem only responds to ping requests received
from the LAN.

¢ WAN - the WIMAX Modem only responds to ping requests received
from the WAN.

e LAN & WAN - the WIMAX Modem responds to ping requests
received from the LAN or the WAN.

Do not respond
to requests for
unauthorized
services

Select this to prevent outsiders from discovering your WiMAX Modem by
sending requests to unsupported port numbers. If an outside user
attempts to probe an unsupported port on your WiMAX Modem, an
ICMP response packet is automatically returned. This allows the outside
user to know the WiMAX Modem exists. Your WiMAX Modem supports
anti-probing, which prevents the ICMP response packet from being
sent. This keeps outsiders from discovering your WiMAX Modem when
unsupported ports are probed.

If you clear this, your WiMAX Modem replies with an ICMP Port
Unreachable packet for a port probe on unused UDP ports and with a
TCP Reset packet for a port probe on unused TCP ports.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.
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16.8 CWMP-TR069
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TR-069 is an abbreviation of “Technical Reference 069", a protocol designed to
facilitate the remote management of Customer Premise Equipement (CPE), such
as the WiMAX Modem. It can be managed over a WAN by means of an Auto
Configuration Server (ACS). TR-069 is based on sending Remote Procedure Calls
(RPCs) between the ACS and the client device. RPCs are sent in Extensible Markup
Language (XML) format over HTTP or HTTPS.

An administrator can use an ACS to remotely set up the WiMAX Modem, modify its
settings, perform firmware upgrades, and monitor and diagnose it. In order to do
so, you must enable the TR-069 feature on your WiMAX Modem and then
configure it appropriately. (The ACS server which it will use must also be
configured by its administrator.)

Figure 83 TR-069 Example

| | SIP

— —_—

f"‘" —— ] |

In this example, the WiMAX Modem receives data from at least 3 sources: A SIP
server for handling voice calls, an HTTP server for handling web services, and an
ACS, for configuring the WiMAX Modem remotely. All three servers are owned and
operated by the client’s Internet Service Provider. However, without the
configuration settings from the ACS, the WiIMAX Modem cannot access the other
two servers. Once the WiMAX Modem receives its configuration settings and
implements them, it can connect to the other servers. If the settings change, it
will once again be unable to connect until it receives its updates from the ACS.

The WIMAX Modem can be configured to periodically check for updates from the
auto-configuration server so that the end user need not be worried about it.
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Click TOOLS = Remote Management > CWMP-TRO69 to access this screen.
Use this screen to open WiMAX Modem'’s auto-configuration and dynamic service
configuration options.

Figure 84 TOOLS > Remote Management > CWMP-TR069

I active
ACS URL:
User Name:
Password:

Connection Request User Name:
Connection Request Password:
TUpgrade Managed

" Periodic Inform Enable
Periodic Inform Interval: |3‘D— sec(Range:30~2147483647)
Periodic Inform Time(yyyy-mm-dd Thh:mm:ss):  000-00-00T00:00:00

Apply I Reset |

The following table describes the labels in this screen.

Table 71 TOOLS > Remote Management > CWMP-TR069

LABEL

DESCRIPTION

Active

Select this option to turn on the WiMAX Modem'’s TR-069 feature.

Note: If this feature is not enabled then the WiMAX Modem cannot
be managed remotely.

ACS URL

Enter the URL or IP address of the auto-configuration server.

User Name

Enter the user name sent when the WiMAX Modem connects to the ACS
and which is used for authentication.

You can enter up to 31 alphanumeric characters (a-z, A-Z, 0-9) and
underscores but spaces are not allowed.

Password

Enter the password sent when the WiMAX Modem connects to an ACS
and which is used for authentication.

You can enter up to 31 alphanumeric characters (a-z, A-Z, 0-9) and
underscores but spaces are not allowed.

Connection
Request
User Name

Enter the connection request user name that the ACS must send to the
WIMAX Modem when it requests a connection.

You can enter up to 31 alphanumeric characters (a-z, A-Z, 0-9) and
underscores but spaces are not allowed.

Note: This must be provided by the ACS administrator.
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Table 71 TOOLS > Remote Management > CWMP-TR069

LABEL DESCRIPTION
Connection Enter the connection request password that the ACS must send to the
Request WIMAX Modem when it requests a connection.
Password

You can enter up to 31 alphanumeric characters (a-z, A-Z, 0-9) and
underscores but spaces are not allowed.

Note: This must be provided by the ACS administrator.

Periodic Inform
Enable

Select this to allow the WiMAX Modem to periodically connect to the
ACS and check for configuration updates.

If you do not enable this feature then the WiMAX Modem can only be
updated automatically when the ACS initiates contact with it and if you
selected the Active checkbox on this screen.

Inform Time

Periodic Enter the time interval (in seconds) at which the WiMAX Modem
Inform connects to the auto-configuration server.

Interval

Periodic Enter a time interval that the WiIMAX Modem will trigger a periodic

inform interval. This works in tandem with the Periodic Inform
Interval and is not mutually exclusive of it.

The Periodic Inform Time must be in the following format: yyyy-mm-
ddThh:mm:ss where yyyy is a four digit year (*2009”), mm is a two
digit month (01~12), dd is a two digit day (01~28), hh is a two-digit
hour in 24-hour format (01~24), mm is a two digit minutes value (01-
60) and ss is a two digit seconds value (01-60).

Note: You must separate the day information from the hour
information with a “T”.

This feature gives the WiMAX Modem a baseline from which to begin
calculating when each periodic inform happens.

If the inform time is set for some point in the past, the WiIMAX Modem
interpolates the inform interval forward to the current time and begins
its periodic inform at the appropriate time based on this interpolation.

If the inform time is set for some point in the future, then the WiMAX
Modem interpolates backwards to the current time and actually begins
at the appropriate time based on this interpolation.

Apply

Click to save your changes.

Reset

Click to restore your previously saved settings.
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17.1 Overview

Quality of Service (QoS) refers to both a network’s ability to deliver data with
minimum delay, and the networking methods used to control the use of
bandwidth. Without QoS, all traffic data is equally likely to be dropped when the

network is congested. This can cause a reduction in network performance and

make the network inadequate for time-critical application such as video-on-
demand.

17.2 General

Click TOOLS = QoS to open the screen as shown next. Use this screen to enable

or disable QoS.

Figure 85 QoS > General

I Active QoS

Apply Cancel

The following table describes the labels in this screen.

Table 72 TOOLS > Remote Management > Security

LABEL DESCRIPTION
Active QoS Select this to enable QoS for the WiMAX Modem. Selecting this may
improve network performance, especially if you are using VolP
applications or are playing online video games.
Apply Click to save your changes.
Cancel Click to restore your previously saved settings.
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17.3 Class Setup

Use this screen to add, edit or delete QoS classifiers. A classifier groups traffic into
data flows according to specific criteria such as the source address, destination
address, source port number, destination port number or incoming interface. For
example, you can configure a classifier to select traffic from the same protocol
port (such as Telnet) to form a flow.

You can give different priorities to traffic that the WiMAX Modem forwards out
through the WAN interface. Give high priority to voice and video to make them run
more smoothly. Similarly, give low priority to many large file downloads so that
they do not reduce the quality of other applications.

Click TOOLS = QoS = Class Setup to open the following screen.

Figure 86 QoS > Class Setup

] v, i Irmaeta R AN ol e REHA

i =] [afait Clase Fraem WA 1] 3 FE
! C Pafauk Clace Froen LAM ] @ FE
by | gl |

The following table describes the labels in this screen.

Table 73 QoS Class Setup

LABEL DESCRIPTION

Create New Class | Click this button to create a new class.

# This field displays the index number of the class.

Active This field indicates whether the QoS class is enabled or not.

Name This field indicates the name of the class.

Interface This field indicates the Ethernet port on which traffic is being
monitored and prioritized.

DSCP This field indicates the Differentiated Services Code Point (DSCP)

value for the associated class.

Class Index This field indicates the index for this QoS class. Classes are
implemented based on index number, from lowest to highest.

Action Click the Edit icon to go to the screen where you can edit the rule.

Click the Delete icon to delete an existing rule. Note that subsequent
rules move up by one when you take this action.

Apply Click this button to save your changes back to the WiMAX Modem.

Cancel Click this button to begin configuring this screen afresh.
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17.3.1 Class Configuration

Click the Create New Class button or the edit icon in the Class Setup screen to
configure a classifier.

Figure 87 QoS > Class Setup > Class Configuration

Class Configuration

I Active
Index:
MName :
Interface:
DSCP:

Fitter Configuration

Source
™ Address:

I~ port Range:

Destination
™ Address:

™ Port Range:

Others
I service:
I protocal:

N
E—
[FoaE

| Subnet Mask: |

| Subnet Mask: |

Cancel |

™ Exclude

™ Exclude

™ Exclude
™ Exclude

™ Exclude

The following table describes the labels in this screen.

Table 74 QoS Class Setup

LABEL DESCRIPTION
Class Configuration
Active Select this to make a class active.
Index Enter an index number for the class. Similar classes are processed in
order of index number, from lowest to highest.
Name Enter a descriptive name of up to 20 printable English keyboard
characters, including spaces.
Interface Select an interface to which the class will apply:
e From WAN - The class is applied to all packets incoming from the
WAN (Wide Area Network).
e From LAN - The class is applied to all packets outgoing from the
LAN (Local Area Network).
DSCP Enter a DSCP value with which the WiMAX Modem replaces the DSCP
field in the packets.
Filter Configuration
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Table 74 QoS Class Setup (continued)

LABEL

DESCRIPTION

Source / Destination

Address

Enter the source IP address in dotted decimal notation.

Subnet Mask

Enter the source subnet mask.

Port Range Enter the beginning and ending port numbers. You can use the same
number in both fields to indicate a single port, or you can enter O in
both fields to indicate all ports.

Exclude Select this to use the class to exclude packets based on these
settings.

Others

Service Select a pre-configured service for this class. Options are: SIP, FTP
and H.323.

This loads pre-configured values specifically for these service types.

Protocol Select a protocol. Options are: TCP, UDP and User Defined.

Exclude Select this to use the class to exclude packets based on these
settings.

Apply Click this button to save your changes back to the WiIMAX Modem.
Cancel Click this button to begin configuring this screen afresh.
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The Logs Screens

18.1 Overview

Use the TOOLS > Logs screens to look at log entries and alerts and to configure
the WiIMAX Modem'’s log and alert settings.

For a list of log messages, see Section 18.4 on page 193.

18.1.1 What You Can Do in This Chapter

e The View Logs screen (Section 18.2 on page 189) lets you look at log entries
and alerts.

e The Log Settings screen (Section 18.3 on page 191) lets you configure where
the WIMAX Modem sends logs and alerts, the schedule for sending logs, and
which logs and alerts are sent or recorded.

18.1.2 What You Need to Know

The following terms and concepts may help as you read through this chapter.

Alerts

An alert is a type of log that warrants more serious attention. Some categories
such as System Errors consist of both logs and alerts.

Syslog Logs
There are two types of syslog: event logs and traffic logs.

The device generates an event log when a system event occurs, for example,
when a user logs in or the device is under attack. The device generates a traffic
log when a "session" is terminated.

A traffic log summarizes the session's type, when it started and stopped the
amount of traffic that was sent and received and so on. An external log analyzer

User’'s Guide 1 87




Chapter 18 The Logs Screens

can reconstruct and analyze the traffic flowing through the device after collecting

the traffic logs.

Table 75 Syslog Logs

LOG MESSAGE

DESCRIPTION

Event Log: <Facility*8 +
Severity>Mon dd hr:nmm ss

host name src="<srcl P: srcPort>"
dst ="<dst | P: dst Port >"
msg="<nmsg>" not e="<not e>"

devl D="<mac address>"

cat =" <cat egor y>"

This message is sent by the system ("RAS" displays
as the system name if you haven’t configured one)
when the router generates a syslog. The facility is
defined in the Log Settings screen. The severity is
the log’s syslog class. The definition of messages
and notes are defined in the various log charts
throughout this appendix. The “devID” is the MAC
address of the router’s LAN port. The “cat” is the
same as the category in the router’s logs.

Traffic Log: <Facility*8 +
Severity>Mon dd hr:nmm ss

host name src="<srcl P: srcPort>"
dst ="<dst | P: dst Port >"
msg="Traffic Log"
note="Traffic Log" devl D="<mac
address>" cat="Traffic Log"
dur at i on=seconds

sent =sent Byt es

rcvd=recei veByt es
dir="<fromto>"

pr ot ol D=I PProt ocol | D

pr ot o="servi ceNane"
trans="1PSec/ Nor mal "

This message is sent by the device when the
connection (session) is closed. The facility is defined
in the Log Settings screen. The severity is the traffic
log type. The message and note always display
"Traffic Log". The "proto" field lists the service
name. The "dir" field lists the incoming and
outgoing interfaces ("LAN:LAN", "LAN:WAN",
"LAN:DEV" for example).

The following table shows RFC-2408 ISAKMP payload types that the log displays.
Please refer to the RFC for detailed information on each type.

Table 76 RFC-2408 ISAKMP Payload Types
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LOG DISPLAY PAYLOAD TYPE
SA Security Association
PROP Proposal

TRANS Transform

KE Key Exchange

ID Identification

CER Certificate
CER_REQ Certificate Request
HASH Hash

SI G Signature

NONCE Nonce

NOTFY Notification

DEL Delete

VI D Vendor ID
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18.2 View Logs

Click TOOLS = Logs = View Log to access this screen. Use this screen to look at
log entries and alerts. Alerts are written in red.

Figure 88 TOOLS > Logs > View Logs

Dispaly: iAII Logs
# Time =
1 07/08/2008
05:09:30
2 07/08/2008
02:15:39
. 07/08/2008
02:09:00
4 07/08/2008
01:57:20
5 07/08/2008
01:34:07
& 07/08/2008
01:10:45
- 07/08/2008
00:49:27
g 07/08/2008
00:08:10
a 07/08/2008
00:07:37
1g  07/08/2008
00:07:37
1;  07/08/2008
00:07:34
12 07/08/2008
00:07:34
13 07/08/2008
00:07:34
07/08/2008
% po:os:14

v I Email Log Mow ][Refresh ][ Clear Log ]

Messaga Source Dastination Note

Successful HTTP login 192.168.1.34 User:admin
Successful HTTP login 192.168.1.34 User:admin
Succassful HTTP login 192.168.1.34 User:admin
Successful HTTP login 192.168.1.34 User:admin
Successful HTTP login 192.168.1.34 User:admin
Successful HTTP login 192.168.1.34 User:admin
Succassful HTTP login 192.168.1.34 User:admin
Succassful HTTP login 192.168.1.34 User:admin

DHCP server assigns 192.168.1.33 to
TWPC13435-XP

DHCP server assigns 192.168.1.33 to
TWPC13435-XP

Click a column header to sort log entries in descending (later-to-earlier) order.
Click again to sort in ascending order. The small triangle next to a column header
indicates how the table is currently sorted (pointing downward is descending;
pointing upward is ascending).

The following table describes the labels in this screen.

Table 77 TOOLS > Logs > View Logs

LABEL

DESCRIPTION

Display

Select a category whose log entries you want to view. To view all logs,
select All Logs. The list of categories depends on what log categories
are selected in the Log Settings page.

Email Log Now

Click this to send the log screen to the e-mail address specified in the
Log Settings page.

Refresh Click to renew the log screen.
Clear Log Click to clear all the log entries, regardless of what is shown on the log
screen.
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Table 77 TOOLS > Logs > View Logs (continued)

LABEL DESCRIPTION

# The number of the item in this list.

Time This field displays the time the log entry was recorded.

Message This field displays the reason for the log entry. See Section 18.4 on
page 193.

Source This field displays the source IP address and the port number of the

incoming packet. In many cases, some or all of this information may
not be available.

Destination This field lists the destination IP address and the port number of the
incoming packet. In many cases, some or all of this information may
not be available.

Note This field displays additional information about the log entry.
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18.3 Log Settings

Click TOOLS = Logs = Log Settings to configure where the WiMAX Modem

sends logs and alerts, the schedule for sending logs, and which logs and alerts are

sent or recorded.

Figure 89 TOOLS > Logs > Log Settings

E-mail Log Settings

Mail Server:

Mail Subject:

Send Log to:

Send Alerts to:

Log Schedule:

Day for Sending Log:
Time for Sending Log:

Syslog Logging

O Active
Syslog Server IP Address:
Log Facility:

Active Log and Alert

Log

System Maintenance
System Errors

[ Access Control

[ TCP Reset

[ Packet Fiter

O cme

[] Remote Management
CDR

PPP

[ Forward Web Sites
[] Blocked Web Sites
[ Blocked Java etc.

[ Attacks

O ez

[ ssL/TLS

SIP

[ Clear log after sending mail

| {Outgeing SMTP Server NAME or IP Address)

| (E-Mail Address)

| (e-msi Addrecs)

[when Log is Full .".;

[Monday |

o |houry o

|Local 1+ |

{minute)

_' {Server NAME or IP Address)

Send immediate alert:

[] System Errors

[ Access Contral

[ Blocked Web Sites
[ Blocked Java etc.

[ Attacks

O pkx

Apply ]

[ Cancel ]
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The following table describes the labels in this screen.

Table 78 TOOLS > Logs > Log Settings

LABEL

DESCRIPTION

E-mail Log Settings

Mail Server Enter the server name or the IP address of the mail server the WiMAX
Modem should use to e-mail logs and alerts. Leave this field blank if you
do not want to send logs or alerts by e-mail.

Mail Subject Enter the subject line used in e-mail messages the WiMAX Modem
sends.

Send Log to Enter the e-mail address to which log entries are sent by e-mail. Leave

this field blank if you do not want to send logs by e-mail.

Send Alerts to

Enter the e-mail address to which alerts are sent by e-mail. Leave this
field blank if you do not want to send alerts by e-mail.

Log Schedule

Select the frequency with which the WiMAX Modem should send log
messages by e-mail.

e Daily

e  Weekly

e Hourly

e When Log is Full

e None.

If the Weekly or the Daily option is selected, specify a time of day
when the E-mail should be sent. If the Weekly option is selected, then
also specify which day of the week the E-mail should be sent. If the

When Log is Full option is selected, an alert is sent when the log fills
up. If you select None, no log messages are sent.

Day for Sending
Log

This field is only available when you select Weekly in the Log
Schedule field.

Select which day of the week to send the logs.

Time for
Sending Log

This field is only available when you select Daily or Weekly in the Log
Schedule field.

Enter the time of day in 24-hour format (for example 23:00 equals
11:00 pm) to send the logs.

Clear log after
sending mail

Select this to clear all logs and alert messages after logs are sent by e-
mail.

Syslog Logging

Active

Select this to enable syslog logging.

Syslog Server
IP Address

Enter the server name or IP address of the syslog server that logs the
selected categories of logs.

Log Facility

Select a location. The log facility allows you to log the messages in
different files in the syslog server. See the documentation of your syslog
for more details.

Active Log and Alert

Log

Select the categories of logs that you want to record.

Send
immediate alert

192

Select the categories of alerts that you want the WiMAX Modem to send
immediately.
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Table 78 TOOLS > Logs > Log Settings

LABEL DESCRIPTION
Apply Click to save your changes.
Cancel Click to return to the previous screen without saving your changes.

18.4 Log Message Descriptions

The following tables provide descriptions of example log messages.

Table 79 System Error Logs

LOG MESSAGE

DESCRIPTION

WAN connection is down.

The WAN connection is down. You cannot access the
network through this interface.

% exceeds the max.
nunber of session per
host !

This attempt to create a NAT session exceeds the
maximum number of NAT session table entries allowed to
be created per host.

Table 80 System Maintenance Logs

LOG MESSAGE

DESCRIPTION

Tinme calibration is
successful

The device has adjusted its time based on information
from the time server.

Tinme calibration fail ed

The device failed to get information from the time
server.

WAN i nterface gets IP: %

The WAN interface got a new IP address from the
DHCP or PPPOE server.

DHCP client gets %

A DHCP client got a new IP address from the DHCP
server.

DHCP client | P expired

A DHCP client's IP address has expired.

DHCP server assigns %

The DHCP server assigned an IP address to a client.

Successful VEB | ogin

Someone has logged on to the device's web
configurator interface.

VEB | ogin failed

Someone has failed to log on to the device's web
configurator interface.

TELNET Logi n Successfully

Someone has logged on to the router via Telnet.

TELNET Logi n Fail

Someone has failed to log on to the router via Telnet.

Successful FTP | ogin

Someone has logged on to the device via FTP.

FTP l ogin failed

Someone has failed to log on to the device via FTP.

NAT Session Table is Full!

The maximum number of NAT session table entries
has been exceeded and the table is full.

Tine initialized by Daytinme The device got the time and date from the Daytime

Server

server.
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Table 80 System Maintenance Logs (continued)

LOG MESSAGE

DESCRIPTION

Time initialized by Tine
server

The device got the time and date from the time
server.

Tine initialized by NTP
server

The device got the time and date from the NTP server.

Connect to Daytinme server
fail

The device was not able to connect to the Daytime
server.

Connect to Tine server fail

The device was not able to connect to the Time
server.

Connect to NTP server fail

The device was not able to connect to the NTP server.

Too | arge | CWP packet has
been dr opped

The device dropped an ICMP packet that was too
large.

Configuration Change: PC =

The device is saving configuration changes.

Ox%, Task ID = Ox%

Table 81 Access Control Logs

LOG MESSAGE

DESCRIPTION

Firewal | default policy: [ TCP |
UDP | IGW | ESP | GRE | OSPF ]
<Packet Direction>

Attempted TCP/UDP/IGMP/ESP/GRE/OSPF access
matched the default policy and was blocked or
forwarded according to the default policy’s
setting.

Firewall rule [NOT] match:[ TCP
| UDP | I1GW | ESP | GRE | OSPF
] <Packet Direction> <rule: %>

Attempted TCP/UDP/IGMP/ESP/GRE/OSPF access
matched (or did not match) a configured firewall
rule (denoted by its number) and was blocked or
forwarded according to the rule.

Triangl e rout e packet forwarded:
[ TCP| UDP | IGW | ESP | GRE |
CSPF ]

The firewall allowed a triangle route session to
pass through.

Packet wi thout a NAT table entry
bl ocked: [ TCP | UDP | | GW |
ESP | GRE | OSPF ]

The router blocked a packet that didn't have a
corresponding NAT table entry.

Rout er sent bl ocked web site
nmessage: TCP

The router sent a message to notify a user that
the router blocked access to a web site that the
user requested.

Exceed maxi num sessi ons per host
(%) .

The device blocked a session because the host's
connections exceeded the maximum sessions per
host.

Firewal | allowed a packet that
mat ched a NAT session: [ TCP |
UDP ]

A packet from the WAN (TCP or UDP) matched a
cone NAT session and the device forwarded it to
the LAN.
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Table 82 TCP Reset Logs

LOG MESSAGE

DESCRIPTION

Under SYN flood attack,
sent TCP RST

The router sent a TCP reset packet when a host was
under a SYN flood attack (the TCP incomplete count is per
destination host.)

Exceed TCP MAX

The router sent a TCP reset packet when the number of

inconpl ete, sent TCP RST | TCP incomplete connections exceeded the user configured
threshold. (the TCP incomplete count is per destination
host.)

Peer TCP state out of The router sent a TCP reset packet when a TCP

order, sent TCP RST connection state was out of order.Note: The firewall refers
to RFC793 Figure 6 to check the TCP state.

Firewal | session tine The router sent a TCP reset packet when a dynamic

out, sent TCP RST firewall session timed out.

The default timeout values are as follows:
ICMP idle timeout: 3 minutes
UDP idle timeout: 3 minutes

TCP connection (three way handshaking) timeout: 270
seconds

TCP FIN-wait timeout: 2 MSL (Maximum Segment
Lifetime set in the TCP header).

TCP idle (established) timeout (s): 150 minutes

TCP reset timeout: 10 seconds

Exceed MAX inconplete,
sent TCP RST

The router sent a TCP reset packet when the number of
incomplete connections (TCP and UDP) exceeded the
user-configured threshold. (Incomplete count is for all
TCP and UDP connections through the firewall.)Note:
When the number of incomplete connections (TCP + UDP)
> “"Maximum Incomplete High”, the router sends TCP RST
packets for TCP connections and destroys TOS (firewall
dynamic sessions) until incomplete connections <
“Maximum Incomplete Low".

Access bl ock, sent TCP

RST

The router sends a TCP RST packet and generates this log
if you turn on the firewall TCP reset mechanism (via CI

command: sys firewall

tcprst).

Table 83 Packet Filter Logs
LOG MESSAGE

[ TCP| UDP | ICWP | |G |
CGeneric ] packet filter
matched (set: %, rule: %)

DESCRIPTION

Attempted access matched a configured filter rule
(denoted by its set and rule number) and was blocked
or forwarded according to the rule.
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For type and code details, see Table 89 on page 199.

Table 84 |ICMP Logs

LOG MESSAGE DESCRIPTION

Firewal | default policy: |CwW ICMP access matched the default policy and was
<Packet Direction>, <type: %>, blocked or forwarded according to the user's
<code: %> setting.

Firewal | rule [NOT] match: |ICMP | ICMP access matched (or didn't match) a firewall
<Packet Direction>, <rule: %>, rule (denoted by its number) and was blocked or

<type: %>,

<code: %>

forwarded according to the rule.

| CWP

Tri angl e rout e packet forwarded:

The firewall allowed a triangle route session to
pass through.

Packet wi thout a NAT table entry

The router blocked a packet that didn’t have a

bl ocked: |CWP corresponding NAT table entry.
Unsupport ed/ out - of - or der | CVP: The firewall does not support this kind of ICMP
| CWP packets or the ICMP packets are out of order.
Router reply |ICWP packet: |CW The router sent an ICMP reply packet to the
sender.
Table 85 PPP Logs
LOG MESSAGE DESCRIPTION

ppp: LCP Starting

The PPP connection’s Link Control Protocol stage has started.

ppp: LCP Openi ng

The PPP connection’s Link Control Protocol stage is opening.

ppp: CHAP Qpeni ng

The PPP connection’s Challenge Handshake Authentication Protocol
stage is opening.

ppp: | PCP
Starting

The PPP connection’s Internet Protocol Control Protocol stage is
starting.

ppp: | PCP Openi ng

The PPP connection’s Internet Protocol Control Protocol stage is
opening.

ppp: LCP C osi ng

The PPP connection’s Link Control Protocol stage is closing.

ppp: | PCP d osi ng

The PPP connection’s Internet Protocol Control Protocol stage is
closing.

Table 86 Content Filtering Logs

LOG MESSAGE DESCRIPTION
%: Keyword bl ocking The content of a requested web page matched a user defined
keyword.

list

%: Not in trusted web

The web site is not in a trusted domain, and the router blocks
all traffic except trusted domain sites.

Y%s:

For bi dden Wb site

The web site is in the forbidden web site list.

Y%s:

Cont ains ActiveX

The web site contains ActiveX.

%: Contains Java
appl et

The web site contains a Java applet.
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Table 86 Content Filtering Logs (continued)

LOG MESSAGE

DESCRIPTION

%: Contains cookie The web site contains a cookie.

%: Proxy node The router detected proxy mode in the packet.
detect ed

%: Trusted Web site The web site is in a trusted domain.

Y%

When the content filter is not on according to the time
schedule:

Wai ting content
filter server
ti meout

The external content filtering server did not respond within
the timeout period.

DNS resol vi ng
fail ed

The WIMAX Modem cannot get the IP address of the external
content filtering via DNS query.

Creating socket
failed

The WIMAX Modem cannot issue a query because TCP/UDP
socket creation failed, port:port number.

Connecting to
content filter
server fail

The connection to the external content filtering server failed.

Li cense key is
invalid

The external content filtering license key is invalid.

For type and code details, see Table 89 on page 199.

Table 87 Attack Logs

LOG MESSAGE DESCRIPTION

attack [ TCP | UDP | | GW | The firewall detected a TCP/UDP/IGMP/ESP/GRE/OSPF

| ESP | GRE | OSPF ] attack.

attack | CWP (type: %, The firewall detected an ICMP attack.

code: %l)

land [ TCP | UDP | IGW | | The firewall detected a TCP/UDP/IGMP/ESP/GRE/OSPF

ESP | GRE | OSPF ] land attack.

land | CWP (type: %, The firewall detected an ICMP land attack.

code: %l)

ip spoofing - WAN[ TCP | The firewall detected an IP spoofing attack on the WAN
UP | IGWP | ESP| GRE | |port.

OSPF ]

ip spoofing - WAN | CWP The firewall detected an ICMP IP spoofing attack on the
(type: %, code: %) WAN port.

icnmp echo : | QW The firewall detected an ICMP echo attack.

(type: %, code: %)

syn flood TCP

The firewall detected a TCP syn flood attack.

ports scan TCP

The firewall detected a TCP port scan attack.

teardrop TCP

The firewall detected a TCP teardrop attack.

teardrop UDP

The firewall detected an UDP teardrop attack.

teardrop | CWP (type: %,

code: %)

The firewall detected an ICMP teardrop attack.

illegal

command TCP

The firewall detected a TCP illegal command attack.
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Table 87 Attack Logs (continued)

LOG MESSAGE

DESCRIPTION

Net BI OS TCP The firewall detected a TCP NetBIOS attack.

ip spoofing - no routing |The firewall classified a packet with no source routing
entry [ TCP | UDP | | GW |entry as an IP spoofing attack.

| ESP | GRE | OSPF ]

ip spoofing - no routing |The firewall classified an ICMP packet with no source

entry | CVWP (type: %,

code: %l)

routing entry as an IP spoofing attack.

vul nerability | Qw
(type: %,

code: %l)

The firewall detected an ICMP vulnerability attack.

traceroute | CVP (type: %,

code: %l)

The firewall detected an ICMP traceroute attack.

ports scan UDP

The firewall detected a UDP port scan attack.

Fi r ewal

TCP

| sent TCP packet
in response to DoS attack

The firewall sent TCP packet in response to a DoS attack

| CMP Source Quench | CWP

The firewall detected an ICMP Source Quench attack.

| CVWP Ti ne Exceed | CWP

The firewall detected an ICMP Time Exceed attack.

| CVP Destination
Unreachabl e | CWP

The firewall detected an ICMP Destination Unreachable
attack.

pi ng of death.

| CWP

The firewall detected an ICMP ping of death attack.

snmurf |

CcwP

The firewall detected an ICMP smurf attack.

Table 88 Remote Management Logs

LOG MESSAGE

DESCRIPTION

Renot e Managenent: FTP denied | Attempted use of FTP service was blocked according
to remote management settings.
Renot e Managenent: TELNET Attempted use of TELNET service was blocked
deni ed according to remote management settings.
Renot e Managenent: WAV deni ed | Attempted use of WWW service was blocked
according to remote management settings.
Renot e Managenent: HITPS Attempted use of HTTPS service was blocked
deni ed according to remote management settings.
Renot e Managenent: SSH deni ed | Attempted use of SSH service was blocked
according to remote management settings.
Renot e Managenent: | CMP Ping Attempted use of ICMP service was blocked
response deni ed according to remote management settings.
Renot e Managenent: DNS deni ed | Attempted use of DNS service was blocked

according to remote management settings.
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Table 89

ICMP Notes

TYPE

CODE

DESCRIPTION

0

Echo Reply

Echo reply message

Destination Unreachable

Net unreachable

Host unreachable

Protocol unreachable

Port unreachable

Al W[N] F,]| O

A packet that needed fragmentation was dropped because it was set
to Don't Fragment (DF)

Source route failed

Source Quench

A gateway may discard internet datagrams if it does not have the
buffer space needed to queue the datagrams for output to the next
network on the route to the destination network.

Redirect

Redirect datagrams for the Network

Redirect datagrams for the Host

Redirect datagrams for the Type of Service and Network

W N| PO

Redirect datagrams for the Type of Service and Host

Echo

Echo message

11

Time Exceeded

Time to live exceeded in transit

Fragment reassembly time exceeded

12

Parameter Problem

Pointer indicates the error

13

Timestamp

Timestamp request message

14

Timestamp Reply

Timestamp reply message

15

Information Request

Information request message

16

Information Reply

Information reply message
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Table 90 SIP Logs

LOG MESSAGE

DESCRIPTION

SI P Registration Success
by SI P: SI P Phone Nunber

The listed SIP account was successfully registered with a
SIP register server.

SIP Registration Fail by
S| P: SI P Phone Number

An attempt to register the listed SIP account with a SIP
register server was not successful.

SI P UnRegi stration
Success by SIP: Sl P Phone
Nunber

The listed SIP account’s registration was deleted from
the SIP register server.

SI P UnRegi stration Fail
by SI P: SI P Phone Nunber

An attempt to delete the listed SIP account’s registration
from the SIP register server failed.

Table 91 RTP Logs

LOG MESSAGE

DESCRIPTION

Error, RTP init fail

The initialization of an RTP session failed.

Error, Call fail: RTP
connect fail

A VolIP phone call failed because the RTP session could
not be established.

Error, RTP connection
cannot cl ose

The termination of an RTP session failed.

Table 92 FSM Logs: Caller Side

LOG MESSAGE

DESCRIPTION

Vol P Call Start Ph[Phone
Port Number] <- Qutgoing
Call Number

Someone used a phone connected to the listed phone
port to initiate a VolIP call to the listed destination.

Vol P Call Established
Ph[ Phone Port] ->
Qut goi ng Call Number

Someone used a phone connected to the listed phone
port to make a VolIP call to the listed destination.

Vol P Cal | End Phone[ Phone
Port]

A VolIP phone call made from a phone connected to the
listed phone port has terminated.

Table 93 FSM Logs: Callee Side

LOG MESSAGE

DESCRIPTION

SIP[SIP Port Nunber]

Vol P Call Start from A VolIP phone call came to the WiMAX Modem from the
listed SIP number.
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Table 93 FSM Logs: Callee Side (continued)

LOG MESSAGE

DESCRIPTION

Vol P Call Established
Ph[ Phone Port] <-
Qut goi ng Call Nurber

A VolIP phone call was set up from the listed SIP number to

the WiMAX Modem.

Vol P Call End

A VolIP phone call that came into the WiMAX Modem has

Phone[ Phone Port] terminated.
Table 94 Lifeline Logs
LOG MESSAGE DESCRIPTION

PSTN Cal | Start

A PSTN call has been initiated.

PSTN Cal | End

A PSTN call has terminated.

PSTN Cal | Est abli shed

A PSTN call has been set up.
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19.1 Overview

The Status Screen

Use this screen to view a complete summary of your WiMAX Modem connection

status.

19.2 Status Screen

Click the STATUS icon in the navigation bar to go to this screen, where you can

view the current status of the device, system resources, interfaces (LAN and
WAN), and SIP accounts. You can also register and un-register SIP accounts as
well as view detailed information from DHCP and statistics from WiMAX, VolIP,

bandwidth management, and traffic.

Figure 90 Status
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The following tal

bles describe the labels in this screen.

Table 95 Status

LABEL

DESCRIPTION

Refresh Interval

Select how often you want the WiMAX Modem to update this screen.

Refresh Now

Click this to update this screen immediately.

Device Information

System Name

This field displays the WiMAX Modem system name. It is used for
identification.

You can change this in the ADVANCED > System Configuration >
General screen’s System Name field.

Firmware
Version

This field displays the current version of the firmware inside the device.
It also shows the date the firmware version was created.

You can change the firmware version by uploading new firmware in
ADVANCED > System Configuration > Firmware.

WAN Information

IP Address

This field displays the current IP address of the WiMAX Modem in the
WAN.

IP Subnet Mask

This field displays the current subnet mask on the WAN.

DHCP

This field displays what DHCP services the WiMAX Modem is using in the
WAN. Choices are:

Client - The WiMAX Modem is a DHCP client in the WAN. Its IP
address comes from a DHCP server on the WAN.

None - The WiIMAX Modem is not using any DHCP services in the
WAN. It has a static IP address.

LAN Information

IP Address

This field displays the current IP address of the WiMAX Modem in the
LAN.

IP Subnet Mask

This field displays the current subnet mask in the LAN.

DHCP

This field displays what DHCP services the WiMAX Modem is providing
to the LAN. Choices are:

Server - The WiMAX Modem is a DHCP server in the LAN. It assigns
IP addresses to other computers in the LAN.

None - The WIMAX Modem is not providing any DHCP services to the
LAN.

You can change this in ADVANCED > LAN Configuration > DHCP
Setup.

WIMAX Informati

on

Operator ID

Every WIMAX service provider has a unique Operator ID number, which
is broadcast by each base station it owns. You can only connect to the
Internet through base stations belonging to your service provider’s
network.

BSID

This field displays the identification number of the wireless base station
to which the WiMAX Modem is connected. Every base station transmits
a unique BSID, which identifies it across the network.

Frequency
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This field displays the radio frequency of the WiMAX Modem’s wireless
connection to a base station.
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Table 95 Status (continued)

LABEL

DESCRIPTION

MAC address

This field displays the Media Access Control address of the WiMAX
Modem. Every network device has a unique MAC address which
identifies it across the network.

WIMAX State This field displays the status of the WiMAX Modem’s current connection.

e INIT: the WIMAX Modem is starting up.

e DL_SYN: The WIMAX Modem is unable to connect to a base station.

¢ RANGING: the WiIMAX Modem and the base station are transmitting
and receiving information about the distance between them.
Ranging allows the WiIMAX Modem to use a lower transmission
power level when communicating with a nearby base station, and a
higher transmission power level when communicating with a distant
base station.

e CAP_NEGO: the WIMAX Modem and the base station are
exchanging information about their capabilities.

e AUTH: the WIMAX Modem and the base station are exchanging
security information.

e REGIST: the WIMAX Modem is registering with a RADIUS server.

e OPERATIONAL: the WIMAX Modem has successfully registered with
the base station. Traffic can now flow between the WiMAX Modem
and the base station.

e IDLE: the WiIMAX Modem is in power saving mode, but can connect
when a base station alerts it that there is traffic waiting.

Bandwidth This field shows the size of the bandwidth step the WiMAX Modem uses
to connect to a base station in megahertz (MHz).
CINR mean This field shows the average Carrier to Interference plus Noise Ratio of

the current connection. This value is an indication of overall radio signal
quality. A higher value indicates a higher signal quality, and a lower
value indicates a lower signal quality.

CINR deviation

This field shows the amount of change in the CINR level. This value is
an indication of radio signal stability. A lower number indicates a more
stable signal, and a higher number indicates a less stable signal.

RSSI

This field shows the Received Signal Strength Indication. This value is a
measurement of overall radio signal strength. A higher RSSI level
indicates a stronger signal, and a lower RSSI level indicates a weaker
signal.

A strong signal does not necessarily indicate a good signal: a strong
signal may have a low signal-to-noise ratio (SNR).

UL Data Rate

This field shows the number of data packets uploaded from the WiMAX
Modem to the base station each second.

DL Data Rate

This field shows the number of data packets downloaded to the WiMAX
Modem from the base station each second.

Tx Power

This field shows the output transmission (Tx) level of the WiMAX
Modem.

System Status

System Uptime

This field displays how long the WiMAX Modem has been running since
it last started up. The WiMAX Modem starts up when you plug it in,
when you restart it (ADVANCED > System Configuration >
Restart), or when you reset it.
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Table 95 Status (continued)

LABEL

DESCRIPTION

Current Date/
Time

This field displays the current date and time in the WiMAX Modem. You
can change this in SETUP > Time Setting.

Memory Usage

This field displays what percentage of the WiMAX Modem’s memory is
currently used. The higher the memory usage, the more likely the
WIMAX Modem is to slow down. Some memory is required just to start
the WIMAX Modem and to run the web configurator. You can reduce the
memory usage by disabling some services (see CPU Usage); by
reducing the amount of memory allocated to NAT and firewall rules (you
may have to reduce the number of NAT rules or firewall rules to do so);
or by deleting rules in functions such as incoming call policies, speed
dial entries, and static routes.

IVR Usage

This field displays what percentage of the WiMAX Modem’s IVR memory
is currently used. IVR (Interactive Voice Response) refers to the
customizable ring tone and on-hold music you set.

Interface Status

Interface This column displays each interface of the WiMAX Modem.

Status This field indicates whether or not the WiMAX Modem is using the
interface.
For the WAN interface, this field displays Up when the WiIMAX Modem is
connected to a WiMAX network, and Down when the WiMAX Modem is
not connected to a WiMAX network.
For the LAN interface, this field displays Up when the WiMAX Modem is
using the interface and Down when the WiMAX Modem is not using the
interface.

Rate For the LAN ports this displays the port speed and duplex setting.
For the WAN interface, it displays the downstream and upstream
transmission rate or N/A if the WiIMAX Modem is not connected to a
base station.
For the WLAN interface, it displays the transmission rate when WLAN is
enabled or N/A when WLAN is disabled.

Summary

Packet Click this link to view port status and packet specific statistics.

Statistics

WIMAX Site Click this link to view details of the radio frequencies used by the

Information WiIMAX Modem to connect to a base station.

DHCP Table Click this link to see details of computers to which the WiMAX Modem

has given an IP address.

VoIP Statistics

Click this link to view statistics about your VolP usage.

WIMAX Profile

Click this link to view details of the current wireless security settings.

VoIP Status

Account

This column displays each SIP account in the WiMAX Modem.
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Table 95 Status (continued)

LABEL

DESCRIPTION

Registration

This field displays the current registration status of the SIP account. You
have to register SIP accounts with a SIP server to use VoIP.

If the SIP account is already registered with the SIP server,

Click Unregister to delete the SIP account’s registration in the SIP
server. This does not cancel your SIP account, but it deletes the
mapping between your SIP identity and your IP address or domain
name.

The second field displays Registered.
If the SIP account is not registered with the SIP server,

Click Register to have the WiMAX Modem attempt to register the SIP
account with the SIP server.

The second field displays the reason the account is not registered.

Inactive - The SIP account is not active. You can activate it in VOICE
> SIP > SIP Settings.

Register Fail - The last time the WiMAX Modem tried to register the
SIP account with the SIP server, the attempt failed. The WiMAX Modem
automatically tries to register the SIP account when you turn on the
WIMAX Modem or when you activate it.

URI

This field displays the account number and service domain of the SIP
account. You can change these in VOICE = SIP > SIP Settings.
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19.2.1 WIMAX Site Information

Click Status = WiMAX Site Information to open this screen. This read-only
screen shows WiIMAX frequency information for the WiMAX Modem. These settings
can be configured in the ADVANCED = WAN Configuration > WiMAX
Configuration screen.

Figure 91 WiMAX Site Information

WIMAX, Site Information

DL Frequency[1]:
DL Frequency[2]:
DL Frequency[3]:
DL Frequency[4]:
DL Frequency[5]:
DL Frequency[gl:
DL Frequency[7]:
DL Frequency[8]:
DL Frequency[9]:
DL Frequency[10]:
DL Frequency[11]:
DL Frequency[12]:
DL Frequency[13]:
DL Frequency[14]:
DL Frequency[15]:
DL Freguency[16]:

DL Frequency[17]:

DL Freguency[18]:

 kHz
- kHz
1 kHz
B 1kHz
F kHz
I 1kHz
E 1kHz
F kHz
I 1kHz
I 1kHz
F 1kHz
F— 1kHz
- kHz
F— 1kHz
F kHz
1 kHz
F  kHz
- kHz

The following table describes the labels in this screen.

Table 96 \WiMAX Site Information

LABEL DESCRIPTION

DL Frequency These fields show the downlink frequency settings in kilohertz
(kHz). These settings determine how the WiMAX Modem searches

[1] — [18] for an available wireless connection.
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19.2.2 Packet Statistics

Click Status > Packet Statistics to open this screen. This read-only screen
displays information about the data transmission through the WiMAX Modem. To
configure these settings, go to the corresponding area in the Advanced screens.

Figure 92 Packet Statistics

Packet Statistics

Port Status
WAN Diown
LAN 100M Full

System Up Time: 6:00:02

TPl RiPkts Caliisions TxB/= RxBJs Lip Time

0 1] ¥ (8] i 00:00:00

11091 9262 a 54 593 5:58:17
c | Setinterval

Poll Interval : 5ﬂD |52

The following table describes the fields in this screen.

Table 97 Packet Statistics

LABEL DESCRIPTION
Port This column displays each interface of the WiMAX Modem.
Status This field indicates whether or not the WiMAX Modem is using the
interface.
For the WAN interface, this field displays the port speed and duplex
setting when the WiIMAX Modem is connected to a WiMAX network,
and Down when the WIMAX Modem is not connected to a WiMAX
network.
For the LAN interface, this field displays the port speed and duplex
setting when the WiMAX Modem is using the interface and Down
when the WiMAX Modem is not using the interface.
For the WLAN interface, it displays the transmission rate when WLAN
is enabled or Down when WLAN is disabled.
TxPkts This field displays the number of packets transmitted on this interface.
RxPkts This field displays the number of packets received on this interface.
Collisions This field displays the number of collisions on this port.
Tx B/s This field displays the number of bytes transmitted in the last second.
Rx B/s This field displays the number of bytes received in the last second.
Up Time This field displays the elapsed time this interface has been connected.

System up Time

This is the elapsed time the system has been on.

Poll Interval(s)

Type the time interval for the browser to refresh system statistics.
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Table 97 Packet Statistics (continued)

LABEL DESCRIPTION

Set Interval Click this button to apply the new poll interval you entered in the Poll
Interval field above.

Stop Click this button to halt the refreshing of the system statistics.

19.2.3 VolIP Statistics

Click Status = DHCP Table to open this screen. This read-only screen shows SIP
registration information, status of calls and VolP traffic statistics. These settings
can be configured in the VOICE > Service Configuration > SIP Setting screen.

Figure 93 VolIP Statistics

SIP Status

Port Status

Register

TiA Fai

Call Statistics

Phone Hook

Phone 1 on

Pall Interval : i5

|sec | Set Interval

Last Message Last Incoming Last Qutgonig
Registration i it Waiting Mumber MNumber

M/fA changeme@127.0.0.1 UDP Mo M/A N/A

Status Codec Peer Mumber Duration  TxPkts RuPkis TxBjs BxBfs
MfA MNf& A 0:00:00 4] o (¢] ¢]

Each field is described in the following table.

Table 98 VolP Statistics

LABEL

DESCRIPTION

SIP Status

Port

This column displays each SIP account in the WiMAX Modem.

Status

This field displays the current registration status of the SIP account. You
can change this in the Status screen.

Registered - The SIP account is registered with a SIP server.

Register Fail - The last time the WiMAX Modem tried to register the
SIP account with the SIP server, the attempt failed. The WiIMAX Modem
automatically tries to register the SIP account when you turn on the
WIMAX Modem or when you activate it.

Inactive - The SIP account is not active. You can activate it in VOICE
> SIP > SIP Settings.

Last
Registration

This field displays the last time you successfully registered the SIP
account. It displays NZA if you never successfully registered this
account.
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Table 98 VolP Statistics

LABEL DESCRIPTION

URI This field displays the account number and service domain of the SIP
account. You can change these in VOICE = SIP > SIP Settings.

Protocol This field displays the transport protocol the SIP account uses. SIP
accounts always use UDP.

Message This field indicates whether or not there are any messages waiting for

Waiting the SIP account.

Last Incoming
Number

This field displays the last number that called the SIP account. It
displays NZA if no number has ever dialed the SIP account.

Last Outgoing
Number

This field displays the last number the SIP account called. It displays N/
A if the SIP account has never dialed a number.

Call Statistics

Phone

This field displays the WiMAX Modem’s phone port number.

Hook

This field indicates whether the phone is on the hook or off the hook.
On - The phone is hanging up or already hung up.

Off - The phone is dialing, calling, or connected.

Status

This field displays the current state of the phone call.

NZ/A - There are no current VolP calls, incoming calls or outgoing calls
being made.

DIAL - The callee’s phone is ringing.
RING - The phone is ringing for an incoming VolIP call.
Process - There is a VolP call in progress.

DISC - The callee’s line is busy, the callee hung up or your phone was
left off the hook.

Codec

This field displays what voice codec is being used for a current VolP call
through a phone port.

Peer Number

This field displays the SIP number of the party that is currently engaged
in a VoIP call through a phone port.

Duration This field displays how long the current call has lasted.

Tx Pkts This field displays the number of packets the WiMAX Modem has
transmitted in the current call.

Rx Pkts This field displays the number of packets the WiMAX Modem has
received in the current call.

Tx B/s This field displays how quickly the WiMAX Modem has transmitted
packets in the current call. The rate is the average number of bytes
transmitted per second.

Rx B/s This field displays how quickly the WiMAX Modem has received packets

in the current call. The rate is the average number of bytes transmitted
per second.

Poll Interval(s)

Enter how often you want the WiMAX Modem to update this screen, and
click Set Interval.
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Table 98 VolP Statistics

LABEL DESCRIPTION

Set Interval Click this to make the WIMAX Modem update the screen based on the
amount of time you specified in Poll Interval.

Stop Click this to make the WiIMAX Modem stop updating the screen.

19.2.4 WiMAX Profile

212

Click Status > WiMAX Profile to open this screen. This read-only screen displays
information about the security settings you are using. To configure these settings,
go to the ADVANCED = WAN Configuration > Internet Connection screen.

Note: Not all WiMAX Modem models have all the fields shown here.

Figure 94 WiMAX Profile

WiMAX Profile

User Name: |

Pazsword: |

Anonymous Identity: |
PEM: P KM2
Authentication: TTLS

TTLS Inner EAP;

Certificate: |

The following table describes the labels in this screen.

Table 99 The WiMAX Profile Screen

LABEL DESCRIPTION
User Name This is the username for your Internet access account.
Password This is the password for your Internet access account. The

password displays as a row of asterisks for security purposes.

Anonymous ldentity | This is the anonymous identity provided by your Internet Service
Provider. Anonymous identity (also known as outer identity) is
used with EAP-TTLS encryption.

PKM This field displays the Privacy Key Management version number.
PKM provides security between the WiMAX Modem and the base
station. See the WiIMAX security appendix for more information.
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Table 99 The WiIMAX Profile Screen (continued)

LABEL

DESCRIPTION

Authentication

This field displays the user authentication method. Authentication
is the process of confirming the identity of a user (by means of a
username and password, for example).

EAP-TTLS allows an MS/SS and a base station to establish a secure
link (or ‘tunnel’) with an AAA (Authentication, Authorization and
Accounting) server in order to exchange authentication
information. See the WiIMAX security appendix for more details.

TTLS Inner EAP

This field displays the type of secondary authentication method.
Once a secure EAP-TTLS connection is established, the inner EAP is
the protocol used to exchange security information between the
mobile station, the base station and the AAA server to
authenticate the mobile station. See the WiMAX security appendix
for more details.

The WiMAX Modem supports the following inner authentication
types:

e CHAP (Challenge Handshake Authentication Protocol)
¢ MSCHAP (Microsoft CHAP)

¢ MSCHAPV2 (Microsoft CHAP version 2)

e PAP (Password Authentication Protocol)

Certificate

This is the security certificate the WiMAX Modem uses to
authenticate the AAA server, if one is available.

19.2.5 DHCP Table

Click Status = DHCP Table to open this screen. This read-only screen shows the
IP addresses, Host Names and MAC addresses of the devices currently connected
to the WiMAX Modem. These settings can be configured in the ADVANCED = LAN
Configuration = DHCP Setup screen.

Figure 95 DHCP Table

DHCP TABLE

IP Address Host Name MAC Address

192.168.1.33 bwpc13774-02 00:24:21: 7e:20:96

F{efreshl
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Each field is described in the following table.

Table 100 DHCP Table

LABEL DESCRIPTION

H The number of the item in this list.

IP Address This field displays the IP address the WiIMAX Modem assigned to a
computer in the network.

Host Name This field displays the system name of the computer to which the

WIMAX Modem assigned the IP address.

MAC Address

This field displays the MAC address of the computer to which the
WIMAX Modem assigned the IP address.
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Refresh

Click this button to update the table data.
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Troubleshooting

This chapter offers some suggestions to solve problems you might encounter. The
potential problems are divided into the following categories:

e Power, Hardware Connections, and LEDs

¢ WIMAX Modem Access and Login

e Internet Access

e Phone Calls and VolP

¢ Reset the WIMAX Modem to Its Factory Defaults

e Export a Certificate File

20.1 Power, Hardware Connections, and LEDs

The WiIMAX Modem does not turn on. None of the LEDs turn on.

1 Make sure you are using the power adapter or cord included with the WiMAX
Modem.

2 Make sure the power adapter or cord is connected to the WiMAX Modem and
plugged in to an appropriate power source. Make sure the power source is turned
on.

3 Disconnect and re-connect the power adapter or cord to the WiMAX Modem.

4 If the problem continues, contact the vendor.

One of the LEDs does not behave as expected.
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1 Make sure you understand the normal behavior of the LED. See Section 1.2.1 on
page 33 for more information.

2 Check the hardware connections. See the Quick Start Guide.

3 Inspect your cables for damage. Contact the vendor to replace any damaged
cables.

4 Disconnect and re-connect the power adapter to the WiMAX Modem.

5 If the problem continues, contact the vendor.

20.2 WIiMAX Modem Access and Login

| forgot the IP address for the WiMAX Modem.

1 Refer to the UG cover for the default IP address.

2 If you changed the IP address and have forgotten it, you might get the IP address
of the WIiMAX Modem by looking up the IP address of the default gateway for your
computer. To do this in most Windows computers, click Start > Run, enter cmd,
and then enter ipconfig. The IP address of the Default Gateway might be the IP
address of the WiMAX Modem (it depends on the network), so enter this IP
address in your Internet browser.

3 If this does not work, you have to reset the WiMAX Modem to its factory defaults.
See Section 20.1 on page 215.

| forgot the password.

1 Refer to the UG cover for the default name and password for user and admin
account.

2 If this does not work, you have to reset the WiMAX Modem to its factory defaults.
See Section 9.5 on page 100.

| cannot see or access the Login screen in the web configurator.
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1 Make sure you are using the correct IP address.

o Refer to the UG cover for the default IP address.

¢ If you changed the IP address (Section 5.2 on page 54), use the new IP
address.

¢ If you changed the IP address and have forgotten it, see the troubleshooting
suggestions for | forgot the IP address for the WiMAX Modem.

2 Check the hardware connections, and make sure the LEDs are behaving as
expected. See the Quick Start Guide and Section 1.2.1 on page 33.

3 Make sure your Internet browser does not block pop-up windows and has
JavaScript and Java enabled. See Appendix C on page 263.

4 If there is a DHCP server on your network, make sure your computer is using a
dynamic IP address. Your WiMAX Modem is a DHCP server by default.

If there is no DHCP server on your network, make sure your computer’s IP
address is in the same subnet as the WiIMAX Modem. See Appendix D on page
273.

5 Reset the WIMAX Modem to its factory defaults, and try to access the WiMAX
Modem with the default IP address. See Section 9.6 on page 101.

6 If the problem continues, contact the network administrator or vendor, or try one
of the advanced suggestions.

Advanced Suggestions

e Try to access the WiMAX Modem using another service, such as Telnet. If you
can access the WiMAX Modem, check the remote management settings and
firewall rules to find out why the WiMAX Modem does not respond to HTTP.

e If your computer is connected wirelessly, use a computer that is connected to a
LAN/ETHERNET port.

| can see the Login screen, but | cannot log in to the WIMAX Modem.

1 Refer to the UG cover for the default name and password for user and admin
account. The fields are case-sensitive, so make sure [Caps Lock] is not on.

2 You cannot log in to the web configurator while someone is using Telnet to access
the WiMAX Modem. Log out of the WiMAX Modem in the other session, or ask the
person who is logged in to log out.

3 Disconnect and re-connect the power adapter or cord to the WiMAX Modem.
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4 If this does not work, you have to reset the WiMAX Modem to its factory defaults.
See Section 9.5 on page 100.

| cannot telnet to the WiMAX Modem.

See the troubleshooting suggestions for | cannot see or access the Login screen in
the web configurator. Ignore the suggestions about your browser.

20.3 Internet Access

| cannot access the Internet.

1 Check the hardware connections, and make sure the LEDs are behaving as
expected. See the Quick Start Guide and Section 1.2.1 on page 33.

2 Make sure you entered your ISP account information correctly in the wizard. These
fields are case-sensitive, so make sure [Caps Lock] is not on.

3 Check your security settings. In the web configurator, go to the Status screen.
Click the WiMAX Profile link in the Summary box and make sure that you are
using the correct security settings for your Internet account.

4 Check your WiMAX settings. The WiMAX Modem may have been set to search the
wrong frequencies for a wireless connection. In the web configurator, go to the
Status screen. Click the WiMAX Site Information link in the Summary box and
ensure that the values are correct. If the values are incorrect, enter the correct
frequency settings in the ADVANCED > WAN Configuration > WiMAX
Configuration screen. If you are unsure of the correct values, contact your
service provider.

5 If you are trying to access the Internet wirelessly, make sure the wireless settings
in the wireless client are the same as the settings in the AP.

6 Disconnect all the cables from your WiMAX Modem, and follow the directions in the
Quick Start Guide again.

7 If the problem continues, contact your ISP.
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| cannot access the Internet any more. | had access to the Internet (with the
WiIMAX Modem), but my Internet connection is not available any more.

1 Check the hardware connections, and make sure the LEDs are behaving as
expected. See the Quick Start Guide and Section 1.2.1 on page 33.

2 Disconnect and re-connect the power adapter to the WiMAX Modem.

3 If the problem continues, contact your ISP.

The Internet connection is slow or intermittent.

1 The quality of the WiMAX Modem’s wireless connection to the base station may be
poor. Poor signal reception may be improved by moving the WiMAX Modem away
from thick walls and other obstructions, or to a higher floor in your building.

2 There may be radio interference caused by nearby electrical devices such as
microwave ovens and radio transmitters. Move the WiMAX Modem away or switch
the other devices off. Weather conditions may also affect signal quality.

3 There might be a lot of traffic on the network. Look at the LEDs, and check Section
1.2.1 on page 33. If the WIMAX Modem is sending or receiving a lot of
information, try closing some programs that use the Internet, especially peer-to-
peer applications.

4 Disconnect and re-connect the power adapter to the WiMAX Modem.

5 If the problem continues, contact the network administrator or vendor, or try one
of the advanced suggestions.

The Internet connection disconnects.

1 Check your WiMAX link and signal strength using the WiMAX Link and Strength
Indicator LEDs on the device.

2 Contact your ISP if the problem persists.
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20.4 Phone Calls and VolP

The telephone port won’'t work or the telephone lacks a dial tone.

Check the telephone connections and telephone wire.

2 Make sure you have the VOICE > Service Configuration > SIP Settings screen

properly configured (Chapter 10 on page 103).

| can access the Internet, but cannot make VolP calls.

Make sure you have the VOICE > Service Configuration > SIP Settings screen
properly configured (Chapter 10 on page 103).

The VolP LED should come on. Make sure that your telephone is connected to the
VolIP port (see the Quick Start Guide for information on connecting telephone
cables to the these ports).

You can also check the VolP status in the Status screen.
If the VoIP settings are correct, use speed dial to make peer-to-peer calls. If you

cannot make a call using speed dial, there may be something wrong with the SIP
server. Contact your VoIP service provider.

Problems With Multiple SIP Accounts

220

You can set up two SIP accounts on your WiMAX Modem. By default your WiMAX
Modem uses SIP account 1 for outgoing calls, and it uses SIP accounts 1 and 2 for
incoming calls. With this setting, you always use SIP account 1 for your outgoing
calls and you cannot distinguish which SIP account the calls are coming in
through. If you want to control the use of different dialing plans for accounting
purposes or other reasons, you need to configure your phone port in order to
control which SIP account you are using when placing or receiving calls.
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20.5 Export a Certificate File

When | try to export a certificate file from the WiMAX Modem, the exporting
process hangs.

1 You may encounter this issue if you are using Internet Explorer 8.
2 Make sure you have upgraded to Internet Explorer 8 standard version.

3 To resolve this, select Tool > SmartScreen Filter > Turn On SmartScreen
Filter in your browser.

Figure 96 Internet Explorer 8: Turn On Safety Filter
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4 Select Turn off SmartScreen Filter and click OK. Export the certificate file
again, you should be able to download the file now.
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20.6 Reset the WIMAX Modem to Its Factory
Defaults

If you reset the WiIMAX Modem, you lose all of the changes you have made. The
WIMAX Modem re-loads its default settings, and the password resets to default.
You have to make all of your changes again.

You will lose all of your changes when you push the Reset button.

To reset the WiIMAX Modem,

1 Make sure the Power LED is on and not blinking.

2 Press and hold the Reset button for five to ten seconds. Release the Reset button
when the Power LED begins to blink. The default settings have been restored.

If the WIMAX Modem restarts automatically, wait for the WiIMAX Modem to finish
restarting, and log in to the web configurator. The password is set to default.

If the WIMAX Modem does not restart automatically, disconnect and reconnect the
WiMAX Modem’s power. Then, follow the directions above again.

20.6.1 Pop-up Windows, JavaScript and Java Permissions

Please see Appendix C on page 263.
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Product Specifications

This chapter gives details about your WiMAX Modem’s hardware and firmware
features.

Table 101 Environmental and Hardware Specifications
FEATURE DESCRIPTION
Operating Temperature 0°C to 45°C

Storage Temperature -25°C to 55°C

Operating Humidity 10% to 90% (non-condensing)

Storage Humidity 10% to 95% (non-condensing)

Power Supply 12V DC, 1.5A

Power Consumption 18W

Ethernet Interface One auto-negotiating, auto-MDI/MDI-X NWay 10/100 Mbps
RJ-45 Ethernet port

Telephony Interface One analog ATA interfaces for standard telephones through
RJ-11 FXS (Foreign Exchange Subscriber) analog connector

Antennas 2 SMA external 5dBi WiIMAX antennas

Weight 4009

Dimensions 260mm (H) x 165mm (W) x 25mm (D)

Safety Approvals EN 60950-1
IEC 60950-1

EMI Approvals EN 301489-1 v1.6.1
EN 61000-3-2
EN 61000-3-3

EMS Approvals EN 301489-4 v1.3.1

RF Approvals EN 302326

Table 102 Radio Specifications

FEATURE DESCRIPTION
Media Access Protocol IEEE 802.16e
WIMAX Bandwidth 5MHz, 10MHz
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Table 102 Radio Specifications (continued)

Data Rate

Download:

Maximum 15 Mbps
Average 6 Mbps

Upload:

Maximum 5 Mbps

Modulation

QPSK (uplink and downlink)
16-QAM (uplink and downlink)

64-QAM (downlink only)

Output Power

Typically 26dBm with external antenna

Duplex mode

Time Division Duplex (TDD)

Security

PKMv2
EAP

CCMP, 128-bit AES

Table 103 Firmware Specifications

FEATURE

DESCRIPTION

Web-based Configuration
and Management Tool

Also known as “the web configurator”, this is a firmware-
based management solution for the WiIMAX Modem. You must
connect using a compatible web browser in order to use it.

High Speed Wireless
Internet Access

The WIMAX Modem is ideal for high-speed wireless Internet
browsing.

WIMAX (Worldwide Interoperability for Microwave Access) is a
wireless networking standard providing high-bandwidth,
wide-range secured wireless service. The WiMAX Modem is a
WiIMAX mobile station (MS) compatible with the IEEE 802.16e
standard.

Firewall

The WIMAX Modem is a stateful inspection firewall with DoS
(Denial of Service) protection. By default, when the firewall is
activated, all incoming traffic from the WAN to the LAN is
blocked unless it is initiated from the LAN. The WiMAX
Modem'’s firewall supports TCP/UDP inspection, DoS detection
and prevention, real time alerts, reports and logs.

Content Filtering

The WIMAX Modem can block access to web sites containing
specified keywords. You can define time periods and days
during which content filtering is enabled and include or
exclude a range of users on the LAN from content filtering.

Network Address
Translation (NAT)

Network Address Translation (NAT) allows the translation of
an Internet protocol address used within one network (for
example a private IP address used in a local network) to a
different IP address known within another network (for
example a public IP address used on the Internet).

Dynamic DNS Support

With Dynamic DNS support, you can have a static hostname
alias for a dynamic IP address, allowing the host to be more
easily accessible from various locations on the Internet. You
must register for this service with a Dynamic DNS service
provider.
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Table 103 Firmware Specifications (continued)

FEATURE

DESCRIPTION

DHCP

DHCP (Dynamic Host Configuration Protocol) allows the
individual clients (computers) to obtain the TCP/IP
configuration at start-up from a centralized DHCP server. Your
device has built-in DHCP server capability enabled by default.
It can assign IP addresses, an IP default gateway and DNS
servers to DHCP clients.

IP Alias

IP alias allows you to partition a physical network into logical
networks over the same Ethernet interface. Your device
supports three logical LAN interfaces via its single physical
Ethernet interface with the your device itself as the gateway
for each LAN network.

Multiple SIP Accounts

You can configure multiple voice (SIP) accounts.

SIP ALG

Your device is a SIP Application Layer Gateway (ALG). It
allows VolIP calls to pass through NAT for devices behind it
(such as a SIP-based VolP software application on a
computer).

Dynamic Jitter Buffer

The built-in adaptive buffer helps to smooth out the
variations in delay (jitter) for voice traffic (up to 60 ms). This
helps ensure good voice quality for your conversations.

Voice Activity Detection/
Silence Suppression

Voice Activity Detection (VAD) reduces the bandwidth that a
call uses by not transmitting when you are not speaking.

Comfort Noise Generation

Your device generates background noise to fill moments of
silence when the other device in a call stops transmitting
because the other party is not speaking (as total silence
could easily be mistaken for a lost connection).

Echo Cancellation

You device supports G.168 of at least 24 ms.

This an ITU-T standard for eliminating the echo caused by the
sound of your voice reverberating in the telephone receiver
while you talk.

Time and Date

Get the current time and date from an external server when
you turn on your WiMAX Modem. You can also set the time
manually.

Logging Use the WIMAX Modem'’s logging feature to view connection
history, surveillance logs, and error messages.

Codecs Enhanced Variable Rate Codec (EVRC), G.711 (PCM p-law
and a-law), G.729a, and G.723.1

Fax Support T.38 FAX relay (FAX over UDP).
G.711 fax relay for fax calls and be able to renegotiate codec
to G.711 if a fax call is detected.

Ring Tones Supports different distinctive ring tones on each line.

Call Prioritization

Prioritize VoIP traffic originating from the RJ-11 ports over
any other traffic.
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Table 104 Standards Supported

STANDARD DESCRIPTION

RFC 768 User Datagram Protocol

RFC 791 Internet Protocol v4

RFC 792 Internet Control Message Protocol

RFC 792 Transmission Control Protocol

RFC 826 Address Resolution Protocol

RFC 854 Telnet Protocol

RFC 1349 Type of Service Protocol

RFC 1706 DNS NSAP Resource Records

RFC 1889 Real-time Transport Protocol (RTP)

RFC 1890 Real-time Transport Control Protocol (RTCP)

RFC 2030 Simple Network Time Protocol

RFC 2104 HMAC: Keyed-Hashing for Message Authentication

RFC 2131 Dynamic Host Configuration Protocol

RFC 2401 Security Architecture for the Internet Protocol

RFC 2409 Internet Key Exchange

RFC 2475 Architecture for Differentiated Services (Diffserv)

RFC 2617 Hypertext Transfer Protocol (HTTP) Authentication: Basic and
Digest Access Authentication

RFC 2782 A DNS RR for specifying the location of services (DNS SRV)

RFC 2833 Real-time Transport Protocol Payload for DTMF Digits, Telephony
Tones and Telephony Signals

RFC 2976 The SIP INFO Method

RFC 3261 Session Initiation Protocol (SIP version 2)

RFC 3262 Reliability of Provisional Responses in the Session Initiation
Protocol (SIP).

RFC 3263 Session Initiation Protocol (SIP): Locating SIP Servers

RFC 3264 An Offer/Answer Model with the Session Description Protocol
(SDP)

RFC 3265 Session Initiation Protocol (SIP)-Specific Event Notification

RFC 3323 A Privacy Mechanism for SIP

RFC 3325 Private Extensions to the Session Initiation Protocol (SIP) for
Asserted ldentity within Trusted Networks

RFC 3550 RTP - A Real Time Protocol for Real-Time Applications

RFC 3581 An Extension to the Session Initiation Protocol (SIP) for
Symmetric Response Routing

RFC 3611 RTP Control Protocol Extended Reports (RTCP XR)-XR

RFC 3715 IP Sec/NAT Compatibility

RFC 3842 A Message Summary and Message Waiting Indication Event
Package for the Session Initiation Protocol (SIP)
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Table 104 Standards Supported (continued)

STANDARD DESCRIPTION

IEEE 802.3 10BASES5 10 Mbit/s (1.25 MB/s)

IEEE 802.3u 100BASE-TX, 100BASE-T4, 100BASE-FX Fast Ethernet at 100
Mbit/s (12.5 MB/s) with auto-negotiation

Table 105 Voice Features

Call Park and
Pickup

Call park and pickup lets you put a call on hold (park) and then
continue the call (pickup). The caller must still pay while the call is
parked.

When you park the call, you enter a number of your choice (up to
eight digits), which you must enter again when you pick up the call. If
you do not enter the correct number, you cannot pickup the call. This
means that only someone who knows the humber you have chosen
can pick up the call.

You can have more than one call on hold at the same time, but you
must give each call a different number.

Call Return

With call return, you can place a call to the last number that called
you (either answered or missed). The last incoming call can be
through either SIP or PSTN.

Country Code

Phone standards and settings differ from one country to another, so
the settings on your WiMAX Modem must be configured to match
those of the country you are in. The country code feature allows you
to do this by selecting the country from a list rather than changing
each setting manually. Configure the country code feature when you
move the WIiMAX Modem from one country to another.

Do not Disturb

This feature allows you to set your phone not to ring when someone

(DnD) calls you. You can set each phone independently using its keypad, or
configure global settings for all phones using the command line
interpreter.

Auto Dial You can set the WiMAX Modem to automatically dial a specified

number immediately whenever you lift a phone off the hook. Use the
Web Configurator to set the specified number. Use the command line
interpreter to have the WiMAX Modem wait a specified length of time
before dialing the number.

Phone config

The phone configuration table allows you to customize the phone
keypad combinations you use to access certain features on the
WIMAX Modem, such as call waiting, call return, call forward, etc. The
phone configuration table is configurable in command interpreter
mode.

Firmware update
enable / disable

If your service provider uses this feature, you hear a recorded
message when you pick up the phone when new firmware is available
for your WiMAX Modem. Enter *99# in your phone’s keypad to have
the WiMAX Modem upgrade the firmware, or enter #99# to not
upgrade. If your service provider gave you different numbers to use,
enter them instead. If you enter the code to not upgrade, you can
make a call as normal. You will hear the recording again each time
you pick up the phone, until you upgrade.
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Table 105 Voice Features

Call waiting

This feature allows you to hear an alert when you are already using
the phone and another person calls you. You can then either reject
the new incoming call, put your current call on hold and receive the
new incoming call, or end the current call and receive the new
incoming call.

Call forwarding

With this feature, you can set the WiMAX Modem to forward calls to a
specified number, either unconditionally (always), when your number
is busy, or when you do not answer. You can also forward incoming
calls from one specified number to another.

Caller ID The WiIMAX Modem supports caller ID, which allows you to see the
originating number of an incoming call (on a phone with a suitable
display).

REN A Ringer Equivalence Number (REN) is used to determine the number

of devices (like telephones or fax machines) that may be connected
to the telephone line. Your device has a REN of three, so it can
support three devices per telephone port.

QoS (Quality of

Quality of Service (QoS) mechanisms help to provide better service

Service) on a per-flow basis. Your device supports Type of Service (ToS)
tagging and Differentiated Services (DiffServ) tagging. This allows
the device to tag voice frames so they can be prioritized over the
network.

SIP ALG Your device is a SIP Application Layer Gateway (ALG). It allows VolP
calls to pass through NAT for devices behind it (such as a SIP-based
VoIP software application on a computer).

Other Voice SIP version 2 (Session Initiating Protocol RFC 3261)

Features

SDP (Session Description Protocol RFC 2327)

RTP (RFC 1889)

RTCP (RFC 1890)

Voice codecs (coder/decoders) G.711, G.726, G.729

Fax and data modem discrimination

DTMF Detection and Generation

DTMF: In-band and Out-band traffic (RFC 2833),(PCM), (SIP INFO)
Point-to-point call establishment between two I1ADs

Quick dialing through predefined phone book, which maps the phone
dialing number and destination URL.

Flexible Dial Plan (RFC3525 section 7.1.14)

Table 106 Star (*

and Pound (#) Code Support

*0 Wireless Operator Services

*2 Customer Care Access

*66 Repeat Dialing

*67 Plus the 10 digit phone number to block Caller ID on a single call
basis

*69 Return last call received
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Table 106 Star (*

and Pound (#) Code Support

*70 Followed by the 10 digit phone number to cancel Call Waiting on a
single call basis

*72 Activate Call Forwarding (*72 followed by the 10 digit phone number
that is requesting call forwarding service)

*720 Activate Call Forwarding (*720 followed by the 10 digit phone number
that is requesting deactivation of call forwarding service)

*73 Plus the forward to phone number to activate Call Forwarding No
Answer (no VM service plan)

*730 Deactivate Call Forwarding No Answer

*740 Plus the forward to phone number to activate Call Forwarding Busy
(no VM service plan)

*911/911 Emergency phone number (same as dialing 911)

*411/411 Wireless Information Services

Note: To take full advantage of the supplementary phone services available through
the WIMAX Modem's phone port, you may need to subscribe to the services
from your voice account service provider.

Not all features are supported by all service providers. Consult your service
provider for more information.

User’'s Guide

229




Chapter 21 Product Specifications

230 User’'s Guide




WIMAX Security

Wireless security is vital to protect your wireless communications. Without it,
information transmitted over the wireless network would be accessible to any
networking device within range.

User Authentication and Data Encryption

The WIMAX (IEEE 802.16) standard employs user authentication and encryption to
ensure secured communication at all times.

User authentication is the process of confirming a user’s identity and level of
authorization. Data encryption is the process of encoding information so that it
cannot be read by anyone who does not know the code.

WIMAX uses PKMv2 (Privacy Key Management version 2) for authentication, and
CCMP (Counter Mode with Cipher Block Chaining Message Authentication Protocol)
for data encryption.

WIMAX supports EAP (Extensible Authentication Protocol, RFC 2486) which allows
additional authentication methods to be deployed with no changes to the base
station or the mobile or subscriber stations.

PKMv2

PKMv2 is a procedure that allows authentication of a mobile or subscriber station
and negotiation of a public key to encrypt traffic between the MS/SS and the base
station. PKMv2 uses standard EAP methods such as Transport Layer Security
(EAP-TLS) or Tunneled TLS (EAP-TTLS) for secure communication.

In cryptography, a ‘key’ is a piece of information, typically a string of random
numbers and letters, that can be used to ‘lock’ (encrypt) or ‘unlock’ (decrypt) a
message. Public key encryption uses key pairs, which consist of a public (freely
available) key and a private (secret) key. The public key is used for encryption and
the private key is used for decryption. You can decrypt a message only if you have
the private key. Public key certificates (or ‘digital 1Ds") allow users to verify each
other’s identity.
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RADIUS

RADIUS is based on a client-server model that supports authentication,
authorization and accounting. The base station is the client and the server is the
RADIUS server. The RADIUS server handles the following tasks:

¢ Authentication
Determines the identity of the users.
e Authorization

Determines the network services available to authenticated users once they are
connected to the network.

e Accounting
Keeps track of the client’s network activity.

RADIUS is a simple package exchange in which your base station acts as a
message relay between the MS/SS and the network RADIUS server.

Types of RADIUS Messages

232

The following types of RADIUS messages are exchanged between the base station
and the RADIUS server for user authentication:

e Access-Request
Sent by an base station requesting authentication.
e Access-Reject
Sent by a RADIUS server rejecting access.
e Access-Accept
Sent by a RADIUS server allowing access.
e Access-Challenge

Sent by a RADIUS server requesting more information in order to allow access.
The base station sends a proper response from the user and then sends another
Access-Request message.

The following types of RADIUS messages are exchanged between the base station
and the RADIUS server for user accounting:

e Accounting-Request
Sent by the base station requesting accounting.
e Accounting-Response
Sent by the RADIUS server to indicate that it has started or stopped accounting.

In order to ensure network security, the access point and the RADIUS server use a
shared secret key, which is a password they both know. The key is not sent over
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Diameter

the network. In addition to the shared key, password information exchanged is
also encrypted to protect the network from unauthorized access.

Diameter (RFC 3588) is a type of AAA server that provides several improvements
over RADIUS in efficiency, security, and support for roaming.

Security Association

CCMP

The set of information about user authentication and data encryption between two
computers is known as a security association (SA). In a WiMAX network, the
process of security association has three stages.

e Authorization request and reply

The MS/SS presents its public certificate to the base station. The base station
verifies the certificate and sends an authentication key (AK) to the MS/SS.

¢ Key request and reply

The MS/SS requests a transport encryption key (TEK) which the base station
generates and encrypts using the authentication key.

e Encrypted traffic

The MS/SS decrypts the TEK (using the authentication key). Both stations can
now securely encrypt and decrypt the data flow.

All traffic in a WIMAX network is encrypted using CCMP (Counter Mode with Cipher
Block Chaining Message Authentication Protocol). CCMP is based on the 128-bit
Advanced Encryption Standard (AES) algorithm.

‘Counter mode’ refers to the encryption of each block of plain text with an
arbitrary number, known as the counter. This number changes each time a block
of plain text is encrypted. Counter mode avoids the security weakness of repeated
identical blocks of encrypted text that makes encrypted data vulnerable to
pattern-spotting.

‘Cipher Block Chaining Message Authentication’ (also known as CBC-MAC) ensures
message integrity by encrypting each block of plain text in such a way that its
encryption is dependent on the block before it. This series of ‘chained’ blocks
creates a message authentication code (MAC or CMAC) that ensures the encrypted
data has not been tampered with.
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Authentication

The WiMAX Modem supports EAP-TTLS authentication.

EAP-TTLS (Tunneled Transport Layer Service)

234

EAP-TTLS is an extension of the EAP-TLS authentication that uses certificates for
only the server-side authentications to establish a secure connection (with EAP-
TLS digital certifications are needed by both the server and the wireless clients for
mutual authentication). Client authentication is then done by sending username
and password through the secure connection, thus client identity is protected. For
client authentication, EAP-TTLS supports EAP methods and legacy authentication
methods such as PAP, CHAP, MS-CHAP and MS-CHAP v2.
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Setting Up Your Computer’s IP
Address

Note: Your specific device may not support all of the operating systems described in
this appendix. See the product specifications for more information about which
operating systems are supported.

This appendix shows you how to configure the IP settings on your computer in
order for it to be able to communicate with the other devices on your network.
Windows Vista/XP/2000, Mac OS 9/0S X, and all versions of UNIX/LINUX include
the software components you need to use TCP/IP on your computer.

If you manually assign IP information instead of using a dynamic IP, make sure
that your network’s computers have IP addresses that place them in the same
subnet.

In this appendix, you can set up an IP address for:

¢ Windows XP/NT/2000 on page 236

e Windows Vista on page 239

e Mac OS X: 10.3 and 10.4 on page 243

e Mac OS X: 10.5 on page 247

e Linux: Ubuntu 8 (GNOME) on page 250

e Linux: openSUSE 10.3 (KDE) on page 256
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Windows XP/NT/2000

The following example uses the default Windows XP display theme but can also

apply to Windows 2000 and Windows NT.

1 Click Start > Control Panel.

Fure 98 Windows XP: Start Menu
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2 In the Control Panel, click the Network Connections icon.

Figure 99 Windows XP: Control Panel
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3 Right-click Local Area Connection and then select Properties.

Figure 100 Windows XP: Control Panel > Network Connections > Properties
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4 On the General tab, select Internet Protocol (TCP/1P) and then click
Properties.

Figure 101 Windows XP: Local Area Connection Properties
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5 The Internet Protocol TCP/IP Properties window opens.
Figure 102 Windows XP: Internet Protocol (TCP/IP) Properties
Internet Protocol (TCP/IP) Properties

General _ Alternate Configuration

You can get |P settings azsigned automatically if your netwaork, supports
thiz capability. Othenwize, you need to azk your network, administrator for
the appropriate [P zettings.
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Advanced..,

[ ak. l[ Cancel I

6 Select Obtain an IP address automatically if your network administrator or ISP
assigns your IP address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask,
and Default gateway fields if you have a static IP address that was assigned to
you by your network administrator or ISP. You may also have to enter a Preferred
DNS server and an Alternate DNS server, if that information was provided.

7 Click OK to close the Internet Protocol (TCP/IP) Properties window.
Click OK to close the Local Area Connection Properties window.Verifying Settings

1 Click Start > All Programs > Accessories > Command Prompt.

2 In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start = Control Panel = Network Connections, right-click a
network connection, click Status and then click the Support tab to view your IP
address and connection information.
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Windows Vista

This section shows screens from Windows Vista Professional.

1 Click Start > Control Panel.
Figure 103 Windows Vista: Start Menu
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2 In the Control Panel, click the Network and Internet icon.

Figure 104 Windows Vista: Control Panel
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3 Click the Network and Sharing Center icon.

Figure 105 Windows Vista: Network And Internet
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4 Click Manage network connections.

Figure 106 Windows Vista: Network and Sharing Center

@,\;-}‘a Metwock ard Tnterrat s Metsork amd Shaciug Centas |y []

EHle Bt Vies  Tools  Hely

Wb ik A S!'u.'-rl'.g Cafter

Marnsge networn comnections . l& » 5’

TRPCROLLL Irrbarma
[Kagnose ang reper (This coampatar’)

Koo Mot connacted

5 Right-click Local Area Connection and then select Properties.

Figure 107 Windows Vista: Network and Sharing Center
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Note: During this procedure, click Continue whenever Windows displays a screen

saying that it needs your permission to continue.
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6 Select Internet Protocol Version 4 (TCP/I1Pv4) and then select Properties.

Figure 108 Windows Vista: Local Area Connection Properties
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The Internet Protocol Version 4 (TCP/I1Pv4) Properties window opens.
Figure 109 Windows Vista: Internet Protocol Version 4 (TCP/IPv4) Properties
Internet Protocal Version & (TCP/1Pw4) Froperties i
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| (o] | | Cancel |

Select Obtain an IP address automatically if your network administrator or ISP
assigns your IP address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask,
and Default gateway fields if you have a static IP address that was assigned to
you by your network administrator or ISP. You may also have to enter a Preferred
DNS server and an Alternate DNS server, if that information was
provided.Click Advanced.

Click OK to close the Internet Protocol (TCP/1P) Properties window.

Click OK to close the Local Area Connection Properties window.Verifying Settings
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1

2

Click Start > All Programs > Accessories > Command Prompt.

In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start = Control Panel = Network Connections, right-click a
network connection, click Status and then click the Support tab to view your IP
address and connection information.
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Mac OS X: 10.3 and 10.4

The screens in this section are from Mac OS X 10.4 but can also apply to 10.3.

1 Click Apple > System Preferences.

Figure 110 Mac OS X 10.4: Apple Menu
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2 In the System Preferences window, click the Network icon.

Figure 111 Mac OS X 10.4: System Preferences
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3 When the Network preferences pane opens, select Built-in Ethernet from the
network connection type list, and then click Configure.

Figure 112 Mac OS X 10.4: Network Preferences
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4 For dynamically assigned settings, select Using DHCP from the Configure 1Pv4
list in the TCP/IP tab.

Figure 113 Mac OS X 10.4: Network Preferences > TCP/IP Tab.
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5 For statically assigned settings, do the following:

From the Configure IPv4 list, select Manually.

In the IP Address field, type your IP address.

In the Subnet Mask field, type your subnet mask.
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In the Router field, type the IP address of your device.
Figure 114 Mac OS X 10.4: Network Preferences > Ethernet

User's Guide

245




Appendix B Setting Up Your Computer’s IP Address

Click Apply Now and close the window.Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network
Utilities, and then selecting the appropriate Network Interface from the Info

tab.

Figure 115 Mac OS X 10.4: Network Utility
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Mac OS X: 10.5

The screens in this section are from Mac OS X 10.5.

1 Click Apple > System Preferences.

Figure 116 Mac OS X 10.5: Apple Menu
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2 In System Preferences, click the Network icon.

Figure 117 Mac OS X 10.5: Systems Preferences
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3 When the Network preferences pane opens, select Ethernet from the list of
available connection types.

Figure 118 Mac OS X 10.5: Network Preferences > Ethernet
800 thtacd
4 > || ShowAll | (Y

Location: | Automatic Mﬂq
@ Internal Modem ',)\f"
Mot Connected \_} Status: Not Connected
The cable for Ethernet is connected, but
PPPoE {:mcb, your computer does not have an IP address.
Mot Connected
I
. Ethernet L
NGk C i ected o Configure: | Using DHCP H-i
FireWire
Mot Connected =
@ Ai _rPort =
off -
DNS Server:
Search Domains:

o (Chdvanced. ) (@)

d-ﬂ Click the lock to prevent further changes. ( Assist me... ) [i Revert :] ( Apply j

4 From the Configure list, select Using DHCP for dynamically assigned settings.

5 For statically assigned settings, do the following:
e From the Configure list, select Manually.
¢ In the IP Address field, enter your IP address.

¢ In the Subnet Mask field, enter your subnet mask.
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e In the Router field, enter the IP address of your WiMAX Modem.

Location: | Autcmatic H
Internal Modem [}
b -.u:m rreiined %ei Status: Mot Connecled
The cable for Bthernet s conmected, bul
“..'_“_._\I,h_"_,rI1 H yolir compater doas not hawe am 1P addracs.
. —
Mt Conmectad A =
@ FireWire IP Address: |[.0.0.0 ]
Pl Conmecied -
= Subriet Mask:
AirPort ?
® on Routdr:
DME Server:
Eearch Domains: |
802.1% WPA
e P @

(“hasistme. ) [ Revert | [ Apaly )

[‘a Click Lhe bodk 1o prevent further changes.

6 Click Apply and close the window.
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Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network
Utilities, and then selecting the appropriate Network interface from the Info
tab.

Figure 120 Mac OS X 10.5: Network Utility
8N0 Network Utility

[Infn Netstat  AppleTalk Ping Lookup  Traceroute Whois Finger  Port Scan

Pleas i face for information
| Network Interface (en1) b

Interta Transfer Statistics
Hardware Address: 00:30:65:25:6a:b3 Sent Packets: 1230
IP Addressies): 10.0.2.2 Send Errors: 0
Link Speed: 11 Mbit/s Recv Packets: 1197
Link Status: Active Recv Errors: 0
Vendor: Apple Collisions: 0

Model: Wireless Network Adapter
(802.11)

B

Linux: Ubuntu 8 (GNOME)

This section shows you how to configure your computer’s TCP/IP settings in the
GNU Object Model Environment (GNOME) using the Ubuntu 8 Linux distribution.
The procedure, screens and file locations may vary depending on your specific
distribution, release version, and individual configuration. The following screens
use the default Ubuntu 8 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in GNOME:
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1 Click System = Administration > Network.

Figure 121 Ubuntu 8: System > Administration Menu

Sysbem
¥ praferences B

w5d Admminitration  # Autharizatiors
P Hardware Drivers

) Help and Suppart

-3
& rbout GROME o it

-i:; about Ubuntu ﬂ ek e Eli
|&=t] Lo Winderw

E] Quit.., T Metwark

-

2 When the Network Settings window opens, click Unlock to open the
Authenticate window. (By default, the Unlock button is greyed out until clicked.)
You cannot make changes to your configuration unless you first enter your admin

password.
Figure 122 Ubuntu 8: Network Settings > Connections

T PrTI

Lecation :I;l E'

Coraeclians | Ganaral |DHS | Hasts

& - Wired connection aPropeities J
= Foaming mads snebled =i

Point to point connec...
Thiz natwark inteface s mol ¢
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252

3

4

In the Authenticate window, enter your admin account name and password then

click the Authenticate button.

Figure 123 Ubuntu 8: Administrator Account Authentication

Authenticate \Zl

oy

(o System policy prevents
modifying the configuration

An application is attempting to perform an action
that requires privileges. Authentication as one of the
users below is required to perform this action,

4k
e

= € Jusss, (chris)

Password for chris: [ ]

l ogancdq‘ ﬂuthenticate‘ )

[> Details

In the Network Settings window, select the connection that you want to

configure, then click Properties.

Figure 124 Ubuntu 8: Network Settings > Connections

T . I‘-"-'""' L ‘el ngs:

Location: | =

Connections ‘ General ‘ DNS } Hosts |
S / \

I © Wired connection | [ g8 Properties

Roaming mode enabled

NS

B Point to point connec...
This network interface is not c..,
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5 The Properties dialog box opens.
Figure 125 Ubuntu 8: Network Settings > Properties

SEl Rl

[]iEnable roaming mode;

Connection Settings

Configuration: l =

IP address:

|_
Subnet mask: |
|

Gateway address:

‘ anncel | .

¢ In the Configuration list, select Automatic Configuration (DHCP) if you
have a dynamic IP address.

¢ In the Configuration list, select Static IP address if you have a static IP
address. Fill in the IP address, Subnet mask, and Gateway address fields.

6 Click OK to save the changes and close the Properties dialog box and return to
the Network Settings screen.
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7 If you know your DNS server IP address(es), click the DNS tab in the Network
Settings window and then enter the DNS server information in the fields
provided.

igure 126 Ubuntu 8: Network Settings > DNS
T = e a E—

) e

WO SELLNG

Location:

Connections I General‘ DNS | Hastsl

DMS Servers

10023 | 4 add

Search Domains

eﬂelp . Ll aglose

8 Click the Close button to apply the changes.

Verifying Settings

Check your TCP/IP properties by clicking System > Administration > Network
Tools, and then selecting the appropriate Network device from the Devices
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tab. The Interface Statistics column shows data if your connection is working
properly.

Figure 127 Ubuntu 8: Network Tools

Tool Edit Help
Devices ‘ Ping I Metstat ‘ Traceroute ‘ Port Scan ‘ Lookup l Finger I Whois ]
Metwork device: ‘ = Ethernet Interface (etho) = ‘ %ﬁgonﬁgure
IP Information
Protocol | IP Address Metmask [ Prefix Broadcast  Scope
1Pwd 10.0.2.15 235,233.235.0 10.0.2.255
IPw6E feB0::a00;27ff:fe30:216c 64 Link
Interface Information Interface Statistics
Hardware address: 08:00:27:30:e1:6c S: BB4GKB
Multicast: Enabled Transmitted packets: 1425
MITL: 1500 Transmission errors: 0
Link speed: not available Received bytes: 219.5KiB
State: Active Received packets: 1426
Reception errors: 0
Collisions: 0
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Linux: openSUSE 10.3 (KDE)

256

This section shows you how to configure your computer’s TCP/IP settings in the K
Desktop Environment (KDE) using the openSUSE 10.3 Linux distribution. The
procedure, screens and file locations may vary depending on your specific
distribution, release version, and individual configuration. The following screens
use the default openSUSE 10.3 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in the KDE:

Click K Menu = Computer > Administrator Settings (YaST).
Figure 128 openSUSE 10.3: K Menu > Computer Menu
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2 When the Run as Root - KDE su dialog opens, enter the admin password and
click OK.

Figure 129 openSUSE 10.3: K Menu > Computer Menu

Run as root - KDE su

=

p | Please enter the Administrator (root)
Tt password to continue,

g2

Command: /sbinfyast2
Password: |m.

_g—

| lgnare ‘ ¥ CK & Cancel |

3 When the YaST Control Center window opens, select Network Devices and
then click the Network Card icon.

Figure 130 openSUSE 10.3: YaST Control Center
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File Edit Help
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Figure 131 openSUSE 10.3: Network Settings
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4 When the Network Settings window opens, click the Overview tab, select the
appropriate connection Name from the list, and then click the Configure button.
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5 When the Network Card Setup window opens, click the Address tab
Figure 132 openSUSE 10.3: Network Card Setup

B0 yasteelinu-hlar

| Address Setup

| Saleci No Address
| Setup fyou do ot
| want ary IF address
| Tar this desdca, This s
| particulary useful for

| bendireg ethermet
| deicas,

| selact Dynamic
addrass if you do not
Fidw & stakic IP
acdrass astiqrad by
the system
acministrat or or your
cable aor DSL prosidar,

You ¢an choose ana of
the dynamic addrass
sssignment mathad,
Selact DHCP if you
hewva & DHCF saner
rurnang on your kecal

| Ftwark. Hatwerk

| acdrassat ars then

| cktained automaticaly

| from the servar,

| T aakarn atically

| saarch for fres IF and
| then assign it

| statically. salect

| Zuroconf. To usa

& Network Card Setup

General GE)“G\HH
prifiguratian Name

i ]|
Ha B Address (for Bonding Devcss]

Dyriamic Addrass HLF -
® Ziatically assigned F Address
|F Addrass Subrest Mask Hestname
Concel [hot |

6 Select Dynamic Address (DHCP) if you have a dynamic IP address.

Select Statically assigned IP Address if you have a static IP address. Fill in the

IP address, Subnet mask, and Hostname fields.

7 Click Next to save the changes and close the Network Card Setup window.
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260
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If you know your DNS server IP address(es), click the Hosthame/DNS tab in
Network Settings and then enter the DNS server information in the fields
provided.

Figure 133 openSUSE 10.3: Network Settings
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9 Click Finish to save your settings and close the window.
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Verifying Settings

Click the KNetwork Manager icon on the Task bar to check your TCP/IP
properties. From the Options sub-menu, select Show Connection Information.

Figure 134 openSUSE 10.3: KNetwork Manager

i Disable Wireless a4 KNetworkManager
b o Wired Devices
&3 Switch to Offline Mode [% Wired Network

T show Connection Information... £ Dial-Up Cennections
<k, Configure... A, Options

When the Connection Status - KNetwork Manager window opens, click the
Statistics tab to see if your connection is working properly.

Figure 135 openSUSE: Connection Status - KNetwork Manager

i® Connection Status - KNetworkManager 7

| [a, Device | Lﬁgddresse( I?'} Statistics _

Received Transmitted
Bytes 2317441 841875
MBytes 2.2 0.8
Packets 3621 3140
Errors 0 0
Cropped ] 0
KBytes/s 0.0 0.0
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Pop-up Windows, JavaScript
and Java Permissions

In order to use the web configurator you need to allow:

e Web browser pop-up windows from your device.
e JavaScript (enabled by default).

e Java permissions (enabled by default).

Note: Internet Explorer 6 screens are used here. Screens for other Internet Explorer
versions may vary.

Internet Explorer Pop-up Blockers

You may have to disable pop-up blocking to log into your device.

Either disable pop-up blocking (enabled by default in Windows XP SP (Service

Pack) 2) or allow pop-up blocking and create an exception for your device’s IP
address.

Disable Pop-up Blockers

1 In Internet Explorer, select Tools, Pop-up Blocker and then select Turn Off
Pop-up Blocker.

Figure 136 Pop-up Blocker

Mail and Mews (|
Pop-up Blocker
Manage add-ons. ..
Synchronize. .,
Windows Update

Internet Options. .,

i
|
1
‘indows Messenger |
|

You can also check if pop-up blocking is disabled in the Pop-up Blocker section in
the Privacy tab.
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In Internet Explorer, select Tools, Internet Options, Privacy.

Clear the Block pop-ups check box in the Pop-up Blocker section of the screen.

This disables any web pop-up blockers you may have enabled.

igure 137 Internet Options: Privacy

Internet Options

General | Security | Privacy | Content | Connections | Programs || Advanced |

Settings
o Maove the slider to select a privacy setting for the Internet

=8 zone

Medium
- Blocks third-party cookies that do not have a compact

privacy policy
- Blocks third-party cookies that use personally identifiable

Ll information without vour implicit consent
- Restricts first-party cookies that use perzonally identifisble

information without implicit congent

’ Sites... H Import. . ][Advanced...

Pop-up Blacker
@ Prewvent most pop-up windows from appearing,

(U] Block pop-ups

[ ok ][ Cancel H Apply

3 Click Apply to save this setting.

Enable Pop-up Blockers with Exceptions

1

264

Alternatively, if you only want to allow pop-up windows from your device, see the

following steps.

In Internet Explorer, select Tools, Internet Options and then the Privacy tab.
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2 Select Settings...to open the Pop-up Blocker Settings screen.

Figure 138 Internet Options: Privacy
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[ Sites... ][ Import... ][Advanced...

Pop-up Blocker
@ Prevent most pop-up windows fram appearing.

Block pop-ups

[ Ok, ] [ Cancel ] l Apply

I

3 Type the IP address of your device (the web page that you do not want to have
blocked) with the prefix “http://”. For example, http://192.168.167.1.
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4 Click Add to move the IP address to the list of Allowed sites.

Figure 139 Pop-up Blocker Settings
Pop-up Blocker Settings

)

Exceptions

Pop-upz are currently blocked. You can allow pop-ups from specific
“Webh sites by adding the site to the izt below,

Address of Web site to allow:
hittpe /#1192 168.1.1

Allowed zites:

Add

Matifications and Filter Level

Play a sound when a pop-up iz blocked.

Show Information Bar when a pop-up iz blocked,
Filter Lewel;

Medium: Black most automatic pop-ups “w

Close

5 Click Close to return to the Privacy screen.

Pop-up Blocker FAQ

6 Click Apply to save this setting.
JavaScript

If pages of the web configurator do not display properly in Internet Explorer, check
that JavaScript are allowed.
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In Internet Explorer, click Tools, Internet Options and then the Security tab.

Figure 140 Internet Options: Security

General Security | F'rivac_l,ll Eonlentl Eonnectionsl Programsl Advancedl
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® & 0 &
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- Safe browsing and sl functional
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( Customn Level... i > [DefaultLevel |

(]S | Cancel | Al |

Click the Custom Level... button.

3 Scroll down to Scripting.

4 Under Active scripting make sure that Enable is selected (the default).

5 Under Scripting of Java applets make sure that Enable is selected (the

default).
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6 Click OK to close the window.

Figure 141 Security Settings - Java Scripting
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Java Permissions

1 From Internet Explorer, click Tools, Internet Options and then the Security

tab.

2 Click the Custom Level...

button.

3 Scroll down to Microsoft VM.

4 Under Java permissions make sure that a safety level is selected.
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5 Click OK to close the window.

Figure 142 Security Settings - Java
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JAVA (Sun)

1 From Internet Explorer, click Tools, Internet Options and then the Advanced
tab.

2 Make sure that Use Java 2 for <applet> under Java (Sun) is selected.
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3 Click OK to close the window.

Figure 143 Java (Sun)
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Mozilla Firefox

Mozilla Firefox 2.0 screens are used here. Screens for other versions may vary.

You can enable Java, Javascript and pop-ups in one screen. Click Tools, then click

Options in the screen that appears.

Figure 144 Mozilla Firefox: TOOLS > Options
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°_ Tab Mix Plus Options

1 Session Manager »
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Click Content.to show the screen below. Select the check boxes as shown in the
following screen.

Figure 145 Mozilla Firefox Content Security

e 2 0 B o1 Y &
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Defaulk Fant: ITimes Meww Fioman j Sizet |16 j Advanced..,

Colors,.,,
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(0] 4 I Cancel Help
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IP Addresses and Subnetting

This appendix introduces IP addresses and subnet masks.

IP addresses identify individual devices on a network. Every networking device
(including computers, servers, routers, printers, etc.) needs an IP address to
communicate across the network. These networking devices are also known as
hosts.

Subnet masks determine the maximum number of possible hosts on a network.
You can also use subnet masks to divide one network into multiple sub-networks.

Introduction to IP Addresses

One part of the IP address is the network number, and the other part is the host
ID. In the same way that houses on a street share a common street name, the
hosts on a network share a common network number. Similarly, as each house
has its own house number, each host on the network has its own unique
identifying number - the host ID. Routers use the network number to send packets
to the correct network, while the host ID determines to which host on the network
the packets are delivered.

Structure

An IP address is made up of four parts, written in dotted decimal notation (for
example, 192.168.1.1). Each of these four parts is known as an octet. An octet is
an eight-digit binary number (for example 11000000, which is 192 in decimal
notation).

Therefore, each octet has a possible range of 00000000 to 11111111 in binary, or
0 to 255 in decimal.

User’'s Guide 273




Appendix D IP Addresses and Subnetting

The following figure shows an example IP address in which the first three octets
(192.168.1) are the network number, and the fourth octet (16) is the host ID.

Figure 146 Network Number and Host ID

192.168.1.1
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How much of the IP address is the network number and how much is the host ID

varies according to the subnet mask.

Subnet Masks

A subnet mask is used to determine which bits are part of the network number,
and which bits are part of the host ID (using a logical AND operation). The term
“subnet” is short for “sub-network”.

A subnet mask has 32 bits. If a bit in the subnet mask is a “1” then the
corresponding bit in the IP address is part of the network number. If a bit in the
subnet mask is “0” then the corresponding bit in the IP address is part of the host

ID.

The following example shows a subnet mask identifying the network number (in
bold text) and host ID of an IP address (192.168.1.2 in decimal).

Table 107 IP Address Network Number and Host ID Example
1ST 2ND 3RD 4TH
OCTET: OCTET: OCTET: OCTET
(192) (168) (1) (2)

IP Address (Binary) 11000000 |10101000 |00000001 |00000010

Subnet Mask (Binary) 1111211122 {11111111{11111111 |00000000

Network Number 11000000 | 10101000 | 00000001

Host ID 00000010
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By convention, subnet masks always consist of a continuous sequence of ones
beginning from the leftmost bit of the mask, followed by a continuous sequence of
zeros, for a total number of 32 bits.

Subnet masks can be referred to by the size of the network number part (the bits
with a “1” value). For example, an “8-bit mask” means that the first 8 bits of the
mask are ones and the remaining 24 bits are zeroes.

Subnet masks are expressed in dotted decimal notation just like IP addresses. The
following examples show the binary and decimal notation for 8-bit, 16-bit, 24-bit
and 29-bit subnet masks.

Table 108 Subnet Masks

BINARY
1ST 2ND 3RD 4TH DECIMAL
OCTET OCTET OCTET OCTET
8-bit mask | 11111111 | O0O000000 |[0O0O00O0000 |0O0O000000 |255.0.0.0
16-bit 11111111 11111111 | OO0O0O0000 |0O0O0O0O0O0O0O0 |255.255.0.0
mask
24-bit 11111111 11111111 | 11111111 00000000 255.255.255.0
mask
29-bit 11111111 11111111 | 11111111 11111000 255.255.255.24
mask 8

Network Size

The size of the network number determines the maximum number of possible
hosts you can have on your network. The larger the number of network number
bits, the smaller the number of remaining host ID bits.

An IP address with host IDs of all zeros is the IP address of the network
(192.168.1.0 with a 24-bit subnet mask, for example). An IP address with host
IDs of all ones is the broadcast address for that network (192.168.1.255 with a
24-bit subnet mask, for example).

As these two IP addresses cannot be used for individual hosts, calculate the
maximum number of possible hosts in a network as follows:

Table 109 Maximum Host Numbers

SUBNET MASK HOST ID SIZE HS’S(.'I."QUM NUMBER OF
8 bits | 255.0.0.0 24 bits 224 _ 2 16777214
16 bits | 255.255.0.0 16 bits 216 _ o 65534
24 bits | 255.255.255.0 | 8 bits 28 -2 254
29 bits | 255.255.255.2 | 3 bits 23_-2 6
48
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Notation

Since the mask is always a continuous number of ones beginning from the left,
followed by a continuous number of zeros for the remainder of the 32 bit mask,
you can simply specify the number of ones instead of writing the value of each

octet. This is usually specified by writing a */” followed by the number of bits in
the mask after the address.

For example, 192.1.1.0 /25 is equivalent to saying 192.1.1.0 with subnet mask
255.255.255.128.

The following table shows some possible subnet masks using both notations.

Table 110 Alternative Subnet Mask Notation

2

SUBNET ALTERNATIVE | LAST OCTET | LAST OCTET
MASK NOTATION (BINARY) (DECIMAL)
255.255.255.0 |/24 0000 0000 0
255.255.255.12 | /25 1000 0000 128

8

255.255.255.19 | /26 1100 0000 192

2

255.255.255.22 | /127 1110 0000 224

4

255.255.255.24 | /28 1111 0000 240

0

255.255.255.24 | /29 1111 1000 248

8

255.255.255.25 | /30 1111 1100 252

Subnetting

276

You can use subnetting to divide one network into multiple sub-networks. In the
following example a network administrator creates two sub-networks to isolate a
group of servers from the rest of the company network for security reasons.

In this example, the company network address is 192.168.1.0. The first three
octets of the address (192.168.1) are the network number, and the remaining
octet is the host ID, allowing a maximum of 28 - 2 or 254 possible hosts.
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The following figure shows the company network before subnetting.

Figure 147 Subnetting Example: Before Subnetting
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You can “borrow” one of the host ID bits to divide the network 192.168.1.0 into
two separate sub-networks. The subnet mask is now 25 bits (255.255.255.128 or
/25).

The “borrowed” host ID bit can have a value of either 0 or 1, allowing two
subnets; 192.168.1.0 /25 and 192.168.1.128 /25.
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The following figure shows the company network after subnetting. There are now
two sub-networks, A and B.

Figure 148 Subnetting Example: After Subnetting
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In a 25-bit subnet the host ID has 7 bits, so each sub-network has a maximum of
27 - 2 or 126 possible hosts (a host ID of all zeroes is the subnet’s address itself,
all ones is the subnet’s broadcast address).

192.168.1.0 with mask 255.255.255.128 is subnet A itself, and 192.168.1.127
with mask 255.255.255.128 is its broadcast address. Therefore, the lowest IP
address that can be assigned to an actual host for subnet A is 192.168.1.1 and
the highest is 192.168.1.126.

Similarly, the host ID range for subnet B is 192.168.1.129 to 192.168.1.254.

Example: Four Subnets

278

The previous example illustrated using a 25-bit subnet mask to divide a 24-bit
address into two subnets. Similarly, to divide a 24-bit address into four subnets,
you need to “borrow” two host ID bits to give four possible combinations (00, 01,
10 and 11). The subnet mask is 26 bits
(1111112171.11212121217.11211111.11000000) or 255.255.255.192.
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Each subnet contains 6 host ID bits, giving 25 - 2 or 62 hosts for each subnet (a

host ID of all zeroes is the subnet itself, all ones is the subnet’s broadcast

address).

Table 111 Subnet 1

IPISUBNET MASK NETWORK NUMBER LAST OCTET BIT
VALUE
IP Address (Decimal) 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. | 00000000
Subnet Mask (Binary) 11111111.11111111.11111111. | 11000000
Subnet Address: Lowest Host ID: 192.168.1.1
192.168.1.0
Broadcast Address: Highest Host ID: 192.168.1.62
192.168.1.63
Table 112 Subnet 2
IPISUBNET MASK NETWORK NUMBER LAST OCTET BIT
VALUE
IP Address 192.168.1. 64
IP Address (Binary) 11000000.10101000.00000001. | 01000000
Subnet Mask (Binary) 11111111.11111111.11111111. | 11000000
Subnet Address: Lowest Host ID: 192.168.1.65
192.168.1.64
Broadcast Address: Highest Host ID: 192.168.1.126
192.168.1.127
Table 113 Subnet 3
IPISUBNET MASK NETWORK NUMBER LAST OCTET BIT
VALUE
IP Address 192.168.1. 128
IP Address (Binary) 11000000.10101000.00000001. | 10000000
Subnet Mask (Binary) 11111111.11111111.11111111. | 11000000

Subnet Address:
192.168.1.128

Lowest Host ID: 192.168.1.129

Broadcast Address:
192.168.1.191

Highest Host ID: 192.168.1.190

Table 114 Subnet 4

IP/'SUBNET MASK

NETWORK NUMBER

LAST OCTET BIT
VALUE

IP Address 192.168.1. 192
IP Address (Binary) 11000000.10101000.00000001 | 11000000
Subnet Mask (Binary) 11111111.1111122122.222112111 | 112000000
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Table 114 Subnet 4 (continued)

IP/'SUBNET MASK

NETWORK NUMBER

LAST OCTET BIT
VALUE

Subnet Address:
192.168.1.192

Lowest Host ID: 192.168.1.193

Broadcast Address:
192.168.1.255

Highest Host ID: 192.168.1.254

Example: Eight Subnets

susner |SUSNET. [rimstavoress [{ASTess | RoOARSEST
1 0 1 30 31
2 32 33 62 63
3 64 65 94 95
4 96 97 126 127
5 128 129 158 159
6 160 161 190 191
7 192 193 222 223
8 224 225 254 255
Subnet Planning

Table 115 Eight Subnets

Similarly, use a 27-bit mask to create eight subnets (000, 001, 010, 011, 100,
101, 110 and 111).

The following table shows IP address last octet values for each subnet.

Table 116 24-bit Network Number Subnet Planning

The following table is a summary for subnet planning on a network with a 24-bit
network number.

NosT e OWED” | SUBNET MASK NO. SUBNETS | §05HOSTS PER
255.255.255.128 (/25) 2 126

2 255.255.255.192 (/26) 62

3 255.255.255.224 (/27) 8 30

4 255.255.255.240 (/28) 16 14

5 255.255.255.248 (/29) 32

6 255.255.255.252 (/30) 64

7 255.255.255.254 (/31) 128

280

User’'s Guide




Appendix D IP Addresses and Subnetting

The following table is a summary for subnet planning on a network with a 16-bit
network number.

Table 117 16-bit Network Number Subnet Planning

NOsTSa OWED” | sUBNET MASK NO. SUBNETS | §Ogh 231> TER
255.255.128.0 (/17) 2 32766

2 255.255.192.0 (/18) 4 16382

3 255.255.224.0 (/19) 8 8190

4 255.255.240.0 (/20) 16 4094

5 255.255.248.0 (/21) 32 2046

6 255.255.252.0 (/22) 64 1022

7 255.255.254.0 (/23) 128 510

8 255.255.255.0 (/24) 256 254

9 255.255.255.128 (/25) 512 126

10 255.255.255.192 (/26) 1024 62

11 255.255.255.224 (/27) 2048 30

12 255.255.255.240 (/28) 4096 14

13 255.255.255.248 (/29) 8192

14 255.255.255.252 (/30) 16384

15 255.255.255.254 (/31) 32768

Configuring IP Addresses

Where you obtain your network number depends on your particular situation. If
the ISP or your network administrator assigns you a block of registered IP
addresses, follow their instructions in selecting the IP addresses and the subnet
mask.

If the ISP did not explicitly give you an IP network number, then most likely you
have a single user account and the ISP will assign you a dynamic IP address when
the connection is established. If this is the case, it is recommended that you select
a network number from 192.168.0.0 to 192.168.255.0. The Internet Assigned
Number Authority (IANA) reserved this block of addresses specifically for private
use; please do not use any other number unless you are told otherwise. You must
also enable Network Address Translation (NAT) on the WiMAX Modem.

Once you have decided on the network number, pick an IP address for your WiMAX
Modem that is easy to remember (for instance, 192.168.1.1) but make sure that
no other device on your network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your
WIMAX Modem will compute the subnet mask automatically based on the IP
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address that you entered. You don't need to change the subnet mask computed by
the WIMAX Modem unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are
isolated from the Internet (running only between two branch offices, for example)
you can assign any IP addresses to the hosts without problems. However, the
Internet Assigned Numbers Authority (IANA) has reserved the following three
blocks of IP addresses specifically for private networks:

e 10.0.0.0 — 10.255.255.255
e 172.16.0.0 — 172.31.255.255
e 192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP, or it can be assigned
from a private network. If you belong to a small organization and your Internet
access is through an ISP, the ISP can provide you with the Internet addresses for
your local networks. On the other hand, if you are part of a much larger
organization, you should consult your network administrator for the appropriate IP
addresses.

Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address assignment,
please refer to RFC 1597, Address Allocation for Private Internets and RFC 1466,
Guidelines for Management of IP Address Space.

IP Address Conflicts

Each device on a network must have a unique IP address. Devices with duplicate
IP addresses on the same network will not be able to access the Internet or other
resources. The devices may also be unreachable through the network.

Conflicting Computer IP Addresses Example

282

More than one device can not use the same IP address. In the following example
computer A has a static (or fixed) IP address that is the same as the IP address
that a DHCP server assigns to computer B which is a DHCP client. Neither can
access the Internet. This problem can be solved by assigning a different static IP
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address to computer A or setting computer A to obtain an IP address
automatically.

Figure 149 Conflicting Computer IP Addresses Example
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Conflicting Router IP Addresses Example

Since a router connects different networks, it must have interfaces using different
network numbers. For example, if a router is set between a LAN and the Internet
(WAN), the router’s LAN and WAN addresses must be on different subnets. In the
following example, the LAN and WAN are on the same subnet. The LAN computers
cannot access the Internet because the router cannot route between networks.

Figure 150 Conflicting Computer IP Addresses Example
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Conflicting Computer and Router IP Addresses Example

More than one device can not use the same IP address. In the following example,
the computer and the router’s LAN port both use 192.168.1.1 as the IP address.
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The computer cannot access the Internet. This problem can be solved by
assigning a different IP address to the computer or the router’s LAN port.

Figure 151 Conflicting Computer and Router IP Addresses Example
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Importing Certificates

This appendix shows you how to import public key certificates into your web
browser.

Public key certificates are used by web browsers to ensure that a secure web site
is legitimate. When a certificate authority such as VeriSign, Comodo, or Network
Solutions, to name a few, receives a certificate request from a website operator,
they confirm that the web domain and contact information in the request match
those on public record with a domain name registrar. If they match, then the
certificate is issued to the website operator, who then places it on the site to be
issued to all visiting web browsers to let them know that the site is legitimate.

Many products issue their own public key certificates. These can be used by web
browsers on a LAN or WAN to verify that they are in fact connecting to the
legitimate device and not one masquerading as it. However, because the
certificates were not issued by one of the several organizations officially
recognized by the most common web browsers, you will need to import the
certificate into your web browser and flag that certificate as a trusted authority.

Note: You can see if you are browsing on a secure website if the URL in your web
browser’s address bar begins with htt ps:// orthere is a sealed padlock
icon ( £ ) somewhere in the main browser window (not all browsers show the
padlock in the same location.)

In this appendix, you can import a public key certificate for:

e Internet Explorer on page 286
e Firefox on page 296
e Opera on page 302

e Konqueror on page 310
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Internet Explorer

286

The following example uses Microsoft Internet Explorer 7 on Windows XP
Professional; however, they can also apply to Internet Explorer on Windows Vista.

If your device’s web configurator is set to use SSL certification, then the first time
you browse to it you are presented with a certification error.

Figure 152 Internet Explorer 7: Certification Error

{ 9 8 Corwlcate Ereer: Navigaton Bloched

@ Thare is a problem with this website's security certificate.

fity certificate preasented by this webzite was not Bsued by 8 Uruated certificate

certncaie presentad by this website was (S5Ued for a diTerent welbsite s adoress.

2 problems may Indicake an attempt (o fool you or Intercept any data you

W racoimmend that you close this webhpange and 46 not continos 16 this weahsle.
® Clck here to dose this webpaga.
§ Continue to this website (not recommende

= Mara information

2 Click Continue to this website (not recommended).

Figure 153 Internet Explorer 7: Certification Error

& Continue to this website (not recommended).
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3 In the Address Bar, click Certificate Error > View certificates.

Figure 154 |Internet Explorer 7: Certificate Error

.

dl Certificate Error

R Certiicate Invalic
The security certificate presented by this
website has errors.

This problem may indicate an attemptto
fool you or intercept any data you send to
the server.

We recormmend that you close this
webpage.

About certificate errors

View certifi Qates

X

p

4 In the Certificate dialog box, click Install Certificate.

Figure 155

Certificote

Internet Explorer 7: Certificate

Corarsl | Dukady | S ificariian Path

% Certificate Information

This CA Anat cevtiicate is nok brusted. Toenable brost,
Hul#umhhmewmth

whivre,

Issued bo

Eerued by

ol froen 570,2008 bo 32072011

Insiall Certriicaie.
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288

5

6

In the Certificate Import Wizard, click Next.

Figure 156 Internet Explorer 7: Certificate Import Wizard

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from vour disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

I Next = l’ Cancel

If you want Internet Explorer to Automatically select certificate store based

on the type of certificate, click Next again and then go to step 9.

Figure 157 Internet Explorer 7: Certificate Import Wizard

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

( (%) Automatically select the certificate store based on the type of certificate )

(") Place all certificates in the following store

< Back " Next = l’ Cancel
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7 Otherwise, select Place all certificates in the following store and then click
Browse.

Figure 158 Internet Explorer 7: Certificate Import Wizard

() Place all certificates in the following store

Certificate store:

| |

8 In the Select Certificate Store dialog box, choose a location in which to save the
certificate and then click OK.

Figure 159 Internet Explorer 7: Select Certificate Store

Select Certificate Store E|®

C Personal Al
#-{_] Trusted Root Certification Authorities E

# (L] Enterprise Trust 1
Intermediate Certification Authorities [

Active Directory User Object
@[T Trietad Pihlichare

Show physical stores

[ Ok ] [ Cancel
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9 In the Completing the Certificate Import Wizard screen, click Finish.

Figure 160 Internet Explorer 7: Certificate Import Wizard

Certificate Import Wi

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the following settings:
| Certificate Store Selected  Automatically determined by 1
Content Certificate

-
e

< Back Finish Cancel

10 If you are presented with another Security Warning, click Yes.

Figure 161 Internet Explorer 7: Security Warning

Security Warning

l:;

You are about to install a certificate from a certification authority {CA) daiming to represent:

Windows cannot validate that the certificate is actually from = ", You should confirm its origin by contacting
9 . The following number will assist you in this process.

Thumbprint {sha1): 35D1C9AC DBCOERSS FE327C 71 464D 1548 242E5893

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Instaling a
certificate with an unconfirmed thumbprint is & security risk. If you dick "fes” you acknowledge this risk.

Do you want to install this certificate?
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11 Finally, click OK when presented with the successful certificate installation

message.

Figure 162 Internet Explorer 7: Certificate Import Wizard

Certificate Import Wizard E]

L]
\:\I‘) The import was successful.

12 The next time you start Internet Explorer and go to a web configurator page, a
sealed padlock icon appears in the address bar. Click it to view the page’s

Website ldentification information.

Figure 163 Internet Explorer 7: Website Identification

Y X
| ? Website Identification
-]

172.20.37 202 has identified this site as
172.20.37.202
This connection to the server is encrypted.

Should trust this site?

View certificates
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Installing a Stand-Alone Certificate File in Internet Explorer

292

Rather than browsing to a web configurator and installing a public key certificate
when prompted, you can install a stand-alone certificate file if one has been issued
to you.

Double-click the public key certificate file.
Figure 164 Internet Explorer 7: Public Key Certificate File

In the security warning dialog box, click Open.

Figure 165 Internet Explorer 7: Open File - Security Warning

Open File - Security Warning

Do you want to open this file?

= Mame: CA.cer
Publisher: Unknown Publizsher
Type: Security Certificate
From: D:'\Documents and Settings13435\Desktop

[ Open I [ Cancel

Always ask before opening this file

paotentially ham your computer. if you do not trust the source, do not

While files from the Intemet can be useful, this file type can
open this software. What's the rsk?

3 Refer to steps 4-12 in the Internet Explorer procedure beginning on page 286 to

complete the installation process.
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Removing a Certificate in Internet Explorer

1

2

This section shows you how to remove a public key certificate in Internet Explorer

7.

Open Internet Explorer and click TOOLS > Internet Options.

Figure 166 Internet Explorer 7: Tools Menu

f - o= - [hPage |
Delete Browsing History. ..

Pop-up Blocker »
Phighing Filter 3
Manage Add-ons »

Wark Offline

Windows Update

Full Screen Fii
Menu Bar

Toolbars 3

Windows Messenger
Diagnose Connection Problems...
Sun Java Console

Internet Options

In the Internet Options dialog box, click Content > Certificates.

Figure 167 Internet Explorer 7: Internet Options

Internet Options

General || Security | Priva ! Content

| gprnections | Programs | Advanced

——

‘ Content Advisor

Q\ Ratings help you control the Internet content that can be
viewed on this computer.

Certificates

Use certificates for encrypted connections and identification.
2]

[ clearssistate {|

Certificates ]) Publishers ]

AutoComplete

AutoComplete stores previous entries

%;, on webpages and suggests matches
for you.

5% Feeds provide updated content from
J'_

websites that can be read in Internet
Explorer and other programs.

OK ] [ Cancel
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3 In the Certificates dialog box, click the Trusted Root Certificates Authorities
tab, select the certificate that you want to delete, and then click Remove.

Figure 168 Internet Explorer 7: Certificates

Certificates E| E|

Intended purpose: i <Al - ~ ,V_Zl
| Intermediate Certification Auﬂ'lorih(s | Trusted Root Certification Authorities | T! sted Publ ¢ 7
h
Issued To Issued By Expiratio... | Friendly Name i)
B 172.20.37.202 172.20.37.202 5/21)2011 i
AE!A.ECOM RootCA  ABA.ECOM Root CA 7/10/2009 DST (ABA.ECOM...
Elautoridad Certifica...  Autoridad Certificadar. .. 6/29/2009  Autoridad Certifi...
[Edautoridad Certifica,..  Autoridad Certificadar,.. 6/30/2009  Autoridad Certifi...
[Edgaltinore EZ by DST  Baltimore EZ by DST 7/4/2009 DST (Baltimore E...
Belgacom E-TrustP... Belgacom E-TrustPrim... 1/21f2010  Belgacom E-Trus...
C&W HKT SecureM... C&W HKT SecureMet ...  10/16/2009 CW HKT Secure...
C8W HKT SecureM,.. CA&W HKT SecureMNet .., 10/16/2009 CW HKT Secure...
C&W HKT SecureM... C&W HKT SecureNet ... 10f16/2010 CW HKT Secure... |4

= e

Certificate intended purposes

<All=

4 In the Certificates confirmation, click Yes.

Figure 169 Internet Explorer 7: Certificates

Certificates

1 Deleting system root certificates might prevent some Windows components from working properly. If Update Root
Certificates is installed, any deleted third-party root certificates will be restored automatically, but the system root
certificates will not. Do you want to delete the selected certificate(s)?

(=) =

5 In the Root Certificate Store dialog box, click Yes.

Figure 170 Internet Explorer 7: Root Certificate Store

Root Certificate Store H

": Do you want to DELETE the following certificate from the Root Store?
L

Subject : 172,20,37.202

Issuer : Self Issued

Time Validity : Wednesday, May 21, 2008 through Saturday, May 21, 2011
Serial Number : 00846BC7 4BBF7C 2E CB

Thumbprint {shal) : DC446350 10FE2D0D E76ATIED D02BSAFT 677EBOES
Thumbprint {md5) : 65F5E948 FOBC9598 50803387 CoA 18384

Yes ‘ Mo
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6 The next time you go to the web site that issued the public key certificate you just
removed, a certification error appears.
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Firefox

296

The following example uses Mozilla Firefox 2 on Windows XP Professional;

however, the screens can also apply to Firefox 2 on all platforms.

If your device’s web configurator is set to use SSL certification, then the first time

you browse to it you are presented with a certification error.

Select Accept this certificate permanently and click OK.

Figure 171 Firefox 2: Website Certified by an Unknown Authority
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3 The certificate is stored and you can now connect securely to the web configurator.
A sealed padlock appears in the address bar, which you can click to open the Page

Info > Security window to view the web page’s security information.

Figure 172 Firefox 2: Page Info
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Installing a Stand-Alone Certificate File in Firefox

298

Rather than browsing to a web configurator and installing a public key certificate
when prompted, you can install a stand-alone certificate file if one has been issued

to you.

Open Firefox and click TOOLS = Options.
Figure 173 Firefox 2: Tools Menu

Tools

Web Search Ctrl+K
Downloads Ctrl+]
Add-ons

Java Console
Error Console
Page Info

Clear Private Data... Ctrl+5hift+Del

m

In the Options dialog box, click ADVANCED = Encryption > View Certificates.

Figure 174 Firefox 2: Options

el O @ B & & @ e

Main Tabs Content  Feeds  Privacy  Security — Advanced

| General -;Nebnork.=i..lpd£ | Encryptionh

~ Protocols -

Use 551 3.0 Use TLS 1.0

-~ Certificates
When a web site requires a certificate:

(") Select one automatically (%) Ask me every time

E"J’lew Certificates ' [Bevocat'on Lists ] [ Verification ] [Securitz Devices

ok | [ cancel | [ Hep
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3 In the Certificate Manager dialog box, click Web Sites > Import.

Figure 175 Firefox 2: Certificate Manager

£ Certificate Manager

[Your Certificates | Other Peopl*i Web Sites ! thorities |

‘You have certificates on file that identify these web sites:

a

Certificate Name Purposes

4 Use the Select File dialog box to locate the certificate and then click Open.

Figure 176 Firefox 2: Select File

Select File containing Web Site certificate to import

Look in: |@’ Desktop ~ <] T e .
F— '_é My Computer
I—- iﬂMy Documents
Desktop “}!MY MNetwork Places
J
My Computer
I »:,_.-!
My Metwork
Places

File name: |C.A.cer b | [ Cpen

Files of type: |Certi‘ficate Files v | il

5 The next time you visit the web site, click the padlock in the address bar to open

the Page Info > Security window to see the web page’s security information.
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Removing a Certificate in Firefox

300

1

2

This section shows you how to remove a public key certificate in Firefox 2.

Open Firefox and click TOOLS = Options.
Figure 177 Firefox 2: Tools Menu

Tools

Web Search Cirl+K
Dowrloads Cirl+3
Add-ons

Java Console
Error Cansole
Page Info

Clear Private Data... Ctrl+5hift+Del

m

In the Options dialog box, click ADVANCED = Encryption > View Certificates.

Figure 178 Firefox 2: Options

Options

Main Tabs Content  Feeds Privacy  Security = Advanced

| General || Network | Updag Encryption |
bl | kickdcehts i s
- Protocols

Use S5L 3.0 Use TLS 1.0

Certificates
When a web site requires a certificate:

() Select one automaticaly  (5) Ask me every time

[R_evocah'on Lists l l Verification ] lSecurity_ Devices

0K I [ Cancel ‘ [ Help
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3 In the Certificate Manager dialog box, select the Web Sites tab, select the
certificate that you want to remove, and then click Delete.

Figure 179 Firefox 2: Certificate Manager
£ Certificate Manager =13

Your Certificates | Other Peopl(s | Web Sites [ 2
—

You have certificates on file thatidentify these web sites:

a

Certificate Name Purpozes

EXYZ
i -172,20,37.202 Client Server,Status Responder

[ wew | [ et | [ mpot [[ Delete |

4 In the Delete Web Site Certificates dialog box, click OK.
Figure 180 Firefox 2: Delete Web Site Certificates

Delete Web Site Certificates

Are you sure you want to delete these web site certificates?

172.20.37.202

If you delete & web site certificate, you will be asked to accept it again the nex L visit the web site,

5 The next time you go to the web site that issued the public key certificate you just
removed, a certification error appears.
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Opera

The following example uses Opera 9 on Windows XP Professional; however, the
screens can apply to Opera 9 on all platforms.

1 If your device’s web configurator is set to use SSL certification, then the first time
you browse to it you are presented with a certification error.

2 Click Install to accept the certificate.

Figure 181 Opera 9: Certificate signer not found

Certificate signer not found

The root certificate for this server is not registered. You may install
this certificate. Acceptfinstall?

172.20.37.202

-The root certificate from "172.20,37.202%is not known to
Opera, Opera cannot dedde if this certificate can be trusted.
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3 The next time you visit the web site, click the padlock in the address bar to open

the Security information window to view the web page’s security details.

Figure 182 Opera 9: Security information

Security information for 172.20.37.202

Secure site
The connection to 172.20.37.202 is secure.

Certificate summary
Holder: 172.20.37.202
Issuer: 172.20.37.202
Expires: 05/21/2011
Encryption protocol
TLS v1.0 256 bit AES (1024 bit DHE_RSA/SHA)
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Installing a Stand-Alone Certificate File in Opera

304

Rather than browsing to a web configurator and installing a public key certificate
when prompted, you can install a stand-alone certificate file if one has been issued

to you.

Open Opera and click TOOLS > Preferences.
Figure 183 Opera 9: Tools Menu

Mail and chat accounts. ..

Delete private data...

Motes Clrl+Alt+E
Transfers Cirl+alt+T
History Ctrl+alt+H
Links Clrl+Alt+
Advanced r
Quick preferences F12 ¥
AppEarance. .. shift+F12
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2 In Preferences, click ADVANCED > Security > Manage certificates.

Figure 184 Opera 9: Preferences

Preferences

Browsing
Notifications

Content
Fonts
Downloads
Programs

History

Toolbars
Shortouts
Vaice

Choose a master password to protect personal certificates

Set master password. ..

Ask for password

| Enable Fraud Protection

( Manage certificates. )

Security protocols. ..
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3 In the Certificates Manager, click Authorities > Import.

Figure 185 Opera 9: Certificate manager

Certificate manager

R e

 Certificate authorities

AAA Certificate Services

Actalis Root CA

AddTrust Class 1 CA Root

AddTrust External CA Root

AddTrust Public CA Root

AddTrust Qualified CA Root

Baltimore CyberTrust Code Signing Root

Baltimore CyberTrust Mobile Root

Baltimore CyberTrust Root

Certum CA

Certum CA Level I

Certum CA Level II

Certum CA Level III

Certum CA Level IV

Class 1 Public Primary Certification Authority

Class 1 Public Primary Certification Authority - G2, () 1998 VeriSig...
Class 2 Public Primary Certification Authority

Class 2 Public Primary Certification Authority - G2, (c) 1998 VeriSig...| = |

4 Use the Import certificate dialog box to locate the certificate and then click

Open.
Figure 186 Opera 9: Import certificate

Import certificate

Look in: |@Deslﬁop v| NG

F— :J My Computer
|-- -D My Documents
Desktop "ﬂ My Metwork Flaces

P
™

Iy Computer

-

My Network
Places

File name: |C.P«.cer V| ( Cpen

Files of type: |X5'DB (".ca) w | |_ Cancel
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5 In the Install authority certificate dialog box, click Install.

Figure 187 Opera 9: Install authority certificate

Install authority certificate

Inztall this certificate authority's certificate chain in the database?

6 Next, click OK.

Figure 188 Opera 9: Install authority certificate

Install authority certificate

Are you sure you want to trust this issuer?

7 The next time you visit the web site, click the padlock in the address bar to open
the Security information window to view the web page’s security details.
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Removing a Certificate in Opera

This section shows you how to remove a public key certificate in Opera 9.

1 Open Opera and click TOOLS = Preferences.

Figure 189 Opera 9: Tools Menu
Tools

Mail and chat accounts. ..

Delete private data...

Motes Cirl+Alt+E
Transfers Ctrl+AlE+T
History Ctrl+alt+H
Links Ctrl+alt+H
Advanced r
Quick preferences Fi2 »
ADpEArance. .. shift+F12

2 In Preferences, ADVANCED > Security > Manage certificates.

Figure 190 Opera 9: Preferences

Preferences

Choose a master password to protect personal certificates

Browsing
Notifications Set master password. ..

Content
Fonts
Downloads
Programs

Ask for password

History

s ( Manage certificates. ., )

Toolbars
Shartcuts
Vaoice

Enable Fraud Protection

L

Security protocols, ..
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3 In the Certificates manager, select the Authorities tab, select the certificate
that you want to remove, and then click Delete.

Figure 191

Opera 9: Certificate manager

Certificate manager

AAA Certificate Services

Actalis Root CA

AddTrust Class 1 CA Root

AddTrust External CA Root

AddTrust Public CA Root

AddTrust Qualified CA Roat

Baltimore CyberTrust Code Signing Root
Baltimore CyberTrust Mobile Root

Baltimore CyberTrust Root

Certum CA

Certum CA Level I

Certum CA Level IT

Certum CA Level III

Certum CA Level IV

Class 1 Public Primary Certification Authority
Class 1 Public Primary Certification Authority - G2, {c) 1998 VeriSig...
Class 2 Public Primary Certification Authority

4 The next time you go to the web site that issued the public key certificate you just
removed, a certification error appears.

Note: There is no confirmation when you delete a certificate authority, so be

absolutely certain that you want to go through with it before clicking the button.
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Konqueror
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The following example uses Konqueror 3.5 on openSUSE 10.3, however the

screens apply to Konqueror 3.5 on all Linux KDE distributions.

If your device’s web configurator is set to use SSL certification, then the first time

you browse to it you are presented with a certification error.

Click Continue.

Figure 192 Konqueror 3.5: Server Authentication

& .‘.n-r.lrt..ﬂ.ul:'1-:r|‘.I:.:':Iu1'. - Konguarar -

The sapee cortificate falad the arthemticy bast
fad (172237203

| Details Coptinue M Cancel

3 Click Forever when prompted to accept the certificate.

Figure 193 Konqueror 3.5: Server Authentication

& Sgrver .!.1iI:'1-:r|-‘.I|:.:‘.Iur. - Korguaror

S woudd you like to accept this cartificate forover withaut
[N beeirg prompted?

el e D
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4 Click the padlock in the address bar to open the KDE SSL Information window
and view the web page’s security details.

Figure 194 Konqueror 3.5: KDE SSL Information

I:;i Curant earnaction is secured with S5L

Chain

Pasr a8 e e |sijmry
CRgarizstion W Orgsnaiian ¥y
COrgarizational unit: KYZ Organimaiianal uni: X¥zZ
Courtns us Eoviritry: us
COmMon NAME; 172:23.37. 202 COMMan Ffismes 17223 37,202
B Adcina e, 172.22.37. 242
LIRL: https 7172 ¥3.37. 202 8agimwrap.bitml
Cartificele stake: Certificate & sef-signed ard thus may not be tnstwert hy
“walid fredm: 1 42135 mm GHT
wialid wrtik T G
Saridnumber 111393211 955656F34 226
M5 digest 22 PEGEARFSIOTdLIBE 4GBR BRI A2 DA P 2F
Cipker in use; OHE-RSE-AES25E-SHA
Details: DHE-RSA-AES IS5 SHA SELVE Ki=0DH Au=RSA Ene=-AES 256 | Hac=SHAL
S5 warsion TS 8L 3
Cipher strangth: 258 bits ussd of & 2% bit cphar

.-: rm:-l-:-;ir.;ﬁl-'l;f Configumation.,
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Installing a Stand-Alone Certificate File in Konqueror

312

Rather than browsing to a web configurator and installing a public key certificate
when prompted, you can install a stand-alone certificate file if one has been issued
to you.

Double-click the public key certificate file.
Figure 195 Konqueror 3.5: Public Key Certificate File

In the Certificate Import Result - Kleopatra dialog box, click OK.

Figure 196 Konqueror 3.5: Certificate Import Result

P Certificate Import Result - Kleop:

Detailed results of importing CA.der:

@ Total number processed: 1

Imported: 1

The public key certificate appears in the KDE certificate manager, Kleopatra.

Figure 197 Konqueror 3.5: Kleopatra

Ble ‘ew Cortficatas CAls  Jook Settings  Help

Sqarch| i Locel Cartifcatas :- ha

ALbject egaer garial |
Ch=10F-CAE 1PN, 0mBUndesnatsagareur, i, CH=h0A-CA L PRy OmB., 26
Eh= I.lPi‘fF-I PH A= B‘-Iﬂdliﬁlhllill'\t'\.lr.t ':H-HF‘ A L Pﬂ.':' E--- ab

|Cida 72 20, 37, 20 204

CrdmER-Ca 1:FRL NﬁMEEIE-TIHCII.II?IE P (H-gP{a 1PN, HI-PE EFiL]
CrdmFR-CA 11 FRL NOMEDHETINGUISHER=] 0., CHeTE-CA TIRN MaWE,, Oka
CrdmBR-Ca 11FRL DmBegulernngsterdrngs 1., CHe3ELL 1PN OmRa,,, 0]
Ch=CA-CA 1 PR D=Ragulisruegebabards £, CH=SRLL 1IPN.O=Ra,,, 02
Ch=CA Cart Cighing Atheaty EMAL=2uipf., CH=CL C4f SHARg &, Q0
EM=DTRUST Jualfied Aoot CAL 2308PAL ., CH=D-TAUST Quabfie . O0RGLF
Ch=D-TRAST Gualfiad gt CA 2 RODSFAL.., CH=C-TRUST Qualfie.., 0080,
ChlmS-TRUST Guallied Root C& 2006-001:F.,, CHeS-TRUST Qualifie..,  Q00F

11 Kmye. ]

3 The next time you visit the web site, click the padlock in the address bar to open

the KDE SSL Information window to view the web page’s security details.
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Removing a Certificate in Konqueror

This section shows you how to remove a public key certificate in Konqueror 3.5.

1 Open Konqueror and click Settings > Configure Konqueror.

Figure 198 Konqueror 3.5: Settings Menu

Settngs
i Hiche Menubar Ctrlen
Toolbars ]

£4 Full Screen Mode Chrl+ Shift+F

Laad Yiew Profile r
Save View Profile “Web Browsing™..
Configure View Prefiles..,
Configure Extensions...
% Configure Spell Checking...
1, Configure Shortcuts...
o, Conflgure Too ank..
A Conflgure <o gders”,

2 In the Configure dialog box, select Crypto.
3 On the Peer SSL Certificates tab, select the certificate you want to delete and
then click Remove.

Figure 199 Konqueror 3.5: Configure

[ :'.-'|-|I:-..|u|-.- - o et L T i

'ﬁ- = Configure SS1, manage certilfcates, and ofhar oyptogea) T
Conpkies S5 | OpapSsl | Your Certificetes | suthertieatio Paer 55, Cerificates Sirers
" Ir

o Ergarczation | Commen Name | B
b T

‘ ey
Prosy
[ Ta} a
Sty|eahects Anganation: 3z 5 | Argarizat e Loy
drganmational urit: 2 =} } Oraanizational unk: :li'.‘z L
ik L =§ {4 ilw
; wvald from Wedn 271 Maw 2008 083235 am GHT
& wald Ukl sk ijrckey 71 Msy 2011 0682135 am GHT
Broweer iantifcation Ciarchra - Falicy
® Fammanarth LA
Y m ¥ el
e i Fesfect
Plugens

Eramgt
& :

M L) LA F L. | LI a2 DEF
e i % digesh 37 B THGEMRF.07 41 BE A0 BB IBBAZI D3 F Oy 2F

W@ Hep || oefaure [w ok K Cancal

4 The next time you go to the web site that issued the public key certificate you just
removed, a certification error appears.
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Note: There is no confirmation when you remove a certificate authority, so be
absolutely certain you want to go through with it before clicking the button.
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SIP Passthrough

Enabling/Disabling the SIP ALG

You can turn off the WiIMAX Modem SIP ALG to avoid retranslating the IP address
of an existing SIP device that is using STUN. If you want to use STUN with a SIP
client device (a SIP phone or IP phone for example) behind the WiIMAX Modem,
use theip al g disable ALG SI P command to turn off the SIP ALG.

Signaling Session Timeout

Most SIP clients have an “expire” mechanism indicating the lifetime of signaling
sessions. The SIP UA sends registration packets to the SIP server periodically and
keeps the session alive in the WiIMAX Modem.

If the SIP client does not have this mechanism and makes no call during the
WIMAX Modem SIP timeout default (60 minutes), the WiMAX Modem SIP ALG
drops any incoming calls after the timeout period. You can use theip alg

si pti meout command to change the timeout value.

Audio Session Timeout

If no voice packets go through the SIP ALG before the timeout period default (5
minutes) expires, the SIP ALG does not drop the call but blocks all voice traffic and
deletes the audio session. You cannot hear anything and you will need to make a
new call to continue your conversation.
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Common Services

The following table lists some commonly-used services and their associated
protocols and port numbers. For a comprehensive list of port numbers, ICMP type/
code numbers and services, visit the IANA (Internet Assigned Number Authority)

web site.

e Name: This is a short, descriptive name for the service. You can use this one or
create a different one, if you like.

e Protocol: This is the type of IP protocol used by the service. If this is TCP/
UDP, then the service uses the same port number with TCP and UDP. If this is
USER-DEFINED, the Port(s) is the IP protocol number, not the port number.

e Port(s): This value depends on the Protocol. Please refer to RFC 1700 for
further information about port numbers.

¢ If the Protocol is TCP, UDP, or TCP/UDP, this is the IP port number.

e If the Protocol is USER, this is the IP protocol number.

e Description: This is a brief explanation of the applications that use this service
or the situations in which this service is used.

Table 118 Commonly Used Services

NAME PROTOCOL PORT(S) | DESCRIPTION

AH User-Defined 51 The IPSEC AH (Authentication

(IPSEC_TUNNEL) Header) tunneling protocol uses this
service.

AIM/New-ICQ TCP 5190 AOL's Internet Messenger service. It
is also used as a listening port by
ICQ.

AUTH TCP 113 Authentication protocol used by some
servers.

BGP TCP 179 Border Gateway Protocol.

BOOTP_CLIENT UDP 68 DHCP Client.

BOOTP_SERVER UDP 67 DHCP Server.

CU-SEEME TCP 7648 A popular videoconferencing solution
from White Pines Software.

UDP 24032

DNS TCP/UDP 53 Domain Name Server, a service that
matches web names to IP humbers.

ESP User-Defined 50 The IPSEC ESP (Encapsulation

(IPSEC_TUNNEL) Security Protocol) tunneling protocol
uses this service.
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Table 118 Commonly Used Services (continued)

NAME PROTOCOL PORT(S) | DESCRIPTION

FINGER TCP 79 Finger is a UNIX or Internet related
command that can be used to find out
if a user is logged on.

FTP TCP 20 File Transfer Program, a program to
enable fast transfer of files, including

TCcP 21 large files that may not be possible by
e-mail.

H.323 TCP 1720 NetMeeting uses this protocol.

HTTP TCP 80 Hyper Text Transfer Protocol - a
client/server protocol for the world
wide web.

HTTPS TCP 443 HTTPS is a secured http session often
used in e-commerce.

ICMP User-Defined 1 Internet Control Message Protocol is
often used for diagnostic or routing
purposes.

ICQ UDP 4000 This is a popular Internet chat
program.

IGMP User-Defined 2 Internet Group Management Protocol

(MULTICAST) is used when sending packets to a
specific group of hosts.

IKE UDP 500 The Internet Key Exchange algorithm
is used for key distribution and
management.

IRC TCP/UDP 6667 This is another popular Internet chat
program.

MSN Messenger TCP 1863 Microsoft Networks’ messenger
service uses this protocol.

NEW-ICQ TCP 5190 An Internet chat program.

NEWS TCP 144 A protocol for news groups.

NFS UDP 2049 Network File System - NFS is a client/
server distributed file service that
provides transparent file sharing for
network environments.

NNTP TCP 119 Network News Transport Protocol is
the delivery mechanism for the
USENET newsgroup service.

PING User-Defined 1 Packet INternet Groper is a protocol
that sends out ICMP echo requests to
test whether or not a remote host is
reachable.

POP3 TCP 110 Post Office Protocol version 3 lets a

client computer get e-mail from a
POP3 server through a temporary
connection (TCP/IP or other).
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Table 118 Commonly Used Services (continued)

NAME

PROTOCOL

PORT(S)

DESCRIPTION

PPTP

TCP

1723

Point-to-Point Tunneling Protocol
enables secure transfer of data over
public networks. This is the control
channel.

PPTP_TUNNEL
(GRE)

User-Defined

47

PPTP (Point-to-Point Tunneling
Protocol) enables secure transfer of
data over public networks. This is the
data channel.

RCMD

TCP

512

Remote Command Service.

REAL_AUDIO

TCP

7070

A streaming audio service that
enables real time sound over the web.

REXEC

TCP

514

Remote Execution Daemon.

RLOGIN

TCP

513

Remote Login.

RTELNET

TCP

107

Remote Telnet.

RTSP

TCP/UDP

554

The Real Time Streaming (media
control) Protocol (RTSP) is a remote
control for multimedia on the
Internet.

SFTP

TCP

115

Simple File Transfer Protocol.

SMTP

TCP

25

Simple Mail Transfer Protocol is the
message-exchange standard for the
Internet. SMTP enables you to move
messages from one e-mail server to
another.

SNMP

TCP/UDP

161

Simple Network Management
Program.

SNMP-TRAPS

TCP/UDP

162

Traps for use with the SNMP
(RFC:1215).

SQL-NET

TCP

1521

Structured Query Language is an
interface to access data on many
different types of database systems,
including mainframes, midrange
systems, UNIX systems and network
servers.

SSH

TCP/UDP

22

Secure Shell Remote Login Program.

STRM WORKS

uUbDP

1558

Stream Works Protocol.

SYSLOG

uUbDP

514

Syslog allows you to send system logs
to a UNIX server.

TACACS

uUbDP

49

Login Host Protocol used for (Terminal
Access Controller Access Control
System).

TELNET

TCP

23

Telnet is the login and terminal
emulation protocol common on the
Internet and in UNIX environments. It
operates over TCP/IP networks. Its
primary function is to allow users to
log into remote host systems.
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Table 118 Commonly Used Services (continued)

NAME

PROTOCOL

PORT(S)

DESCRIPTION

TFTP

uUbDP

69

Trivial File Transfer Protocol is an
Internet file transfer protocol similar
to FTP, but uses the UDP (User
Datagram Protocol) rather than TCP
(Transmission Control Protocol).

VDOLIVE

TCP

7000

Another videoconferencing solution.
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Index

A

AAA T3
AbS 108

accounting server
see AAA

ACK message 115
activity 73
Advanced Encryption Standard
see AES
AES 233
ALG 91
alternative subnet mask notation 276
analysis-by-synthesis 108
Application Layer Gateway
see ALG
authentication 44, 73, 75, 231
inner 234
key
server 73
types 234
authorization 231
request and reply 233
server 73

B

base station
see BS

BS 71,72
links 72

BYE request 115

Index

Europe type service mode 126
hold 126-128

service mode 126128
transfer 127-128

waiting 127-128

CBC-MAC 233

CCMP 231, 233

cell 71

Certificate Management Protocol (CMP) 142
Certificate Revocation List (CRL) 154
certificates 137, 231

advantages 154

and CA 154

certification path 144, 150, 153
expired 153

factory-default 154

file formats 154
fingerprints 145, 151
importing 139

not used for encryption 153
revoked 153

self-signed 141

serial number 144, 150
storage space 138
thumbprint algorithms 156
thumbprints 156

used for authentication 153
verification 233

verifying fingerprints 155

certification

authority, see CA
requests 137, 141

chaining 233
chaining message authentication

see CCMP

circuit-switched telephone networks 103
Class of Service (CoS) 118

C client-server
protocol 116
CA 137,153 SIP 116
and certificates 154 CMAC
call see MAC
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codec 107
comfort noise 121
CoS 118

counter mode
see CCMP

coverage area 71
cryptography 231

D

data 231-233
decryption 231
encryption 231
flow 233

DHCP 60, 94, 96
client 94
server 60

diameter 73

Differentiated Services
see DiffServ

DiffServ 118
DiffServ Code Point (DSCP) 118
marking rule 119

digital 1D 231
DL frequency 80
domain name 94

download frequency
see DL frequency

DS field 119

DSCP
see DiffServ

dynamic DNS 96

Dynamic Host Configuration Protocol
see DHCP

E

EAP 73

echo cancellation 121

encryption 231-233
traffic 233

Ethernet
encapsulation 84

Europe type call service mode 126

Extensible Authorization Protocol
see EAP

F

firewall 157, 162, 163
flash key 126
flashing 126

frequency
band 80
ranges 80
scanning 80

FTP 96,172
restrictions 172

G

G.168 121
G.711 108
G.729 108

H

hybrid waveform codec 108

IANA 282

identity 73, 231

idle timeout 172

IEEE 802.16 71, 231
IEEE 802.16e 71

IEEE 802.1Q VLAN 113
inner authentication 234

Internet
access 73

Internet Assigned Numbers Authority
see IANA 282

Internet Telephony Service Provider
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Index

see ITSP server sets 84
IP-PBX 103 network
ITSP 103 activity 73
ITU-T 121 services 73
K (@)
key 44, 75, 231 OK response 115
request and reply 233 outbound proxy 107, 118
server 107
SIP 107
L
P

listening port 111

pattern-spotting 233
PBX services 103

M PCM 108
peer-to-peer calls 131
MAC 233
per-hop behavior 119
MAN 71

PHB (per-hop behavior) 119

phone
services 122

PKMv2 44, 73, 75, 231, 234
plain text encryption 233

Management Information Base (MIB) 176
manual site survey 80

Message Authentication Code
see MAC

message integrity 233 .
Privacy Key Management

see PKM
private key 231

message waiting indication 108
Metropolitan Area Network
see MAN

. proxy server
microwave 71, 72

SIP 116

mobil ion
obile statio public certificate 233

see MS
public key 44, 75, 231
MS 72
. . Public-Key Infrastructure (PKI) 154
multimedia 104 bli ; k s 137 153
ublic-private key pairs ,
MWI 108 public=p yP

. pulse code modulation 108
My Certificates 138

see also certificates

N
QoS 183
NAT 107, 281 Quality of Service, see QoS

and remote management 172
routers 107
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R

RADIUS 73, 232
Message Types 232
Messages 232
Shared Secret Key 232

Real-time Transport Protocol
see RTP

redirect server
SIP 117

register server
SIP 104

related documentation 3

remote management and NAT 172
remote management limitations 172
required bandwidth 108

RFC 1889 104

RFC 2510. See Certificate Management
Protocol.

RFC 3489 107
RFC 3842 108
RTP 104

S

safety warnings 6

secure communication 44, 75, 231
secure connection 73

security 231

security association 233
see SA

server
outbound proxy 107

services 73

Session Initiation Protocol
see SIP

silence suppression 121
silent packets 121

Simple Certificate Enroliment Protocol (SCEP)

142
SIP 103
account 104
ACK message 115
ALG 91, 118

324

Application Layer Gateway, see ALG

authentication 48
authentication password 48
BYE request 115

call progression 115
client 116

client server 116
identities 104

INVITE request 115
number 48, 104

OK response 115
outbound proxy 107
proxy server 116
redirect server 117
register server 104
server address 48
servers 116

service domain 48, 104
URI 104

user agent 116

SNMP 173

manager 175

sound quality 108
speed dial 131

SS 71,72

stateful inspection 162
STUN 107, 118

subnet 273

mask 274

subnetting 276
subscriber station

supplementary phone services 122

see SS

syntax conventions 4

system timeout 172

T

tampering

TCP/IP configuration 60

TEK 233

TFTP restrictions 172
three-way conference 127, 129
TLS 44, 75, 231

transport encryption key
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see TEK

transport layer security
see TLS

triangle route
problem 163
solutions 164

trigger port forwarding
process 90

TTLS 44, 75, 231, 234

tunneled TLS
see TTLS

U

unauthorized device 231

uniform resource identifier 104
USA type call service mode 128

use NAT 118

use NAT feature 104
user agent, SIP 116
user authentication 231
user ID 48

user name 97

Vv

VAD 121
verification 233
virtual local area network
see VLAN
VLAN 113
group 114
ID tags 113
tags 114
VLAN ID 113
voice
activity detection 121
coding 107
mail 103
Voice over IP
see VolIP
VolP 103

w

waveform codec 108
WIMAX 72
security 233

Wireless Interoperability for Microwave Access
see WIMAX

Wireless Metropolitan Area Network
see MAN

wireless network
access 71
standard 71

wireless security 231
wizard setup 41
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