CHAPTER 8
Home Neitworking

8.1 Home Networking Overview

A Local Area Network (LAN) is a shared communication system to which many networking devices are
connected. It is usually located in one immediate area such as a building or floor of a building.

Use the LAN screens to help you configure a LAN DHCP server and manage IP addresses.

Figure 65 Home Networking Example

8.1.1 What You Can Do in this Chapter

Use the LAN Setup screen to set the LAN IP address, subnet mask, and DHCP settings of your Zyxel
Device (Section 8.2 on page 121).

Use the Static DHCP screen to assign IP addresses on the LAN fo specific individual computers based
on their MAC addresses (Section 8.3 on page 125).

Use the UPnP screen to enable UPNP and UPnP NAT traversal on the Zyxel Device (Section 8.4 on page
127).

Use the Additional Subnet screen to configure IP alias and public static IP (Section 8.5 on page 132).

Use the STB Vendor ID screen to configure the Vendor IDs of the connected Set Top Box (STB) devices,
which have the Zyxel Device automatically create static DHCP entries for the STB devices when they
request IP addresses (Section 8.6 on page 134).

Use the Wake on LAN screen to remotely turn on a device on the network. (Section 8.7 on page 135).

Use the TFTP Server Name screen to identify a TFTP server for configuration file download using DHCP
option 66. (Section 8.8 on page 135).

8.1.2 What You Need To Know

8.1.2.1 About LAN

IP Address

IP addresses identify individual devices on a network. Every networking device (including computers,
servers, routers, printers, and so on) needs an IP address to communicate across the network. These
networking devices are also known as hosts.
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Subnet Mask

Subnet masks determine the maximum number of possible hosts on a network. You can also use subnet
masks fo divide one network info multiple sub-networks.

DHCP

A DHCP (Dynamic Host Configuration Protocol) server can assign your Zyxel Device an IP address,
subnet mask, DNS and other routing information when it is furned on.

DNS

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address and vice
versa. The DNS server is extremely important because without i, you must know the IP address of a
networking device before you can access it.

RADVD (Router Advertisement Daemon)

When an IPvé host sends a Router Solicitation (RS) request to discover the available routers, RADVD with
Router Advertisement (RA) messages in response to the request. It specifies the minimum and maximum
intervals of RA broadcasts. RA messages containing the address prefix. IPvé hosts can be generated
with the IPvé prefix an IPvé address.

8.1.2.2 About UPnP

Identifying UPnP Devices

UPnP hardware is identified as an icon in the Network Connections folder (Windows 10). Each UPnP
compatible device installed on your network will appear as a separate icon. Selecting the icon of a
UPnP device will allow you to access the information and properties of that device.

NAT Traversal

UPNP NAT traversal automates the process of allowing an application to operate through NAT. UPnP
network devices can automatically configure network addressing, announce their presence in the
network to other UPnP devices and enable exchange of simple product and service descriptions. NAT
fraversal allows the following:

e Dynamic port mapping
¢ Learning public IP addresses

¢ Assigning lease times to mappings
Windows Messenger is an example of an application that supports NAT traversal and UPnP.

See the Chapter 11 on page 168 for more information on NAT.

Cauvutions with UPnP

The automated nature of NAT traversal applications in establishing their own services and opening
firewall ports may present network security issues. Network information and configuration may also be
obtained and modified by users in some network environments.
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When a UPnP device joins a network, it announces its presence with a multicast message. For security
reasons, the Zyxel Device allows mulficast messages on the LAN only.

All UPnP-enabled devices may communicate freely with each other without additional configuration.
Disable UPnNP if this is not your intention.

UPnP and Zyxel

Zyxel has achieved UPnP certification from the Universal Plug and Play Forum UPnP™ Implementers
Corp. (UIC). Zyxel's UPnP implementation supports Internet Gateway Device (IGD) 1.0.

See Section 8.4.1 on page 128 for examples of installing and using UPnP.

Finding Out More

See Section 8.9 on page 136 for technical background information on LANs.

8.1.3 Before You Begin

Find out the MAC addresses of your network devices if you intend to add them to the DHCP Client List
screen.

8.2 LAN Setup

Use this screen to set the Local Area Network IP address and subnet mask of your Zyxel Device.
Configure DHCP settings to have the Zyxel Device or a DHCP server assign IP addresses to devices. Click
Network Sefting > Home Networking to open the LAN Setup screen.

Follow these steps to configure your LAN settings.

1 Enter an IP address into the IP Address field. The IP address must be in dotted decimal notation. This will
become the IP address of your Zyxel Device.

2 Enter the IP subnet mask into the IP Subnet Mask field. Unless instructed otherwise it is best to leave this
alone, the configurator will automatically compute a subnet mask based upon the IP address you
enfered.
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Click Apply fo save your settings.

Figure 66 Network Setting > Home Networking > LAN Setfup
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The following table describes the fields in this screen.

Table 30 Network Setting > Home Networking > LAN Setup

LABEL

DESCRIPTION

Interface Group

Group Name

Select the interface group name for which you want to configure LAN settings. See Chapter 15
on page 195 for how to create a new interface group.

LAN IP Setup

IP Address

Enter the LAN IPv4 [P address you want to assign fo your Zyxel Device in dofted decimal
notation, for example, 192.168.1.1 (factory default).

Subnet Mask

Type the subnet mask of your network in dotted decimal notation, for example 255.255.255.0
(factory default). Your Zyxel Device automatically computes the subnet mask based on the IP
address you enter, so do not change this field unless you are instructed to do so.

IGMP Snooping
Active Select Enable to allow the Zyxel Device to passively learn multicast group.
IGMP Mode Select Standard Mode to forward multicast packets to a port that joins the multicast group and

broadcast unknown multicast packets from the WAN to all LAN ports.

Select Blocking Mode to block all unknown multicast packets from the WAN.

DHCP Server State

DHCP

Select Enable to have the Zyxel Device act as a DHCP server or DHCP relay agent.
Select Disable to stop the DHCP server on the Zyxel Device.

Select DHCP Relay to have the Zyxel Device forward DHCP request to the DHCP server.

DHCP Relay This field is only available when you select DHCP Relay in the DHCP field.
Server Address
IP Address Enter the IPv4 IP address of the actual remote DHCP server in this field.
IP Addressing This field is only available when you select Enable in the DHCP field.
Values
Beginning IP | This field specifies the first of the contiguous addresses in the IP address pool.
Address
Ending IP This field specifies the last of the contiguous addresses in the IP address pool.
Address
Autoreserve | Click this switch to have the Zyxel Device record DHCP IP addresses with the MAC addresses the
Isinf'ggﬂgsf IP addresses are assigned to. When the switch goes to the right « @, the function is enabled.

Otherwise, it is not.

The Zyxel Device assigns the same IP address to the same MAC address when the host requests
an IP address again through DHCP.

DHCP Server

This is the period of time DHCP-assigned addresses is used. DHCP automatically assigns IP

Lease Time addresses to clients when they log in. DHCP centralizes IP address management on central
computers that run the DHCP server program. DHCP leases addresses, for a period of time,
which means that past addresses are “recycled” and made available for future reassignment to
other systems.

This field is only available when you select Enable in the DHCP field.
Days/Hours/ | Enter the lease time of the DHCP server.
Minutes
DNS Values This field is only available when you select Enable in the DHCP field.
DNS Select the type of service that you are registered for from your DNS service provider (From ISP).

Select DNS Proxy if you have the DNS proxy service. The Zyxel Device redirects clients’ DNS
queries to a DNS server for resolving domain names.

Select Static if you have the statfic DNS service.
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Table 30 Network Setting > Home Networking > LAN Setup (continued)

LABEL

DESCRIPTION

DNS Server 1/2

Enter the first and second DNS (Domain Name System) server IP addresses the Zyxel Device
passes fo the DHCP clients.

LAN IPv6 Mode Setup

IPvé Active

Click this switch to enable or disable the IPvé mode and configure IPvé settings on the Zyxel
Device. When the switch goes to the right © @, the function is enabled. Otherwise, it is not.

Link Local Address Type

EUI64

Select this to have the Zyxel Device generate an interface ID for the LAN interface’s link-local
address using the EUI-64 format.

Manual

Select this to manually enter an interface ID for the LAN interface’s link-local address.

LAN Global Identi

fier Type

EUI64

Select this fo have the Zyxel Device generate an interface ID using the EUI-64 format for its global
address.

Manual

Select this to manually enter an interface ID for the LAN interface’s global IPvé address.

LAN IPvé Prefix Setup

Delegate prefix

Select this option and specify a WAN interface (connection) through which the Zyxel Devicete

Address Assign
Setup

from WAN automatically obtains an IPvé network prefix from the service provider or an uplink router.

Static Select this option to configure a fixed IPvé addressprefix for the Zyxel Device's LAN IPvé address.

MLD Snooping Multicast Listener Discovery (MLD) allows an IPvé switch or router to discover the presence of
MLD hosts who wish to receive multicast packets and the IP addresses of multicast groups the
hosts want to join on its network.

Active Click this switch tfo enable or disable MLD Snooping on the Zyxel Device. When the switch goes
to the right < @, the function is enabled. Otherwise, it is not.
This allows the Zyxel Device to check MLD packets passing through it and learn the multicast
group membership. It helps reduce multicast traffic.

MLD Mode Select Standard Mode to forward multicast packets to a port that joins the multicast group and
broadcast unknown multicast packets from the WAN to all LAN ports.
Select Blocking Mode to block all unknown multicast packets from the WAN.

LAN IPvé Select how you want to obtain an IPvé address:

Stateless: The Zyxel Device uses IPvé stateless autoconfiguration. RADVD (Router
Advertisement Daemon) is enabled to have the Zyxel Device send IPvé prefix information in
router advertisements periodically and in response to router solicitations. DHCPvé server is
disabled.

Stateful: The Zyxel Device uses IPvé stateful autoconfiguration. The DHCPvé server is enabled
to have the Zyxel Device act as a DHCPvé server and pass IPvé addresses to DHCPvé clients.

LAN IPv6 DNS
Assign Sefup

Select how the Zyxel Device provide DNS server and domain name information to the clients:

From Router Advertisement: The Zyxel Device provides DNS information through router
advertisements.

From DHCPvé Server: The Zyxel Device provides DNS information through DHCPvVé.

From RA & DHCPvé Server: The Zyxel Device provides DNS information through both router
advertisements and DHCPvé.

DHCPvé Configuration

DHCPvé Active

This shows the status of the DHCPvé4. DHCPyé Server displays if you configured the Zyxel Device to

act as a DHCPvé server which assigns IPvé addresses and/or DNS information to clients.

IPv6 Router Advertisement State

RADVD Active

This shows whether RADVD is enabled or not.

IPvé6 Address Valu

es

This section is avai

ilable only when you select Stateful in the LAN IPvé Address Assign Setup field.
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Table 30 Network Setting > Home Networking > LAN Setup (continued)

LABEL DESCRIPTION

IPvé Start Enter the first of the contiguous addresses in the IPvé address pool.
Address

IPvé End Enter the last of the contiguous addresses in the IPvé address pool.
Address

IPvé Domain Enter the domain name that is assigned to DHCPvé clients.

Name

IPv6 DNS Values

IPvé DNS Server | Select From ISP if your ISP dynamically assigns IPvé DNS server information.

1-3
Select User-Defined if you have the IPvé address of a DNS server. Enter the DNS server IPvé
addresses the Zyxel Device passes to the DHCP clients.
Select None if you do not want to configure IPvé DNS servers.
DNS Query Select how the Zyxel Device handles clients’ DNS information requests.
Scenario
* IPv4/IPvé DNS Server: The Zyxel Device forwards the requests to both the IPv4 and IPvé DNS
servers and sends clients the first DNS information it receives.
¢ |Pvé DNS Server Only: The Zyxel Device forwards the requests to the IPvé DNS server and
sends clients the DNS information it receives.
¢ |IPv4 DNS Server Only: The Zyxel Device forwards the requests to the IPv4 DNS server and
sends clienfs the DNS information it receives.
* IPvé DNS Server First: The Zyxel Device forwards the requests to the IPvé DNS server first and
then the IPv4 DNS server. Then it sends clients the first DNS information it receives.
* IPv4 DNS Server First: The Zyxel Device forwards the requests to the IPv4 DNS server first and
then the IPvé DNS server. Then it sends clients the first DNS information it receives.
Cancel Click Cancel to restore your previously saved settings.
Apply Click Apply to save your changes.

8.3 LAN Static DHCP

This table allows you to assign IP addresses on the LAN to individual computers based on their MAC
addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned
at the factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02.

Use this screen to change your Zyxel Device's static DHCP settings. Click Network Setting > Home
Networking > Static DHCP to open the following screen.

Figure 67 Network Setting > Home Networking > Static DHCP

When any of the LAN clients on your network want an assigned fixed IP address, add a static lease for each LAN client. You may
need to know the clients' MAC addresses in advance in order to process the setup quickly.

4 Static DHCP Configuration

# Status MAC Address IP Address Modify
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The following table describes the labels in this screen.

Table 31 Network Setting > Home Networking > Static DHCP

LABEL DESCRIPTION

Static DHCP Click this to add a new static DHCP entry.

Configuration

# This is the index number of the entry.

Status This field displays whether the client is connected to the Zyxel Device.

MAC Address The MAC (Media Access Control) or Ethernet address on a LAN (Local Area Network) is
unique to your computer (six pairs of hexadecimal notation).
A network interface card such as an Ethernet adapter has a hardwired address that is
assigned at the factory. This address follows an industry standard that ensures no other
adapter has a similar address.

IP Address This field displays the IP address relative fo the # field listed above.

Modify Click the Edit icon fo have the IP address field editable and change it.

Click the Delete icon to delete a static DHCP entry. A window displays asking you to confirm
that you want to delete the selected entry.

If you click Static DHCP Configuration in the Static DHCP screen or the Edit icon next to a static DHCP
entry, the following screen displays. Using a static DHCP means a client will always have the same IP
address assigned fo it by the DHCP server. Assign a fixed IP address to a device by selecting the
intferface group of this device and its IP address type and selecting the device/computer from a list or
manually entering its MAC address and assigned IP address.

Figure 68 Static DHCP: Stafic DHCP Configuration/Edit

Group Name

MAC

ddress

Info Manual Input ¥

Static DHCP Configuration

Defauit v

QK

The following table describes the labels in this screen.

Table 32 Static DHCP: Static DHCP Configuration/Edit

LABEL

DESCRIPTION

Active

Click this switch to enable or disable the connection between the client and the Zyxel
Device. When the switch goes to the right < @, the function is enabled. Otherwise, it is not.

Group Name

Select the interface group name for which you want to configure static DHCP settings. See
Chapter 15 on page 195 for how to create a new interface group.
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Table 32 Statfic DHCP: Static DHCP Configuration/Edit (confinued)

LABEL

DESCRIPTION

IP Type

This field displays IPv4 for the type of the DHCP IP address. At the time of writing, it is not
allowed to select other type.

Select Device Info

Select a device or computer from the drop-down list or select Manual Input fo manually enter
a device's MAC address and IP address in the following fields.

MAC Address If you select Manual Input, enter the MAC address of a computer on your LAN.

IP Address If you select Manual Input, enter the IP address that you want to assign to the computer on
your LAN with the MAC address that you will also specify.

Cancel Click Cancel o exit this screen without saving.

OK Click OK to save your changes.

8.4 UPnP Settings

Universal Plug and Play (UPnP) is a distributed, open networking standard that uses TCP/IP for simple
peer-to-peer network connectivity between devices. A UPnP device can dynamically join a network,
obtain an IP address, convey its capabilities, and learn about other devices on the network. A device
can then leave a network smoothly and automatically when it is no longer in use.

See Section 8.4.1 on page 128 for more information on UPnP.

Use the following screen to configure the UPnP settings on your Zyxel Device. Click Network Setting >
Home Networking > UPnP to display the screen shown next.

Notfe: To use UPnP NAT-T, enable NAT in the Network Setting > Broadband > Edit/Add New
WAN Interface screen.

Figure 69 Network Setting > Home Networking > UPnP

UPnP State
UPnP
UPnP NAT-T State

UPnP NAT-T

Nofe

# Description

Universal Plug and Play (UPnP) is a networking standard for easy network connectivity among networking devices and
software that also have UPnP enabled.

UPNP NAT-T only works when NAT is enable

Desfination IP Address External Port Internal Port Protocol

Apply
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The following table describes the labels in this screen.

Table 33 Network Setting > Home Networking > UPnP

LABEL DESCRIPTION
UPnP State
UPnP Click this switch to enable or disable UPnP. When the switch goes to the right « @, the function

is enabled. Otherwise, it is not.

Be aware that anyone could use a UPnP application to open the Web Configurator's login
screen without entering the Zyxel Device's IP address (although you must still enter the password
fo access the Web Configurator).

UPNP NAT-T State

UPNP NAT-T Click this switch to allow UPnP-enabled applications to automatically configure the Zyxel Device
so that they can communicate through the Zyxel Device by using NAT fraversal. When the
switch goes to the right < @, the function is enabled. Otherwise, it is not.

UPnP applications automatically reserve a NAT forwarding port in order to communicate with
another UPnP enabled device; this eliminates the need to manually configure port forwarding
for the UPnP enabled application.

The table below displays the NAT port forwarding rules added automatically by UPnP NAT-T.

# This is the index number of the UPnP NAT-T connection.

Description This is the description of the UPnP NAT-T connection.

Destination IP This is the IP address of the other connected UPnP-enabled device.

Address

External Port This is the external port number that identifies the service.

Internal Port This is the internal port number that identifies the service.

Protocol This is the fransport layer protocol used for the service.

Cancel Click Cancel to exitthissereen-withoutsavingrestore your previously saved settings.
Apply Click Apply fo save your changes.

8.4.1 Turning on UPnP in Windows 7 Example

This section shows you how to use the UPnP feature in Windows 7. UPNnP server is installed in Windows 7.
Activate UPnP on the Zyxel Device_ in Network Setting > Home Networking > UPnP.

Make sure the computer is connected to a LAN port of the Zyxel Device. Turn on your computer and the
Zyxel Device.

1 Click the start icon, Control Panel and then the Network and Sharing Center.
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Click Change Advanced Sharing Settings.

L

@O |¥ » Control Panel » All Contral Panel liems » Metwork and Sharing Center
e =

File Edit View Tools Help

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

L B —x (%)
TWPCZTO1650-01 ZyXEL.com Internet
(This computer)

See full map

View your active networks Connect or disconnect

P

Change your networking settings

Access type: Mo Internet access

ZyXEl.com
Connections: [ Local Area Connection

Domain network

ﬁ. Set up a new connection or network
- 3 3 i
Set up a wireless, broadband, dial-up, ad hoc, or VPM connection; or set up a router or access point.

Connect to a netwaork
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
MAccess files and printers located on other network computers, or change sharing settings.

Troubleshoot problems
Diagnose and repair network preblems, or get troubleshooting information.

b3
%
=

Select Turn on network discovery and click Save Changes. Network discovery allows your computer to
find other computers and devices on the network and other computers on the network fo find your

computer. This makes it easier to share files and printers.
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Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for

each profile.

Home or Work .:E,::.
Public -jir:j-
Domain (current profile) .::{\::.

MNetwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?

‘ @ Turn on network discovery ’

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Turn on file and printer sharing
(71 Turn off file and printer sharing

‘ '5' Save changes h Cancel

8.4.2 Turning on UPnP in Windows 10 Example

This section shows you how to use the UPnP feature in Windows 10. UPnP server is installed in Windows 10.
Activate UPnP on the Zyxel Device by-cliekingin Network Setting > Home Networking > UPnP.

Make sure the computer is connected to the LAN port of the Zyxel Device. Turn on your computer and
the Zyxel Device.

1 Click the start icon, Seftings and then Network & Internet.

Settings - O ®
Windows Settings
| |: nd a setting

g System Devices D Phone @ Network & Internet
Display, sound, notifications, Bluetooth, printers, mause Link your Android, iPhane Wi-Fi, zirplane mode, VPN

@ Personalization E_: Apps R Accounts (D$ Time & Language
Background, lock screen, colors B Uninstall, defaults, optianai Your acco sy A Speech, region, date

features work, ather people

@ Gaming {’17. Ease of Access EI Privacy e Update & Security
Ge ‘-; asting =" Narrator, magnifier, high Location, camera R~ Windows Update, recovery
Ga contrast backup

/O Search
Language, permissions, history

2 Click Network and Sharing Center.
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< Settings - O X

Gy Home Status

- ?
| Find a setting | Network status Have a question?

Get help
Network & Internet

B Status @ @ Make Windows better

Ethernet 2
Private network Give us feedback

%1 Ethernet :

You're connected to the Internet
o If you have a limited data plan, you can make this network a
= Dial-up . .

metered connection or change other properties.
o VPN Change connection properties

50 Data isade Show available networks
Py Change your network settings

@ Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks y

| connect to, decide what you want to share.

A Network troubleshooter
Diagnose and fix network problems.

View your network properties

Windows Firewall

| Network and Sharing Center |

Network reset

3 Click Change advanced sharing settings.

5 Metwork and Sharing Center - O
T :‘t » Control Panel » All Control Panel tems » Network and Sharing Center v B Search Control Panel y=l

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network 2 Access type: Internet
seftings Private network Connections: [ Ethernet 2

Change your networking settings

i- Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point,

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also

Infrared

Internet Options

Windows Defender Firewall

4  Under Domain, select Turn on network discovery and click Save Changes. Network discovery allows your
computer fo find other computers and devices on the network and other computers on the network to
find your computer. This makes it easier to share files and printers.
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*& Advanced sharing settings - O x

<« « 4 *& > ControlPanel > All Control Panel ltems > Network and Sharing Center » Advanced sharing settings v @ Search Control Panel p-]

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile,

Private (current profile)
Guest or Public
Domain

Metwork discovery

‘When network discovery is on, this computer can see other network computers and devices and is
wvisible to other network computers,

(® Turn on network discove

(O Turn off network discovery

File and printer sharing

‘When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(® Turn on file and printer sharing
(O Turn off file and printer sharing

All Netwaorks

save changes Cancel

8.5 LAN Additional Subnet

Use this screen to configure IP alias and public static IP.

IP alias allows you to partition a physical network into different logical networks over the same Ethernet
interface. The Zyxel Device supports multiple logical LAN interfaces via its physical Ethernet interface
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with the Zyxel Device itself as the gateway for the LAN network. When you use IP alias, you can also
configure firewall rules to confrol access to the LAN's logical network (subnet).

If your ISP provides the Public LAN service, the Zyxel Device may use a LAN IP address that can be
accessed from the WAN.

Click Network Setting > Home Networking > Additional Subnet to display the screen shown next.

Figure 70 Network Setting > Home Networking > Additional Subnet

This page lefs you configiire the public static |P and IF afios.
IP Alias Setup
Group Mame Default -
Aciive ®
Pv4 Addre
Public LAN
Active \':.
IbRe: Meisk 255 255 255 o
Sffer Public [P by DHCF a®
Enable ARP Proxy P
Cancel Apply

The following table describes the labels in this screen.

Table 34 Network Setfting > Home Networking > Additional Subnet

LABEL DESCRIPTION

IP Alias Setup

Group Name Select the interface group name for which you want to configure the IP alias settings. See
Chapter 15 on page 195 for how fo create a new interface group.

Active Click this switch to configure a LAN network for the Zyxel Device. When the switch goes to the
right < @, the following fields will be configurable. Otherwise, they are not.

IPv4 Address Enter the IP address of your Zyxel Device in dotted decimal notation.

Subnet Mask Your Zyxel Device will automatically calculate the subnet mask based on the IPv4 address that
you assign. Unless you are implementing subnetting, use this value computed by the Zyxel
Device.

Public LAN

Active Click this switch to enable or disable the Public LAN feature. When the switch goes to the right

@ . the function is enabled. Otherwise, it is not.

Your ISP must support Public LAN and static IP.

IPv4 Address Enter the public IP address provided by your ISP.

Subnet Mask Enter the public IPv4 subnet mask provided by your ISP.
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Table 34 Network Setfting > Home Networking > Additional Subnet (continued)

LABEL DESCRIPTION

Offer Public IP Click this switch to enable or disable the Zyxel Device to provide public IP addresses by DHCP
by DHCP server. When the switch goes to the right « @, the function is enabled. Otherwise, it is nof.
Enable ARP Click this switch to enable or disable the ARP (Address Resolution Protocol) proxy. When the
Proxy switch goes to the right « @, the function is enabled. Otherwise, it is not.

Cancel Click Cancel to exitthissereen-withoutsevingrestore your previously saved settings.

Apply Click Apply to save your changes.

8.6 STB Vendor ID

Use this screen to configure the Vendor IDs of connected Set Top Boxes (STBs) so the Zyxel Device can
automatically create static DHCP entries for them when they request IP addresses.

Click Network Setting > Home Networking > STB Vendor ID to open this screen.

Figure 71 Network Setting > Home Networking > STB Vendor ID

Device can identify the STB base en configured Vendor 1D

Please enter Vender |1D for STB

1]
|
o
(]
o
i

Car Apply
The following table describes the labels in this screen.
Table 35 Network Setfting > Home Networking > STB Vendor ID
LABEL DESCRIPTION
Vendor ID 1~5 These are STB's Vendor Class Identifiers (DHCP option 60). A Vendor Class Identifier is usually
used to inform the DHCP server a DHCP client’s vendor and functionality.
Cancel Click Cancel to exitthissereen-withoutsevingrestore your previously saved settings.
Apply Click Apply to save your changes.
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8.7 Wake on LAN

Wake on LAN (Wol) allows you to remotely turn on a device on the network, such as a computer,

storage device or media server. To use this feature the remote hardware (for example the network

adapter on a computer) must support Wake On LAN using the “"Magic Packet” method.

You need to know the MAC address of the LAN device. It may be on a label on the device orin ifs
documentation.

Click Network Setting > Home Networking > Wake on LAN to open this screen.

Figure 72 Network Setting > Home Networking > Wake on LAN

Wake up your PC via LAN if yvour PC supports 'Wake on LAN' feature
Wake by Address Manual Input v
IP Address
MAC Address - - - - - Wake Up
The following table describes the labels in this screen.
Table 36 Network Setting > Home Networking > Wake on LAN
LABEL DESCRIPTION
Wake by Select Manual and enter the IP address or MAC address of the device to turn it on remotely. The
Address drop-down list also lists the IP addresses that can be found in the Zyxel Device's ARP table. Seleet

address then displays in the MAC Address field.

IP Address Enter the IPv4 IP address of the device to turn it on.

This field is not available if you select an IP address in the Wake by Address field.

character pairs.

MAC Address Enter the MAC address of the device to turn it on. A MAC address consists of six hexadecimal

Wake up Click this to send a weke-gpWol magic packet to wake up the specified device.

8.8 TFTP Server Name

Use the TFTP Server Name screen to identify a TFTP server for configuration file download using DHCP
option 66. RFC 2132 defines the option 66 open standard. DHCP option 66 supports the IP address or the

host name of a single TFTP server.
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Click Network Setting > Home Networking > TFTP Server Name fto open this screen.

Figure 73 Network Setting > Home Networking > TFTP Server Name

This option 66 is used to identify a TFTP server name.

TFTP Server Name

Cancel Apply

The following table describes the labels in this screen.

Table 37 Network Setting > Home Networking > TFTP Server Name

LABEL DESCRIPTION

TFTP Server Enter the IP address or the host name of a single TFTP server.

Name

Cancel Click Cancel to exitthissereen-withoutsevingrestore your previously saved settings.
Apply Click Apply fo save your changes.

8.9 Technical Reference

This section provides some technical background information about the topics covered in this chapter.

8.9.1 LANs, WANs and the Zyxel Device

The actual physical connection determines whether the Zyxel Device ports are LAN or WAN ports. There
are two separate IP networks, one inside the LAN network and the other outside the WAN network as
shown next.

Figure 74 LAN and WAN IP Addresses

g,
N -
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8.9.2 DHCP Setup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to obtain
TCP/IP configuration at start-up from a server. You can configure the Zyxel Device as a DHCP server or
disable it. When configured as a server, the Zyxel Device provides the TCP/IP configuration for the
clients. If you turn DHCP service off, you must have another DHCP server on your LAN, or else the
computer must be manually configured.

IP Pool Setup

The Zyxel Device is pre-configured with a pool of IP addresses for the DHCP clients (DHCP Pool). See the
product specifications in the appendices. Do not assign static IP addresses from the DHCP pool to your
LAN computers.

8.9.3 DNS Server Addresses

DNS (Domain Name System) maps a domain name to its corresponding IP address and vice versa. The
DNS server is extremely important because without it, you must know the IP address of a computer
before you can access it. The DNS server addresses you enter when you set up DHCP are passed to the
client machines along with the assigned IP address and subnet mask.

There are two ways that an ISP disseminates the DNS server addresses.

* The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign
up. If your ISP gives you DNS server addresses, enter them in the DNS Server fields in the DHCP Setup
screen.

* Some ISPs choose to disseminate the DNS server addresses using the DNS server extensions of IPCP (IP
Control Protocol) after the connection is up. If your ISP did not give you explicit DNS servers, chances
are the DNS servers are conveyed through IPCP negotiation. The Zyxel Device supports the IPCP DNS
server extensions through the DNS proxy feature.

Please note that DNS proxy works only when the ISP uses the IPCP DNS server extensions. It does not
mean you can leave the DNS servers out of the DHCP setup under all circumstances. If your ISP gives
you explicit DNS servers, make sure that you enter their IP addresses in the DHCP Setup screen.

8.9.4 LAN TCP/IP

The Zyxel Device has built-in DHCP server capability that assigns IP addresses and DNS servers to systems
that support DHCP client capability.

IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a LAN share
one common network number.

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user
account and the ISP will assign you a dynamic IP address when the connection is established. If this is
the case, it is recommended that you select a network number from 192.168.0.0 to 192.168.255.0 and
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you must enable the Network Address Translation (NAT) featfure of the Zyxel Device. The Internet
Assigned Number Authority (IANA) reserved this block of addresses specifically for private use; please do
not use any other number unless you are told otherwise. Let's say you select 192.168.1.0 as the network
number; which covers 254 individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are
reserved). In other words, the first three numbers specify the network number while the last number
identifies an individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember, for
instance, 192.168.1.1, for your Zyxel Device, but make sure that no other device on your network is using
that IP address.

The subnet mask specifies the network number portion of an IP address. Your Zyxel Device will compute
the subnet mask automatically based on the IP address that you entered. You do not need to change
the subnet mask computed by the Zyxel Device unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the
Internet, for example, only between your two branch offices, you can assign any IP addresses to the
hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the
following three blocks of IP addresses specifically for private networks:

* 10.0.0.0 —10.255.255.255
* 172.16.0.0 —172.31.255.255
e 192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or it can be assigned from a private network.
If you belong to a small organization and your Internet access is through an ISP, the ISP can provide you
with the Infernet addresses for your local networks. On the other hand, if you are part of a much larger
organization, you should consult your network administrator for the appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address; always
follow the guidelines above. For more information on address assignment, please refer
to RFC 1597, “Address Allocation for Private Infernets” and RFC 1466, "Guidelines for
Management of IP Address Space”.
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9.1 Overview

The Zyxel Device usually uses the default gateway to route outbound traffic from computers on the LAN
to the Internet. To have the Zyxel Device send data to devices not reachable through the default
gateway, use static routes.

For example, the next figure shows a computer (A) connected to the Zyxel Device’s LAN interface. The
Zyxel Device routes most fraffic from A to the Internet through the Zyxel Device’s default gateway (R1).
You create one static route to connect to services offered by your ISP behind router R2. You create
another static route to communicate with a separate network behind a router R3 connected to the
LAN.

Figure 75 Example of Routing Topology

A

9.2 Static Route Settings

Use this screen to view and configure the statfic route rules on the Zyxel Device. A static route is used to
save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets,
especially when there are more than two Internet connections available in your home or office network.
Click Network Setting > Routing > Static Route to open the following screen.
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Figure 76 Network Setting > Routing > Static Route
Routing

Static Route

The purpose of a Static Route is fo save fime and bandwidih usage when LAN devices within an Infranet are transferring files or packets, especially
when there are more than two Internet connections available in your home or office nefwork.

4 Add New Static Route:

# Status Name Destination IP Subnet Mask/Prefix Length Gateway Interface Modify

The following table describes the labels in this screen.

Table 38 Network Setting > Routing > Static Route

LABEL DESCRIPTION

Add New Static | Click this to configure a new static route.

Route

# This is the index number of the entry.

Status This field displays whether the static route is active or not. A yellow bulb signifies that this route is
active. A gray bulb signifies that this route is not active.

Name This is the name that describes or identfifies this route.

Destination IP This parameter specifies the IP network address of the final destination. Routing is always based

on network number.

Subnet Mask/ This parameter specifies the IP network subnet mask of the final destination.
Prefix Length

Gateway This is the IP address of the gateway. The gateway is a router or switch on the same network
segment as the device's LAN or WAN port. The gateway helps forward packets to their
destinations.

Interface This is the WAN interface used for this static route.

Modify Click the Edit icon to edit the static route on the Zyxel Device.

Click the Delete icon to remove a static route from the Zyxel Device. A window displays asking
you to confirm that you want to delete the route.

9.2.1 Add/Edit Static Route

Use this screen tfo add or edit a static route. Click Add new static route in the Routing screen or the Edit
icon next to the static route you want to edit. The screen shown next appears.

Note: The Gateway IP Address must be within the range of the selected interface in Use
Interface.
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Figure 77 Network Setfing > Routing > Static RouteRevting: Add/Edit

Add New Static Route

Active
Route Name
IP Type IPv4 v
Destination IP Address
Subnet Mask

Use Gateway IP Address .
Cateway IP Address

Use Interface Defauit v

Note

The input range of the Gateway IP Address must be in the same range of the Use Interface.

Cancel QK

The following table describes the labels in this screen.

Table 39 Network Setting > Routing > Static Route: Add/Edit

LABEL

DESCRIPTION

Active

Click this switch to enable or disable this static route. When the switch goes to the right « @, the
function is enabled. Otherwise, it is not.

Route Name

Enter a descriptive name for the static route.

IP Type

Select whether your IP type is IPv4 or IPvé.

Destination IP
Address

Enter the IPv4 or IPvé network address of the final destination.

Subnet Mask

If you are using IPv4 and need to specify a route to a single host, use a subnet mask of
255.255.255.255 in the subnet mask field to force the network number to be identical to the host
ID. Enfer the IP subnet mask here.

Use Gateway IP
Address

The gateway is a router or switch on the same network segment as the device's LAN or WAN
port. The gateway helps forward packets to their destinations.

Click this switch to enable or disable the gateway IP address. When the switch goes to the right
@, the function is enabled. Otherwise, it is nof.

Gateway IP
Address

Enter the IP address of the gateway.

Use Interface

Select the WAN interface you want to use for this static route.

Cancel

Click Cancel fo exit this screen without saving.

Apply

Click Apply to save your changes.
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9.3 DNS Rouvute

Use this screen to view and configure DNS routes on the Zyxel Device. A DNS route entry defines a policy
for the Zyxel Device to forward a particular DNS query to a specific WAN interface.

Note: A maximum of 20 DNS routes can be added.
Click Network Setting > Routing > DNS Route to open the following screen.

Figure 78 Network Setting > Routing > DNS Route
Routing

DNS Route

A DNS route entry defines a policy for the device to forward particular DNS query to a specific WAN interface.

4= Add New DNS Route

# Status Domain Name WAN Interface Subnet Mask Modify

Note

Maximum of 20 entties can be added.

The following table describes the labels in this screen.

Table 40 Network Setting > Routing > DNS Route

LABEL DESCRIPTION

Add New DNS Click this to add a new DNS route.

Route

# This is the index number of a DNS route.

Status This field displays whether the DNS route is active or not. A yellow bulb signifies that this DNS route

is active. A gray bulb signifies that this DNS route is not active.

Domain Name This is the host name or domain name of the DNS route entry.

WAN Interface This is the WAN connection through which the Zyxel Device forwards DNS requests for this
domain name.

Subnet Mask This is the subnet mask of the DNS route enfry.

Modify Click the Edit icon to modify the DNS route.

Click the Delete icon to delete the DNS route.

9.3.1 Add DNS Route

You can manually add the Zyxel Device's DNS route entry. Click Add New DNS Route in the Network
Setting > Routing > DNS Route screen. The screen shown next appears.
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Figure 79 DNS Route Add

Add New DNS Route

Aclive 0

Domain Name
Subnet Mask

WAN Interface GPON v

Cance QK

The following table describes the labels in this screen.

Table 41 DNS Route Add

LABEL DESCRIPTION

Active Click this switch to enable or disable the DNS route. When the switch goes to the right — @, the
function is enabled. Otherwise, it is noft.

Domain Name Enter the domain name of the DNS route entry.

Subnet Mask Enter the subnet mask of the DNS route enfry.

WAN Interface Select the WAN connection through which the Zyxel Device forwards DNS requests for this
domain name. ETHWAN means the wireless cellular interface.

Cancel Click this to exit this screen without saving any changes.

OK Click this to save your changes.

9.4 Policy Route

Traditionally, routing is based on the destination address only and the Zyxel Device takes the shortest
path to forward a packet. Policy routes allow the Zyxel Device to override the default routing behavior
and alter the packet forwarding based on the policy defined by the network administrator. Policy-
based routing is applied to outgoing packets, prior to the normal routing.

You can use source-based policy forwarding fo direct traffic from different users through different
connections or distribute traffic among multiple paths for load sharing.

The Policy Route screen let you view and configure routing policies on the Zyxel Device. Click Network
Setting > Routing > Policy Route to open the following screen.

Figure 80 Nefwork Setting > Routing > Policy Route

The purpose of a Policy Route is to save time and bandwidth usage when LAN devices within an Infranet are transferring files or
packets, especially when there are more than two Infernet connections available in your home or office network.

4+ Add New Policy Route

Source Source Subnet Source Source Source WAN
# Status Name IP Mask Protocol Port MAC Interface Interface Modify

PX7511-B0O User's Guide
143



Chapter 9 Routing

The following table describes the labels in this screen.

Table 42 Network Setting > Routing > Policy Route

LABEL

DESCRIPTION

Add New Policy
Route

Click this to create a new policy forwarding rule.

# This is the index number of the entry.

Status This field displays whether the DNS route is active or not. A yellow bulb signifies that this DNS route
is active. A gray bulb signifies that this DNS route is not active.

Name This is the name of the rule.

Source IP This is the source IP address.

Source Subnet
Mask

This is the source subnet mask address.

Protocol This is the fransport layer protocol.

Source Port This is the source port number.

Source MAC This is the source MAC address.

Source This is the interface from which the matched traffic is sent.
Interface

WAN Interface

This is the WAN interface through which the traffic is routed.

Modify

Click the Edit icon fo edit this policy.

Click the Delete icon to remove a policy from the Zyxel Device. A window displays asking you to
confirm that you want to delete the policy.
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9.4.1 Add/Edit Policy Route

Click Add New Policy Route in the Policy Route screen or click the Editicon next to a policy. Use this

screen to configure the required information for a policy route.

Figure 81 Policy Route: Add/Edit

Add New Policy Route

Active ( .
Route Name
Source P Address
Source Subnet Mask
Protocal None
Source Port
Source MAC i 2 g 4] E
Source Interface(ex: bro
of LANT~LANA4)
WAN Interface GPON
Cancel QK

The following table describes the labels in this screen.

Table 43 Policy Route: Add/Edit

LABEL DESCRIPTION

Active Click this switch to enable or disable the policy route. When the switch goes to the right — @, the
function is enabled. Otherwise, it is not.

Route Name Enfer a descriptive name of up to 8 printable English keyboard characters, not including spaces.

Source IP Enter the source IP address.

Address

Source Subnet Enter the source subnet mask address.
Mask

Protocol Select the transport layer protocol (TCP or UDP).

Source Port Enter the source port number.

Source MAC Enter the source MAC address.

Sourcelnterface | Type the name of the interface from which the matched traffic is sent.

(ex: br0 or

LANT~LANA4)

WAN Interface This field shows ETHWAN as the WAN interface through which the traffic is sent.
Cancel Click Cancel fo exit this screen without saving.

OK Click OK to save your changes.
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9.5 RIP Settings

Routing Information Protocol (RIP, RFC 1058 and RFC 1389) allows a device to exchange routing
information with other routers.

Click Network Setting > Routing > RIP to open the RIP screen.

Figure 82 Network Setting > Routing > RIP

To activate EIP for the WAN Interface, select the desired RIF version and operation and place a check in the
Enabled checkbox. To stop RIP on the WAN Interface, uncheck the Enabled checkbox. Click the Apply button to
start/stop RIF and save the configuration.

# Interface Version Operation Enable Disable Default Gateway

1 Defauit RIPV2 w Active  w

Cancel Apply

The following table describes the labels in this screen.

Table 44 Network Setting > Routing > RIP

LABEL DESCRIPTION

# This is the index of the interface in which the RIP sefting is used.

Interface This is the name of the interface in which the RIP setting is used.

Version The RIP version conftrols the format and the broadcasting method of the RIP packets that the

Zyxel Device sends (it recognizes both formats when receiving). RIP version 1 is universally

most networks, unless you have an unusual network topology.

supported but RIP version 2 carries more information. RIP version 1 is probably adequate for

updates from neighboring routers.

Operation Select Passive to have the Zyxel Device update the routing table based on the RIP packets
received from neighbors but not advertise its route information to other routers in this interface.

Select Active to have the Zyxel Device advertise its route information and also listen for routing

Enable Select the check box to activate the settings.

Disable Default | Select the check box to set the Zyxel Device to not send the route information to the default
Gateway gateway.

Cancel Click Cancel to restore your previously saved seftings.

Apply Click Apply to save your changes back to the Zyxel Device.
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