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CHAPTER 7
Wireless

7.1  Wireless Overview

Network Setting > Wireless 

7.1.1  What You Can Do in this Chapter

 Wireless 

General

Guest/More AP

MAC Authentication

WPS

WMM  

Others

Channel Status

7.1.2  What You Need to Know

Wireless Basics

Finding Out More
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7.2  Wireless General Settings

More Secure WPA2-

PSK

Apply

Network Setting Wireless General 
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Figure 47   
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LABEL DESCRIPTION

Keep the same settings for 2.4G and 5G wireless networks

2.4GHz
5GHz

 

Auto

20MHz 40MHz, 20MHz/40MHz
20MHz/40MHz/80MHz 20MHz/40MHz/80MHz/160MHz

20MHz

20/40MHz 20MHz/
40MHz/80MHz/160MHz 

Bandwidth
40MHz 20MHz/40MHz Channel 

Lower Upper

Network Setting Wireless
WPS
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7.2.1  No Security

No Security

Figure 48   

7.2.2  More Secure (Recommended)

Network Setting Wireless General More Secure

WPA2-PSK  WPA2-EAP Security Mode

More Secure (Recommended)

No Security

Cancel

Apply

LABEL DESCRIPTION

LABEL DESCRIPTION

No Security 
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Figure 49   

LABEL DESCRIPTION

More Secure 

WPA2-PSK WPA2-EAP 

Generate password automatically Password

AES

WPA2-EAP Security Mode
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7.3  Guest/More AP

Network Setting > Wireless Guest/More AP

Figure 50   

WPA2-EAP Security Mode

Timer  

LABEL DESCRIPTION

WIRELESS NETWORKS WHERE TO CONFIGURE

LABEL DESCRIPTION



95

7.3.1  The Edit Guest/More AP Screen 

Edit Guest/More AP

Home Guest

External Guest

N/A

Edit

LABEL DESCRIPTION
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Figure 51   
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LABEL DESCRIPTION

 

Access 
Scenario

Home Guest

External Guest

Enable

Network Setting Wireless WPS
Keep the same settings for 2.4G and 5G wireless networks 

Network Setting  Wireless > General

More Secure (Recommended)

No Security

WPA2-PSK WPA2-EAP 
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7.4  MAC Authentication

(Allow)

(Deny) 

Generate password automatically

AES

WPA2-EAP Security Mode

WPA2-EAP Security Mode

Timer  

Cancel

OK

LABEL DESCRIPTION
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Network Setting > Wireless > MAC Authentication

Figure 52   

LABEL DESCRIPTION

MAC Address

Disable

Deny 

Allow

Deny Allow MAC Restrict Mode 

Edit

Delete

Cancel

Apply
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7.4.1  Add/Edit MAC Addresses

Add new MAC address Network Setting Wireless MAC Authentication

Figure 53   

7.5  WPS Settings

PBC

SSID1

SSID1 WPA2-PSK No Security

Network Setting > Wireless > WPS

Apply
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Figure 54   

LABEL DESCRIPTION

Apply

WPS 

Apply
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7.6  WMM Settings

WMM WMM Automatic Power Save APSD

WMM APSD

Network Setting > Wireless > WMM

Figure 55   

WMM

Register

Apply

Generate New PIN 

Cancel

Apply

LABEL DESCRIPTION
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7.7  Others Settings

Network Setting > Wireless > Others

Figure 56   

LABEL DESCRIPTION

On

802.11 Mode Network Setting > Wireless > Others

Cancel

Apply
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LABEL DESCRIPTION

20% 40%
60% 80% 100%

 802.11b Only

 802.11g Only

802.11n Only 

802.11b/g Mixed

802.11b/g/n Mixed

802.11b/g/n/ax Mixed

802.11a Only 

802.11n Only 

802.11ac Only 

802.11a/n Mixed 

802.11n/ac Mixed 

802.11a/n/ac Mixed

802.11a/n/ac/ax Mixed
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7.8  Channel Status Settings

Channel Status Network Setting > 

Wireless > Channel Status Scan

Channel Scan Result

Auto

Off

Off 802.11 Mode 802.11b Only

Long Short

802.11 Mode 802.11b 802.11b/g Mixed

WPA2-PSK Security Mode AES
Network Setting > Wireless > General

Disable

Capable

Required

Cancel

Apply

LABEL DESCRIPTION



106

Figure 57   

7.9  Technical Reference

7.9.1  Wireless Network Overview
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Figure 58   

A B

AP

Radio Channels
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7.9.2  Additional Wireless Terms

7.9.3  Wireless Security Overview

TERM DESCRIPTION
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7.9.3.1  SSID

7.9.3.2  MAC Address Filter

7.9.3.3  User Authentication
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7.9.3.4  Encryption

7.9.4  Signal Problems

7.9.5  BSS
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Figure 59   

7.9.6  MBSSID

7.9.6.1  Notes on Multiple BSSs

7.9.7  Preamble Type
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7.9.8  WiFi Protected Setup (WPS)

7.9.8.1  Push Button Configuration

1

2

3

4
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7.9.8.2  PIN Configuration

1

2

3

4

5

6

7

8



114

Figure 60   

7.9.8.3  How WPS Works
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Figure 61   

7.9.8.4  Example WPS Network Setup

1 AP1 Client 1

AP1

Client 1
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Figure 62   

 2 Client 1

AP1

AP1 

AP1

Client 2

Figure 63   

AP2 AP2 AP1

 AP1 Client 2
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Figure 64   

7.9.8.5  Limitations of WPS
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