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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

Screenshots and graphics in this book may differ slightly from what you see due to differences in your

product firmware or your computer operating system. Every effort has been made to ensure that the
information in this manual is accurate.

Related Documentation
¢ Quick Start Guide

The Quick Start Guide shows how to connect the Zyxel Device.
* More Information

Go to support.zyxel.com fo find other information on the Zyxel Device.
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Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful tips) or recommendations.

Syntax Conventions
* The DX5510-B0 in this user’s guide may be referred to as the “Zyxel Device” in this guide.
¢ Product labels, screen names, field labels and field choices are all in bold font.

e Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Network Setting
> Routing > DNS Route means you first click Network Setting in the navigation panel, then the Routing
sub menu and finally the DNS Route tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your device.

Zyxel Device Wireless Device Laptop Computer

Switch Firewall Server

Internet User Smartphone

DX5510-B0 User's Guide

3



Contents Overview

Contents Overview

USEI'S GUILE ...ttt et e e s s cassseeaeeeeeeese s s s s s sssssssaaaeaeeesssssssssssssasassesssssnnnssssssenans 15
INTrOAUCING The ZYXEI DEVICE ...ttt e e e et e e e et s eeenaeeeean 16
The WeED CONFIGUIATON ...ttt e e e et e e e s etbae e e e sttaeeesessaeesansanaeennnns 23
QUICK STAM WIZATA it e e et e e st e e e e e aaae e e e eabaeeeeeneeeesnnreeeeennreeas 31
TUTOIIQIS ettt ettt e et e s et e e bt e ettt e s ab e e e s bt e e s st eeeabeeesabeeesnteesnbeeeenteeenbeeeenseeesaneean 35

TECRNICAI REFEIENCE ... araree e e e e e e e e e e s e s s s assaeaaaaeseesesssssssessanaasanas 57
CONNECTION STATUS ettt e e et e e e e e e e e e ettt raaaaeaeeeesesattbaaeeaaaaeeeessssaaaeaaaaeeaans 58
2] geTe | 0T T HN O PUPPRR 72
WWIEEIESS aettittieee e ettt ettt et e e e e e e eettabaaaaeaaeeeaeeeabbabaaaaaeaaeaeaaasbabbaaaaaaaeeeaaatareaaeeaeeaaanrtraanaees 100
HOME NETWOTKING 1ottt ettt e e ettt e e e et e e e e abbe e e e s aabaaeeesbaeeeeannsaeeansrseeeeannsaeas 131
[N TU] 1] 0T TSSO USSP PPPPPT 150
QUAitY OF SEIVICE [QUOS) eiieiieieie ettt ettt ettt e et e e s te e s st e e ateestteesabeeesnbeennseeeanseean 158
Network Address TranSIAtON (NAT) ...t e e e et e e e e e e e e s e saatraaeeeeeeeeans 179
D)V alela a1l BN NI (V] o SRR 196
IGIMP/IMLD e et e e ettt e e e et e e e e e tte e e e e e tta e e e e e eabeaaeeabbeaaeaateaaeaaraeaeeeanraeas 200
VLAN GIOUD coiiiiiiiiiiieeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e aaaaaaaaaeaaaaaaaaaeaaaaaasaseseeeaeeeeeeesereeeeeeens 203
INTEITACE GrOUPING ciiiiiie ettt e et e e r e e e e e e e e e et taaereaaaeeeeeesasttaasaaaaaaeeeasrrasenaaaaaaans 206
FIFEWAIL ettt e e e e e e et e e e e e abaeeeeeasaaeeeaaasbseeeeaassaeeeensteeesbseeeesraaeeeannseens 213
IMAC FIEEE e et e e e et e e e e et e e e e e tta e e e e e tbeaeeeebteeseeataeeeeesseeeeennseens 222
SCNEAUIET RUIE oottt e et e e e ettt e e e e tbaee e eeasteeeeeassaeeestbaeeesnnsaneaeannes 224
(OS] 1] i ole ) £ UUUUPR P 226
e T T U PPPPPPTRN 233
TEOT I STOTUS et e e e e e e et e e e e e eta e e e e eeaaaeeeeeeaaeeeeensseeeeeansseeaens 236
ARP TABIE et e et e e e et e e e et a e e e e ettt e e e e abaeeeeatteeaeeabtaaeeatbaaeeearaeeaeanes 240
[N eTU] T aTe T K] o] L= PPUPTN 242
MURTICAST STATUS ettt ettt e e e et e e e e ettt e e e s e eabaeeeesataeeeeeneeaesensseeaeennseens 245
XS L STOTISTICS enuttiiee ittt e ettt e e e e ettt e e e e eetta e e e e etaa e e e e e ataeaeeateaeeetraeeeeanraaaaann 247
WLAN STATON STATUS ittt e ettt e e e s e eba e e e e e atae e e e eastbeeeaseeeeensaeas 250
CellUlAr STATISTICS ittt e et e e e et e e e et e e e e e et e e e e e etae e e e eeataeeeeebsaeaeeansneas 252
NN A L=] 2 0 NPT SRRSO 254
USEI ACCOUNT et e e e e e e e et r e e e e e e e e e e atb bbb e e eaeaeeeeeasssttsbeaeeeaeeessassssresaeaaasenaans 255
REMOTE MONAGEMENT it e et e e e e et e e e et aaeeaeessbaeeeeannseeaeensrseeeeensseeas 258
SN P et e ettt et e e e ettt e e e e eb—eeeeee——eaeeaa——eaeeaattaaeeeatbaaaaeeataaeeaatbaeeeeaataaeaeanes 261
eI ST 1] gV PRSPPSO 264
E-mQil NOTIFICAHON e et e e et e e e et e e e e e ata e e e e abaeeeeeensaeas 267
(e eI 110« PP PP PP 270
FIrMWAIE U GITAE . ettt e e e e e e et e e e et a e e e e etabe e e e eeabaeeeeenteeeeeeassaeeeenseens 274

DX5510-B0 User's Guide

4



Contents Overview

BACKUPD/RESTOIE ittt e e e e e e et e e e e e e e e e e bab b e e e e aeeeeeestabresaaaaaeeeans
D] TeTe [ aTe L 11U PR UUPPPR

Troubleshooting and APPENAICES .......ccccccrrrieiiiiiieieecrrrrreeeeeeeeeessecsessnenseeeeeeeesssssssssnnnsnnnnes

1101 o11=T aleTe] 1ol TR PRSP

DX5510-B0 User’'s Guide

5



Table of Contents

Table of Contents

DOCUMENT CONVENHONS ...ttt cccceeeeertceeeeeeessse e seeeeesssssssseesssssssssnsesssssssssssnsessseessssnnnns 3
CONTENTS OVEIVIEW ..ottt reeeeeeerttsceeeeessessssseeeessesssssssssssssssssssssesssssssssssssssesssssssssnnsens 4
L] o) =0 e T 001 11 (=] 1| K30 6
PO |2 USEI'S GUI@....ue ettt eteeeeeeaeeeseesnessessnsssssssssssessnsssnesnns 15
Chapter 1
INtroducCing the ZYX@l DEVICE ...ttt ettt ce e e ee s ccssseseseeeeeesessss s ssssssssassssessesssnnnnens 16
TUT OV IVIEW e e e e e e s e e e e e sasaeeeseaeseeseeeeeaeaaeeeaeeas 16
T.1.T MUB-GIQADIT o ettt ettt e e tae e e be e e eateeenseeeesseeenneeeennas 16
1.2 EXAMPIE APRPICOTIONS .eeeeeeeieeiee ettt e et e e e et e e e e e nts e e e e snaseeeeeaseeaeeenreeas 16
LIS [0} (=T g g Ty AN o T U 16
1.2.2 DUGIFBANG WIFI ettt e e e e ettt ettt nenennnnnnes 17
1.3 Ways 10 MANAQGE the ZYXEI DEVICE ...ccccciiiiiieiiiee ettt te e e e e e srree e e snnneae e e nneas 18
1.4 Good Habits for Managing the ZyXel DEVICE .....cccoouiiiiieciiie e 19
LIRS 5 (e [ 1Yo [ = SR 19
LT B o (o) oL x| = E PP 19
[T Yo | gl ade | o= RN 20
1.5.3 USING The WPS BUTTON oottt 21
1.5, 4 THE RESET BUTTON ettt aennnnnnas 22
Chapter 2
The Web CoNfIQUIAION......... ettt cecccceereeeeeeeeeeeeess s ssssnnnssssssssssessssssnsnnanaasaens 23
R B @ V2= V1L RSN 23
2.1.1 Accessing the Web ConfiQurator . 23
2.2 Web ConfIgQuIratOr LOYOUT ....oii ettt ettt e e taee e e et e e e e abe e e e e ntaa e e ennaeas 26
2.2.1 NOVIQATION PANEL ..ceiiiiiee ettt e e e e et e e e e e teae e e araeas 26
Chapter 3
(@10] Tod /@] Lo [ 4L 7 4o | (o IR USSP 31
BT OVEBIVIEW ettt e e e e e et e e e e e ettt e e e e et ettt s e e e e e abas e eeeesaaaananeaees 31
I e e BN =Y (V] o T USSR 31
IV B 11 e [T Ao Y A 1< SRR 31
B 2.2 INTEINET ettt et ettt e e et e e e e e e e e e e e et e ettt ettt et ————————————————————————————————— 32
B2 B W ettt e e e e ————————e et eaaae—————————aeeeseraaaa———————aeraraaaar———————s 34

DX5510-B0 User’'s Guide

6



Table of Contents

Chapter 4

TUBOTIQS <.ttt cereeeee et eee e e e e sassneaeeeeeeesesessessssssnnnensesessasssssssssssnnnssssssessssssssnsennnneseeaenes 35

4.1 OVEIVIEW ettt ettt ettt e e ettt e e e sttt e e e e bt e e e e ataeeeeesssaeee e s ssaeeeesssseaeeassaeaeeasssseeesssseaeesnsseaesennsreas 35

4.2 Setting Up a Secure WiIreless NETWOIK .......ooiiiiiiiiieieeee et 35

4.2.1 Configuring the Wireless Network SEHINGS ..o 35

4.2.2 USING WPS ettt e e et e e e et e e e e e etaaae e e e ttaaeeeeaataeeeeaaaaeeeaareeeeaans 37

4.2.3 WITNOUT WPS ettt sttt et e sttt e st e e sttt e sabeeesateesnseeennneeenns 41

4.3 Setting Up MUIPRIE WIrless GrOUDS ...cccocuviieiiiiieee ettt ettt e e e e e e etae e e e e e eaaneaeeenneas 42

4.4 Configuring Static Route for Routing 1o Another Network .........oovvvcciiiiiiiiiiieeeeeeeeee e 47

4.5 Configuring QoS QueUe aNd CIASS SETUD wiiiiiiiiiiieeceee et e 49

4.6 Access the Zyxel Device USING DDNS ..o ittt eree e e e e e e e e enree e e eneas 53

4.6.1 Registering a DDNS Account on WwWw.AYNANS.OMG ....uveiieiiiiieieiiiieee e 53

4.6.2 Configuring DDNS 0N YOUr ZYXElI DEVICE ...uviiiiieciiiiieiiiiee et eeeee e evee e e evaeee e eveeaeeenes 54

4.6.3 Testing The DDNS SETING cuviiiiieeee e e et e e e e et ae e 54

4.7 Configuring the MAC AdAIEsS FITET ...oiiiiiiiiee et e e e e eae e e e 55

Part Il: Technical Reference..........ceiiiiiciiciceeecrcececccrceeceeeerceeeeeeeeeeeeeeeeenes 57
Chapter 5

CoNNECHON SHATUS.....coeeeiiiieeee e e e s s sasseaeeeeeesessesessssssssnsaseeassssssssnssnnnns 58

S.T OVEIVIEW ittt ettt ettt e ettt e e e e e e ettt eeeeassbeeeeeesssseeeeasssaeeeeasssaeaeesssseeesssseeeenssaaesannnseas 58

5.2 CONNECTIVITY 1 e e e et e e e e aa e e e e e ataeeeeeataeeeeasseeeenntneeeannreeas 58

5.2.11CON ANA DEVICE NGOIME ..ottt ettt ettt e sttt e st e et e e st e eateesbeeeennes 59

5.3 SYSTEIM INTO e e et e e e e e e e e et e e e e e ba e e e e e ra e e e e traaeeeaarreas 59

S WIFT SETTINGS ettt ettt ettt e sttt ettt e s bt e et ee sttt e enbeeesbteeeabeeesabeeesnteeenneeesnneeenns 61

5.5 GUEST WIFi SETTINGS .evtiiiieiiiiie e et e e e et e e e et e e e e e eabaeeeeearaeeeanreeeeaenrneas 63

S.6 LAN SEITINGS ettt ettt ettt et e sttt e s bttt ettt e et e e e mbee e sabeeenbeesabteesaeeesateeenneeesnneeanns 65

5.7 PArentQl CONTTOL ettt e e e e e st e e e e eabb e e e e eaeaee e s anreeeeeenneeas 66

5.7.1 Create a Parental Control Profile ...ttt 67

5.7.2 DEfiN€ A SCNEAUIE ....oiiiieee ettt e e e e e e e aree e nneas 68

.8 LAYOUT ICON ittt ettt e e e e e e e e et e e e eaeeeeeeeeeetasaareaeeeeeeasnsreeeeeeeaans 71
Chapter 6

BroQADAN.........ooeeeeeeiiieieeceeecee e cecccrereeee et e eeeese s s s snnnnnnneeeeaessssssssssssssnsasesassssssssssssrnnnsnnaneesens 72

B.1 OVEIVIEW oottt ettt e ettt e e e sttt e e e b e e e e esstseeeeessseeeeeesssseeeaasssaeeseasssaeeeassssseeesssseeeesssaeesennnses 72

6.1.1 What You Can DO in ThiS CRAPTET c..eeeiiiiieeee et 72

6.1.2 What YOU NEEA TO KNOW .oiiiiiiiiiiiciie ettt e e e et e e e enbee e s e nneeeeennnas 73

6.1.3BEfOr€ YOU BEGIN ..o ettt et e e e tae e e e ete e e e 76

VA 1 eTele] ole ] ale INY=Y a1l T SRR 76

6.2.1 AJd/Edit Infernet CONNECHON ...iiiiciiiiieeee e e 77

6.3 The Cellular BACKUPD SCIEEN ...oooi it e e e e e e e e e aaaeeeeeeens 85

DX5510-B0 User’'s Guide
7



Table of Contents

6.4 The Broadband AAVANCEA SCIEEN ....ueeiiiii ettt e e e e e e e e vaaraeaeaaaaaas 90
6.5 GEWAN OF SFP .ottt e e ettt e e e e e e e e e e e e aaaeaeeesaaeeeeasssseeaeanbeeassraeeeannseeas 94
6.6 TECHNICAI RETEIENCE ..t e e e e e e e e e e e e e et aaeeaaaaeeens 94
Chapter 7
WIEEIESS ..ttt ettt e e ee e e e e s asaeeeeeee e e ee e s s e s s s ssssaaaaaeaeaeeasassssssssssssaasassssensssssssssseseeeesesans 100
7.1 WIFCIESS OVEIVIEW oiiiiiiiiiieitte ettt e e e e e ettt e e e e e e e e e e abbaaeaaaaeeeeseestsbssaeeaseeassnsasareeeeas 100
7.1.1 What You Can DO in This CRAPRTET .....coiieeeeeee e 100
7. 1.2 What YOU NEEA 1O KNOW ..eeiiiiiiiiiiic ettt e e e e e e e e e evbaaaareaeaa s 100
7.2 Wireless GEeNErQl SETHINGS .oeiiiiiii ettt e e e e e s bae e e e erre e e e e snseeeeeneaeas 101
7.2.1 NO SECUITY ittt e et e e e e e e e e ettt a e e e e e e e e eseatsabaaeraeeeeeseeanaraaeaaaeeeaans 104
7.2.2 More Secure (RECOMMENTEA) ..iiiiiiiiiiccieee e e e e e s erraae e 104
7.3 GUEST/MOIE AP .ottt e e e e e e e e et b b s e aaaaeeeesesbaabaaaeeaeeeessnsaraeeeeeas 106
7.3.1 The Edit GUEST/MOTE AP SCIEEN  ...ceiiiiieeeee ettt e arae e e e 107
7.4 MAC AUTNENTICATION e e e e e e e e e e e et r e e e e e e e e e e enaaaraeeeeeas 110
7.4.1 AQA/EQIT MAC AQAIESSES weiiiieiiiieeeeciiiie e eeciee e e ettt e e ettt e e e esreeeeessavaeeeeessaeeeeasssseeesasasaeeanns 112
7.5 WP S S TINGS ittt e e e et et e e e e e e e e e e —a b e aaeaaeeeeeaatabraaae e e e e nnatararaaaaas 112
7.6 WIMM SETHINGS ceviieieiiieie ettt e e e et e e e ettt e e e e e eabb e e e s eaabaeaeeensaeaeesnssaeesnssaeaeensaeas 114
VA @) 1 1= TN (]l TIPSR 115
7.8 ChanNEl STATUS SETHINGS  eeviiiiieieiee ettt e e et e e e e tae e e e saabeeeesnsaeeaeennes 117
7.9 TECNNICAI REFEIENCE e e e e e e et e e e e e e e e e e e nataraeaaeeas 118
7.9.1 Wireless NETWOIK OVEIVIEW ...cccuiiiiiiiiii ettt e e e ate e e e e earae e e e saaeeessnraaeaeens 118
7.9.2 AAAITIONAl WIFEIESS TEIMNS ..ueviiiiiiiiieeeeeecicitrree et e e e e e e esebrr e e eae e e e e e ssttaraaeeeseeeseessssaaseaeaaaanans 120
7.9.3 WiIreless SECUINTY OVEIVIEW .....uuuviiiiiiiie ettt e e e e e e e e 120
7.9.4 SIONQAI PrODIEMS ettt e e ettt e e e e e e e e e e e bbb aaeeaeeeeeesensbasaaeaaeeanns 122
F = N N YOO UUUUUURRPPPURRRNt 122
7.6 MBSSID ...t e e e e e e e bt e e e e e —aa e e e ea—aaaeeaattaaaeeatteeeatraaaeanes 123
7.9.7 PredmIE TYPE ettt e et e e e e e e e ettt e e e e e e e e e etaaeeeeeas 123
7.9.8 WiFi Protected SETUD (WPS) ettt e e e arae e e e 124
Chapter 8
HOME NEIWOIKING ...ttt ee e s s s s rasseeeeeeeesssessss s sssssssseasasseesssssnnsnnennnns 131
8.1 HOMeE NEtWOTKING OVEIVIEW ...uiiiiiiiiiiiecitee et e ettt e e e e e e e e ettt aa e e e e e e e e e s eaarsaaeeas 131
8.1.1 What You Can Do in this CRAPTEN ..ceieiiiiiee e 131
8.1.2 What YOU NEEA TO KNOW ittt e e e e e e e e taar e e e e e e e e e e e nasaaaeees 131
8.1.3 BEfOre YOU BEOIN eiiiiiiiiie ettt ettt e ettt e e et e e et e e e e saabeeeeesnaeeeesnaeeanan 133
8.2 LAN SETUD ittt ettt e e e ettt e e e e eae e e e e e taa e e e eettaeaeeaattaaeeeattaeeeeataaaaeenes 133
8.3 LAN STATIC DHECP ittt ettt e e ettt e e e e ettt e e e s e tteeeeeeasteeeesnsaaeeesnsseeesnnsaeeasannns 137
B4 UPNP SEHINGS ittt ettt e ettt e e e ettt e e e e tta e e e e etta e e e eeetaaeeeeabeeeeeataeaaeanes 139
8.4.1 Turning on UPNP in WINAOWS 7 EXOMPIE ..euiiiiiiiiiieecceeeee ettt 140
8.4.2 Turning on UPNP in WINAows 10 EXAMPIE ...uuiiiiciiiiiieee e 141
8.5 LAN AdAITIONGI SUBNET ettt et e e e et e e e s rae e e enaeeaeennes 144
8.6 STB VENAOI ID ettt e ettt e e e ettt e e e e eaba e e e e eetbaaeaeattaeeeeassaeaeeeateseesaseaeaeannes 145

DX5510-B0 User’'s Guide

8



Table of Contents

8.7 WAKE ON LAN ettt e e e e e e e e et r e e e e e e e e e saestttaaaeeeeeeeeaasssssasasaeeeensnsarasaneens 146
R I ot NN ST 4V ol N e [ T SRR 146
8.9 TECNNICAI RETEIENCTE oo e e e e e e e et e e e e e e e eataraaeaeeas 147
8.9.1 LANS, WANS AN The ZYXEI DEVICE ....oooiiiieeeeeeeeeee et 147
B.9.2 DHECP SEIUD oottt ettt e e e et e e e et e e e e ettt e e e e e etae e e e eeatreeeaaaeeaean 147
8.9.3 DNS SEIVEN AUAIESSES .vviiiiieiieeiiiiiiiette e e e e e eeseetteteeee e s e e sssarareeaaeeeesesssssssseeaeeaeeeesssssnsaeeess 148
B LAN TCP/IP ettt e e et e e ettt e e e et e e e e etae e e e e eataa e e e e aaeeeeeeasaeeeennsaeeeean 148
Chapter 9
ROUTING .. ettt e e s s eereeee e e e e se e e e s e s e s sass s e e aaaaesaessssssssssssssssaesssssssnsssssnsnnanes 150
DT OVEIVIEW ettt e e e e et et e e e e e e e e e et baaaaaaeaeeeeeaaatabtaseaaaaeeeeeassttbsaaeeeeeesssasssareneens 150
9.2 ROUTING SETTINGS oottt et e e e e te e e et e e e s e s bae e e e eataeeeeensbeeeansbeeeeennnes 150
9.2.1 AdA/EdiT STATIC ROUTE et et et e e 151
DB DNS ROUTE ittt ettt e e e et e e e et e e e e e atb e e e s saataea e e e nsaeaeesnsaeaeeensseeaeennseens 153
9.3.1 A DNS ROUTE oottt e e et e e et e e e e et e e e e eataeaeeeataeaeeees 153
A o) [V N1V (= RSO 154
9.4.1 ADA/Edit POIICY ROUTE ittt ettt et tte et e e aae e esaeesnbee e 156
N N LNY=) a1 T L PRSP EP SRR 157
Chapter 10
Quality Of SEIVICE (QOS) ...ttt ee e srrreeeeessrraeeesesssseeeessssssaaesssssssasassssssseeassssnnananes 158
TO.T QOS OVEIVIEW ittt ettt e e e et e e e et e e e e e tbaee e e s aaaeeeeeeasaeeeeessaeeeeenseseesnssaeaeansreas 158
10.1.1 What You Can Do in This CRAPTET ..o 158
10.2 What YOU NEEA 1O KNOW eiiiiiiiiieeeeiitte ettt e e e e e teee e e e e e e e e e aaataeeaeaaeseessnnnneeeenas 159
10.3 Quality of Service General SEHINGS .. e e 160
TO.4 QUEUE SETUD eiiiiiiiiiii ettt ettt e e e ettt e e e ettt e e e e e abaeeeeasbaeeeeensaeeeeanseaeesnssaeaeannseeas 162
10.4.1 AddING O QOS QUEUE ...ttt ettt ettt e ettt e e e et e e e et eeesanebaeessestaeessanseeaaenes 163
10.5 QOS ClASSIfICOTION SETUD it et e e e e e e e e e e e era e e e e enaea e ensaeas 164
10.5.7 AJA/Eit QUOS ClIASS weeiiiiiiiiieeeciiiie ettt eecttt e ettt e e et e e e e eette e e e eetteeeeeettaaeeeseaeeeeeeesseeesnes 165
10.6 QOS SNAPET SETUD woiiiiiiiie ettt et e e et e e e etae e e e etaea e e ebaeeeeeasbaeeeesssaeaeensreas 169
10.6.1 Add/Edit @ QOS SNADET ..eeiiieiiiiie ettt et e e st e e st e e s anraeaeeenes 170
1O.7 QOS POICET SETUD wrtiiiieitiie ettt ettt e e e e e e e e e atte e e e abaee e e enbseeaeesrsaeeensseeaeennseeas 170
10.7.1 AAA/Edit @ QOS POIICET ettt e et e e e e e e e e aaaaaaeaaaeeens 171
TO.8 QOS MONITOT ettt et e e e et e e e e et e e e e eabbaee e easbbeeeeeassbeeeeennsaaessnssaeaeannsenas 173
10.9 TECNHNICAI REFEIENCE ...t e e e e e e ate e e e 174
Chapter 11
Network Address Transiahion (NAT) ... ettt cecceccrcrrrreeeee e e ee s s e s ssessassseeseeeeessesssssssnnsnnnnes 179
TT.T NAT OVEIVIEW ittt e e e et e e e et e e e et e e e e e bae e e e e ebaeeeeeeateeeeentsaeaeensreas 179
11.1.1 What You Can Do in this CRAPRTET ...uiiiiieeiie et 179
TT.1.2 What YOU NEEA TO KNOW ittt ettt e e e e e e e aaaraaaraaaea e 179
R e gl al o) g el 1o e E USROS P 180
11.2.1 AJd/Edit POrt FOrWAIrAING oottt ettt e e e e aaa e e e e etvaeaaenes 182

DX5510-B0 User’'s Guide

9



Table of Contents

TT.3 PO THQUEING ettitiiiiiee ettt eeect e e e e e e eee bt aaaeeeeaeeeeessasbraaseaaeaeeeeaaasssssssaeeeeassnssssseeaens 184
11.3.1 Add/Edit Port THgQerning RUIE ...uoiiieiiee ettt aaee e 186
TT.4 DIMZ SETTINGS etttiiiiiee ettt e e e e e e e ettt e e e e e e e e e e baabbaeaeaaeeeeaassrsaaaseaaeeeeansnssreseeeens 187
TT.5 ALG SETHINGS eveiiiiiiiii ettt e e ettt e e e et e e e e e etb e e e e abaeeeeessbaeeeeansaeeeeansaeeeanssaeaeannsreas 188
TT.6 AAIESS MOPIPING ciiiieeiiiiiiiitt et e e e e e e ettt e e e e e e e e eeebaaaaeaaaaeeeeesatsbrassaaaaeeeeesaassssssaesseseersssereeaens 189
11.6.1 Add/Edit Address MApRING RUIE .......ooi it e 190
TT.7 NAT SESSIONS  eeutiiiiiieiee e e ettt e e e e e e tee e e e e e e e e e e e eseeabaaaaeaaaaeeeeeaatabraaaaaaaaeeeeasssssasaaaeeeeassnsssereeeens 191
T1.8 TECHNICAI REFEIENCE ...t e e e e e e stae e e e e aaae e e e naeeas 192
TT.8.T NAT DEFINITIONS eetitiiiiiiiie ettt e e e e e e e e e e e e e ee et aaaeeeeeaaeeeanssraaaaeaaaeeaaans 192
TT.8.2 WRAT NAT DOES ..ttt ettt ettt e e ettt e e e et e e e s tteeeesnbaeeeeassaeeaesssseaeesnnneeaeeanns 193
TT.8.3 HOW NAT WOTKS ..uittiiiiiiiieee ettt e e e ettt e e e e e e e et te b e e e e e aeeeeeabatbraaseaaeseeaensrsssasaaeeeans 193
T1.8.4 NAT APPRICATION ettt e et e e ettt e e e sabaeeeeesaeeeeeassaeeesannseaeeanns 194
Chapter 12
DYNAMIC DNS S@IUP ...ttt e eeee s s snnseeeeeeeeeessssssssssssssssseesassesssssssnnnnnnnnes 196
T2.1 DINS OVEIVIEW ittt ettt ettt e e et e e e et e e e e et ae e e e e bbaeeeeaasaeeeeesssaaeeeessaeeeesnssbeesnssaeaeannsreas 196
12.1.1 What You Can Do in this CRAPRTET ..o 196
12.1.2 What YOU NEEA TO KNOW ettt tee e e e e et ee e e e e s s snneraneeeaaeeee s 196
T2.2 DNS BNy ittt ettt ettt e e et e e s e e e et e e ebaaeetbeesabeeessteeessseeeassaesssaeaassseesseessseesnsaeensseenn 197
12.2.7 AAA/EIT DNS ENTIY oottt e e et e e e e taa e e e snsaeeeeenraeeeennes 197
T2.3 DYNAMIC DINS oottt e e e e e e e et a b e e e e aeeeeeeesaaaabaaasaaaaeaeeeaassssssssessanansnsssreaeaens 198
Chapter 13
IGIMP/INLD ... eeeeeecrecrceeereereeeeeeee et eeeeeeeseeeeeeesssnsssssssasssssssssssssssssssssasssessssessssesesssseessesessesesssnsesnnen 200
13,7 IGMP/MLD OVEIVIEW .eetiieiiie ettt et e ettt tte sttt e e sateeestbeesstaaaessaeeasbeeesseeessseeasseesnseaesseeasseenn 200
13.1.1 What YOU NEEA TO KNOW ittt et e e e st e e e saaaeee e seraeaaeenes 200
132 IGMP/MLD SETHINGS .vvieeiiieitite ettt ettt e ettt e e st e e bt e e etae e steeessbeeessseeensaeeensseensseesnseenn 200
Chapter 14
VLAN GrOUP .. ciittiuiiiieeiettutnieeieteetetnsseeeseessssssssesesssssssssssesssssssssssessesssssssssssessssasssnsssssssssssnssssnssssesssnsnne 203
TA.T OVEIVIEW .ttt ettt e et e e e e e e e e e s bt e s aaaaaeeee e e assbaaaaaaaaeeeeeasssssaasaaeeeseasssssraraeaens 203
14.1.1 What You Can Do in This CRAPTET ...cooiieeeeeeee e 203
T4.2 VLAN GroUp SEHINGS ettt ettt e et eeatte e e e e ta e e e e eaee e e enaeeas 204
14.2.7 AJA/EdiT O VLAN GIrOUD .eoiiiiiiiieeieiiie ettt e e ettee e e eetae e e e snstaaesennsaaeesennnaeaaeens 204
Chapter 15
INTErfACE GrOUPING ....cciiiiiiereeeteeeeeeececcrrrreeeeeee e eesee e s ssnnsseaeeeesesssssssssssssnnsseesassssssssssnnnnnnnnes 206
15.1 Interface GroupiNg OVEIVIEW ......uuiiiiiciiiee ettt ettt e e e e e e e s tbee e e e erveee e ennaeeeeenseeas 206
15.1.1 What You Can Do in this CROTET ...ueiiiieeie et 206
15.2 Interface GroUPING SETUD ittt ettt e e ree e s e ttae e e e e nraee e e ennbaeeensaeas 206
15.2.1 Interface Group ConfiguITTioN ...t 208
15.2.2 Interface Grouping CHITEIMQ .....uiiiiciii ettt e etar e e srae e e e eraeaeeenns 210

DX5510-B0 User’'s Guide

10



Table of Contents

Chapter 16
FIF@WAIL ... ccrreeree et ee e e e e saseeeeeeeeesesesssssssssssnnsesasssesssssssssssssnsssaessssssssssnsnnnnnnnnes 213
TE.T FIFEWA OVEIVIEW ...oiiiiiiiiee ettt e ettt e e e e e e e e e s e e e e abeeesesraaeeeessaeaeesnssaeassssaeaeennseas 213
16.1.1 What You Can Do in this CRARTET ...ueiiiieeeeeeee e 213
16.1.2 What YOU NeEd 1O KNOW ..eiiiiiiiiiiieeiiee ettt sttt e s eenee e e 214
TE.2 FIFE@WAI SETTINGS oo e e e et e e e e e e e e etb e e e e e atae e e eatsaeeeenereas 214
R R (el [eTele] INY=) a1l T SRS 215
16.3.1 Add NeW/Edit ProtOCOI ENTIY ..oviiiiiecee et et 216
TE.4 ACCESS CONIIOL 1ottt e ettt e e et e e e et e e e s estaee e e e ssaeeeesssseeeesssssaessnseeeeansneas 217
16.4.1 ADA/EQiT AN ACL RUIE ..o e 218
Rl B e NN <) £ 11T OSSPSR 220
Chapter 17
IMAC FIEET eeeeeeeeeieeeeeeccneeeeeeeeeceeeceecsecnnnaeeeeeeesessesssssssnnnseseesessssssssssssnnnssssassssssessssssssssssnnsseseesssasans 222
T7.1 MAC FIlTEI OVEIVIEW .ottt ettt et e e ettt e e e et e e e e staae e e sssseeeeeenssaeesesaeeeennnseas 222
17.2 MAC FIiEEI SETHNGS wvveeiieieie et e et e e e e e tb e e e e e arseeeaaseeeeenareas 222
Chapter 18
SCREAUIET RUIE ...ttt sr e sssseseeseseeeeeeseeeesessasassessssssssssesssssssssssssssssnssnsnsnnsnnns 224
18.1 SChedUIET RUIE OVEIVIEW ..t e e e et e e e e atneeenareas 224
18.2 SChedUIEr RUIE SETTINGS .evviiieeeeee e et e e e eree e s et e e e e ntaee e e sanreee e nsneas 224
18.2.1 Add/Edit @ SCNeAUIE RUIE ... e 225
Chapter 19
CHFICAIES ... e cerereee e e e s ee e s e s s ssssae e e e e aeseeesssssssaaaessessssnsnnnnes 226
19.1 CertifiCAIES OVEIVIEW ...uiiiiiiiee et e e e e e e e e e e tte e e e e eaeea e enareas 226
19.1.1 What You Can DO in This CRARTET ..o 226
19.2 WAt YOU NEEA TO KNOW et e e e et e e e e ara e enaneas 226
[ G Kool O 1111l e ] 1T IO 226
19.3.1 Create Certificate REQUEST ....eiiii e 227
19.3.2 View CertifiCate REQUEST .ottt e e e saaeeeenns 228
TRUATIUSTEA CA et e e et e e et e e e e e ta e e e e etaeeeeearaeeeeaaeaeeanssreeeeennrens 230
19.4.1 View Trusted CA CertifiCOte ...t 231
19.4.2 Import Trusted CA CertifiCOte ..o e 232
Chapter 20
LOg ciiiiiiiiiiteiceeteteeeret e s ee e e s e e s e s e e e e seeeeeeeeeeae et e et et e et e e e e e r e e e ae et e e e aaneaesrsssnaaaeaaeessasssaasasaeseestaranans 233
20.1 LOG OVEIVIEW ..ttt ettt e et e et e e et e e e e ettt e e e e saaaeeeesatsaeeeeanssaeeesesssaeeesnsreeesanssaeaennes 233
20.1.1 What You Can Do in this CRORTET ...eiiiiiiiieee ettt eaea e 233
20.1.2 What YOU NEEA TO KNOW ..viiiiiiiiiie ettt e et e e et a e e e e nnneee s 233
20.2 SYSTEIM LOQT wtittteititeeiie ettt ettt ettt e s ettt et ettt e ettt e sttt e it e e e sateeeebbeesabeeeeabteesateebeeennbeeennbee s 234
20.3 SECUIMTY LOQ 1ttt e e e et e e et e e e e ta e e e e etbaeeeesnssaeeeeansseeestsaeeesenneeeaeannes 235

DX5510-B0 User’'s Guide

1



Table of Contents

Chapter 21

L e 1 Lo Lo 1 {VE 3N 236

211 TraffiC STATUS OVEIVIEW oo e e e e e e e e e e e e eeeeeeeeeeeeeeens 236

21.1.1 What You Can Do in this CROPRTET ...uviiicieeie e 236

2T 2 WAN STOTUS oo e e e e e e e e e e e eeaeeeeeeeeeeeeeeeeaeaeenens 236

213 LAN STOTUS oo e e et e e e e e et e e e e e e e e aaa e e e e eeeeeaaaaeeeeeeenaes 237

A I B N N (e | {6 R 239
Chapter 22

YN L e | < =3 240

22.1 ARP TADIE OVEIVIEW ..ottt e e e e e e e e e e e e e e e eeeeaeeeeeee e e e e e e e e e e e e eeeeee e s eeearaaeeeeeeeenens 240

22. 1.1 HOW ARP WOTKS .ottt e e e e et e e e e e e eaaaeeeeeeeeaaes 240

22.2 ARP TABIE SETHINGS eviiiiiiiiiie ettt ettt ettt e e ettt e e s et e e e e esbaeeeeeessaeesesnsaeessssaeesennns 241
Chapter 23

ROUTING TADI@.....coeeieeeiiieic ettt ceccreeeeeeeee e e eese s e s ssnanasaeseessesssssssssssssssssessesaesssssnnnnnnnnnnes 242

23.1 ROUTING TABIE OVEIVIEW oottt ettt e e et e e e et ae e seaaaeesennraaeesesneeeeennes 242

23.2 ROUTING TAIE SETTINGS ettt e e vt e e e e eta e e eanaaeeeenees 242
Chapter 24

MUBICAST STATUS ettt eeeerets s eeeeesessss s eseeesssssssssssesssssssssnsssesssssssnnnans 245

24.1 MUHICAST STATUS OVEIVIEW it e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeeeeeeeeeeaeeeenaees 245

242 IGMP STATUS ettt ettt e e e e e e e e e e e eee e e e s e e s aaeteeeeeeeennareereeas 245

4.3 MLD STATUS oottt e e e e e e e e e e et e e et e e e e e eeae e e eeeeeeeeeaaenanaeeas 246
Chapter 25

XDISL STATISTICS vttt eeeeerir e eeeeessbase s e eeeeesssssssseesesssssssssssesssssssssnssnssesssssssnnnene 247

25,1 XDSL STOTISTITS eveeeeeeee et e e et e e e e s e e e e e e e eeeeeseeeee e eeeeeesesseneaneeneees 247
Chapter 24

WLAN STAHON STATUS .ottt e eeer e e eeeesastseeeesesssssssssesssssssssssssessssessssnsnnnans 250

26.1 WLAN STATION STATUS OVEIVIEW ..ooiiiiiiiiieeee et e e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeeeeeeaeeaaeaees 250
Chapter 27

(@0=Y | (V] [eTER Lo 1 {13 | L3-S U 252

27.1 Cellular STATISTITS OVEIVIEW ..oviiiiiieeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeee et eeeeeeeteeeeaeeeeeeaaees 252

27.2 The Cellular STATISTICS SCIrEEN . oo e e e e e e e e e e e e e e e e e eeeeeeeeeas 252
Chapter 28

N3V £3 (=] o o [ U RRRRP 254

28.1 SYSTEM OVEIVIEW ..ottt ettt e e ettt e e ettt e e s st e e e s essaeaeesnbaeeeeassssaeesenssseesssaeeasanns 254

28.2 SYSTEIM SETTINGS ittt e et e e e e et e e e e eaaa e e e eetaaeeeentraeeeearaeeeeanes 254

DX5510-B0 User’'s Guide

12



Table of Contents

Chapter 29
USEE ACCOUNL ......aeeeieeeceeeeeccreeeeeee e eeeee e s snsssseeeseeessesssssssssssssseseessesssssssssssssnsnseessesssssssnnnnsnnnes 255
29.1 USEr ACCOUNT OVEIVIEW .oiiiiiiiiiie ettt ettt e e e ettt e e e sttt e e e st ee e s nabaaeeessnseeeeessaeeeesssseesnssens 255
29.2 USEr ACCOUNT SETTINGS eviiiiiiieee e et e et e e et e e e et e e e e eareeeeenaaens 255
29.2.1 User ACCOUNT AAA/EAIT ..oviiiieeeeee ettt e e e e e seaaae e enens 256
Chapter 30
ReMOte MANAGEMENT ... et eeee e e e nnareeeeeeeeeesssssssssssnsssseeasaessssssssssnnnnnes 258
30.1 Remote MANAGEMENT OVEIVIEW ....uuiiiiiciiiiie ittt e e e rte e e s etaeeeessaaaeeesnsseeesesssaeaeeanes 258
0.2 MGMT SEIVICES etiiiiiiiiiee ettt e e et e e e et e e e e ettee e e e ttaaeeeeeateseeesnssaeeesansseeeannseeeeeanes 258
0.3 TrUST DOMIGIN .iiitiiiieiiee ettt ettt ettt e e e ebe e e e sestteeeeearaeeesasssaeeesasnsaeeesasssaeeesnsaseesasssseeensnsseeesannns 259
30.4 A TrUST DOMIQIN <.eiiiiiiieiiiee ettt e et e e et e e e et e e e eetbeeeeeeataeeeesatseeeeeessaseeesssseeesannseeaeanes 260
Chapter 31
SNIMP .ttt ereeee e s s s s sssssssasseseseseseeseesaaeeeeeeesseessssssaasssassessssssraanrsannrnnnnsnsnnnnn 261
BT.T SNMP OVEIVIEW ittt e e et e e e e aa e e e e etaaeeeeantsaeeessesaeeeeaasreesennseeeaeenes 261
BT.2 SNMP SETTINGS ereiieiiieee ettt e e ettt e e ettt e e e e sba e e e e ssbaeeeeassseaeeeanssaeeesnsseeessssaeesnnns 262
Chapter 32
TIME SEHINGS .. rrrrrree e ee e e s e e s s s s sasnnnsaseeeeeesessssssssssssssseesasssssssnssnnnnennes 264
32.1 TIME SETHNGS OVEIVIEW ..ceiiiiiieiiiiee ettt ettt e e ettt e e e etteee e enabeeeesnsseeesessaeeeesssaeeeeanes 264
B2 2 TN et e et e et e et e e ae e e aaaeeete et e e eraeeareeeannes 264
Chapter 33
E-mail NOTFICAIION . rrrerree e e e e e e e e s s s ssssssese e e e aeaesessssssnnnananes 267
33.1 E-Mail NOTICATION OVEIVIEW ....eiiiiiiiiiieeeee ettt ettt et e e e e avae e e eaens 267
33.2 E-mail NOTIfICATION SETHNGS .eeiiiiiieiiiie ettt e eetee e 267
33.2.1 E-mail NOTIfICATION BT oo et 268
Chapter 34
LOQG SEHNG .. rrccrrreeee et e et e e e e s s s s aasas e e e e e e sessss s s s ssssssaaaaaaesssssnssssnnnsanes 270
34.1 LOGS SETTING OVEIVIEW ...cuiiiiiiiieiieeeeee ettt e e et e e e et e e e et aeeeeatteeeesnaaeeeennes 270
K e Te TN =Y 11 T ST PP PPPPPRR 270
34.2.1 EXAMPIE E-MAIT LOQ eetiiiiieiiiiie ettt ettt et e v e e e et e e e eaaneeeeeaneeeean 272
Chapter 35
FIrmware UPGrade ....... ... eeeeeeeeieteeeeecccccrrereeeeeeeeeeeee e s s s ssssssssasessessssssssssssssssssessasasessssssnsnnannnes 274
35.1 FIrmware UpGrade OVEIVIEW ......ccccuuiiieiiiiiee ettt eete e e et e e e etaaeeeeeavaaeeeeaareeeesnreeeeeees 274
35.2 Firmware UpGrade SEHINGS oottt e et e e e sevaaeeesnaeaeesnsaeeeanes 274
Chapter 36
BACKUP/RESIOIE .....eeeeeeeerccecrececteeeee e ee e et ee e et e eeeeeeesesassss s s s a e ssssssssssssssssesaessaensenesannanes 277
36.1 BACKUPD/RESTOIE OVEIVIEW ..ottt e e et e e e e e e e e e eaareeeeas 277

DX5510-B0 User’'s Guide

13



Table of Contents

36.2 BACKUPD/RESTOIE SEHINGS .evviiiiiiiiiee e e e e e e e et r e e e e e e e e e e aaaaeeeeas 277

T N 1Y 0T o ) USSP 279
Chapter 37

(0] Te [e ] 4 LoT (o O TP PR PPPRPPRRRRRRRE 280

37.1 DiAQGNOSTIC OVEIVIEW .t e ettt e ettt e e et e e e e atae e e e eataeeeesssaeeeeasasaeesenssseeessaaeaeanes 280

37.1.1 What You Can Do in this CRAPRTEN ..eeeeiiiiee et 280

37.2 WNaAt YOU NEEA 1O KNOW ittt ettt e e tate e e e e e e s s eaantaaeeeaaeeeesennnnneneess 280

37.3 PINg & TraCEROUTE & NSLOOKUD oiiiiiiiiieee ettt e e e e etvar e e e e e e e e e e e aaaaeas 281

0 Ko e T (O 1Y ) TSRS 281

37.5802.30N [OAM) ittt ettt et e e et st te et e e e be e beeebeeeabe e tbaateebeeaeeenns 283

Part lll: Troubleshooting and Appendices.........ccmciiiiiiiiiiieencceeeeenens 285
Chapter 38

TrOUDBIESNOOTING. ..ot eese e e s sessaeaeeeeeeessasss s ssssssssaaasessesssnnsssennennes 286

38.1 Power, Hardware Connections, ANA LEDS ......cccuuuiiiiieiie ettt 286

38.2 Zyxel Device ACCESS ONA LOGIN 1iiiiiiiiiiciiiee ettt e et e e e e etae e e e etaa e e e eenraeeesesaeeeannes 287

BB INTEINET ACCESS ettt e et e e e e e e e e e et aaeaeeeeeeesaatabaesaeaaeesesasasaeeeeeas 288

38.4 WIr€lesS INTEINET ACCESS ..vviiiiieiiiiee ettt ettt e et e e et e e e e etteeaeessaaaeesnseeeeeasaeeeeanes 289

8.5 UPNP ettt et e et e et e e e b e b e e et e e be e be e e tb e et e e beeatbeerbeeabeentaesraeaateenteenes 290

VY oJol=1ale @ N GIULS (o] 0 a1 SNV o] oo o A 291

APPENTIX B TPV ..ttt ettt ettt eeeaeeeeeeteeeaeeeeeeeeenas s nnarnees 297

F N o) ol e [ G G =T Y (ol T RO 305

Appendix D Legal INFOrMQTION .....eeeieiieeeeee e e e e e e e eaar e e e e eaees 309

INAEX .ttt ceereeeeeeeeeeeeeeeeeeeeeeeeeseessseesssnsssssssssssssssnsssssssssssssasssesesessseseeeesseesesaeeeessseseseesnnen 316

DX5510-B0 User’'s Guide

14



PART |
User’'s Guide




CHAPTER 1
Infroducing the Zyxel Device

1.1 Overview

The Zyxel Device is a G.fast /VDSL router, which provides fast Internet access over telephone lines. G.fast

provides Gigabit speeds over a telephone line. VDSL bonding combines 2 VDSL lines into one virtual
VDSL connection that allows double the speed over short distances or delivers the same speed over
longer distances.

The Zyxel Device has four 1 Gbps Ethernet LAN ports. It also has one 2.5 Gbps Multi-Gigabit Ethernet LAN

port that can be configured as a backup WAN port in case the DSL connection has a problem. See
Section 1.1.1 on page 16 for more information on Multi-Gigabit Ethernet.

It also supports WiFié that is most suitable in areas with a high concentration of users. You can schedule
WiFi usage using Parental Conftrol. See Section 7.1.2 on page 100 for more information on WiFié.

The Zyxel Device supports Multy Pro that lets you easily extend WiFi in your home or office using a
compatible WiFi Extender. See the Zyxel website for more information on Multy Pro.

1.1.1 Mulli-Gigabit

Some network devices such as gaming computers, servers, network attached storage (NAS) devices, or
access points may have network cards that are capable of 2.5 Gbps connectivity.

If these devices are connected to a 1 Gbps or 10 Gbps Ethernet port, they can only tfransmit or receive
up to 1 Gbps as speeds of 10 Gbps cannot be attained. Moreover, if network devices with 10 Gbps
network cards are connected to a 10 Gbps Ethernet port, you must use Cat 6A or better Ethernet cables

to achieve 10 Gbps speeds. Most buildings, at the time of writing, use Cat 5e or Cat 6 Ethernet cables.

2.5 Gbps Multi-Gigabit (IEEE 802.3bz) Ethernet ports on the Zyxel Device automatically allow
connections up to the speed of the connected network device (100 Mbps, 1 Gbps, 2.5 Gbps), and you

just need to use a Cat 5e or Cat 6 Ethernet cable.

1.2 Example Applications

This section shows a few examples of using the Zyxel Device in various network environments. Note that
the Zyxel Device in the figure is just an example Zyxel Device and not your actual Zyxel Device.

1.2.1 Internet Access

Your Zyxel Device has a Gigabit Ethernet port for super-fast Internet access. It provides Internet access
by connecting the WAN port to your ISP. Computers can connect to the Zyxel Device's LAN ports (or
wirelessly) and access the Internet simultaneously.
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Figure 1 Infernet Access Application

WiFi D WAN

2. A
; Ethernet 4&
WAN f

(
LAN
When the Firewall is on, all incoming fraffic from the Internet fo your network is blocked by default unless
it is initiated from your network. This means that probes from the outside to your network are not allowed,
but you can safely browse the Internet and download files.

Connect the WAN port to the broadband modem or router. This way, you can access the Internet via
an Ethernet connection and use the QoS, Firewall and parental control functions on the Zyxel Device.

Figure 2 Zyxel Device's Internet Access Application: Ethernet WAN

LAN WAN

— —
1.2.2 Dual-Band WiFi

By default, the wireless LAN (WLAN) is enabled on the 7Zyxel Device. IEEE 802.11a/b/g/n/ac/ax compliant
clients can wirelessly connect to the Zyxel Device to access network resources.

The Zyxel Device is a dual-band gateway that can use both 2.4G and 5G networks at the same time.
You could use the 2.4 GHz band for regular Internet surfing and downloading while using the 5 GHz

band for time sensitive traffic like high-definition video, music, and gaming.
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Figure 3 Dual-Band Application

The Zyxel Device is a wireless Access Point (AP) for IEEE 802.11b/g/n/a/ac/ax wireless clients, such as
notebook computers, iPads, smartphones, and so on. It allows them to connect to the Internet without
having to rely on inconvenient Ethernet cables.

Your Zyxel Device supports WiFi Protected Setup (WPS), which allows you to quickly set up a wireless
network with strong security.

Figure 4 Wireless Access Example

El’)
J:l\\

1.3 Ways to Manage the Zyxel Device

9
nfﬂ

Use any of the following methods to manage the Zyxel Device.

¢ Web Configurator. This is recommended for management of the Zyxel Device using a (supported)
web browser.

¢ Simple Network Management Protocol (SNMP). Use to monitor and/or manage by an SNMP
manager, see Section 31.1 on page 261.

e Secure Shell (SSH), Telnet. Use for troubleshooting the Zyxel Device by qudlified personnel.
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* FTP. Use FTP for firmware upgrades and configuration backup/restore.

1.4 Good Habits for Managing the Zyxel Device

Do the following things regularly to make the Zyxel Device more secure and to manage the Zyxel
Device more effectively.

¢ Change the WiFi and Web Configurator passwords. Use a password that is not easy to guess and that
consists of different types of characters, such as numbers and letters.

¢ Write down the passwords and put it in a safe place.

¢ Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the Zyxel Device to its factory defaulf settings. If you backed up an
earlier configuration file, you would not have to totally re-configure the Zyxel Device. You could
simply restore your last configuration.

1.5 Hardware

This section describes the front and rear panels for each model. If your model is not shown here, refer to
the Zyxel Device's Quick Start Guides to see the product drawings and how to make the hardware
connections.

1.5.1 Front Panel

The LED indicators are located on the front panel.

Figure 5 LED Indicators
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None of the LEDs are on if the Zyxel Device is not receiving power.

Table 1 LED Descriptions

LED COLOR | STATUS DESCRIPTION
POWER Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
DSL1~2 Green On The DSL line is up.
Blinking The Zyxel Device is initializing the DSL line.
Off The DSL line is down.
INTERNET Green On The Zyxel Device has an IP connection but no traffic.
Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negofiation was successfully completed (if used).
Blinking The Zyxel Device is sending or receiving IP traffic.
Off There is no Internet connection or the gateway is in bridged mode.

Red Oon The Zyxel Device attempted to make an IP connection but failed. Possible
causes are no response from a DHCP server, no PPPoE response, PPPoOE
authentication failed.

2.4G WiFi Green On The 2.4G wireless network is activated.
Blinking The Zyxel Device is communicating with 2.4G wireless clients.
Off The 2.4G wireless network is not activated.
5G WiFi Green On The 5G wireless network is activated.
Blinking The Zyxel Device is communicating with 5G wireless clients.
Off The 5G wireless network is not activated.
WPS Green Blinking The Zyxel Device is setting up a WPS connection with a wireless client.
Off The Zyxel Device has set up a WPS connection with a wireless client or WPS
has not been enabled.

1.5.2 Rear Panel

The connection ports are located on the rear panel.
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Figure 6 Rear Panel
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The following table describes the items on the rear panel.

Table 2 Panel Ports and Buttons

LABEL DESCRIPTION

WPS Press the WPS button for more than one second to quickly set up a secure wireless connection
between the device and a WPS-compatible client.

DSL Connect a RJ-11 cable to the DSL port for Internet access.

LANT ~ LAN4 | Connect computers or other Ethernet devices to Ethernet ports for Internet access.

2.5G WAN Connect an Ethernet cable to the Ethernet WAN port for Internet access.

USB The USB port is reserved for future development.
Reset Press the button to return the Zyxel Device to the factory defaults.
Power Connect the power adapter and then can press the power button to start the device.

1.5.3 Using the WPS Button

You can use the WPS button to quickly set up a secure wireless connection between the Zyxel Device
and a WPS-compatible client by adding one device at a time.

To activate WPS:

1 Make sure the POWER LED is on and noft blinking.

2 Press the WPS button for one second and release it.

3 Press the WPS button on another WPS-enabled device within range of the Zyxel Device within 120
seconds. The WPS LED flashes green while the Zyxel Device sets up a WPS connection with the other

wireless device.

4 Once the connection is successfully made, the WPS LED will turn off.

Note: Your Zyxel Device supports both 2.4G and 5G WiFi networks, the connection to the 2.4G
wireless network had priority.
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1.5.4 The RESET Button

If you forget your password or cannot access the Web Configurator, you will need to use the RESET
button to reload the factory-default configuration file. This means that you will lose all configurations
that you had previously. The password will be reset to the factory default (see the device label), and the
LAN IP address will be “192.168.1.1".

1 Make sure the POWER LED is on (not blinking).

2 Toset the device back to the factory default settings, press the RESET button for more than 5 seconds or
until the POWER LED begins to blink and then release it. When the POWER LED begins fo blink, the defaults
have been restored and the device restarts.
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The Web Configurator

2.1 Overview

The Web Configurator is an HTML-based management interface that allows easy Zyxel Device setup and
management via Internet browser. Use Internet Explorer 11 and later versions or Mozilla Firefox 67.0.2 and
later versions or Safari 5.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the Web Configurator you need to allow:

* Web browser pop-up windows from your Zyxel Device. Web pop-up blocking is enabled by default in
Windows 10.
* JavaScript (enabled by default).

e Java permissions (enabled by default).
2.1.1 Accessing the Web Configurator

1 Make sure your Zyxel Device hardware is properly connected (refer to the Quick Start Guide).

2 Launch your web browser. If the Zyxel Device does not automatically re-direct you to the login screen,
go to http://192.168.1.1.

3 Alogin screen displays. Select the language you prefer.

4 To access the administrative Web Configurator and manage the Zyxel Device, type the default
username admin and the randomly assigned default password (see the device label) in the login screen
and click Login. If you have changed the password, enter your password and click Login.

Figure 7 Login Screen

zy)( E L | DX5510-B0O e <

Login
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The following screen displays when you log info the Web Configurator for the first time. Enter a new

password, retype it fo confirm, and click Change password. If you prefer to use the default password,
click Skip.

Figure 8 Change Password Screen

ZYXEL

Password Reset

Skip

The Wizard screen displays when you log info the Web Configurator for the first time. Use the Wizard
screens fo configure the Zyxel Device's time zone, basic Internet access, and wireless settings. See
Chapter 3 on page 31 for more information about the Wizard screens.

The Connection Status page appears. Use this screen to configure basic Internet access, wireless
settings, and parental confrol settings (see Section 5.1 on page 58 for details).
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Figure 9 Connection Status

Connectivity System Info
Model Name DX5510-B0
' Frmware Version V5 16(ABRC.0)b3_0621
1 o (ARRC0)
System Uptime 0 days 4 hours 45 mins 30 secs
LAN MAC Address  B8:D5:26:B7:8C:57
> WAN Status Connection down >
WiFi Settings Guest WiFi Seftings @
;-%; 24GWiFiName  WiFi Password 2.4G WiFl Name WiFi Password
Ij Zyxelosﬁgo ssssemnsne @ ZYXEI0569O_QU951 sesssses ©
?: 5G WiFi Name WiFi Password 5G WiFH Name WiF Password
'_1 Zyx9105690 sesesssses @ ZYXE|05690_9U951 sssssenas ©
LAN Parental Control
IP Address 192.168.1.1 T,
/ \
Subnet Mask 255.255.2550 [ 0 \‘.
| . |
IP Address Range  192.168.1.2 ~ 192.168.1.254 I R

\ scheduled /
DHCP - N

Lease Time 1days Ohours Omins
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2.2 Web Configurator Layout

Figure 10 Screen Layout

ZYX EL DX5510-80 =

/ Connectivity B System Info \\

Madel| Nome DX5510-B0

o M I |:| Frmware Version V5, 16{ABRC.0)b3_0621
\ / | Q
S/ - i System Upfime 2 days 0 hours 41 mins 0 secs

B8:D5:26:B7.8C.57

> Connection down >

WiFi Settings H Guest Wii Seftings @

EF 4G W Nams Wik Posswiord 240 WiFi Hame Wi Password

246G

W Zyxel05690 @ Tyxel05690_guest )

6 WiH Mame WiF Possword S WiF Name WiF Password

G

W Iyxel05690  sewvmvseas @ Iyxel05690 guest  ....cea. @
LAN Parental Confrol

192.168.1.1

255.255.255.0
sRomge 192.168.1.2 - 192.168.1.254

=

Lease Time Tdays Ohours Omins
\_ > P

As illustrated above, the main screen is divided into these parts:

* A - Navigation Panel

* B - Main Window

2.2.1 Navigation Panel

Click the menu icon ( =) to display the navigation panel that contains configuration menus and icons (quick
links). Click X to close the navigation panel.

2.2.1.1 Configuration Menus

Use the menu items on the navigation panel to open screens to configure Zyxel Device features. The
following tables describe each menu item.
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Table 3 Configuration Menus Summary

LINK TAB FUNCTION
Connection Status Use this screen to configure basic Internet access, wireless settings, and
parental control settings. This screen also shows the network status of the
Zyxel Device and computers/devices connected fo it.
Network Setting
Broadband Broadband Use this screen to view and configure ISP parameters, WAN IP address
assignment, and other advanced properties. You can also add new
WAN connections.
Wireless General Use this screen to configure the WiFi settings and WLAN authentication/
security settings.
Guest/More AP Use this screen to configure mulfiple BSSs on the Zyxel Device.
MAC Use this screen to block or allow wireless traffic from wireless devices of
Authentication certain SSIDs and MAC addresses to the Zyxel Device.
WPS Use this screen to configure and view your WPS (WiFi Protected Setup)
settings.
WMM Use this screen to enable or disable WiFi MultiMedia (WMM).
Others Use this screen to configure advanced wireless settings.
Channel Status Use this screen to scan WiFi channel noises and view the results.
Home LAN Setup Use this screen to configure LAN TCP/IP settings, and other advanced
Networking properties.
Static DHCP Use this screen to assign specific IP addresses to individual MAC
addresses.
UPnP Use this screen to turn UPnP and UPNP NAT-T on or off.
Additional Use this screen to configure IP alias and public static IP.
Subnet
STB Vendor ID Use this screen to configure the Vendor IDs of the connected Set Top Box
(STB) devices, which have the Zyxel Device automatically create static
DHCP entries for the STB devices when they request IP addresses.
Wake on LAN Use this screen to remotely turn on a device on the local network.
TFTP Server Name | Use DHCP option 66 to identify a TFTP server name.
Routing Static Route Use this screen to view and set up static routes on the Zyxel Device.
DNS Route Use this screen to forward DNS queries for certain domain names through
a specific WAN interface to its DNS server(s).
Policy Route Use this screen to configure policy routing on the Zyxel Device.
RIP Use this screen to configure Routing Information Protocol to exchange
routing information with other routers.
QoS General Use this screen to enable QoS and fraffic prioritizing. You can also

configure the QoS rules and actions.

Queue Setup

Use this screen to configure QoS queues.

Classification
Setup

Use this screen to define a classifier.

Shaper Setup

Use this screen to limit outgoing traffic rate on the selected interface.

Policer Setup

Use this screen to configure QoS policers.
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Table 3 Configuration Menus Summary (continued)

LINK TAB FUNCTION
NAT Port Forwarding Use this screen to make your local servers visible to the outside world.
Port Triggering Use this screen to change your Zyxel Device's port triggering settings.
DMZ Use this screen to configure a default server which receives packets from
ports that are not specified in the Port Forwarding screen.
ALG Use this screen to enable the ALG (Application Layer Gateways) in the
Zyxel Device to allow applications to operate through NAT.
Address Mapping | Use this screen to change your Zyxel Device’s address mapping setfings.
Sessions Use this screen to configure the maximum number of NAT sessions each
client host is allowed to have through the Zyxel Device.
DNS DNS Entry Use this screen to view and configure DNS routes.
Dynamic DNS Use this screen to allow a static hostname alias for a dynamic IP address.
IGMP/MLD IGMP/MLD Use this screen to configure multicast settings (IGMP for IPv4 and MLD for
IPvé multicast groups) on the WAN.
Vlan Group Vlan Group Use this screen to group and tag VLAN IDs to outgoing traffic from the
specified interface.
Interface Interface Use this screen to map a port to a PVC or bridge group.
Grouping Grouping
Security
Firewall General Use this screen to configure the security level of your firewall.
Protocol Use this screen to add Internet services and configure firewall rules.
Access Control Use this screen to enable specific traffic directions for network services.
DoS Use this screen to activate protection against Denial of Service (DoS)
attacks.
MAC Filter MAC Filter Use this screen to block or allow traffic from devices of certain MAC

addresses to the Zyxel Device.

Scheduler Rule

Scheduler Rule

Use this screen to configure the days and times when a configured
restriction (such as parental control) is enforced.

Certificates

Local Certificates

Use this screen to view a summary list of cerfificates and manage
certificates and certification requests.

Trusted CA

Use this screen to view and manage the list of the frusted CAs.

System Monitor

Log

System Log

Use this screen to view the status of events that occurred o the Zyxel
Device. You can export or email the logs.

Security Log

Use this screen to view all security related events. You can select level
and category of the security events in their proper drop-down list
window.

Traffic Status WAN Use this screen to view the status of all network traffic going through the
WAN port of the Zyxel Device.
LAN Use this screen to view the stafus of all network traffic going through the
LAN ports of the Zyxel Device.
NAT Use this screen to view NAT statistics for connected hosts.
ARP Table ARP Table Use this screen to view the ARP table. It displays the IP and MAC address

of each DHCP connection.

Routing Table

Routing Table

Use this screen to view the routing table on the Zyxel Device.

DX5510-B0 User’'s Guide

28




Chapter 2 The Web Configurator

Table 3 Configuration Menus Summary (continued)

LINK TAB FUNCTION
Multicast Status | IGMP Status Use this screen to view the status of all IGMP settings on the Zyxel Device.
MLD Status Use this screen to view the stafus of all MLD settings on the Zyxel Device.

WLAN Station
Status

WLAN Station
Status

Use this screen to view the wireless stations that are currently connected
to the Zyxel Device.

Maintenance

System

System

Use this screen to set Device name and Domain name.

User Account

User Account

Use this screen to change user password on the Zyxel Device.

&Nslookup

Remote MGMT Services Use this screen to enable specific traffic directions for network services.
Management - - - - - -
Trust Domain Use this screen to view a list of public IP addresses which are allowed to

access the Zyxel Device through the services configured in the
Maintenance > Remote Management > MGMT Services screen.

SNMP SNMP Use this screen to configure SNMP (Simple Network Management
Protocol) settings.

Time Time Use this screen to change your Zyxel Device’s time and date.

E-mail E-mail Use this screen to configure up to two mail servers and sender addresses

Notification Notification on the Zyxel Device.

Log Settings Log Setting Use this screen to change your Zyxel Device’s log settings.

Firmware Firmware Use this screen to upload firmware to your Zyxel Device.

Upgrade Upgrade

Backup/Restore | Backup/Restore Use this screen to backup and restore your Zyxel Device's configuration
(seftings) or reset the factory default settings.

Reboot Reboot Use this screen to reboot the Zyxel Device without turning the power off.

Diagnostic Ping&Traceroute | Use this screen to identify problems with the Zyxel Device. You can use

Ping, TraceRoute, or Nslookup to help you identify problems.

2.2.1.2 Icons

The icons can be found on the right hand side.

AN

Wizard

Theme

0

Restart

Q@

Language

&

Logout
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The icons provide the following functions.

Table 4 Web Configurator Icons

ICON DESCRIPTION
Wizard: Click this icon to open screens where you can configure the Zyxel Device's time zone
f‘ Internet access, and wireless settings. See Chapter 3 on page 31 for more information about the
Wizard screens.
Wizard
Theme: Click this icon to select a color that you prefer and apply it to the Web Configurator.
X
Theme
Theme
Language: Select the language you prefer.
@
Language
Restart: Click this icon to reboot the Zyxel Device without turning the power off.
O
Restart
Logout: Click this icon to log out of the Web Configurator.
=
Logout

DX5510-B0 User’'s Guide

30




CHAPTER 3
Quick Start Wizard

3.1 Overview

Use the Wizard screens to configure the Zyxel Device's time zone, basic Internet access, and wireless
settings.

Note: See the technical reference chapters (starting on Chapter 4 on page 35) for
background information on the features in this chapter.

3.2 Wizard Setup

You can click the Wizard icon in the navigation panel to open the Wizard screens. See Section 2.2.1.1 on
page 26 for more information about the navigation panel. After you click the Wizard icon, the following
screen appears. Click Let's Go to proceed with settings on fime zone, basic Infernet access, and wireless
networks. It will take you a few minutes to complete the settings on the Wizard screens. You can also
click Skip to leave the Wizard screens.

Figure 11 Wizard - Home

Quick Start Wizard
® > @ >06
Tin:e_Z”;me | me_mei W_|!;\ V

The wizard will guide you through the basic settings of this device.
This will take a few minutes to complete.

Let's go
Skip

3.2.1 Time Zone

Select the time zone of your location. Click Next.
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Figure 12 Wizard - Time Zone

1 @ > &

Time zone Infernet WiFi

Time Zone

(GMT+01:00) Amsterdam, Be =

Back Next

3.2.2 Internet

The Zyxel Device will check the Internet status automatically, and determine your connection type.
Click Next to proceed. You can also click Skip to bypass checking for an Internet connection in the
Wizard.

Figure 13 Wizard - Internet

o S 2 @

Time zone internet WiFi

This wizard will detect Internet
connectivity status, please plug in
the Internet line then click Next
button

Back Next

2 [f the following screen displays, select the encapsulation type your ISP uses. Click Next.
Figure 14 Wizard - Internet Information

0' S 2 ’@

Internet WiFi

Time zone

Encapsulation

IPOE -

Back Next

Enter your Internet connection information. The screen and fields to enter may vary depending on your
current connection type. Click Next.
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Figure 15 Wizard - Internet Connection Information

Time zone Internet WIFI

Encapsulation

PPPoE

User Name

benvenuto

Password

seseen @

Click Next when the Zyxel Device has a successful Internet connection.

Figure 16 Wizard - Successful WAN Connection

Time zone Internet WiFi

& | -
The Internet connection is

ready.

Back Next

Unsuccessful Internet Connection

The following screen displays when the Zyxel Device did not detect a WAN connection. Click Next to
configure the Internet settings.

Figure 17 Wizard - WAN Connection is Down

Q@ . e ®

Time zone Internet WIFi

Current Internet settings are incorrect,
click Next to configure Internet seftings

Back Skip Next
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3.2.3 WiFi

Turn WiFi on or off. If you keep it on, record the security settings so you can configure your wireless clients
fo connect to the Zyxel Device.

Click the Keep 2.4G and 5G the same check box to use the same SSID for 2.4G and 5G wireless
networks. Otherwise, deselect the check box to have two different SSIDs for 2.4G and 5G wireless
networks. The screen and fields to enter may vary when you select or deselect the check box.

Click Done to complete the setup and close the Wizard screen.

Figure 18 Wizard - Wireless

Time zone Internet WiFi
WiFi Settings <@

Zyxel 9C21

Strength

Done
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CHAPTER 4
Tutorials

4.1 Overview

This chapter shows you how to use the Zyxel Device's various features.

¢ Sefting Up a Secure Wireless Network, see page 35

* Sefting Up Multiple Wireless Groups, see page 42

* Configuring Static Route for Routing to Another Network, see page 47
¢ Configuring QoS Queue and Class Setup, see page 49

* Access the Zyxel Device Using DDNS, see page 53

¢ Configuring the MAC Address Filter, see page 55

4.2 Setting Up a Secure Wireless Network

Thomas wants to set up a wireless network so that he can use his notebook to access the Internet. In this
wireless network, the Zyxel Device serves as an access point (AP), and the notebook is the wireless client.
The wireless client can access the Internet through the AP.

Thomas has to configure the wireless network settings on the Zyxel Device. Then he can set up a wireless
network using WPS (Section 4.2.2 on page 37) or manual configuration (Section 4.2.3 on page 41).

4.2.1 Configuring the Wireless Network Settings

This example uses the following parameters to set up a wireless network.

SSID Example

Security Mode WPA2-PSK

Pre-Shared Key DoNotStealMyWirelessNetwork
802.11 Mode 802.11b/g/n/ax Mixed
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1

Click Network Setting > Wireless fo open the General screen. Select More Secure as the security level
and WPA2-PSK as the security mode. Configure the screen using the provided parameters (see
page 35). Click Apply.

A Wireless network name (alse known as $SID) and a security level are basic elements to start a wireless service. It is recommended
to set a security level other than no security to profect your data from unauthorized access or damage via wireless nefwork.

Wireless
Wireless Keep the same setlings for 2:4G and 5G wireless neiworks
Wireless Network Setup
Band 2.4GHz v
Wireless :.
Channel Auto v Current = [ MHz
Bandwidih 40MHz o

Control Sideband

Wireless Network Seftings
Wirsless Network Name Lyxel08787
Mazx Clients 64 &

i Hide $3ID does not support WPS 2.0. You should disable WPS in WPS page.

bl Muliicast Ferwarding
Max. Upstream Bandwidth % Kbps
Max. Downsiream Bandwidth ) Kbps

Note

(1) Max, Upstream Bandwidth: This field allows you to configure the maximum bandwidth of this 331D to WAN.
(2] Max, Bownstream Bandwidth: This field allows you fo configure the maximum bandwidih of WAN to this SSID.
(3] i Max. Upstream/Downsiream Bandwidth is empty. the device sets the value automatically.

(4] Using Max. Upstream/Downstream Bandwidth will significantly decrease the wireless performance.

BS3ID

Security Level

e 3 More Secure
il (Recommended)
-
Security Mode WPAZ-PSK -
Generate passwerd automatically
Enter 8-63 ASCIl characters or 64 hexadecimal digits ['0-97, "A-F'].
Password @
Sirength
P
Encryption AES -
Tirmer 3600 & sec

Cancel Apply
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2 Go to the Wireless > Others screen and select 802.11b/g/n/ax Mixed in the 802.11 Mode field. Click
Apply.

The configurations below are the advanced wireless settings.

RTS/CTS Threshold 2347 =
Fragmentation Threshold 2346 :
Output Power 100% v
Beacon Interval 100 = ms
DTIM Interval 1 = ms

((802.11 Mode 802.11b/g/n/ax Mixed ) -
802.11 Protection Auto v
Preamble

Protected Management
_ Capable v
Frames

Apply

Thomas can now use the WPS feature to establish a wireless connection between his notebook and the
Zyxel Device (see Section 4.2.2 on page 37). He can also use the notebook’s wireless client to search for
the Zyxel Device (see Section 4.2.3 on page 41).

4.2.2 Using WPS

This section gives you an example of how to set up a wireless network using WPS. This example uses the
Zyxel Device as the AP and a WPS-enabled Android smartphone as the wireless client.

There are two WPS methods for creating a secure connection. This tutorial shows you how to do both.
* Push Button Configuration (PBC) - create a secure wireless network simply by pressing a button. See

Section on page 37. This is the easier method.

¢ PIN Configuration - create a secure wireless network simply by entering a wireless client's PIN (Personal
Identification Number) in the Zyxel Device's interface. See Section on page 39. This is the more secure
method, since one device can authenticate the other.

Push Button Configuration (PBC)

1 Make sure that your Zyxel Device is turned on and your nofebook is within the cover range of the wireless
signal.

2 Push and hold the WPS button located on the Zyxel Device's front panel for one second. Alternatively,
you may log into the Zyxel Device's Web Configurator and go to the Network Setting > Wireless > WPS
screen. Enable the WPS function for method 1 and click Apply. Then click the Connect button.
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Enabling Wi-Fi Protected Selup (WPS) lels you add new WPS-compatible devices 1o the wirsless nelwork wilh ease, Salecl one ol the WPS methods
and follow the instructions fo establish WPS connection. If your wireless client device s equipped with-a WPS bulton, Push Butfon Configurafion {PBC)
method would ba the preferable way to do WFPS.

General

Add a new device with WPS Method

-~
L) | Method 1 pPBC @ 1 Fﬂiﬂ Method2PiN @ 053 methods @

E : Enter AP's PIN Number in Wireless Client
Chic ; Stepl Enter the PIN of your new wireless
j 3 i
Step1.Click WPS button Current state Configured

client device and then chck Register
Step2FPress the WPS button oni your new 3 1. Please release conflguration if you want
wiraless client device within 120 to configure the wireless settings
seconds Step2 Fress the WS button on your new

wirgless client device within 120
seconds 2.Enter current FIN number on your
wirgless client

~ Note

[1) If W3 is Enabled, UPRP will autornatically be tumed on:
[2) This feature is available only when WPAZ-PSK or No Seg

ity mode is configured,
[3) The WFS button will be grey-oul when Wireless or WPS is disgbled

Cancel 2

Note: Your Zyxel Device has a WPS button located on its side panel as well as a WPS button in
its configuration utility. Both buttons have exactly the same function: you can use one
or the other.

Note: It does not matter which button is pressed first. You must press the second button within
two minutes of pressing the first one.

The Zyxel Device sends the proper configuration settings to the wireless client. This may take up to two
minutes. The wireless client is then able to communicate with the Zyxel Device securely.

The following figure shows you how to set up wireless network and security by pressing a button on both
Zyxel Device and wireless client (the Android phone in this example).
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Figure 19 Example WPS Process: PBC Method

Wireless Client

WITHIN 2 MINUTES

SECURITY INFO
‘------------------

COMMUNICATION (‘

) ———,

PIN Configuration

When you use the PIN configuration method, you need to check the client’s PIN number and use the
Zyxel Device's configuration interface.

Go to your phone settings and furn on WiFi. Open the WiFi networks list and tap WPS PIN Entry to get a
PIN number.

Log into Zyxel Device's Web Configurator and go to the Network Setting > Wireless > WPS screen. Enable
the WPS function and click Apply.
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General

L7 | Method 1 PBC @&

Step1.Click WFS button WFS

Step2Frass the WES button on your new
wirgless client device within 120
seconds

WFS .

Add a new device with WPS Method

~
Liﬂfn Method 2 PIN @ 1

Stepl Enter the PIN of your new wireless

li=at hui P Tate B VY Nl 1Tl ) it
( Register ’

Enabling WI-F Protected Setup (WPS) lsls you add new WPS-compalible devices 1o the wireless network with eqse, Sslect one of the WPS methods

and follow the instructions fo estabiish WPS connection. If your wireless client device is equipped with o WPS bution. Pushy Bulton Configuration {PEC)
method would be the preferable woy to do WS,

Cigy Method3s @
Enter AP's PIN Number In Wireless Client

Cument state Configured

1.Please release configuration if you want
to configure the wireless settings

Step2 Fress the WPS butfon on your new
wireless client device within 120 3
seconds 2. Enter curent PIN number on your
wireless client

T Note

[1) IF WPS is Enabled. UPRP will aulomalically be tumed on.
{2) This teature & available only when WPAZ-FSK or No Secunly mode i conligured,
[3) The WFS bulton will be grey-out when Wireless or WES is disabled

Cancel

& 2

Enter the PIN number of the wireless client and click the Register button. Activate WPS function on the
wireless client utility screen within two minutes.

The Zyxel Device authenticates the wireless client and sends the proper configuration settings to the
wireless client. This may take up to two minutes. The wireless client is then able fo communicate with the
Zyxel Device securely.

The following figure shows you how fo set up wireless network and security on Zyxel Device and wireless
client (Android smartphone in this example) by using the PIN method.
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Figure 20 Example WPS Process: PIN Method

Wireless Client

WPS
Enter WPS PIN
from ofher device: e

WPS

D

Authentication by PIN

‘-------m--------
SECURITY INFO

COMMUNICATION

)

.
i
.

4.2.3 Without WP$S

Use the wireless adapter’s utility installed on the notebook to search for the “Example” SSID. Then enter
the “DoNotStealMyWirelessNetwork” pre-shared key to establish a wireless Internet connection.

Note: The Zyxel Device supports IEEE 802.11a/b/g/n/ac/ax wireless clients. Make sure that your
notebook or computer’s wireless adapter supports one of these standards.
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4.3 Setting Up Multiple Wireless Groups

Company A wants to create different wireless network groups for different types of users as shown in the
following figure. Each group has its own SSID and security mode.

-
- -y,

- Sy

- Sy
' e = = e ~» S
27 Company N
¢ N
y N
y \
! \
' 3
i [
; i
\ VIP \' Guest
5 : !
.\ ¢
S . V4
N ’
~ v 4
~ - . v 4
y ~ - ol - -

-y -
o oam g owm = ™

* Employeesin Company A will use a general Company wireless network group.
¢ Higher management level and important visitors will use the VIP group.

* Visiting guests will use the Guest group, which has a different SSID and password.

Company A will use the following parameters to set up the wireless network groups.

COMPANY VIP GUEST
SSID Company VIP Guest
Security Level More Secure More Secure More Secure
Security Mode WPA2-PSK WPA2-PSK WPA2-PSK
Pre-Shared Key ForCompanyOnly 123456789 guest123

1 Click Network Setting > Wireless to open the General screen. Use this screen to set up the company’s
general wireless network group. Configure the screen using the provided parameters and click Apply.
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A Wireless network name {also known as 351D} and a security level are basic elements to start a wireless service. It is recommended
te set a security level other than no security to protect your data from unautherized access or damage via wireless nefwork.

Wireless
Wireless Keep the same setfings for 2.4G and 5G wirsiess networks
Wireless Network Setup
Band 2.4GHz v
Wirgless
Channel Auto v Curent 2/ MHz
Bandwidih 20MHz v

Control Sideband
Wireless Network Seflings

Wireless Network Name

Max Clients 32

Tl

Hide S3ID i Hide SSID does not support WP 2.0, You should disaizle WPS in WPS poge.

Multicast Forwarding

Max. Upstream Bandwidih B Kbps
Max. Downsiream Bandwidih B Kbps
MNote

(1) Max. Upstream Bandwidih: This field allows you to configure the maximum bandwidth of this SSID 1o WAN.
(2) Max. Downstream Bandwidih: This field allows you to configure the maximum bandwidth of WAN to this S51D.
(3) i Max. Upstream /Downstream Bancwidih is empty, the device sets the value automatically.

(4) Using Max. Upstream/Downsiream Bandwidth will significantly decrease the wireless performance.

B35ID

Security Level

More Secure

o
No Security (Recommended)

=

Security Mode WPAZ-PSK -
Generate password auiomatically

Enter 8-63 ASCI| chargcters or 44 hexadecimal digits ['0-2", "A-F)

Password For CompanyCnly @

Strength strong

Nk

Cancel Apply
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2 Click Network Setting > Wireless > Guest/More AP to open the following screen. Click the Edit icon fo
configure the second wireless network group.

# Status SSID Security Guest WLAN Modify
1 @ Zyxel $DES_guest] WPA2-Personal External Guest P44
2 @ Zyxel_DE5S_guest2 WPA2-Personal External Guest
3 @ Zyxel 9DES_guest3 WPA2-Personal External Guest &

3 Configure the screen using the provided parameters and click Apply.
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More AP Edit

Wirelass security con protect the dafa from unauthorized cocess o damage vio wireless netwosic. You need o wirsless network nome (oo
fnowen o= 551D and security mode to s=f up the wirsies:s security.

Wireless Network Setup
Security Level
Wireies: Network Namie wiP

Acces: Soenario Exfernol Guest - S

Mo Upstream Bondwidth & | ¥bps

Mee. Downstream ad

Boncwidth m | Foos
Mote

1] Max. Upstream Bondwidih: This field alows yois to configure the maszirem bandwidth of this 3510 to WARN.

(2] Max. Doanstrecm Bandhwidth: This fisld allows you to configure the maxdmun Bandwicth of WARN to this B310.
{3] 1 Moo UpstreomyDiownstrearn Bandwidih s emply, the device st the value odtomatically

4] Using Moo UpstreamyDoswnstrearm Bandwidth will significontly decrease the wirsless pefomance.

BS5ID
S50 Bubnet
Security Level

More Secure

(Recommended]

Security Mode WPAZ-PEE -

| Genesate password outomaficaly
EnterB-43 ASCH charoctes: or &4 hexodecimal digits [[T-7 "AF)
Possword 123454789 @

Strength medilm

Cancel oK

4 Inthe Guest/More AP screen, click the Edit icon fo configure the third wireless network group. Configure
the screen using the provided parameters and click Apply.
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More AP Edit

Wireless securily can protect the dotfo frem unauthosized oocess or domags via wieless nefwaorkc You need o wireless network name (oo
nown oz 350 ond security mode to sef up the wirsless security.

Wireless Network Setup

W.E-EEE:- @

Securly Level

Wirales Nefwork Nome

| Hicke 551D

Guest WLAN

Access Soenafio Bxtamal Guest - &
Max. Upstream Bondwidth 2 | Ebps
Maox. Downsireom t
3 =] K
Bondwidth = s
Mote

1] Mox. Upstream Bandwidih: This field oliows yoir to configues the maxdmem bandwidth of this 5510 fo WAN.

{2) Mox. Downstrean Baondwidth: This field allows you to configure the maxmum bandwidth of WAN to this 8310
(3] 1F Mo, UpstreamyfDowrstream Bandwidih & emply. the desvice seiz the value outomafically

{4] Using Max. UpstrearmyDownstream Bandwidth will significanthy decrease fhe wireles:s perfomnonoe.

Security Level

Zithey g Nore Secure
NO SECIANY
[Recommended)

Security Mode WPAZ-PSK

Generate password gutomaticolly

Enter 8-43 ASCH choracters or &4 hexodecimal digits [0-7" "A-F}.
Possword guest 123 '@

Strength medium

Cancel oK

Check the status of VIP and Guest in the Guest/More AP screen. The yellow bulbs signify that the SSIDs
are active and ready for wireless access.

# Status §SID Security Guest WLAN Modify
1 » Home&Life SuperWiFi-FOFD_guest] WP A2-Personal External Guest Z
2 VIP WP A2-Personal External Guest 4
3 Guest WPA2-Personal External Guest %)
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4.4 Configuring Static Route for Routing to Another
Network

In order to extend your Infranet and control traffic flowing directions, you may connect a router to the
Zyxel Device's LAN. The router may be used to separate two department networks. This tutorial shows
how to configure a static routing rule for two network routings.

In the following figure, router R is connected to the Zyxel Device's LAN. R connects to two nefworks, N1
(192.168.1.x/24) and N2 (192.168.10.x/24). If you want to send traffic from computer A (in N1 network) to
computer B (in N2 network), the traffic is sent to the Zyxel Device's WAN default gateway by default. In
this case, B will never receive the traffic.

You need to specify a static routing rule on the Zyxel Device to specify R as the router in charge of
forwarding traffic to N2. In this case, the Zyxel Device routes traffic from A to R and then R routes the
fraffic to B.
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This tutorial uses the following example IP settings:

Table 5 P Settings in this Tutorial

DEVICE / COMPUTER IP ADDRESS
The Zyxel Device's WAN 172.16.1.1
The Zyxel Device's LAN 192.168.1.1
IPType IPv4

Use Interface Ethernet

A 192.168.1.34
R's N1 192.168.1.253
R's N2 192.168.10.2
B 192.168.10.33

To configure a static route to route traffic from N1 to N2:

Log into the Zyxel Device's Web Configurator in advanced mode.
Click Network Setting > Routing.

Click Add new Static Route in the Static Route screen.

Routing

stafic Route | DNS Roule  Policy Route  RIP

The purpose of a Static Route is to save time and bandwidth usage when LAN devices within an Infranet are transferring files or packets, especially
when there are more than two Intemet connections available in your home or office network.
G Add New Static Rou9

# Status Name Destination IP Subnet Mask/Prefix Length Gateway Interface Modify
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4 Configure the Static Route Setup screen using the following settings:

4a Click the Active button to enable this static route. When the switch goes to the right (: .), the
function is enabled. Enter the Route Name as R.

4b  Set IP Type to IPv4.

4c Type the Destination IP Address 192.168.10.0 and IP Subnet Mask 255.255.255.0 for the destfination,
N2.

4d Click the Use Gateway IP Address button to enable this function. When the switch goes to the right
( .), the function is enabled. Type 192.168.1.253 (R's N1 address) in the Gateway IP Address field.

4e Select ETHWAN as the Use Interface.

< .
Add New Static Route
pcive ®
e R
IPw4 A d
Destination IP Address 192 168 10 M
ibriat Mask 255 ) 255 ) 255 ) 0
e Gateway IP e :@
sway IP Address 192 . 168 . 1 . 253
Use Inferface ETHWAN -
Note
The input range of the Gateway IP Address must be in the same range of the Use Inferface.
QK
4a Click OK.

Now B should be able to receive traffic from A. You may need to additionally configure B'’s firewall
settings to allow specific traffic to pass through.

4.5 Configuring QoS Quevue and Class Setup

This section contains futorials on how you can configure the QoS screen.

Let us say you are a team leader of a small sales branch office. You want to prioritize e-mail fraffic
because your task includes sending urgent updates o clients at least ftwice every hour. You also upload
data files (such as logs and e-mail archives) to the FTP server throughout the day. Your colleagues use
the Internet for research, as well as chat applications for communicating with other branch offices.
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In the following figure, your Internet connection has an upstream fransmission bandwidth of 10,000 kbps.
For this example, you want fo configure QoS so that e-mail fraffic gets the highest priority with at least
5,000 kbps. You can do the following:

¢ Configure a queue to assign the highest priority queue (1) to e-mail traffic going to the WAN
interface, so that e-mail traffic would not get delayed when there is network congestion.

¢ Note the IP address (192.168.1.23 for example) and/or MAC address (AA:FF:AA:FF:AA:FF for example)
of your computer and map it to queue 7.

Note: QoS is applied to traffic flowing out of the Zyxel Device.

Traffic that does not match this class is assigned a priority queue based on the internal QoS mapping
table on the Zyxel Device.

10,000 kbps

Your computer

IP=192.168.1.23 \
and/or
MAC=AA:FF:AA:FF:AA:FF

E-mail traffic: Highest priority A colleague’s computer
Other traffic: Automatic classifier

1 Click Network Setting > QoS > General and click the QoS button to enable. When the switch goes to the
right (¢ .), the function is enabled. Set your WAN Managed Upstream Bandwidth to 10,000 kbps (or
leave this blank to have the Zyxel Device automatically determine this figure). Click Apply.

Quality of Service (QoS] defines the fraffic pricrity of Intermet services fo the home network,

QoS @
WAN Managed Upstream 1000d i _
: = {kbps)

Bandwidth
LAN Managed Downsiream ;

R 0 {kbps)
Bandwidth
Upstream Traffic Priority

None v

Assigned by

Note

(1) You can assign the upstream bandwidth manudally. If the field is empty, the CPE set the value automatically.

[2) It Upstream Traffic Priority is selected, 8 level strict priotity QoS will be applied automatically according to the selected criferia. In
this mode, user manually defined QoS will not be applied until Auto-Pricrity Mapping is disabled.

(3] If the setting of WAN managed upstream bandwidih is greaterthan current WAN inferface linkup rate, then the WAN
managed upstream bandwidth will become current WAN interface linkup rate.

Cancel Apply

2 Click Network > Queue Setup > Add new Queue to create a new queue. In the screen that opens, click
the Active field to enable. When the switch goes to the right (¢ @), the function is enabled. Enter or
select the following values:

¢ Name: E-mail
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* Interface: WAN

e Priority: 1 (High)

¢ Weight: 8

* Rate Limit: 5,000 (kbps)

Add New Queue

Aciive ( ‘

Name E-mail

Interface WAN ¥

Priority 1 (highest) v

Weight 8 v

Buffer Management Drop Tail{DT) v

Rate Limit 5000 {kbps)

Cancel OK

Click Network > QoS > Classification Setup > Add new Classification to create a new class. Select Enable
in the Active field and follow the settings as shown in the screen below.
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Add New Classification

Please follow the guidance through step 1~5 fo configure a QoS rule

Stepl: Class Configuration

Acfive ( _.

Clciss Mame Emall

flon Crde Last -

Step2: Criteria Configurafion

IP (G800} v
Source
B A 192,168,123 ]
L&
B MAC Af- FF - AM- FF - AA- FF [7] Exciucte
Desfinafion
Ariciress B G
B Frciude
e m AR Micask:
b4
User Dafinea b 25 7] Exchice
PHCP v B! !
B
(et -3 W E
> !
W v [1=40%4) |l
W 1CP ACH K .
Step3: Packet Modification
The content of i cel can be miodifisc by appiying ihe ol
DSCP Mark Unichy A4
VLANID Tog Unchange hd [1-40%4
v

Step4d: Class Routing

This module con rou

1o a certain interfoce od

Forwiard 7o Infetface Unchange b4

Steps: Ouigoing Queve Selection

25 [he prioly o e shaped in ihe WAaN

Email v

Cancel QK.
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Class Name Give a class name to this traffic, such as E-mail in this example.

From Interface This is the interface from which the traffic will be coming from. Select LANT1 for this example.
Ether Type Select IP to identify the traffic source by its IP address or MAC address.

IP Address Type the IP address of your computer - 192.168.1.23. Type the IP Subnet Mask if you know it.

MAC Address Type the MAC address of your computer - AA:FF:AA:FF:AA:FF. Type the MAC Mask if you know it.

To Queve Index | Link this fo an item in the Network Setting > QoS > Queue Setup screen, which is the E-mail queue
created in this example.

This maps e-mail traffic coming from port 25 to the highest priority, which you have created in the

previous screen (see the IP Protocol field). This also maps your computer’s IP address and MAC address
fo the E-mail queue (see the Source fields).

4.6 Access the Zyxel Device Using DDNS

If you connect your Zyxel Device to the Internet and it uses a dynamic WAN IP address, it is inconvenient
for you to manage the device from the Internet. The Zyxel Device's WAN IP address changes
dynamically. Dynamic DNS (DDNS) allows you to access the Zyxel Device using a domain name.

[http://zyxel|'oute:'.dyndns.0rg

\

R ——
a.b.c.d
W. X. V. Z.
To use this feature, you have to apply for DDNS service at www.dyndns.org.

This tutorial covers:

e Registering a DDNS Account on www.dyndns.org
* Configuring DDNS on Your Zyxel Device
* Testing the DDNS Setting

Note: If you have a private WAN IP address, then you cannot use DDNS.
4.6.1 Registering a DDNS Account on www.dyndns.org

1 Open a browser and type http://www.dyndns.org.

2 Apply for a user account. This tutorial uses UserName1 and 12345 as the username and password.

3 Loginto www.dyndns.org using your account.
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4 Add a new DDNS host name. This tutorial uses the following settings as an example.

* Hosthame: zyxelrouter.dyndns.org
¢ Service Type: Host with IP address

* |P Address: Enter the WAN IP address that your Zyxel Device is currently using. You can find the IP
address on the Zyxel Device's Web Configurator Status page.

Then you will need to configure the same account and host name on the Zyxel Device later.

4.6.2 Configuring DDNS on Your Zyxel Device

Configure the following settings in the Network Setting > DNS > Dynamic DNS screen.

Select Enable Dynamic DNS.
¢ Select www.DynDNS.com as the service provider.
¢ Type zyxelrouter.dyndns.org in the Host Name field.

* Enter the user name (UserName1) and password (12345).

DNS

Dynamic DNS

Dynamic DNS can update your current dynomic IP into @ hostname. Use the settings to set up dynamic DNS information.

Dynamic DNS Setup

Dynamic DNS @ Enable ) Disable {Settings are invalid when disable)
Service Provider www.DynDNS.com i
Host Name yxeirouter.dyndns.org
Usermame UserName 1
i | sseas ©@
] Enable Wildeard

Apply

Click Apply.
4.6.3 Testing the DDNS Setting
Now you should be able to access the Zyxel Device from the Internet. To test this:

1 Open a web browser on the computer (using the IP address a.b.c.d) that is connected to the Internet.
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2 Type hitp://zyxelrouter.dyndns.org and press [Enter].

3 The Zyxel Device's login page should appear. You can then log info the Zyxel Device and manage it.

4.7 Configuring the MAC Address Filter

Thomas noticed that his daughter Josephine spends too much time surfing the web and downloading
media files. He decided to prevent Josephine from accessing the Internet so that she can concentrate
on preparing for her final exams.

Josephine’s computer connects wirelessly to the Internet through the Zyxel Device. Thomas decides to
use the Security > MAC Filter screen to grant wireless network access to his computer but not to

Josephine's computer.

1 Click Security > MAC Filter to open the MAC Filter screen. Select the Enable check box to activate MAC

Josephine k&
M-
filter function.

Thomas

2 Select Allow. Click Add a new setting to add a new entry. Then enter the host name and MAC address
of Thomas’ computer in this screen. Click Apply.
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MAC Filter

Enable MAC filters and add the MAC addresses of LANM client in your home or office network fo the following table, if you wish o allow
ar deny them to access your network. Sometimes, MAC Filter i considered o method to incregse the security of your network.

MAC Address Filter ble
MAC Resfrict Mode @ Deny
4 Add New Rule
set Host Name MAC Address Delete
1 Thomas 0D - 24 - 21 - AB - IF - of [}

Binote

Crily devices listed here are granted occsss to the netweork

Cancel Apply

Thomas can also grant access o the computers of other members of his family and friends. However,
Josephine and others not listed in this screen will no longer be able to access the Internet through the
Zyxel Device.
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