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Safety Notes

For Installation

B Use only the type of power source indicated on the marking labels.

B Use only the power adapter supplied with the product.

B Do not overload wall outlet or extension cords as this may increase the risk of electric shock or fire. If the
power cord is frayed, replace it with a new one.

B Proper ventilation is necessary to prevent the product overheating. Do not block or cover the slots and
openings on the device, which are intended for ventilation and proper operation. It is recommended to
mount the product with a stack.

B Do not place the product near any source of heat or expose it to direct sunshine.

B Do not expose the product to moisture. Never spill any liquid on the product.

B Do not attempt to connect with any computer accessory or electronic product without instructions from
qualified service personnel. This may result in risk of electronic shock or fire.

B Do not place this product on unstable stand or table.

For Using

B Power off and unplug this product from the wall outlet when it is not in use or before cleaning. Pay
attention to the temperature of the power adapter. The temperature might be high.

W After powering off the product, power on the product at least 15 seconds later.

B Do not block the ventilating openings of this product.

B When the product is expected to be not in use for a period of time, unplug the power cord of the product to

prevent it from the damage of storm or sudden increases in rating.

For Service

Do not attempt to disassemble or open covers of this unit by yourself. Nor should you attempt to service the product
yourself, which may void the user’s authority to operate it. Contact qualified service personnel under the following

conditions:
W If the power cord or plug is damaged or frayed.
B |f liquid has been spilled into the product.
B If the product has been exposed to rain or water.
B If the product does not operate normally when the operating instructions are followed.
W If the product has been dropped or the cabinet has been damaged.
B If the product exhibits a distinct change in performance.
Warning
B This equipment must be installed and operated in accordance with provided instructions and a minimum 20
cm spacing must be provided between computer mounted antenna and person’s body (excluding extremities
of hands, wrist and feet) during wireless modes of operation.
B This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.
Caution
B Any changes or modifications not expressly approved by the party responsible for compliance could void

the authority to operate equipment.
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Before You Use

Before You Use

CHE260 is a DOCSIS 1.0/1.1/2.0 and CableHome 1.0 compliant cable residential gateway that provides high-speed
connectivity to residential, commercial, and education subscribers on public and private networks via an existing
cable infrastructure. CHE260 is equipped with Ethernet, USB and IEEE802.11g Wireless interfaces. CHE260 uses
the advanced PHY (A-TDMA/S-CDMA) technologies to support higher bandwidth in the upstream. CHE260 can
inter-operate with any DOCSIS and CableHome compliant headend equipment. It provides access to local area
networks and word wide Internet as well as the rich management features of CableLabs CableHome 1.1. The data
security secures upstream and downstream communications.

Features

General
[ ] F-Connector for the cable interface

B Four ports 10/100BaseT Ethernet switch with auto-negotiation function and auto-media dependent interface
crossover (MDI-11/MDI-X)

USB Connector for USB 1.1 Network interface
IEEE802.11g Wireless Access Point

Clear LED Display

Plug and Play

CableLabs DOCSIS 1.0/1.1/2.0 Standard Compliant
B Upto 42.88 Mbps downstream and up to 30.72 Mbps upstream

B Frequency agility
B Security with X.509 Authentication / RSA protected Key Exchange / 56 bits DES Data Encryption
B Interoperable with any DOCSIS compatible headend equipment

Two-Way Cable Residential Gateway
Supports IPv4 Routing

Supports Network Address Translation of multiple CPE devices (NAT/NAPT)
ALG supports for over 20 popular applications

Supports Ports Forwarding and Triggering

DMZ Hosting

DHCP Client/Server

IPSec/L2TP/PPTP pass through

DNS Proxy

DNS Server for Private LAN

Dynamic DNS

Virtual Servers for Web, FTP, and Mail

Wireless
B Fully 802.11g Compatible

B Fully 802.11b Compatible
B Upto 54 Mbps Data Rate

Vii
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viii

Auto Channel Selection (Optional)

Support Efficient Power Management conforming to IEEE 802.11 Power Saving Mode

64/128 bit WEP Encryption for Wireless Security

Support Wi-Fi Protected Access (WPA)

IEEE 802.1x Port-Based Authentication with RADIUS Client, support MD5, TLS, TTLS

Support Authentication: Open System, Shared Key

Association Control List (ACL) for Wireless Clients Management (Wireless LAN MAC Filtering)

Firewall

IP Filtering

Stateful Packet Inspection (SPI)

Intrusion Detection for Denial of Service (DoS) attacks
Flexible Parental Control

URL Content Filtering

Configurable Access Policy

Web-Based User Interface Management and Administration
Remote User Access

Logging & Alert

CableLabs CableHome 1.1 Standard Compliant

Support Multiple Provisioning Mode

Address Portal (CAP) — NAT/NAPT

Management Portal (CMP)

DHCP Portal (CDP) — DHCP Client/Server

Naming Portal (CNP) — DNS

Testing Portal (CTP) - ICMP & ECHO

Security Portal (CSP) -Diffie-Hellman / Kerberos Authentication

CH Firewall Function

Management & Maintenance

Support Web pages and private DHCP server for status monitoring
SNMP v1/v2c/v3 Management

Remote secured operating firmware downloading

Reset To Default Settings by RESET Push Button

Syslog (Remote)

Event Log (Local)
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System Requirements

This cable modem equips four ETHERNET ports, wireless and USB interfaces. You can choose either one to connect
to the cable modem. Before installing the CABLE MODEM, please check the following requirements with your
computer.

For Ethernet Connection
€ Windows 98SE/2000/NT/ME/XP operating system or Apple Macintosh series

4 10/100 Base-T NIC (network interface card)

€ Subscribe to a Cable Television Company for cable modem service

For USB Connection
€ Windows 98SE/2000/ ME/XP operating system

€ Available USB port

€ Subscribe to a Cable Television Company for cable modem service

For Wireless Connection
€ Windows 98SE/2000/ ME/XP operating system

€ Wireless LAN card

€ Subscribe to a Cable Television Company for cable modem service

Unpacking

Check the contents of the package against the pack contents checklist below. If any of the items is missing, then
contact the dealer from whom the equipment was purchased.

Cable Modem
RJ-45Cable

USB Cable

Linear Power Adapter
Quick Start Guide
Software CD
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Chapter 1: Overiew

Chapter 1: Overview

Physical Outlook

Front Panel
The following illustration shows the front panel of the CABLE MODEM machine:

-~

L1 JperipkbnoLl |

A5 28 SR SR 0 S e > d) \L 4\ O Internet On/Off
Fd Fd FE FE FA FE FD EFE EW
Eth.1 Eth.2 Eth.3 Eth.4 wLanuse Power DS US Online

LED Indicators
The LEDs on the front panel are described in the table below (from left to right):

LEDs Color | Active Description
E:Ei ~ |Green |op The port is used for connection now.
Off The port is not used for the connection.
\L’JVS'—E?N/ Green | op 802.11g is functional/USB is in function.
Off No 802.11g installed or wireless is disabled from WEB/USB is not active.
Power Green | op The power is on.
Off The power is off.
DS Green | op The channel is ready.
Off The channel is NOT ready.
Blinking Downstream scanning and acquiring SYNC.
us Green | op The channel is ready.
Off The channel is NOT ready.
Blinking Receiving UCD (upstream channel descriptor) to ranging completed from
finished SYNC.
Online Green | Blinking During executing DHCP, downloading configuration file, registration and so
on.
On The power is on and the system is initialization.
Off During DS scanning and acquiring SYNC. After finishing SYNC, receiving
UCD for ranging completed.
Press Button
Internet | Green | On Internet ON-OFF switch on.
On/Off
Button Off Internet ON-OFF switch off.
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Rear Panel

12vDC

RESET Cable

4 3 2 1
I_L Ethernet J—I

Connector | Description

12vDC Power connector

Ethernet 4-1 | Ethernet 10/100BaseT RJ-45 connector
USB USB Connector

Reset Reset-to-Default push button

CABLE F-Connector
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Chapter 2: Installation

This cable modem equips USB, wireless and Ethernet interfaces. You can choose either one to connect to the cable
modem. Go to the section “Installation Procedure for Ethernet Interface”, if your computer has installed TCP/IP and
Ethernet card with 10/100BaseT capability. Go to the section “Installation Procedure for USB Interface”, if your PC
has USB port and the operating system is Microsoft Windows 98/ME/XP or Windows 2000.

Note: You don’t need to do installation for wireless interface.

Installation Procedure for Ethernet Interface

Follow the steps below for proper installation;

1. Connect a coaxial cable (supplied by the local Cable Television Company) to the CABLE connector on the
modem.

Note: To speed up the registration process of cable modem, the coaxial cable should be
connected to the modem prior to the power connector.

2. Connect the RJ-45 Ethernet cable to one of the ETHERNET connector on the modem, connect the other end
with the 10/100BaseT Ethernet port on your computer.

3. Plug the power adapter into the POWER connector of the modem.
4.  Plug the other end of the power adapter into a power outlet.

5. The cable modem will look for the proper cable modem signal in the Cable Television network and process the
initial registration. The cable modem is ready for data transfer after the LED “CABLE” is in solid green.

Note: The Reset button at the rear panel is for maintenance purpose only.
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Installation Procedure for USB Interface

Follow the steps below for proper installation:

1. Connect a coaxial cable (supplied by the local Cable Television Company) to the CABLE connector on the
modem.

Note: To speed up the registration process of cable modem, the coaxial cable should be
connected to the modem prior to the power connector.

Connect the USB cable to the USB connector on the modem.
Plug the power adapter into the POWER connector of the modem.

Plug the other end of the power adapter into a power outlet.

a > DN

The cable modem will look for the proper cable modem signal in the Cable Television network and process the
initial registration. The cable modem is ready for data transfer after the LED “CABLE” is in solid green.

Note: The RST button at the rear panel is for maintenance purpose only.

Connecting the Cable Modem to Your Computer

Below shows the connection between the Cable Modem and your computer.

'_' RF
: s Cables
® l
Cable
splitter

RF
Cables

use * RESET Cable

Connection
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Chapter 3: Software Installation and Configuration

USB Driver Installation

For Windows 98SE/ME

N

o a » w

~

Insert the USB Cable Modem Driver Installation CD into the CD-ROM drive.

Wait for the cable modem is running in the operational state (registration O.K.). Plug the USB cable into your
PC USB port. You will see the next page. Click the Next button.

Select Search for the best drivers for your device and click the Next button
Check Specify a location and browse CD-ROM. Click the Next button.
Select The updated driver... and click the Next button.

Click the Next in the Add New Hardware Wizard Window. The Copying files window opens. After 10 to 20
seconds have passed, the Add New Hardware Wizard Windows reopens.

Installation has been completed here. Click the Finish button.

The system will ask you to restart your computer. Click Yes to complete the installation.

For Windows 2000

1.
2.

Insert the USB Cable Modem Driver Installation CD into the CD-ROM drive.

Wait for the cable modem is running in the operational state (registration O.K.). Plug the USB cable into your PC
USB port. You will see the next page.

Click Next in the Found New Hardware Wizard window.

Select Search for a suitable driver for my device (recommended) in the Found New Hardware Wizard
window, and then click Next.

Select CD-ROM drives in the Found New Hardware Wizard window, and then click Next.

Click Next in the Found New Hardware Wizard window. The system searches for the driver file for your
hardware device.

After the system finds the USB driver, the Digital Signature Not Found window opens displaying a confirmation
message to continue the installation.

Click Yes to continue the installation. The Found New Hardware Wizard window reopens with a message that the
nstallation is complete.

Click Finish to close the Found New Hardware Wizard window. The USB drivers are installed on your PC and

your USB devices are ready for use.

For Windows XP

1.
2.

3.

Insert the USB Cable Modem Driver Installation CD into the CD-ROM drive.

Wait for the cable modem is running in the operational state (registration O.K.). Plug the USB cable into your PC
USB port.

Select Install from a list or specific location (Advanced) in the Found New Hardware Wizard window, and

then click Next.
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4. Select Search removable media (floppy, CD-ROM) in the Found New Hardware Wizard window, and then

click Next.

5. Click Continue Anyway in the Hardware Installation window to continue the installation. The Found New

6.

Hardware Wizard window reopens with a message that the installation has finished.

Click Finish to close the Found New Hardware Wizard window. The USB drivers are installed on your PC and
your USB devices are ready for use.

Uninstall USB Driver

For Windows 98SE/ME

1.
2.
3.

Click “Start” button on your computer’s taskbar, point to “Settings”, and then click “Control Panel”.
Select Add/Remove Programs.

On the Install/Uninstall tab, select USB Cable Modem Adapter from the list box. Click the Add/Remove
button.

A confirmation dialog appears. Click Yes.

A dialog box appears to ask you unplug USB cable, please unplug the cable and click OK.

For Windows 2000/ XP

1
2
3
4
5
6

Click on the Start menu, point to Settings and click on Control Panel.

Select Add/Remove Programs.

Select USB Cable Modem Adapter from the list box.

Click the Change/Remove button.

Click Yes button.

A dialog box appears to ask you unplug USB cable, please unplug the cable and click OK.

Setting TCP/I1P on Client PC

After you successfully complete the network interface card (Ethernet card) installation task, you need to make sure
the TCP/IP communications protocol used by the Ethernet card is installed and correctly configured on your system.

For Windows 98/98SE/ME

1.
2.

3.

Click on the Start menu, point to Settings and click on Control Panel.
The Control Panel window will show up. Double-click the “Network” icon in the Control Panel window.

Windows will appear the Network dialog box. Click “Configuration” tab to bring it to the front, and on this tab,
a list of installed network components appears. Look for an entry that includes TCP/IP-> followed by the
Ethernet card installed in your computer.

The Select Network Component Type dialog box will show up. Click ”Protocol”, and then click ”"Add”.

You will see the Select Network Protocol dialog box. Click “Microsoft” in the “Manufactures:” list, and then
click “TCP/IP” in the “Network Protocols:” list. Click “OK”.

You will be directed back to the Network dialog box, and on the “Configuration” tab, the entry that includes
TCP/IP -> followed by the Ethernet card installed in your computer will appear in the list of installed network
components.

Click TCP/IP -> followed by the Ethernet card installed in your computer, and then click ”Properties”. The
TCP/IP Properties dialog box will appear.

In the TCP/IP Properties dialog box, please follow the directions below: Click “IP Address” tab to bring it to the
front, and then click “Obtain an IP address automatically” on the tab.
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10.

11.

12.

Click “Gateway” to bring it to the front. On this tab, leave the “New gateway:” blank. If there is the entry in the
“Installed gateway:” list, click it and then click “Remove” to remove all installed gateways.

Click “DNS Configuration” tabs to bring it to the front, and click “Disable DNS”, then click “OK” to close the
dialog box.

The Copying Files dialog box will pop up and the system will start copying files from Windows. At the first
time you will be asked to insert the Windows 98 CD-ROM (or diskette) into the CD-ROM drive (or floppy
diskette drive) during the files copying, and follow the instructions when they show up, then click “OK”. It will
prompt another Copying Files dialog box. Please type the command line that Windows 98/ME files located in
the dialog box (For example, D:\win98). Click “OK” to continue the files copying.

Windows will appear the System Settings Change dialog box and ask you if you would like to restart your
computer. Click “Yes”.

For Windows 2000/ XP

1.

Click “Start” button on your computer’s taskbar, point to “Settings”, and then click "Network and Dial-up
Connections”.

The Network and Dial-up Connections window will show up. Double-click “Local Area Connection” icon in the
Network and Dial-up Connections window.

The Local Area Connection status window will show up. Click the “Properties” button.
Click “Internet Protocol (TCP/IP)” and then click “Properties”.

The Internet Protocol (TCP/IP) Properties dialog box appears. Click “Obtain an IP address automatically”. Click
“Obtain DNS server address automatically”. Click “OK” to close the dialog box.

Windows will appear the System Settings Change dialog box and ask you if you would like to restart your
computer. Click “Yes”.

DHCP Server

PC connected to the cable modem can automatically get a private IP address from the DHCP server of cable modem
before cable modem is on line. The following steps will show you how to get an IP address from DHCP server of
cable modem before cable modem is on line.

For Windows 98/98SE/ME

1.
2.

Click “Start”, point to “Run®, and click to open the “Run* windows.

Enter “winipcfg* in the “Open* field. Click “OK*" to execute the winipcfg and show the “IP
Configuration* window.

Select the “Ethernet adapter* to show the IP address. Press “Release” and “Renew* if the PC is not accessing
the Internet. After the cable modem is on line, you need to press the “Release* and “Renew* to get a new IP
address from your ISP’s server.

For Windows 2000/ XP

L.
2.
3.

Click “Start”, point to “Run®, and click to open the “Run* windows.
The Run dialog box appears. Type “cmd” in the “Open” field, and then click “OK” to execute the command.

You will enter the dos mode, type “ipconfig”, press “Enter” on your keyboard, and you will see the IP address
your computer get from the cable modem.

If PC is not access Internet, type “ipconfig /release”, and press “Enter” on your keyboard to release the IP.

Type “ipconfig /renew”, and press “Enter” on your keyboard to renew the IP. You can repeat the steps until your
computer gets the correct IP.

For Apple Macintosh

1.
2.

Click “Apple menu“, point to “Control Panels“, and click “TCP/IP” to open the “TCP/IP” window.

If the iMac gets an invalid IP, select “Using DHCP Server” in “Configure” field. Click the “Close box” at the
upper left corner to close the “TCP/IP” window.
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3.
4.

Click the “Save” in the prompted message box.

You need to wait about 2 minutes and open “TCP/IP” window to see the new TCP/IP status.

Renew PC IP Address

There is a chance that your PC does not renew its IP address after cable modem is on line and the PC cannot access
the Internet. Please follow the procedures below to renew PC’s IP address after the cable modem is on line.

1.
2.

Click “Start“, point to “Run®, and click to open the “Run* windows.

Enter winipcfg in the “Open*” field. Click “OK*" to execute the winipcfg and show the “IP
Configuration* window.

Select the “Ethernet adapter” to show the IP address. Press “Release” and “Renew* to get a new IP address
from your ISP’s server.

Select the “OK*“ to close the IP Configuration window.
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Chapter 4: Access Internet through Cable Modem

For making sure that you can get into Internet successfully, please make sure the following first.
1. Make sure the connection (through Ethernet or USB) between the cable modem and your computer is OK.
2. Make sure the TCP/IP protocol is set properly.

3. Subscribe to Cable Television Company.

Accessing Internet

Once your host PC is properly configured, please proceed as follows:
1.  Start your web browser and type the private IP address of the ADSL Router in the URL field: 192.168.0.1.

2. After connecting to the device, you will be prompted to enter username and password. By default, the username
is cablelabs and the password is admin.

If you login successfully, the main page will appear. From now on the this cable modem acts as a web server sending
HTML pages/forms on your request. You can fill in these pages/forms and apply them to the device.

Outline of Web Manager

The main screen will be shown as below.

Status Wireless —
N Status
-
11, (0],  {e],'BW Connection
This page displays information an the status of the cable madem's HFC and IP network connectivity.
Startwp Procedwre
Procedure  Status  Comment
Acguire Dovmstream Channel In Progress
Connectivity State It Progress Mot Synichrotized
Root Staie In Progress Unlnown
Configuration File
Security Dizabled  Disabled
Downstream Chamnel
Lock Status Mot Locked Modulation unknowt
Channel ID 0 Symbol rate Unlknowen
Dovmstream Frequency Downstream Power -21.9 dBmV
SNR 234 dB
Upstream Charmel
Lock Status Not Locked Modulation QFEK
Channel ID i Symbol rate 0 Ksymiszec
Upstream Frequency Upstream Power &3 dBmV
I | |
Title: It indicates the title of this management interface.
Main Menu: Includes Status and Wireless.
Main Window: It is the current workspace of the web management, containing configuration or status
information.
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Status
Software
This page shows the software information containing the standard specification compliant, software version,
: [~
Status Wireless
N Status
-
11, (0] 0]l Software
This page displays information on the current system saoftware.
[ Sorvare NI . 0 |
Standard Specification Compliant DOCSIS 2.0
m Hardware Version 4.0
Software Version ST5A01.01
Cable Modem MAC Address 00:90:64:ed:ccch
Cable Modem Serial Number 003004 18600030
CM certificate Installed
‘saws
System Up Time 0 days 00h:0%m:13s
Network Access Drenied
Cable Modem IP Address 0.0.0.0
|
& 2004 Thomeson ke, All rights recerved.
|
Connection
This page shows current connection status containing security, boot state, configuration file, downstream channel,
lock status, SNR, channel ID, upstream frequency and so on.
Status Wireless —
N Status
->
11, (0],  {e],'BW Connection
This page displays information an the status of the cable madem's HFC and IP network connectivity.
SarepProcedwre
Procedure  Status  Comment
Acguire Dovmstream Channel In Progress
Connectivity State It Progress Mot Synichrotized
Root Staie In Progress Unlnown
Configuration File
Security Digabled  Disabled
Downstream Chamnel
Lock Status Not Locked Modulation unknowt
Channel ID 0 Symbol rate Unlknowen
Dovmstream Frequency Downstream Power -21.9 dBmV
SNR 234 dB
Upstream Chamnel
Lock Status Not Locked Modulation QFEK
Channel ID i Symbol rate 0 Ksymiszec
Upstream Frequency Upstream Power &3 dBmV
|
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Password

This page allows you to change the user name and password for access into this web page for next time.

User Name:
Password:
Re-Enter Password:

Restore Factory Defaults:

Type in the new user name in this field.

Type in the new password in this box.

Type in the new password again for confirmation.

If you want to restore the factory settings, click Yes and Apply. If not, click No and

Apply.
_ =
Status Wireless
N Status
-
THOMSON Password
This page allows configuration of administration access privileges and the ability to restore factory defaults to the
system.
Tser Mame Icablelaba
| Connection IR BRSUNNNN —
Re-Enter Password I““*‘"’
Eestore Factory Defaults ¢ Tes & Mo
Apply |
|
& 2004 Thomson I, Al Tights reserved.
E=
Wireless
Basic
To set the basic configuration for the wireless features, please click Basic item from the Wireless menu.
Interface: |
Choose Enabled to enable the basic setting. Choose Wireless
DlsabIEd to Close the baSIC Settlng ;T\m-’;;;:gg-lgz‘:ifoﬂﬁqﬂﬂn010‘mﬂ Access Point parameters, including the SSID and channed
Network Name(SSID):
The SSID will be displayed automatically. - .. i
[ sccuity [ Rl L
Closed Network: e [ r—_tm 5
Choose Open to open the network, choose Closed t0 | mrmzm |cwewciea
close the network. o Sapbarlity NeSbsotn:
|
|
. i u

Interface

IEnahIed 'I
130

11
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New Channel:
There are 11 channels that you can choose. Choose Closed Metwork Closed :|'

the one that is suitable for this device.

Current Channel:
The channel that you choose will be displayed in this
field.

Network Authentication:

It shows the status of the network authentication. For
the basic settings, there is no network authentication
adapted.

Wew Charmel:

i

Data Encryption Mode:
It shows the data encryption mode. For the basic
settings, there is no data encryption mode selected.

= = 00O B L) R

- 0

Security - Disabled

For the disabled network Authentication, the settings ~ Wireless

that you can adjust including Data Encryption, Shard £02.11big Privacy

Key Authentication, PassPhrase, Network Key 1-4 This page allows configuration of the WEP keys andfor passphrase
and Current Network Key.

Network Authentication lm
WEA Pre-Shared Key |
TWPA Group Rekey Interval ID—
RADIUS Server IW
RADIUS Port[i12
RADIUS Key |

Data Encryption | WEP [B4-bit) [+

Shared Eey Authenhcahonl(]pen System or Shared Keyj

PassPhrase | Generate WEP Keys I

Wetwork ey 1]
Wetwork Eey 2 [
Wetwork Key 3 |
Network ey 4]
Current Network Eey m

Apply

Data encryption: Tiata B tion [YWEP (Bd-hit) [+
Select the WEP mode for the WEP key function. You e Enctyption O aal) _I

can choose 64-bit or 128-bit for your necessity. If e
you choose Off, the Encryption Keys will not be WVEE (B4 bit)
shown on this page. If selected, data is encrypted WWER (128-bit)

using the key before being transmitted. For example, .
g Y 4 P Auﬂlenticat:lonl[]pen System ar Shared Key ;I

if you set 128-bit in this field, then the receiving ~  “===r=r=sitii ] —r=n =f=0= 0 -
station must be set to use 128 Bit Encryption, and {0 1of
have the same Key value too. Otherwise, it will not Shared Key

be able to decrypt the data.

PassPhrase |22 Generate WEP Keys I
Shard Key Authentication: Network Key 1 [T1o5a1120
The ADSL Router supports two authentication types: Wetwork Eey 2 [420234166
Open System or Shared key, and Shared Key. This Network Key 3 [sEE432 1B
should be considered with the WEP (Wired Wetwork Eey 4 [[47c8a3084
Equivalent Privacy) mechanism. Current Network Key [1 =]
PassPhrase: orly |
You can type in ASCII codes into this field. The
range is from 8 characters to 64 characters. For Current Network Eey I 1= I

ASCII characters, you can type in 63 characters
in this field. If you want to type in 64 characters,
only hexadecimal characters can be used.

Generate WEP Keys:
Click this button to generate the PassPhrase.

Network Key 1 to 4:
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Type the encryption key length and fill out WEP
keys. The system allows you to type in 4 kinds of the
WEP key. For 64-bit WEP mode, the number you
can type is that 5 characters or 10 hexadecimal digits.
As for 128-bit WEP mode, the number you can type
is that 13 characters or 26 hexadecimal digits.

Current Network Key:
Select one of network key (from 1 to 4) that you set
on the Key boxes as default one.

Security — 802.1X
For the 802.1x network Authentication, the settings

that you can adjust including RADIUS Server, Network Authertication |802.1x -]
RADIUS Port, and RADIUS Key. WPLA Pre-Shared KEYI

RADIUS Server: RADIUS Server is a protocol for P4 Group Rekey Interval ID

carrying aL_Jthe_ntlcatlon_, authorization, and RADIUS Server W
configuration information between a Network Access

Server which desires to authenticate its links and a RADIUS Port [1812

shared Authentication Server. Please type in the IP R4DIUS Key |

Address for the RADIUS Server.

RADIUS Port: Except for the IP address of the
RADIUS Server, you have to enter the port number
for the server. Port 1812 is the reserved
RADIUS-authentication port described in RFC 2138.
Earlier AP (RADIUS clients) use port 1945. The
default value will be shown on this box. You can
keep and use it.

RADIUS Key: A RADIUS Key is like a password,
which is used between IAS and the specific RADIUS
client to verify identity. Both 1AS and the RADIUS
client must be use the same RADIUS Key for
successful communication to occur. Type in the
words for the RADIUS Key.

Security - WPA

For the WPA network Authentication, the settings . I—_,
that you can adjust including WPA Group Rekey Hetwork Authentication |\WPA
Interval, RADIUS Server, RADIUS Port, RADIUS WP A Pre-Shared Key |

Key and Data Encryption. WPA Group Rekey Interval ID—
WPA Group Rekey Interval: Type in the time for RADIUS Server 1000

the WAP group rekey interval. The unit is second.

EATDITS Port |1E|12
RADIUS Server: RADIUS Server is a protocol for
carrying authentication, authorization, and RADIUS Key |
configuration information between a Network Access Diata Encryption IAES 'I
Server which desires to authenticate its links and a
shared Authentication Server. Please type in the IP
Address for the RADIUS Server.

RADIUS Port: Except for the IP address of the
RADIUS Server, you have to enter the port number
for the server. Port 1812 is the reserved
RADIUS-authentication port described in RFC 2138.
Earlier RADIUS clients use port 1945. The default
value will be shown on this box. You can keep and
use it.

RADIUS Key: A RADIUS Key is like a password,
which is used between IAS and the specific RADIUS
client to verify identity. Both 1AS and the RADIUS
client must be use the same RADIUS Key for
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successful communication to occur. Type in the
words for the RADIUS Key.

Data Encryption: Select the data encryption for the Data Encryption [AES -
WPA mode. There are three types that you can
choose, TKIP, AES, TKIP+AES. I

TKIP takes the original master key only as a
starting point and derives its encryption keys
mathematically from this mater key. Then it
regularly changes and rotates the encryption keys
so that the same encryption key will be never used
twice.

AES

TRIP+AES |

AES provides security between client
workstations operating in ad hoc mode. It uses a
mathematical ciphering algorithm that employs
variable key sizes of 128, 192 or 256 bits.

TKIP+AES combines the features and functions
of TKIP and AES.

After finished settings, click Apply for activation.

Security — WPA-PSK

For the WPA-PSK network Authentication, the o

. L i ' I ke Auth IWF'A—F'SK -]
settings that you can adjust including WPA Fhworkc Authentication
Pre-Shared Key, WPA Group Rekey Interval, and WP A Pre-Shared Key |
Data Encryption. WEA Group Eekey Interval ID
WPA Pre-Shared Key: Please type the key to be TADTTS Server |D_g_g_g
between 8 and 63 characters, or 64 hexadecimal s p |—
digits. Only the devices with a matching key that you RAD ort [P
set here can join this network. RADIUS Key |
WPA Group Rekey Interval: Type in the time for Data Encryption [AES M|

the WAP group rekey interval. The unit is second.

Data Encryption: Select the data encryption for the
WPA mode. There are three types that you can
choose, TKIP, AES, TKIP+AES.

After finished settings, click Apply for activation.

Access Control
It allows you to set control to the AP and the connected clients.

MAC Restrict Mode: Wireless
Click Enabled to enable this function; click Disabled
. . 802.11b/g Access Control
tO Close thIS functlon. This page allows configuration of the Access Cantrol to the AP as well as status on the
connected clients
MAC Address:

Type in the MAC address of the AP or connected _
clients into this field, then click Apply to add it as an MA;{E::LT:ZID'”“”H'
allowed or denied device.

Connected Clients:

The information of connected clients will be
displayed in this field if its MAC address is typed
above.

Apply
Conmecte Ot | RN ) ISR

Mo wireless clients are connected.
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Advanced

The Advanced wireless setting allows you to
configure the data rates and WiFi thresholds.

Basic Rates:
Choose Minimal or All as the basic rates.

Supported Rates:
Choose Minimal or All as the supported rates.

Beacon Interval:

Set the period of beacon transmissions to allow
mobile stations to locate and identify a BSS. The
measure unit is “time units”(TU) of 1024
microseconds.

DTIM Interval:

The value you set here are used to inform mobile
stations when multicast frames that have been
buffered at the router will be delivered and how often
that delivery will happen.

Fragmentation Threshold:

Set the number of the fragmenting frames to make
the data be delivered without errors induced by the
interference.

Frames longer than the value you set here are
fragmented prior to the initial transmission into
fragments no longer than the value of the threshold.

RTS Threshold:

Set the value for sending a request to the destination.
All the frames of a length greater than the threshold
that you set here will be sent with the four-way frame
exchange. And, a length less than or equal to the
value that you set will not be preceeded by RTS.

54g Mode:

There are five wireless modes for you to choose,
please check the specification of your wireless card
and choose a proper setting.

54g Protection:
Select Off to have none protection; select Auto to
open the 54g protection.

Xpress Technology:
Click Enabled to enable this function; click Disabled
to close this function.

Rate:

It decides the speed of data transmission. There are
several rates provided here for you to choose. Choose
any one of it by using the drop-down menu.

Output Power:
This setting decides the output power of this device.

Wireless

802.11bfg Advanced
This page allows configuration of data rates and WiFi thresholds

Basic Rates W
Supported Rates ,m
BeaconTnterval 100 ms (1.65535)
DTDMInterval 1 s (1.255)
Fragmentaticn Threshold ,W bytes (256.,2346)

RTS Threshold [2347 (0..2347)
S4gMode [BdgActe =]

54g™ Protection m

J{Press™ Technology |Disabled x
Rate m
Cutput Power | 100% =
ey |

Supported Bates

24eT™ Iode  |Adg Auto ;I

Sdn Auto

Sdy Only

54y Performance
54g LRS
802,11k Only

Auto vI

542™ Drotection

18.0 Mbps —
24.0 Mbps
36.0 Mbps =

Auto -

Eate
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Chtput Power
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Chapter 5: Troubleshooting

If the suggested solutions in this section do not resolve your issue, contact your system administrator or Internet
service provider.

Can | use the same cable line for TV and cable modem?

A. Yes, the TV and cable modem uses the cable line. You need a splitter to use them at the same time. Ask Cable
Company to install the splitter for you to avoid signal degradation.

My cable modem cannot get a solid green light on the Status LED when | connect
the cable back.

A. The cable modem lost the signal during the disconnection period and it will keeps scanning other available signal.
When you connect the cable back, it might take a while to find the correct channel. You can power cycle the
modem to speedup the process since modem will remember the channel last time and it will start from that
channel at startup.

Which port of the Ethernet hub should I connect to the modem if | need to connect
multiple PC to the modem?

A. You should connect the modem to the up-link port of the hub. The link LED of the hub will be on.

How do | see my IP address?

A. If you are using Windows 95/98/ME, the winipcfg command will show you to IP address of the PC connected to
the cable modem. Notice that even though you seem get the same address all the time, it may still be a dynamic
address.

Can | just connect the cable modem and two computers to a hub?

A. Yes. You need to make sure you can get two IP addresses from your cable modem service provider. Connect the
modem to the up-link port of the hub.

I have a cable modem. How can I make it work?

A. Basically, modem is plug and play. You can just connect the modem and you are ready to go if you have the
subscription. For ensure good signal for your cable modem, you should ask your cable provider to install the
cable modem for you.

Can | switch between a notebook and PC using the same cable modem? Will there
be a problem to obtain a DHCP IP address?

A. This issue depends on how your cable modem service provider manages the modems. If you are using one of the
cable modem service providers that register your PC based on the MAC address of the Ethernet card in the PC,
then you will have to call them and have them change that entry every time you switch between the two. Ask
them if you have problem on this issue.

Note

Note to CATV System Installer — This reminder provided to call the CATV system
installer’s attention to Section 820-93 of the National Electric Code which
provide guidelines for proper grounding and in particular, specify that the
Coaxial cable shield shall be connected to the grounding system of the building,

as close to the point of cable entry as practical.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses

and can radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
 Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1
This device may not cause harmful interference, and (2) this device must accept any interference received.,
including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority

to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed

and operated with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

" This equipment must be installed and operated in accordance with provided instructions and the
antenna(s) used for this transmitter must be installed to provide a separation distance of at least 20 cm
from all persons and must not be co-located or operating in conjunction with any other antenna or
transmitter. End-users and installers must be provide with antenna installation instructions and transmitter

operating conditions for satisfying RF exposure compliance. "
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