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Chapter 1 - Product Overview

Package Contents

The following items are included in your AirStation package. If any of the items are missing, please
contact your vender.

¢ WZR-DTBOOH ....coreereueeeerneieeiesiesssesssesssesssesssessssssesssesssssssesssessssssssssssssssssesssesssssssessssssssssessssas 1
o AIrSTation SETUP CaArd ..ttt sssssss st ssssessessesssssssssssssssssssessessesens 1
¢ AC QUAPLEN ettt st sss s st sss b ssss s b e s b b s s bbb sssn s s sasnsens 1
© SEANAS s s skt b bR en 2
+ SCrews for Wall-MOUNTING ...t sssaes st sessssssessessassssssassanes 2
¢ LAN CADIE ettt ittt s s bbb bbb s st sansns 1
¢ AITNQVIGATOF CDcceeeeeeeeisisteiseisessessessessessessesssssssssssssssssssssssssssssssssssssessassssssssssssssses 1
¢ QUICK SETUP GUIE.....oueeeeeersireisetsesessississsssasssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssssnns 1
o Warranty STAtEMENT ...t ssssssssesssssessssssssssssssssssssssssssssssssssssssses 1




Chapter 1 Product Overview

Hardware Overview

Front Panel LEDs

1 ) A0SS
I i,
3 I
—_— 4
5 —
1 AOSS button To initiate AOSS, hold down this button until the Wireless LED flashes

(about 1 second). Then, push or click the AOSS button on your wireless
client device to complete the connection. Both devices must be powered
on for this to work.

2 Wireless LED (Blue or Amber)

On: Wireless LAN is enabled.

Randomly blinking: Wireless LAN is transmitting.

2 blinks: AirStation is waiting for an AOSS or WPS security key.
Continuously AOSS/WPS error; failed to exchange security keys.
blinking:

Off: Wireless LAN is disabled.

Note:

Wireless LED is blue  : Security settings have been made for the wireless LAN.

Wireless LED is amber : Security settings have not been made for the wireless LAN.
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Chapter 1 Product Overview

Internet access LED (Blue)

On:
Off:

Router LED (Blue)

On:
Off:

Internet access is available.

Internet access is not available.
Router functionality is disabled.

Router functionality is enabled.
Router functionality is disabled.

Buffalo LED (White or Red)

On (White):
Off:
On (Red)*1:

2 blinks (Red)*2:
3 blinks (Red)*2:
4 blinks (Red)*2:
(

*2
*3

5 blinks (Red)*3:
9 blinks (Red)*2:

Continuously
blinking™:

Power is on.

Power is off.

Booting.

Flash ROM error.

Wired Ethernet LAN error.

Wireless LAN error.

IP address setting error.

System error.

Updating firmware, saving settings, or initializing settings.

*1 Never unplug the AC adapter while the Buffalo LED is blinking continuously.
*¥2  Turn off AirStation first, wait for a few seconds, then turn it back on.

*3  Because the network addresses of both the Internet port (WAN port) and the LAN port are the
same, it is not possible to establish communication. Change the LAN side IP address of the

AirStation.
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Back Panel

10 12

11
14

I

6 Router button This button turns the router on and off. The operation mode is changed
by holding down the button.

7 USB LED (Blue)
On: The USB drive is connected.
Blinking: The USB drive can be removed.

Note: When this LED is blinking, the connected USB drive cannot be used. Remove the connected USB
drive. If the LED continues to blink even after the USB drive is removed, restart the AirStation. Do
not remove the USB drive or turn off the AirStation while the USB LED is on.

8 usB Eject button To dismount a USB hard drive, hold down this button until the USB LED
flashes (about 3 seconds). The USB drive can then be unplugged safely.

9 USBPort Connect the USB drive.
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10 LAN Port

11 Internet Port

12 LAN LED (Green)
On:
Blinking:

13 Internet LED (Green
On:
Blinking:

14 Power button

15 DC connector

Connect your computer, hub, or other Ethernet devices to these ports.
This switching hub supports 10 Mbps,100 Mbps, and 1000 Mbps
connections.

10 Mbps, 100 Mbps, and 1000 Mbps connections are supported.
Note: In bridge/AP mode (router off), the Internet port becomes a
regular LAN port, for a total of 5 usable LAN ports.

An Ethernet device is connected.
An Ethernet device is communicating.

)
The Internet port is connected.
The Internet port is transmitting data.

This button turns the power on and off.

Connect the included AC adapter here.

Bottom

é ~
| [ © 16
' J

16 Reset button

17 Setup card slot

17

To reset all settings, hold down this button until the Buffalo LED turns red
(about 3 seconds). The power must be on for this to work.

This is the slot where the AirStation setup card is stored. The initial
settings for the username, password, SSID, and encryption type are
provided on the card for logging into the configuration interface.
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Right Side

=

AirStation

18 Mounting holes Mounting holes are provided for mounting the AirStation to a
wall. Use the supplied screws in the holes to mount to a wall.
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Chapter 1 Product Overview

Vertical Placement

Attach the stand as shown in the figure below.

——Stand

BUFFALO

Horizontal Placement

The same stand also allows horizontal placement. Install the stand as shown in the figure below.

onA43na
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Chapter 1 Product Overview

Wall-Mounting

Install with the supplied screws in the mounting holes of the AirStation as shown in the figure
below.

85 mm (3.351in.)

(E——5=—-———Mounting holes

AirStation

Screws

| 50 mm (1.97 in.)

—
N
NV

BUFFALD
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Chapter 2 - Installation

Initial Setup

To configure your AirStation, follow the procedure below.

1 Verify that you can connect to the internet without the AirStation, then turn off your modem
and computer.

- Unplug the LAN cable which connects
your computer and modem.

disconnect

computer

3 Plug one end of the LAN cable into your modem and the other end to the AirStation’s
Internet (WAN) port. Turn on the modem.

LAN cable

1) connect

‘ | 2) connect

Internet

AirStation

-13 -



Chapter 2 Installation

4 Turn on the AirStation, then wait one minute.

AirStation

Note : If the power does not turn on even when the AC
adapter is connected, press the Power button on
the rear of the AirStation.

Connect the power supply )
power outlet ‘ 8

5 If using a wired LAN, connect the AirStation LAN port and computer using a LAN cable.
If using a wireless LAN, connect the computer to the wireless LAN by referring to Chapter 4.

AirStation

‘ 2) connect
1) connect
» —
computer
LAN cable

6 Once your computer has booted, the AirStation’s LEDs should be lit as described below:

Wireless On or blinking.

Internet access On.

Router On.

Buffalo White light on.

LAN Green light on or blinking.
Internet Green light on or blinking.

For LED locations, refer to chapter 1.

Note: If the router LED is not lit, hold down the router button for about 3 seconds to switch to
router mode.
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Chapter 2 Installation

7 Launch a web browser. If the home screen is displayed, setup is complete.
If username and password fields are displayed, enter “admin” for the username and
“password” for the password, then click [OK]. Step through the wizard to complete setup.

You've completed the initial setup of your AirStation. Refer to Chapter 3 for advanced
settings.
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Chapter 3 - Configuration

The web-based configuration tool lets you change advanced settings for the AirStation. Don't
change these settings unless you know what you're doing.

Accessing the Web-based Configuration Interface

To configure the AirStation’s advanced settings manually, log in to the web-based configuration
interface as shown below.

1 Launch a web browser.

2 Enter the AirStation’s LAN-side IP address in the
address field and press the Enter key.

Note: The AirStation’s default LAN-side IP address depends on the mode.
In router mode: 192.168.11.1
In bridge mode: 192.168.11.100

If you changed the IP address of the AirStation, then use the new IP address.

Enter “admin”for the username and “password”
for the password and click [OK].

Note: If you forget your password, hold down the
Reset button (page 9) to initialize all settings.
Note that all other settings will also revert to
their default values.
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Chapter 3 Configuration

4 setup Iy - LAN Config m Admin Config

This is the configuration
Wizards & Overview

Sy

( )

Basic Settings

#* Run the Intenet Connection Wizard (Eas
Setup)

i  Makes the basic seftings for

-

mode and wireless communication

== Wireless Encryption (WEPTKIP/AES

-

Internet

== Intemnet Games (Port Forwardin
#  Windows Live (MSN) Messenger
= Wireless Wulticast Rate

MODE Information
Router Made ON

Internet Information
(DHCP Auto Acquisition)
Connection Condition Communicating

Wizards & Overview
Wizards for [Easy Setup] are on
the left.

An oveniew of your AirStation’s
system information is displayed on
the right

Basic Settings
Run Internet Connection Wizard
Easy Setup)

(Easy 1)
This Wizard scans your Internet

Other

= Update AirStation Firmware
> Initialize AirStation

WIRELESS

IEEE 802.11ac/n/a ( Auto / 56ch )

381D BUFFALO-123456_A
Authentication WPAWPA2 mixedmaode - PSK
Encryption TKIP/AES mixedmode

IEEE 802.11n/g/b ( Auto / 11ch )

381D BUFFALO-123456_G

Authentication  WPAMWPA2 mixedmode - PSK
Encryption TKIPIAES mixedmode

ECO Mode
Stalus  Disable Schedule feature

Utilities

Network Services
Language
English

connection and connects to the
Internet Most cable modems will
connect automatically when the
Internet Connection Wizard is run.
DSL modems may require PPPoE
information to connect to the
Internet. If your connection requires
a password o other PPPOE
information, have it ready! Your ISP
can provide this information if you
don't have it

Wireless SSID & Channel{11n300
Mbps Mode)

This Wizard lets you set an SSID
{network name) and chose a
wireless channel for your network.

Wireless Encryption
{WEPITKIPIAES)

This Wizard lets you choose the
type of encryption (WEP/ TKIP/
AES) to use on your wireless
network

Internet

Internet Games (Port Forwarding)

This Wizard lets you set a Static
NAT to play Internet Games.

interface, where most
AirStation settings can be
configured.

Help is always displayed on
the right side of each screen.
Refer to the help screens for
more information on using the
configuration interface.
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Chapter 3 Configuration

Configuration Interface Menus in Router Mode

The menu structure for the AirStation in router mode is as follows. Please refer to the pages listed at
right for explanations of each item.

Main screen Descriptions Page

Internet/LAN

Internet Configure Internet side port and settings. Page 24

PPPoE PPPoE settings (DSL login). Page 25

DDNS DNS settings. Page 28

VPN Server VPN server settings. Page 30

LAN LAN side port configuration. Page 32

DHCP Lease DHCP lease settings. Page 34

NAT Network address translation settings, used to connect LAN side devices | Page 35
to the Internet.

Route Configure the AirStation’s IP communication route. Page 36

Wireless Config

WPS WPS settings and status. Page 37

Basic Configure basic wireless settings. Page 38

Advanced Configure advanced wireless settings. Page 41

WMM Set priorities for Wireless Multimedia Extensions (Wi-Fi Multimedia). Page 42

MAC Filter Limit access to specific devices. Page 44

Multicast Control Configure limits on sending unnecessary multicast packets to the Page 45
wireless LAN port.

AQSS AOSS (AirStation One-touch Secure System) settings and status. Page 46

Security

Firewall Protect your computer from outside intruders. Page 47

IP Filter IP filters for packets passing through the LAN side and the Internet side. | Page 49

VPN Configure IPv6 passthrough, PPPoE passthrough, and PPTP passthrough. | Page 50

Passthrough

LAN Config

Port Forwarding Configure port translation and exceptions for games and other Page 51
programs.

DMz Configure a destination to transfer communication packets without a Page 52
LAN side destination.

UPnP Configure UPnP (Universal Plug and Play). Page 53

QoS Configure priority for packets that require a guaranteed data flow. Page 54
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Chapter 3 Configuration

NAS
Disk Management | View the status and configure of attached USB disks. Page 55
Shared Folder Set the USB disk to use as shared folders. Page 57
User Management | Configure users to access shared folders. Page 59
Shared Service Configure shared folder access. Page 60
Web Access Configure Web Access. Page 61
Media Server Configure a Media Server. Page 63
BitTorrent Configure a BitTorrent client. Page 64
Admin Config
Name Configure the AirStation’s name. Page 66
Password Configure the AirStation’s login password for access to the configuration | Page 67
interface.
Time/Date Configure the AirStation’s internal clock. Page 68
NTP Configure the AirStation to synchronize with an NTP server to Page 69
automatically set the AirStation’s internal clock.
ECO Configure the AirStation’s ECO Mode. Page 70
Network-USB Configure Network-USB from this screen. Page 71
Access Configure access restrictions to the AirStation’s configuration interface. Page 72
Log Configure a syslog server to manage the AirStation’s logs. Page 73
Save/Restore Save or restore the AirStation’s configuration from a configuration file. Page 74
Initialize/Restart Initialize the AirStation or reboot it. Page 75
Update Update the AirStation’s firmware. Page 76
Diagnostic
System Info View current system information for the AirStation. Page 78
Logs Check the AirStation’s logs. Page 80
Packet Info View all packets transferred by the AirStation. Page 81
Client Monitor View all devices currently connected to the AirStation. Page 82
Ping Test the AirStation’s connection to other devices on the network. Page 83
Logout

Click this to log out of the AirStation’s configuration interface.
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Configuration Interface Menus in Bridge Mode

The menu structure in bridge mode is as follows. Please refer to the pages listed at right for

explanations of each item.

Main screen Descriptions Page
LAN Config
LAN LAN side port configuration. Page 32
Route Configure the AirStation’s IP communication route. Page 36
Wireless Config
WPS WPS settings and status. Page 37
Basic Configure basic wireless settings. Page 38
Advanced Configure advanced wireless settings. Page 41
WMM Set priorities for Wireless Multimedia Extensions (Wi-Fi Multimedia). Page 42
MAC Filter Limit access to specific devices. Page 44
Multicast Control Configure limits on sending unnecessary multicast packets to the Page 45
wireless LAN port.
AQOSS AQSS (AirStation One-touch Secure System) settings and status. Page 46
NAS
Disk Management | View the status and configure of attached USB disks. Page 55
Shared Folder Set the USB disk to use as shared folders. Page 57
User Management | Configure users to access shared folders. Page 59
Shared Service Configure shared folder access. Page 60
Web Access Configure Web Access. Page 61
Media Server Configure a Media Server. Page 63
BitTorrent Configure a BitTorrent client. Page 64
Admin Config
Name Configure the AirStation’s name. Page 66
Password Configure the AirStation’s login password for access to the configuration | Page 67
interface.
Time/Date Configure the AirStation’s internal clock. Page 68
NTP Configure the AirStation to synchronize with an NTP server to Page 69
automatically set the AirStation’s internal clock.
ECO Configure the AirStation’s ECO Mode. Page 70
Network-USB Configure Network-USB from this screen. Page 71
Access Configure access restrictions to the AirStation’s configuration interface. Page 72
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Log Configure a syslog server to manage the AirStation’s logs. Page 73
Save/Restore Save or restore the AirStation’s configuration from a configuration file. Page 74
Initialize/Restart Initialize the AirStation or reboot it. Page 75
Update Update the AirStation’s firmware. Page 76
Diagnostic

System Info View current system information for the AirStation. Page 78
Logs Check the AirStation’s logs. Page 80
Packet Info View all packets transferred by the AirStation. Page 81
Client Monitor View all devices currently connected to the AirStation. Page 82
Ping Test the AirStation’s connection to other devices on the network. Page 83
Logout

Click this to log out of the AirStation’s configuration interface.
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Chapter 3 Configuration

Setup

Setup is the home page of the configuration interface. You can verify settings and the status of the
AirStation here.

WM InternetLAN | Wireless Config LAN Config m Admin Config

Wizards & Overview

Logout
. Wizards & Overview
Easy Setup MODE Information
. - Router Mode ON
Basic Settings Wizards for [Easy Setup] are on
> Runthe Internet Connection Wizard (Easy Internet Infon'natl_o_n_ Ll s =
Setup) s re) — An overview of your AirStation's
> Makes the basic settings for communication CETTEETT SETI T SruinlrEy system information is displayed on
mode and wireless communication. the right.
= Wireless Encryption (WEP/TKIPIAES) Basic Settings
[ Check Connection ] [ Refresh ] 9
Internet
Run Int t Connection Wizard
= Internet Games (Port Forwarding) WIRELESS [E;“nsirtr::le,} nn " r
#*  Windows Live (MSN) Messenger IEEE 802.11ac/n/a ( Auto [ 56ch ) This Wizard scans your Internet
; ; o connection and connects to the
== Wireless Multicast Rate SSID o BUFFALO 123455_}\ lnfem et Most cable mode ms will
Other Authentication WPAMWPAZ mixedmode - PSK connect automatically when the
; : Internet Connection Wizard is run.
*+ Update AirStation Firmware Snenpien THIFIES mixedmode DSL madems may require PPFoE
— .A' Siai IEEE 802.11n/g/b ( Auto [ 11ch ) :n{ormztltiltfmto connec:t:tt_o the
nitialize AirStation C nternet. If your cannection requires
S8ID BUFFALO-123456_G a passwaord or other PPPoE
Authentication WPAWPA2 mixedmode - PSK information, have it ready! Your ISP
Encryption TKIPIAES mixedmode can provide this information if you
Wireless SSID & Channel(11n300
Mbps Mode)
This Wizard lets you set an SSID
{network name) and chose a
wireless channel for your network.
ECO Mode Wireless Encryption
Status Disable Schedule feature (WEPITKIPIAES)
This Wizard lets you choose the
type of encryption (WEP] TKIP/
AES)to use on your wireless
netwaork.
Utilities
Internet

Metwork Services
Internet Games {Port Forwarding)

Language This Wizard |ets you set a Static

English E Apply MAT to play Internet Games.

Parameter Meaning

Internet/LAN (LAN Config) Displays the configuration screen for the Internet port and LAN
ports.

Wireless Config Click this button to display the configuration screen for wireless
settings.

Security Click this button to display the configuration screen for security.
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Parameter Meaning

LAN Config Click this button to display the configuration screen to open ports
for games and applications.

NAS Click this button to display the configuration screen for NAS
settings.

Admin Config Click this button to display the configuration screen for
administration settings.

Diagnostic Click this button to display the status of the AirStation.

Easy Setup Enables you to easily configure the AirStation’s network settings

MODE Information
Internet Information

Check Connection

Refresh
WIRELESS
AOSS Setup
WPS Setup
ECO Mode

Network Services

Media Server
Download Manager
Language

Logout

automatically.
This indicates the operation mode of the AirStation.
Displays WAN-side system information for the AirStation.

Click this button to check if the AirStation is connected to the
Internet properly.

Click this button to refresh the current screen.

Displays the current wireless settings.

Click this button to display the AOSS configuration screen.
Click this button to display the WPS configuration screen.
This indicates the operating status of ECO Mode.

Displays the list of the network devices for which information is
provided from the network on the LAN-side.

Displays the status of the media server.
Displays the list of BitTorrent files downloading.
Enables you to select the language you use.

Log out of the configuration interface. If the AirStation does not
communicate for 5 minutes, it will log out automatically.
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Internet/LAN (LAN Config)

Internet (Router Mode only)
Configure the WAN-side port (“Internet port”).

e [EEETETY irtsscony | sty | LaNConts ) Acincont

Internet PPPoE| DDNS| VPN Server| LAN| DHCP Lease | NAT| Route |

Logout

-

Internet Ethernet Settings
Perform Easy Setup (Internet Connection Wizard)
Acquire an IP Address Automatically from a DHCP Server  Configuring your Internet side port:
Use PPPoE Client

ENERENENC]

MNormally, you'll connect the

Method of Acquiring IP Address (© Use IP Unnumbered Internet side port to an external
1 Use This Address netwark such as the internet.
StaticIF Address Method of Acquiring IP Address
SubnetMask | 255 255 255 0 Select one of the follawin 3
methods to acquire an [NTERMNET
To set up PPPoE, click here. gt IP Address. Please ask your
rovider for any other information

about ¥Ic_»ur line format. If you're not
sure which method to choose, try

Advanced Settings selecting Easy Setup. You can
confirm the status of the current
Default Gateway Internet side |P Address on the
System Information screen.
Primary: |4
DNS Name Server Address ) Perform Easy Setup (Internet
Secondary: Connection Wizard)
@ Use Default MAC Address(00:90:4C:08:A0:00) The Easy Setup scans your
Internet MAC Address ~ Internet connection and
) Use This Address determines your internet
connection type. The correct setup
MTU Size of Internet Port 1500 Bytes wizard for your internet connection

is then activated automatically.

Note:

& Auto line determination [Easy -

012 BUFFALO INC. All rights res

Parameter Meaning

Method of Acquiring IP Address Specify how the WAN-side IP address is obtained.
Default Gateway Configure an IP address for the default gateway.
DNS Name Server Address Specify an IP address for the DNS server.

Internet MAC Address Configure the Internet side MAC address.

Note: Configuring an improper MAC address may make the AirStation
unusable. Change this setting at your own risk.

MTU size of Internet Port Configure the MTU value of the Internet port. Values of 578 to 1500
bytes may be entered.
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PPPoE (Router Mode only)
Configure PPPOE settings.

m Tl Wireless Config LAN Config m Admin Config

Internet||PPPoE DDNS| VPN Server| LAN| DHCP Lease | NAT| Route |

Logout
PPPoE Settings i
Default PPPoE Connection Mo Active Session

IP Unnumbered PPPoE Connection Mo Active Session If PPPoE is specified in the
Internet side configuration, you'll

have more detailed setup options
Apply on this page. To specify PFPIgoE as
the Internet side communication
method, on [Internet Setu

m

PPPoE Connection List ntemet Port]. select [PPFoE
Ehent Function] or select [Use IP
Number  Name  Status Unnumbered] .
Connection Settings not Registered Note:
If [Acquire IP address
bl e ianaliak automatically from DHCP server]

or [Manual Setup] is set as the
Intetrhrmésirmaf camn’{ﬁnicagion_d
Preferred Connections methaod, or If something besides
PPPoE was detected when [Easy
No. Name Destination Address Source Address oo araton o s

- i (Evenifitis set, itis notused.)
Mo Preferred Connections are Registered. SR e
- - executed, information set on this
Edit Preferred Connections page may be rewritten.

Default PPPoE Connection =

Parameter Meaning

Default PPPoE Connection If you have registered multiple connection destinations in the
PPPoE Connection List, connection destinations selected here
have priority. You need to configure the route to which PPPoE is
connected to if you don’t use the default settings.

IP Unnumbered PPPoE Connection Select the destination from the PPPoE Connection List which is
used when “Use IP Unnumbered”is chosen for the Method of
Acquiring IP Address (page 24).

PPPoE Connection List Edit PPPoE destination. You can register up to 5 sessions.

[Edit Connection List] Click this button to edit destination settings.
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Parameter

Meaning

PPPoE Connection No.*-Add

This is displayed when [Edit Connection List] is clicked.

Name of Connection
Enter the name to identify the connected destination. You may
enter up to 32 alphanumerical characters and symbols.

Username
Enter the username specified by your ISP for PPPoE certification.
You may enter up to 64 alphanumerical characters and symbols.

Password
Enter the password specified by your ISP for PPPoE certification.
You may enter up to 64 alphanumerical characters and symbols.

Service Name
Fill in this field only if your ISP specifies a Service Name. Leave
blank otherwise. You may enter up to 64 alphanumerical
characters and symbols.

Connection Type
Specifies the timing for the AirStation to connect to your
provider.

Automatic disconnection
Set time to disconnect after communication is stopped when
the connection method is set to [Connection on Demand] or
[Manual]. You can enter up to 1440 minutes.

Authorization
Configure an authorization method with a provider.

MTU Size
Configure the MTU size for PPPoE. Values of 578 to 1492 bytes
may be entered.

MRU Size
Configure MRU (Maximum Receive Unit) for PPPoE. Values of 578
to 1492 may be entered.
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Parameter Meaning

PPPoE Connection No. *-Add Keep Alive
If Keep Alive is enabled, then the AirStation will issue an LCP
echo request once a minute in order to maintain the connection
with the PPPoE. If the server does not respond for more than
6 minutes, the line is recognized as disconnected and the
AirStation will terminate the connection. [Disabled] is the
recommended setting.

Preferred Connections Displays information you have set regarding to the connection
destination route.

[Edit Preferred Connections] Click to edit the connection destination route settings.
Preferred PPPoE Connection -Add Click [Edit Preferred Connections] to display.
Name

The destination to connect by PPPoE if [Destination address] and
[Source address] match. Select the destination registered to the
PPPoE Connection List.

Destination address
When communicating to this address, the AirStation will
communicate with [Name of Connection.]

Source address
When communicating from this address, the AirStation will
communicate with [Name of Connection.]
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DDNS (Router Mode only)

Configure Dynamic DNS settings. Many settings are only available when the appropriate Dynamic
DNS service is enabled.

m InternetLAN R LAN Config m Admin Config

Internet| PPPoE ||DDNS VPN Server| LAN| DHCP Lease | NAT| Route |

Logout

| »

m

Dynamic DNS Settings |
Dynamic DNS Service |Disable ||
Dynamic DNS Setup.

p
Apply Before configuring this settings,

Bou need to sign up for a dynamic
NS semvice provider.

Current Dynamic DNS Information Dynamic DNS Service
Internet Side IP Address 192.168.10.47 e
Domain Name Disabled ou -:’;aﬁ select "DynDNS” or
Status Disabled L

» DynDNS

‘120

Parameter Meaning
Dynamic DNS Service Select a provider (DynDNS or TZO) for Dynamic DNS.
Username Enter the Dynamic DNS username. You may enter up to 64

alphanumerical characters and symbols.

Password Enter the Dynamic DNS password. You may enter up to 64
alphanumerical characters and symbols.

Hostname Enter the Dynamic DNS hostname. You may enter up to 255
alphanumerical characters, hyphens, and periods.

Email Address Enter the email address which is registered to the Dynamic DNS
service. You may enter up to 64 alphanumerical characters and
symbols.

TZO Key Enter the TZO Key which is registered to the Dynamic DNS service.

You may enter up to 64 alphanumerical characters and symbols.

Domain Name Enter the domain name which is registered to the Dynamic DNS
service. You may enter up to 255 alphanumerical characters,
hyphens, and periods.
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Parameter Meaning

IP Address Update Period Specifies the period to notify the dynamic DNS service provider of
the current IP address. For DynDNS, set it between 0 and 35 days.
For TZO, set it between 0 and 99 days. If 0 (zero) days is set, no
periodic update is performed.

Internet Side IP Address The WAN-side IP address of the AirStation’s Internet port. This
address is sent to the dynamic DNS service provider.

Domain Name The domain name assigned by the dynamic DNS Service provider.
The AirStation can be accessed from the Internet using this domain
name.

Status Display the status of dynamic DNS service.
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VPN server (Router Mode Only)
Configure the VPN server.

m Internet/LAN BRUGE EEERS il LAN Config m Admin Config

Internet| PPPoE | DDN$|[VPN Server LAN| DHCP Lease| NAT| Route |

The LAN side IP address is set to 192.168.11.1.

Therefore, a PC conne
to the PC on the LAN.

cted to BUFFALO’s router may be unable to access

The LAN side IP address and DHCP IP address pool should be changed.

Auto Input

LAN Side IP Address

DHCP Server Function
DHCP IP Address Pool

PPTP Server Function
Authorization Type

[Advanced Settings]

Server IP Address

Client IP Address

DNS Server IP Address

WINS Server IP Address
MTU/MRU Value

[ Generate Recommended IP Address ]

IP Address  192.168.11.1

Subnet Mask | 255 255 2550 ||

[ Enable

192.168.11.2 forup to 64 Address(es)
[ClEnable

MS-CHAP2 (40/128-bit Encryption)

@) Auto
Manual

g

@

9l Auto

Manual forup to 5 address(es)

(@)

! LAM IP address ofthe AirStation
Manual

Do Mot Specify

]

PPTP User List

User Name Connection

Condition IP Address Operation

Mo registered users

| Edit PPTP User List

Logout

VPN Server Settings

By using the PPTP server function
it 15 possible to access the

AirStation from the Internet and the
LAN from a Windows PPTP client.

NHote

Ifusing GRE protocol (protocol
no.47) and no.1723 TCP port
filtering, then this function may not
waork correctly.

Also, be aware that if a router on
the Internet side has these
protocols blocked, then this
function cannot be used.

Auto Input

Click this button to generate a
random IP address with a small
possibility of overlapping with IP
addresses of otherla]u lo routers.

LAN Side IP Address

Configure the AirStation's LAN [P
Address. The default is
192.168.11.1_ If you want to
connect the AirStation to an
existing LAN, speci? a unique,
unused I[P Address from the LAN's
range of IP addresses.

Subnet Mask

Select the AirStation's LAN side
Subnet Mask. The default is

255 255 255 0. If you want to
connect the AirStation to an
existing LAN, speci? a unique,
unused [P Address from the LAN's
range of IP addresses.

DHCP Server Function

Enable the DHCP Server here. The
default is enabled. If there is
another DHCP server on the
network, one DHCP server must be
disabled or the IP ranges must be
changed to avoid conflicts caused
%mrlapping DHCP scopes. If
DHCP Server is enabled, confirm
DHCP IP Address Pool doesn't
mrBf existing IP_Addresses in
the LAMN segment.

s

m

-30 -



Chapter 3 Configuration

Parameter

Meaning

Auto Input
LAN Side IP Address

DHCP Server Function

DHCP IP Address Pool

PPTP Server Function
Authorization Type
Server IP Address
Client IP Address

DNS Server IP Address
WINS Server IP Address

MTU/MRU Value

[Edit PPTP User List]

Add new user
Advanced Settings

PPTP User List

Click to generate a random IP address.
Set a LAN side IP address and subnet mask.

Enable or disable the DHCP server, which assigns IP addresses
automatically.

Configure the range of IP addresses to be assigned by the DHCP
server and IP addresses to be excluded from that range. Values
from 1-256 may be entered.

Enable to use a PPTP server.

Select the authentication method for PPTP connection.
Select the server IP address.

Select the IP address range.

Choose the IP address for the DNS server.

Choose the IP address for the WINS server.

Configure MTU (Maximum Transmission Unit) / MRU (Maximum
Receive Unit) between 578 and 1500 which is used during
transmission on PPTP.

Click to edit user information.

Click [Edit PPTP User List] to display.

Username
Enter the username to connect to the PPTP server. You may enter
up to 16 alphanumerical characters and symbols.

Password
Enter the password to connect to the PPTP server. You may enter
up to 16 alphanumerical characters and symbols.

Method of Acquiring IP Address
Select the method to be used to assign the IP address is assigned
to the PPTP client.

Displays the PPTP connection user information.
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LAN
Configure LAN-side and DHCP Server settings.

m Internet/LAN Wireless Config LAN Config m Admin Config

Internet| PPPoE| DDNS| VPN Server|[LAN DHCP Lease| NAT| Route |

Logout

LAN Side Ethernet Settings

L v

IP Address 16811,
LAMN Side IP Address 192.168.11.1

Subnet Mask | 265 265 255 Configure the AirStation's LAN |P
’ E Address, Subnet Mask, and local DHCP
DHCP Server Function Enable Server settings here. Unless you're a
netwarking efjpert, the default settings are
192 168.11.2 forup to 64 Address(es) recommended.
DHCP IP Address Pool )
Excluded IP Addresses: Note
If you have an existing LAN, the
LAN Side IP Address P Address AirStation’s configuration must be
changed to connectto it. Please refer to
{For IP Unnumbered) SubnetMask | 255 255 2550 hers 1o set up your AirStation on an

existing netwark.

DHCP Server Settings [Advanced Settings] LAN Side IP Address

Advanced Settings [ pispl Configure the AirStation's LAN |P
& e Address_The default is 192.168.11.1. If
you want to connect the AirStation to an
pply existing LAM, specify a unique, unused |P

Address from the LAN's range of IP

2000-2012 BUFFALO INC. All rights reserved.

Parameter Meaning

LAN Side IP Address By default, the LAN side IP address is 192.168.11.1 with subnet
mask 255.255.255.0. You may change it here.

DHCP Server Function Enable or disable the DHCP server, which assigns LAN-side IP
addresses automatically.

DHCP IP Address Pool Configure the range of IP addresses to be assigned by the DHCP
server and IP addresses to be excluded from that range. Values
from 1-256 may be entered.

LAN Side IP Address Set an IP unnumbered LAN side IP address.
(For IP Unnumbered) Note: A PC with a normal LAN side IP address and a PC with an IP
Unnumbered IP address cannot communicate each other.

Advanced Settings Check [Display] to display DHCP server advanced settings options.

Lease Period Set the effective period of an IP address assigned by the DHCP
server. Up to 999 hours may be entered.

Default Gateway Set the default gateway IP address for the DHCP server to issue to
clients.
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Parameter

Meaning

DNS Servers
Router mode only

WINS Server
Router mode only

Domain Name
Router mode only

Default Gateway
Bridge mode only

DNS Server Address
Bridge mode only

Set the DNS server IP address for the DHCP server to issue to
clients.

Set the WINS server IP address for the DHCP server to issue to
clients.

Set the domain name for the DHCP server to issue to clients. You
may enter up to 127 alphanumerical characters, hyphens, and
periods.

Set the default gateway IP address.

Set the DNS server IP address.

-33-



Chapter 3 Configuration

DHCP Lease (Router Mode only)
Configure DHCP Exceptions.

m InternetiLAN R irme LAN Config m Admin Config

Internet| PPPoE | DDNS| VPN Server| LAN || DHCP Lease NAT| Route

Logout
DHCP Lease Settings N
Add Client Infermation
Add manual IP address =
IP Address assignment, delete automatic IP
Address assignment or set
MAC Address automatic assignment to manual
Manual assignment
Assign an IP address to specified
MAC address manually.

Up to 256 devices can be
registered for manual assignment.

Current DHCP Client Information

IP Address MAC Address Lease Period Status Customize
192.168.11.2(*) E0:69:952E1FDB 47545 Auto Manual Assignment

Add/Edit Client information

N This area is for adding or editing a
(*) The IP Address of the client that is configuring this AirStation is (192.168.11.2) line.

IP Address

Enter an IP address for manual
assignment.
The default is blank in append a2

Parameter Meaning

IP Address Enter an IP address to lease manually. The IP address should be
from the same subnet as the DHCP scope, but not be within the
range that DHCP is assigning to other devices.

MAC Address Enter the MAC address which identifies the client.

Current DHCP Client Information Displays information for current leases. An IP address which is
leased automatically can be changed to manual leasing by clicking
[Manual Assignment].
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NAT (Router Mode only)

Configure network address translation settings. This enables LAN-side devices to communicate with
the Internet.

o [EETETY wrtssCon sty LAN Conta S| A Cont

Internet| PPPoE| DDNS| VPN Server| LAN| DHCP Lease |[NAT Route

Logout

-

Hetwork Address Translation E|
Address Translation Enable Settings

Log Quiput of Deleied Packets | T Enable Configure address translation to

connect the Internet side to the

Internet.

Address Translation

Parameter Meaning

Address Translation Enable to use Network Address Translation.

Log Output of Deleted Packets Enable to log deleted packets (such as errors) during address
translation.
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Route

Configure the AirStation’s IP communication route.

m Tl Wireless Config LAN Config m Admin Config

Internet| PPPoE | DDNS| VPN Server| LAN| DHCP Lease | NAT||Route

Logout
Routing Information i
Add a Route
Configure Routing Information. 3
o IP Address
Destination Address
Subnet Mask | 2552552560 =
Gateway Add/Edit a Route
Metric 15

This area is for adding or editing a

"

Destination Address
Specify the destination IP address

Routing Information or network address.
If you're entering an IP address as

Destination Address Subnet Mask Gateway Meiric Operation gggtgsagngf Seéci r['{'h’:':tsuhn -
Routing Configuration is not Registered mask. In case of entering a
network address as destination,
specify the network address and -

Parameter Meaning

Destination Address Adds a destination IP address and subnet mask to a routing table.
Gateway Adds a gateway address to a routing table.

Metric The metric is the maximum number of router hops a packet may

take on the way to its destination address. Values between 1 and 15
may be entered. The default value is 15.

Routing Information Manual entries will appear here after being added.
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Wireless Config

WPS
WPS Status and Settings.

e oo TSR |t s i on

[WPs

EaSIc[llac/n/a] Advanced(llacsn~a) | WMM({llac-n-a)
IXsI::Jl Basic(11n-g-b) |Advanced(lln-g-b) |WMM(11n-g-b)

WPS
External Registrar

AirStation PIN 12345670 | Generate PIN

¥ Enable
[¥Enable

Enrollee PIN

WPS Security Information

WPS Status configured

Release

55D BUFFALO-08A000_A

11ac/nia Security WPAWPAZ mixedmode - PSK TKIP/AES mixedmode
Encryption Key 1234567890123
33D BUFFALO-08A000_G

11n/g/b Security WPAWPAZ mixedmode - PSK TKIPIAES mixedmode

Encryption Key 1234567390123

MAC Filter| Multicast Control |

Logout

-

WPS (WiFi Protected Setup)

m

WPS
Configuring WPS
WPS is WiFi Protected Setup

which corresponds to Windows
Connect Now-NET (WCN-NET).
WPS is also known as the Wi-Fi
S|mg|e Configuration Protocal.
function can safely and

easily distribute wireless security
information from an access point
%_.?wStatlon} to the WPS clients.

e WPS device which registers
wireless security information is
called Registrar.

The AirStation has an internal
Registrar built-in it, but can also
use an External Registrar.

The WPS device which receives
the wireless security information
from the Registrar is called
Enrallee.

The default is Enable.

Warning -

2000-2012 BUFFALO INC. All rights reserved.

Parameter Meaning

WPS Enable to use WPS automatic configuration.

External Registrar Enable to accept configure requests from other WPS devices.

Note: Configure requests will not be accepted if AOSS is in use.

AirStation PIN Displays the PIN code of the AirStation. Clicking [Generate PIN]
will generate a new PIN code. This code can be entered into other
wireless devices that support WPS.

Enrollee PIN Enter the PIN code for the other wireless device and click [OK].

WPS status Displays “configured”if all available wireless bands are
configured. Displays “unconfigured” if at least one wireless band is

unconfigured.
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Basic

Configure basic wireless settings from here.

WPs| [Basic(1lac n-a) [RTERE LR 2 Y2 ) B IR E e ] MAC Filter| Multicast Control |
AOSS Advanced(11n/g-b) |WMM(11n-g-b) Logout
Basic Wireless Setting N
(11ac/nialgib)
Wireless Radio Enable
@ Use AirStation's MAC address(BUFFALO-08A000_A) You can set basic configuration
S5ID ® Use: information for your wireless LAN e
il mar:jually here. If encryp_tlilolr; isnot |
: i used, communication will be
Wireless Channel Auto Channel E (Current Channel: 64) estahlisged Just by thhi_s r?lasic
i P, . tup.
High-Throughput Mode  Bandwidth - 11ac/n/a 1300 Mbps Made (80MHz) [ = | (Current: &0 MHz) f:cg&mg;{;ggf'?{:}‘fwé?_ Y
Broadcast SSID 7 There are 2 standards L
Ll o IEEE802.11ac/n/a and
. o - EES02.11n/g/b) for wireless
Wireless Authentication WPAMPAZ mixedmode - PSKE leANs, re1m4:i y%u {ijan perforn'|| setup
t tely.
Wireless Encryption TKIP/AES mixedmode =] e

Wireless Radio

WPA-PSK (Pre-Shared Key). eeessscsssssce
Un-checking "Enable” will disable

Rekey Interval 60 minutes wireless LAN functionality. When
disabled, all wireless functionality,
including broadcasting, is halted.

Apply Default value is enabled.

-2012 BUFFALO INC. All rights reserved.

Parameter Meaning

Wireless Radio Determines whether to allow wireless communication. If this is
unchecked, then no wireless connections will be allowed.

SSID The SSID may contain 1 - 32 alphanumeric characters.

Wireless Channel Sets a channel (a range of frequencies) for wireless connections.
With Auto Channel selected, the AirStation will automatically use
the best available channel.

High-Throughput Mode High-throughput mode uses triple the normal frequency range,
80 MHz instead of 20 MHz. In uncongested areas this can increase
performance. To use High-throughput mode, set the Bandwidth to
80 MHz.

Broadcast SSID If [Allow] is checked, then the AirStation will respond to SSID
searches from wireless devices by broadcasting its SSID. If [Allow] is
unchecked, then the AirStation ignores SSID searches from wireless
devices.
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Parameter

Meaning

Wireless authentication

Wireless encryption

Specifies the authentication method used when connecting to a
wireless device.

You may use any of the following types of encryption:

No encryption
Data is transmitted without encryption. With this setting, anyone
within range can connect to your wireless network and might
be able to access data on the network. Not recommended for
anyone with private data that needs to be kept secure. [No
encryption] can be selected only when [No authentication] is
selected for wireless authentication.

WEP
WEP is a common encryption method supported by most
devices. WEP can only be selected when wireless authentication
is set to [No authentication]. Note that WEP’s encryption is weak,
and networks protected with WEP are not much more secure
than those with no encryption at all. Not recommended for
anyone with private data that needs to be kept secure.

TKIP
TKIP is an encryption method which is more secure than WEP, but
slower. Use an pre-shared key to communicate with a wireless
device.
TKIP can be selected only when WPA-PSK or WPA2-PSK is selected
for wireless authentication.

AES
AES is more secure than TKIP, and faster. Use a pre-shared key to
communicate with a wireless device.
AES can be selected only when WPA-PSK or WPA2-PSK is selected
for wireless authentication.

TKIP/AES mixed mode
TKIP/AES mixed mode allows both TKIP and AES authentication
and communication. This is no more secure than TKIP alone, but
more convenient for some users. TKIP/AES mixed mode can be
selected only when WPA/WPA2 mixed mode - PSK is selected for
wireless authentication.
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Parameter

Meaning

WPA-PSK (Pre-Shared Key)

Rekey interval

Setup WEP encryption key

A pre-shared key or passphrase is the password for your wireless
connections. There are two different formats for a pre-shared

key. Use 8 to 63 alphanumeric characters (case-sensitive) for an ASCII
passphrase, or use 64 alphanumeric characters (0 to 9 and a to f, not case-
sensitive) for a hexadecimal passphrase.

Set the update interval for the encryption key between 0 and 1440
(minutes).

A WEP encryption key (passphrase) may have any of four different
formats. An ASCII passphrase may use either 5 or 13 alphanumeric
characters (case-sensitive). A hexadecimal passphrase may use either 10
or 26 alphanumeric characters (0 to 9 and a to f, not case-sensitive).
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Advanced

Configure advanced wireless settings.

M

j
BSS BasicRateSet  6,12,24 Mbps |~ |
Multicast Rate Auto =]
802.11n Protection [T Enanle
DTIM Period 1
Privacy Separator  [C]Enable
Output Power 100 % [+ |

Wireless Conﬁg ii il I i'llilillir I I III”IiiI“I I Ilir I I |Ill|-—:i| I n'.il I
CEE R e 2] | Advanced(ilac-n-a) fINIIERE e 2ey] MAC Filter| Multicast Control |
Basic(11n-g~-b) | Advanced(lln-g-b) JWMM(11n-g-h)

Logout

Advanced Wireless Settings
(11acinfa/11n/g/b)

Specify Advanced Wireless
Settings.

BSS BasicRate Set

BSS (Basic Senvice Set)
configures the transmission rate of
control communication frames for a
wireless client. Setup choices may
vary with different wireless clients.

Multicast Rate
11ac/n/a -

000-2012 BUFFALO

INC. All rights reserved.

Parameter

Meaning

BSS Basic Rate Set

Multicast Rate

802.11n Protection

DTIM Period

Privacy Separator

Output Power

BSS (Basic Service Set) configures the transmission rate of control
communication frames for a wireless client. Setup choices may vary
with different wireless clients.

Set the communication speed of multi-cast packets.

Enable to use 802.11n protection. 802.11n protection gives priority
to 802.11n devices in mixed mode (11b/g or 11a) networks.

Set the beacon responding interval (1 -255) for which the AirStation
responds to a wireless device. This setting is effective only when
power management is enabled for the wireless device.

If enabled, the Privacy Separator blocks communication between
wireless devices connected to the AirStation. Wireless devices will
be able to connect to the Internet but not with each other. Devices
that are connected to the AirStation with wired connections will
still be able to connect to wireless devices normally.

This sets the output of the wireless signal. Because the wireless
transmission output and signal distance range are nearly
proportional, when the wireless transmission output is reduced,
the signal distance range also becomes shorter.
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WMM

Set priorities for specific communications.

o o 4 (ETESEETY sty LA ont S iminCony inas

Wrs| BRI S L Y] [WMM(11ac/nsa) MAC Filter| Multicast Control |

Aoss Basic(lln-g-b) |Advanced(lln-g-b) |WMM({1l1ln-g-b) Logout
WMM Settings i
WMM-EDCA Parameters L2l
Please do not change the setting usually. Prioritized AirStation
communication for specific
Priority Parameter transactions. This settings
provides some real time
Faor AP For STA communication, which can help
CWmin: 15 15 improve the quallty of VOIP or
other streaming protocols. =
CWmax: 1023 1023
ACBK(LOW  ypen 7 7
TXOP Limit 0 0 WMM-EDCA Parameters
Admission Control: = Disable |E|
It is usually not necessary to
Sl iy change this value.
CWmin: 16 15
CWmax: 63 1023 Priority i
AC_BE (Normal) ) The priunt is ranked (Highest)a :
e 3 3 (High}4 - E< ormal)2 - (L}w 1 for
TXOP Limit 0 0 each packe
Admission Control: = Disable |E| Parameter
For AP Far STA CWmin, CWmax
CWmin: 7 T The maximum and minimum value
: ) for the contention window. The
_ CWmax: 15 15 contention window is used to
AC_VI (High) AFSI: control the frame collision
! : 1 2 Sv?idantﬁe tsysteg’l in IE%ESU%‘IT
— alues that can be inputted: 1-
TXOP Limit: 94 94 39767,
Admission Control: = Disable |E|
For AP For STA AIFSN ]
A Interval of the sending frame. The
CWmin: 3 3 tJhnit d_eﬁdnes a}ime—fs%(si_milar to
: e window value o min,
) CWmax 7 7 CWmax). Lower values define a
AC_VO (Highest) AFSN: 1 2 higher priority as the back-off
' ’ algarithm starts earlier. Values that
TXOP Limit: AT AT can be inputted: 1-15.
Admission Control: == DisahlelZl TXOP Limit

The time for the gueue to obtain
Apply send priority. The minimum value
is 32ms. Large values can send
maore frames at a time. However, -

12 BUFFALO INC. All rights 1
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Parameter

Meaning

WMM-EDCA Parameters

You don't usually need to change these settings. Using the default
settings is recommended.

Priority
The following priorities may be applied to individual
transmission packets: (Highest) 8, (High) 4, (Normal) 2, and
(Low) 1. From the queue, these packets are processed in order of
priority.

CWmin, CWmax
The maximum and minimum value of the contention window.
The contention window is used in the frame collision avoidance
structure performed in IEEE802.11, and generally, the smaller the
value in the window, the higher the probability that the queue
obtains the right to send.

AIFSN
The interval to send frames. The unit of the AIFSN is a slot, just as
the window defined by CWmin and CWmax is. The smaller the
interval of sending frames, the faster the algorithm can restart.
As a result, the priority of the queue is higher.

TXOP Limit
The period of time that the queue can use after obtaining the
right to send. The unit is 32 ms. The longer this time, the more
frames can be sent per right to send. However, the queue may
interfere with other packet transmissions. If TXOP Limit is set to 0
(zero), only one frame can be sent per right to send.

Admission Control
Restricts new frames from interfering with a previous queue. New
packets are prioritized lower until a queue of them is collected. As
the new queue accumulates more packets, its priority increases.
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MAC Filter

Restrict access to specific wireless devices.

Enforce MAC Filtering(11ac/n/a) [C|Enable
Enforce MAC Filtering(11n/g/b)  [CEnable

st v RTIEPY sty LAN Cai s AdinCon st
wrs| B e ) ez Y] | MAC Filter Multicast Control |
AOSS Basic{11ln-g-b) | Advanced{lln-g-b} JWMM{1l1ln-g-h) Logout

F

Wireless MAC Filtering N

Wireless connections to the E
AirStation can be limited to

specific client MAC addresses to
enhance security against

unwanted netwark visitors. When
enabled, only wireless client

Registration List

MAC Address Connection Status
Mo Registered MAC Addresses

Edit Registration List

adapters with registered MAC
addresses will be allowed to
connect to the AirStation. The
wireless MAC filter is ignored while
ADSS is in use.

Enforce MAC Filtering
Eloth 802 11ac/n/a and 802 11nfg/b

000-2012 BUFFALD INC. All rights reserved.

Parameter

Meaning

Enforce MAC Filtering

Registration List

Edit Registration List

MAC Addresses to be Registered

List of all clients associated with this
AirStation

Enable to restrict wireless connections to devices with registered
MAC addresses.

Displays the MAC addresses of registered devices which are
permitted to connect wirelessly.

Adds a wireless device to the list of permitted devices.

Enter a MAC address of a wireless device to permit to connect to
the AirStation. Click [Register] to add that MAC address to the list.

Display the list of all MAC addresses of wireless devices connected
to the AirStation.
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Multicast Control

Configure restrictions on unnecessary multicast packets sent to the wireless LAN port.

st .o [T et LAN Conf S i Cond s

wrs| R L ey L2 Y] MAC Filter |[Multicast Control
Aoss Basi¢(11ln-g-b) | Advanced(1ln-g-b} |WMM(11n-g-h) Logout

Multicast Control

m. | »

Snooping Enable This Setting controls multicast
i i i acket transfers to the wireless
Multicast Aging Time 300 Sec. Pan port.

Snooping

Snoopmg ohserves multlcast

Parameter Meaning

Snooping If enabled, snooping supervises multicast administrative packets
such as IGMP and restricts unnecessary multicast transfers to wired
or wireless ports.

Multicast Aging Time Set the time to hold the data from multicast snooping in the range
of 1 to 3600 (seconds). Enter a value bigger than the IGMP/MLD

query interval.
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AOSS
AQSS Status and Settings.

st v [RTERY sty LAN G A AdinCon st
WPS| EEEEEE e el I e v TR YY) MAC Filter| Multicast Control |
sl Basic(11n-g-b) | Advanced(lln-gsb) JWMM(11ln-g-h) Logout

F

AOSS (AirStation One-Touch =
Secure System)

AQSS is Buffalo’s unique
technology for quickly rminga
ou

7 secure wireless connection.
AOSS Settings can se%AOSh_S's configuration and
. 802.11acinfa AOSS is not active status from this screen.
Encryption Type 802.11nig/b AOSS is nat active
AQSS Button on the AirStation Unit Enable
Apply Click this button to start AQSS.
The AOSS button on top of the

router works the same as this
button. Refer to How to use AQOSS
for more details. -

Parameter Meaning
Initiates AOSS automatic wireless configuration. Click this, then
@ press or click the AOSS button on your AOSS-compatible wireless

client. Repeat for additional AOSS clients.

Click this button to disconnect AOSS connections.
Note: If AOSS connections are disconnected, the SSID and encryption keys
will be restored to their last settings from before AOSS was used.

Encryption type Display AOSS’s Security Level status.

AOSS Button on the AirStation Unit Uncheck to disable the physical AOSS button on the AirStation.

Current Encryption Information Displays the encryption type, SSID, and encryption key configured

(AOSS connection only) by AOSS.

[Random] Click to enter random values for SSID, encryption key, and other
settings.

[KEY base] Click to return the SSID, encryption key, and other wireless settings

to the values on the case sticker.

[Reset] Click to return the SSID, encryption key, and other wireless settings
to their previous values.
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Parameter Meaning

AOSS Client Information Displays AOSS clients connected to the AirStation and information
of the devices which are wirelessly communicated.

AOSS Ethernet Converter Information Displays information about Ethernet converters connected to the
Only displayed if there are AOSS AirStation via AOSS.
Connections

Security (Router Mode only)

Firewall (Router Mode only)

Configure the AirStation’s firewall.

e e L] v con ) i ont | Diostc

[Firewall IP Filter| VPN Pass Thruugh|

Logout
Firewall N
Log Output [T Enanle

m

Limits the type of packets allowed
to pass between the Internet and
LAN. When packets reach the

Enable Basic Rules Number of Packets foe
AirStation, the firewall evaluates
[ Prohibit MBT and Microsoft-DS Routing 0 the packets, and forwards packets
} that don't match any filter to their
Reject IDENT Requests 0 destination. The l—;{irew?rll hI&chks
) unnecessa ackets from the
Block Ping from Internet 0 Internet sidrt-eyapnd prevents leaking

secure information from the LAM

side.

Log Qutput -
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Parameter Meaning
Log Output Enable to output a log of firewall activity.
Basic Rules Enable to use any of the quick filters. Preconfigured quick filters

include:

Prohibit NBT and Microsoft-DS Routing
Enabling this blocks communication using these protocols from
the WAN side to the LAN side or from the LAN side to the Internet.
You can configure this with PPPoE if you select [Use PPPoE Client]
or [Use IP Unnumbered] in Method of Acquiring IP address (page
24), or if Easy Setup identified a PPPoE connection during setup.

Reject IDENT Requests
Enabling this option will answer IDENT requests from the Internet
side with corresponding rejection packets. Enable this option if
you experienced slow transfer speeds for network applications
such as mail, ftp or web browsing. If you have configured transfer
of IDENT requests to the LAN side computer in the address
translation settings (DMZ or TCP port 113), then that setting has
higher priority, and overrides this setting.

Block Ping from Internet
If this is enabled, the AirStation will not respond to pings from the
Internet side. You can configure this with PPPoE if you select [Use
PPPoE Client] or [Use IP Unnumbered] in Method of Acquiring IP
address (page 24), or if Easy Setup identified a PPPoE connection
during setup.
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IP Filter (Router Mode only)

Edit IP filters.

e | et | iresscony [EE Lk Cony | as | cont | gt

Flrewal IP Filter VPN Pass Thruughl

Log Output [ Enable

Logout

IP Filter Settings F

m

Limits the type of packets allowed
to Rlass between the Internet and
LA

The maximum number of rules is
32

Add IP Address Based Filter

Operation | Ignored E
Direction | Intemnet->LAN [~ ]
IP Address Source Address:

If the packet meets one of the
manitoring conditions (see below)
before it is routed, the specified
action will be taken. If multiple
conditions (see below) are met, the
appropriate action will be

performed once the packet meets

—= Destination: the condition.

@ Al Log Qutput
= Checking this box will record [P
L ICHP filtering information to a log. If
Protocol ) Manual Protocol Number: gg:ﬁg? TR ST, T TR
. TCP Port Manual Setting E Specification method A
@ TCP/UDP
Port Number:
Add Rule éﬁg:idlt IP Address Based
IP Filter Information m;s area is for adding or editing a
Source Address

Operation Direction

Destination Address

Protocol Count Customize Operation
Select the action to be performed

The IP Filter has not been configured yet on packets that meet filter criteria
Ignored
top the packet and do not route

Parameter Meaning

Log Output If enabled, IP filter activity is saved to a log.

Operation Specify how to process target packets.

Direction Specify the transmission direction of target packets.

IP Address Specify the sender's IP address and receiver's IP address of the
target packets.

Protocol Select a protocol for target transmission packet.

IP Filter Information

Display the list of IP filters which have been registered.
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VPN Passthrough (Router Mode only)
Configure IPv6 passthrough, PPPoE passthrough, and PPTP passthrough.

m Internet/LAN | Wireless Config [iiani 7] LAN Config m Admin Config

Firewall | IP Filter || VPN Pass Threugh

Logout

VPN Pass Through

m._ | »

IPvE Pass Through [C1Enable Specify VPN Pass Through

PPPOE Pass Through [ |Enanie SE
PPTP Pass Through Enable IPvE Pass Through

Select whether to use IPv6 Pass-
Apply through for address translation.

The default setting is disabled.

Parameter Meaning
IPv6 Passthrough Enable to use IPv6 Passthrough for address translation.
PPPoE Passthrough Enable to use PPPoE bridging. PPPoE bridging lets you

automatically obtain an IP address from your provider for your LAN-
side computer using the PPPoE protocol because PPPoE packets
can pass between the Internet and LAN.

PPTP Passthrough Enable to use PPTP passthrough for address translation.
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LAN Config

Port Forwarding (Router Mode only)

Configure port translation.

m T . LAN Config m Admin Config

Port Forwarding DMZ| UPnP| Qos|

Logout

~

Port Forwarding Settings i
Add Port Forwarding ‘

m

Although the AirStation performs

Group MNew GroupE Group Mame: Address Translation only for
communication which is started
AirStation's Internet [P AddressE fraom the LAN side |, certain

Internet Side IP Address applications, such as network

games, require that you allow
communications from the Internet

Manual IP Address:

O wi side via (Static NAT). Edit the rules

1 ICMP for communicating from outside the

o internal netwark ta the LAN side
Protocol ) Manual  Protocol Number: network device(Static NAT)

carefully, consulting your internet

; — game's documentation as
TCP Port Manual Setting E Specification Method necessag{. Up to 32 rules can be

Port Mumber: registere

LAN Side IP Address 192.168.11.2

@ TCPIUDP

LAN Side Port TCPUDP Port: Add/Edit Port Forwarding

Add You can add new port forwarding

information and edit existing

informatiaon.
Port Forwarding Registration Information
Group
Internet Side IP Address Protocol s You can give a name (group name})

GroUP | AN Side IP Address  LAN Side Port to configired Staic. NAT'S and give
multiple Static S One name
and manage them together.
By giving names to groups, you

an nablel ar [Disable] a

Port Forwarding has not been set up yet

C)2000-2012 BUFFALO INC. All rights reserved.

Parameter Meaning

Group Specify a group name for a new rule to belong to. Select [New
Group] and enter the new group name in the Group Name
field to create a new group. A group name can include up to 16
alphanumeric characters.

Internet Side IP Address Enter the Internet side IP address (before translation) for the port
translation table entry.

Protocol Select the Internet side protocol (before translation) for the port
translation table entry.
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Parameter Meaning

LAN Side IP Address Enter the LAN side IP address (after translation) for the port
translation table entry.

LAN Side Port Select the LAN side (after translation) port number (1 - 65535) for
the port translation table entry.

Port Forwarding Registration Shows current entries in the port translation table.
Information

DMZ (Router Mode only)

Configure a destination to transfer communication packets without a LAN side destination to.

@ Internet/LAN | Wireless Config LAN Config m Admin Config

Port Forwarding [[DMZ UPnP| QoS |

Logout
DMZ Settings b
IP Address of DMZ .
T n . : . L ) IP Address of DMZ
() 1228 ‘I1|I':’BH1ci1ci£ess of the client that is configuring this AirStation Specily the address of a LAN side
is [192.168.11.2] network device to which rejected
communication packets are to be
Apply transferred. When an IP address is
entered for the DMZ. it becomes
possible to access the device at -

Parameter Meaning

IP Address of DMZ Enter the IP address of the destination to which packets which are
not routed by a port translation table are forwarded.
Note: RIP protocol packets (UDP port number 520) will not be
forwarded.
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UPnP (Router Mode only)
Configure UPnP (Universal Plug and Play).

M Internet/LAN | Wireless Config LAN Config m Admin Config

Port Forwarding | DMZ |[UPnP QoS

Logout
UPnP Settings B
UPnPF Enable
Setting up the internet gatewa
Apply function of UPnP: On a PC wh‘{ch
supports UPnP (WindowsXP, etc.),
The AirStation is automatically -

Parameter Meaning

UPnP Enable or disable Universal Plug and Play (UPnP) functionality.
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QoS (Router Mode only)

Configure the priority of packets sent to the Internet.

m Internet’LAN | Wireless Config LAN Config m Admin Config

Port Forwarding | DMZ| UPnP |[ QoS

Logout
QoS Setting B
QoS for transmission to the Internet Enable

QoS is a technology to use the bandwidth
%hthe network mare eflf(ectively. .
; ; en two or more packets arrive at the
Uplink Bandwidth 1000 Kbps same time, the packet with higher priority
is processed first. This can be used to

m

Mo. Enable Application Name Protocol Destination Port Priority give priority to communications that
- require real time processing, such as
1 O ValP UDP[+] high [v] VOIP. |
- O ssh TCP El 2 mediumE QoS for transmission to the Internet
3 i If checked, this gives priority to packets
O telnet cp El 23 medlumE heinlg téansmittt_-zlfihto trL? lnte"é%t]:oWth I
enabled, you will be able to a ur levels
4 B fip TP El 21 low E of inl_creased priority for specific
applications.
s O TCP [»] low  [~] EPiER this is disabled.
]
O TcP [~ low __|~] Uplink Bandwidth
7O TCP [+] low  [+] Specify the bandwidth transferred from this
unit to the Internet in kbps.
8 O TCP El low E The re(ajl uplink bandwidth should be
entered.
If a bandwidth value larger than the real
pely line speed is entered, the uplink bandwidth

will be limited by the line speed.

012 BUFFALO INC. All rights rese

Parameter Meaning

QoS for transmission to the Internet ~ Determine whether or not to prioritize packets sent to the Internet.
Check this box to enable QoS.

Upload bandwidth Specify the upstream bandwidth in kbps from the AirStation to the
internet side. Set the actual value for the upstream bandwidth.

Enable Enable or disable this entry.

application name Enter an application name. Names may use up to 32
alphanumerical characters, double or single tick marks ("),
quotation marks (“), and semicolons (;).

protocol Select either TCP or UDP.

destination Port Specify a destination port from 1 - 65535. If this field is empty, a
random port is selected.
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Parameter Meaning

priority Select high, medium or low. If packets do not qualify for classification
as a type on the list, then their priority is treated as a level between
medium and low.

NAS

Disk management

View the status of and configure attached USB disks.

w Intemet/LAN | Wireless Config LAN Config [JJ%] Admin Config

Disk Management Shared Folder| User Management| Shared Service |
WebAccess | Media Server| BitTorrent| Logout

-

Disk Management

USB Disk Information Disgliys the status of attached =
USE disks and allows you to
Device Disk Assignment Partition Information manage these disks. Information
N for up to four connected USE disks
Fartition is displayed. If the USB disks have
) Format FAT multiple partitions, then the
Kingston DT 100 G2 E:S:ﬂ e t Status Mounted lngtr}tri{?c»ar?smwﬁ?rhghgigﬁégf?e%r.
(Automatic Assignment) | )gedjavailable(%) 1,278,768 / 3,909,808 (33%) {indows compatible primary

) partitions and extended partitions
Operation are recognized.

The possible operations are format

- - and remove USB disk.
l Refresh ] l Re-recognize USB Devices Disk file checking is executed with
a PC.
[Advanced Settings] LI
If several drives or one drive with
Automatic USB Disk Assignment Enable v T s De doteiag T e
FAT Format File Name Character Code | North America (CP437)[=] B e s on et one drive
HDD power-saving function OlEnavle _ _
HDD stop time 10 Minutes Device
Display detected USB disk
Apply identification.

Caution A
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Parameter

Meaning

Device

Disk Assignment

Partition Information

Re-recognize USB devices

Automatic USB Disk Assignment

FAT format file name character code
HDD power-saving function

HDD stop time

Displays information for attached USB disks. Disks are removed
when [Remove] in the Device column is clicked.

A disk number will be automatically assigned to the disk or you can
choose a number. Select a disk number, or select [Do not assign],
then click [Applyl.

Displays the partition information for the selected USB disk. Click
[Format] to format the disk. Note: formatting a disk will erase all
information on it.

Click this to re-scan for connected USB disks.

Check [Enable] to automatically select an attached USB hard disk.
The entire drive will be used as the shared folder. To configure your
disk and share manually, uncheck [Enable].

Select the character code for filenames in FAT formatted partitions.
Click [Enable] to enable power saving mode.

Powers down the drive after this duration of time.
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Shared Folder
Configure a USB disk for use with shared folders.

@ Internet’LAN | Wireless Config LAN Config %] Admin Config

Disk Management || Shared Folder User Management| Shared Service |

WebAccess | Media Server| BitTorrent| Logout
Shared Folder Settings i
Shared Folder Settings
— Settings for using the whole USB
Limits |Z| disk as shared folder. The shared
: folder name is set to diskX_ptY(X:
Read/Write Read-only No access ?‘ihSk nhumt:jegé par}‘;ition nug]her}_d i
i e share er that can be use 1
Access Limits ﬁi’; Robin guest for Media Server is only disk1_pt1.
Access Limits
Sets the access permissions by
user name. The default is "No

WebAccess  [¥]sccess Limis LT

and "Mo access”

WebAccess

Parameter Meaning

Shared Folder Name* Enter a name for the shared folder. Up to 18 alphanumeric
characters, spaces, hyphens (-), and underscores (_) may be used.

Shared Folder Description*® Enter a description of the shared folder (optional). Up to 75
alphanumeric characters, spaces, hyphens (-), and underscores (_)
may be used.

Disk Partition Area* Displays the partition area, format type, and the capacity of the USB
disk.

Disclosed to* Check the functionality that you want to support. Win/Mac OS

(Samba NAS), Web Access, Media Server, and/or BitTorrent may be
checked. Only one folder may be chosen for either Media Server or
BitTorrent functionality.

Access Limits If access limits are enabled, use the arrows to move highlighted
users between the columns for [Read/Write], [Read-only], or [No
access] privileges.
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Parameter Meaning

Web Access You may also select to enforce access limits on users accessing
through Web Access by checking the Access Limits checkbox.
Users will have the same access levels as assigned above. If Access
Limits is not checked, then all users accessing the shared folder via
Web Access will have [Read only] access..

Shared Folder Registration Displays information about the shared folder.
Information*

*This is not displayed when Automatic USB Disk Assignment (page 56) is used:

The following shared folder settings are used when Disk Management is activated:
« All folders: Access limits in effect.
« Shared Folder/ Web Access: All folders are shared.
+ Media Server/BitTorrent: The first folder is shared.
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User Management

This screen lets you add users to the access list with the ability to access shared folders.

w Internet/LAN | Wireless Config LAN Config [ 161 Admin Config

Disk Management| Shared Folder |[User Management Shared Service |

WebAccess | Media Server| BitTorrent] Logout
User Management b
Add User
User Hame
User Name Sets the user names that will have |=
a{:{é%sas I‘;p s?ar:ed folders. From 1
to -bit alphanumeric
Password ) characters, E " "and"." can be
(confirmation) used. Symbols cannot be used as
. the first character. 4
User Description The maximum number of users
that can be registered is 16.
Add

Password

Sets the Eassword necessary to
access shared folders. From 1 to
20 8-bit alphanumeric characters,

. : and "_" can be used. "-" cannot
No. User Name User Description Operation be used as the first character. For

— guest Built-in account for guest access to the system — Windows 983E, 98 and 95 up to
14 8-bit alphanumeric characters

1 John office can be used. For Mac OS, up ta

eight 8-bit alphanumeric characters
i ; can be used. There is a possibility
S nome that shared folders will become
3 Robin guest inaccessible.

User Description

Current Users

Parameter Meaning

Username Enter the name of a user to be given access to the shared folder. Up
to 20 alphanumeric characters, space, hyphens (-), and underscores
(L) may be used for each user. Up to 16 users may be entered.

Password Enter the user’s password. Use of the same password that
they use to log into their computer is recommended. Up to 20
alphanumeric characters, spaces, hyphens (-), and underscores
(L) may be used. For Windows 98SE/98/95 users, up to 14
alphanumeric characters may be used. Mac OS users may use up
to 8 alphanumeric characters. If you enter a longer password than
your users can use, then they will not be able to access the share.

User Description Describe the user (optional). Up to 75 alphanumeric characters,
spaces, hyphens (-), and underscores (_) may be used.

Current Users Lists current users, including “guest”. Guest is a built-in account
that cannot be changed or deleted.
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Shared Service

Assign AirStation and workgroup names to access shared folders.

M Internet/LAN | Wireless Config LAN Config [{1:X] Admin Config

Disk Management| Shared Folder| User Management|| Shared Service

WebAccess | Media Server| BitTorrent| Logout
Shared Services N
Shared Folder Enable Shared Folder 3
AirStation Name AP00904C08AD00 This option allows you to make a

USB disk available on your local
network. The default setting is

AirStation Description Enabled.”

B WORKGROUP You may S'J;ecify access to shared

|z| folders as follows:
Example
‘-.‘»192.!?58.11.1

Apply &PA address of the AirStation)
PRG0N

(AirStation Mame in 15 characters
or less)

Windows Client Language | North America (CP437)

[Shared Service]
AirStation Name

Sets the AirStation Name. Same
as [Admin Config] - [N

Shared Service Enabled

Parameter Meaning
Shared Folder Enable to make a USB disk available on your local network.
AirStation name Rename your AirStation if desired. Up to 15 alphanumeric

characters, space, and hyphens (-), may be used. The AirStation
name is also used as the hostname that will be used with the
shared service. The shared service may not be available if you use
over 15 alphanumeric characters in your AirStation’s name.

AirStation Description Describe the AirStation (optional). Up to 48 alphanumeric
characters, space, hyphens (-), and underscores (_) may be used.

Workgroup name Enter your workgroup name. Up to 15 alphanumeric characters,
space, hyphens (-), underscores (_), and periods (.) may be used.

Windows Client Language Select the language to be used by the Windows client.
Shared Service Displays the status of the USB disk that is used with the shared
service.
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Web Access

The screen to configure Web Access.

m Internet’LAN | Wireless Config LAN Confiy Q] Admin Config

Disk Management| Shared Folder| User Management| Shared Service |

[WebAccess Media Server| BitTorrent| Logout
WebAccess T

WebAccess [CEnable WebAccess 3
WebAccess Display Languaage | English Sets whether or not to use the

piay guag Dngls E WebAccess lerm‘}iolp.The default
HTTPS/35L Encryption Enabl setting is enabled. If set to

S navie disabled, then shared folders are

Auto E not made public.

WebAccess External Port Port Numbar 19000
ortumber: | VUV WebAccess Display Language
Use BuffaloNAS_com registration function E Sets the language used to display

DNS Service Host Name BuffaloMAS.com name the WebAccess functions. The

default is "English.”
BuffaloMNAS.com key
HTTPS/SSL Encryption
Apply Sets whether or not to use S5L
encryption for safer transfers (Uses

https instead of http). The default
setting is "Mot used.”

[WebAccess Status]

WebAccess External Port
WebAccess Cannot be used (The WebAccess function is setto "Notused.”)

Configures the external port for the
External Port Status Disabled WebAccess interface. The default
ggtﬂt&]ﬂg is [Auto] and the value is

BuffaloNAS com Mot registered

Parameter Meaning

Web Access Check [Enable] to use Web Access.

Web Access Display Language Set the language to be used with Web Access.

HTTPS/SSL Encryption Check [Enable] to use SSL encryption for protected data transfer.
Web Access External Port Automatically sets the external port used for Web access. To select

the port manually, select [Manual].
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Parameter

Meaning

DNS Service Hostname

Web Access

External Port Status

BuffaloNAS.com

Sets the DNS Service Hostname when the Web access function

is activated. Select [Use BuffaloNAS.com registration function]

to use the Web access function easily. You'll have to configure

a [BuffaloNAS.com name] and [BuffaloNAS.com key] to use
BuffaloNAS.com. 3 - 20 alphanumeric characters, spaces, hyphens
(-), underscores (_) and period (.), may be used in the BuffaloNAS.
com name. 3 - 20 alphanumeric characters, spaces, hyphens (-),
underscores (_) and period (.), may be used in the BuffaloNAS.com
key.

Note: The registered name is deleted from the server if the AirStation is
disconnected from power, even for a moment.

Displays the status of web access.
Displays the status of the external port.

Displays the status of BuffaloNAS.com.
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Media Server
Media Server settings.

m Internet/LAN | Wireless Config m i) Admin Config

Disk Management| Shared Folder| User Management| Shared Service |

WebAccess || Media Server BitTorrent Logout

Media Server

Media Server [|Enable
Media Server

Apply Selects whether or not to use the

Media Server function. The default
is disabled.

[Status]

Status Disabled [Status]

[ Refresh ” Update Database ] Status

Disilays the Media Server status. -

Parameter Meaning
Media Server Enable to use the media server.
Status Displays the status of the media server.
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BitTorrent

Configure the BitTorrent client.

m Internet’LAN | Wireless Config LAN Config BI%] Admin Config

Disk Management| Shared Folder| User Management| Shared Service |

WebAccess | Media Server |[BitTorrent Logout
BitTorrent B
BitTorrent Function  [T] Enable BitTorrent Function 1
Aut Allows you to enable/disable the r
External Port Number - =] BitTorént function. The default
Port Number | 9002 setting is disabled.

You can get downloaded BitTorrent

files via shared folder or

i WebAccess function. Please

[Advanced Settings] configure the folder setting from
"Disclosed to" of "Shared Folder”

Enable Bage_ )
. - ; ownloaded files are stored in
Bandwidth Restriction ~ Maximum Download Speed 1000 KBis bittorrent folder on the USB disk.

Maximum Upload Speed 200 KBis gu;gﬂ?fuggq LA S IR

disk1_pt1/bittorrent
Automatic USB Disk Assignment
PRIy ! i
is set to [Do not use] : shared
folder name/bittorrent.

- - - If you use BitTorrent, transmission
’ Download Manager ] ’ Delete BitTorrent information quality may be degraded or the
response of the configuration
screen may become slow.

[BitTorrent Status] Caution

BitTorrent Status Mot Available (specified disk’s file system does not support BifTorrent. ) Bit Torrent can be only used when
: : XFS is used as a format on USB

BitTorrent External Port Status Disable drive.

Parameter Meaning

BitTorrent Function Enable to use the BitTorrent client. If the BitTorrent client is
enabled, overall communication performance may decrease and
settings screens may respond slower. If that happens, reformat the
USB disk with XFS. That may help performance.

External Port Number Select an external port number.
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Parameter Meaning
Bandwidth Restriction Set a bandwidth limit for BitTorrent.
[Download Manager] Displays the BitTorrent download manager screen. Add a torrent,

then click [Add] to download the file(s).

[Delete BitTorrent information] Deletes all files, including the torrent files and files which are
currently downloading. Downloaded files are not deleted.

BitTorrent Status Displays the status of the BitTorrent client.

BitTorrent External Port Status Display the external port status of the BitTorrent client.

You can download the latest Windows BitTorrent client from www.bittorrent.com.
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Admin Config

Name

Configure basic AirStation settings.

m Internet’LAN | Wireless Config LAN Config m Admin Config

Name Password| Time/Date | NTP| ECO| Network-USB | Access| Log| Save/Restore
Initialize/Restart| Update | Logout

s

AirStation Name T

AirStation Name AP00904C08A000 AirStation Name
- - This can be used to assign a
List Metwork Services Enable specific descriptive name for the
AirStation.

The AirStation name may be up to
64 alhanunl'nlenc characters in L

Parameter Meaning

AirStation Name Enter a name for the AirStation. Names may include up to 64
alphanumeric characters and hyphens (-).

List Network Services Enable or disable this to display the computers and devices on your
network with their supported services.
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Password

Configure the password to log in to the AirStation’s configuration screen.

e et AN, i Conty sty LA Conts i [T

'Name |[Password Time/Date| NTP| ECO| Network-USB | Access| Log| Save/Restore

InltlallzefRestartl Update | Logout

s

AirStation Administrator
Password E|

Administrator Name admin (fixed)

T YTIII ) Administrator Name

Administrator Password - This is the user name used to log
g (Confirm) into the AirStation’s configuration
screens. It cannot be changed

from "admin .

Administrator Password -

Parameter Meaning
Administrator Name The name of the Administrator account is “admin”.
Administrator Password The Administrator password may contain up to 8 alphanumeric

characters and underscores ().
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Time/Date

Configure the AirStation’s internal clock.

Internet/LAN Wireless Config LAN Config m Admin Config Diagnostic
Name | Password |[ Time/Date NTP| ECO| Network-USB| Access| Log| Save/Restore |

Initialize/Restart| Update | Logout
Time/Date b
NTP is enabled. Changes made to time and date settings may be overwritten by the NTP H
server when it syncs. Set the AirStation's internal
clock. Set the internal clock
Local Date 2012 Year3  Month 28  Day manually-
Local Time 3 Hour 38 Minute 18 Seconds CHIE
The AirStation’s internal
Time Zone (GMT-06:00) Central Standard Time: CST E clockis resetto its default
setting whene_verpowlerls
DST(Daylight Saving Time) |USA (From Second Sunday in Mar to first Sunday in Nav) [=] gﬁg;gg%ause it doesn't have
However, the AirStation may
’ Apply ] [ Refresh ] ’ Get Current Time from your PC be configured to adjust its

clock automatically even
when rebooted by

Parameter Meaning

Local Date You may manually set the date of the AirStation’s internal clock.
Local Time You may manually set the time of the AirStation’s internal clock.
Time Zone Specify the time zone (offset of Greenwich Mean Time) of the

AirStation's internal clock.

DST (Daylight Saving Time) You may configure the AirStation to automatically use DST
(Daylight Saving Time). If selected, the AirStation will automatically
adjust the time at the beginning and end of DST.
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NTP

Configure an NTP server to automatically synchronize the AirStation’s internal clock.

w Internet/LAN | Wireless Config LAN Config m Admin Config

Name | Password | Time/Date |[NTP ECO| Network-USB| Access| Log| Save/Restore |
Initialize/Restart| Update | Logout

NTP

i »

MTP Functionali Enahl
1y i If an NTP server is configured, the

NTP Server time_nist.gov AirStation will access the specified
NTP server and adjust its internal
Update Interval 24 haours clock to conform with the NTP
sever's time. NTP is an acronym
of Network Time Protocol. An R{ITF'
Apply server distributes accurate time to
network devices. -

Parameter Meaning
NTP Functionality Enable to use an NTP server. The default is Enabled.
NTP Server Enter the name of the NTP server as a hostname, hostname with

domain name, or IP address. Up to 255 alphanumeric characters,
hyphens (-), and underscores (_) may be used. The default is “time.
nist.gov”.

Update Interval How often will the AirStation check the NTP server for the correct
time? Intervals of 1 - 24 hours may be set. The default is 24 hours.
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ECO

Configure Eco mode from this screen.

m Internet/LAN

Name| Password| Time/Date| NTP|[ECO Network-USB| Access| Log| Save/Restore |

Initialize/Restart| Update |

Schedule Feature [ Enable

Weekly Schedule

00 02 04 06 08 10 12 14 16 18 20
Sun

Mon
Tue
Wed
Thu
Fri
Sat

Mormal [l Sleep User Define

Operational Mode | Normal E
Start time 0:00 [~ |

Register Schedule Endtime 0:30 [~ |

The day of week Sun Mon Tue Wed Thu Fri Sat
E B B B B E

22

User Define Mode Settings

LED of [+]
User Define Mode  Wired LAN ECO (Slow operation}E
Wireless LA |OF [ =]

Wireless Config LAN Config m Admin Config Diagnostic

Logout

ECO

Conﬁ%re ECO Made. Enabling
ECO Mode will put it in energy
save operation according to
Weekly Schedule.

The HDD power-saving function is

set by [NAS]-[Disk Management].

Schedule Feature

Selecting "Enable” will enable

ECO Mode and change the

operation mode according to
eekly Schedule.

The default is disabled.

Note:

e The Operational Mode is
changed even during
communicating atthe time set
inthe weekly schedule. Please
note that communication may
be disconnected in such a
case.

* ADSS does notwork during
ECOQ mode ifthe Operational
Mode is not “normal”.

e Pressing and holding AOSS
button on the main unit while
the Operational Mode is not
Mormal can temporarily recover
it to "Mormal”.

Weekly Schedule

Register Weekly Schedule_ If you

want to change the Operational

Mode you have registered,

overwrite a period of time you want

Tﬂc::dhange in the new Operational
e.

Register Schedule
Operational Mode
Select the Operational Mode.
The default value is "Normal”.

Normal
Does not perform energy saving
operation.

Sleep

Fs

m
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Parameter Meaning

Schedule feature Enable to schedule Eco Mode. If Eco mode is enabled, AOSS will
function only when the AirStation is in Normal operating mode.

Weekly schedule Graphically displays the configured schedule.

Register schedule Configure operational mode for time periods in the weekly
schedule. If User Defined mode is chosen, configure it below.

User Defined Mode Individual power saving elements may be configured for User
Defined mode.

Network-USB

Configure Network-USB from this screen.

m Internet/LAN | Wireless Config LAN Config m Admin Config

Name | Password | Time/Date| NTP| ECO |[Network-USB Access| Log| Save/Restore |

Initialize/Restart| Update | Logout
Network-USB N
MNetwork-USB Enable : H
- - : When you want to increase
Use multifunction Printer Enable erformance and disable the MAS
etwork Share, un-check the

“Enabled” option.
Apply Dotault 15 obabled.

Parameter Meaning

Network-USB Network-USB allows sharing USB devices connected to the
AirStation from multiple computers on a wired or wireless LAN.
Disable to reduce the impact on the NAS and other functions,
improve performance, or for security reasons.

Use multifunction Printer This uses a multifunction printer supporting mass storage classes
as a printer. Disable if using as a NAS instead.
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Access

Restrict access to the AirStation’s configuration interface.

m Internet/LAN | Wireless Config LAN Config m Admin Config

Name | Password | Time/Date| NTP| ECO| Network-USB |[Access Log| Save/Restore |
Initialize/Restart| Update | Logout

-

Management Access
Log Output [|Enable

m

You may prohibit management of
the AirStation in specific

Enable Management Access Mumber of Packets circumstances. Enabling any of
these limitations will prevent
= Prohibit configuration from wireless LAN 0 changes being made to the
o ) ) AirStation’s settings from PCs that
[l Prohibit configuration from wired LAM 0 meet the listed limitation criteria.

Mote that checking all of these
boxes at once will make it very

difficult to make future changes to
Internet Side Remote Access Setting the AirStation's settings. ?

Enable Management Access

[ Permit configuration from wired Internet Log Output
Checking this box will record

Apply “Management Access" information

to a log. Logging is disabled by
default. -

Parameter Meaning

Log Output Enabling outputs a log of changes to access settings.

Prohibit configuration from wireless  If enabled, prevents access to configuration interface from

LAN wirelessly connected devices (only wired devices may configure).
Prohibit configuration from wired If enabled, prevents access to configuration interface from wired
LAN devices (only wirelessly connected devices may configure).
Permit configuration from wired If enabled, allows access to configuration interface from network
Internet devices on the WAN (Internet) side.

Permitted IP address Displayed only if Internet side configuration is enabled. Enter the

IP address of a device that is permitted to configure the AirStation
remotely from the WAN (Internet) side.

Permitted Port Displayed only if Internet side configuration is enabled. Set a port
number (1 - 65535) to configure the AirStation from the WAN
(Internet) side.
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Log
Transfer the AirStation’s logs to a syslog server.

M Internet/LAN | Wireless Config LAN Config m Admin Config [RIEGLGETS

Name | Password | Time/Date | NTP| ECO| Netwerk-USB | Access |[Log Save/Restore |
Initialize/Restart| Update | Logout

-~

Syslog Setup
Log Transfer [|Enable =
Syslog transfers the AirStation’s

Sysiog Server log information to a syslog server.

[¥] Address Translation V1P Filter

) . Log Transfer
[¥] Firgwall [¥] PPPoE Client Checking [Enable] will instruct th
: : ecking [Enable] will instruct the

[¥] Dynamic DNS [¥IDHCP Client AirStation to transmit log

DHCP Server ¥ soes information to a deslog semver. The
Logs : i _— default is disabled.

[V wireless Client V] Authentication

Setting Changes System Boot Syslog Server

NTF Client M wired Link The characters you can enter are

System half-byte alphanumeric characters,

and the symbols of "-" and ".". You
can enter up to 255 characters.

[ Apply ] [ Select Al ] [ Clear Al ] Strings starting from "." or ending
with "." cannot be set.
0 fa” |

Parameter Meaning
Log Transfer Enable to send logs to a syslog server.
Syslog Server Identify the syslog server by hostname, hostname with domain

name, or IP address. You may enter up to 255 alphanumeric
characters and hyphens (-).

Logs Choose which logs will be transferred to the syslog server.
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Save/Restore

Save AirStation settings as a file and restore from them later.

Internet/LAN Wireless Config LAN Config m Admin Config Diagnostic

Name | Password | Time/Date | NTP| ECO| Network-USB | Access| Log |[ Save/Restore
Initialize/Restart | Update |

Save Current Settings

[T] Encryptthe configuration file with a password

Logout

Save/Restore AirStation
Settings

>

Save Current Settings

Once you've got your AirStation

Backup file set up'the ur:ray you want % you
: : may save the current configuration
Restore Configuration from Backup File of the AirStation to a file m? the PC
[ Enter password that you're using for configuration.

Note: i

Parameter Meaning

Clicking [Save] will save the current configuration of the AirStation
to afile. If the [Encrypt the configuration file with a password]
option is checked, then the configuration file will be password
protected with the password.

Save current settings

Restore Configuration from Backup Restore the configuration of the AirStation from a saved

File configuration file by clicking the [Browse...] button, navigating
to the configuration file, and then clicking [Restorel]. If the
configuration file was password protected, then put a check next to
[Enter password], enter the password, and click [Restore].
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Initialize/Restart
Initialize or restart the AirStation.

e s | Wi ont Sy Lo ot 1 TSR

Name | Password | Time/Date | NTP| ECO| Network-USB| Access| Log| Save/Restore |
[ Initialize/Restart Update Logout

-

Initialize/Restart
This reboots your AirStation.

I

Restart

This reboots your AirStation.
This will restore your AirStation to the factory default settings.

Initialize: I Settings affected:
il By Restarting will reset the clock to

default time.

Parameter Meaning
Restart Click [Restart Now] to restart the AirStation.
Initialize Click [Initialize Now] to initialize and restart the AirStation.
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Update

Update the AirStation’s firmware.

m Internet/LAN | Wireless Config LAN Config m Admin Config ol il

Name | Password | Time/Date | NTP| ECO| Network-USB | Access| Log| Save/Restore |

Initialize/Restart || Update

Logout

s

Firmware Update

Fliiziz WZR-D1800H Ver.1.86
Version Update the AirStation’s firmware. £
@ Specify Local File
Update Method _ pediy ; Firmware Version
) Auto Update Online ) )
Displays the firmware version of
Firmware the AirStation.
File Name

[ Update Firmware ] [ Wersion Check

*Get updated firmware files from our website:

Download Service

[Advanced Settings]

Firmware
Update Reminder

Remind Time

Enable
Automatic |Z|

Update Method

Please select firmware update
method.

Specify Local File

Update the firmware with a file
stored on the local PC.

Auto Update Online

Connectto On Line Version Up
site via Internet to update firmware.

Firmware File Name

Use the browse button to find the
firmware file that will be applied to
the AirStation.

"Browse" button -

Parameter

Meaning

Firmware Version Displays the current firmware version of the AirStation.

Update Method Specify Local File

Updates from a firmware file stored on your computer.

Auto Update Online
Automatically updates to the latest firmware available.

Firmware File Name Click [Browse...] to navigate to the firmware file on your computer
if [Specify Local File] was selected. You don't need to specify the
firmware location if you're using [Automatic Update]. Click [Update

Firmware] to update the firmware.
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Parameter Meaning

Firmware Update Reminder This sets whether the Firmware Update Reminder function is used.
When enabled, if new firmware is found, notification is sent to the
Configuration Interface.

Remind time This sets the interval for checking whether a new firmware version
has been released.
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Diagnostic

System Info

View system information for the AirStation.

Seup| emet A s Cany | et Lo Con 1S e onts TP

system Info Logs| Packet Info| Client Monitor| Ping |

Model

AirStation Name
Mode Switch Status
Operational Mode

Internet

Wireless(802.11ac/n/a)

Wireless(802.11n/g/b)

NAS

ECO Mode

WZR-D1800H Ver.1.86 (R1.35/B6.30.15-0.22-0.10)

AP00904C08A000
Router Mode ON
Router Mode ON

Method of Acquiring

= mhees Auto Detect Mode - DHCP

Connection Status Communicating

IP Address 192.168.10.47

Subnet Mask
Default Gateway

255.255255.0
192.168.10.1 (Via DHCP)

DMNS1(Primary) 192.168.10.1 (Via DHCP)
Host Mame AP00904C08A000 (Manual)
Domain Name

MTU Size 1500

DHCP Server Address192.168.10.1
Lease Start Time 2012/03/28 02:41:28
Lease Period 2012/03/30 02:41:28

Wired Link 1000Base-T (Full-duplex)
MAC Address 00:90:4C:08:A0:00

IP Address 192.168.11.1

Subnet Mask 255.255.255.0

DHCP Server Enabled

MAC Address 00:90:4C:08:A0:00
Wireless Status Enabled

SSID BUFFALO-08A000_A
Authentication WPAWPAZ mixedmode - PSK
Encryption TKIPIAES mixedmode
Broadcast SSID Enabled

Privacy Separator Disabled

Wireless Channel 54 Channel{Auto)

300 Mbps Mode 40 MHz

MAC Address 00:1D:73:64:80:94
Wireless Status Enabled

SSID BUFFALO-08A000_G
Authentication WPAWPAZ mixedmode - PSK
Encryption TKIPIAES mixedmode
Broadcast SSID Enabled

Privacy Separator Disabled

Wireless Channel 11 Channel{Auto)

300 Mbps Mode 20 MHz

MAC Address 00:1D:73:64:85:38

USB disk Connected

Shared Folder Enabled

WebAccess Disabled

Media Server Disabled

BitTorrent Disabled

Status Disable Schedule feature

Logout

System Information

Displays the AirStation's main
settings.

Model

Displays the model name and
firmware version of the AirStation.

AirStation Name

Displays the AirStation's host
name.

Mode Switch Status

Displays the status of the Router
Mode switch.

Operational Mode

Displays the current mode of
operation.

Internet

AirStation's INTERNET port side
information.

Method of Acquiring IP Address
Acquiring a Internet IP address.

Name of the Connection

The name of the PPPoE
connection specified in the
configuration.

Connection Status

Displays the current Internet side
status.

Operational Mode

The Operational Mode will show if
any DHCP or PPPoE configuration
is active. IFDHCP is in use, the
following commands can be
executed.

» [Release]: Releases the IP
address assigned by the
DHCP Server.

» [Renew]: Renews the IP
address from the DHCP
Server.

The following commands can be
executed when using PPPoE.

» [Star] : Start connectingto a
PPPoE Server from idle/stop.
[Connect] . Connect to PPPoE
from an idle condition.

[Disconnect] : Disconnect
communication with a PPPoE
Server.

[Stop] : Stop idle condition.

IP Address

The IP address assigned to the
AirStation.

Subnet Mask
The Subnet Mask assigned to the

-

m

-78 -




Chapter 3 Configuration

Parameter

Meaning

Model

AirStation Name
Mode Switch Status
Operational Mode
Internet

LAN

Wireless

NAS

ECO Mode

Displays the product name of the AirStation and the firmware
version.

Displays the name of the AirStation.

Displays the status of the AirStation’s mode switch.
Displays the AirStation’s current operational mode.
Displays information about the Internet port.
Displays information about the LAN port.

Displays the wireless status.

Displays information about the USB disk.

This indicates the operating status of ECO Mode.
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Logs
The AirStation’s logs are recorded here.

M Internet/ILAN | Wireless Config LAN Config m ] Diagnostic

System Info |[Logs Packet Info| Client Monitor| Ping

Logout
Logs
[¥] Address Translation ¥ 1P Filter
] Firgwall [V PPPGE Client | ﬁisﬂa‘é It:?_ information recorded in
. . E e AirStation. E
Dynamic DNS [V DHCP Client The oldest information is
Display log info DHCP Server ¥l aoss overwritten by new logs.
[ wireless Client [¥] Authentication Display | inf
Sening Changes S].rstem Boot Slslp i‘:{hqt] infe  info S
: . . elact the types of information thal
NTF Client [ wired Link should be logged by the AirStation.
System The default is All. The following
items can be selected:
[ Display H Select All H Clear All l + Address Translation
« |P Filter
Logs

#« Firewall (Includes discarded IP
Masquerade packets)

[ Save to file logfile.log. ] + PPPoE Client (Internet side)

Date Time Type Log Content « Dynamic DNS (Internet side)

2012/03/28 03:14:07  NTP ti ist - Unkl host L
14: ime. nist.gov : LUnknown hos « DHCP Server (LAN side)

2012/03/28 03:13:24 NTP probe_count=0 hostname=time nist.gov cy + ADSS

2012/03/28 0313:24 NTP start ntpclient n +« \Wireless Client (Start/stop and

| S client co_nne_ctmn} I

Parameter Meaning
Display log info Choose the types of logs to display.
Logs Displays the log information recorded in the AirStation.
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Packet Info

View packet transfer information.

m Internet/LAN | Wireless Config wm Admin Config s[EL]GE (-

System Info | Logs || Packet Info Client Monitor | Ping

Interface sent
Normal
Wired LAN 5011
Wired Internet 45
Wireless LAN (802.11ac/n/a) 136
Wireless LAN (802.11n/g/b) 120

Logout
Received Packet Traffic Information
Errors Normal Errors
0 A53T 0 The total numbers of packets sent
and received by the AirStation, as
0 0 0 well as the errors sending and
4 0 0 receiving, are displayed.
0 46 0 [Refresh] button

Displayed packet information is
renewed with current information
when this button is clicked.

Parameter Meaning

Sent Displays the number of packets sent to the WAN, the LAN, and the
wireless LAN.

Received Displays the number of packets received from the WAN, the LAN,

and the wireless LAN.
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Client Monitor

This screen shows devices that are connected to the AirStation.

m Internet/LAN | Wireless Config mm ARl Diagnostic

System Info| Logs | Packet Info || Client Monitor Ping

Logout
Client Monitor =
Lease IP Communication Wireless
MAC Address Hostname C . 80211n
Address Method Authentication %%P'ays the LAN side_ clients
E0:69:05:2E:1F:DB 192.168.11.2 John-PC  Wired - - &\ s) that are accessing the
irStation.
The following information is
displayed: -
Parameter Meaning
Client Monitor Displays information (MAC address, lease IP address, hostname,

communication method, wireless authentication and 802.11n) for
devices that are connected to the AirStation.
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Ping

A ping test checks whether the AirStation can communicate with a specific network device.

m Internet/LAN | Wireless Config mm At i R0 Diagnostic

System Info | Logs | Packet Info| Client Monitor |[Ping

Logout
Ping
Destination Address
A Ping test can be performed from
the AirStation. With a ping test,
ou can determine whether the
iIrStation can communicate with a
Result :

specific network device.
Destination 192.168.11.2 Destination Address

64 bytes from 192.168.11.2: icmp_seqg=0fil=128 time=5.3 ms Enter the netwark |P address that
Result 64 bytes from 182.168.11.2. icmp_seq=1 =128 time=10.0 ms you want to ping; e.g.
64 bytes from 192.168.11.2: icmp_seq=2 #tl=128 time=10.0 ms 192.168.11.3 or
www_buffalotech.com.

Parameter Meaning

Destination Address Enter the IP address or hostname of the device that you are testing
communication with, then click [Execute]. The result will be
displayed below.
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Automatic Secure Setup (AOSS / WPS)

AOSS and WPS are systems that enable you to automatically configure wireless LAN settings. Just
pressing the buttons will connect wireless devices and complete security settings. Use them to
automatically connect wireless devices, computers, or game machines which support AOSS or WPS.

(((q \i\)))) AOSS (AirStation One-Touch Secure System) is technology developed by Buffalo
ross’| Technology. WPS was created by the Wi-Fi Alliance.

4

Modem AirStation PC or

Game console
(AOSS Devices)

- Before using AOSS or WPS to connect the Buffalo wireless client to the computer, download Client
Manager or AOSS Assistant from the Buffalo website and install it.

- Buffalo’s Client Manager software can be used with the wireless LAN devices built into your
computer. However, it is not guaranteed to work with all wireless LAN devices available.
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Windows 7/Vista (Client Manager V)

If you are using Windows 7 or Vista, use the Client Manager V to connect wirelessly with AOSS or
WPS.

1 Click [Start] > [All Programs] > [BUFFALQ] > [AirStation Utility] > [Client Manager V1.

2 Click [Create Profile].
3 If the User Account Control screen opens, click [Yes] or [Continue].
4 Click the [WPS AOSS ] button.

Follow any instructions displayed on the screen. When the Wireless LED on the front of the
AirStation stop flashing and glows steadily, the connection is complete.
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Windows XP (Client Manager 3)

If you are using Windows XP, use Client Manager 3 to connect wirelessly with AOSS or WPS.

1 Right-click on the?T icon in the system tray and select [Profile].

Click the [WPS AOSS] button.

It will take several seconds for your wireless connection to be configured. When the Wireless LED on
the front of the AirStation stop flashing and glows steadily, the connection is complete.
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Mac OS X (AOSS Assistant)

If you are using Mac OS X 10.7/10.6 / 10.5 / 10.4, use the AOSS Assistant to connect wirelessly with
AOSS.

1 Run the AOSS Assistant program that was downloaded from the Buffalo web site.

2 The software license screen is displayed. Click [Agree] to proceed.

3

Click [Start AOSS 1.

4 Enter the Mac’s username and
password and click [OK].

It will take several seconds for your wireless connection to be configured. When the Wireless LED on
the front of the AirStation stop flashing and glows steadily, the connection is complete.
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Other Devices (e.g. Game Console)

If you are using a game machine which supports AOSS or WPS, refer to that device’s manual to
initiate AOSS or WPS. When instructed, hold down the AOSS button on the AirStation for 1 second.

When the Wireless LED on the front of the AirStation stop flashing and glows steadily, the
connection is complete.

Manual Setup

You can also connect to the AirStation without installing Client Manager V or Client Manager 3 by
using the utility built-in to operating system. The procedure varies depending on which version of
operating system you are using.

Windows 7 (WLAN AutoConfig)

With Windows 7, use WLAN AutoConfig to connect to the AirStation.

1 Click on the network icon in the system tray.

2 Select the target AirStation and click
[Connect]. If you will be connecting to this
device in the future, checking [Connect
automatically] is recommended.
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3 Enter the encryption key and click [OK].

Windows Vista (WLAN AutoConfig)
With Vista, use WLAN AutoConfig to connect to the AirStation.

1 Right-click on the wireless network icon in the system tray.

2 Click [Connect to a network].

3 When this screen is displayed, select your
network and click [Connect].
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If the screen below is displayed, click [| want to enter the network key or passphrase instead].
Otherwise,go to step 4.

@ % Connect to a network

Enter the PIN for BUFFALO INC. WHR-G300N on 001D73B991D4

You can find this PIN displayed on the BUFFALD INC, WHR -G300N.

PIN:

Dglzplay characters

Idon't have the PIN,
[ want to enter the network key or passphrase instead
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4 o i=l= &8 Enter the encryption key and click [Connect].

Type the network security key or passphrase for 001D73B991D4

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

n_m;’ If you have a USB flash drive with network settings for 001D73B991D4, insert it now.

Step through the wizard to finish configuration.
If the Set Network Location screen is displayed, select [Home], [Work], or [Public location] depending
on where you're using the AirStation.
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Windows XP (Wireless Zero Configuration)

Windows XP includes Wireless Zero Config, a built-in utility to connect to your AirStation.

Note: If Client Manager 3 is installed on your computer, Wireless Zero Config is disabled. Uninstall Client
Manager 3 to use Wireless Zero Config, or just use Client Manager 3 to connect to the AirStation.

1 Right-click on the ﬂ wireless network icon in the system tray.
2  Click [View Available Wireless Networks].

3 Select the network to connect to and click
[Connect].

4 Enter the encryption key (twice) and click

[Connect].

The network '001073699104' requires a network key (also called a WEP key or WPa ke,
A network key helps prevent unknown intruders From connecting to this network,

Type the key, and then dlick Connect.

Metwork key: | |

Connect l [ Cancel ]

It will take several seconds for configuration to complete.
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Mac OS X (Wi-Fi)

Use Wi-Fi on a Mac to connect to the AirStation.
Note: In Mac OS X 10.6 and earlier, “Wi-Fi” appears as “AirPort”.

1 @l ssiD :‘quFAI.O:’Bl“
Refer to the setup card at the bottom of the
AirStation. Make a note of the SSID and Key
printed on the setup card.
2 Click the “._" icon in the top
section of the screen and select
[Turn Wi-Fi On].
3
Find the SSID from step 1 on the list.
Click it to highlight it.
4

Enter the Key from step 1 into

the Password entry box, check
[Remember this network], and click
[OK].

It will take several seconds for configuration to complete.
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Cannot connect to the Internet over wired connection.

« Make sure that your AirStation is plugged in!

+ Check that the status LEDs of your AirStation are lit as below:

Buffalo White light is on
LAN Green light is on or blinking
Internet Green lightis on or blinking

« Make sure that your computer is configured to “obtain an IP address automatically from DHCP".

« Restart your AirStation.

Cannot access the web-based configuration Interface.

+ See chapter 3 for instructions to open the AirStation’s configuration interface.

« Enter the correct username and password to log in to the configuration interface. If you are using
AirStation with factory default settings, enter “admin” for the username and “password” for the
password.

« Verify that your web browser is not set to use proxies.
+ Make sure that your computer is configured to “obtain an IP address automatically from DHCP”.

- Restart your AirStation.
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Cannot connect to the network wirelessly.

- Configure your wireless client with the same SSID, encryption type, and encryption key as set on
the AirStation.

The factory defaults are:

SSID - BUFFALO-XXXXXX (the last 6 digits of the AirStation’s MAC address) +“_A"or
"G

Encryption Type - WPA2 - PSK AES, or none.

Encryption Key -  Printed on the Setup card.

Note: For details, refer to the Setup card.
+ Place your AirStation and wireless devices 2 - 10 feet apart.

+ Restart your AirStation.

You forgot AirStation's SSID, Encryption Key, or
Password.

Hold down the reset button on the base of your AirStation for 3 seconds to initialize its settings. All
settings, including your password, SSID, and encryption key will be initialized to their defaults.

Restoring the Default Configuration

e .
| —

With the AirStation powered on, hold down this button
for 3 seconds to return it to factory default settings.
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TCP/IP Settings (Windows 7)

To configure TCP/IP in Windows 7, follow the procedure below.

1 Click [Start] > [Control Panel] > [Network and Internet].

2 Click [Network and Sharing Center].

3 Click [Change Adapter Settings] on the left side menu.

4 Right-click on [Local Area Connection], then click [Properties].

5 If the User Account Control screen opens, click [Yes] or [Continue].
6 Select [Internet Protocol Version 4 (TCP/IPv4)] then click [Properties].

7 Tohave DHCP set your IP address settings automatically, check [Obtain an IP address
automatically] and [Obtain DNS server address automatically].

To set your IP address settings manually, enter values for each setting. Examples:
If the router’s IP address is 192.168.11.1,

IP address 192.168.11.80
Subnet mask 255.255.255.0
Default gateway 192.168.11.1
Preferred DNS server 192.168.11.1
Alternate DNS server blank

8 dlick [OK].
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TCP/IP Settings (Windows Vista)

To configure TCP/IP in Windows Vista, follow the procedure below.

1 Click [Start] > [Settings] > [Control Panel].

2 Click [Network and Sharing Center].

3 Click [Manage network connections] on the left side menu.

4 Right-click on [Local Area Connection], then click [Properties].

5 If the User Account Control screen opens, click [Yes] or [Continue].

6 Select [Internet Protocol Version 4 (TCP/IPv4)], then click [Properties].

7 Tohave DHCP set your IP address settings automatically, check [Obtain an IP address
automatically] and [Obtain DNS server address automatically].

To set your IP address settings manually, enter values for each settings. Example:
If the router’s IP address is 192.168.11.1,

IP address 192.168.11.80
Subnet mask 255.255.255.0
Default gateway 192.168.11.1
Preferred DNS server 192.168.11.1
Alternate DNS server blank

8 dlick[Closel].
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TCP/IP Settings (Windows XP)

To configure TCP/IP in Windows XP, follow the procedure below.

1 Click [Start] > [Settings] > [Control Panel].

2 Double-click [Network].

3 Right-click on [Local Area Connection], then click [Properties].
4 Select [Internet Protocol (TCP/IP)], then click [Properties].

5  Tohave DHCP set your IP address settings automatically, check [Obtain an IP address
automatically] and [Obtain DNS server address automatically].

To set your IP address settings manually, enter values for each setting. Examples:
If the router’s IP address is 192.168.11.1,

IP address 192.168.11.80
Subnet mask 255.255.255.0
Default gateway 192.168.11.1
Preferred DNS server 192.168.11.1
Alternate DNS server blank

6 Click[Closel.
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TCP/IP Settings (Mac OS X)

To configure TCP/IP in Mac OS X, follow the procedure below.

1 Click [Apple menu] > [System Preferences...].
2  Click [Network].

3  Click [Ethernet].

4  To have DHCP set your IP address settings automatically, select [Using DHCP] in the Configure
IPv4 field.

To set your IP address settings manually, select [Manually] in the Configure IPv4 field and
enter values for each setting. Examples:

If the router’s IP address is 192.168.11.1,

IP Address 192.168.11.80
Subnet Mask 255.255.255.0
Router 192.168.11.1
DNS Server 192.168.11.1
Search Domains blank

5 Click[Applyl.
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Other Tips

Issue:

| reset my wireless router to factory settings and forgot how to log in to the configuration interface.

Answer:

Open your browser, enter 192.168.11.1 as the browser address, and hit Enter. You will be prompted
to log in. Enter “admin” for the username and “password” for the password. Click [OK] to log in. The
option to reset your password will be available on the first page.

Issue:

How do | forward ports on my wireless router for my gaming console?

Answer:

Log in to the router. From the home page, go to the LAN Config section. Enter the port that needs to
be forwarded and the IP address of the gaming console.

Issue:
How do | enable or modify security encryption settings on the wireless router?

Answer:

Go to the Wireless Config tab and then select the Security tab. Buffalo recommends the use of
WPA2-PSK AES for wireless encryption. The passphrase/ key should be at least 8 characters in length.

Issue:
How do | change my wireless router’s broadcasted network name (SSID)?

Answer:

Log in to the wireless router with your browser. Navigate to Wireless Config - Basic. Find the SSID
setting. Select [Use] and enter the new name for your network. Click [Apply]. Once the wireless
router has rebooted, you will need reconnect any wireless clients to the AirStation using the new
network name. The encryption key will still be the same.

Issue:
What can | do if my wireless connection drops randomly or seems slow?
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Answer:

There are many environmental factors that may cause this. First, ensure the issue is not range
related by moving the wireless router and the client device closer together. If the connection drops
continue, then range is probably not the issue.

Other 2.4 GHz devices such as microwaves, other wireless networks, and 2.4 GHz wireless phones
may impact performance. Try a different wireless channel for your wireless router. Log in to the
wireless router with your browser. Click on the Wireless Config tab and then the Basic tab. Wireless
channels from 1- 11 may be selected. Try the Auto-Channel option if available. Otherwise, manually
select an alternate channel and click [Apply].

Issue:

Though I am able to successfully make a connection with my wireless router, | am unable to access
the Internet with my web browser.

Answer:

First, press the Router button on the AirStation to switch to router mode. The Router LED on the
AirStation turns on, and after about one minute, turn off the cable or DSL modem, AirStation, and
your computer. Verify that the modem is connected to the Internet port on the AirStation with

a Ethernet cable. Power on the modem and wait one minute. Power on the wireless router and
wait another minute. Power on the computer. Open a browser on the computer and navigate to a
familiar website to verify whether the Internet connection is functioning normally.

If after these steps, an Internet connection is still unavailable, power off the cable or DSL modem
and computer again and directly connect your computer to the cable or DSL modem with a cable
between the computer and the port on the modem. Power on the modem and wait one minute.
Power on the computer and again check for an Internet connection.

If an Internet connection IS NOT available with a direct connection to the computer, please call the
Internet Service Provider who installed the modem.

If an Internet connection IS available with a direct connection to the computer, please call our
customer support.

Issue:
Where can | download the latest drivers, firmware, and instructions for my Buffalo wireless products?

Answer:

The latest drivers and firmware are available online at
www.buffalotech.com
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Feature

Internet
(Router mode only)

Parameter
Method of Acquiring IP Address

Default Setting

Perform Easy Setup (Internet Connection Wizard)

Default Gateway none

DNS Name Server Address none

Internet MAC Address Use Default MAC Address
MTU Size of Internet Port 1500 Bytes

PPPOE

(Router mode only)

Default PPPoE Connection

No Active Session

IP Unnumbered PPPoE
Connection

No Active Session

PPPoE Connection List none
Preferred Connections none
DDNS Dynamic DNS Service Disabled
(Routermode only) | ¢, rent Dynamic DNS none
Information

VPN Server

(Router mode only)

LAN Side IP Address

192.168.11.1 (255.255.255.0)

DHCP Server Function

Enabled

DHCP IP Address Pool

192.168.11.2 for up to 64 Address(es)

PPTP Server Function

Disabled

Authorization Type MS-CHAPv2 (40/128-bit Encryption)
Server IP Address Auto

Client IP Address Auto

DNS Server IP Address LAN IP address of the AirStation
WINS Server IP Address none

MTU/MRU value 1396

PPTP User List none
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Feature Parameter Default Setting
LAN LAN Side IP Address Router mode (Router On):
192.168.11.1 (255.255.255.0)
Bridge mode (Router Off):
192.168.11.100 (255.255.255.0)
DHCP Server Function Enabled
(Router mode only)
DHCP IP Address Pool 192.168.11.2 for up to 64 Addresses
(Router mode only)
LAN Side IP Address none

(For IP Unnumbered)
(Router mode only)

Lease Period 48 Hours
(Router mode only)
Default Gateway AirStation's IP Address
(Router mode only)
DNS Servers AirStation's IP Address
(Router mode only)
WINS Server Do Not Specify
(Router mode only)
Domain Name Assigned Domain Name
(Router mode only)
Default Gateway none
(Bridge mode only)
DNS Server Address none
(Bridge mode only)
DHCP Lease Current DHCP Client Information none
(Router mode only)
NAT Address Translation Enabled

(Router mode only)

Log Output of Deleted Packets Disabled

Route Routing Information none

-103 -



Chapter 6 Default Configuration Settings

Feature Parameter Default Setting
WPS WPS Enabled
External Registrar Enabled
AirStation PIN An 8-digit random value
(Printed on the label of the AirStation)
WPS Security Information WPS status: configured
SSID: BUFFALO-XXXXXX (the last 6 digits
of the AirStation’s MAC address) +
II_A"orII_GII.
Security: WPAZ2 - PSK AES or none
Encryption key: Either a 13-digit random value
or disabled. Printed on the label
of the AirStation. Encryption is
disabled by default settings on
AirStation for Asia Pacific.
Basic Wireless Radio Enabled
SSID Use AirStation's MAC address
Wireless Channel Auto Channel
High-throughput mode 11ac/n/a
Bandwidth: 11ac/n/a 1300 Mbps Mode (80 MHz)
11n/g/b
Bandwidth:  11n/g/b Normal Mode (20 MHz)
Broadcast SSID Allow
Wireless authentication WPA2 - PSK, or no authentication
Wireless encryption AES, or no encryption
WPA-PSK (Pre-Shared Key) A 13-digit random value or disabled
(Printed on the setup card. Encryption is disabled in
default settings on AirStation for Asia Pacific.)
Rekey interval 60 minutes
Advanced BSS Basic Rate Set 11ac/n/a
6, 12,24 Mbps
11n/g/b
1,2,5.5,11 Mbps
Multicast Rate Auto
802.11n Protection Disabled
DTIM Period 1
Privacy Separator Disabled
Output Power 100%
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Feature Parameter Default Setting
WMM WMM-EDCA Parameters For AP For STA
(Priority AC_BK (Low) ) CWmin 15 15
CWmax 1023 1023
AIFSN 7 7
TXOP Limit 0 0
Admission Control | - Disabled
WMM-EDCA Parameters For AP For STA
(Priority AC_BE (Normal)) CWmin 15 15
CWmax 63 1023
AIFSN 3
TXOP Limit 0 0
Admission Control |- Disabled
WMM-EDCA Parameters For AP For STA
(Priority AC_VI (High) ) CWmin 7 7
CWmax 15 15
AIFSN 1 2
TXOP Limit 94 94
Admission Control | —- Disabled
WMM-EDCA Parameters For AP For STA
(Priority AC_VO (Highest) ) CWmin 3 3
CWmax 7 7
AIFSN 1 2
TXOP Limit 47 47
Admission Control | - Disabled
MAC Filter Enforce MAC Filtering 11ac/n/a
Disabled
11n/g/b
Disabled
Registration List none
Multicast control | Snooping Enabled
Multicast Aging Time 300 sec.
AQOSS Encryption Type none
AOSS Button on the AirStation Enabled

Unit

-105 -




Chapter 6 Default Configuration Settings

Feature Parameter Default Setting
Firewall Log Output Disabled
(Routermode only) | g gjic Rules Prohibit NBT and Microsoft-DS Routing  Disabled
Reject IDENT Requests Enabled
Block Ping from Internet Enabled
IP Filter Log Output Disabled
(Routermode only) | |p Eijter Information none
VPN Pass IPv6 Pass Through Disabled
Through PPPoE Pass Through Disabled
(Router mode only)
PPTP Pass Through Enabled
Port Forwarding | Port Forwarding Registration none
(Router mode only) | Information
DMZ IP Address of DMZ none
(Router mode only)
UPnP UPnP Enabled
(Router mode only)
QoS QoS for transmission to the Disabled
(Router mode only) | Internet
Disk Automatic USB Disk Assignment Enabled
Management FAT format file name character North America (CP437)
code
HDD power-saving function Disabled
HDD stop time 10 Minutes
Shared Folder Access Limits No Limits (Read/Write)

Web Access

Access Limits

User Current Users guest

Management

Shared Service | Shared Folder Enabled
AirStation Name AP + AirStation’s MAC Address
AirStation Description None
Workgroup Name WORKGROUP
Windows Client Language North America (CP437)
Shared Service None
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Feature Parameter Default Setting
Web Access Web Access Disabled
Web Access Display Language English
HTTPS/SSL Encryption Disabled
Web Access External Port Auto (Port Number:9000)

DNS Service Host Name

Use BuffaloNAS.com registration function

Web Access status None
Media Server Media Server Disabled
Status None
BitTorrent BitTorrent Function Disabled
External Port Number Auto (Port Number: 9002)
Bandwidth Restriction Enabled
Maximum Download Speed 1000 KB/s
Maximum Upload Speed 200 KB/s
BitTorrent Status none
Name AirStation Name AP + AirStation's MAC Address
List Network Services Enabled
Password Administrator Name admin (fixed)
Administrator Password password
Time/Date Local Date 2012 Year 1 Month 1 Day
Local Time 0 Hour 0 Minute 0 Seconds
Time Zone (GMT - 06:00) Central Standard Time: CST
DST (Daylight Saving Time) USA (From Second Sunday in Mar to first Sunday in
Nov)
NTP NTP Functionality Enabled
NTP Server time.nist.gov
Update Interval 24 hours
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Feature Parameter Default Setting
ECO Schedule feature Disabled
Register schedule Operational Mode: Normal
Start time: 0:00
End time: 0:30
The day of week: none
User Define Mode LED: Off
Wired LAN: ECO (Slow operation)
Wireless LAN: Off
Network-USB Network-USB Enabled
Use multifunction Printer Enabled
Access Log Output Disable
Limitation Item Prohibit configuration from wireless LAN Disabled
Prohibit configuration from wired LAN  Disabled
Permit configuration from wired Internet Disabled
Log Log Transfer Disabled
Syslog Server none
Logs Router Mode:
Address Translation, IP Filter, Firewall, PPPoE
Client, Dynamic DNS, DHCP Client, DHCP Server,
AOSS, Wireless Client, Authentication, Setting
Changes, System Boot, NTP Client, Wired Link,
and System
Bridge Mode:
IP Filter, DHCP Client, AOSS, Wireless Client,
Authentication, Setting Changes, System Boot,
NTP Client, Wired Link, and System
Update Update Method Specify Local File
Firmware Update Reminder Enabled
Remind Time Automatic
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Network-USB Navigator is compatible only with printers and multifunction printers (all-in-one

devices with a printer, scanner, and memory card reader). It cannot be used with any other type of
USB devices.

Initial Setup for Windows Users

1 Insert the AirNavigator CD into your computer.

The setup menu will launch automatically. If not, open the CD and click on “Launcher.exe”in
the “win” folder.

Click [Software installation].
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3

Check the box for “Network-USB
Navigator”and click [Install].

Click [Next].

Metwork-USE Navigater Installer

User License Agreement
Please read the agreement below.

In order to read the entire license agreement, use the [Page Down] key.

SOFTWARE LICEMSE AGREEMENT

IMPORTAMT--- READ CAREFULLY: By installing this software, you agree to be legally
bound by the terms of this Software License Agreement.
If you do not agree to the terms of this Agreement, promptly close the installation

program.

Do you accept all the terms of the preceding agreement?

In order to use Metwork-USE Mavigator it is necessary that you accept this agreement.

Read the license agreement.
Click [Yes] to continue.
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6 Metwork-USB Mavigator Installer

Choose Install Location
Choose the folder in which to install Metwerk-USE Mavigator.

Setup will install Metwork-USB Mavigator in the following folder, To install in a different
folder, click [Browse] and select another folder, Click [Mext] to continue,

Destinaticn Folder

C\Program Files\BUFFALO\Device server

Browse...

< Back

Cancel

7 Metwork-USB Mavigator Installer

Select Start Menu Folder
Select a folder to place the program's shorteut,

you would like to select a different folder, enter 2 new group name or select from the list,

Group Mame
BUFFALO\Metwork-USE

Existing Groups

Setup will create a shortcut to Metwork-USE Navigater in the following Start Menu folder, If

CyberLink DVD Suite
F-Secure Client Security

< Back

Cancel

8 Metwork-USB Mavigator Installer

Starting Installation
Preparation for program installation is complete,

Click on [Start] to begin installation.

this installaticn, click on [Back]. If you click [Cancel], the wizard will be closed.

If you want to reset Netwerk-USE Mavigator to factory defaults, or want to make changes to

< Back | Start | [ Cancel

Click [Next].

Click [Next].

Click [Start].
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* Installation on Windows XP (SP2 or later)

* Installation on Windows 7/Vista

<] Windows Security
Would you like to install this device software?

p , Mame: BUFFALO INC, System devices
L;.L._‘ Publisher: BUFFALO IMNC.

Always trust software from "BUFFALO INC."

| Install |[ Den't Install I

decide which device software is safe to install?

';iff‘ You should enly install driver software from publishers you trust, How can

I

Network-USE Mavigator Installer

=~ When using this applicaticn, it needs to be added to the exceptions list
Y of the Windows firewall.
Do you want to add this application to the exceptions list?

Click [Yes] when this screen is shown.

Click [Install] when this screen is shown.

Click [Yes] when this screen is shown.
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9 Metwork-USB Mavigator Installer

Auto Connect Default Setting
Configure the aute connect setting for newly discovered USE devices,

Sel.ect operation when the Network.-USB ur?it detects USE devices. 1 You can SeIeCt the behaVIOY
This settings can be changed after installation. Of thiS product When a USB
device is detected. Select the

Automatic Connection

@cC ting detected USE devi tomatically. This setting is led if only . . .
coo::;euctelrgzc; r:cé;ﬁork_ucsg L|Icneitlau omatica is setting is recommended if only one connection behaV|Or SUIted to
Manual Cennecticn your usage enV|ronment.

-, Each computer chooses connecting USB devices when it is detected by Network-USB
~ unit. This setting is recermmended when multiple computers want to share cne USB
device by Network-USB unit.

2 Click [Next].

Cancel

10 Click [Finish] when the “Network-USB Navigator Install is Complete” screen is shown.

Network-USB Navigator installation is complete.
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Initial Setup for Mac Users

1

2

3

Insert the Air Navigator CD.

From the menu bar, click [Go] > [Computer].

Double-click the CD icon, and then double-click [Mac] > [DeviceServer] > [Cosetup].

Click [Continue].

Read the license agreement, and
then click [Continue].
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6

Click [Agree] to continue.
7

Click [Continue].
8

Click [Install].
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9
Input your name and password.
Click [OK].
10
Click [Continue Installation].
11

Click [Restart].
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12 1 During the first program
launch only, the screen at
left will appear before the
main program screen is
displayed. From here, you
can select the behavior of
this product when a USB
device is detected. Select
the connection behavior
suited to your usage
environment.

2 Click [OK].

Network-USB Navigator installation is complete.

Opening the Network-USB User Manual

1 Launch Network-USB Navigator.

There are two ways to launch the program.

Windows Users

a) Click the task tray icon

b) From the Start menu, click [(All) Programs]-[BUFFALQO]-[Network-USB]-[Network-USB
Navigator].

Macintosh Users

a) Click the Dock icon
b) Click [Macintosh HD]-[Applications]-[BUFFALO]-[Device Server]-[Network-USB Navigator].

- 117 -



Chapter 7 Network-USB Navigator

Click| ? -
Pagel].

, then click [Manual

3 Network-USB User Manual will open.

How to use Network-USB

To configure Network-USB, refer to the “Network-USB User Manual”.
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For users of Windows 7, Vista, or Mac OS X (10.4 and later), software supplied with the AirStation can
be used to check the quality and strength of the wireless signal.

Windows 7/Vista

Note: -If Client ManagerV is not already installed, download it from the Buffalo web site, and install.

- Client Manager V does not support Windows XP.

1 Click [Start] > [All Programs] > [BUFFALQ] > [AirStation Utility] > [Client Manager V1.

Click [Advanced Setup].

When the Client Manager V status screen is
displayed, click
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4 L_-j Wireless LAN Diagnoses EI@

File View

Adapter | BUFFALO WLI-UC-G300M Wireless LAN Adapter -
[dBm] [Mbps]
0

[ERssi Level[dBm] MLink Speed[Mbps] DSignaI Quality[ %]

100 104 108 112 116

Parameter Meaning

Connection status Signal strength (dBm), link speed (Mbps), and signal quality (%) are
displayed in one-minute intervals on a real-time graph.

Usage status by channel The 11b/11g display shows usage in the 2.4 GHz band channels 1

to11.
The 11a display shows usage in the W52, W53, and W56 channels.

Colors are used to indicate the signal strength of the access point. Colors closer to red indicate an
access point with a stronger signal strength, and colors closer to blue indicate an access point with a

weaker signal strength.

Mac OS X

1 Run the WLAN Monitor program that was downloaded from the Buffalo web site.
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2 The software license screen is displayed when starting for the first time only. Click [Agree] to

proceed.

Parameter

Meaning

Network name (SSID)
Status

IP Address

Security

Encryption

Band

Channel

Link Speed (Mbps)
Quality (%)

Signal Level (dBm)

This displays the SSID of the AirStation that is currently connected.
This indicates the current connection status.

This indicates the IP address of the current wireless network port
(Wi-Fi).

This indicates the authentication method for the current
connection target.

This displays the encryption type for the current connection target.
This displays the wireless band for the current connection target.
This displays the wireless channel for the current connection target.
This displays the current link speed.

This displays the current signal quality.

This indicates the strength of the current signal.
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There are several restrictions on using the AirStation’s USB port:

« When using two-byte characters (such as Japanese), keep folder and file names within 80
characters. You may not be able to copy a folder or a file whose name length is more than 80
characters.

+ You cannot set attributes (hidden or read-only) for folders or files on the AirStation.
« When using access restrictions, you can register up to 16 users for the AirStation.

« Please note that you are not allowed to use any of the following words as a user or group name:
adm, administrator, all, bin, daemon, disk, ftp, guest, halt, hdusers, kmen, Ip, mail, man, news,
nobody, nogroup, none, operator, root, shadow, shutdown, sshd, sync, sys, ttyusers, utmp, uucp,
WWW.

« Please note that you are not allowed to use any of the following words as a shared folder name:
global, homes, printers, bittorrent, disk1_pt1, disk1_pt2, disk1_pt3, disk1_pt4, disk2_pt1, disk2_
pt2, disk2_pt3, disk2_pt4, disk3_pt1, disk3_pt2, disk3_pt3, disk3_pt4, disk4_pt1, disk4_pt2, disk4_
pt3, disk4_pt4.

« If shared folder names, work group names, or file names contain any of the following characters,
you may not access data or manipulate files on the AirStation properly. In such a case, use a
different character.

- If a file created on a Macintosh contains any of the following characters, it will not be displayed
correctly under Windows OS. Also, you cannot copy or properly display a file when connecting via
SMB from Mac OS X if it contains any of these characters:

[1/\=+<>;:",|*

« Cancelling or aborting a file copy may leave the file incomplete, and you may no longer be able
to delete the incomplete file. This can also happen during a power outage or if the LAN cable is
suddenly disconnected. If it happens, restart the AirStation, delete the file, and try copying the file
again.

« Use the same username and password for the AirStation as the user’s Windows login. If they
are different, the user may not be able to access shared folders with access restrictions on the
AirStation.

+ Date and time stamps stored on the USB hard drive may be updated by the OS accessing the
AirStation. File creation or access dates may not be maintained.
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- If you view the size of a hard drives on the browser, it shows a bigger value than when you see it in
Windows' drive properties. This is because the browser shows the size of the drive in gigabytes but
Windows shows it in gibibytes.

- If you have logged in using a “guest” account from Windows 7, Vista, XP or 2000, access restrictions
may not work properly. A (different) guest account already exists on the AirStation.

« If you access a shared folder from a Macintosh computer, additional Mac OS X information files
may be automatically generated. Do not delete these files from a Windows computer. Otherwise,
you may no longer be able to access folders from a Macintosh.

« Device types that can be connected to the AirStation’s USB connector are USB hard drives, USB
memory sticks, or USB card readers. Card readers with 5 or more slots are not supported. USB
devices such as a digital cameras, CD/DVD drives, USB hubs, mice, or keyboards are not supported.

« Encrypted USB hard drives are not supported.

+ Only one single drive may be connected to the AirStation’s USB port at a time. Drives
manufactured by other companies besides Buffalo Technology are not supported.

« If your hard drive has an auto power mode switch, move the switch to [manual] or [on]. Leaving
the switch set to [auto] may result in unpredictable behavior.

+ Up to 4 partitions can be recognized on a USB hard drive.

« Available file systems for USB hard drives are FAT12, FAT16, FAT32, and XFS.
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Appendix A - Specifications

Wired LAN Interface

Standard Compliance

IEEE802.3ab (1000BASE-T), IEEE802.3u (100BASE-TX), IEEE802.3 (10BASE-T)

Transmission Rate

10/100/ 1000 Mbps

Transmission Encoding

1000BASE-T 4DPAM5, 100BASE-TX 4B5B/MLT-3, 10BASE-T Manchester Cording

Access Method

CSMA/CD

Speed and Flow Control

10/100/ 1000 Mbps, Auto Sensing, Auto MDIX

Number of LAN Ports

4

LAN Port Connector

Standard Compliance

RJ-45

Wireless LAN Interface

IEEE802.11ac (Draft 2.0) /n/a/g/b

Transmission Method

Direct Sequence Spread Spectrum (DSSS), OFDM, MIMO

Frequency Range

Available frequencies depend on the country of purchase. See the next page
for details.

Transmission Rate
802.11ac (Draft)

802.11ac (Draft):

20 MHz BW (Long Gl)
260, 234,195, 175.5, 156, 117,78, 58.5, 39, 19.5 Mbps (3 stream)
156,130,117,104, 78,52, 39, 26, 13 Mbps (2 stream)
78,65, 58.5,52,39, 26, 19.5, 13, 6.5 Mbps (1 stream)

20 MHz BW (Short GlI)
288.9, 260, 216.7, 195, 173.3, 130, 86.7, 65, 43.3, 21.7 Mbps (3 stream)
173.3,144.4,130, 115.6, 86.7,57.8, 43.3, 28.9, 14.4 Mbps (2 stream)
86.7,72.2,65,57.8,43.3,28.9,21.7,14.4,7.2 Mbps (1 stream)

40 MHz BW (Long Gl)
540, 486, 405, 364.5, 324, 243,162, 121.5, 81, 40.5 Mbps (3 stream)
360, 324, 270, 243,216, 162, 108, 81, 54, 27 Mbps (2 stream)
180, 162, 135, 121.5, 108, 81, 54, 40.5, 27, 13.5 Mbps (1 stream)

40 MHz BW (Short Gl)
600, 540, 450, 405, 360, 270, 180, 135, 90, 45 Mbps (3 stream)
400, 360, 300, 270, 240, 180, 120, 90, 60, 30 Mbps (2 stream)
200, 180, 150, 135, 120, 90, 60, 45, 30, 15 Mbps (1 stream)

80 MHz BW (Long GlI)
1170, 1053, 877.5,702, 526.5, 351, 263.3, 175.5, 87.8 Mbps (3 stream)
780,702, 585, 526.5, 468, 351, 234, 175.5, 117, 58.5 Mbps (2 stream)
390, 351,292.5,263.3,234,175.5,117,87.8, 58.5, 29.3 Mbps (1 stream)

80 MHz BW (Short Gl)
1300, 1170, 975, 780, 585, 390, 292.5, 195, 97.5 Mbps (3 stream)
866.7, 780, 650, 585, 520, 390, 260, 195, 130, 65 Mbps (2 stream)
433.3,390, 325, 292.5, 260, 195, 130, 97.5, 65, 32.5 Mbps (1 stream)
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Transmission Rate
802.11n/a/b/g

802.11n:
20 MHz BW (Long Gl)
195,175.5,156, 117,78, 58.5, 39, 19.5 Mbps (3 stream)
130,117,104, 78,52, 39, 26, 13 Mbps (2 stream)
65, 58.5,52, 39, 26, 19.5, 13, 6.5 Mbps (1 stream)
20 MHz BW (Short Gl)
216.7,195,173.3, 130, 86.7, 65, 43.3, 21.7 Mbps (3 stream)
144.4,130,115.6, 86.7, 57.8,43.3, 28.9, 14.4 Mbps (2 stream)
72.2,65,57.8,43.3,28.9,21.7,14.4,7.2 Mbps (1 stream)
40 MHz BW (Long Gl)
405, 364.5, 324,243,162, 121.5, 81, 40.5 Mbps (3 stream)
270, 243,216,162, 108, 81, 54, 27 Mbps (2 stream)
135,121.5,108, 81, 54, 40.5, 27, 13.5 Mbps (1 stream)
40 MHz BW (Short Gl)
450, 405, 360, 270, 180, 135, 90, 45 Mbps (3 stream)
300, 270, 240, 180, 120, 90, 60, 30 Mbps (2 stream)
150, 135, 120, 90, 60, 45, 30, 15 Mbps (1 stream)
802.11a/qg:
54,48, 36,24,18,12,9,6 Mbps
802.11b:
11,5.5,2, 1 Mbps

Access Mode

Infrastructure Mode

Security

USB Interface

AOSS, WPA2-PSK (TKIP/AES), WPA/WPA2 mixed PSK, WPA-PSK (TKIP/AES), 64-
bit or 128-bit WEP, Mac Address Filter

Power Supply

Interface USB 2.0
Connector Type Type A (plug)
Compliance 5.0V 500 mA (max 1000 mA)

External AC 100-240V Universal, 50/60 Hz

Power Consumption

About 13.2 W (Max)

Dimensions

212.2x183.2x34mm (84x7.2x1.3in.)

Weight

510g (18 0z)

Operating Environment

0-40°C(32-104°F), 20 - 80% (non-condensing)




Appendix A Specifications

802.11a Frequency Range

USA 5180-5240 MHz (Channels 36, 40, 44, 48)
Canada 5745-5825 MHz (Channels 149, 153, 157, 161, 165)

802.11g Frequency Range

USA 2412-2462 MHz (Channels 1, 2, 3,4,5,6,7,8,9, 10, 11)
Canada




Appendix B - Environmental Information

« The equipment that you have purchased has required the extraction and use of natural resources
for its production.

+ The equipment may contain hazardous substances that could impact health and the environment.

« In order to avoid the dissemination of those substances in our environment and to diminish the
pressure on the natural resources, we encourage you to use the appropriate take-back systems.

+ The take-back systems will reuse or recycle most of the materials of your end life equipment in a
sound way.

+ The crossed-out wheeled bin symbol invites you to use those systems.

hid

- If you need more information on collection, reuse, and recycling systems, please contact your local
or regional waste administration.

-1V -



Appendix C - GPL Information

The source code for Buffalo products that use GPL code is available at http.//opensource.buffalo.jp/ .
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Regulatory Compliance Information

Federal Communication Commission Interference

Statement

This equipment has been tested and found to comply with the limits for a Class
B digital device, pursuant to Part 15 of the FCC Rules. These limits are designed
to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is en-
couraged to try to correct the interference by one of the following measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected.

« Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

Any changes or modifications not expressly approved by the party responsible
for compliance could void the user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference,
and (2) this device must accept any interference received, including interfer-
ence that may cause undesired operation.

For product available in the USA/Canada market, only channel 1~11 can be op-
erated. Selection of other channels is not possible. This device and its antenna(s)
must not be co-located or operation in conjunction with any other antenna

or transmitter. This device is going to be operated in 5.15~5.25GHz frequency
range, it is restricted in indoor environment only.

Important Note - FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an un-
controlled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

The availability of some specific channels and/or operational frequency bands
are country dependent and are firmware programmed at the factory to match
the intended destination. The firmware setting is not accessible by the end user.

Industry Canada statement:

Industrie Canada déclaration:

This Class B digital apparatus complies with Canadian ICES-003.

This device complies with RSS-210 of the Industry Canada Rules. Operation is
subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference
that may cause undesired operation.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du
Canada.

Ce dispositif est conforme a la norme CNR-210 d'Industrie Canada applicable
aux appareils radio exempts de licence. Son fonctionnement est sujet aux deux
conditions suivantes:

(1) le dispositif ne doit pas produire de brouillage préjudiciable, et

(2) ce dispositif doit accepter tout brouillage recu, y compris un brouillage sus-
ceptible de provoquer un fonctionnement indésirable.

Caution:

Prudence:

The device for the band 5150-5250 MHz is only for indoor usage to reduce po-
tential for harmful interference to co-channel mobile satellite systems.

Le dispositif fonctionnant dans la bande 5150-5250 MHz est réservé unique-
ment pour une utilisation a l'intérieur afin de réduire les risques de brouillage
préjudiciable aux systemes de satellites mobiles utilisant les mémes canaux.

The maximum antenna gain permitted for devices in the band 5725-5825 MHz
shall comply with the e.i.r.p. limits specified for point-to-point and non point-to-
point operation as appropriate.

For product available in the USA/Canada market, only channel 1~11 can be
operated. Selection of other channels is not possible.

The device could automatically discontinue transmission in case of absence of
information to transmit, or operational failure. Note that this is not intended to
prohibit transmission of control or signaling information or the use of repetitive
codes where required by the technology.

Important Note - Radiation Exposure Statement:
Note Importante - Déclaration d’exposition aux radia-

tions:

This equipment complies with IC radiation exposure limits set forth for an un-
controlled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator and your body.

This device has been designed to operate with an antenna having a maximum
gain of [4.33] dB. Antenna having a higher gain is strictly prohibited per regula-
tions of Industry Canada. The required antenna impedance is 50 ohms.

Under Industry Canada regulations, this radio transmitter may only operate
using an antenna of a type and maximum (or lesser) gain approved for the
transmitter by Industry Canada. To reduce potential radio interference to other
users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that necessary for success-
ful communication.

Cet équipement est conforme aux limites d'exposition aux rayonnements IC
établies pour un environnement non contrélé. Cet équipement doit étre in-
stallé et utilisé avec un minimum de 20 cm de distance entre la source de ray-
onnement et votre corps.

Ce dispositif a été congu pour fonctionner avec une antenne ayant un gain max-
imal de dB [4.33]. Une antenne a gain plus élevé est strictement interdite par les
reglements d’'Industrie Canada. Limpédance d’antenne requise est de 50 ohms.

Conformément a la réglementation d’Industrie Canada, le présent émetteur
radio peutfonctionner avec une antenne d’un type et d'un gain maximal (ou
inférieur) approuvé pourl'émetteur par Industrie Canada. Dans le but de réduire
les risques de brouillage radioélectriquea l'intention des autres utilisateurs, il
faut choisir le type d’antenne et son gain de sorte que lapuissance isotrope ray-
onnée équivalente (p.i.r.e.) ne dépasse pas l'intensité nécessaire al'établissement
d’'une communication satisfaisante.

Europe — EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive
1999/5/EC. The following test methods have been applied in order to prove pre-
sumption of conformity with the essential requirements of the R&TTE Directive
1999/5/EC:

EN60950-1: 2006 +A11: 2009
Safety of Information Technology Equipment

EN50385 : (2002-08)

Product standard to demonstrate the compliance of radio base stations and
fixed terminal stations for wireless telecommunication systems with the basic
restrictions or the reference levels related to human exposure to radio frequen-
cy electromagnetic fields (110MHz - 40 GHz) - General public

EN 300 328 V1.8.1: (2012-04)

Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband
Transmission systems; Data transmission equipment operating in the 2,4 GHz
ISM band and using wide band modulation techniques; Harmonized EN cover-
ing the essential requirements of article 3.2 of the R&TTE Directive

EN 301 893V1.7.0: (2012-01)

Broadband Radio Access Networks (BRAN); 5 GHz high performance RLAN;
Harmonized EN covering the essential requirements of article 3.2 of the R&TTE
Directive
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