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Chapter 1
Product Overview

Features

Supports Draft IEEE802.11n and IEEE802.11b/g
With support for current Wireless-N, Wireless-G, and Wireless-B standards, the AirStation can transfer
data to and from all standard 2.4 GHz wireless clients.

Dual speed mode
Dual speed mode makes wireless transmission faster by using 2 channels, allowing 300 Mbps data
transmission.

Support AOSS and WPS
Both AOSS (AirStation One-touch Secure System) and WPS (Wi-Fi Protected Setup) are supported.
These automatic connection standards make connection with compatible wireless devices easier.

Security Features
The AirStation is equipped with following security features:
« AOSS
« WPS
« WPA-PSK (TKIP/AES)
« WPA2-PSK(TKIP/AES)
« WPA/WPA2 mixed PSK
WEP(128/64bit)
» Privacy Separator
« MAC address access restriction
« Deny Any Connection/SSID stealth feature
« Setting screen with password
« Firewall feature with easy rules

Automatic Channel Selection
Monitors wireless interference and automatically assigns the clearest, best channel.

Roaming
You can use multiple AirStations to cover a large area. Wireless clients can automatically switch
AirStations for the best signal.

WZR-HP-G300NH User Manual 5
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Chapter 1 Product Overview

Initialization
To restore settings back to the factory defaults, hold down the Reset button on the bottom of the
unit.

Browser Based Administration
This unit can be easily configured from a web browser on your computer.

Auto Mode (Router/Bridge Automatic Recognition)

In Auto mode, the AirStation will detect whether or not your network has a router and automatically
switch to the appropriate router or bridge mode. You can also manually switch between modes.
(See page 10.)

MovieEngine
MovieEngine uses QoS to optimise your network for mutimedia streaming. This can reduce jumps,
distorted audio, and dropped frames while watching streamed video.

NAS (Network Attached Storage)
Attach a USB hard drive to the AirStation and share it on the network as a NAS. All connected clients
can access it.

Gigabit Ethernet
This unit supports Gigabit Ethernet, allowing transmission rates of up to a billion bits per second.

Air Navigator CD Requirements

The AirStation wireless router and access point works with most wired and wireless devices.
However, the automatic installation program on the CD requires a connected Windows Vista or
XP computer to run. If you use the AirStation with a different operating system, you will have to
configure your network settings manually from a browser window.

300 Mbps High Speed Mode

300 Mbps is the link speed when using Wireless-N mode. It represents actual wireless data speeds,
including overhead. Because the overhead is not available for user data transfer, usable wireless
throughput will be substantially slower.

WZR-HP-G300NH User Manual 6
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Chapter 1 Product Overview

Package Contents

The following items are included in your AirStation. If any of the items are missing, please contact

your vender.
« WZR-HP-G300NH
« AC adapter
« Stand for vertical/wall-mounting
« Screws for wall-mounting
+ LAN cable
« Air Navigator CD
+ Quick Setup Guide

_em e N = =
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Chapter 1 Product Overview

Hardware Overview

Front Panel LED's

1 AOSSBUTTON

To initiate AOSS, hold down this button until the Security
1 A g, LED flashes (about 1 second). Then, push or click the AOSS
\{ ‘ button on your wireless client device to complete the
2 connection. Both devices must be powered on for this to
work.
3 2 POWERLED (Green)
4 On: The AC adapter is connected.
5 Off: The AC adapter is not connected.
6 3 SECURITY LED (Amber)
Indicates security status.
Off: AOSS or Encryption is not set.
On: AOSS/WPS activated; accessed to exchange
security keys.
Encryption has been set.
7 2 blinks:  The unit is waiting for an AOSS or WPS security
key.
Blinking: AOSS/WPS error; failed to exchange security
9 g keys.
(K Note: The Security LED is lit if an encryption key has been
E set.

4 WIRELESS LED (Green)
Indicates wireless LAN status.
On: Wireless LAN is connected.
Off: Wireless LAN is not connected.

5 ROUTERLED (Green)
On: Router functionality is enabled.
Off: Router functionality is disabled.
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Chapter 1 Product Overview

6 DIAGLED (Red) This indicates the status of this unit depending on the number of blinks
per cycle.
Note: When the unit is first turned on or restarted, the Diag LED will blink
for almost a minute during boot. This is normal.

Diag LED Meaning Status
status
2 blinks *! Flash ROM error Cannot read or write to the flash memory.
3 blinks *' Ethernet (wired) LAN Ethernet LAN controller is malfunctioning.
error
4 blinks *! Wireless LAN error Wireless LAN controller is malfunctioning.
5 blinks IP address setting error Because the network addresses of both the Internet port (WAN

port) and the LAN port are the same, it is not possible to establish
communication. Change the LAN side IP address of this unit.

Continuously | Updating the firmware Updating the firmware.
blinking " Saving settings Saving the settings.
Initializing settings Initializing the settings.

*1 Unplug the AC adapter from the wall socket, wait for a few seconds, and then plug it again. If the
light still flashes, please contact technical support.

*2 Never unplug the AC adapter while the Diag LED is blinking continuously.

7 MOVIE ENGINE ON LED (Blue)

On: Movie Engine functionality is enabled.
Off: Movie Engine functionality is disabled.

8 MOVIE ENGINE OFF LED (Blue)

On: Movie Engine functionality is disabled.
Off: Movie Engine functionality is enabled.

9 MOVIE ENGINE SWITCH

Switches the movie engine function between enabled and disabled.

On: Movie Engine functionality is enabled.
Off: Movie Engine functionality is disabled.
WZR-HP-G300NH User Manual 9
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Chapter 1 Product Overview
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ROUTER SWITCH

Switches router mode between enabled, disabled, and auto.

On: Router functionality is enabled (router mode).

Off: Router functionality is disabled (bridge/AP
mode).

Auto: This switches between modes automatically
based on whether or not another router is
detected on the Internet port. The default setting
for this switch is Auto.

USB EJECT BUTTON

To dismount a USB hard drive, hold down this button until
the USB LED flashes (about 3 seconds). The USB drive can
then be unplugged safely.

USB LED (Blue)

On: The USB disk is connected.
Flashing: The USB disk can be removed.
Off: The USB disk is not connected.

Note: Never disconnect the USB disk or turn the unit to off,
while the USB LED lights up.

USB Port

Connect the USB disk.
Note: This is not the port for connecting any kinds of USB
devices. Refer to the technical restriction on page 114.

Connect your computer, hub, or other Ethernet devices to these
ports. This switching hub supports 10Mbps,100Mbps, and 1000Mbps
connections.

An Ethernet device is connected.

Flashing: An Ethernet device is communicating.

WZR-HP-G300NH User Manual
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Chapter 1 Product Overview

16 INTERNET Port 10Mbps, T00Mbps and 1000Mbps connections are supported.
Note: In bridge/AP mode (router switch off), the Internet port becomes a
regular LAN port, for a total of 5 usable LAN ports.

17 INTERNET LED (Green)
On: The Internet port is connected.

Flashing: The Internet port is transmitting data.

18 DC Connector Connect the included AC adapter here.

WZR-HP-G300NH User Manual 11
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Chapter 1 Product Overview

Bottom
a= =D
13
13 RESET Button To reset all settings, hold down this button until the Diag LED comes on
(about 3 seconds). Power must be on.
Right Side
©) [ ©)
| ——I 14 Note: The right side of the unit may become
— hot. Please be careful not to place
U anything next to it that could be
Ol P damaged by heat.

14 Factory Default Settings  This sticker shows the AirStation’s SSID, WPS PIN, and default
encryption key.

WZR-HP-G300NH User Manual 12
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Chapter 2
Placing Your AirStation

Vertical Placement

If the AirStation is to be placed vertically, attach the stand as shown.

Horizontal Placement

The stand is not used if the AirStation is placed horizontally.

WZR-HP-G300NH User Manual 13
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Chapter 2 Placing Your AirStation

Wall-Mounting

o
1 To wall-mount the AirStation, attach
r j <) the stand to the wall with the two

screws (included).

8.6cm
— (~3.4 inches)

2 Snap the center of the AirStation to the stand as shown.

stand

WZR-HP-G300NH User Manual 14
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Chapter 3
Installation

CD Setup

The AirNavigator CD can step you through installing your AirStation. To step through the setup
program, insert the CD into your Windows Vista/XP PC and follow the instructions on the screen. If
your computer uses a different operating system, use manual setup instead.

Manual Setup

To configure your AirStation manually, follow the procedure below.

1 Turn off your computer and modem.
2) disconnect 1) turn off the computer .
2 ddisconnect  «am Unplug the LAN cable which connects
?f OFF your computer and modem.
computer
modem

3 Make sure the mode switch on the back of
the AirStation is in the "AUTO" position.
— Confirm that the
switch is positioned to
“AUTO”.

4 Plug one end of the LAN cable into your modem and the other side to the Internet port of the
AirStation. Turn on your modem.

modem

ll‘:Jer
= LAN cable ﬁf
1) connect !
B\ ‘ | INTERNET port
I 2) connect || [
2 I
& . Ca
K
el

Wireless Router

| —
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Chapter 3 Installation

5 Connect your computer to one of the AirStation’s LAN ports with the LAN cable.

Ul Wireless Router

2) connect OFF

»

connect

computer
LAN cable

6 Turn on the AirStation, wait one minute, and then turn on your computer.

U| Wireless Router
(rear side)

power outlet ‘ 8 )
1)

7 Once your computer has booted, the AirStation’s LEDs should be lit as described below:

Connect the power supply

POWER Green light on.

SECURITY Amber light on.

WIRELESS Green light on or blinking.

ROUTER Green light on or off depending on your network.
DIAG off

LAN Green light on or blinking.

INTERNET Green light on or blinking.

For LED locations, refer to chapter 1.

8 Launch a web browser. If the “home” setup screen is displayed, setup is complete.
If a user name and password screen is displayed, enter "root" (in lower case) for the user

name, leave the password blank, and click “OK”. Step through the wizard to complete setup.

You've completed initial setup of your AirStation. Refer to Chapter 4 for advanced settings.

WZR-HP-G300NH User Manual
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Chapter 4
Configuration

The web-based configuration tool lets you change advanced settings for the AirStation. Don't
change these settings unless you know what you're doing.

How to Access the Web-Based Configuration Utility

To configure the AirStation’s advanced settings manually, log in to the web-based configuration
utility as shown below.

1
2

Launch a web browser.

e

S EOnE Page: Windows Fiemat Explores Enter the AirStation’s LAN-side IP address in the
—~— address field, and press the "Enter" key.
b b |.g 192168111

P e

& Blank Page

Note: - The AirStation’s default LAN-side IP address depends on the position of the mode switch.
In router mode: 192.168.11.1
In bridge mode: 192.168.11.100
Note: If the router switch is set to "AUTO" and the unit is in bridge mode, then the AirStation’s IP
address was assigned by an external DHCP server.
- If you changed the IP address of the AirStation, then use the new IP address.

Connect to 192,168,111 7[5
f:?)\ When this screen appears, enter “root”
A (in lower case) for the user name and the

password that you set during initial setup.

The server 192,168.11.1 at AirStation requires a username Click“OK”.
and passwaord,

Warning: This server is requesting that vour username and .
password be sent in an insecure manner (basic authentication Note: - By default, the password is blank (not set).

without 4 secure connection], - If you forget your password, hold down
the Reset button (page 91) to initialize all

User name: € root - . .
settings. The password will then be blank.
Bassword: 2SS0 88 Note that all other settings will also revert to
[F] Remember my passward their default values.
[ ook { [ Cancel
WZR-HP-G300NH User Manual 17
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Chapter 4 Configuration

4 R iermetLatt |Wielass Banfip| Sesurty | LAM Gonfly | 488 | fdme Barfig | Bisgresie

‘Wiarde B Casraiam

Wi e Sarfingd

+* S bas Walkoail San
el

5 sl Aorinkon

- el T mlcrewsee
¥ Siarkann | e BIGML Hewrogs

* Lol hir ok s Fioreors

MAONE Indxrmoatian

Rl e CH

(ros T i

P O GO BT

1; My Seitop |Dsdaichy

GlameBen Ganbas [
[]

{hack Ccavecioa Pafuch |

————_
LA s L

W2k L s o
el el !

W R T

Rl SR
m}d‘irm & dplyed
il

Fersbe S ilags

'BRELEES
IR EOLE gl [ Rl Sulig
%0 WID7RCELIT

P r:i‘: WRAWPLT moedrade

Cxrphinh w0 TR D) o 3 e B
20 Ll R
Adili el vilal uidE 0 ATRE PP P
ERIOART MU
ﬂ'ﬂll G
e
Litikiies
Lasguage
Axt % [apan

Corwmoion Wirnr
TTary St

WS WS 5 W WA
pmumnline ol crvrm bl ey
WRETEE I A (T E T

i
:-
] P i
Finghan R0 b G
A5 el

1165 SRR T G AL
ﬁ'ﬁ:ﬂ ol P
B 1 v e S P
Washan

mﬂ

Thic W 0 yaa dwEea iy
e

i (o U W
il
et Games Pl e dng

Ths Wasad 5 1 B3
[T iy T 1 U

\

This is the configuration utility,
where most AirStation settings
can be configured.

Help is always displayed on
the right side of each screen.
Refer to the Help screens for
more information on using the
configuration utility.
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Chapter 4 Configuration

Configuration Utility Menus in Router Mode

The menu structure for the AirStation in router mode is as follows. Please refer to the pages listed at
right for explanations of each item.

PDF #% ffi ™| "pdfFactory Pro" &~ 152 # * www.ahasoft.com.tw/FinePrint

Main screen Descriptions Page

Internet/LAN

Internet Configure Internet side port and settings. Page 25

PPPoE PPPOE settings (DSL login). Page 26

DDNS DNS settings. Page 29

VPN Server VPN server settings. Page 31

LAN LAN side port configuration. Page 33

DHCP Lease DHCP server and lease settings. Page 35

NAT Network address translation settings, used to connect LAN side devices | Page 36
to the Internet.

Route Configure the AirStation’s IP communication route. Page 37

Wireless Config

WPS WPS settings and status. Page 38

AOSS AOSS (AirStation One-touch Secure System) settings and status. Page 39

Basic Configure basic wireless settings. Page 41

Advanced Configure advanced wireless settings. Page 45

WMM Set priorities for Wireless Multimedia Extensions (Wi-Fi Multimedia). Page 46

MAC Filter Limit access to specific devices. Page 48

Multicast Control Configure limits on sending unnecessary multicast packets to the Page 49
wireless LAN port.

Security

Firewall Protect your computer from outside intruders. Page 50

IP Filter IP filters for packets passing through the LAN side and the Internet side. | Page 52

VPN Configure IPv6 passthrough, PPPoE passthrough, and PPTP passthrough. | Page 53

Passthrough

LAN Config

Port Forwarding Configure port translation and exceptions for games and other Page 54
programs.

WZR-HP-G300NH User Manual 19
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Chapter 4 Configuration

DMZ Configure a DMZ for services with external users, secure from normal Page 56
LAN operations.
UPnP Configure UPnP (Universal Plug and Play). Page 57
QoS Configure priority for packets that require a guaranteed data flow. Page 58
Movie Engine Configure options for the Movie Engine feature. Page 60
NAS
Disk Management | View the status and configure of attached USB disks. Page 62
Shared Folder Set the USB disk to use as shared folders. Page 64
User Management | Configure users to access shared folders. Page 66
Shared Service Configure shared folder access. Page 68
Web Access Configure Web Access. Page 70
Media Server Configure a Media Server. Page 72
BitTorrent Configure a BitTorrent client. Page 73
Admin Config
Name Configure the AirStation’s NetBIOS name. Page 75
Password Configure the AirStation’s login password for access to the configuration | Page 76
utility.
Time/Date Configure the AirStation’s internal clock. Page 77
NTP Configure the AirStation to synchronize with an NTP server to Page 78
automatically set the AirStation’s internal clock.
Access Configure access restrictions to the AirStation’s configuration screens. Page 79
Log Configure a syslog server to manage the AirStation’s logs. Page 80
Save/Restore Save or restore the AirStation’s configuration from a configuration file. Page 81
Initialize/Restart Initialize the AirStation or reboot it. Page 82
Update Update the AirStation’s firmware. Page 83
Diagnostic
System Info View current system information for the AirStation. Page 84
Logs Check or configure the AirStation’s logs. Page 86
Packet Info View all packets transferred by the AirStation. Page 87
Client Monitor View all devices currently connected to the AirStation. Page 88
Ping Test the AirStation’s connection to other devices on the network. Page 89
Logout
Click this to log out of the AirStation’s configuration screens.
WZR-HP-G300NH User Manual 20
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Chapter 4 Configuration

Configuration Utility Menus in Bridge Mode

The menu structure in bridge mode is as follows. Please refer to the pages listed at right for

explanations of each item.

Main screen Descriptions Page
LAN Config
LAN Configure LAN side ports and devices. Page 33
Route Configure the AirStation’s IP communication route. Page 37
Wireless Config
WPS WPS settings and status. Page 38
AOSS AOSS (AirStation One-touch Secure System) settings and status. Page 39
Basic Configure basic wireless settings. Page 41
Advanced Configure advanced wireless settings. Page 45
WMM Set priorities for Wireless Multimedia Extensions (Wi-Fi Multimedia). Page 46
MAC Filter Limit access to specific devices. Page 48
Multicast Control Configure limits on sending unnecessary multicast packets to the Page 49
wireless LAN port.
LAN Config
Movie Engine Configure options for the Movie Engine feature. Page 60
NAS
Disk Management | View the status and configure of attached USB disks. Page 62
Shared Folder Set the USB disk to use as shared folders. Page 64
User Management | Configure the name to access shared folders. Page 66
Shared Service Configure the name to access shared folders. Page 68
Web Access Set to use the Web Access function. Page 70
Media Server Set to use the Media Server function. Page 72
BitTorrent Set to use the BitTorrent function. Page 73
Admin Config
Name Configure the AirStation’s NetBIOS name. Page 75
Password Configure the AirStation’s login password for access to configuration Page 76
screens.

Time/Date Configure the AirStation’s internal clock. Page 77

WZR-HP-G300NH User Manual 21
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Chapter 4 Configuration

NTP Configure the AirStation to synchronize with an NTP server to Page 78
automatically set the AirStation’s internal clock.
Access Configure access restrictions to the AirStation’s configuration screens. Page 79
Log Configure a syslog server to manage the AirStation’s logs. Page 80
Save/Restore Save or restore the AirStation’s configuration from a configuration file. Page 81
Initialize/Restart Initialize the AirStation or reboot it. Page 82
Update Update the AirStation’s firmware. Page 83
Diagnostic
System Info View current system information for the AirStation. Page 84
Logs Check or configure the AirStation’s logs. Page 86
Packet Info View all packets transferred by the AirStation. Page 87
Client Monitor View all devices currently connected to the AirStation. Page 88
Ping Test the AirStation’s connection to other devices on the network. Page 89
Logout
Click this to log out of the AirStation’s configuration screens.
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Chapter 4 Configuration

Setup

Setup is the home page of the configuration utility. You can verify settings and the status of the
AirStation here.

Wizards & Overview
Logodl
MODE Informatien Wizards & Overndew
S isi Eaig Rparter Mpde (N
slg e -
k2 Wizands for [Easy Selup] ame on
% Pun e s Cannacson st £aty ||| IMBIMSEInformation ik bR Pl
co iy e A0 v of Your AlrStation's
#* Winclesy S50 & Channed 1 nF0mMbs 2 1:_!!!'!5_'111!!1 I:'."-'“" B e e T 11 11: 1y | irﬁ;nm*ﬁn 15 displayed on
Moge) Canre g Candiion Uil the right
¥ Winelass E WE FITFEFMES Eto
e =l 2 Dasic Settings
STATHA [ Chack Connection | [ Reiesh | o ’
o MW Gl g (PO Forwarding: Iw.s-.'““ Comiection Wiiral

#* Windmws | Sk e s onpar
o i e L Pl

JEEE 8021 Iniph (Auta tBoh ) L

Th= Wizaad Scans your Imernet
connection and conn o the

Otiar s an1GTIBCE| it ool et
5T ticating - ACEE WRANWRAD mixedmode - NI COre o n WRzard |5 .
i pdaie Airsiation Firnmvare AP M DEL. misdeamee may raie PRPoE
2 pilifce iz Enngton  AOSSTIEMES EROMONh  |niarme Fyaor sonnachn mauines
Sy M DT2eCE1 181 a paggword or ather PRROE
AUt Brtieatinn ACEE VWPA-PEK L.n’g‘,gﬂ:""'-mn%“ u‘;"rmsf
Eniiygiion  ADEE AEE o't have i
ﬁ ADBS Setim Wieless SSID & Cnanel
= This W/izard bets U aatan SEID
ﬂms Saup tmatwnrk name) and chose a
wireless channe| for your neteaork.
vriies st
| Metwok Sewice Lisl | Thi= /izad bets you choose the
I GF B C Yt (WEF,
(1.1 UBIﬂI‘IwI.Iﬂ'II‘Hl!EEH %
Intmireai
| Download Manager |
I Gaimes IOt Forwaldng
This Wiz bets: you el 3 Blac
Languin FLAT 19 DIny WIS e
At = | | Apply

S CUP A D pus Ak e~ ]

Parameter Meaning

Internet/LAN (LAN Config) Displays the configuration screen for the Internet port and LAN

ports.
Wireless Config Click this button to display the configuration screen for wireless
settings.
Security Click this button to display the configuration screen for security.
LAN Config Click this button to display the configuration screen to open ports
for games and applications.
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Chapter 4 Configuration

Parameter Meaning

NAS Click this button to display the configuration screen for NAS
settings.

Admin Config Click this button to display the configuration screen for
administration settings.

Diagnostic Click this button to display the status of the AirStation.

Easy Setup Enables you to easily configure the AirStation’s network settings

Internet Information

Check Connection

Refresh
WIRELESS
AOSS Setup
WPS Setup

Network Service List

Media Server
Download List
Language

Logout

automatically.
Displays WAN-side system information for the AirStation.

Click this button to check if the AirStation is connected to the
Internet properly.

Click this button to refresh the current screen.

Displays the current wireless settings.

Click this button to display the AOSS configuration screen.
Click this button to display the WPS configuration screen.

Displays the list of the network devices for which information is
provided from the network on the LAN-side.

Displays the status of the media server.
Displays the list of BitTorrent files downloading.
Enables you to select the language you use.

Log out from the configuration screen of the AirStation. If the
AirStation does not communicate for 5 minutes, it will log out
automatically.
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Chapter 4 Configuration

Internet/LAN (LAN Config)

Internet (Router Mode only)

Configure a WAN-side port.

!"-"W InternetiLAN

Internet PPPoE| DDNS| VPN Server| LAN| DHCP Lea

se| NAT| Route |
L
Internet Ethernet Settings E
As for the IF address acguisition method, i .
"Perform Easy Setup (Internet Connection YWizard)" is set up. Configuring your Intemet side port:  —
To set up PPPoE click here. Normally,_étou'll conhnect the
R Internet side port to an external
network such as the internet.
Method of Acquiring IP Address
Advanced Settings Select one of the following
methods to acquire a [nternet port
Default Gatewa IP Address. Flease ask your
i Provider for any other information
= about yaur line farmat. If you're not
rimary. sure which rmethod to choose, try
Address of DNS Name Server ) salecting Easy Setup. You can
Eetannany Icnnﬂrm StgtuISF'DE:“:IB currenth
nternet side ress on the
® Use Default MAC Address(001 DY 3BCET18) System Infarmatian screen. This
Internet MAC Address o) : | | setting can only be changed when
Use this address meshardwafe modeéglb%EDRnéme
irsation i1s set to :
MTU Size of Internet Port !15E|D Bytes [ ]
' Perform Easy Setup (Internet
Apply Connection Wizard)
: The Easy Setup scans your
Internet connection and b

Parameter Meaning

Method of Acquiring IP Address Specify how the WAN-side IP address is obtained.
Default Gateway Configure an IP address for the default gateway.
Address of DNS Name Server Specify an IP address for the DNS server.

Internet MAC Address Configure the Internet side MAC address.

Note: Configuring an improper MAC address may make the AirStation
unusable. Change this setting at your own risk.

MTU size of Internet Port Configure the MTU value of the Internet port. Values of 578 to 1500
bytes may be entered.
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Chapter 4 Configuration

PPPoOE (Router Mode only)
Configure PPPoE settings.

m InternetiLAN |}

Internet| PPPOE DDNS| VPN Server| LAN| DHCP Lease | NAT| Route |

Logout
el
PPPoE Settings F
Default PPPoE Connection 1 Easy Setup v | : —
it el If PPPoE is specified in the
IP Unnumbered PPPOE Connection | 1: Easy Setup v [ntemet side configuration, you |
e ] have rmore detailed setup options

on this page. To specify PPPoE as
Apply the Internet side communication
method, on [Internet SetuEJ—
Internet Port], select [FPFoE
lient Function] or select [Use P —

Unnurnbered] .

PPPoE Connection List Note:

If [Acquire IP address
Mumber hame Status autamatically from DHCP server]
or [Manual Setup] is setas the
1 EasySetup Enable Internet side communication

method, or if something hesides

[ Edit Connection List ] PPPOE was detected when [Easy
Setup] ran, itis not necessary to

: enter information on this page.
Preferred Connections (Bwen ifitis set, itis not used)
Additionally, when [Easy Setup] is
T execUted, information set on this
Mo, Mame Destination address Source address page may he rewritten.
Mo Preferred Connections are Registered.

Default PFPoE Connection

[ Edit Preferred Connections ] If multiple destinations are
registered to the PPPoE

Destination List, the destination »

Parameter Meaning

Default PPPoE Connection If you have registered multiple connection destinations in the
PPPoE Connection List, connection destinations selected here
have priority. You need to configure the route to which PPPoE is
connected to if you don’t use the default settings.

IP Unnumbered PPPoE Connection Select the destination from the PPPoE Connection List which is
used when specifying "Use IP Unnumbered" in Method of Acquiring

IP Address (page 25).
PPPoE Connection List Edit PPPoE destination. You can register up to 5 sessions.
“Edit Connection List" Click this button to display the screen to edit the settings of
destination.
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Chapter 4 Configuration

Parameter Meaning

PPPoE Connection No.*-Add This is displayed when “Edit Connection List" is clicked.

Name of Connection
Enter the name to identify the connected destination. You may
enter up to 32 alphanumerical characters and symbols.

User Name
Enter the user name specified by your ISP for PPPoE certification.
You may enter up to 32 alphanumerical characters and symbols.

Password
Enter the password specified by your ISP for PPPoE certification.
You may enter up to 32 alphanumerical characters and symbols.

Service Name
Fill in this field only if your ISP specifies a Service Name. Leave
blank otherwise. You may enter up to 32 alphanumerical
characters and symbols.

Connection Type
Specifies the timing for the AirStation to connect to your
provider.

Automatic disconnection
Set time to disconnect after communication is stopped when the
connection method is set to "Connect on Demand" or "Manual".
You can enter up to 1440 minutes.

Authorization
Configure an authorization method with a provider.

MTU Size
Configure the MTU value for PPPoE. Values of 578 to 1500 bytes
may be entered..

MRU Size
Configure MRU (Maximum Receive Unit) for PPPoE. Values of 578
to 1492 may be entered.
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Chapter 4 Configuration

Parameter

Meaning

PPPoE Connection No. *-Add

Preferred Connections

[Edit Preferred Connections]

Preferred PPPoE Connection -Add

Keep Alive
If Keep Alive is enabled, then the AirStation will issue an LCP
echo request once a minute in order to maintain the connection
with the PPPoE. If the server does not respond for more than
6 minutes, the line is recognized as disconnected and the
AirStation will terminate the connection.“Disabled” is the
recommended setting.

Displays information you have set regarding to the connection
destination route.

Click to edit the connection destination route settings.

Click "Edit Preferred Connections" to display.

Name
The destination to connect by PPPoE if "Destination address" and
"Source address" match. Select the destination registered to the
PPPoE Connection List.

Destination address
When communicating to this address, the AirStation will
communicate with "Name of Connection."

Source address
When communicating from this address, the AirStation will
communicate with "Name of Connection."
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Chapter 4 Configuration

DDNS (Router Mode only)

Configure Dynamic DNS settings. Many settings are only available when the appropriate Dynamic
DNS service is enabled.

| setp R ULl Wireless Config| Security | LaNConfig | Nas | Adminconfg | Diagnostic |

Intermet| FPFoE| DOME VPN Server| LAN| DHCP Lease | NAT| Routs |

Lagatd
&
Dynamiz DMNS Semings

Cynamic DS Service | Disable =

Dynamic DHS Eeuﬁ
Bafore confguring this sentings
Apply | i nwed 12 mign liﬁ:rr » dynmmic
M5 senice proa

Dynamic DMS Service

i Select a dynamic DNS sorice
Current Dynamic DS Infanmation roride

o can salect TynDHE" o
Intemat Side P Addness. 192156.1.209 TV

Comaim Hame = OyCHE
Stane + T20
Radrazh The iollovwing values @8 diferent,

dapardmp on wour dynamic DNE
ERMCE prover

Parameter Meaning
Dynamic DNS Service Select a provider (DynDNS or TZO) for Dynamic DNS.
User Name Enter the Dynamic DNS user name. You may enter up to 64

alphanumerical characters and symbols.

Password Enter the Dynamic DNS password. You may enter up to 64
alphanumerical characters and symbols.

Host Name Enter the Dynamic DNS host name. You may enter up to 255
alphanumerical characters, hyphens, and periods.

Email Address Enter the email address which is registered to the Dynamic DNS
service. You may enter up to 64 alphanumerical characters and
symbols.

TZO Key Enter the TZO Key which is registered to the Dynamic DNS service.

You may enter up to 64 alphanumerical characters and symbols.

Domain Name Enter the domain name which is registered to the Dynamic DNS
service. You may enter up to 255 alphanumerical characters,
hyphens, and periods.
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Chapter 4 Configuration

Parameter

Meaning

IP Address Update Period

Internet Side IP Address

Domain Name

Status

Specifies the period to notify the dynamic DNS service provider of
the current IP address. For DynDNS, set it between 0 and 35 days.
For TZO, set it between 0 and 99 days. If O (zero) days is set, no
periodic update is performed.

The WAN-side IP address of the AirStation’s Internet port. This
address is sent to the dynamic DNS service provider.

The domain name assigned by the dynamic DNS Service provider.
The AirStation can be accessed from the Internet using this domain
name.

Display the status of dynamic DNS service.
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Chapter 4 Configuration

VPN server (Router Mode Only)
Configure the VPN server.

Wireless Config|  Security

ImternetiLAN
Internet| FPPoE| DONS| VPN Server LN | DHCP Lease | NAT| Route |

The LAN side |P address s set o 192 188.11.1

Therelore, a PG connected 1o BUFFALD'S router may be unabie 10 access to the

FC on the LAN

Thir LAN side IP address and DHCP 1P address pool should be changed

Auite | npa |

Gemeeate Racommendsd IP Address ]

P Addresn 1‘!2 163, 11 1

LAl Siae P Andress

Suhrad hask | 2‘;6 M .3'55 l:l v

DOHCP Server Fumktion [ Enaie

DOHCP P Address Fool 152 165 112 o up 1o 64

FETP Sever Funclion  [lEnabis

Auhinrizatian Typs

[Advanced Settings]

Server P Address

Clienl |P Agdrass

OrE Server P Adaress

WINS Server IP Address |

[eee]

PPTP Uiser List

L

Wanuad |

A

Wanual |

LA I address of he AiiHation
Manual |

O Hot Gpecly

UserMama Canneclion Condiisn P Addrass Oparaban
P TS b 1 WS BTE

[ Edil Usar informadion

adrann s}

farup ko S addessleg)

Logout
-~

VPN Gerver Samings

By using iha PPTE sarer function
i i3 possibla to access the

a'u wtign fiom 1he Irrhfrd Ind the
L&l frarm 3 Windows PPTP clani

hiole
GRE protn

Bucing.
no.4vkand rr:|.1'."!2T-:FP |:II:II1:
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Lil= o
N!III IJE'HBI'EIM"B T el o
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Chck thig button to geneat

m;jum I.F‘ e-dnurgsg with @ s:r:al
puasibiity of v wilh IP

addmllw of i lo mutars.

LA Sids 1P Address

Configure Iha AirStslion's LAN [B
The detault is
HAR ou wand (o
connect fhe A iom 10 an

aula'h LAH & & i
IJI1IJ ﬂmm"‘l“ﬁ.ﬂ'l
rasg e

Submean Mosk
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Hubrmi Kask, The defad 17
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default i enabled If them
another DHCF sexer on 1he
natwnik, ona DHCR saner mugl be
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chnmed 1o @void conflacls causad

rieppmg OHCF scopes i
D‘ulﬁF' Sermr s mlhllddgrrmn

gvedan esxtin in
tha Iﬁ'l s-anm%nt

DHCP IP Address Pool

This delesmanes the

numbar of connections o be
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Chapter 4 Configuration

Parameter

Meaning

Auto Input
LAN Side IP Address

DHCP Server

DHCP IP Address Pool

PPTP Server

Authorization Type

Server IP Address

Client IP Address

DNS Server IP Address

WINS Server IP Address

[Edit User Information]

User Name

Password

Method of Acquiring IP Address

PPTP User List

Click to generate a random IP address.
Set a LAN side IP address and subnet mask.

Enable or disable the DHCP server, which assigns IP addresses
automatically.

Configure the range of IP addresses to be assigned by the DHCP
server and IP addresses to be excluded from that range. Values
from 0-253 may be entered.

Enable to use a PPTP server.
Select the authentication method for PPTP connection.
Select the server IP address.
Select the IP address range.

Set the DNS server IP address for the DHCP server to issue to
clients.

Set the WINS server IP address for the DHCP server to issue to
clients.

Click to edit user information.

Enter the user name to connect to the PPTP server. You may enter
up to 16 alphanumerical characters and symbols.

Enter the password to connect to the PPTP server. You may enter
up to 16 alphanumerical characters and symbols.

Select the method to be used to assign the IP address is assigned to
the PPTP client.

Displays the PPTP connection user information.
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Chapter 4 Configuration

LAN
Configure LAN-side settings.

setup [T L] Wirsless Config| Securty | LANConfig | NAS | Admin Confia | Disgnostic

internet| PPPaE| DONS| VPN Server | LAN DHCP Lease | NAT] Routs |

Logout
A
LAN Side Etherner Setmings

IF Adckigss 192 163 111

Lak Side |P Address Comfigure The AxSialion's LAN
Gubnet Masic) 265 2552050 ™ Subnet Mask, ard lae
HLH Server settings ena IHErhss
DHCP Server Functon Eranig YOS & nEtrarking expen
Eelnan defmuli setiings are recommended
152 166 11.2 B4 1!
DHCP 1P A0aress Poal Ry AOIRr Nt
Eschuied F AlMESSES I Feaue an Existing LA Bhe

NrBrmn;: cpriigura I'Ipl'al.lil =0
ERSNj & I ESAARE TSI LD
Lap Sids |2 Addregs | FAdde refer b e 40 5eiun o

{For IP Linmuemberad)  5upne wask SirStahan o 20 SEEHn ] T
LAN Side IP Address

DHCP Server Seltings [Advanced Settings] Canfgure }nm .:ﬁ1:lnn‘a. LAM B

. i bit is
Adverced SeRings [onapia SRR L v et

auighing LAN. specly 3 uniqus.
I:J‘“:"'J' unLrsal:?F' . ?nm thlau LAH=

LE L R i 6 e L

] 4

Parameter Meaning

LAN Side IP Address By default, the LAN side IP address is 192.168.11.1 with subnet
mask 255.255.255.0. You may change it here.

DHCP Server Function Enable or disable the DHCP server, which assigns LAN-side IP
addresses automatically.

DHCP IP Address Pool Configure the range of IP addresses to be assigned by the DHCP
server and IP addresses to be excluded from that range. Values
from 0-253 may be entered.

LAN Side IP Address Set an IP unnumbered LAN side IP address.

(For IP Unnumbered) Note: A PC with a normal LAN side IP address and a PC with an IP
Unnumbered IP address cannot communicate each other.

Advanced Settings Check“Display” to display DHCP server advanced settings options.
Lease Period Set the effective period of an IP address assigned by the DHCP

server. Up to 999 hours may be entered.

Default Gateway Set the default gateway IP address for the DHCP server to issue to
clients.
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Chapter 4 Configuration

Parameter Meaning

DNS Servers Set the dDNS server IP address for the DHCP server to issue to

*Router Mode only clients.

WINS Server Set the WINS server IP address for the DHCP server to issue to

*Router Mode only clients.

Domain Name Set the domain name for the DHCP server to issue to clients. You

*Router Mode only may enter up to 127 alphanumerical characters, hyphens, and
periods.

Default Gateway Set the default gateway IP address.

*Bridge Mode only

DNS Server Address Set the DNS server IP address.

*Bridge Mode only
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Chapter 4 Configuration

DHCP Lease (Router Mode only)
Configure DHCP Exceptions.

| Intarnet| PPPoE| DONG| VPN Server| LAM | DHCP Lease NAT| Route

Logoat
-
[HCP Loase Seting
Add Chient Infarmation
e st
Lt W =
IP Avdress Aoy sssgTRnt or wl

AL Z aunmaﬁ:murrnn o mans

el
man B a:lu:l'aa:ato specified
r.ﬂ.h.éa:h:lrea! izl
[M“ Ui to 200 devices can be

reggigberad for mamial a2 sigriment

Curren! DHCP Chent Information A4 Edit Cliant inbornmation
1P AkIress ML Ardress Lease Penid  Stais  Gusinmize This avea s for adding or editing 8
19216 11H") 00D TREEOF AT ARAETE Auite Marusl Axssgamant | lme
™) Thaa 1P Addross ol the chent That m conbgunng this farB1 alwn {192 963 11,3} ;l?m&ﬂdm! R
| Fasgnment
|_Refmah | 1'ha ult is blank in agpend

The -;urrent IP gaddresa 15
m yed in edit mode The P
ress shouddn 't overdap the 3

Parameter Meaning

IP Address Enter an IP address to lease manually. The IP address should be
from the same subnet as the DHCP scope, but not be within the
range that DHCP is assigning to other devices.

MAC Address Enter the MAC address which identifies the client.

Current DHCP Client Information Displays information for current leases. An IP address which is
leased automatically can be changed to be leased manually by
clicking “Manual Assignment"”.
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Chapter 4 Configuration

NAT (Router Mode only)

Configure network address translation settings. This enables LAN-side devices to communicate with
the Internet.

internet| PPPoE | DONE| VPN Server | LAN | DHOP Lease | MAT Route |

Heesbwioark Sddreess Trams lation
Samings
Aodress Transialian [ Enzhis
Liog Qutpul of Delelad Packsks | Canfigue address trarslation to
RSP 5 Clensote :mngc:me Intamar side ::: 1ha
5 ntemst
|--n=ls-
Address Translation

You can select whelher to [Enabis] »

Parameter Meaning
Address Translation Enable to use Network Address Translation.
Log Output of Deleted Packets Enable to log deleted packets (such as errors) during address
translation.
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Chapter 4 Configuration

Route

Configure the AirStation’s IP communication route.

: Setup Irte rnetiLAN -"'hﬁll-ﬁﬂ'ﬂ Sacurity La&N Config HAS Admin Config | [imgnostic
imernet| PPPoE| DONS| VAN Server| LAN| DHCP Lease | NAT| Route

Add Fouting

S —— IF &ddraxs
SERTN i Subrwl Mazk | 355 355 48 0

Ganeway

(53]

Routing Information

-

Lol
L d
Ruoiting Infornyation

Configie Ruting Infammation

AdclE dit Rauting
Thig ama @ for adding or sdkng 3
ins

Destination Addrass

Spacify the dastinated (P addreas
oF network address.

I'!,I:lu re Enterlmg EN F a-dnrees =

255 255 255 d‘] r1h-e- subwet
a=k. In ca=e of entening @
netwurlf aidche s g destnation

Deslinalion Address  Subnel Mask Gataway Mabric  Oparalion specify the network addrese el
Routing Confguralion is mod Regislencd Subnd mask
Gatwway
Spaciy ihw [P address of the
gatewEy

L8

Parameter

Meaning

Destination Address
Gateway

Metric

Routing Information

Adds a destination IP address and subnet mask to a routing table.
Adds a gateway address to a routing table.

The metric is the maximum number of router hops a packet may
take on the way to its destination address. Values between 1 and 15
may be entered. The default value is 15.

Manual entries will appear here after being added.
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Chapter 4 Configuration

Wireless Config

WPS Status and Settings.
5 &iil .n.m;urnnrl 1insgrb) m MAC Filter| r-.'ulrr.w:n:nntrol
L gt
-
WPE{WIF! Pratscted Semup)
Ly = «| Bna
5 [ enacee o
EXETa Regissrar [ anatie Corliguing YES
I.I'.'Iﬂg-_l ] '.f‘?:Fi Prr.::rhmtl-u Ssup
| which comasponds 0 Windows
LAeely | Cormect NowNET [WCH-NET)
— e '-l‘.'FS = alan krgwn g the iR
AlrGanan PIN 12345670 Grnsrwtes PR i Configuration Pmlml
l.l'.'FI idnl:mcan s.'ah by arad
paally distidans winekess sacurll
5L oA mlurrgnahm fomn an access po
ra%-:gl:jbc- the WFS -:I-e-'lb;
W. he V. evice which regisbors
o iy oy saons minches g cerudy rl:-'rrml%m [
called Regstrm
WP slaus The AirsAatecn hag an intennsl
Regestras buik-in 4. but can also
usd an Extemal Regsiar
11nig The VPS5 device whach receies
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Parameter Meaning

WPS Enable to use WPS automatic configuration.

External Registrar Enable to accept the external configure requests from other WPS
devices.

Note: External configure requests will not be accepted if AOSS is in use.

AirStation PIN Displays the PIN code of the AirStation. Clicking “Generate PIN”
will generate a new PIN code. This code can be entered into other
wireless devices that support WPS.

Enrollee PIN Enter the PIN code for the other wireless device and click “OK".
WPS status Displays “configured” if all available wireless bands are
configured. Displays“unconfigured” if at least one wireless band is
unconfigured.
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AOSS
AOSS Status and Settings.
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Parameter Meaning
i i Initiates AOSS automatic wireless configuration. Click this, then
@ press or click the AOSS button on your AOSS-compatible wireless

client. Repeat for additional AOSS clients.

Click this button to disconnect AOSS connections.
Note: If AOSS connections are disconnected, the SSID and encryption keys
will be restored to their most recent settings before using AOSS.

Encryption Type of Exclusive SSID for ~ You may allow a separate SSID specifically for WEP connections. If
WEP “disabled" is selected, then clients will not be able to connect with
WEP.

Encryption level expansion function ~ Allow AOSS to make connections encrypted with WPA/WPA2-PSK-
mixed mode.

Dedicated WEP SSID isolation Set a separate SSID and network segment specifically for WEP
connections. Devices connected with WEP will not be able
to communicate with devices connected using AES/TKIP. All
connected devices will be able to communicate with the internet.

AOSS Button on the AirStation Unit Uncheck to disable the physical AOSS button on the AirStation.

Current Encryption Information Displays the encryption type, SSID, an encryption key configured

* AOSS Connection only by AOSS.

[Random] Click to enter random values for SSID, encryption key, and other
settings.

[KEY base] Click to return the SSID, encryption key, and other wirelesss settings

to the values on the case sticker.

[Reset] Click to return the SSID, encryption key, and other wireless settings
to their previous values.

AOSS Client Information* Displays AOSS clients connected to the AirStation and information
of the devices which are wirelessly communicated.

AOSS Ethernet Converter Displays information about ethernet converters connected to the
Information* AirStation via AOSS.
*Only displayed if there are AOSS

Connections
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Chapter 4 Configuration

Basic

The screen to configure a basic wireless settings.
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Parameter

Meaning

Wireless Radio

Wireless Channel

300Mbps Mode

Determines whether to allow wireless communication. If this is
unchecked, then no wireless connections will be allowed.

Sets a channel (a range of frequencies) used for wireless
connections. With Auto Channel selected, the AirStation will
automatically use the best available channel.

300 Mbps mode uses twice the normal frequency range, 40

MHz instead of 20 MHz. In uncongested areas this can increase

performance. To use 300 Mbps mode, set the Bandwidth to 40 MHz

and choose an Extension Channel.

Note: If using Auto Channel for the wireless channel, then the Extension
Channel is set automatically.
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Chapter 4 Configuration

Parameter

Meaning

Broadcast SSID

[Use Multi Security function]
[Do not use Multi Security function]

SSID1

SSID2
SSID3

Separate feature

SSID

Wireless authentication

If“Allow” is checked, then the AirStation will respond to SSID
searches from wireless devices by broadcasting its SSID. If “Allow” is
unchecked, then the AirStation ignores SSID searches from wireless
devices.

Clicking "Use Multi Security function" will enable Multi Security,

allowing the use of multiple SSIDs, each with different wireless

security settings. Clicking "Do not use Multi Security function" will

disable the Multi Security function. The AirStation will then allow

one SSID and one type of wireless security.

Note: When using Multi Security, you need to enable at least one of the
following: SSID1, SSID2, or SSID3.

Multi Security SSID1 can use WPA-PSK-TKIP or WPA/WPA2-Mixed for
wireless security.

Multi Security SSID2 can use WPA-PSK-AES for wireless security.
Multi Security SSID3 can use WEP for wireless security.

When "Separate" is enabled, wireless devices connected to the
AirStation can communicate only with the Internet side, not with
each other.

Set SSID using 1-32 alphanumeric characters.

Specifies an authentication method used when connecting to a
wireless device.
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Parameter Meaning

Wireless encryption You may use any of the following types of encryption:

No encryption
Data is transmitted without encryption. Avoid this option since
any communication may be intercepted.
“No encryption” can be selected only when “No authentication” is
selected for Wireless authentication.

WEP
WEP is a common encryption method supported by most
devices. Use an encryption key to communicate with a wireless
device.
WEP can only be selected when “No authentication” is selected for
Wireless authentication.

TKIP
TKIP is an encryption method which is more secure than WEP, but
slower. Use an pre-shared-key to communicate with a wireless
device.
TKIP can be selected only when WPA-PSK or WPA2-PSK is selected
for Wireless authentication.

AES
AES is more secure than TKIP, and faster. Use a pre-shared-key to
communicate with a wireless device.
AES can be selected only when WPA-PSK or WPA2-PSKis selected
for Wireless authentication.

TKIP/AES mixed mode
TKIP/AES mixed mode allows both TKIP and AES authentication
and communication.
TKIP/AES mixed mode can be selected only when WPA/WPA2
mixed mode - PSK is selected for Wireless authentication.

WPA-PSK (Pre-Shared Key) A pre-shared key or passphrase is the “password” for your wireless
connections. There are two different formats for a pre-shared key.
Use 8 to 63 alphanumeric characters (case-sensitive) for a “character”
(ASCII) passphrase, or use 64 digits using 0 to 9 and a to f (not case-
sensitive) for a “hexadecimal” passphrase..

Rekey interval Set the update interval for the encryption key between 0 and 1440
(minutes).
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Chapter 4 Configuration

Parameter Meaning

Set up WEP encryption key A WEP encryption key (passphrase) may have any of four different
formats. A “character” (ASCIl) passphrase may use either 5 or 13
alphanumeric characters (case-sensitive). A“hexadecimal” passphrase may
use either 10 or 26 digits using 0 to 9 and a to f (not case-sensitive).
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Advanced

Configure advanced wireless settings.

wrs | aoss | [EEEETEEET] Advanced|lin g-b) [ELLIIEPECIIN] MAC Fier| tMultizast Contral |

Logout
Lol
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[11nlgh)
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Spe Advanced Vireleas
OTIM Penad 1 Sw‘i‘jﬂ:‘g
Privacy Separator [ Enaces Blulticas Rate
s Youcanselectd 2 55 6 0 11
12, 18, 24 36 48, S4Mbps of
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Dafault Vs is "Airte™ 3

Parameter Meaning
Multicast Rate Set the communication speed of multi-cast packets.
DTIM Period Set the beacon responding interval (1 -255) for which the AirStation

responds to a wireless device. This setting is effective only when
power management is enabled for the wireless device.

Privacy Separator If enabled, the Privacy Separator blocks communication between
wireless devices connected to the AirStation. Wireless devices will
be able to connect to the Internet but not with each other. Devices
that are connected to the AirStation with wired connections will
still be able to connect to wireless devices normally.
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WMM

Set priorities for specific communications.
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Chapter 4 Configuration

Parameter Meaning

WMM-EDCA Parameters You don't usually need to change these settings. Using the default
settings is recommended.

Priority
The following priorities may be applied to individual
transmission packets: (Highest) 8, (High) 4, (Normal) 2, and
(Low) 1. From the queue, these packets are processed in order of
priority.

CWmin, CWmax
The maximum and minimum value of the contention window.
The contention window is used in the frame collision avoidance
structure performed in [EEE802.11, and generally, the smaller the
value in the window, the higher the probability that the queue
obtains the right to send.

AIFSN
The interval to send frames. The unit of the AIFSN is a slot, just as
the window defined by CWmin and CWmax is. The smaller the
interval of sending frames, the faster the algorithm can restart.
As a result, the priority of the queue is higher.

TXOP Limit
The period of time that the queue can use after obtaining the
right to send. The unit is 32 ms. The longer this time, the more
frames can be sent per right to send. However, the queue may
interfere with other packet transmissions. If TXOP Limit is set to 0
(zero), only one frame can be sent per right to send.

Admission Control
Restricts new frames from interfering with a previous queue. New
packets are prioritized lower until a queue of them is collected. As
the new queue accumulates more packets, its priority increases.
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MAC Filter

Restrict access to specific wireless devices.
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Parameter

Meaning

Enforce MAC Filtering

Registration List

[Edit Registration List]

MAC Addresses to be Registered

List of all clients that are associated
with this AirStation

Enable to restrict wireless connections to devices with registered
MAC addresses.

Displays the MAC addresses of registered devices which are
permitted to connect wirelessly.

Click to add a wireless device to the list of permitted devices.

Enter a MAC address of a wireless device to permit to connect to
the AirStation. Click "Register" to add that MAC address to the list.

Display the list of all MAC addresses of wireless devices connected
to the AirStation.
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Multicast Control

Configure restrictions on unnecessary multicast packets sent to the wireless LAN port.
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Parameter

Meaning

Snooping

Multicast Aging Time

If enabled, snooping supervises multicast administrative packets
such as IGMP and restricts unnecessary multicast transfers to wired
or wireless ports.

Set the time to hold the data from multicast snooping in the range
of 1to 3600 (seconds). Enter a value bigger than the IGMP/MLD
query interval.
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Security (Router Mode only)

Firewall (Router Mode only)

Configure the AirStation’s firewall.
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Parameter Meaning
Log Output Enable to output a log of firewall activity.
Basic Rules Enable to use any of the quick filters. Preconfigured quick filters
include:

Prohibit NBT and Microsoft-DS Routing
When this is enabled, you cannot use the Microsoft network
feature from the Internet side to the LAN side and from the LAN
side to the Internet. You can configure this with PPPoE if you
select“Use PPPoE Client” or “Use IP Unnumbered” in Method of
Acquiring IP address (on page 25), or if Easy Setup identified a
PPPoE connection during setup.
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Parameter Meaning

Reject IDENT Requests
Enabling this option will answer IDENT requests from the Internet
side with corresponding rejection packets. Enable this option if
you experienced slower transfer speed for network application
such as sending mail, using ftp or displaying on browser. If
you have configured transfer of IDENT requests to the LAN
side computer in the address translation settings (DMZ or TCP
port:113), then that setting has higher priority, and overrides this
setting.

Block Ping from Internet
If this is enabled, the AirStation will not respond to pings from the
Internet side. You can configure this with PPPoE if you select “Use
PPPoE Client” or “Use IP Unnumbered” in Method of Acquiring IP
address (page 25), or if Easy Setup identified a PPPoE connection
during setup.
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IP Filter (Router Mode only)

Edit IP filters.
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Parameter Meaning

Log Output If enabled, IP filter activity is saved to a log.

Operation Specify how to process target packets.

Direction Specify the transmission direction of target packets.

IP Address Specify the sender's IP address and receiver's IP address of the
target packets.

Protocol Select a protocol for target transmission packet.

IP Filter Information

Display the list of IP filters which have been registered.
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VPN Pass Through (Router Mode only)
Configure IPv6 pass through, PPPoE pass through, and PPTP pass through.
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PuE Pass Though  [lenanis ey 1t Pk Thiugh
PPFCE P i
oE Pan Theaugh [T Enatie 1Pv% Foss Thiough
PPTP Pass Throwgh [l Enanie Saluct whather 1z uss P Pags-
thraiighi for addraas (ranalstan
Apply | Tha default stting e disabked
Holg

whwn s bncion 5 used on eny
imecschaines sl sogppoids IPWS Pass-

Parameter Meaning
IPv6 Pass Through Enable to use IPv6 Pass Through for address translation.
PPPoE Pass Through Enable to use PPPoE bridge. Using PPPoE bridge lets you

automatically obtain an IP address from your provider using the
PPPoE protocol from your computer connected to the LAN side
because all PPPoE packets can pass through between the Internet
and LAN.

PPTP Pass Through Enable to use the PPTP Pass Through for address translation.
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Chapter 4 Configuration

LAN Config (Router Mode only)

Port Forwarding (Router Mode only)

Configure port translation.

Setup | InterneULAN |Wirsless Config | Security [FUTSCUREE  MAS | Admin Confly | Disgnostic
Port Foraarding DME | UsnP| Gas| Meowvie Engine |

Loyt
A
Part Forwarding Settings

Add Port Forerard:
= i Altheugh tre Ax3tation performs
Aulchess Translaion only o

Graup i Group % Griup hame com mnication which is stated
FAurSiation's inlemat P #I‘.I.'IH'F - Fe b mﬁ s
Intemest Side B Address Bgﬂ';?ﬂ"t.rﬂgfsuﬂiﬂ
FErs ] Gul ¥
Rlwwial P Ackiress | commwmnicatesns from the
= [thi Intarmat) s s
il it the Fula® kor commurssan
S o aLfmids the ntamal na i
Cicne he LAN wide retun dadce(Siate
. HAT) cansluly, consilting your
Protocol COlarusl  Proboesl HumBer nismat gama's decumsniaion as
I'II':_-HHB? Upfe 32 ndes can be
TOF Pod Marwal Selup + | SRECRCI000 MTho0 IR
= TCRMDF
B QT Pl e |
LAN Bige IP Address 152 166 11 2 AddiEdiz Pare Farwarding
LAN Side Port TCPAIDR Poer You can add new port forearding
mlomation and el existing
miomabon
Group
YU B8N g8 B MM (GO Rame)
16 eanfiguimd and pne'
Port Forwarding Redgistration infarmation MR ipke 3 One name
El'ld mEnEg WT togather
L INIEMES Sice P Aodress Protog i e ¥ VN TR A STGUPE. Y
GIOUP | g mae P Adaress | LAN Sade Port | - UADMLE ::’me",::F"] o [Disathe sach
Pt Forwaidng has not besn sal upyet To add 2 M nde fo

axigtg %‘Imq:- selact the gEoup

o the ﬁwn box and -

Parameter Meaning

Group Specify a group name for a new rule to belong to. Select "New
Group" and enter the new group name in the Group Name
field to create a new group. A group name can include up to 16
alphanumeric letters.

Internet Side IP Address Enter the Internet side IP address (before translation) for the port
translation table entry.

Protocol Select the Internet side protocol (before translation) for the port
translation table entry.
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Chapter 4 Configuration

Parameter Meaning

LAN Side IP Address Enter the LAN side IP address (after translation) for the port
translation table entry.

LAN Side Port Select the LAN side (after translation) port number (1 - 65535) for
the port translation table entry.

Port Forwarding Registration Shows current entries in the port translation table.
Information
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Chapter 4 Configuration

DMZ (Router Mode only)

Configure a destination to transfer communication packets without a LAN side destination to.

Fort Forwarding | DME  UPRP | eS| Mowvie Engine |

Lot
e
DME Settings
P duddress of OME 1P Address of DME
"} Tha IP Addvess of the cliend thal m configunm s SarStation ] 192168 11.2] Specify the address of a LAH side
T b S . guring I} Yt i r-alml‘t:glevl:umv.hlmreprmd
@ COmrEs:ation packels o 1o b
trarefered When oo IF acdiess i

eniered for the DRE, it becomes

I —— T T TR T kool

Parameter Meaning

IP Address of DMZ Enter the IP address of the destination to which packets which are
not routed by a port translation table are forwarded.
Note: RIP protocol packets (UDP port number 520) will not be
forwarded.
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Chapter 4 Configuration

UPnP (Router Mode only)
Configure UPnP (Universal Plug and Play).

Setup | mtemeti AN m T ] NAS | Admin Config | Disgnostic
Pt Fﬁl‘wzrdmiltlmz PP o5 H‘.‘."‘J:G'EI'.HJHI

UPnE Settings

uPnP Emsti
FlEmbie Satting up the inlernet galeway

fancteon of PP, On a FC ahech

Apply supRerts WPRR [Windersd P, g |
The Airftation |5 automaticaly
recognized on the LA a5 an
irfemet galeway Also if 3 mdvark
application which suppors UPRR

Parameter Meaning

UPnP Enable or disable Universal Plug and Play (UPnP) functionality.
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Chapter 4 Configuration

QoS (Router Mode only)

Configure the priority of packets sent

| Seop | momesan |vkss Cona|_Secuey [RECTR wuns | namn con | ougnese |

Por Forwarding | DMZ| UPnP | Gas Meovie Enging |

QO Tor wansmission fome inemel [[Fen s

Upsoad Dandwam | 1000 Kbos

Ho  Enabee -ﬂﬂpl(ﬁm LU=l prodo ol
1 laa [\alR LDP %
XEH G sxh TER w
i | telnet TR »
S fip ToPR w
£ [ TCP ™
L] 1 TCR o
T D ToR =
A TCR %
=

to the Internet.

desinalion poet  pricviby
I||g|| b
X medam =
I mEdRim
Vel low o
Igw ~
law b
low '
low L

Logout
"~

Qo5 Setting

065 in a fechnology 1o vse the

haradwidth om ez netsolk mone

effactrel

Whan beg or moem packets ame

lt1hl smme fimee. the packet wih
ighes prionty is processsd firsd

5 £An ba Liaed 1o oy in
CHTTEIICaioTs u'w?r:ewm raal

Qes for ransmission 1o the
Inmemet

H checked thas ghves pronty
|:a-:lte|-; being tranamatied 1o 1
nteamat Wihen ansbled. you will be
b= 1o adn Boir |evackts: of incressesd

By ekt T s ieabied

Uplink Bandwidth

Spatily the bandaddth transhmed
frorn this unit o the Imemat in

The real uplink bandwacth should
& Snbeye
i a handwadith ul.ne langer than the
real e spad b anterad the
uplink bandwidih ml bm Ermated by
thw linn spasd
I8 amallar Barshuidth walus in
enterad, the madmum lne spead
carmil be used

€ »

Parameter

Meaning

QoS for transmission to the Internet

Upload bandwidth

Enable

application name

protocol

destination Port

Determine whether or not to prioritize packets sent to the Internet.
Check this box to enable QoS.

Specify the upstream bandwidth in kbps from the AirStation to the

internet side. Set the actual value for the upstream bandwidth.
Enable or disable this entry.

Enter an application name. Names may use up to 32 alpha
numerical characters, double or single tick marks ("), quotation
marks (“), and semicolons (;).

Select either TCP or UDP.

Specify a destination port with the value of 1 - 65535. If this field is
empty, a random port is selected.
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Chapter 4 Configuration

Parameter Meaning

priority Select high, medium or low. If packets do not qualify for classification
as a type on the list, then their priority is treated as a level between
medium and low.
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Chapter 4 Configuration

Movie Engine

Configure Movie Engine options.

Port Forwarding | DMZ| UPnP | ©o$| Movie Engine

* This setting is enabled when the "Movie Engine® switch on the

main unit is set to "ON".
Movie Engine switch status oM

Packet Control Setting

IPvG Pass Through  [¥]use

Multicast Rate 11 Mbps %

Snooping Function Use

Multicast Control Aging Time 1300 iSeconds
Change Priority |V| (priority) vi
Size Limit [ Limnit

TCP Rwin Size Limit —
Maximum Rwin Size | 3563 |bytes

Wireless Priority Control Rules

Mo, MAC Address IP address Protocal Port Mumber  Priority
Wirelass priarity control rules not registered.

[ Editing of Priority Control Rules ]

Transmission Rate Limit

Priority Transrmission Rate Mumber of Retries

BackGround |No Limits v| |N0 Limits vl

BestEfor iNn Limnits v| |No Limits Vl

Voice | Mo Limits ¥ | Mo Limits |

Wideo | Mo Limits

v | | Mo Limits v |

4 LAN Config

Movie Engine

Details the configuration options for
the Movie Engine feature.

When Movie Engine switch is ON
position, this router aptimizes
packet transfer of video or audio
data.

This page configures video or audio
data processing in specific when
Movie Engine switch is ON
position.

Movie Engine Status

Display the status (OMN/OFF) of the
hovie Engine switch on the main
unit. The Maovie engine feature is
enabled when the switch is ON.

Packet Control Setting

IPv6 Pass Through

Enable IPvG Fass Through when
the Movie Engine switch is ON.
The router transfers [IPvB packets
between the Internet and LAN.
The factory default setting is
LEnahI d].

This function is only enahled
when the AirStation is in Router
mode.

Multicast Rate

Configure Multicast Contral when
the Movie Engine switch is ON.
The factory default setting is [11
Mbps].

Multicast Control

Multicast contral setting when the
Maovie Engine switch is ON.

Snooping Function

Enable the Multicast Snooping
function.

Checking Use when the Movie
Engine switch is OM will farce
Multicast control.

The factory default setting is [Use].

Aging Time

The Aging Time for Multicast

Snooping feature. This setting

range is 1-3600 seconds.

The factory default setting is [300 w
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Chapter 4 Configuration

Parameter

Meaning

Movie Engine switch status
IPv6 Pass Through
Multicast Rate

Multicast Control

TCP Rwin Size Limit

Wireless Priority Control Rules

Transmission Rate Limit

Number of Retries

Display the status of the Movie Engine switch.
Set to enable the IPv6 Pass Through.

Select the rate of the Multicast Control.

Set the Multicast Control setting to on.

Configure TCP packets Rwin size limitation to pass AirStation’s
wireless LAN.

Display the list of rules controls the priority pass through of packets
in the AirStation wireless LAN.

Select the transmission limit to prevent transmission rate fall down.

Select limit number of retries.
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Chapter 4 Configuration

NAS

Disk management

View the status of and configure attached USB hard disks.

Disk Management Shared Folder| User Management | Shared Service |
Web Access | Media Server]| BitTorrent] Logout
S
Disk Management
i i Displays the status of attached
st Bk lnfnmyation USE dl{sks and allows you to
Device Disk Assignment  Partition Information FS?ES% }Eﬁfiodéﬁziiégfﬁggt::ﬂgks
Pt 15 l:li_spllayed._ If the UhSEI c'lqisks have
Format FAT et 3
BUFFALO ClipDrive | Disk1 M Status Mounted Wnitions will be displayed.
Remove ; indows compatible primar
Apply Usedifvailahle(%) 16§ 508,864 (0%) it anddextended part?rtiuns
Operate Farmat are recognized.
? The possible operations are format
and ramove USE disk. !
’ Refresh ] [ Re-recognize USE devices ] E'S"éme checking is executed with
Caution
If several drives or one drive with
; rnultiple pattition is connected, the
[Advanced Settings] drive might not be detected
: ; : properly, Please connect one drive
Automatic USE Disk Assignment Juse with single partition.
FAT format file name character code | Morth America (CP437) V! Device
[Use The "r:pangfﬁcturer," "product
HDD power-saving function T MU sl i e
P g HOD stoptime!ﬂﬂ !Minutes recognized USE disks are
—_— displayed.
Apply Disk Assignment
Wihen Automatic USE Disk v

FEALDH M

Parameter Meaning

Device Displays information for attached USB disks. Disks are removed
when [Remove] in the Device column is clicked.

Disk Assignment A disk number will be automatically assigned to the disk or you can

choose a number. Select a disk number, or select [Do not assign],
and then click [Apply] to assign a disk number.

Partition Information Displays the partition information for the selected USB disk. Click
[Format] to format the disk. Note: formatting a disk will erase all

information from it.

Re-recognize USB devices Click this to re-scan for connected USB disks.
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Chapter 4 Configuration

Parameter

Meaning

Automatic USB Disk Assignment

FAT format file name character code
HDD power-saving function

HDD stop time

Check [Use] to automatically select an attached USB hard disk. The
entire drive will be used as the shared folder. To configure your disk
and share manually, uncheck [Use].

“Use" is selected by default.

Select the file name character code used for FAT formatting.
Set the HDD power saving function.

Select a time duration after which to stop the HDD.
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Chapter 4 Configuration

Shared Folder
Configure a USB hard disk for use with shared folders.

Setup | IntermetiLAN | Wireless Config| Securly | LAN Conng VLG
isk Management| Bhared Folder User Management| Shared Service |

et

Web Access| Media Server] BitTament]

1 Wzie

Add new shared folder

Shared Fokder lama i tEru et manaially) 'r
Shared Fower Descrigtion | -
Cizk Sasetl DSk PArian Aren Fomnat Lisadiavalahieiss)
PArn Siea % Diskl/Fadion! FAT  16)506384 (0%
Cesclosed to [ iinimac e Bambal Dmn Access [ Media Server ] BETonend
umm i -
Faaciirie Rsad-only Howoes
Lz gr-A | Iquest
Acress Limits ) i =
[ Uganl
WPBD ACTESS [ Acses Limits
Shared Folder Hegistration Infarmatian
KMo, Bhared Folger Mame:  Sha'ed Folder iroemation Ciperation

Ciiak Paititarn Aros DigkliFarition1

Shared Foicker DesemyRon - Musao Folder

Cischosad o \WiniMac DSrsambe

Aecess Limis Limits

RE s fiin w
BUFFALD MearA, Lsar-B User-C

R ga-canly

guest

Arcess Limity

Dok

Wish Artass

[Weste T |
Emn:ldar Masiag ement

Shared Felder Name

Fdcker nammess chaplayed when
shamng Kiders. U to 79 B-ba
characters can be mpul.
Characters bom vanous
countrigs wnd {he symbols "
1:“1 <an be usad in additien

and
symibnls cannot b |r|;|ut s the
fired charsclar The mscemum
nurriber of Ehanst s that Ean
bee: inourt im Benited 1o 1be
masinisn bytes that ean ba
seeapiad ndes UTF-3

I'Jumharg aned symbinls cannol
Imer L aes the character

F'Inu:a-amadu not change the name
of fn gxezling shamed Bider. The
axmting [okder name wil change
g the new name, howerer, Ihe
eaigingd Talder nama will ramain
w5 @ on-ghared folder,
IHchirll.'tim ﬁ'umdmihl
BrgjUSgeES oFE U5 ¥ may
oy n:fm v.l'lun dﬁl@ng
Undn o shar

Rtur LS
|:||1 be rqm

You may selec 8 obder that
can be romistensd @ 3 shared
Todder o the LISH disk o 1
ui'ucg |IB‘L '|'|Ihnr| [ront
1] ie sebected, the whobe
LISE chek will be configued o
 shared Ioldur ard wi
named a5 folioes: digke(_piY
G(dnh numbgr, ¥pattion
mkar]. This ﬂmmﬁnldw
rnrml cannal be chan
Tha dafadl 4uiling is
maraally].

Shared Felder Deseription

Admin Config | Diagrastic

bl
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Chapter 4 Configuration

Parameter

Meaning

Shared Folder Name*

Shared Folder Description*

Disk Partition Area*

Disclosed to*

Access Limits

Web Access

Shared Folder Registration
Information*

Enter a name for the shared folder. Up to 18 alphanumeric
characters, space, hyphens (-), and underscores (_) may be used.

Enter a description of the shared folder (optional). Up to 75
alphanumeric characters, space, hyphens (-), and underscores (_)
may be used.

Displays the partition area, format type, and the capacity of the USB
disk.

Check the functionality that you want to support. Win/Mac OS
(Samba NAS), Web Access, Media Server, and/or BitTorrent may be
checked. Only one folder may be chosen for either Media Server or
BitTorrent functionality.

If access limits are enabled, use the arrows to move highlighted
users between the columns for [Read/Write], [Read-only] or [No
access] privileges.

You may also select to enforce access limits on users accessing
through Web Access by checking the Access Limits checkbox.
Users will have the same access levels as assigned above. If Access
Limits is not checked, then all users accessing the shared folder via
Web Access will have [Read only] access..

Displays information about the shared folder.

*These parameters are displayed when [Automatic USB Disk Assignment] (page 63) is not set to“Use™:

The following settings are used for “Shared Folder” when “Disk Management” is activated.

« All folders: “Access Limits” settings in effect.
- Shared Folder/ Web Access: All folders are shared.
- Media Server/BitTorrent: The first folder is shared.
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Chapter 4 Configuration

User Management

This screen lets you add users to the access list with the ability to access shared folders.

ik Management| Shares Folger| User Managemant Sharec Service

VWeb Access| Media Server| BiTorrent | L gt
-
User Manspemant
Add Lsar
Lser Hama
Lser Mame GEt i ERAT NAMEE Tha vl Foe

aciass to shared foldsrs. Fram 1
ko 20 @-bit alpharmimeric

Payea charactess. "-" " " amed " " can ba
3 used Symbols CAnno b used A
pseniirmanoni tha st character
The maskmum mamber of uses
\sed Destnplion that can b regietered & 16
Pamword

Eet the pevaword neces sy 1
weeess shamd foldars. From 140
20 B-hit alpharmmesic characters
T-Tand T 7 s ba usad. -7 zannat
be used 38 Ehe Best character For

Current Users Vinders SBEE. B8 and 35 up 10
14 kit alpgharwmenic charactes
Mo Ueer Hame  Hser Dess rplion Opersaticn can b used For bsc 065, upto
—  puesl Buil-i Eocound fof guestAncees o ne syslem  — :I'“nhi,gg!"ﬂmmgf ;m;:a
- ks e l@ ﬂ:t:::a!nﬁ.fnlnm will become
2 Wake noime @ U Draeariprion
3 Rebm SR FBAT [Edit][ Deista f,f;,:“' d‘f:n “‘I’r'_J LAER L

Characters mm vangus coundnes
B-bat gpaces and e symbghs °-"
Bnd "_" can b uwed i addiisn to
B-bit @lphanumsnc characters The
maamum mambes of chaacters
That can bss inpul is Broibed to the

s

Parameter Meaning

User Name Enter the name of a user to be given access to the shared folder.
Up to 20 alphanumeric characters, space, hyphens (-), and
underscores (_) may be used for each user. Up to 16 users may be
entered.

Password Enter the user’s password. Use of the same password that
they use to log into their computer is recommended. Up to 20
alphanumeric characters, space, hyphens (-), and underscores
(L) may be used. For Windows 98SE/98/95 users, up to 14
alphanumeric characters may be used. Mac OS users may use up
to 8 alphanumeric characters. If you enter a longer password than
your users can use, then they will not be able to access the share.

User Description Describe the user (optional). Up to 75 alphanumeric characters,
space, hyphens (-), and underscores (_) may be used.

Current Users Lists current users, including “guest”. “guest”is a built-in account
that cannot be changed or deleted.
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Chapter 4 Configuration

Shared Service

Assign AirStation and workgroup names to access shared folders.

Disk Management| Shared Folder| User Management| Shared Service
Web Access| Media Server| BitTorrent]

Shared Services

Shared Folder

Shared Folder Enahle
Thig option allows you to make a
Alrstation Mame \APOD1D738CE118 | USB disk available on your local
network. The default setting is
Alrstation Description i | Bl
¥ if to shared
Workgroup Name 'WORKGROUP e e
Esxample
Windows Client Languane |Nor1h Armetica (CP437) V| W192.168.11.1
|P address of the AirStation)
T SAPODOOO0G
(AirStation name in 15 characters
or less)

AirStation Name
Sets the AirStation name. Same

[Shared Service] as [Admin Conﬂg] -éName] :
el

. LAirStation Mam BComes &
Shared Service Enabled

ost name that can be used as a
shared service. Because host
names ara limited to 15

Parameter Meaning
Shared Folder Enable to make a USB disk available on your local network.
AirStation name Rename your AirStation if desired. Up to 15 alphanumeric

characters, space, and hyphens (-), may be used. The AirStation
name is also used as the host name that will be used with the
shared service. The shared service may not be available you use
over 15 alphanumeric characters in your AirStation’s name.

AirStation Description Describe the AirStation (optional). Up to 48 alphanumeric
characters, space, hyphens (-), and underscores (_) may be used.

Workgroup name Enter your workgroup name. Up to 15 alphanumeric characters,
space, hyphens (-), underscores (_) and period (.) may be used.

Windows Client Language Select the language to be used by the Windows client.
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Chapter 4 Configuration

Parameter Meaning

Shared Service Displays the status of the USB disk that is to be used with the
shared service.
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Chapter 4 Configuration

Web Access

The screen to set to use the Web Access function.

Setup | InternelLAN | Wireless Config| Security | LAN Config

Disk Management | Shared Folder | User Management| Shared Service |

Web Access Media Server] BfTerrent]

‘Web Access [ Erminie

Wek B cass Display Laguage | English

L ogout
Wab Acoess

Web Access

Bl wetwerdtoi v ok o e fhee WWed
Access mction. The deiault
sedfing |5 enabled I sat o

Erbl disabled, them sk faldens are
HT TP &l BN ryptEan O Enabie h:ﬂ el Uil
Aita
WED & ress Extermal Fart - Wel: Access Display Langaage
Forl Mumbse
: Sed lhee lanmuace used to doplay
Use BulfadclAS com regsiralion funclion et Lm?énnﬁiihw“mg 8
OIS Service Hosk b BTl b AE cair mame | bayfal
kb it N bl HTTPS/5SL Enerpption
BUTARAE RN, bufiala ey Bl whelheror nod 1o wse BEL
mmrphm&]rmw:#ﬁa l.haars
s Incde . The
aﬂlfr-u 1% "o wged ’
Wel Acoese Extemmal Port
Confugure the glamal pod fos e
[Web Access Status] Web Accecs inferface The defaslt
setting i3 |Buto| and the vale &
WD AfnaRg Exinbiad ]
Eutemal Poit BEs  Fegisiened Ao
1l Condl it e for Wt
BulaloWAS Com Rirgiitured Huﬂgg.;amn:_n;:;nw [anlal
Feoistar Wesde O, Bl poris used
Parameter Meaning
Web Access Check [Enable] to use Web Access.

Web Access Display Language
HTTPS/SSL Encryption

Web Access External Port

DNS Service Host Name

Set the language to be used with Web Access.
Check [Enable] to use SSL encryption for protected data transfer.

Automatically sets the external port used for Web access. To select
the port manually, select [Manual].

Sets the DNS Service Host Name when the Web access function

is activated. Select [Use BuffaloNAS.com registration function]

to use the Web access function easily. You'll have to configure

a [BuffaloNAS.com name] and [BuffaloNAS.com key] to use
BuffaloNAS.com. Up to 3-20 alphanumeric characters, space,
hyphens (-), underscores (_) and period (.), may be used in the
BuffaloNAS.com name. Up to 3-20 alphanumeric characters, space,
hyphens (-), underscores (_) and period (.), may be used in the
BuffaloNAS.com key.

Note: The registered name is deleted from the server if the AirStation is
disconnected from power, even for a moment.
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Chapter 4 Configuration

Parameter Meaning

Web Access Displays the status of web access.
External Port Status Display the status of the external port.
BuffaloNAS.com Display the status of BuffaloNAS.com.
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Chapter 4 Configuration

Media Server

Media Server settings.

InternetiLAN |Wireless t-:nr'lﬁ LAN Config I Admin Config

Diagnostic

Disk Management| Shared Folder| User Management| Shared Service |
Web Access | Media Server BitTorrent Logout
A
Media Server b
Media Server [v
elEnsple Media Server
Apply Zelects whether or not 1o use the
hledia Server function. The default
is dizabled.
[Status] [Status] -
Status Enabled Status
Displays the Media Server status.
[ Refresh J [ Update Database If this cannot be used, check the
status of the USE disk.

Parameter Meaning
Media Server Enable to use the media server.
Status Displays the status of the media server.
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Chapter 4 Configuration

BitTorrent

Configure the BitTorrent client.

Disk Management | Shared Folder| User Management| Shared Service |

Web Access| Media Server| BitTorrent

BitTarrent Function Enahle

eterral Pt Numper 20
Erfal Fo Umper ’——\

Part Murnber|2

[Advanced Settings]

¥ Enable :
Bandwidth Restriction  Maximum Download Speed | 1000 _| KBis

Maximum Upload Speed |200 lBig
| Apply

[ Download Manager ] [ Delete BitTorrent information ]

[BitTorrent Status]

BitTorrent Status Enahle
BitTarrent External Port Status  Registered

BitTorrent

BitTorrent Function

Allows you to enable/disable the
BitTarrent function. The default
setting is disabled.

You can get downloaded BitTorrent
files via shared folder or Yeb
Access function. Please configure
the folder setting from "Disclosed
to" of "Shared Folder” page. il
Downloaded files are stored in
bittarrent folder on the USE disk.
Autamatic USE Disk Assignment
i zet to {Use] ;
disk1_ptT/bittarrent

Automatic USE Disk Assignment
is et to [Do not use] : shared
folder namedbittorrent

BitTorrent function makes
throughput or setting page
response be slow. In this case
formatting USE disk by XFS
improves this symptorm.

External Port Number

Speci%y the external port number
for BitTarrent. The default is [Auata]
and the value is [9002].

Ao

Set up the port number for
BitTorrent automatically. Under
Fouter Mode OM, this port is used
for WAN side transfar setting

Parameter Meaning

BitTorrent Function

Enable to use the BitTorrent client. If the BitTorrent client is

enabled, overall communication performance may decrease
and the reactions to setting screens slow down. If that happens,
reformat the USB disk with XFS. This may reverse the performance

slowdown.

External Port Number Select the external port number.
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Chapter 4 Configuration

Parameter

Meaning

Bandwidth Restriction

[Download Manager]

[Delete BitTorrent information]

BitTorrent Status

BitTorrent External Port Status

Set a bandwidth limit for BitTorrent.

Displays the BitTorrent download manager screen. Add a torrent
and then click [Add] to download the file(s).

Deletes all files, including the torrent files and files which are
currently downloading. The downloaded file is not deleted.

Display the status of the BitTorrent client.

Display the external port status of the BitTorrent client.
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Chapter 4 Configuration

Admin Config

Name

Configure basic AirStation’s settings.

Admin Config LRl 4

Mame Password| TimerDate| NTR| scoess | Log| SiveiResiore |
InhializeRestart] Updais]

i_ﬁg{;ll:
&
b Shation Nama
AlrStation Neme AP 1ZU5E000389 T
List Netwark Sanices [ Enabis This can be weed to assign a

apecific descrpdive nams for the
ml}laiilm i

Apply |
Thie AlrSiation mams ey B up i
4 #Ii‘llﬂl.l'ﬂll'l; chaactarg in
kngth, and - are allgwad, but 8 -
may not be the first or last

L S

Parameter Meaning

AirStation Name Enter a name for the AirStation. Names may include up to 64
alphanumeric characters and hyphens (-).

List Network Services Enable or disable this item to display the computers and devices on

your network with their supported services.
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Chapter 4 Configuration

Password

Configure the password to log in to the AirStation’s configuration screen.

Sstup | InternetLAN |Wireless Config| Security | LaMcConfig | wmas  ERnLLET el Diagnostic
tame | Passward Time/Cate | NTP | Access| Log| Save/festers |

InitializeiR estart] Updata | Logou
-~

i Station Adavinlsirator
Pasword

AdninslraneT Hame et et

tirkor 1 e R AdminsTaer AamS
Samiekirior Fadow This i3 1he weername used 1o b
exctc i EConAm nio the ArStation's :Drﬁ!l.l'lllﬂu

sereens. |t connwt be changed

Apply | from “rool’

Administroior pasword
e T T T e

Parameter Meaning

Administrator Name The Administrator name is used to log in to the AirStation’s
configuration utility. This name is fixed as “root".

Administrator Password The password is required to log in. It may contain up to 8
alphanumeric characters and underscores (_).
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Chapter 4 Configuration

Time/Date

Configure the AirStation's internal clock.

Hame | Passward | TimeiDate N1=] Access| Log| SaveiRestors |

Inialize Restart UEEI.'II I L-_";il.”fﬁ
~
TimaDate
The NTP function may have changed some values
Set the AwSaton's imemsl clock
Local Date (2000 braar G Woran 10 Day Sat the intemal cleck manusly
Notec
Local Tme |0 Howr 0 ] 11
our muts Sacands Tha s - "
Time Tone | (G84Tw 0 0 Seenwich Mean Tima London - raeElia s delaul Felin

whvienaver power 5 s Dacause it
HoELe, T ARStah iy b2
i Ve,
| Apply | | Remesn | | Gat CLiran Tims fmm joar FC ] i A L D
aubarnaticely svm when rebooked
by connecting 1l 3 HTF server
s

000 000 BP0 1 e it e

Parameter Meaning

Local Date You may manually set the date of the AirStation’s internal clock.
Local Time You may manually set the time of the AirStation’s internal clock.
Time Zone Specify the time zone (offset of Greenwich Mean Time) of the

AirStation's internal clock.
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Chapter 4 Configuration

NTP

Configure an NTP server to automatically synchronise the AirStation’s internal clock.

Admin Config JREL-UGLLIS

Marme | Password | Time/Date | NTP  Acsess | Luil saveiRes1ore |

Initiakze/Restart| Update]

TP Funchonaly [¥] Enaces

NTP Gerer tim. resl. gov
Lipdate knterial 24 TRl 15

Lesgcrit
|

NP

K an NTP sereer i conbguied. the
Arciation vl sceess e spazfied
NTF server and adjust (ts inteml
clock to corform with the NTR
sened g tma NTP s an aoron

of Mtk Time Protocol An HTF
serer disinbudes accurate time 1o
nEbinrk dedces.

NTP Functienaliny

Chack [Enabis] to use an NTP
SEneY w|

Parameter

Meaning

NTP Functionality

NTP Server

Update Interval

Enable to use an NTP server. The default is Enabled.

Enter the name of the NTP server as a host name, host name with
domain name, or IP address. Up to 255 alphanumeric characters,

hyphens (-), and underscores (_) may be used. The default is [time.
nist.govl.

How often will the AirStation check the NTP server for the correct
time? Intervals of 1 - 24 hours may be set. The default is 24 hours.
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Chapter 4 Configuration

Access

Restrict access to the AirStation’s settings screens.

| Setup | InternetLAN |Wireless Config | Securiy | LaNConfg | nAS  [NLLRaL] Diegnostic |

Hame | Fassword | Timeaie | 1-.r'.=-| Access Log| SaveiRestors
nitialiveMestard | Upcabe | Logout

e

Management Acces

s, [ lensiin Yok iy prori ranagemant of
the tatiom in spacific

circumsdances. Emablng mny of
Enabls Ranagament Access Humbar of Fackeis thaan Emilations vl presnt
changes heing made 1a the
O Poahibil configueation from wirsdecs LAN 0 Airtatian's sEtings fmm PCa that
gt the lreted limitation criteda
O Proninn canfigurstion frorm winsd LAN il Iicln that checking all of thess

boas # once wiil make & very
Hlﬁ‘:;li.‘slu sk futuns sharges to
the tatlon's settin

Inlermel Side Remote Access Sething Lz

Enabl: Management AdLess Lisy Chutpost

| &l Fermit comfiguralion rom owired Intemad CheeHing this Bae will recard
I'ﬂaﬂ';ggul:na'l N:CE':!' Imn;!mn
=y ] og@ng is disabled by
[Beely. defmil

-

Parameter Meaning

Log Output Enabling outputs a log of changes to access settings.

Prohibit configuration from wireless  If enabled, prevents access to settings screens from wirelessly

LAN connected devices (only wired devices may configure).

Prohibit configuration from wired If enabled, prevents access to settings screens from wired devices
LAN (only wirelessly connected devices may configure).

Permit configuration from wired If enabled, allows access to settings screens from network devices
Internet on the WAN (Internet) side.

Permitted IP address Displayed only if Internet side configuration is enabled. Enter the

IP address of a device that is permitted to configure the AirStation
remotely from the WAN (Internet) side.

Permitted Port Displayed only if Internet side configuration is enabled. Set a port
number (1 - 65535) to configure the AirStation from the WAN
(Internet) side.
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Chapter 4 Configuration

Log

Transfer the AirStation’s logs to a syslog server.

Wame:| Fassword | TimeiDate | NTF| Access | Log Savef@estore |

InitiaireRestarl | Update | Lagoa
!
Syalog Setup
Tramler f
Lo 1 | et brariaters the AStalians
Sysiog Secver r&mmnnn 19 8 yslog saner
[ ftdrems Trangiation IR Fater Leqy Transher
u C Chechin able] will insine the
(A Frewat EIPFPoE Cent AarStaion io lmn]n'l
[ Brnamic BHE FloHER Cliant ||1I'|:||'msu|:||'| h|:| aed,oging e The
TrarsferLogs [FIoHCR Serwr Flaoss defauk is disahl
[ vitraisss Clisnt B sutreembcation Syalog Server
[Aaating Cranges [ Bstem Bl gﬁmhmg r:mg gf,.E:rnswhn
ar o mEmE nams
FIHTR Client F]iwirmd Link g et Sl
HH'III'IIJI'I'IEI'IGE .I"I B L
[Apely | [ Select &l ][ Claar & | a'n:l ot *

LS|
Sk Sema- flamea can’|
lhrtnrl with & hyphan ' or dot

Lo -

Parameter Meaning
Log Transfer Enable to send logs to a syslog server.
Syslog Server Identify the syslog server by host name, host name with domain

name, or IP address. You may enter up to 255 alphanumeric
characters, hyphens (-), and underscores (_).

Transfer Logs Choose which logs will be transferred to the syslog server.
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Chapter 4 Configuration

Save/Restore

Save AirStation settings as a file, and restore from them later.

Hame | Fassword | TimeiDate | NTF| Access| Log| Save/Restore

Initialize/Resiant | Update | Lagout
A
gl:hilmm AirSeation
s
St CUrERE seings - - .
D Enoypl the conliguraiion flle with o passwoed SRVE C ' &mH

Batiup filg
Restore ConSguration fom Backup Fie | Restoee

[ Taresiode ko e Ble you reed the pessword

DREE yousE gab your AirStatian
SEE R The ey pia want i you
;?-:n tha cumgnt coniguration

FarFabonto s Beon e PC
that wour'me uming for configuratson
Hole

Tha A rSialion will el be able ko
T2ShME COMNGUratiens fram me
savafile in e kliowing
=lesl il g s

= Wy passwond-protecl Hes
Oacimin andtreen aon 1 enmer

-

Parameter

Meaning

Save current settings

Restore Configuration from Backup
File

Clicking "Save" will save the current configuration of the AirStation
to a file. If the “Encrypt the configuration file with a password” option
is checked, then the configuration file will be password protected
with the current Administrator Password.

Restore the configuration of the AirStation from a saved
configuration file by clicking the "Browse..." button, navigating to
the configuration file, and then clicking Restore. If the configuration
file was password protected, then put a check next to "To restore
from the file you need the password", enter the password, and click
“Open”.
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Chapter 4 Configuration

Initialize/Restart

Initialize or restart the AirStation.

Hame | P‘.;_r.;waru| TimeiDate| NTF] Access | Log| Save/Re sicre |
[nitiakze/Restart Update Logaut

.
Imitializaff e otam

Thes rabeoels JOUr AR ERaNm
ROSL T Daman o | Rastart

This reboots pour AirSiaton

Snttings affeciect
T3 Wl T your AIFEaHDIY T e Tactory gsesul| SEmngs r i D
Infitze ke Tiow
Imitializa

Thim will resiom {uurk‘ﬁtﬂlm o
the factory defmill seitngs

T e i it L) 1A N S—

Parameter Meaning
Restart Click "Restart Now" to restart the AirStation.
Initialize Click "Initialize Now" to initialize and restart the AirStation.
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Chapter 4 Configuration

Update

Update the AirStation’s firmware.

Marme | Password| Time/Date | HTP | Aceess | Log | Save/Restors |

InitiakizeRestart| Update Logout
=
Finmware Update
Fimware. |, T ST
orgn || TER-HP-GIONH Y 161 Wpdata the AirSiation's firman
Fymnwara CLETenD Fammasang
Fila Hama Bromac.. Ciaplays e fimsss sercion of
Fié AstiaBte
Update Firnweee
Firmravara e name
*"Get updated firmware files from our website: Ligeths browss button fo b Be
vl file B0 atwil B appiied o
Download Service ek ARSINBSA
“Browse™ histton
Cligk "Browse” bution 1 kocabs tha
desined fle
Saps e
Finmware Updots w

Parameter Meaning
Firmware Version Displays the current firmware version of the AirStation.
Firmware File Name Click "Browse..." to specify a firmware file and click "Update

Firmware." This will update the firmware.
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Chapter 4 Configuration

Diagnostic

System Info

View system information for the AirStation.

Setup | IntemetLAN (Wireless Config| Securty | LANConfig | NAS | AdminConng [IRTRT

System Infd Logs| Packet info | Chent Moniter | Ping |

Login
- L
Systenm nformoatian
Fodal WER-HP-G300RH vir 181 (R10E8 01) mth! AN atce's misin
Airsiaban fame AP1E34E6000188
Moda Switch Status Rouler Myde DR Moadal
Qperamanal tode Reutat Mode o) Amiare vasion of the Avatation
Movie Engina Status OFF
Mathod of dcqoing o o
IP agduns Aula Dtect Woge - DHCP mme w5 Bha AirStaton s bost
’Sam af the hardware made
Conmechion Blakis o ading
1ha stk af tha
opsean ROUTER suich
IP Addresn ZEL 1410083 Operatianal Made
FFF Sanet IF x4 THIOA Desplays tha cument mode of
DRI (Prmanyg) 210186 3783 (Auby) operation
DriE{Secnnasng 210147 112160 (M)
Inlemet TG B [asd Movie Englne Stabis
Desplays the stalus of the Movs
ing
Erging sitch
It
AStation's infernat gorl ewde
informmak gn
Flethiod of &couiring IP Aldness
SN D A iiemed (P andress.
Witad Linke 10008 ase-TX ¢Flii-2upias Harne of the Cannettion
1AL Aadrees {23 L0200 s b
IF s 182485111 B el
LAN _ELIE!"II Uask a4 | COPMACTEST SIARIS
DHCP Sana Enatise DBE:.! 178 Eurrentinkem at aids
MAL Adress 123456000308 -
irales S Enabing Cparatonal Moo
5510 1 Z34580003E8 The Dpe=rational Mode will show il
Suthenticston WRLPEL Em E‘l_ﬁaﬁrﬂwm
Emrilion AER Mlmmmnu:un e
) h
i Z
il Bradeast 580 Enabis " m’g‘ﬁﬂ%ﬁﬁ L
Pty Saparator Digabis CHCP Seradt
Wi N anal 2 R s [Rgnew] . Rergwsihe P
SRS Ko 20 Wz gﬂmEI‘ﬂmHDMF

MAC Addrecs 1234 550003 B0

LIEH Sk Nt sanne s TR WEoWINg Comimands con 0%

I Iill iII | II M MD.HIHBI‘ILE-H‘IIF‘I’FIJE ]
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Chapter 4 Configuration

Parameter

Meaning

Model

AirStation Name

Mode Switch Status

Operational Mode
Movie Engine Status
Internet

LAN

Wireless

Displays the product name of the AirStation and the firmware
version.

Displays the AirStation Name.

Displays the status of the mode switch on the back of the
AirStation.

Displays the current operational mode of the AirStation.
Displays the current Movie Engine Status.

Displays the information about the Internet port.
Displays the information about the LAN port.

Displays the wireless status.
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Chapter 4 Configuration

Log

The AirStation’s logs are recorded here.

Securty | LANConfig | MAS | Admin Cong [RUESORS
System Info| Logs Packet Info | Client Monitor | Ping
Logos
- -
Logs
Fladoress Tmnsiaton. FliF Faer
[AFumwan [FlPPFaE Tl um L L
FDymamic CHE [FIOHCR Cark m?_l Im;gge k&
Dsplay log inka  [FloHCF Server Flaoss
A wirekes s Thiant [l amrenticaion Dsplay kg infe
Salting Chan Syatnm Boot Eialar| lhuwpﬂl of mfomation that
= ¥ o =1y ihwhi | the AsStahon
[AmTE Clignt [l s Link The default is Al Tha klowng
M&rs ¢An b salaEmay:
[ Display | [ Selmctadl | [ Cloarail | + Address Transiation
= IPFillar
Logs « Fewilindudes dscandad [P
MEE 8N 35 Lakag )
[ Sawiofialogilsleg. | Dalata = PEROE CRerlingamet sids)
Datr Time Tyoe Log Conlent + DOynamic ONS{internet sida)
+ DHCP Clisnt (b el i Ss)
ZO0FPI00E3408 . AUTH WIT AUTH. WPAAWFAZ - Grop ey Mangshaks uccRssil DR 10T2.02.008 « DHCP SEPEFL AN sida)
2000 0% 34:08  ALTH mihl STk 00 1d T2 82 0082 WRA group iy handwhsks compleied. [5FR) + ADET
200W0RTG 053408 AUTH WELAUTH Undaing grour key + Vireless Qe Sadstog and
ZO0MOAIEDAIT 5 HAT il v A0 i e
200900 04 A5 52 HAT IE_CONMETASE_ P wErsath J.1 BRI g e o
g P A =5 SRl » Safling Changes
2000043030 AT |p_conmirach_ppip seniion 3.1 unioaded « Gyslemn Boot
200900043580 HAT Ia_roxl pptn serEen 1.0 unlasasd + HNTP Char
DI0WMHO 043548  DHCPE mas_teases valug (2561 nol sane. bettng ko 84 insbead * WAred Link (InfemetiLah)
200FMET0 043549 OHCFS wihopd £40.0 0 i) started Chart of TYPE names
FI0MONAIE 45 OHCFD Inf | LEASETME{RAL00] | REMEWSLTRELI200), REBMOTMETS600] | LOG WD TPE
ZIVHIOUAILAS DHEFE  Info DHCPETIANE = ;’;’ﬁ“wm:ﬂm
2003510043848 OHCPE infn - OHEFSHADD R = S0 1B 00 28 TR OB Firemal FIREWALL |
2009080043848 DHCFG Infe | DHCPCHADDA = 1234 550003 69 |PFFE Cient FPRCE
SONMSHG 08538 DHCRD Infe - DHCPAADER = 0000 Dinaime: DI oowis
200900043545 OHCPD imfa - DHCPGIADOR = G000 :DHE:F' C!-an I:IHCPE'.
20030510 083548 DHCPE info - DHEPSID = 18216342 ::: Sarver :;;3;5
=00 &4 1545 CPO 320 = 152 16 i :
:i]:i 15 u:lq ;: 4ﬁ OHG " :nru mr:.. :a 110 .'.' “qu Cm wIRELESEI |
SO0 0435:43  OHCFD nfa DM3[T = 19245648 o Aemeston AW
S — . % | SeOngChangss  COWFIGURE =

Parameter Meaning

Display log info Choose the types of logs to display.

Logs Displays the log information recorded in the AirStation.
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Chapter 4 Configuration

Packet Info

Viewpacket transfer information.

Diagnostic
E!;h:m info !,Egsl Packelinfe CHent Moniter Il"I:".ﬂ
Logon
Ll -~
Packet Traffic Infarmation
Inferiace e RSN The lotal mambees of packets sent
g e 0 5
Fommal  Ervors HNommal Erors and uc%lmu by the #E@gﬂnn .5
0813 A apas . wiell 3z the eimdes 88 il
‘Wired LAN oL ] 20952 | vecshing, are dlaped
Wired inferned Zreag a B1112 0
e : e [Redresi] DU
WiFk ke LAK (B0 1 1Rige 473 a FES gt Gkl .
reneEwed vt oETen| InformEson
Rafrash Atwsd Wi Bution i5 dicked

- w

Parameter Meaning

Sent Displays the number of packets sent to the Internet side of
Ethernet, the LAN side of the Ethernet, and the LAN side of the
wireless connection.

Received Displays the number of packets received from the Internet side
of Ethernet, the LAN side of the Ethernet, and the LAN side of the
wireless connection.
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Chapter 4 Configuration

Client Monitor

This screen shows devices that are connected to the AirStation.

System Into| Logs | Packst info| Clmr"nrllmr Fing

Logatd
A
CHent Manitar
AL Ledsza P i Communication Wiraless
i Adriress B2 Lsihod Auiherdication i ﬂpclll s LAN eide cliarta
T - :: hial % Bccessing the
1Tk (W OF82 132 16811 2 -2 - IR Auinsrmed Ensmas
The Bellawing infarmastian B
T8 S et
MAC addreas
Shors cherd's MAC addess

o

Parameter Meaning

Client Monitor Displays information ( MAC address, lease IP address, host name,

communication method, wireless authentication and 802.11n) for

devices that are connected to the AirStation.
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Chapter 4 Configuration

Ping
A Ping test checks whether the AirStation can communicate with a specific network device.

System info| Logs | Packet into| Client Mnm'r:.hr| #Ing

Lagou
Pirg
Ceslinadion Address 4 Pina e an b o o
NI ArSraiion # ping tast
L S J S5 e Sarias i 2
Resull apac i nabuil davice
Fan D stimation dddress
Diast 192 186,113
M 18 n — Erder Ih-ieln-elw:dt P address that
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Destination Address Enter an IP address or a host name of the device for which you

try to verify the connection, and click "Execute". The result will be
displayed in the “Result” field.
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Chapter 5
Connect to a Wireless Network

Automatic Secure Setup (AOSS/WPS)

AOSS and WPS are systems which let you automatically configure wireless LAN settings. Just
pressing the buttons will connect wireless devices and complete security settings. Utilize this
system to connect to wireless devices, computers, or game machines which support AOSS or WPS.

— AOSS (AirStation One-Touch Secure System) is technology developed by BUFFALO. WPS
) | was created by the Wi-Fi Alliance.

AOSS"

Modem AirStation PC or

Game console
(AOSS Devices)

« Before using AOSS/WPS to connect to a Buffalo wireless client, install Client Manager software from
the included AirNavigator CD. Consult your wireless client’s documentation for more information.

« Buffalo’s Client Manager software can be used with the wireless LAN devices built into your computer.
However, it is not guaranteed to work with all wireless LAN devices available.
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Chapter 5 Connect to a Wireless Network

Windows Vista (Client Manager V)

If you are using Windows Vista, use the included Client Manager V software to connect wirelessly
with AOSS/WPS.

1 Click the icon Wh in the system tray.

2 BUFFALD Click “Create Profile".

Client Manager ¥ Yer 1.3.7

BUFEA
Wl [l

Profile I {Disconnected) - ]

Transmission Speed  ---
Create Profile

Signal Strenqgth TX
Advanced

3 If "A Program needs your permission to continue" appears, click “Continue”.
4 == Click the “WPS AOSS " button.

ot BT Craan prenns
Perform setun of wireless connection 1o the Alrstation

LU R L E Y HUEbala M. X2 FsLLE L7

el o oL Wl

A S ST TR

PRITan conrection and Secuity configuraan aulormalicalty “ig-}]’
ADSS |

Eatbecarn & SELY

Sorduct @ Mabwark Mamg BEE0 or ender e SHD,
fren connesct manualky. w

Ot 0| WAl 9 E-FIN methiod

Lphan [Exped Rk ¢ BUFFALD

When the Security LED stops flashing and is lit, the AOSS/WPS connection is completed.
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Chapter 5 Connect to a Wireless Network

Windows XP (Client Manager 3)

If you are using Windows XP, use the included Client Manager 3 software to connect wirelessly with
AOSS/WPS.

1 Right click on the icon "?Tdisplayed in the system tray, and select “Profile”.

2
in Comatt prafle and daniay pnarny F{I e a
1 Pt Wi - Click “WPS AOSS” button.
L
1]
L I

When the Security LED stops flashing and is lit, the AOSS/WPS connection is completed.
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Chapter 5 Connect to a Wireless Network

Other Devices (e.g. Game Console)

If you are using a game machine which supports AOSS or WPS, refer to that device’s manual to
initiate AOSS/WPS. When instructed, hold down the AOSS button (page 11) on the AirStation for 1
second.

When the Security LED on the AirStation stops blinking and is lit, the AOSS/WPS connection is
completed.

Manual Setup

You can also connect to the AirStation without installing Client Manager V or Client Manager 3 by
using the built-in Windows utility. The procedure varies depending on which version of Windows
you are using.

Windows Vista (WLAN AutoConfig)
With Vista, use the WLAN AutoConfig utility to connect to the AirStation.

1 Right click on the wireless network icon in the system tray.

2 Click “Connect to a network”.

3 i =T5E&| When the screen at left is displayed, select the
Ll network to connect to and click “Connect”.
K couomeaan Siktyralil et Al :
El (LD SR i akiadv vk .._llﬂ
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Chapter 5 Connect to a Wireless Network

If the screen below is displayed, click “/ want to enter the network key or passphrase instead".
(If this screen is not displayed, go to step 4)

' (e =
ﬁ ? Cennsct ie 8 nrtea ik
Press the configuration bustton an your access paint
Frs the canfigurtian bution on the
| eccexs prt belore contnwing,
1ot find the comfigorstian batton
Lomuné i grker the reboerk oy pe g B imiE
et s
l=
g- W Conmsd o eteik
Eater the PIK for BUFFALD INC, WHR-GII0M an 611073853104
Yoy can find thin PN dupllsyed an the BLFFALD [WC, WHE-033H
PiM:
Dby Characters
1 den't burva thea PR
Lt i ek 1 veitvpel gy o gt gt
[ ] [ canse
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Chapter 5 Connect to a Wireless Network

4 — =T5&4| When the screen at left is displayed, enter
RS e an encryption key (such as WEP key or pre-
shared key) and click“Connect”.

ype the retwark securty key or passphrase for U010 JHSE1L

The furmnn whn e e retwneh o g yran e by o paciphasce

Fuity key o1 pasph e

Erpday wlaamter:

g Hyeuhom e U5 fogh criey with weove b settin g For (00 [T ERAIH, vzodk & mawe

Craws Canrs

Follow the instructions displayed on the screen to finish configuration.
(If the Set Network Location screen is displayed, select “Home", “Work”, or “Public location”
depending where you're using the AirStation.
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Chapter 5 Connect to a Wireless Network

Windows XP (Wireless Zero Configuration)

Windows XP includes a built-in utility to connect to your AirStation.

Note: If Client Manager 3 is installed on your computer, Windows Zero Config is disabled. Uninstall Client
Manager 3 to use Windows Zero Config, or just use Client Manager 3 to connect to the AirStation.

1 Right click on the wireless network icon displayed in the system tray.

2 Click “View Available Wireless Networks”.

| ChonsE O wirebess nelwork
Iu Pl mal il ) CEhar itan r e el balow 0o conmect t ) e reisCCR NEnge ©f X0 EPE
N e i

o DD B A D
o A o Sl e

Eirlated Tasks
5 Lt scnr: pirebens
il

Jy Jmarie olm o
et P

|.-:i:-.
b - EE T p——— il
s

]

4l When the screen at left is displayed, select the

network to connect to and click “Connect”.

4 (TR \en the screen atleftis displayed, enter

The netram k. TONDTITFLDS necuines & neftwork ke [alon caled 5 WEP bey of 'WiPD ey
A ratweouk by hegpes pravend unlnown inbrucers Fross conrecting bo b network.

Type the ey, ardithen dek Cornsct
[T 4

| gowet | [ cancel |

the encryption key (such as WEP key or pre-
shared key) and click“Connect”.

Follow the instructions displayed on the screen to finish configuration.
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Chapter 6
Trouble Shooting

Cannot connect to the Internet over wired connection.

+ Make sure that your AirStation is plugged in!

« Check that the status LEDs of your AirStation are lit as below:
POWER Green lightis ON
SECURITY Amber lightis ON
WIRELESS Green light is ON or flashing
ROUTER Green lightis ON or OFF (the status varies depending on your environment)
DIAG OFF
LAN Green light is ON or flashing
INTERNET Green light is ON or flashing

« Make sure that your computer is set to “obtain an IP address automatically”. (Refer to page 90)

» Restart your AirStation.

Cannot access the web-based configuration utility.

« Display the configuration screen by following the procedure on page 17.

- Enter the correct user name and password to login to the configuration screen.
If you are using AirStation in factory default settings, enter "root" (in lower case) for the user name
and leave the password blank (enter nothing)

Verify that your web browser is not set to use proxies.
« Make sure that your computer is configured to “Obtain an IP Address Automatically." (page 89)

» Restart your AirStation.
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Chapter 6 Trouble Shooting

Cannot connect to the network wirelessly.

« Configure your wireless device with the same SSID, encryption type, and encryption key as used
by your AirStation.
The following are the factory default settings of the AirStation:

SSID - Printed on the label of the AirStation
Encryption Method - WPA/WPA2 mixedmode-PSK(*)
* Connect to the network using a wireless connection with WPA-PSK TKIP
or WPA2-PSK AES.
Encryption Key - Printed on the label of the AirStation

« Place your AirStation and wireless devices 2 - 10 feet apart.

» Restart your AirStation.

You forgot AirStation's SSID, Encryption Key, or
Password.

Hold down the RESET button (page 91) on your AirStation for 5 seconds to initialize its settings. All
settings, including your password, SSID, and encryption key will be initialized to their defaults.
The followings are the factory default settings of the AirStation.

SSID - Printed on the label of the AirStation
Encryption Method - WPA/WPA2 mixedmode-PSK(*)
* Connect to the network using a wireless connection with WPA-PSK TKIP
or WPA2-PSK AES.
Encryption Key - Printed on the label of the AirStation

The link speed is slower than 300 Mbps (Maximum
link speed is only 130Mbps).

By default, the AirStation’s 300 Mbps mode is not enabled. To enable it, use the following
procedure:

1. Open the configuration screen of your AirStation (page 17).
2. Click "Wireless SSID & Channel (11n 300Mbps Mode)" in Easy Setup.
3. Change the value in "300 MHz Mode" - "Band Width" to 40 MHz and click "Apply".

If you still cannot connect at 300 Mbps, check the settings of your wireless client device.
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Chapter 6 Trouble Shooting

Other Tips

Issue:
| reset my wireless router to factory settings and forgot how to log in.

Answer:

Open your browser and enter 192.168.11.1 as the browser address and hit Enter. You will be
prompted to log in. Enter the user name as root and the password box is left empty (no password).
Click "OK" to complete the login and the option to reset your password will be available on the first

page.

Issue:

How do | forward ports on my wireless router for my gaming console?

Answer:

Log in to the router. From the home page, go to the Internet Game/ Port Mapping section. Enter the
port that needs to be forwarded, and the IP address of the gaming console.

Issue:
How do | enable or modify security encryption settings on the wireless router?

Answer:

Log in to the wireless router with your browser. Go to the Wireless Config tab and then select the
Security tab. Buffalo recommends the use of WPA for wireless encryption. The passphrase/key
should be at least 8 characters in length.

Issue:
How do | change my wireless router's broadcasted network name (SSID)?

Answer:

Log in to the wireless router with your browser. Go to the Wireless Config tab and then select the
Basic tab if necessary. Find the settings area called SSID. Select the "Use" radio button and enter the
name you wish to use for your network in the text field provided. Click "Apply" to save the settings.
Once the wireless router has rebooted, you will need to manually select the new network name for
all wireless devices and enter your encryption key if necessary.
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Chapter 6 Trouble Shooting

Issue:

What can | do if my wireless connection drops randomly or seems slow?

Answer:

There are many environmental factors that may affect this behavior. First, ensure the issue is

not range related by locating the wireless router and the device dropping connection in closer
proximity and check whether the connection drops continue.

In some cases, interference from other wireless networks or sources such as 2.4 GHz wireless phones
may impact performance. To work around this scenario, change the wireless channel used by your
wireless router.

Log in to the wireless router with your browser. Click on the Wireless Config tab and then the Basic
tab. The Wireless Channel setting can be selected from channels 1 to 11. If an Auto-Channel option
is available, attempt to use this option to remedy the problem. If Auto-Channel is unavailable,
manually select an alternate channel and click "Apply".

Issue:

Though | am able to successfully make a connection with my wireless router, | am unable to access
the Internet with my web browser.

Answer:

First, power off the Cable or DSL modem, the wireless router, and your computer. Move the router's
mode switch to the on position. Verify that the modem is connected to the wireless router with an
Ethernet cable to the WAN port. Power on the modem and wait one minute. Power on the wireless
router and wait another minute. Power on the computer. Open a browser on the computer and
navigate to a familiar website to verify whether the Internet connection is functioning normally.

If after a these steps, an Internet connection is still unavailable, power off the Cable or DSL modem
and computer again and directly connect your computer to the Cable or DSL modem with a cable
between the computer and the port on the modem. Power on the modem and wait one minute.
Power on the computer and again check for an Internet connection.

If an Internet connection IS NOT available with a direct connection to the computer, please call the
Internet Service Provider who installed the modem.

If an Internet connection IS available with a direct connection to the computer, please call our
customer support.
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Chapter 6 Trouble Shooting

Issue:
Where can | download the latest drivers, firmware and instructions for my Buffalo wireless products?

Answer:

The latest drivers and firmware are available online at
www.buffalotech.com

WZR-HP-G300NH User Manual 101

PDF #%ffi ™| "pdfFactory Pro" &~ 157 # * www.ahasoft.com.tw/FinePrint


http://www.ahasoft.com.tw/FinePrint

Appendix A

Specifications

Wireless LAN Interface

Standard Compliance

IEEE802.11b / IEEE802.11g / IEEE802.11n (Draft 2.0)

Transmission Method

Direct Sequence Spread Spectrum (DSSS), OFDM, MIMO

Frequency Range

2,412 - 2,462MHz (Channels 1 - 11)

Transmission Rate

802.11b/q:
54,48,36,24,18,12,9,6,11,5.5, 2, 1Mbps
802.11n (Draft 2.0)
20MHz BW
(LongGl) 130,117,104, 78,52, 39, 26, 13Mbps (2 stream)
65,58.5,52,39,26,19.5, 13, 6.5Mbps (1 stream)
(ShortGl) 130, 115.5,86.6,57.7,43.3, 28.8, 14.4Mbps (2 stream)
65,72.2,57.8,43.3,28.9,21.7, 14.4,6.5Mbps (1 stream)
40MHz BW
(LongGl) 270, 243,216,162, 108, 81, 54, 27Mbps (2 stream)
135,121.5,108, 61, 54, 40.5, 27, 13.5Mbps (1 stream)
(ShortGl) 300, 270, 240, 180, 120, 90, 60, 30Mbps (2 stream)
150, 135, 120, 90, 60, 45, 30, 15Mbps (1 stream)

Access Mode

Infrastructure Mode

Security

Standard Compliance

Wired LAN Interface

WPA2, WPA-PSK (TKIP/AES), 128/64bit WEP, Mac Address Filter

IEEE802.3u (100BASE-TX), IEEE802.3 (10BASE-T)

Transmission Rate

10/ 100/ 1000Mbps

Transmission Encoding

1000BASE-T 4DPAM5, 100BASE-TX 4B5B/MLT-3, 10BASE-T Manchester Cording

Access Method

CSMA/CD

Speed and Flow Control

10/100/1000 Mbps, Auto Sensing, Auto MDIX

Number of LAN Ports

4

LAN Port Connector

USB Interface

RJ-45

Interface USB2.0
Connector Type TypeA (plug)
Compliance 5.0V 500mA (MAX 1000mA)
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Appendix A Specifications

Power Supply External AC 100-240V Universal, 50/60Hz
Power Consumption About 14.0W (Max)

Dimensions 165mm x 158mm x 30mm (6.5 x6.2x 1.2 in.)
Weight 3389 (12 oz.) (not including the stand)
Operating Environment 0-40°C (32-104°F) , 20-80% (non-condensing)
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Appendix B
Default Configuration Settings

Feature

Internet
(Router Mode only)

Parameter
Method of Acquiring IP Address

Default Setting

Perform Easy Setup (Internet Connection Wizard)

Default Gateway none

Address of DNS Name Server none

Internet MAC Address Use Default MAC Address
MTU Size of Internet Port 1500 Bytes

PPPOE
(Router Mode only)

Default PPPoE Connection

No Active Session

IP Unnumbered PPPoE
Connection

No Active Session

Information

PPPoE Connection List none

Preferred Connections none
DDNS Dynamic DNS Service Disable
(RouterMode only) | ¢, rent Dynamic DNS none

VPN Server
(Router Mode only)

LAN Side IP Address

192.168.11.1(255.255.255.0)

DHCP Server Function

Enable

DHCP IP Address Pool

192.168.11.2 for up to 64 Address(es)

PPTP Server Function

Disable

Authorization Type

MS-CHAPv2 (40/128-bit Encryption)

Server IP Address

Auto

Client IP Address

Auto

DNS Server IP Address

LAN IP address of the AirStation

WINS Server IP Address

None

PPTP User List

None
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Appendix B Default Configuration Settings

Feature Parameter Default Setting
LAN LAN Side IP Address Router Mode (Router Switch AUTO/ON):
192.168.11.1 (255.255.255.0)
Bridge Mode (Router Switch OFF):
192.168.11.100 (255.255.255.0)
Bridge Mode (Router Switch AUTO):
Obtain automatically from DHCP Server
DHCP Server Function Enable
(Router Mode only)
DHCP IP Address Pool 192.168.11.2 for up to 64 Addresses
(Router Mode only)
LAN Side IP Address none
(IP Unnumbered)
(Router Mode only)
Lease Period 48Hours
(Router Mode only)
Default Gateway AirStation's IP Address
(Router Mode only)
DNS Servers AirStation's IP Address
(Router Mode only)
WINZ Server Do Not Specify
(Router Mode only)
Domain Name Assigned Domain Name
(Router Mode only)
Default Gateway none
(Bridge Mode only)
DNS Server Address none
(Bridge Mode only)
DHCP Lease Current DHCP Client Information none
(Router Mode only)
NAT Address Translation Enable
(Router Mode only) Log Output of Deleted Packets Disable
Route Routing Information none
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Appendix B Default Configuration Settings

Feature Parameter Default Setting
WPS WPS Enable
External Registrar Enable
AirStation PIN 8A 13-digit random value
(Printed on the label of the AirStation)
WPS Security Information WPS status: configured
SSID: AirStation's MAC Address
Security: WPA/WPA2 mixedmode - PSK
TKIP/AES mixedmode
Encryption key: A 13-digit random value
(Printed on the label of the
AirStation)
AOSS Encryption level expansion Enable
function
Dedicated WEP SSID isolation Disable
AOSS Button on the AirStation Enable
Unit
Basic Wireless Radio Enable
Wireless Channel Auto Channel
300Mbps Mode Band Width: 20MHz
Extension Channel: -
Broadcast SSID Allow
Separate feature not used
SSID Use AirStation's MAC address
Wireless authentication WPA/WPA2 mixedmode - PSK
Wireless encryption TKIP/AES mixedmode
WPA-PSK (Pre-Shared Key) A 13-digit random value (Printed on the label of
the AirStation)
Rekey interval 60 minutes
Advanced Multicast Rate Auto
DTIM Period 1
Privacy Separator Disable
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Appendix B Default Configuration Settings

Feature Parameter Default Setting
WMM WMM-EDCA Parameters For AP For STA
(Priority AC_BK (Low) ) CWmin 15 15
CWmax 1023 1023
AIFSN 7 7
TXOP Limit 0 0
Admission Control | - Disable
WMM-EDCA Parameters For AP For STA
(Priority AC_BE (Normal)) CWmin 15 15
CWmax 63 1023
AIFSN 3 3
TXOP Limit 0 0
Admission Control |- Disable
WMM-EDCA Parameters For AP For STA
(Priority AC_VI (High)) CWmin 7 7
CWmax 15 15
AIFSN 1 2
TXOP Limit 94 94
Admission Control |- Disable
WMM-EDCA Parameters For AP For STA
(Priority AC_VO (Highest)) CWmin 3 3
CWmax 7 7
AIFSN 1 2
TXOP Limit 47 47
Admission Control |- Disable
MAC Filter Enforce MAC Filter Disable
Registration List none
Multicast Snooping Enable
Control Multicast Aging Time 300 Sec.
Firewall Log Output Disable
(Router Mode only) | g ic Rules Prohibit NBT and Microsoft-DS Routing  Disable
Reject IDENT Requests Enable
Block Ping from Internet Enable
WZR-HP-G300NH User Manual 107

PDF #% ffi ™| "pdfFactory Pro" Z&* 157 # * www.ahasoft.com.tw/FinePrint



http://www.ahasoft.com.tw/FinePrint

Appendix B Default Configuration Settings

Feature Parameter Default Setting
IP Filter Log Output Disable
(RouterMode only) | p Eijter Information none
VPN Pass IPv6 Pass Through Disable
Through PPPOE Pass Through Disable
(Router Mode only)
PPTP Pass Through Enable
Port Forwarding | Port Forwarding Registration none
(Router Mode only) | Information
DMz IP Address of DMZ none
(Router Mode only)
UPnP UPnP Enable
(Router Mode only)
QoS QoS for transmission to the Disable
(Router Mode only) | |nternet
Movie Engine Movie Engine switch status OFF
IPv6 Pass Through Use
Multicast Rate 11 Mbps

Multicast Control

Snooping Function Use

code

Aging Time Seconds 300 Seconds
Change Priority VI (priority)
TCP Rwin Size Limit Size Limit No limit
Maximum Rwin Size 65536 bytes
Wireless Priority Control Rules None
Transmission Rate Limit No limit
Disk Automatic USB Disk Assignment Use
Management FAT format file name character North America (CP437)

HDD power-saving function

Not use
HDD stop time 10 Minutes

Shared Folder

Access Limits

No Limits(Read/Write)

Web Access

Use Access Limits

User
Management

Current Users

guest
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Appendix B Default Configuration Settings

Feature Parameter Default Setting
Shared Service | Shared Folder Enable
AirStation Name AP + AirStation’s MAC Address
AirStation Description None
Workgroup Name WORKGROUP
Windows Client Language North America (CP437)
Shared Service None
Web Access Web Access Disabled
Web Access Display Language English
HTTPS/SSL Encryption Disabled

Web Access External Port

Auto (Port Number:9000)

DNS Service Host Name

Use BuffaloNAS.com registration function

Web Access status None
Media Server Media Server Disabled
Status None
BitTorrent BitTorrent Function Disabled
External Port Number Auto (Port Number: 9002)
Bandwidth Restriction Enable
Maximum Download Speed 1000kB/s
Maximum Upload Speed 200kB/s
BitTorrent Status None
Name AirStation Name AP + AirStation's MAC Address
List Network Services Enable
Password Administrator Name root (fixed)
Administrator Password none
Time/Date Local Date 2009 Year 1 Month 1 Day
Local Time 0 Hour 0 Minute 0 Seconds
Time Zone (GMT-06:00) Central Standard Time: CST
NTP NTP Functionality Enable
NTP Server time.nist.gov

Update Interval

24 hours
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Appendix B Default Configuration Settings

Feature Parameter Default Setting
Access Log Output Disable
Limitation Item Prohibit configuration from wireless LAN Disable

Prohibit configuration from wired LAN  Disable
Permit configuration from wired Internet Disable

Log Log Transfer Disable
Syslog Server none
Transfer Logs Router Mode:

Address Translation, IP Filter, Firewall, PPPoE
Client, Dynamic DNS, DHCP Client, DHCP Server,
AOSS, Wireless Client, Authentication, Setting
Changes, System Boot, NTP Client, and Wired Link
Bridge Mode:
IP Filter, DHCP Client, AOSS, Wireless Client,
Authentication, Setting Changes, System Boot,
NTP Client, and Wired Link
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Appendix C
TCPI/IP Settings in Windows

Windows Vista

To configure TCP/IP in Windows Vista, follow the procedure below.

1 Click Start > Settings > Control Panel.

2 Double click “Network and Sharing Center”.

3 Click “Manage network connections” on the left side menu.

4 Right click on“Local Area Connection”, then click “Properties”.

5 When the message “Windows needs your permission to continue”, click “Continue”.

6 Select “Internet Protocol Version 4 (TCP/IPv4)”, then click “Properties”.

7  Select”Obtain an IP address automatically” and “Obtain DNS server address automatically”, and

then click“OK”.

8 dClick“Close”.
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Appendix C TCP/IP Settings in Windows

Windows XP

To configure TCP/IP in Windows XP, follow the procedure below.

1 Click Start > Settings > Control Panel.

2  Double click“Network”.

3 Right click on“Local Area Connection”, then click “Properties”.
4 Select“Internet Protocol (TCP/IP)”, then click “Properties”.

5 Select”Obtain an IP address automatically” and “Obtain DNS server address automatically”, and
then click“OK”.

6 Click“Close”.
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Appendix D
Restoring the Default Configuration

GE =D

With the AirStation powered on, hold
down this button for 3 seconds to return
it to factory default settings.

WZR-HP-G300NH User Manual 113

PDF ﬁ?i{r{fgﬁ | "pdfFactory Pro™ FZEH [$574 - www.ahasoft.com.tw/FinePrint



http://www.ahasoft.com.tw/FinePrint

Appendix E
Shared Folders and the USB Port

There are several restrictions on using the AirStation’s USB port:

« When using full-byte characters (such as Japanese), keep folder and file names within 80
characters. You may not be able to copy a folder or a file whose name length is more than 80
characters.

«You cannot set attributes (hidden or read-only) to folders or files on the AirStatoin.
« When using access restrictions, you can register up to 16 users for the AirStation.

« Please note that you are not allowed to use any of the following words as a user or group name:
adm, administrator, all, bin, daemon, disk, ftp, guest, halt, hdusers, kmen, Ip, mail, man, news,
nobody, nogroup, none, operator, root, shadow, shutdown, sshd, sync, sys, ttyusers, utmp, uucp,
WWW.

« Please note that you are not allowed to use any of the following words as a shared folder name:
global, homes, printers, bittorrent, disk1_pt1, disk1_pt2, disk1_pt3, disk1_pt4, disk2_pt1, disk2_pt2,
disk2_pt3, disk2_pt4, disk3_pt1, disk3_pt2, disk3_pt3, disk3_pt4, disk4_pt1, diskd_pt2, disk4_pt3,
disk4_pt4.

« If shared folder names, work group names and file names contain any of the following characters,
you may not access data or manipulate files on the AirStation properly. In such a case, use a different
character.

«If a file created on a Macintosh contains any of the following characters, it will not be displayed
correctly under Windows OS. Also, you cannot copy or properly display a file when connecting via
SMB from Mac OS X if it contains any of these characters:

1/\=+<>;", | ¥

« Cancelling or aborting a file copy may leave the file incomplete, and you may no longer be able
to delete the incomplete file. This can also happen during a power outage or if the LAN cable is
suddenly disconnected. If it happens, restart the AirStation, delete the file, and try copying the file
again.

« Use the same user name and password for the AirStation as the user’s Windows login. If they are
different, the user may not be able to access shared folders with access restrictions on the AirStation.

« Date and Time stamps stored on the USB hard disk may be updated by the OS accessing the
AirStation. File creation or access dates may not be maintained.

«If you display and check the size of hard drives on the browser, it shows a bigger value than when
you see it in Windows' drive properties.

WZR-HP-G300NH User Manual 114

PDF #%ffi ™| "pdfFactory Pro" &~ 152 # * www.ahasoft.com.tw/FinePrint


http://www.ahasoft.com.tw/FinePrint

Appendix E Technical Detail of the USB port

«If you have logged in using a“guest” account from Windows Vista, XP or 2000, access restrictions
may not work properly. A“guest” account already exists on the AirStation by factory default.

«If you access a shared folder from a Macintosh computer, additional Mac OS X information files may
be automatically generated. Do not delete these files from a Windows computer. Otherwise, you
may no longer be able to access folders from a Macintosh.

« Device types that can be connected to the AirStation’s USB connector are; a USB hard disk, USB
memory, or a USB card reader. Card readers with 5 or more slots are not supported. USB devices
such as a digital cameras, CD/DVD drives, USB hubs, mice, or keyboards are not supported.

+ Encrypted USB hard drives are not supported.

« Only one single drive may be connected to the AirStation’s USB port at a time. Drives
manufactured by other companies besides Buffalo Technology are not supported.

« If your hard disk has an auto power mode switch, move the switch to “manual” or “on”. Leaving the
switch set to“auto” may result in unpredictable behavior.

« Bus powered hard drives are not supported. Always use the hard drive’s AC adapter.
« Up to 4 partitions can be recognized on a USB hard disk.

« Available file systems for USB hard disks are FAT12, FAT16, FAT32, and XFS.
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Appendix F
Regulatory Compliance Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

+ Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

« Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

Any changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

Important Note - FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for uncontrolled equipment.
This equipment should be installed and operated with minimum distance 20cm between the
radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

The availability of some specific channels and/or operational frequency bands are country
dependent and are firmware programmed at the factory to match the intended destination. The
firmware setting is not accessible by the end user.
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Appendix F Regulatory Compliance Information

Industry Canada statement:

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the
following two conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause
undesired operation.

Important Note - Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

Europe - EU Declaration of Conformity

This device complies with the essential requirements of the R&TTE Directive 1999/5/EC. The
following test methods have been applied in order to prove presumption of conformity with the
essential requirements of the R&TTE Directive 1999/5/EC:

EN60950-1: 2006
Safety of Information Technology Equipment

EN 50385:2002

Product standard to demonstrate the compliance of radio base stations and fixed terminal stations
for wireless telecommunication systems with the basic restrictions or the reference levels related to
human exposure to radio frequency electromagnetic fields (110MHz - 40 GHz) - General public

EN 300 328V1.7.1 (2006-10)

Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband transmission systems;
Data transmission equipment operating in the 2,4 GHz ISM band and using wide band modulation
techniques; Harmonized EN covering essential requirements under article 3.2 of the R&TTE Directive

EN 301 489-1 V1.8.1 (2008-04)
Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic Compatibility
(EMC) standard for radio equipment and services; Part 1: Common technical requirements

EN 301 489-17 V1.3.2 (2008-04)

Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic Compatibility
(EMCQ) standard for radio equipment and services; Part 17: Specific conditions for 2,4 GHz wideband
transmission systems, 5 GHz high performance RLAN equipment and 5,8GHz Broadband Data
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Appendix F Regulatory Compliance Information

Transmitting Systems.

This device is a 2.4 GHz wideband transmission system (transceiver), intended for use in all EU
member states and EFTA countries, except in France and Italy where restrictive use applies.

In Italy the end-user should apply for a license at the national spectrum authorities in order to
obtain authorization to use the device for setting up outdoor radio links and/or for supplying public
access to telecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some areas the
RF output power may be limited to 10 mW EIRP in the frequency range of 2454 - 2483.5 MHz. For

detailed information the end-user should contact the national spectrum authority in France.

C€ 0560 ©

Cesky[Czech]
Buffalo Technology Inc. timto prohlasuje, Ze tento AirStation WZR-HP-G300NH je ve shodé se
zakladnimi pozadavky a dalsimi pfisluSnymi ustanovenimi smérnice 1999/5/ES.

Dansk[Danish]
Undertegnede Buffalo Technology Inc. erklaerer herved, at felgende udstyr AirStation WZR-HP-
G300NH overholder de vaesentlige krav og gvrige relevante krav i direktiv 1999/5/EF.

Deutsch[German]

Hiermit erklart Buffalo Technology Inc. dass sich das Gerat AirStation WZR-HP-G300NH in
Ubereinstimmung mit den grundlegenden Anforderungen und den (ibrigen einschldgigen
Bestimmungen der Richtlinie 1999/5/EG befindet.

Eesti[Estonian]

Kaesolevaga kinnitab Buffalo Technology Inc. seadme AirStation WZR-HP-G300NH vastavust
direktiivi 1999/5/EU péhinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele
satetele.

English
Hereby, Buffalo Technology Inc. declares that this AirStation WZR-HP-G300NH is in compliance with
the essential requirements and other relevant provisions of Directive 1999/5/EC.

Espanol[Spanish]

Por medio de la presente Buffalo Technology Inc. declara que el AirStation WZR-HP-G300NH cumple
con los requisitos esenciales y cualesquiera otras disposiciones aplicables o exigibles de la Directiva
1999/5/CE.
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Appendix F Regulatory Compliance Information

EMNvikn[Greek]

ME THN MAPOYZA Buffalo Technology Inc. AHAQNEI OTI AirStation WZR-HP-G300NH
SYMMOPOQNETAIMTPOX TIZ OYZIQAEIZ AMAITHXZEIX KAITIZ AOINEX XXETIKEX AIATA=ZEIX THX
OAHTIIAX 1999/5/EK.

Francais[French]

Par la présente Buffalo Technology Inc. déclare que I'appareil AirStation WZR-HP-G300NH est
conforme aux exigences essentielles et aux autres dispositions pertinentes de la directive 1999/5/
CE.

Italianolltalian]
Con la presente Buffalo Technology Inc. dichiara che questo AirStation WZR-HP-G300NH e conforme
ai requisiti essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Latviski[Latvian]
Ar 30 Buffalo Technology Inc. deklaré, ka AirStation WZR-HP-G300NH atbilst Direktivas 1999/5/EK
batiskajam prasibam un citiem ar to saistitajiem noteikumiem.

Lietuviy[Lithuanian]
Siuo Buffalo Technology Inc. deklaruoja, kad 3is AirStation WZR-HP-G300NH atitinka esminius
reikalavimus ir kitas 1999/5/EB Direktyvos nuostatas.

Nederlands[Dutch]

Hierbij verklaart Buffalo Technology Inc. dat het toestel AirStation WZR-HP-G300NH in
overeenstemming is met de essentiéle eisen en de andere relevante bepalingen van richtlijn 1999/5/
EG.

Malti[Maltese]
Hawnhekk, Buffalo Technology Inc., jiddikjara li dan AirStation WZR-HP-G300NH jikkonforma mal-
htigijiet essenzjali u ma provvedimenti ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Magyar[Hungarian]
Alulirott, Buffalo Technology Inc. nyilatkozom, hogy a AirStation WZR-HP-G300NH megfelel a
vonatkozé alapvetd kovetelményeknek és az 1999/5/EC iranyelv egyéb elbirasainak.

Polski[Polish]
Niniejszym, Buffalo Technology Inc., deklaruje, ze AirStation WZR-HP-G300NH spetnia wymagania
zasadnicze oraz stosowne postanowienia zawarte Dyrektywie 1999/5/EC.

Portugués[Portuguese]
Buffalo Technology Inc. declara que este AirStation WZR-HP-G300NH esta conforme com os
requisitos essenciais e outras disposi¢oes da Directiva 1999/5/CE.
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Appendix F Regulatory Compliance Information

Slovensko[Slovenian]
Buffalo Technology Inc. izjavlja, da je ta AirStation WZR-HP-G300NH v skladu z bistvenimi zahtevami
in ostalimi relevantnimi dolocili direktive 1999/5/ES.

Slovensky[Slovak]
Buffalo Technology Inc. tymto vyhlasuje, ze AirStation WZR-HP-G300NH splia zakladné poziadavky
a vsetky prislusné ustanovenia Smernice 1999/5/ES.

Suomi[Finnish]
Buffalo Technology Inc. vakuuttaa tdten etta AirStation WZR-HP-G300NH tyyppinen laite on
direktiivin 1999/5/EY oleellisten vaatimusten ja sita koskevien direktiivin muiden ehtojen mukainen.

Svensk[Swedish]

Harmed intygar Buffalo Technology Inc. att denna AirStation WZR-HP-G300NH star |
Overensstammelse med de vasentliga egenskapskrav och 6vriga relevanta bestammelser som
framgar av direktiv 1999/5/EG.

Taiwan:

SAR compliance has been established in typical laptop computer(s) with CardBus slot, and product
could be used in typical laptop computer with CardBus slot. Other application like handheld PC or
similar device has not been verified, may not comply with related RF exposure rules, and such use
shall be prohibited.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it.
However, special attention must be paid to the dangers of electric shock and static electricity when
working with electrical equipment. All guidelines of this manual and of the computer manufacturer
must therefore be allowed at all times to ensure the safe use of the equipment.
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Appendix G
Environmental Information

« The equipment that you have purchased has required the extraction and use of natural resources
for its production.

+ The equipment may contain hazardous substances that could impact health and the environment.

« In order to avoid the dissemination of those substances in our environment and to diminish the
pressure on the natural resources, we encourage you to use the appropriate take-back systems.

« The take-back systems will reuse or recycle most of the materials of your end life equipment in a
sound way.

+ The crossed-out wheeled bin symbol invites you to use those systems.

)

« If you need more information on the collection, reuse and recycling systems, please contact your
local or regional waste administration.
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Appendix H
GPL Information

The source code for Buffalo products that use GPL code is available at http.//opensource.buffalo.jp/ .
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Appendix |
Warranty Information

Buffalo Technology (Buffalo Inc.) products come with a two-year limited warranty from the date of
purchase. Buffalo Technology (Buffalo Inc.) warrants to the original purchaser the product; good
operating condition for the warranty period. This warranty does not include non-Buffalo Technology
(Buffalo Inc.) installed components. If the Buffalo product malfunctions during the warranty period,
Buffalo Technology/(Buffalo Inc.) will, replace the unit, provided the unit has not been subjected

to misuse, abuse, or non-Buffalo Technology/(Buffalo Inc.) authorized alteration, modifications or
repair.

All expressed and implied warranties for the Buffalo Technology (Buffalo Inc) product line including,
but not limited to, the warranties of merchantability and fitness of a particular purpose are limited in
duration to the above period.

Under no circumstances shall Buffalo Technology/(Buffalo Inc.) be liable in any way to the user
for damages, including any lost profits, lost savings or other incidental or consequential damages
arising out of the use of, or inability to use the Buffalo products.

In no event shall Buffalo Technology/(Buffalo Inc.) liability exceed the price paid for the product
from direct, indirect, special, incidental, or consequential damages resulting from the use of the
product, its accompanying software, or its documentation. Buffalo Technology (Buffalo Inc.) does
not offer refunds for any product.

@ 2003-2009 Buffalo Technology (Buffalo, Inc.)

WZR-HP-G300NH User Manual 123

PDF #%ffi ™| "pdfFactory Pro" &~ 157 # * www.ahasoft.com.tw/FinePrint


http://www.ahasoft.com.tw/FinePrint

Appendix J
Contact Information

North America

Buffalo Technology USA Inc.
11100 Metric Blvd, Suite 750
Austin, TX 78758

GENERAL INQUIRIES

Monday through Friday

8:30am-5:30pm CST

Direct: 512-794-8533 | Toll-free: 800-456-9799 | Fax: 512-794-8520 |
Email: sales@buffalotech.com

TECHNICAL SUPPORT

North American Technical Support by phone is available 24 hours a day, 7 days a week. (USA and
Canada).
Toll-free: (866) 752-6210 | Email: info@buffalotech.com
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Appendix J Contact Information

Europe

Buffalo Technology UK LTD
176 Backingham Avenue,
Slough, Berkshire, SL1 4RD
United Kingdom

GENERAL INQUIRIES

Email: sales@buffalo-technology.com

TECHNICAL SUPPORT
Buffalo Technology provides technical support in English, German, French, Italian, and Spanish.
UK 08453511005
Austria 08101 0251552
Belgium 0787 99917
Denmark 70150919

Finland 010802812

France 0811 650220
Germany 01801 003757
Ireland 1890 719901

Italy 848 782113
Netherlands 09000401256

Norway 81000050
Spain 9018 10750
Sweden 0771404105

Switzerland 0848 560374

For all other regions please contact +353 61 704617

www.buffalo-technology.com/contact

WZR-HP-G300NH User Manual 125

PDF #%ffi ™| "pdfFactory Pro" &~ 157 # * www.ahasoft.com.tw/FinePrint


http://www.ahasoft.com.tw/FinePrint

Appendix J Contact Information

Contact Information (Asia Pacific)

Australia TEL: 1300 761 310
China TEL: 86-800-820-8262

e-mail: support@buffalo-china.com
Hong Kong TEL: 852-2345-0005

e-mail: support@hornington.com
India TEL: 1-8004256210

e-mail: csbuffalo@accelfrontline.in
Indonesia TEL:021-6231-2893
Malaysia TEL: 03-5032-0138

e-mail: buffalo@ecsm.com.my
Philippines TEL: 2-688-3999

e-mail: digisupport@msi-ecs.com.ph
Republic of Korea TEL: 02-2057-2095

e-mail: support@buffalotech.co.kr
Singapore TEL: 65-6297-2085

e-mail: buffalo@blumm.com
Taiwan TEL: 0800-660-886

e-mail: support@buffalo-tech.com.tw
Thailand TEL: 02-716-6669

Other Areas Please contact the shop or distributor where you purchased the unit,
referring to the attached warranty card issued by the distributor.
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