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Web Co nfi gurati o n
Mo n ito r an d co n f ig ure th e CEN -GW 1 an d CEN I - GW 1 us in g th e built- in we b co n f ig uratio n
in te rf ace .

To acce s s th e we b co n f ig uratio n :

1. Us e th e De vice Dis co ve ry to o l in Cre s tro n To o lbo x ™ s o f tware to dis co ve r th e de vice an d its
I P addre s s o n th e n e two rk.

2. I n a we b bro ws e r, g o to th e I P addre s s o f th e de vice .

N O TE: I f auth e n ticatio n is e n able d f o r th e g ate way, an admin is trato r us e rn ame an d
pas s wo rd mus t be e n te re d prio r to acce s s in g th e we b co n f ig uratio n in te rf ace . Fo r mo re
in f o rmatio n o n co n f ig urin g auth e n ticatio n s e ttin g s , re f e r to Auth e n ticatio n .

Th e we b co n f ig uratio n pro vide s tabs to vie w an d co n f ig ure de vice s e ttin g s .

Th e s e tabs are pro vide d:

Status 2

Se ttin g s 4

Se curity 9

802. 1x Co n f ig uratio n 13

Actio n 14

Lo g O ut 18
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Status
Us e th e Status tab to vie w th e de vice in f o rmatio n .

Devic e
Us e th e de vice me n u to vie w g e n e ral de vice in f o rmatio n s uch as th e Mo de l , Se rial N umbe r , an d
Firmware Ve rs io n . Se le ct Mo re De tails to vie w de taile d de vice in f o rmatio n s uch as th e Build,
Bo o tlo ade r , Build Time , an d mo re .
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Networ k
Us e th e N e two rk me n u to vie w th e H o s t N ame , Do main N ame , an d DN S Se rve rs . Se le ct Adapte r
1 to vie w de taile d n e two rk in f o rmatio n s uch as DH CP, I P Addre s s , an d Subn e t Mas k . n e two rk
s e ttin g s o f th e de vice .

Contr ol System
Us e th e Co n tro l Sys te m me n u to vie w th e co n n e ctio n s tatus to a co n tro l s ys te m.

Ac quir ed Devic es
Us e th e Acquire d De vice s me n u to vie w th e SG, ER, an d in f iN ET EX wire le s s de vice s th at are
acquire d by th e g ate way.
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Setti ngs
De le te th is te x t an d re place it with yo ur o wn co n te n t.

System Setup
Us e th e Sys te m Se tup me n u to co n f ig ure th e N e two rk , Auto Update , an d Co n tro l Sys te m
s e ttin g s .

N e t w o rk
Us e th e N e two rk me n u to co n f ig ure th e co n n e ctio n to th e Eth e rn e t n e two rk. DH CP is turn e d o n
by de f ault an d th e f ie lds are auto matically po pulate d.

To s e t cus to m e th e rn e t s e ttin g s :

1. De s e le ct DH CP.

2. En te r th e Do main , Primary Static DN S, an d Se co n dary Static DN S in f o rmatio n .
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3 . En te r th e I P A ddre s s , Subn e t Mas k, an d De f ault G ate way in f o rmatio n .

4. I n th e A ctio n s me n u, s e le ct Save Ch an g e s .

Au t o U p dat e
U s e th e A uto U pdate me n u to co n f ig ure auto update s e ttin g s . A uto U pdate is turn e d o n by
de f ault an d th e f ie lds are auto matically po pulate d.

Click A uto U pdate to co n f ig ure time -bas e d auto - update o f f irmware /apk o r imme diate update .

To s e t th e auto update time bas e d o n day o f we e k an d time :

1. Se le ct a day f ro m th e Day o f W e e k dro p-do wn me n u. To ch e ck f o r update s e ve ry day,
s e le ct Daily .

2 . En te r a time bas e d o n th e 2 4-h o ur clo ck in th e Time o f Day bo x .

3 . I n th e A ctio n s me n u, s e le ct Save Ch an g e s .

To s e t th e auto update bas e d o n po ll in te rval:

N O TE: A n o n - z e ro value in th e Po ll I n te rval ( Min ute s ) bo x o ve rride s th e Day O f W e e k an d Time
O f Day co n f ig uratio n .

1. En te r a time , in min ute s , in to th e Po ll I n te rval bo x . Th e ran g e is 1 min ute to 6 553 5 min ute s .

2 . I n th e A ctio n s me n u, s e le ct Save Ch an g e s .

To us e a cus to m auto update U R L :

N O TE: Do n o t ch an g e th e de f ault U R L  un le s s advis e d by a Cre s tro n Te ch Suppo rt Spe cialis t.

1. Se le ct Cus to m U R L .

2 . En te r a U R L to a f irmware s e rve r in th e Cus to m U R L  Path bo x .

Th e de vice will co n n e ct to th e f irmware s e rve r pro vide d in th e Cus to m U R L Path at th e s ch e dule d
time .

Click Ch e ck f o r U pdate be s ide U pdate Firmware N o w an d/o r U pdate A PK N o w to trig g e r th e
upg rade pro ce s s imme diate ly.
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Co n t ro l Syst e m
TBD

l W h y En crypt Co n n e ctio n ?

l W h at is th e us e rn ame ?

l wh at is th e pas s wo rd?

l W h at is th e I P Table

Radio Setup
Us e th e Radio Se tup me n u to co n f ig ure th e SG, ER, an d in f iN ET EX wire le s s radio s an d to acquire
de vice s .

Se le c t R F Ch an n e l
Se t th e RF ch an n e ls f o r th e EX /ER radio an d th e SG radio :

N O TE:  Scan th e wire le s s n e two rk to de te rmin e th e be s t RF ch an n e l f o r th e EX /ER an d SG
radio s . Fo r de tails , re f e r to Se ttin g s ( o n pag e  4) .

l Se le ct an EX an d ER ch an n e l f ro m th e EX  Ch an n e l dro p- do wn me n u.

l Se le ct an SG ch an n e l f ro m th e SG Ch an n e l dro p-do wn me n u.
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Ac qu ire De vic e s
To acquire de vice s to th e g ate way:

N O TES:

l Place th e g ate way in to acquire mo de prio r to e n te rin g Acquire mo de o n a wire le s s de vice .

l O n ly o n e g ate way can be in Acquire mo de at a time .

1. Click Start Acquire to e n te r Acquire mo de .

2. O n an SG, ER, o r in f iN ET EX  wire le s s de vice , e n te r Acquire mo de . Fo r de tails , re f e r to th e
wire le s s de vice 's in s tructio n s .

3 . Af te r all wire le s s de vice s are acquire d, s e le ct Sto p Acquire to e x it Acquire mo de .

Fin d Ch an n e ls - W h at do e s Fin d Ch an n e ls do ?

EX/ER  De vic e s
Th e de vice s th at are acquire d to th e EX an d ER radio are dis playe d alo n g with th e e n e rg y s can
ch art.

To s can th e wire le s s n e two rk:

1. I n th e EX /ER De vice s , s e le ct Start Scan .

2. Th e wire le s s n e two rk is s can n e d an d dis plays th e En e rg y ( dBm) f o r th e Ch an n e ls .
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SG De vic e s
Th e de vice s th at are acquire d to th e SG radio are dis playe d alo n g with th e e n e rg y s can ch art.

To s can th e wire le s s n e two rk:

1. I n th e SG De vice s me n u, s e le ct Start Scan .

2. Th e wire le s s n e two rk is s can n e d an d dis plays th e En e rg y ( dBm) f o r th e Ch an n e ls .
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Sec uri ty
Click th e Se curity tab to co n f ig ure s e curity f o r us e rs an d g ro ups an d to allo w dif f e re n t le ve ls o f
acce s s to th e f un ctio n s o f th e de vice .

SSL
W h y ch an g e SSL mo de ? W h at do e s SSL Mo de do ?

Se le ct a mo de f ro m th e SSL Mo de dro p-do wn me n u.

l En crypt an d Validatio n : Th e g ate way will re quire a us e rn ame an d pas s wo rd to validate an
e n crypte d SSL co n n e ctio n .

l En crypt: Th e g ate way will us e an e n crypte d SSL co n n e ctio n

l O FF: Th e g ate way will n o t us e an SSL co n n e ctio n .

I s SSL Auth e n ticatio n o n ly available f o r En crypt an d Validatio n ??

To s e t th e SSL Auth e n ticatio n , e n te r th e Us e rn ame , Pas s wo rd , an d Co n f irm Pas s wo rd .
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Cu rre n t U se r
U s e th e Curre n t U s e r tab to vie w th e curre n t us e r' s N ame , A cce s s L e ve l, A ctive Dire cto ry U s e r
s tatus , an d G ro ups . Th e pas s wo rd f o r th e curre n t us e r can als o be ch an g e d.

To ch an g e th e curre n t us e r’s pas s wo rd:

1. Click Ch an g e Curre n t U s e r Pas s wo rd .

2 . En te r th e curre n t us e r' s pas s wo rd in th e Curre n t Pas s wo rd bo x .

3 . En te r a n e w pas s wo rd in th e Pas s wo rd an d Co n f irm Pas s wo rd bo x e s .

4. Click Y e s .

U se rs
U s e th e U s e rs tab to man ag e auth o riz e d us e rs . A lis t o f auth o riz e d us e rs is dis playe d.

Click I n f o rmatio n to vie w de tails abo ut a us e r.

E di t a U se r

1. Click Edit.

2 . I f th e us e r is a me mbe r o f th e A ctive Dire cto ry® cre de n tial man ag e me n t g ro up, s e le ct
A ctive Dire cto ry U s e r .

3 . En te r a pas s wo rd in th e Pas s wo rd an d Co n f irm Pas s wo rd bo x e s .

4. Se le ct a g ro up f ro m th e G ro up dro p-do wn me n u.

5. Click Y e s .

D e l e t e a U se r

N O TE: Th e A dmin us e r can n o t be de le te d.

1. Click De le te .

2 . I n th e co n f irmatio n dialo g , click Y e s .
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Cre at e a U se r

1. Click Cre ate Us e r .

2. En te r a Us e rn ame in th e N ame bo x .

3 . I f th e us e r is a me mbe r o f th e Active Dire cto ry® cre de n tial man ag e me n t g ro up, s e le ct
Active Dire cto ry Us e r .

4. Click Y e s .

Gro u p s
Se le ct th e Gro ups tab to co n f ig ure us e r g ro ups . A lis t o f us e r g ro ups is dis playe d.

Click I n f o rmatio n to vie w de tails abo ut a g ro up.

De le t e a Gro u p

1. Click De le te .

2. I n th e co n f irmatio n dialo g , click Y e s .
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Cre at e a Gro u p

1. Click Cre ate Gro up .

2. En te r a Gro up N ame in th e N ame bo x .

3 . Se le ct an acce s s le ve l f ro m th e Acce s s Le ve l dro p-do wn me n u.

4. I f th e us e r is a me mbe r o f th e Active Dire cto ry® cre de n tial man ag e me n t g ro up, s e le ct
Active Dire cto ry Us e r .

5. Click Y e s .
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802.1 x Co nfi gurati o n
Th e 802. 1X s tan dard is an I EEE n e two rk s tan dard de s ig n e d to e n h an ce th e s e curity o f wire le s s
an d Eth e rn e t LAN s . Th e s tan dard re lie s o n th e e x ch an g e o f me s s ag e s be twe e n th e de vice an d
th e n e two rk's h o s t, o r auth e n ticatio n s e rve r.

Th e de vice h as built- in s uppo rt f o r th e 802. 1X s tan dard to allo w co mmun icatio n with th e
auth e n ticatio n s e rve r an d acce s s to pro te cte d co rpo rate n e two rks .

En able I EEE 802. 1x Co n f ig uratio n an d s e le ct th e de s ire d me th o d o f auth e n ticatio n .

Tur n On IE E E 802 . 1x Authentic ation
To turn o n auth e n ticatio n , s e le ct I EEE 802. 1x Auth e n ticatio n .

Selec t an Authentic ation Method
To s e le ct an auth e n ticatio n me th o d, s e le ct EAP-TLS Ce rtif icate o r EAP MSCH AP V2- pas s wo rd
f ro m th e Auth e n ticatio n Me th o d dro p-do wn me n u.

I f EAP MSCH AP V2- pas s wo rd is s e le cte d, e n te r th e Do main , Us e rn ame , an d Pas s wo rd .

Ser ver Validation
To turn o n s e rve r validatio n :

1. Se le ct En able Auth e n ticatio n Se rve r Validatio n .

2. Se le ct ce rtif icate s f ro m th e Se le cte d Trus te d Ce rtif icate Auth o ritie s lis t.

N O TE:  To lo ad a cus to m ce rtif icate , g o to Actio n s > Man ag e  Ce rtif icate s . Fo r de tails ,
re f e r to Man ag e Ce rtif icate s ( o n pag e  15) .
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Ac ti o n
Th e Actio n dro p- do wn me n u is dis playe d at th e to p rig h t s ide o f th e in te rf ace an d pro vide s quick
acce s s to co mmo n de vice f un ctio n s , s uch as :

l Re bo o t

l Re s to re

l Update Firmware

l Do wn lo ad Lo g s

l Man ag e Ce rtif icate s

l Save Ch an g e s

l Re ve rt

O n ce an y ch an g e s h ave be e n made to th e de vice co n f ig uratio n , th e Actio n butto n ch an g e s to a
Save  Ch an g e s butto n . Click Save  Ch an g e s to s ave ch an g e s to th e co n f ig uratio n s e ttin g s .

I f a re bo o t is re quire d af te r ch an g e s h ave be e n s ave d, a dialo g bo x is dis playe d as kin g wh e th e r
th e re bo o t s h o uld be pe rf o rme d. Se le ct O K to re bo o t th e de vice o r Can ce l to can ce l th e re bo o t.

Th e Actio n me n u pro vide s th e f o llo win g s e le ctio n s .
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Reb oot
To re s tart th e g ate way, s e le ct Re bo o t an d th e n Y e s , Re bo o t N o w .

Restor e
To re s to re th e de vice s e ttin g s to th e ir f acto ry de f ault, s e le ct Re s to re an d th e n Y e s to co n f irm.

Up date Fir mwar e
To upg rade th e de vice f irmware :

N O TE: Do n o t turn o f f th e de vice o r s to p th e upg rade pro ce s s un til th e de vice is upg rade d.
Af te r th e upg rade , th e de vice will re bo o t.

N O TE: Fo r time -bas e d auto update o f th e f irmware , re f e r to th e Auto Update ( o n pag e  5) .

1. Vis it www. cre s tro n . co m/f irmware an d do wn lo ad th e late s t f irmware .

2. Se le ct Uplo ad Firmware an d th e n s e le ct Bro ws e .

3 . Se le ct th e f irmware f ile an d th e n s e le ct O pe n .

4. To uplo ad th e f irmware , s e le ct Lo ad .

Download Logs
Do wn lo ad lo g f ile s f o r diag n o s tic purpo s e s . Th e lo g f ile s are s to re d in a co mpre s s e d . tg z f ile ,
e x tract th e lo g f ile s to vie w th e m.

To do wn lo ad lo g s , s e le ct Do wn lo ad Lo g s .

Manage Cer tific ates
Click Man ag e Ce rtif icate s in th e Actio n dro p-do wn me n u to add, re mo ve an d man ag e
ce rtif icate s us e d in 802. 1x an d o th e r pro te cte d n e two rks . Th e f o llo win g ce rtif icate tabs are
dis playe d:

http://www.crestron.com/firmware
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R o o t
Th e R o o t ce rtif icate is us e d by th e de vice to validate th e n e two rk' s auth e n ticatio n s e rve r. Th e
de vice h as a varie ty o f R o o t ce rtif icate s , s e lf - s ig n e d by trus te d CA s ( Ce rtif icate A uth o ritie s ) , an d
pre lo ade d in to th e de vice . R o o t ce rtif icate s mus t be s e lf - s ig n e d.

To add a R o o t ce rtif icate :

1. Se le ct th e R o o t tab.

2 . Click A dd R o o t Ce rtif icate .

3 . Se le ct th e ce rtif icate f ile f ro m th e dialo g bo x th at is dis playe d an d click O pe n .

I n t e rme di at e
Th e I n te rme diate s to re h o lds n o n s e lf - s ig n e d ce rtif icate s th at are us e d to validate th e
auth e n ticatio n s e rve r. Th e s e ce rtif icate s will be pro vide d by th e n e two rk admin is trato r if th e
n e two rk do e s n o t us e s e lf - s ig n e d R o o t ce rtif icate s .

To add an I n te rme diate ce rtif icate :

1. Se le ct th e I n te rme diate tab.

2 . Click A dd I n te rme diate Ce rtif icate .

3 . Se le ct th e ce rtif icate f ile f ro m th e dialo g bo x th at is dis playe d an d click O pe n .

M ac h i n e
Th e mach in e ce rtif icate is an e n crypte d PFX f ile th at is us e d by th e auth e n ticatio n s e rve r to
validate th e ide n tity o f th e de vice . Th e mach in e ce rtif icate will be pro vide d by th e n e two rk
admin is trato r, alo n g with th e ce rtif icate pas s wo rd. Fo r 8 0 2 . 1x , o n ly o n e mach in e ce rtif icate can
re s ide o n th e de vice .
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To add a Mach in e ce rtif icate :

1. Se le ct th e Mach in e tab.

2 . Click A dd Mach in e Ce rtif icate .

3 . Se le ct th e ce rtif icate f ile f ro m th e dialo g bo x th at is dis playe d an d click O pe n .

We b S e rv e r
Th e W e b Se rve r ce rtif icate is a dig ital f ile th at co n tain s in f o rmatio n abo ut th e ide n tity o f th e
we b s e rve r.

To add a W e b Se rve r ce rtif icate :

1. Se le ct th e W e b Se rve r tab.

2 . Click A dd W e b Se rve r Ce rtif icate .

3 . Se le ct th e ce rtif icate f ile f ro m th e dialo g bo x th at is dis playe d an d click O pe n .

Save Ch an ges
Th e A ctio n dro p- do wn me n u ch an g e s in to a Save Ch an g e s dro p-do wn me n u wh e n th e re are
ch an g e s th at can be s ave d.

To s ave co n f ig uratio n s e ttin g ch an g e s , s e le ct Save Ch an g e s .

Rever t
To dis card co n f ig uratio n s e ttin g s ch an g e s , s e le ct R e ve rt .
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Lo g O ut
To lo g o ut f ro m th e we b co n f ig uratio n an d re turn to th e we lco me s cre e n , click > Sig n O ut .



Th is pag e is in te n tio n ally le f t blan k.
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