CHAPTER 5

EXAMPLE CONFIGURATIONS

3. Enter the bridge IP Address and IP Netmask for the Model 195Ep. You will notice that for the 195Ep in AP Bridge mode
only a single IP address in entered. Both the ethernet IP and wireless IP addresses will be the same in the bridge mode.
Reference Figure 22.
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Figure 22: Bridge IP Addresses

4. Enter the default route (Gateway) address for the network. For Ethernet devices on the wireless network (IP 172.16.X.X — See
Figure 3), the AP Router 195Ep will be the gateway. Enter the wireless IP address for the AP Router 195Ep (configured in
Example 1) and any DNS server information. If you are not connecting the Model 195Ep to the Internet, leave blank and press
the Next button. Figure 23.
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Figure 23: Default Route (Gateway) and DNS Configuration
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5. Select Yes if you will be using security for your wireless network (recommened).

NOTE: The setting of this security level is ONLY for client access to the Model 195Ep. The security of the Bridge
communication between the Model 195Ep’s is separate and will be configured during the repeater configuration.

Enter the SSID for your network. The SSID is the unique identification for your wireless network and all 195Ep that share a
wireless network MUST have the same SSID code. This identification code is case sensitive and must NOT contain spaces.
Reference Figure 24.
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Setup
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Selected mode of operation: AP Bridge

Turn on wireless securty features? & Tes Help
0 Mo
Enter the SSID: |ESTeem Help

Previous | Nextl

Figure 24: Security and SSID Configuration

6. Select the encryption level for client access to the wireless network. For further information on the different levels of security,
please refer to Appendix E — Security of this User’s Manual. If you would like to hide the SSID from broadcasting from the
Access Point select Yes. If Yes is selected the Model 195Ep will not send out periodic SSID radio. The users of the network
will have to know the SSID to enter the network and security is increased, but if you want the SSID to be broadcast to the
network for easy identification then select No. The 195Ep can also be configured to discard the probe requests from clients. If
desired, set Discard Broadcast Probes to Yes. In our example, we will be using mobile clients with 128 bit WEP. Reference
Figure 25.
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Figure 25: Encryption Level Selection
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7. Enter the WEP key values for your application that will be used by all devices on the wireless network. Reference Figure 26.

EST195E Web Configuration Manager

Wireless Modems

Status | Setup | Advanced | Baclop | Re store | SoftwareUpdate | Eehoot | About |

Setup

Enfar 13 haxadecimal byles, saparatad by colons, for sach of the following 728-bif WEF keye and
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Encryption type:  128-Bit WEP for ATL wireless LA devices

Enter WEP Key
(13 hex bytes) |11 22:33:4455:66:77:68:99.00:aabhicc Helo

Enter WEP Key 2
(13 hex bytes) I'H 22:33:44:55:66:77:86:99.00:8a bb.cc

Enter WEP Eey 3
(13 hex bytes) |11 22:33:44:55:66:77:66:99:00:az:bb:ce

Enter WEP Key 4
(13 hex bytes) |11 2233445566 77:88:99:00aabbice

& WEP Key 1
0 WEFP Fey 2
 WEF Eey 3
© WEF Key 4

Previous M

Zelect the default WEP key

Figure 26: WEP Key Entry

8. Enter the values for the Access Control List (ACL). This is a configurable MAC filter that can be set to allow or deny specific
wireless MAC address to the network. This feature is further explained in Appendix E — Security. In our example we will not
use the ACL. Reference Figure 27.

9. Select the frequency channel of operation. All Access Points in the same Repeater Peer network need to be on the same radio
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Figure 27: ACL Configuration
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frequency channel. See Appendix D — Radio Configuration for help in selecting the frequency channel. Reference Figure 28.

III EST195E Web Configuration Manager m
Wireless Modems
Top [ tats|

Top | Status I;og| Setup | Advanced'| Backup | Restore | Sbfl:WareU]gdate | Reboot | About |

Setup

Selact the channel for the wirsless LAN device {o operale on. The first displayed number in the
list is the channel, and the second Is the channe! frequency in MHz.

Select a channel: |6 (2437 MHz) ~ Help

Previous | Ne>d|
Figure 28: Channel Configuration

10. The Repeater Peer Table identifies which Model 195Ep’s will bridge wireless Ethernet communication. Only other Access
Point Repeaters need to be listed not the Model 195Ep’s in client modes. Looking at the system layout in Figure 1 and what
we discussed in Example 1, both the Plant Network’s 195Ep and the Remote Building’s 195Ep will be listed by their wireless
(WLAN) MAC (Figure 29). There is only a single radio connection path to the other two 195Ep’s in the network. The path
cost only effects redundant links in the network (not applicable to the repeater) and will be left at default. Enter the WLAN
MAC addresses for the other two Access Points and press the Next button to continue.

11. Select Commit Changes to write the programming to Flash memory and reboot the Model 195Ep. When the reboot process
has completed (approximately 30 seconds) the modem will be ready to place in operation.
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Figure 29: Repeater Configuration
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Example 3 — Remote Building (Access Point Bridge with Repeater Enabled)

1. Review Example #1 diagram (Figure 1) and locate the 195Ep marked as Example 3. This ESTeem is connected to a Remote
Building network that will be bridged to the Plant network through the Access Point Router (Example #1) via the repeater.
This modem should be configured for Access Point Bridge mode and the configuration for this 195Ep will be identical to
Example 2 except that the IP addressing and the Repeater Peer table. You would follow all steps 1-11 in Example 2 to
configure this 195Ep also but Figures 31 & 32 will show the changes.

III EST195E Web Configuration Manager

Wireless Modems
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Figure 31: Example 3 Bridge IP Address

Wireless Modems
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Figure 32: Example 3 Repeater Routing Table
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Example 4 — Mobile Vehicle with Single Ethernet Device (EtherStation Mode)

Review the Example Diagram #1 (Figure 1) and locate the 195Ep marked as Example 4. This ESTeem is connected to a single
Ethernet device in a mobile application and will be configured for EtherStation mode. In this mode the 195Ep will gain access to
the wireless Ethernet canopy created by the three Access Points (Examples 1-3), but will be emulating the MAC address for the
connected Ethernet device and will no longer have an IP address in the network. To reprogram the 195Ep after configuration in
EtherStation mode requires the ESTeem Discovery Utility or direct connection to the RS-232 port.

1. Access the ESTeem Web page using your computer’s Web Browser as per instructions in Chapter 4. Select Setup from the
menu items. From the Select Mode of Operation pull down box , select EtherStation (Figure 33) and push the Next button
below the pull down box.

EST195E Web Configuration Manager

Wireless Modems

To Status‘Lo ‘Setup‘Advanced‘ ackug‘Restore‘Sofl:wareUpdate‘Reboot‘About‘

Setup

Thisisthe main Setup FPage. Select a mode of operalion for the wireless LAN unif from the
following Jist

Select Mode of Operation: IEtherStation 'l Help
MNext

Figure 33: EtherStation Selection

2. Enter the SSID for your network. The SSID is the unique identification for your wireless network and all 195Ep that share a
wireless network MUST have the same SSID code. This identification code is case sensitive and must NOT contain spaces.

Select the encryption level for the wireless network to match the level of the Access Point canopy. Enter the MAC address of
the connected Ethernet device. Reference Figure 34.

EST195E Web Configuration Manager

Wireless Modems

Tep Status|Lo |Setup|Advanced| ackug|Restore|Sofl:wareUQdat |Reboot|About|

Setup

in the folfowing fields, select wheiher vou want wirgless secunity featuras furned on and enter the
gervice sel identifier (SSI0) that will be common o aif wiraless LAN devices.

Selected mode of operation: EtherStation

Enter the S5ID: IESTeem Help

' Mone
© WEP&4
Select an encryption type: & WEP128 Help
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Device MAC Address: IDDiDDiDDiDDiUDiDD Help
Previous | I ext

Figure 34: SSID and Device MAC Input
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3. Enter the WEP key values for your application that will be used by all devices on the wireless network. Reference Figure 35.

EST195E Web Configuration Manager

Wireless Modems

Status | Setup | kdvanc.eiflJ Baclkup | Restors |_S§&Wa_.r_eUgdatg | Reboot | Abo_gt-|

Setup

Entar 13 hexadecimal bvias, separated by colong, for each of the folfowing 128-bit WEP kevs and
select which key showld be used as the defauif WEF key. These values are configurad for the
wireless LAN device.

Encryption type:  128-Bit WEP for the wireless LA device
Enter WEFP Key 1

(13 hex bytes): [11:22:33:44,55:66:77:88.99.00:aechb:cc Help
Enter "WEP Eey 2

{13 hex bytes): |11 22:33:44'65:66:77:58:99:00:8a:bb:cc
Enter WEP Key 3

(13 hex bytes): |11 22:33:44:65:66:77:58:99:00:aa:bh:cc

Enter "WEP Eey 4
(13 hex bytes): |11 22:33:44:55:66:77:88:99:00:8a:bb:cc

& WEP Eey 1
© WEP Key 2
© WEP Key 3
Select the default WEP key: © WEF Eey 4 Help

Presvious | Nextl
Figure 35: WEP Key Input

4. Select Commit Changes to write the programming to Flash memory and reboot the Model 195Ep. When the reboot process
has completed (approximately 30 seconds) the modem will be ready to place in operation. Reference Figure 36.
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Figure 36: EtherStation Selection
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Example 5 — Mobile Vehicle #1 (Station Router)

Review the Example Diagram #2 (Figure 2) and locate the 195Ep marked as Example 5. This ESTeem is connected to multiple
Ethernet devices in a mobile application and will be configured Station Router mode. In this mode the 195Ep’s will gain access to
the wireless Ethernet canopy created by the Access Point and act as the router between the devices connected to the Ethernet port
and wireless network. Each of these networks will require a unique subnet to operate. If Ethernet devices on the wired LAN
network want to access Ethenet devices on the Station Router 195Ep, a network router is required on the wired LAN to resolve the
IP conflict created by having the wired and wireless networks on separate subnets (Figure 37).

Network Router (Required)
IP Address 172.16.1.6
Netmask 255.255.0.0

Routes for 172.18.X.X network use )
gateway 172.16.2.20 Note: Wireless Networks and

Routes for 172.19.X.X network use Station Modes Must Be on
gateway 172.16.2.30 Separate Subnets

HUB or Switch

Bridge IP Address =172.16.1.1
Netmask = 255.255.0.0

Default Route = 172.16.1.6

Access Point Bridge with
Repeater Feature Enabled

Station Masquerade Mode
Station Router Mode

Mobile Vehicle #2
Multiple Ethernet Devices

Mobile Vehicle #1
Multiple Ethernet Devices

Example #5 Example #6
S/N: 14005 S/N: 14006
Netmask 255.255.0.0 Netmask 255.255.0.0
Wireless IP Address Voice over IP Wireless IP Address
172.16.2.20 172.16.2.30 Remote PC GPS
Connected Ethernet Devices
Ethernet IP Address 172.18.X.X Ethernet IP Address Connected Ethernet Devices
172.18.1.1 172.19.1.1 172.19.X.X
Gateway (Route) =172.18.1.1
Gateway(Route) Gateway(Route) Gateway (Route) = 172.19.1.1
172.16.1.6 172.16.1.6

Figure 37: Station Router IP Addressing Diagram
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1. Access the ESTeem Web page using your computer’s Web Browser as per instructions in Chapter 4. Select Setup from the
menu items. From the Select Mode of Operation pull down box , select Station Router (Figure 38) and push the Next button
below the pull down box.

EST195E Web Configuration Manager

Wireless Modems

Status ‘ Setup ‘Advanced | Backug| Restore "So&wan_sUpdate ‘Reiooot ‘ About‘

Setup

Thizisthe main Setup Page. Seisct a mode of operalion for the wirgless LAN unif from the
foliowing Jist.

Select Mode of Operation; |Station Fauter -~ Help

Next

Figure 38:Station Router Selection

2. Select Yes if you would like to use DHCP services on either the wireless or ethernet connections. Enter the SSID for your
network. The SSID is the unique identification for your wireless network and all 195Ep that share a wireless network MUST
have the same SSID code. This identification code is case sensitive and must NOT contain spaces. Select the encryption level
for the wireless network to match the level of the Access Point canopy. Reference Figure 39.

EST195E Web Configuration Manager

Wireleas Modems

Status |Setup|Advanced| ackug|Restore|So&WareU]:_>dat |Reboo‘t|About|

Setup

in the following fialds, salact whether vou wish fo use DHCF clisnt sarvices or whether yvou wish
configlre @ DHCP sarver. Selacting "0 will take vou through a manual sefup of IF addresses
as opposad fo using DHCF sarvices.

Addifionally, select whether you want wirsless secunty fealures turned on and enter the service
sel identifisr (SSI0) far the first wireless LAN device.

Selected mode of operation: Station Fouter

DHCP services on wireless interface: & Off Help
© Clent
© Server

DHCP services on bridge interface: & Of
© Client
© Server

Enter the S5I0: IESTeem

0 MNone
© TWEPHd
Select an encryption type: & WEP128 Help
© TWPAPSK
© WPA Enterprize with FEAP

FPrevious | IMext

3

o

Figure 39:DHCP, SSID and Encryption Settings

Revised: 16 Jun 06 5-22 EST P/N AA107P



CHAPTER 5
EXAMPLE CONFIGURATIONS

3. Enter the WEP key values for your application that will be used by all devices on the wireless network. Reference Figure 40.

EST195E Web Configuration Manager

Wireless Modems

Stat‘us ‘ Setup ‘ Advanced ‘ Backup: ‘ Ee store |_Sb_ﬂ:wa.r_eUpdate ‘ Reboot ‘ Abo_l_lt ‘

Setup

Enfer 13 hexadecimal bytas, separated by colons, for each of the following 128-bit WEF keys and
gselfect which key showid be used as the defawif WEF key. These values are configured for the
wireless LAN device.

Encryption type: 128-Bit WEP for the wireless LAN device

Enter WEP Key 1
{13 hex bytes): |11 22:33:44:55:66:77:88:99:00:aa:bb:cc Help

Enter WEP Key 2
(13 hex bytes): |11 22:33:44:65:66:77:58:99:00:aa:bb:cc

Enter WEP Key 3
(13 hex bytes): |11 22:33:44:55:66:77:68:99:00:aa:bbce

Enter WEP Eey 4
(13 hex bytes): |11:22:33.4456:66.77.88.99.00:abbicc

& WEP Key 1
0 WEP Key 2
C WEP Key 3
Select the default WEP key: © WEP Key 4 Help

Previous | Nextl
Figure 40:WEP Key Input

4. Refer to the IP address in Table 1 and enter the wireless IP Address and IP Netmask for the Station Router. Reference Figure
41,

EST195E Web Configuration Manager

Wireless Modems

Stat‘us ‘Setup ‘Advanced‘ ackay ‘Restore ‘ SoftwareUpdate ‘Reboot‘About‘

Setup

Enter values for the following fislds for manual IP setup.

Mode of operation: Station Fouter
DHCP Services: Off

Enter IP address for the wireless LA interface: I1 7216.2.20

Help
Enter netmask for the wireless LA interface: |255-255-D-D Help

Previous | Mext

Figure 41:Wireless IP Address
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5. Refer to the IP address in Table 1 and enter the ethernet IP address and IP netmask. Reference Figure 42.

Note: When configuring the Ethernet devices connected to the Station Router 195Ep, the ethernet IP address will be their
Gateway address (Figure 37).

EST195E Web Configuration Manager

Wireless Modems

Stat‘us ‘ Setup | Advanced‘ ackup_ ‘ Rﬁstore ‘ Scﬂ:wa.t’eUpdate ‘ Reboot ‘ Ab ot | |

Setup

Enfer valuas for the foliowing fieids for manual IP seiup of the wired bridging device.

Mode of operation: Station Eouter
DHCP Services: Of

Enter IP address for wired bridge device: I‘I 721811

Enter netmask for wired bridge dewice: |255-255-U-U Help
Previous | Nextl
Figure 42:Wired Ethernet IP Address
6. All IP requests for the Ethernet devices connected to the 195Ep Station Router (Example #5) will need to be resolved by the

Network Router (Figure 37). Enter the default route (Gateway) IP address for the Network Router in the 195Ep. Enter any
DNS server information and press the Next button. Figure 43.

2 E

EST195E Web Configuration Manager

Wireless Modems

To Status‘Lo ‘Setup|Advanced‘Ba‘tkup‘Res‘tore‘chtﬂ:wa:reUpdate‘REboot‘About|

Setup

Enter valuas for the following fislds {o set up the defaulf route and DNS seffings

Mode of operation: Station Fouter

Enter default route IF address: IW Help

Use DMS client services? 0 Yes & Mo Help

Eater DNS domaizr | Help

Enter primary DINS server IF address: I Help

Enter secondary DS server IP address: I Help
Presvious | M

Figure 43:Default Route (Gateway) Address and DNS Input

7. Select Commit Changes to write the programming to Flash memory and reboot the Model 195Ep. When the reboot process
has completed (approximately 30 seconds) the modem will be ready to place in operation.

Revised: 16 Jun 06 5-24 EST P/N AA107P



CHAPTER 5
EXAMPLE CONFIGURATIONS

Example 6 — Mobile Vehicle #2 (Station Masquerade)

Review the Example Diagram #2 (Figure 2) and locate the 195Ep marked as Example 6. This ESTeem is connected to multiple
Ethernet devices in a mobile application and will be configured Station Masquerade mode. In this mode the 195Ep’s will gain
access to the wireless Ethernet canopy created by the Access Point and act as a firewall between the devices connected to the
Ethernet port and wireless network. Each of these networks will require a unique subnet to operate. In this configuration the
Ethernet devices connected to the Station Masquerade 195Ep can access the wired LAN network, but not the other way around.
This mode could be used if the Remote PC connected to the Station Masquerade needed to access the Internet (connected to the
wired LAN), but did not want to be seen by other Ethernet devices on the network.

III EST195E Web Configuration Manager

Wireless Modems

Top | Status | Log | Setup | Advanced.| Backup | Eestore ‘ SoftwareUpdate | Reboot | About |

Setup

Thisis the main Setup Page. Select a mode of operation for the wireless LAN unit from the
folfowing fist.

Select Mode of Operation: IAP Masgquerade 'l Help
Next

Figure 44:Station Masquerade Selection

1. Access the ESTeem Web page using your computer’s Web Browser as per instructions in Chapter 4. Select Setup from the
menu items. From the Select Mode of Operation pull down box , select Station Masquerade (Figure 44) and push the Next
button below the pull down box.

III EST195E Web Configuration Manager

Wireless Modems

Top | Status | Log | Setup | Advanced | Backug_ | Resto_re_ | SoftwareUpdate | Eeboot ‘ About |

Setup

In the following fislds, select whather you wish fo use DHCF clienf sarvices or whethar vou wish
configure @ DHCP server. Selacting “OfF will fake vou through a manual sefup of IF addresses
as opposed fo using DHCP services.

Additionally, select whelher you wanf wireless securify fealuras lurmed on and enler the service
sefidentifier (SSI0) for the first wireless LAN device.

Selected mode of operation: Station Masquerade

DHCT szervices on wireless mterface: & Off Help
© Clent
O Server

DHCP services on bridge interface: & Off
© Client
C Server

Enter the 3510 IESTeem Help

© None
C WEP64
Select an encryption type: & TWEP128 Help
© WPAPSK
© WPA Enterprise with PEAP

Frewvious | M et

Figure 45:DHCP, SSID and Encryption Settings
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2. Select Yes if you would like to use DHCP services on either the wireless or ethernet connections. Enter the SSID for your
network. The SSID is the unique identification for your wireless network and all 195Ep that share a wireless network MUST
have the same SSID code. This identification code is case sensitive and must NOT contain spaces. Select the encryption level
for the wireless network to match the level of the Access Point canopy. Reference Figure 45.

EST195E Web Configuration Manager

Wireless Modems

Status | Setup | Advanced | Backug_ | Ee store | SoftwareUpdate | Eeboot | About

Setup

Enfar 13 haxadecimal hwies separated by colons foreach afthe following 128-5if WEP keyvs and
salact which key should be used as the defaulf WEP key. These vaiues are configured for the
wiraless LAN device.

Encryption type:  128-Bit WEP for the wireless LATT device

Enter WEFP Eey 1
(13 hex bytes): I'I'I 22:33:44:55:66:77:88:99:00: a5 bbcc

3

Enter "WEP Eey 2
(13 hex bytes): |11 22:33:44.55:66:77:88:99.00:aa:bbicc

Enter WEP Eey 3
(13 hex bytes): |11 22:33:44:55:66:77:88:99:00:a8:bbcc

Enter "WEP Eey 4
{13 hex bytes): |11 22:33:4455:66:77:88:99:00:aa:bhicc

& WEP Eey 1
C WEF Eey 2
© WEP Key 3
Select the default WEP key: © WEF Kev 4 Help

Frewvious | Nextl
Figure 46:WEP Key Entry

3. Enter the WEP key values for your application that will be used by all devices on the wireless network. Reference Figure 46.

jast

4, Refer to the IP address in Table 1 and enter the wireless IP Address and IP Netmask for the Station Router. Reference Figure

EST195E Web Configuration Manager

Wireless Modems

Status ‘ Setup | Advanc ed ‘ Backug" Restorg "Soﬁwa.rgUp d_ate ‘ Re‘boot ‘ About ‘

Setup

Enfervalues for the foliowing fields for manual IP selup.

Mode of operation: Station Masquerade
DHCP Zervices: Off

Enter IP address for the wireless LA interface: I1 72.16.2.30
Enter netmask for the wireless LA mterface: |255-255-D-D
Previous | TN ext

3

&

Figure 47:Wireless IP Settings
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5. Refer to the IP address in Table 1 and enter the ethernet IP address and IP netmask. Reference Figure 48.
Note: When configuring the Ethernet devices connected to the Station Router 195Ep, the ethernet IP address will be their

Gateway address (Figure 37).

EST195E Web Configuration Manager

Wireless Modems

Top. Status[Lo ‘Setup‘Advanced[ ackug'RestorelSo&WareUEdate‘Reboot‘About‘

Setup

Enfervalues for the following figlds for manual IP seiup of the wired bridging device.

Mode of operation: Station Masquerade
DHCP Services: Off

Enter IP address for wired bridge device: I1 72.16.38.189 Help
Enter netmask for wired bridge device: |255-255-D-D Help

Previous | Nextl

Figure 48:Wired Ethernet Interface

6. All IP requests for the Ethernet devices connected to the 195Ep Station Router (Example #5) will need to be resolved by the
Network Router (Figure 37). Enter the default route (Gateway) IP address for the Network Router in the 195Ep. Enter any
DNS server information and press the Next button. Figure 49.
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Enfarvalues for ihe following fields fo set up the default route and DNS seffings

Mode of operation: Station Masquerade

Enter default route IF address: IW Help

Tse DS client services? € Yes & Mo Help

Enter DNS domain: | Help

Enter primary DI server IP address: I Help
Enter secondary DS server IP address: I Help
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Figure 49:Default Route (Gateway) and DNS Input

7. Select Commit Changes to write the programming to Flash memory and reboot the Model 195Ep. When the reboot process
has completed (approximately 30 seconds) the modem will be ready to place in operation.
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