CHAPTER 5
EXAMPLE CONFIGURATIONS

PROGRAMMING EXAMPLES

In this chapter we will demonstrate how to program the ESTeem Model 195Ep for each of the operating modes. For a detailed
explanation of the modes, please refer to Chapter 1 of this manual. In the following examples we assume that the modems have
been initially configured for IP Address, Net Mask, etc. and are ready for programming from the Model 195Ep’s Web
Configuration Manager’s Setup Menu. The first example network in Figure 1 consist of two wired Ethernet networks (Large Plant
LAN and Remote Building) that will be bridged together through a repeater site and have a direct backup pathway. This same
wireless mesh canopy will provide wireless access to the single PLC on the forklift (Example 4).
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Figure 1: Programming Example #1 Diagram

The second example network in Figure 2 show how to configure the Model 195Ep if multiple Ethernet devices are connected to a
single ESTeem Model 195Ep. A separate network address for the connected hardware is required and can be configured for fixed
or dynamic IP (DHCP) addressing. The use of multiple network addresses will require that a network router be programmed for
each of the remote devices. As we learned in Chapter 1 of this manual, the difference in the Station Router and the Station
Masquerade Mode will depend upon the required availability of accessing the connected Ethernet devices to the 195Ep. The

Station Router will allow devices on the Ethernet LAN to access these device and the Station Masquerade will not, very similar to
a firewall.
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Figure 2: Programming Example #2 Diagram

The first step when configuring your wireless system will be to document each Model 195Ep used in the network. The following
is an example of the System Configuration Table (Chapter 2 — Starting Out) completed for the two example applications:

Modem_ID(Name)
/Operating Mode

Serial Number

IP Address Ethernet MAC WLAN MAC

Plant Network E-14001 Ethernet 172.17.2.1 00:04:3f:00:09:02 00:04:3f:00:09:01
AP_Router Wireless 172.16.2.1
Repeater E-14002 Bridge 172.16.2.5 00:04:3f:00:09:06 00:04:3f:00:09:05
AP _Bridge
Remote Building E-14003 Bridge 172.16.2.10 00:04:3f:00:09:11 00:04:3f:00:09:10
AP_Bridge
Forklift E-14004 N/A 00:04:3f:00:09:21 00:04:3f:00:09:20
EtherStation
Truck #1 E-14005 Wireless 172.16.2.20 00:04:3f:00:09:26 00:04:3f:00:09:25
Station Router Ethernet 172.18.1.1
Truck #2 E-14006 Wireless 172.16.2.30 00:04:3f:00:09:31 00:04:3f:00:09:30

Station Masquerade

Ethernet 172.19.1.1

Table 1: Example System Configuration Table
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Example 1 — Plant Network (Access Point Router with Repeater Enabled)

The ESTeem Model 195Ep configured as an Access Point Router will provide a separation between the larger Plant network and
the Ethernet devices connected on the wireless network. This mode of operation is most often used when connecting the wireless
system to a larger network to eliminate the Network broadcast traffic from entering the wireless system. If Ethernet devices on the
Plant network want to access Ethenet devices on the wireless network, a network router is required to resolve the IP conflict
created by having the wired and wireless networks on separate subnets.

1.

Network Router (Required)
IP Address 172.17.1.1
Netmask 255.255.0.0

Routes for 172.16.X.X network use
gateway 172.17.2.1

Wired Ethernet Address 172.17.X.X
HUB or Switch Gateway Address =172.17.1.1

10/100BaseT

Wireless Addresses 172.16.X.X
Gateway (Route) Address =172.16.2.1

Ethernet IP Address = 172.17.2.1
Netmask = 255.255.0.0

Wireless IP Address =172.16.2.1
Netmask = 255.255.0.0

Default Route = 172.17.1.1

Access Point Router with
Repeater Feature Enabled

w

Plant Network

Note: Ethernet and

Wireless Networks Must Large Wired LAN
Be on Separate Subnets Example #1
S/N: E-14001

Ethernet MAC = 00:04:3F:00:09:02
WLAN MAC=00:04:3F:00:09:01

Figure 3: Access Point Router IP Addressing Example

Access the ESTeem Web page using your computer’s Web Browser as per instructions in Chapter 4. Select Setup from
the menu items. From the Select Mode of Operation pull down box , select AP Router (Figure 4) and push the Next
button below the pull down box.

Wireless Modems

III EST195E Web Configuration Manager

Ton | Status | Log| Setup | Advanced | Backup | Bestore | SofwareUpdete | Reboot | Abou]
Setup

Thisis the main Setup Page. Select a mode of operalion for the wireless LAN unif from ihe
following lisi.

Select Mode of Operation; [TRmmemhaA Help

It

Figure 4: Access Point Router Setup Screen
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Note: Throughout the Configuration Manager are Help Screens that can accessed for further information on each item.

2. Select if you want to use client or server Dynamic Host Configuration Protocol (DHCP) for the Ethernet device. If you want

to enter a static IP address for the Model 195Ep, select Off and press the Next button. For our example, we have fixed IP

addresses and will select Off. For more information on the operation and configuration of DHCP, please refer to Appendix C
— Interface Ports. Reference Figure 5.

III EST195E Web Configuration Manager

Status

Wireless Modems

| Setup | Ad‘mncedl ackug | Restore | So&wareUgdat | Reboot lAbout |
Setup

Selact whether yvou wish to use DHCP clieni services ar whether vou wish configure a DHCP

server. Selecting "None” will take vou through a manual sefup of IP addresses as opposed fo
using DHCP sarvices.

Selected mode of operation: AP Eouter
DHCT services on the ethernet interface: & None

Help
© Client
© Server
Presvious | Nextl

Figure 5: DHCP Ethernet Port

3. Refer to the site documentation (Table 1) and enter the IP Address and IP Netmask for the Model 195Ep on the Ethernet port
Reference Figure 6.

III EST195E Web Configuration Manager

St‘atus

Wireless Modems

| Setup | Ad‘mncedl ackug | Restore | SoPswareUgdat | Reboot lAbout |
Setup

Entar values for the following fislds for manual IP selup

Mode of operation: AP Fouter
DHCPT Services: Off

Enter IP address for ethernet device: I1 721721

Help
Enter netmask for ethernet device: |255-255-D-EI Help

Frevious | INext

Figure 6: Ethernet IP Addressing
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4. Select if you want to use client or server Dynamic Host Configuration Protocol (DHCP) for the Wireless device. If you want
to enter a static IP address for the Model 195Ep, select Off and press the Next button. For our example, we have fixed IP
addresses and will select Off. For more information on the operation and configuration of DHCP, please refer to Appendix C
— Interface Ports. Reference Figure 7.

EST195E Web Configuration Manager
Wireless Modems
Status | Setup |‘Ad:v‘3nsed_| Bac-kug'| Restorg _|"S.oft:war¢Up'ciat_e | I_{'ejcioot_ | About |
Setup
Select whether you wish fo use DHCF client services or whelher you wish configure a DHCP
senver. Selecling “None"” will fake vou through a manual selup of IP addresses as opposed o
using DHCP services.
Selected mode of operation. AP Fouter
DHCP services on the wireless bridge interface: & None Help
0 Client
0 Server
Frevious | IMext
Figure 7: DHCP Wireless Port
5.

Refer to the site documentation (Table 1) and enter the IP Address and IP Netmask for the Model 195Ep on the Wireless port.
Reference Figure 8.

EST195E Web Configuration Manager

Wireless Modems

Status Log | Setup | A@vanc_e d-'|:B a_c'kug |:Re;€.tor_e_'_|_3dftwar_eUg_ date |I{Lb9_9_t_ | &9@;|

Setup

Entervalues for the following fields for manual IP selup of the wireless bridging device.

Mode of operation: AP Fouter
DHCP Services: Off

Enter IP address for wireless bridge dewvice: I1 721821
Enter netrnask for wireless bridge device: |255-255-U-U
Frevious | Nextl

3

3

Figure 8: Wireless IP Address
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6. Enter the default route (Gateway) address for the network. This AP Router 195Ep will use the Network Router for address
resolution (Figure 3). Enter the IP address for the Network Router and any DNS server information. If you are not connecting
the Model 195Ep to the Internet, leave blank and press the Next button. Figure 9.

EST195E Web Configuration Manager

F

Wireless Modems

I_}g Status l ‘ Setup | Advanced ackug I Re store.

g PswareUgdat |Reboot lAbout‘

Setup

Entervalues for the Tollowing figids fo sef up the default route and DNS seffings

Mode of operation: AT Fouter

Enter default route IF address: W Help

Tse DTS client services? € Yes & Mo Help

Enter DNS domain: | Help

Enter primary DIE server IP address: I Help
Enter secondary D3 server [P address: I Help

FPrevious | Nextl

Figure 9: Wireless Security Level Settings
7. Select Yes if you will be using security for client access to your wireless network (recommened).

NOTE: The setting of this security level is ONLY for client access to the Model 195Ep. The security of the Bridge
communication between the Model 195Ep’s is separate and will be configured during the repeater configuration.

Enter the SSID for your network. The SSID is the unique identification for your wireless network and all 195Ep that share a
wireless network MUST have the same SSID code. This identification code is case sensitive and must NOT contain spaces.
Reference Figure 10.

Wireless Modems

III EST195E Web Configuration Manager

To fa.tus Lo lSetuplAdvanced[ acku]g lRestorc[So&wareUEda‘t |Reboot|Aboutl

Setup

In the following fields, select whether vou want wireless secunty features furned on and enfer the
service sel identifier (SSI0) that will be common fo all wireless LAN devices.

Selected mode of operation: AP Fouter

Turn on wireless security features? & Teg Help
© Mo

Enter the SSID: |ESTeem Help
Fresvious | Nextl

Figure 10: WEP Key Entry
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8. Select the encryption level for the wireless client access to the network. For further information on the different levels of
security, please refer to Appendix E — Security of this User’s Manual. If you would like to hide the SSID from broadcasting
from the Access Point and would like to discard the broadcast probes select Yes. If Yes is selected the Model 195Ep will no
longer send out periodic SSID radio beacons. The users of the network will have to know the SSID to enter the network and
security is increased, but if you want the SSID to be broadcast to the network for easy identification then select No. In our
example, we will be using mobile clients with 128 bit WEP. Reference Figure 11.

EST195E Web Configuration Manager

Wireless Modems

Status

| Setup | Advanced | Backug'| Restore |S ofl:wargUQ date | M | M |

Enfer/select values for the following fields fo sef up wireless secunlly feafures.

© Hone
© WEF 64-bit
Select an encryption type: @ WEP 128-bit Help
© WPAPSK
' WPA Enterprise
Hide Beacon S3ID € Yes Help

and Discard Broadcast Probes? & Mo

Previous | M

Figure 11: Security Selection

9. Enter the WEP key values for your application that will be used by all devices on the wireless network. Reference Figure 12.

EST195E Web Configuration Manager

Wireless Modems

Status

| Setup | Advanced | Ba‘ci{ug | Restore l SoftwareUpdate | Eeboot | About |

Enfar 13 hexadecimal byles, separated by colons, for each of the foliowing 128-bit WEF keys
and select which key should be used as the defaulf WEP key. These values are effective for all
wireless LAN devices.

Encryption type:  128-Bit WEP for ALL wireless LA devices

Enter WEP Eey 1
(13 hex bytes): I'H 22:33:44:55:66:77:08:99:00:aa:bbico elp

o]

Enter WEP Key 2
{13 hex bytes): |11 22:33:4465:66:77:88:99:.00aa bhice

Enter WEP Key 3
(13 hex bytes): I'H 22:33:44:55:66:77:88:99:00:aacbhce

Enter WEP Key 4
{13 hex bytes): I'H 22:33:44:55:66:77:65:99:.00:aa:bb:ce

% TWEP Eey 1
>
Select the defanlt WEP key. - %ﬁ Eeyg Help
Ey
© WEP Key 4

Prewvious | Ml

Figure 12: WEP Key Input Screen
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10. Enter the values for the Access Control List (ACL). This is a configurable MAC filter that can be set to allow or deny specific
wireless MAC address to the network. This feature is further explained in Appendix E — Security. In our example we will not
use the ACL. Reference Figure 13.

Wireless Modems

III EST195E Web Configuration Manager

Top | Status ‘ I;og‘ Setup ‘Advanced ‘ Backup ‘ Restore "SoﬁwareUpdaIe ‘ Reboot ‘ Abou.tl

Setup

Enter the appropriate values in the fislds below far configuring MAC Address Authentication If
alfow _ail iz selecled, the MACS in the accass control fist are Ighored,

Choose one of the following MAC address authentication modes:
& allow_all Help
© allow only those client MACS in the list below
' deny only those client MACs in the list below

Enter JMAT address: I Add MAC to Access Control List
Access Control Last: Femove MAC |

Remove ALLMACs |

To remove a MAC address from the access
control fist, select the MAC io remove and
click the Remove MAC bution. Ta remove
all MAC addresses framt the list, click the
Remeove ALL MACs.

Previous | Nextl

Figure 13: Access Control List Settings

11. Select the frequency channel of operation. All Access Points in the same Repeater Peer network need to be on the same radio
frequency channel. See Appendix D — Radio Configuration for help in selecting the frequency channel. Reference Figure 14.

Wireless Modems

III EST195E Web Configuration Manager

Top | Status | Log | Setup | Advanced | Backup | Restore | SoftwareUpdate | Reboot | About |

Setup

Selact the channel for the wirgless LAN device fo operale on. The first dispiaved number in the
fistis the channel and the second is the channe! frequency in MHz.

Select a channel: |6 (2437 MHz) ~ Help

Previous | M

Figure 14: Radio Channel Selection
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12. The Repeater Peer Table (Figure 15) identifies which Model 195Ep’s will bridge wireless Ethernet communication. Only other
Access Point Repeaters need to be listed not the Model 195Ep’s in client modes. Multiple links to the same destination will
provide a backup pathway (Mesh Network) if the primary pathway is lost. Looking at the system layout in Figure 1, both the
repeater site and the direct link will be listed. Using the System Configuration Table (Table 1) as a guide, enter the Wireless
(WLAN) MAC address for the 195Ep’s that will communicate with the Access Point Router (Example 1) starting with the
primary repeater path through the stand-alone repeater.

Wireless Modems

III EST195E Web Configuration Manager

'T_opf m ‘ I;qg ‘ Setup ‘ Advanced ‘ Backup ‘ Eestore ‘ SoftwareUp d'ate_‘ Eeboot ‘ About ‘

Setup

Selact whether to enable repealer capability. If the repeater capability Is disabled, the peerlistis ignored. If the
repeater capability 1z enabled, then a link is established with each peerin the list.

You may add a peerito the lisl remove an existing peer or modifiy an exisling peer by cliicking the appropriale
butfon below

The following configurations are for the wireless LAN device.

Enable the repeater capability? 0 Tes Help
& Mo
g 0 Yes
Set t bridge?
stas root budge? o o
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable

Repeater Peer List: Add

Remowve |
todify |

Presvious | INext

Figure 15: Blank Repeater Table

The communication link through repeater site is the best radio path from the Plant Network to the Remote Building and we
want this link to be the primary repeater route. The 195Ep follows the same networking “rules” as any other Ethernet device
and if we made no changes to the default path cost of 100 the lowest path cost would be directly to the Remote Building
(Direct = 100, Repeater = 200 (100+100)). To configure the 195Ep to select the repeater as the primary radio path, the direct
link’s path cost must be greater than the cost through the repeater link (any number greater than 200). We will set the path cost
at 201 for the direct link, making the repeater link a lower path cost and thus the primary pathway. Press the Add button to
enter the first repeater link to the Repeater Peer List and Figure 16 will be displayed.

Note: For a more complete description on configuring repeater routes, see Chapter 6 — Repeating Features.
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First Repeater Link -

Enter the Wireless (WLAN) MAC address of the stand-alone repeater site and the path cost for this link will stay at the default
value at 100. Select the level of Encryption for this communication link. The encryption levels for the repeater peer link must
be the same on both sides, but is completely independent from the Encryption level for the client access to the network. For
consistency in our example, we will also use 128-Bit WEP Encryption for the Repeater Peer link. Setting the link data rate to
Dynamic will allow all data rates from 1 Mbps to 54 Mbps to be used. Verify the Repeater Link is set to Enable and press the
Create Repeater Peer Button.

EST195E Web Configuration Manager m
Wireless Modems.
Top

‘m| I;og‘ Setup |Ad_vanced-| Backup |Restore ‘ SoftwareUpdate ! RBBoot|'A_B,o_m:‘

Setup - Add a Repeater Peer

To add a new repealer peer for the first wireless L AN Inferface, enier the MAC address, the port prionty, the por cost, the
key fyoa, the key and the rafe saif and click the “Create Repeatar Pear” bution

Enter the MAC address: [00:04:3:00:09:05 Enter the 48-bif MAC address of the repealer
peer.
Enter the port path cost: [100 Enler the bridge port path cost for this link. (1-
65555)
Select the encryptien type:  © None Select the rapeater link snenspfion methad
© WEP 64-bit Note: the encryolion method and key sefling
& WEP 122-bit must be the same on both repeater psers
© TKIP
Enter the encryption key: [11:22:33:44.55:66:77:88: Enter the ancryplion key as a sequence of

hexadecimal bytes (e.g. 0a.0b. 1c.2d:3e). Key
length: None=0 bytes, WEPG4=5 hylas,
WEFP128=13byles, TKIP=32 byies

Allow dynamic rate selection or select a
specific data rate for this link fo use Itis
recommended, but nof required, that the rate
seleciions be the same on hoth pears

Select ink data rate:

Enable link: & Enable Enable or disable the repsater pesr link.
" Digable Enable musi be selecled for lhe repealers lo
communicate.

Feturn to Repeater Setup I Create Repeater Peer

Figure 16: First (Primary) Repeater Link
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Second Repeater Link (Direct Path) -

Press the Add button a second time (Figure15) and Figure 17 will be displayed. Enter the Wireless (WLAN) MAC address of
the Remote Building and set the path cost for this link to a value of 201. Select the level of Encryption for this communication
link. The encryption levels for the repeater peer link must be the same on both sides, but is completely independent from the
Encryption level for the client access to the network. For consistency in our example, we will also use 128-Bit WEP
Encryption for the Repeater Peer link. Setting the link data rate to Dynamic will allow all data rates from 1 Mbps to 54 Mbps
to be used. Verify the Repeater Link is set to Enable and press the Create Repeater Peer Button.

EST195E Web Configuration Manager

Wireless Modems.

Top |_Sj:a_tus |l;og | Setup \Advanced ‘ Baclup |Restore | SoftwareUpdate ‘Reboot | M|

Setup - Add a Repeater Peer

Ta add a new rapeater paar for the first wiraless LAN infarface, snferthe MAC addrass, the port priarity, the port cost, the
kev fype, the key and the rale sef and click the "Creale Repeater Peer” bufion.

Enter the MAC address: |00:04:3600:09:10 Enferthe 48-bit MAC addrass of the repealer
pesr.
Enter the port path cost: [201 Entarthe bridge port path costfar this link. (1-
55535)
Select the encryption type: € IMone Select the repeafer link encryption meihod.
© WEP &4-bit MNote: the encrypfion mathod and key sefling
& WEP 128-bit must be the same on bolh repealer pears.
© TEIP
Enter the encryption key: [11:22:33:44:55:66:77:88: Enferthe encryption key as & sequence of

hexadacimal hvias (e.g. Oa-0b: o 2d: 38) Kay
length: Mone=0 hyfes, WEPG4=5 byles,
WEFP128=13bvies, TKIP=32 byilaa

Allow dynamic rate selection or select a
specific dala rale farthis link [o use. iHis
recommended, but nof required, that the rate
sefections ba the same on hath paars

Select link data rate:

Enable link: & Enable Enabis or disable the repealer peer link
© Disable Enable must be selecied for the repeafers o
communicale.

Return to Repeater Setup I Create Repeater Peer

Figure 17: Second (Backup) Repeater Link
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Figure 18 displays the complete repeater peer list with both repeater peer entries. Set Enable repeater capability to Yes and to
both repeater paths. This Access Point Router 195Ep is also the primary data path for all Ethernet traffic on the network and
will also need to be configured as the Root Bridge. Press the Next button to continue.

EST195E Web Configuration Manager m
Wireless Modems
| Top

‘S@|lﬁg| Setup \Advamcad ‘ Baclup |REstorE | SoftwareUpdate |R&boot | M|

Setup

Select whether o enable repealar capability. If the repeater capabilify is disabled, the peeriist iz ignored. if the repeater
capabihily 1z enabied, then a link is established with each peerin the list

You may add a peerto the list, remove an existing peer or modify an existing pear by clicking the appropriate buifon
below

The following configurations are for the wireless LAN device.

Enable the repeater capability? & Teg Help
& Mo
P & Yes
Set t bridge?
El as roo T1G8E c No
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: OIVEOEECE SRR RIS 128 100 WEP128 Dynamic true Add

00:04:3£:00:09:10 128 201 WEP128 Dynamic true

Remowve
hdodify

Frevious Mext
Figure 18: Completed Repeater Peer List

13. Figure 19 will be displayed. If no further changes are necessary to the modem, you can commit the changes that will then be
saved and the modem rebooted.

EST195E Web Configuration Manager

Wireless Modems

Top ‘ m_rl;og | Setup |Ad_vanceél | Backup | Restore | SoftwareUpdate ! Eeboot | About ‘

Setup

To permanently carmmit vour changes, click on the "Commif Changes” button balow.
Once the changes have besn permanenily saved, the system will rebool with the new seflings in effect.

Previous Commit Changes Go To Advanced Setup Cancel I

Figure 19: Commit Changes
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Example 2 — Stand Alone Repeater (Access Point Bridge with Repeater Enabled)

Review the example diagram, Figure 1, and locate the 195Ep marked as Example #2. This ESTeem is being used by two other
Model 195Ep’s as a repeater but is not connected to an Ethernet network. This modem should be configured for Access Point
Bridge mode.

1. Access the ESTeem Web page using your computer’s Web Browser as per instructions in Chapter 4. Select Setup from the
menu items. From the Select Mode of Operation pull down box , select AP Bridge (Figure 20) and push the Next button below
the puII down box.

EST195E Web Configuration Manager

Wireless Modems

| Top Status‘ Lo, ‘ Setup ‘Advansed ‘ Backupc ‘ Restore ‘ SoftwareUpdate ‘ Reboot ‘ About‘

Setup

Thig is the main Setup Page. Select a mode of operation for the wireless LAN unit from the
falfawing fist

Select Mode of Operation: |AP Bridge =l Help

Next

Figure 20: Access Point Bridge

2. Select if you want to use client or server Dynamic Host Configuration Protocol (DHCP) for the 195Ep. If you want to enter a
static IP address for the Model 195Ep, select Off and press the Next button. For our example, we have fixed IP addresses and
will select Off. Reference Figure 21.

EST195E Web Configuration Manager

Wireless Modems

To Status Lo, ‘Setup‘Advanced'Backup'RestorelSofl:wareUpdate‘Reboot‘About‘

Setup

Selact whether you wish fo wse DHCF client services or whether vou wish configure a DHCP
server. Selecting "None” will take vou through a manual sefup of IP addresses as opposed fo
using DHCP sendices.

Selected mode of operation: AP Bridge

DHCP zervices on the bridge mterface: & MNone Help
© Client
© Server

Prewvious | Mext

Figure 21: DHCP Configuration
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