APPENDIX C
INTERFACE PORTS

ETHERNET INTERFACE

The ESTeem Model 195Eg’s Ethernet Port is a Fulltalf-Duplex Auto-negotiation interface supportimgth 10 Mbps and 100
Mbps (10/100BaseT). The Ethernet port is compliatit IEEE 802.3af Power Over Ethernet (PoE) tovjate both data and
power over the same CAT-5E grade Ethernet calhe pbrt is compatible with TIA/EIA-568B cable canifration (Figure 1).

Ethernel RS-232 Ethernet
10/100 Program Port 10/100

195E Series

-

Status @

RJ45 Wire Color Wire Diagram 10Base-T Signal RJ45 Wire Color Wire Diagram 10Base T Signal
Pin No. 100Base-TX Signal Pin No. 100Base-TX Signal
1 White/Orange | P2 —. 7 | Transmit + 1 White/Orang e v a— 70 | Transmit +
2 Orange [————— Transmit - 2 Orange == Transmit -
g White/Green v — v | Receive + 3 White/Green (I — Receive +
4 Blue ] Unused 4 Blue ] + Power
i White/Blue v a— Unused 5 White/Blue ) + Power
] Green | = Receive - B Green | Receive -
7 White/Brown ) Unused 7 White/Brown [ - Power
g Brown ] Unused 8 Brown I —— - Power

Figure 1: Ethernet Pin Layout

A second Ethernet port will be included if the akoption is added to the 195Eg. This second Bé#tegrort can be used in Bridge
Mode (HUB) or as a router.
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CONFIGURING DHCP SERVER

The ESTeem 195Eg Ethernet port supports both disshiserver Dynamic Host Configuration Protocol @#). Figure 2 shows
the DHCP host configuration screen that will bevaind DHCP server is selected in the setup scre&mser the values that match
the DHCP configuration for your network.

Wireless Modems

III EST195E Web Configuration Manager

Top P e

Setup

This page configures a DHCP server on the br® inferface.

The following fields are the configuralion paramealers that the DHCP server will refum fo DHCFP clients.

Selected Mode of Operation: AP Bndge
DHCF Services: Server
DHCT mterface: br(

Enter the local domam name for the networlc Help
Enter the IP address of the dewice on your networl Ii

running as the primary DINS server

Enter the IP address of the device on your network '7

running as the secondaty DS server
Enter the network netmask [255.255.0.0

Enter the broadcast IP address for the networle |172.16.255.255

Enter the starting IP address for the lease block of TP
17216.01
addresses

Enter the ending IP address for the lease block of [P 17715255 254
addresses
Enter the IP address for the default gateway [172.16.8.183
Enter the tine period (in seconds) at which the DHCPE 'ED—

server will write out leases file

Enter the time penod (in seconds) that a lease will be 3200

issued

Previous | M
Figure 2: DHCP Server Configuration
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INTERFACE PORTS

RS-232C PROGRAMMING PORT RS-232
CONFIGURATION Programming Port

The ESTeem Model 195Eg has a proprietary RS-232C —

interface in a RJ-45 connector on the front pafiel. %
interface the 195Eg to the serial port on the cdempu

you need ESTeem cable AA0621 that combines a Rs-222 a0 B et
standard Ethernet patch cable to a 9-pin Femalgt@da 195E Series : -

The serial port on the ESTeem Model 192E can be us:
to access the configuration menu in the ESTeem for |
system and network configuration. The ESTeem . : e
communications port operates at 38,400 bps, NayP&ri M ode 195Eg Serial Port Interface
Data Bits and 1 Stop Bit (38,400,N,8,1). Configuoer

terminal program to match these settings.

RS-232 PROGRAMMING PORT PIN-OUT TABLE

3 4 5 .
.
ESTeem Modd AA0621 . \ // 7
RS-232C Port Pin-Out Table SO 8
RJ-45 Function DB-9
Pin No. Pin No. I
4 Signal Ground (GND) 5
5 Receive Data (RxD) 2
6 Transmit Data (TxD) 3 Ethernet Pin-out

RS-232C DATA PORT CONFIGURATION
RS-232
The ESTeem Model 195Eg has an RS-232C interfage in Data Port
RJ-45 connector on the front panel that can belladtas
an option . To interface the 195Eg to the seigal pn the
computer, you need serial cable with the followpirgout:

Ethernel RS-232 Ethernet

ESTeem Model AA0621 : RS-2’2 10100 ProgramPort _ 10/100
195E - —_ - - —= =
RS-232C Port Pin-Out Table 95E Series

Status ®

Reset

RJ-45 Function DB-9 | o
Pin No. Pin No.

L Data Set Ready (DSR) 6 Model 195Eg Serial Data Port I nterface

Data Carrier Detect (DCD)

Data Terminal Ready (DTR

Signal Ground (GND)

Receive Data (RxD)

Transmit Data (TxD)

Clear to Sent (CTS)

[N~ lWIN
~N[(O[WIN|O A

Request to Sent (RTS)
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RADIO CONFIGURATION

195Eg FREQUENCY OF OPERATION Channel Number Frequency
1 2412 MHz
In a wireless Ethernet network all of the ESTeentd®d 95Eg’s must be set 2 2417 MHz
to the same radio frequency of operation or chanhédted on the right is a 3 2422 MHz
table showing the channel and corresponding frezyueihoperation. The 4 2427 MHz
frequency of operation is selectable when configuthe mode of operation of > 2432 MHz
he 195Eg (reference Chapter 4). See Figure 1. 6 2437 MHz
t g 7 2442 MHz
8 2447 MHz
9 2452 MHz
10 2457 MHz
11 2462 MHz

Wireless Modems

III EST195E Web Configuration Manager

Setup

Selact the channel for the wirsless LAN device fo operate on. The first displayed number in the
listis the channel and the second is the channegl frequency in MHz,

Select a channel, |6 (2437 MHz) =~ Help

Previous | Nexti

Figure 1: RF Channel Selection

RF COMMUNICATIONS DATA RATE

The RF data rate of the Model 195Eg can be progeirior operation at 1, 2, 5.5, 6, 9, 11, 12, 1835448, or 54 Mbps. The
RF data rate can be set for a fixed rate or a fipesnge that is dynamically scaled by the Mod#Hg from monitoring the
received signal quality. The Model 195Eg can camigate with multiple 802.11g devices at differdata rates for each device.
By selecting all ranges from 1 to 54 Mbps you Wl able to communicate with all 802.11g and 802dehMices regardless of their
generation, data rate, and signal quality requirgsne

Dynamic scaling means that the Model 195Eg willrafeeat the highest RF data rate that is progranimtedinit. If the received
data quality drops below the required minimumgséiable communications the Model 192E will redtloe data rate to the next
lowest step to increase signal quality. Converi$éhe signal quality increases above the minimtlmsModel 192E will increase
the RF data rate the next highest level.

The ESTeem 195Eg is set at the factory to opetatagmized scaling speed data rates from 1-54 Mippisshould not need
adjustment. The RF Data Rate is programmed iMtieel 195Eg through th&dvanced M enu>WirelessLAN Settings>Wlan0
Device and the value fovlan0_OPRATES:.. In the example shown in Figure 2 the RF Date Baprogrammed to dynamic scale
from 1 to 54 Mbps (recommend factory default sgjtinTo set the values for the data rate, chechdenext to the listed data rate
to enable this rate for operation.

Revised: 18 Mar 08 APX D-1 EST P/N AA107G



APPENDIX D
RADIO CONFIGURATION

wlan0_OPRATES: 1 W 2 W 55 W 11 W Selact the sef of dala rales that the radio may
W ST 12WF 1831 franamil. These rales are used when transmitiing
AW 3T 480 54 W frames {0 & single pear. Not all peers need fo support

thase rates. Ifhe rales seiscted are nof valid for the
radio and/ior frequency selection then the rate sef will
be replaced with the default rafe set af radio
initialization time.

wlan0_SIFSPAD: [47 Enfer the number of microseconds o add fo the
default SIFS value (0-100)
wlan0_AP_BCNINT: [1qp Enterthe number of TUs fhat a stafion shall use
betwsen beacon frames (1-65535)
wian0_AP_DTIMINT: [y Enfarthe number of beacon intervals that shall

glapse between transmission of heacan frames
containing & TIM slement whose DTIM count fisld is

a71-255)
wian0_AP_CFPPERIOD: [{— Entar the numbar of DTIM Infarvals betwaen the star
of CFPs (0-255)
wian0_AP_CFPMAXDURATION: [{p Enlar the maximum duration (In TUs) that may be
generated by the PCF (0-65535)
wlan0_AP_PROBEDELAY: [1g Entar the delay (in microseconds) fo be used prior fo
franamitting & probe frame during active scanning.
wlan0_AP_CHANMNEL: |g (2452 MHz) vI Enfer the channel nurberwhen oparaling in one of
Access Point modes
wlan0_AP_BASICRATES: | W 2 VW 55 11 W Select the sef of bagic rates that the device will use o
s s 1201810 tranamit frames that all stations must hear. The rale
24 T 26 48 1 54 T sef must be a sub-sef of rafas selecfed for

OPRATES. Note that all possible data rates are
presented here. Nof ali rates are vaiid for alf
channels and all radios. If the rale sst selacled is not
valid for the radio, frequency selsction, oris nof a
sub-sef ofthe operational rales then the rate sef will
be replaced with the defaulf rate sel al radio
initlalization fime.

Figure 2: Advanced Data Rate Selection

RF BASIC RATE

The RF Basic Rate is the synchronization rate tsedtablish the initial connection between 802 4rid)802.11b communication
devices in Mbps. After the initial connection fe®n establish the RF communication rate will herd@ned by the RF
Communication Data Rate established above. Fadefault is 1 through 11 Mbps shown in Figure 2rsd the unity will
establish communication with the older (slower) .82 devices. This lower rate also allows for igkgr reconnect when the
ESTeems are configured for EtherStation mode okingtin a mobile environment.

The ESTeem 195Eg is set at the factory to opetati speeds from 1-11 Mbps and should not neeasadent. The RF Basic
Rate is programmed in the Model 195Eg throughhitieanced M enu>WirelessLAN Settings>W/lan0 Device and the value for
wlan0_AP_BASICRATES:.. Inthe example shown in Figure 2 the RF Date Raprogrammed to dynamic scale from 1 to 11
Mbps (recommend factory default setting). To Betvalues for the data rate, check the box neketalata rate required.

Note: The Model 195Eg will only communicate with slower speed devices after synchronization if the RF Communication Data
shown above has been set to dynamically scaleto 1 and 2 Mbps.

In general, do not set the RF Basic Rates above 11Mbps unless specifically instructed by ESTeem Customer Support.
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SETTING RF POWER LEVEL

The ESTeem Model 195Eg peak power is adjustaldetjput power from 250mW to 1 Watt. The output poiwedjusted on the
Advanced Menu>Wireless LAN Settings>W/Ian0 Device screen (Figure 3) of the Web Configuration Managizlect the value
and press th8ave Settings button.

Max (Maximum) 1 Watt

Hi (High) =700 mw
Lo (Low) =500 mw
Min (Minimum) =250 mw

Wirsloss Modams

ESTeem Web Configuration Manager m III

Advanced

Modification of anv setting in this section should only be completed if specifically noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration may resultin
product moperability.

The Advancedfeature provides access to the configuration variables without the Quick Setup
navigation using the Setup tab. This featureisintended for experienced users who know the
interdependencies between the configuration variables. The variables have been grouped by
categories. Select froma category below.

To permanently commit all of your changes and reboot the system, click on the
"Commitand Reboot" button below.

Once the changes have been permanently saved, the system will reboot with the new settings in
effect

Global Settings:

Global Variables &
Iptables Setup ©

Set System Time ©
Wireless LAN Settings:
all wireless LAN devices ©
wilan0 device ©

Vendor Specified Wireless LAN Settings:
wian0 device ©

Network Settings:

wian0 device ©
eth0device O

brl device ©

StaticIP routes ©

Bridge Settings:

Bridge Variables O

Commit and Reboot
Figure 3: Advanced Global Variables

wlan0_POWER _LEVEL 1fx & Select powsr leval far wianQ affenuator
High ©
Low C
Ilin
wlan0 Radio On ﬂl Turn fransmitier on canlinuaushy. The device will

automatically reboot afier the transmitter has heen
on for 10 seconds.

Retum to Advanced | Sawve Seftings

Figure 4. Power Level Settings
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AVERAGE RF OUTPUT POWER

The average measurable output power on the ESTemieIMI95Eg will vary from 24dBm to 30dBm dependiqppn modulation
type and RF data rate. The average power is used &ntering the output power level in the ESTe&nDBsign program. The
following table provides that level and modulatigpe at each data rate:

RF Data Rate (Mbps) Average Power Modulation Type
1 30dBm BPSK
2 30dBm BPSK

5.5 30dBm BPSK
6 30dBm OFDM
9 30dBm OFDM
11 30dBm BPSK
12 28dBm OFDM
18 28dBm OFDM
24 27dBm OFDM
36 27dBm OFDM
48 24dBm OFDM
54 24dBm OFDM
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SECURITY

OVERVIEW

The security for the ESTeem Model 195Eg, like atlvork security, must be multi-layered. One ledfedecurity is never enough
to make sure that data does not end up in the wrands. Please review the following security leeeld decide what is the most
appropriate for your network.

128-BIT WEP

The 128 WEP uses a particular algorithm called B@%yption to encode and decode traffic that iethas a 104-bit encryption
key and a 24-bit Initialization Vector (IV). RG#arts with a relatively short encryption key (1) that is expanded into a
nearly infinite stream of keys to accompany theasir of packets.

The basic concept of RC4 is good, but the wayriislemented in WEP leaves it open to compromidee rEsearchers that test
the integrity of the system usually focus on oreegiof the implementation, the Initialization Vei).

The IV (24 bits) is the algorithm component thatpposed to keep expanded keys from repeatingn f®@researcher’s point of
view, a high-volume access point is mathematiailgranteed to reuse the same key stream at lezsshatay. When this
happens, it's called an IV collision this become®ft spot to enter the system.

The researchers aren’t saying that it's easy takdrgo the system, or that it's being done ongalag basis, only that it is possible
and that administrators should consider ways taaedhe possibility.

WPA

Wi-Fi Protected Access with Preshared Key (WPA PSK)
WPA, which uses 802.1x, was introduced in 2003jorove on the authentication and encryption feataf&VEP. All
authentication is handled within this access pdévice. WPA has two significant advantages over WEP
1. An encryption key differing in every packet. The lPK(Temporal Key Integrity Protocol) mechanism sisaa starting
key between devices. Each device then changestiiyption key for every packet. It is extremaRiallt for hackers
to read messages even if they have interceptedhtae
2. Certificate Authentication (CA) can be used, blagka hacker posing as a valid user.

Wi-Fi Protected Accesswith Enterprise Server (WPA Enterprise)

Like WPA PSK, WPA Enterprise uses 802.1x. Howeadyackend authentication server handles the aigaton decision. The
most commonly type of authentication server is DRSS server. The ESTeem Model 195Eg can be caihto operate with
an established RADIUS server on the network.

WPA is server/client relationship from a softwareer on a computer’s wireless LAN (WLAN) card to Access Point. The
scope of WPA is limited in use to this configuratianly. The ESTeem Model 195Eg can support WPA&ipnse and PSK as an
Access Point, but the level of security on the &irid layer is configured separately.

ACCESS CONTROL LIST (ACL)

The ACL is one of the simplest yet most secure otslof network security. The ACL is a configuralblAC filter in the Model
192E that can be set to allow specific MAC addaesthe wireless network by individual address alrass ranges. The same
filter can also be set to reject individual MAC eegfgbes or address ranges.

The MAC address is a unique, 6 hexadecimal fietitegs assigned at the manufacturer that can rdtadvged. The MAC
address is traceable through the IEEE governing twthe manufacturer and is the “fingerprint” &k Ethernet devices.
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Using a combination of both the WPA or 128-Bit W&ikeryption and the ACL filter provide the ESTeeneattemely secure
wireless networking layer.

DISABLING BROADCAST PROBES AND HIDING SSID

A simple but very effective way of securing a natwis to make the network difficult to find. Bysgibling broadcast probes and
hiding the Service Set Identification (SSID), wéed and network “sniffers” will not be able to fipour ESTeem Model 195Eg
network. To gain access to the wireless netwarl,would be required to have the SSID and all sigdoaded in the WLAN
card software prior to entering the network.

PROPRIETARY BRIDGE COMMUNICATION

Although the ESTeem Model 195Eg is compatible Withopen communication standards IEEE 802.11g @2d &b, the
repeater communication between the units is a jf@apy communication link. No other manufacturbwiveless hardware can
access the ESTeem repeater network when bridgtagée Ethernet networks. This proprietary commatioa layer, in
combination with the other security settings, allgiwu as the user to reject wireless clients matetwork if so desired. When
used in conjunction with the Access Control Lig 802.11g and 802.11b client access can be removed.

The security level of the bridge communication liskonfigurable for 64-Bit WEP, 128-Bit WEP or TiKbnd is completely
independent of the client access level or any athermunication link level. For example, an ESTdéodel 195Eg can be

configured for WPA Enterprise for client level assecommunicate to another ESTeem Model 195Eg asiigP bridge link
and also communicate 128-Bit WEP to our older E8Tk®del 192E radio modems all running simultaneousl

MASQUERADE MODES
When the ESTeem Model 195Eg is configured in eitherAccess Point Masquerade or the Client Masdearades, the

wireless modem functions as a network firewallad€ess to the wired network is the greatest canpéace the ESTeem in the
Masquerade mode and the wireless network will meptetely isolated from the wired Ethernet network.

INCREASING NETWORK SECURITY
The following are a few suggestions to help impriheeoverall security of your wireless network:

1. Enable the security. If you research all of thielas regarding hackers, they have gotten intaiffeg’'s network due to the
security not being enabled.

2. Setthe ACL filter to include only those MAC addsed the wireless Ethernet device being used onéhgork.

3. Set"Hide SSID" to True. As you take your accesstpuut of the box, broadcast SSID is enabled whietans that it will
acceptany SSID. By hiding the SSID configured in the cliemist match the SSID of the access point.

4. Make sure the keys are not reused in your comsiimye reuse increases the statistical likelihoatlgbmeone can figure the
key out and change the default password on yowsaquoint or wireless router

5. Change the default SSID of your product. Don't geathe SSID to reflect your company's main nameisiahs, or products.
It just makes you too easy to target.

6. As a network administrator, you should periodicallyvey your company using a tool like NetStumbdesee if any "rogue”
access points pop up within your company withotii@nization. All of your hard work to "harden” yowireless network
could be wasted if a rogue AP was plugged into yetwork behind the firewall.
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7. Many access points allow you to control accessthaseghe MAC address of the NIC attempting to aaseaevith it. If the
MAC address of your NIC isn't in the table of tleess point, you won't associate with it. And witietrue that there are
ways of spoofing a MAC address that's been sndteédf the air, it takes an additional level of isfication to spoof a MAC
address. The downside of deploying MAC addresgsablthat if you have a lot of access points, tagiimg the tables in
each access point could be time consuming. Sorheth@nd, enterprise-level access points have mischafor updating
these tables across multiple access points ofthne srand.

8. Consider using an additional level of authenticgtguch as Remote Access Dailin User Service (RA|Uefore you permit
an association with your access points. Whiledtspart of the 802.11b standard, a number of caimpare optionally
including some provision for RADIUS authentication.

9. If you're deploying a wireless router, think abassigning static IP addresses for your wirelesssNi@i turn off Dynamic
Host Configuration Protocol (DHCP). If you'rengia wireless router and have decided to turn BIED, also consider
changing the IP subnet. Many wireless routers didfathe 192.168.1.0 network and use 192.168 4 thedefault router.

10. Don't buy Access Points or NICs that only suppdrbi WEP.

11. Only purchase Access Points that have flashalevéire. There are a number of security enhancertieitare being
developed, and you want to be sure that you caradpg/our access point.

12. A simple security technique used by the militarioisiave the administrator periodically changekihefor the system i.e.
weekly, monthly, etc.
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TESTING COMMUNICATION LINK

After you have configured at least two of the Moti@bEg wireless Ethernet modems for operation,caouverify communication
with each the following steps:

. Status LED
Status Light Solid Red on Link

The quickest source of link status is to view tteg & Light
on the face of the 195Eg (Figure 1). If the Stéigd is
solid, the Model 195Eg has a connection to anditutel s UG Pregemeon oo
195Eg listed in the Peer Table. iRk ' i

Status A BTN T

Status Screen/Peer Table 1 R T

To view detailed information on the status of the Figure 1: Connection Status Light

communication link (such as connection speed, kigna
strength and last update time) you can open thasS&zreen from the Web Interface. After pressStiagus tab at the top of the
screen the Status: Summary will be displayed shpttia status of all ports and memory in the 1958gder the Wireless Status
heading click on the View Peer Talflégure 2). The Peer Table will list all other2801b or 802.11g wireless activity seen by the
195Eg and how it is classified.

EST195E Web Configuration Manager m
Wireless Modems

Status: Peer Table

Thiz page is a summany view of the peer tabie for WLAN device wian0. Click an a given MAC
address for more detalis about that peer.

Retumn to Status Summary Page  OPPOSite Modem's Wireless MAC
Associated Stations

Receive Signal Strength (dBm)
/

| Mone
Last Packet Received
Eepeater Peers
é LastRx
LIAC Addr Signal (sec@lcbps) Idodem ID
00:04:3£:00:09:66 -36]  0@11000Remete «——Peer Modem 1D
Access Points
; LastRz |
MAC Addr Signal (sec@icbps) Enc |SSID
Bo:02:2di0i:iact ol 0 I I Other Access Points
<«
00:0z:2d:3f:7d:d3 -89 B@2000 ¥
00:04:3£:00:09:66 -36)  0@11000] v |[ESTeem

Figure 2: Repeater Peer Table

Note: The data rate displayed is not necessarily indicative of the RF data rate between the ESTeems. The rate show in the
Repeater Peer table will be the last RF packet, which could consist of either data, repeater beacon or network probes.
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Repeater PeersThe Peer Table will display all connected 195&mysfigured to repeat to this ESTeem by their VEssI(WLAN)
MAC address.

Received Signal StrengthThis is the first of the two numbers listedhe block. This signal strength value is listedBm.

Last RX— This is the time of the last received data packé¢hen monitoring the status menu, it is impartamote the time the
last transmission was updated so you are not Igakifistale” data.

Current Data Rate This is the current speed the last data paekeiwved by the Model 195Eg. This may not be tha dde
between the radio modems. Note that the speétéd in kbps, so that 11000 kbps is equal to 1pdMb

Note: The ESTeem Model 195Eg uses spread spectrum technology that analyzes each data packet for signal strength and data
quality (strength vs. noise). The higher your signal, the mare background noise you can sustain without causing degradation in
the data transfer. Thisisalso truefor lower signal strengthswith a very low background noise. These values are provided for
guidance and if you have any questions about the values in your application, please contact ESTeem Customer Support at 509-
735-9092 or e-mail your application to support@esteem.com.

Modem ID- This is Modem ID for the opposite repeater peer.

EST195E Web Configuration Manager

Wireless Modems

Status: Peer Info Summary

Thigpage is a surmmany view of a given WLAN peer. Click on the links below for more delalls
ahout this peer.

Eeturn to Peer Table Page

Dietail Links and Summary Data for Peer 00:04:3£:00:039: 66
View Peer Counters
Wiew Peer Statistics
View Peer Rate Control Information

View Peer Crypto Information

View Peer Last Beacon

View Peer Last Probe Eesponse

Figure 3: Peer Summary Table

Viewing RF Data Rates
The value shown on the Peer Status Screen foratatanay not be the actual rate of the RF link.vieas the link information,

click on the Opposite Modems WLAN MAC address ia Repeater Peer list (Figure 2) and further liakustinformation will be
displayed (Figure 3).

Once loaded, click on View Peer Rate Control Infation (Figure 4)
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III EST195E Web Configuration Manager

Wireless Modems

Status: Peer Rate Control Info

This page shows the status of the transmit rale control state machine for a given pear.

Return to Peer Info Page

T3 Rate Control State for Feer 00:04:3£:00:09: 66

Rates and Rateset:

# Rates: 1 2 5.5 6 9 11 12 18 Z2 24 33 36 45 54
# Bateset: ¥ ¥ ¥ ¥ ¥ X X X X ¥ Z X
Fixed on above rateset? : HNo
Current Tx rate : L54.0 Mbps
Seconds since last change : o

Figure 4: Rate Control Information

The value of the Current TX rate is the RF date batween the two ESTeem Model 195Eg.

SIGNAL STRENGTH VS DATA RATE

The following chart will show the average signaésgth required to maintain a data rate. Pleatgethat the data rates listed here
can be greatly effected by overall activity onthdio channel and the total background noise. Vdlises should be used as a
guide, but testing after installation is required.

Receive Signal Strength RF Data Rate
-89 dBm 1 Mbps
-86 dBm 2 Mbps
-85 dBm 5.5 Mbps
-88 dBm 6 Mbps
-87 dBm 9 Mbps
-82 dBm 11 Mbps
-84 dBm 12 Mbps
-82 dBm 18 Mbps
-79 dBm 24 Mbps
-75dBm 36 Mbps
-70 dBm 48 Mbps
-68 dBm 54 Mbps

Note: The signal strength required for the above data rates are effected by other RF transmittersin thearea. A higher signal
strength will be required in applications with high background noise.
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UPDATING MODEL 192E TO OPERATE WITH 195EG

The ESTeem Model 192E can be used in a Model 18g&gm but does require an update to the firmw@ree the 192E
firmware has been updated, all the programminguagons in this User's Manual will be applicabl€he following firmware
update procedure requires t88Teem 192E to first be updated to firmware versio220.19 Once this has been verified, please
proceed.

Local FTP Server

1. Configure an FTP server on the network where tHEee8) Model 192E is connected. Verify that you hevenymous access
to the FTP server before proceeding.

2. Download the following files from the ESTeem FTReSftp://mww.esteem.com/192E).

192eupdate.sh

192epdrs.sh
swupdate-192e-230.dev.65.img
DOS2UNIX.EXE

coop

3. Open thel92eupdate.sHile usingWordpad. Replace <server-IP> with the IP of your ftp serfReplace <version> with the
firmware version (e.g., 230.dev). For example:

nmkdi r /var/update

cd /etc

wget ftp://172.16.252. 251/ swupdat e- 192e-230. dev. 65. i ngy
dd i f= swupdat e- 192e- 230. dev. 65. i ng of =/ dev/ranD

mount /dev/ranD /var/update

cd /var/update

/ sbin/dkflash -v -d -w -0 0x00040000 kernel .ing

/ sbin/dkflash -v -d -w -0 0x00140000 rootfs.ing

/ sbi n/ r eboot

Save the amended script file.
Open &Command Prompt.
a. Open the directory where the files have been samddype the following:

ok

C:\<directory>dos2unix.exe 192eupdate.sh

You will then see the following string:
Dos2Unix: Processing file 192eupdate.sh...

Example:

ommand Prompt

Microsoft Windows XP [Version 5.1.26848]
(C> Copyright 1985-2801 Microsoft Corp.

C:\Documents and Settings“\Dan Tolley>cd “ftp

C:\FIP>dos2unix.exe 1%2eupdate.sh
Dos2Unix: Processing file 1%Z2eupdate.sh ...

C:NFIP»

Figure 5: DOS Command Display
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hardwired Ethernet connection to the modem is redui

8. ChooseRrun Script
9.
ftp://<IP Address of FTP Server>/192epdrs.sh>

Example: ftp:// 172.16.1.1/192epdrs.sh

When prompted for the script URL input the follogicommand string and submit:

Using an Internet Explorer or other web browseeroiine internal WebPage of the local ESTeem192BEw&iuto upgrade. A

Configure the 192E in thethernet Only mode, make changes permanent and reboot.

10.The modem will download and execute the firmwardatp. After the log file is displayed, configure ttO2E in thé\ccess
Point mode, make changes permanent and reboot.

11.ChooseRun Script

12.When prompted for the script URL input the follogicommand string and submit:

ftp://<IP Address of FTP
Server>/192eupdate.sh>

2 192E Wireless Modem - Microsoft Internet Explorer

Fle Edt Wiew Favarites

Took  Help

Qi - @  [%] [B) €| Pseatn

S.7 Favortes )

';@t’.

Address | ] http:ff172.16.48.154]cgi-bin/Seript.cgi

Google - | | Bpseachwet - g | B Elocking popups

[ options

Example: ftp:// 172.16.1.1/192eupdate.sh

13. While the script is running, the 192E will not
respond and the browser will time o@lose
the browser window to refresh the path the
192E.

14. Please wait approximately 5 minutes before

opening a new Internet Explorer browser to

access the internal WebPages. Enter the IP
address of the local ESTeem 192E to acces
the updated unit. The ESTeem 192E can no|
be reconfigured for use. Please refer to the

ESTeem 195E@Owner’'s Manual for details.
If you do not have one, please download fro
the ESTeem FTP site at the following:

ftp://ftp.esteem.com/195Eg/AA107G Manual
195Eg.

192E Wireless Modem: Script Update

Wireiess Madems

Status

Hardware Settings
Mode Setup
Additional Settings
TWEP Key Settings
Access Control List
Diagnostics

Cof ts

Load Factory Defaults
Apply Changes
Discard Changes
Eeboot

Change Password
Software Update
Run Seript

Script
[ Soript URL

Submit

Note that it may take some time for the download to complete
and the next page to display.

& Internet

Figure 6: Script Input
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LONG RANGE POINT TO POINT APPLICATIONS

The factory configuration on the 195Eg is optimifeddistances up to 10 miles. If your applicati@s an RF link with a range
greater than 10 miles, you will need to set theimam range value on both ESTeem 195Eg’s on thismamication link. To
access the Maximum Distance value sefebtanced from the top Menu theWireless LAN Settings>wlan0 devicand press
the Next button (Figure 7).

ESTeem Web Configuration Manager m
Wireloss Modems I

Advanced

Modification of any setting in this section should only be completed if specifically noted in the documentation or
requested by ESTeem technical support Adjustmentof any variable in the advanced configuration may resultin
product inoperability.

The Advanced eature provides access tothe configuration variables without the Quick Setup
navigation using the Setup tab. Thisfeaturelsintended for experienced users who knowthe
interdependencies between the configuration variables. The variables have been grouped by
categories. Selectirom a category below.

To permanently commit all of your changes and reboot the system, click on the
"Commitand Reboot"bution below.

Once the changes have been permanently saved, the system will reboot with the new settingsin
effect

Global Settings:

Global Variables &
Iptables Setup ©

Set System Time O
Wireless LAN Settings:
all wireless LAN devices ©
wian0 device ©

Vendor Specified Wireless LAN Settings:
wian0 device ©

Network Settings:

wian{ device ©
eth0device ©

brl) device ©

StaticIP routes O

Bridge Settings:

Bridge Variables ©

Commit and Reboot
Figure 7: Advanced Features Screen

Scroll down the menu list until you find the Maximwistance variable (Figure 8). Enter the maxinaistance of the connection
in miles. At the bottom of the screen prBsfurn to Advancedbutton and the@ommit and Rebootbutton (Figure 7) to save
the information.

wlan0_MAX_DISTANCE: i i Enter the max distance
5 between nodes in miles (0-
17)

Figure 8: Maximum Distance Value Entry
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TROUBLESHOOTING TIPS
General (Applicable to All Modes of Operation)

Where do | find the latest firmware version numbek¥e have the latest version number of the ModgEgirmware listed on
the ESTeem Web sitewiyw.esteem.cojrunder the Model 195Eg product page.

How and when do | update the Model 195E(g firmwaré&u should only update the Model 195Eg firmwiseu are having a
specific problem and it is recommended that yosaby ESTeem Customer Support personnel. All ploate instructions and
files are located on the ESTeem FTP site at thewilg address:

ftp://Amww.esteem.com/195EG

Do all firmware versions have to be the same tomonicate between the Model 195EgR is not necessary for all the firmware
versions to be the same revision to communicationthe later version may have added featureghbaither versions will not
recognize.

What characters are valid for WEP Key efitryOnly the Hexadecimal characters 0-9 and AeFvalid for key entry.

What ESTeem Utility version is required to progridue Model 195Eg? The ESTeem Utility program is not required togyam
the Model 195Eg. The 195Eg can be programmed asingd erminal Emulation program (such as Windowpéfyerminal) and
any web browser program.

What is the speed and duplex configuration on tbeldl195Eg- The Model 195Eg is an auto-negotiation fullAthlplex 10/100
Base-T interface. Ether a cross-over or patchedaldupported.

Access Point Mode

Wireless LAN cards are not connectinyerify that the wireless LAN cards are set todsfructure Mode, have a matching SSID
(or ESSIS) set the same as the Model 195Eg andilttetcryption codes are the same.

My Wireless LAN card shows a solid connection, lotan not pass any dataVerify the encryption and the ACL setting on the
Model 195Eg match the wireless LAN card.

Access Point Repeater Mode

How long does it take to re-establish the Wireletb®grnet Network? If a communication link is lost and the Wiredddetwork
needs to re-establish the repeater routes, theciméake up to 30 seconds.

Should the AP Repeater Mode be used on mobile emuit? - The AP Repeater mode should be used on equipnantithnot
change the Repeater Route as it moves. For exaifrpleobile device such as a crane can commundiegctly to another
ESTeem and will not loose the link in its travBk AP Repeater Mode could be used. If the deeigeires two ESTeem Model
195EQ’s (Base and Repeater) to maintain commuaitatross its complete travel, the Station Modesldibe used on the
mobile device. The problem will be in the timetttiee mobile ESTeem will take to transfer betwéenttvo sites. In Access Point
Repeater mode the transfer can take up to 30 sgcahide the EtherStation mode will transfer withawpacket loss.

Does WEP have to be usedThe WEP does not have to be enabled for the mete communicate, but all modems must be
configured the same way.

Correct configuration, but cannot establish comeations— In addition to the network configuration, allSEy modems
configured in the AP mode must share the same &6¢be on the same frequency channel. The me#t tluse of the error is
the WLAN MAC address is not configuredbinth 195Eg’s repeater tables. If only one side is cuméd, everything will appear
to be correct but no communication will function.

Revised: 23 Jan 08 APX F-7 EST P/N AA107G
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EtherStation

How do | access the Model 195Eg web page in EtatoBtMode?The Model 195Eg does not have an active web kmowken
configured in EtherStation mode. You must acdes&STeem with the ESTeem Discovery Program ougtréhe RS-232 port
after configuration in this mode. To monitor thklstatus, you can use the EtherStation Statugrgma

What IP address do | configure the ESTeem in Ethgéd® mod@ — The Model 192E will not have an IP addressheiStation
mode.

| can not link my device into the wireless netwerkerify that the MAC address of the devicexsctly the same as configured in
the Model 195Eg. The MAC address must have cddehseen the values.

Can | connect my Model 195Egq in EtherStation made HUB or Ethernet Switch?No. The modem must be connected directly
to the Ethernet device for which it is programméudEtherStation mode the Model 195Eg can onlyisef®@NE Ethernet device.
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TROUBLESHOOTING TIPS
General (Applicableto All Modes of Operation)

Where do | find the latest firmware version number? — We have the latest version number of the Model 195Eg firmware listed on
the ESTeem Web site (www.esteem.corm) under the Model 195Eg product page.

How and when do | update the Model 195Eq firmware? - Y ou should only update the Model 195Eg firmware if you are having a
specific problem and it is recommended that you do so by ESTeem Customer Support personnel. All the update instructions
and files are located on the ESTeem FTP site at the following address:

ftp://www.esteem.com/195EG

Do dl firmware versions have to be the same to communi cate between the Model 195Eg? — It is not necessary for all the
firmware versions to be the same revision to communication, but the later version may have added features that the other
versions will not recognize.

What charactersarevalid for WEP Key entry? - Only the Hexadecimal characters 0-9 and A-F arevalid for key entry.

What ESTeem Utility version is required to program the Model 195Eg?— The ESTeem Utility program is not required to program
the Model 195Eg. The 195Eg can be programmed using any Terminal Emulation program (such as Windows HyperTerminal) and
any web browser program.

What is the speed and duplex configuration on the Model 195Eq — The Model 195Eg is an auto-negotiation full/half-duplex
10/100 Base-T interface. Ether across-over or patch cableis supported.

Access Point Mode

Wireless LAN cards are not connecting — Verify that the wireless LAN cards are set to Infrastructure M ode, have a matching
SSID (or ESSIS) set the same as the Model 195Eg and that all encryption codes are the same.

My Wireless LAN card shows a solid connection, but | can not pass any data— Verify the encryption and the ACL setting on
the Model 195Eg match the wireless LAN card.

Access Point Repeater Mode

How long does it take to re-establish the Wireless Ethernet Network? - 1f acommunication link islost and the Wireless Network
needs to re-establish the repeater routes, the time can take up to 30 seconds.

Should the AP Repeater M ode be used on mobile equipment? - The AP Repeater mode should be used on equipment that will
not change the Repeater Route asit moves. For example, if amobile device such as a crane can communicate directly to another
ESTeem and will not loose thelink initstravel, the AP Repeater Mode could be used. If the device requirestwo ESTeem Model
195Eg’ s (Base and Repeater) to maintain communication across its compl ete travel, the Station M odes should be used on the
mobile device. The problem will bein the time that the mobile ESTeem will take to transfer between the two sites. In Access
Point Repeater mode the transfer can take up to 30 seconds, while the EtherStation mode will transfer without a packet | oss.

Does WEP have to be used? — The WEP does not have to be enabled for the modems to communicate, but all modems must be
configured the same way.

Correct configuration, but cannot establish communications. — In addition to the network configuration, all 195Eg modems
configured in the AP mode must share the same SSID and be on the same frequency channel. The most likely cause of the error
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isthe WLAN MAC addressis not configured inboth 195Eg’ s repeater tables. If only one sideis configured, everything will
appear to be correct but no communication will function.

Ether Station

How do | accessthe Model 195Eg web page in EtherStation Mode? The Model 195Eg does not have an active web browser
when configured in EtherStation mode. Y ou must access the ESTeem with the ESTeem Discovery Program or through the RS-
232 port after configuration in this mode. To monitor the link status, you can use the EtherStation Status program.

What |P address do | configure the ESTeem in EtherStation mode? — The Model 192E will not have an | P address in EtherStation
mode.

| can not link my device into the wireless network — Verify that the MAC address of the device isexactly the same as configured
inthe Model 195Eg. The MAC address must have colons between the values.

Can | connect my Model 195Eq in EtherStation mode to aHUB or Ethernet Switch? — No. The modem must be connected
directly to the Ethernet device for which it is programmed. In EtherStation mode the Model 195Eg can only service ONE
Ethernet device.
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ESTEEM DISCOVERY UTILITY

The ESTeem Discovery Utility will allow you to
configure the IP address on the Model 195Eg tomatc i i o g
your network regardless of its current IP subriétis i D b e R S fwofel | Coserite | home

utility will also allow you to update the softwarethe e .
195Eg and open the web configuration for that wasl Eissmitome:ags i

modem ESTeem Wireless Modems

manufacturers the complete line of

ESTeem(TM) wireless products. The

ESTeem Wireless Modems are i -
H available in High Speed Wireless FOCHSE FSTOTHE V.

I naaj I aIIOI’l Ethernet, Licensed Narrow Band ﬂUTUmn"On mm“

Serial, and Unlicensed Spread

Spectr the VHF and UHF radi

cé’;mim[:;uu: bandin e ESTeem Wireless Modems Debuts L atest

Industrial Wireless Products >>

To install the Discovery Utility on your computer,

The industry leader and patent holder on the wireless modem for over 20 years,

|nsert|ng the Resource DlSk n your CD dr|ve EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our latest advancements to the Automation Fair 2007, Chicago, IL — November
ESTeem Wireless Ethernet line such as the Model 195Eg, the first 802.11g 14, 2007 — Eleclronic Systems Technology, Inc
Wireless Ethernet radio built for the rigors of industrial use, we will again setthe (EST) (OTC: ELST), dba ESTeem Wireless
Note: The ESTeem Resource Disk is stand-alone aafpy | st in e wreiess ndustry i e el
the ESTeem Web site (Figure 1). Navigation of the Figure 1: ESTeem Resource Main Page

Resource Disk is as simple as using your web browgd technical documentation, User's Manuals aritde ESTeem Utility
Program is available on the disk.

1. Place the ESTeem Utility CD in your CD-ROM drivEhe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your vilebwser and set your address line to D:\index.htfwhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilitiesl click on ESTeem Discovery UtilifiFigure 2).

Note: This program is saved in a compressed filariat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgioogram such as WinZip available for download at
http://www.winzip.com

Wireless Modems T /
@

About Us Hews Products Support Engineering Senvices Espaiiol Contact Us Home

ESTeem Utility Programs

ESTeem Technical Support The following links require a Usemame and Password to download the Utilities. If you complete the

registration form, a Username and Passwaord will be sentto you the next business day or for iImmediate
access, please contact Customer Support at 509-735-0092 (BAM-5PM PST Monday-Friday)

Each ESTeem Utility Program is in a compressed ZIP file. When asked to Open the File or Save to Disk,
seleclt Save to Disk. Place the file in its own directory on your hard drive, open the Zip file and run the

executable program

Search: |__

= Discovery Utility
Adobe
AT

The Discovery Utility will display all ESTeem 195Eqg radio modems connected to the computer's Ethernet

. ] ESTeem Utility Features (Utilities)

|

connection regardless of their current IP address. This utility will allow modification of the modem's IP
address to the network of the computer for further configuration through a Web browser.

ESTeem Models 195Eq, 195Ep and 195Es

NOTE: Firmwars version 2027 Build: 42 ar g
Discovery Program, remave the alder utility wi
utility.

f installing an updated version of the
Remave Pragrams arior to installing the new

« ESTeem Discovery Utility Version 1.1.0.230) (Autherized Users)

Figure 2: Discovery Utility Download
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3. Double click on the 195EdiscoverySetup.exe fileetisn the window to install the program.

4. Connect the Model 195Eg to your computer eithexatiito the Ethernet card or through a HUB/Switéhgia CAT-5e
Ethernet cable. The Ethernet port on the 195EgatpAuto-Negotiation so either a patch cablerossover cable will
work. Open the ESTeem Discovery Program and phesBiscover Modemsutton. The Model 195Eg will be displayed in
the program by the Ethernet MAC address and CulireAtldress (Figure 3).

7 195E Discovery 2.1.1.28

Dizcover Modems I Fournd 1 modems
MAL Address | IP Address | ssip | Mods | Modem ID | Wersion | Model |
00 04: 3 00:08: 54 172168149 ESTeem AP Bridge 28102 195Eq
Rea-a'y

Figure 3: Discovery Program Main Pag”é

Note: The SID, Mode of Operation and Modem ID will be adjusted through the web configuration manager-..

5. Double-click on the 195Eg you want to program dreonfigure IP Address window will be displayed (Figure 4). Enter an
IP address and Subnet Mask for the 195Eg that emtaiur network subnet and press_thelidkon to save this to the
ESTeem. You will receive notification that the Ggofation was Successful and the 195Eg will reb&obceed to ESTeem
Setup in Chapter 4.

Discover Modems Configure IP Address [E

MAL Address | IP Address | | Modem 1D | Wersion | Model |
00:04: 3F-00: 0B:54 17216.8.143 f Fadies 215, 813 028102 195Eg
Subhet Mask: 255,285, 0.0
Default G ateway: 172161 . B

Cancel J
Ready

Figure 4: Change IP Address WindoW
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Firmware Updates

To update firmware on any ESTeem Model 195 thsitdgsvn on the Discovery program, “right-mouse” clickthe 195's MAC
address and selddpdate from the menu (Figure 50Once you locate the update file, select@pen button and the 195 will
update, validate and then reboot with the updapetating system.

F* 195E Discovery 2.1.1.28

Dizcover Modems Found 13 modems

MAC Addies | IP &ddress | s8I0 | Mode | Modem |0 | Yersion | Modsl &
; 172.16.38.104 ESTeem AirScope(tm] 3026170 195Ep
eng-throwng AP Router 195Ep
0 1B ] AF Brdge : 2
0004: 3F-00 172.16.33.1{ Corfigure [P Address | Station Router 26183 19%Ep
00:04: 3F:00,2C:6D 17z1601 AP Bridge 400.3.42
0:04: 3F:00:0B: 54 17216.8140  ©Open Browser AP Bridge a0z.8.102 138Eg
0004 3F:00:0%:DC 1721658150 ESTEemEst AP Bridge 02,8102 135Eg
MN-Nd. A0 0N 4 C.20 A734AC 241797 PERTp | S | Chmbimun O m b N O 10FC~
< | @
Ready

Figure 5: Discovery Features Menu

Opening Web Browser

To quickly open a web browser page to the IP addyasgrammed in the 195 modem, “right-mouse” atinkhe 195’'s MAC
address and sele@ipen Browser from the menu (Figure 5)f your computer is configured for the same IBrmt at the ESTeem
195 wireless modem, you will be asked to sign iththe Username and Password (Figure 6) and yoheggin programming the
Model 195 for your application.

Enter Network Password ] 2 x]

gf} Fleaze type vour uszer name and pazssword,
Site: 172.16.48.209

Realm cai-bin

Lzer Mame |admin

Pazzward I’"““"‘

[~ Save this password in vour password list

0K I Canecel

Figure 6: ESTeem Web Page Log-on Screen
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ETHERSTATION STATUS PROGRAM

When configured for EtherStation mode, the Web ©ardition Manger is turned off. To gather inforroatfrom the 195Eg on
Access Point, link status and received signal gtheyou will need to install the ESTeem 195E Stéttilty. The EtherStation
Status Utility version 2.0.0.0 or greater providasew feature where it will automatically progrdma tonnected ESTeem 195Eg
to match up with the computer running the softwarhis software requires that the ESTeem 195Egbiware version
302.8.102 or greater installed for this featurtutetion.

This software program is found on the AA109 Resesiidisk or available from the ESTeem web site.ingtall the utility, please
complete the following:

Installation

The ESTeem Discovery Utility will allow you to cagéire the IP address on the Model 195Eg to matah iyetwork. Install the
Discovery Utility on your computer by inserting tResource Disk in your CD drive.

Note: The ESTeem Resource Disk is stand-alone aaffihie ESTeem Web site (Figure 1). Navigation loé tResource Disk is as
simple as using your web browser. All technicatdmentation, User's Manuals and the ESTeem UtilRyogram is available on
the disk.

1. Place the ESTeem Utility CD in your CD-ROM drivEhe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your virbwser and set your address line to D:\index.htfWhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilisl click on EtherStation Status Utility

Note: This program is saved in a compressed fileriat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgiogram such as WinZip available for download at
http://www.winzip.com

3. Double click on the 195EStatusSetup.exe file ligtettie window to install the program.

4. Connect the Model 195Eg to your computer eithezadir
to the Ethernet card or through a HUB/Switch using
CAT-5e Ethernet cable. The Ethernet port on tfeEfO
supports Auto-Negotiation so either a patch cable o
crossover cable will work. Open the ESTeem Status
Program and a status icons will appear in youegystay
(Figure 9). When the status menu is opened frem th

£ 195E Status 1.0.5.4

Gzzociated To; IFI emate

system tray, the status window will be displayeidFe 7) it (8 31 dBm

to show the Access Point MAC address and signal ignal Strengiy: || PR

strength. The tray icon and Signal Strength bir wi -100 dBm 0 dBim
display the colors from Green, Yellow to Red on _

progressively poorer signal or will show Grey ining. i %EQ} ! ?3 a ?h; 256 PM

Figure 7: EtherStation Status Program

Note: This Utility will only operate with an ESTeem Model 195Eg in Ether Station mode.
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SETTING LOCAL TIME

The ESTeem Model 195Eg will be shipped from théofgowith the internal real-time clock set to Pacifime. To change the
clock settings to the local time for accurate litgdntries:

1. SelectAdvanced from the top Menu theWirelessL AN Settings>wlan0 device and press thiext button (Figure 8).

2. SeleciGlobal Settings>Set System Time from the menu and press tRext button to continue.

ESTeem Web Configuration Manager

o
Wirsloss Modems III

Advanced

Modification of anv setting in this section should only be completed if specifically noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration may resultin
product inoperability.

The Advanced fealure provides access tothe configuration variables without the Quick Sefup
navigation using the Selupiab. This feature isintendedTor experienced users who knowthe
interdependencies between the configuration variables. The variabies have been grouped by
categories. Selectfroma category below.

To permanently commit ali of your changes and reboot the system, click on the
"Commit and Reboot” button below.

Once the changes have been permanently saved, the system will rebootwith the new seftingsin
effect

Global Sertings:
Global Variables @&
Iptables Setup ©

Set System Time O
‘Wireless LAN Settings:
all wirelessLAN devices O
wian0 device ©

Vendor Specified Wireless LAN Settings:
wian0 device ©

Networl Settings:

wian0 device ©
ethdevice ©

br0 device ©

Static TP routes ©

Bridge Settings:

Bridge Variables ©

Commit and Reboot

Figure 8: Advanced Features Screen

3. Select the correct date and time from the drop-dmenus (Figure 9) and press et System Time button to save the
time to the real time clock.

ESTeem Web Configuration Manager m
‘Wireless Modems |

Advanced - Set System Time

This page allows you to set the system time in the modem.

Courrent System Time: Thu, 24 Jan 2008 13:5532

Seconds |32 :‘

Year !_zmg | Enter the four digit year.
Month [ v | Select the month from the list
Day | __24: Z{ Select the day from the list
Hour |3 7__\ Select the hour from the list
Minutes |55 ; Select the minutes from the list

Select the seconds from the list

Set System Time ] [

Retumn to Advanced ]

Figure 9: Advanced Features Screen
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CONFIGURING TIME SERVER

Enabling NTP time synchronization services on tB& &m 195Eg will allow to use time services frorattgam services to keep
the time on the system accurate.

To allow time synchronization, the Model 195Eg naestonfigured with the NTP Daemon enabled an@dipeopriate IP address
of the upstream network NTP server.

1. SelectAdvanced from the menu items art@lobal Variables (Figure 10).

Wireless Modemsa

III EST195E Web Configuration Manager

Advanced

Modfication of any setting i this section should only be completed if specifically noted in the documentation or requested by ESTeem technical
support. Adjustment of any variable in the advanced configuration may result in product inoperability

The Advanced fealure provides access (o the configuralion vanables without the Quick Selup nawvigation using the Sefup
{ab. This feature Ig Infended for experienced Usera who know the Inferdspendencias balween the configuration variables.
The variablas have bean grouped by cataganiss. Selact from a catagory befow

Ta permanently commif all of vour changes and reboot the systern, click on the "Commit and Reboot” bulfon below.

Onee the changes have been permanently saved, the syslem will reboot with the new seflings in effect.

Glohal Settings:

Global Variables &
Wireless LAN Settings:
all wireless LA dewices ©
wlan0 device ©

Vendor Specified Wireless LA Settings:
wlan0 device €

Network Settings:

wlan0 device ©

ethl) device

brl device ©

Static IP routes ©

Bridge Settings:

Endge Vanables

Commit and Reboot | et

Figure 10: Advanced Settings Menu
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2. Press the next button and Figure 11 will be disgalayAt the bottom of the page are the NTP semefigurations.

3. The NTP daemon is enabled by selecting YENBP ENABLE (Figure 11). When enabled, the NTP daemon will use
time services from upstream services to keep the ¢in this system accurate.

3 ESTeem Web Configuration Manager - Mozilla Firefox

Ele Edit Miew Hstory Bookmsrks  Iools  Help
@ - - @ (0 (8 - [ reepuria72.16.46.202icar bnjansweb capadvanced. fim B B [+[ ] G 7
e TR O G G S v
single space, that will nesd fo be
configured with an [P address
IP_NAT_INSIDEDEV [0 Enter the name of a single device (2.g.
wianQ or eth0)
IP_NAT_OUTSIDEDEV eth0 Eniarthe name of a single device (8.0.
wianQ or sih0)
HTTP_ENABLE &) Ves Selact whethar you wanf {o enable the
O No HTTP sever
HTTPS_ENABLE O Yeg Selact wheiher yvou want lo enatile the
® No secure HTTP server
TELNETD_ENABLE &) Yes Selact whather yvou want fo enatis the
QO No TELNET daemon
SSHD_ENABLE & Yes Select whether vou want o enable the
O No S5H dagmon
NTP_ENABLE @& Yes Enable/Disabie the network fime protoco!
O No (NTF) dagmon. When enabled, the NTP
daamon wilf use ime services from
upstream services fo keep the time on
this system accurate
NTP_SERVICE_ENABLE & Yes Enable/Disabie NTP service. When
O No erabled (and NTF_ENABLE is trus), this
system will provide NTP service for
clienis wishing fime synchronizalion
NTP_SERVER |paolntp.org. Enferihe IP address or the host name of
the upsfream NTP server Ifyou are
directly connected o the intermet it is
sfrongly recommended thaf you enable
DNS client services (commanly enabled
by default when using DHCP service)
and use the NTP server name
"ooaknfo org® This enables a
round-robin DNS resolution that provides
Inad balancing across a very large sef of
NTP servers. For more information see
hifodwww pool nip.org.
.V
Done

Figure 11: NTP Settings

4. Next, theNTP SERVICE ENABLE should be configured to “YES,” if you want to alléhe system to provide NTP
service for clients wishing time synchronizatioig(ffe 11).

5. The final step in configuring NTP services is téeerthe IP address or the host name of the upst&eserver.
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6. Once configuration is complete, press the “RetarAdvanced” button.

Wireless Modems

III‘ EST195E Web Configuration Manager

Advanced

Modification of any setting in this section should only be completed if specifically noted in the documentation or recuested by ESTeem technical
support. Adustment of any vaniable i the advanced configuration may result in product inoperability.

The Advanced faature provides access fo the configuration variablas without the Quick Setup navigation using the Sefup
{ab. This feature is inlended for experienced users who know the inferdependencies between ihe configuration variables.
The variables have been grouped by categories. Seiect from a cafegory below.

To permanently commit ali of vour changes and rebooi the sysiem, click on the "Commit and Reboot” hution helow

Once the changes have been permanently savad, the system will reboof with the new seffings In effect

Global Settings:

Global Variables &
Wireless LA Settings:
all wireless LAN devices ©
wlan device ©

Vendor Specified Wireless LAIV Settings:
wlan( device

Network Settings:

wlan( device

eth0 device ©

brl device

Static IP routes

Bridge Settings:

Bridge Variables

Commit and Reboot [Next
Figure 12: Advanced Settings Menu

7. To complete the configuration, select “Commit aredb&ot.” The ESTeem 195Eg will now commit the camfagion
changes and reboot. (Figure 12)
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QUICK START GUIDE

Before You Begin

The ESTeem Model 195Eg wireless Ethernet radio madecompatible with many different applicatiorighe most
common application is to bridge two or more Ethedevices or networks. This guide will demonstthgebasic
configuration and testing of a pair of 195Eg’s.r Ranore detailed information, please see the E&Tedel 195Eg User’s
Manual.

This guide assumes you have a working knowleddettafrnet networking, TCP/IP protocol and how tantdg and set the
TCP/IP address on your computer.

The 195Eg can be configured using any current welyser software such as Internet Explorer, Netsoapozilla.
The following procedure will provide an initial conunication link between two or more Model 195’s tiesting purposes.

All the example commands listed in this guide cambjusted to fit your communication network. Bé&eeonsult the
ESTeem Model 195Eg User’'s Manual for more details.

Unpack Contents

Each node in your ESTeem Model 195Eg’s network hae different hardware components based uporirthkiristallation
location (i.e Outdoor, Indoor, Point-to-point or MBoint). Antenna types, cable lengths, poweipap may be different, but
the following items will be required for basic sgtu

Model 195Eg AA109 Resource Disk

Utility
Software

E Electronic Systems
E-tl Technology, Inc.

Antenna (2) Ethernet Cables
(AAO01S Displayed)

Power Supply
(AA175 Displayed)

Note: Your accessory model numbers may vary from theegtbut you will need to locate each of abovestentontinue
configuration.
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Front Panel Overview
(RS-232 Data Port and Second Ethernet Port Optional )

_ RS-232 Second RS-232
Reset Switch  pata port ~ EtherNet  configuration

Port
Status
LED

RJ-45 10/100BaseT
Ethernet Port

Aux Power
LED

E’hernel RS-232 Etherne’
10/100 Progra-* Port 10/140

195E Sevies — —— — T i

Siatus L vonsanes, I cesicsei A

Reset
RAx Tx

Rece|ve Transmlt Power over 12 VvVDC |npu'[

LED LED Ethernet LED (Auxiliary
Connector)

Antenna Overview

Antenna Port A
(Single Receive Antenna)

Antenna Port B
(Dual Receive Antennas)

Antenna Connectors
(TNC Female-RP)
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QUICK START GUIDE

Begin Programming

1. Assemble the ESTeem Model 195Eg using the following

Antenna Connections

Single Antenna Dual Antenna
Configuration Configuration

Power and Data Connection

RJ-45 10/100BaseT AAL175 PoE
Ethernet Port Power Supply

PWR LAN In

195E Series = el . Data Out
o) ® as 1esee o K

Reset

Rx Tx pALANOUT

10/100BaseT
Ethernet Cable

(Patch or Cross Over) 10/100BaseT

Ethernet Cable

AA109 (Patch or Cross Over)

Resource
Disk

E Electronic Systems
Tl Checonte sysiem

PC with Web
Browser Software
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APPENDIX H

QUICK START GUIDE

2. The Model 195Eg will link to other Model 195Eg’s tite network via the WLAN Media Access Control (MA&idress
found on the bottom of the case. This MAC addiessx hexadecimal digits separated by colons swwdmnfigured at the
factory. Every MAC address in the world is unigurel can not be changed. Complete the followingt ¢baid in your

configuration:
Name Serial Number IP Address Ethernet MAC WLAN MAC
Example Modem 1 E-14001 172.16.8.101 00:04:3f:00:01:01 00:04:3f:00:01:02

3. Configuration of the Model 195Eg is completed thglothe product’s internal web server. To accasctinfiguration page,
you will need to enter the 195Eg’s IP address uryeeb browser. The IP address set at the fatdiass B (i.e.
172.16.x.x) address and is printed on the Qualityubance sheet sent with each 195Eg. If the fadtfault address
matches your network configuration, please proteé&tsing Setup,otherwise continue to step 4.

4. Install the ESTeem Discovery Utility The ESTeem Discovery Utility will allow you t@efigure the IP address on the
Model 195Eg to match your network. Install theddigery Utility on your computer by inserting thesRarce Disk in your

CD drive.

Note: The ESTeem Resource Disk is stand-aloneafdpg ESTeem Web site (Figure 1). Navigatioh@Resource Disk is
as simple as using your web browser. All techrdoglumentation, User's Manuals and the ESTeemtyJRliogram is
available on the disk.

Place the ESTeem Utility CD in your CD-ROM drivehe CD will auto load the ESTeem main page
Note: If the page does not auto load, open your lvelwser and set your address line to D:\index.t{imhere D: is the
drive letter for your CD-ROM drive).

Wireless Modems

About Us News Products Support

Wireless Solutions._Communications I_-

ESTeem Home Page ning

E8Teem Wireless Modems -_’:
manufacturers the complete line of iz oL
ESTeem(TM) wireless products. The
ESTeem Wireless Modems are
available in High Speed Wireless
Ethernet, Licensed Narrow Band
Serial, and Unlicensed Spread
Spectrum in the VHF and UHF radio
communication bands

=
b

The industry leader and patent holder on the wireless modem for over 20 years,
EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our latest advancements to the
ESTeem Wireless Ethernet line such as the Model 195Eag, the first 802.11g
Wireless Ethernet radio built for the rigors of industrial use, we will again setthe
standard in the wireless industry!

Rockwell Autemation

AUTOMATION AR

ESTeem Wireless Modems Debuts Latest
Industrial Wireless Products >>

Automation Fair 2007, Chicago, IL — November
14, 2007 — Electronic Systems Technology, Inc.
(EST)(OTC: ELST), dba ESTeem Wireless
Modems, the manufacturer of the ESTeem

Aradurtling rfwiralace mndame =

Figure 1 -ESTeem Resource Disk I\;Inéiintgage

From the Support Menu select ESTeem Utiliied click on ESTeem Discovery Utility
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Note: This program is saved in a compressed fitméb.
Microsoft Windows XP® will open the file directlyyt other
operating systems will require a common compregsiogram
such as WinZip available for downloadhdtp://www.winzip.com | === "= e

ESTeem Utility Programs

Wireless Modems

Support  Engineering Senvices  Espaiiol

Double click on the 195EdiscoverySetup.exe fileetisn the
window to install the program.

ESTeem Technical St ort

The following links require a Usemame and Password to download the Utilities. Ifyou complete the
registration form, a Username and Password will be sentfo you the next business day of for immediate
aceess, please contact Customer Support at 509-735-9092 (BAM-5PM PST Manday-Friday).

Each ESTeem Utiity Program is in a compressed ZIP file. When asked to Open the File or Save to Disk,
select Save to Disk Place the file in its own directory on your hard drive, open the Zip file and run the
execulable program

5. Set IP Address on the 195EgConnect the Model 195EQ tC/searen. |

o B4 EsTeem Uity Features (Utiities)

your computer either direct to the Ethernet carthmugh a ETy=E —
HUB/Switch using a CAT-5e Ethernet cable. The Etae NG

‘The Discovery Utility will display all ESTeem 195Eg radio modems connected to the computer's Ethernet
connection regardless of their current IP address. This utility will allow modification of the modem's IP
address to the network of he computer for further configuration through a Web browser.

port on the 195Eg supports Auto-Negotiation scegith
patch cable or crossover cable will work. OpenBB&eem
Discovery Program and press the Discover Modeuti®n.
The Model 195Eg will be displayed in the programnthuy
Ethernet MAC address and Current IP Address (Figure
Note: The SSID and Mode of Operation will be adjusted
later in the configuration.

ESTeem Models 195Ea, 195Ep and 195E5

« ESTeem Discovery Utility (Version 1.1.0.230) (Authorized Users)

Figure 2- ESTeem Utility Download

Double-click on the 195Eg you wish to program dmQonfigure IP Addreswindow will be displayed (Figure 4). Enter an
IP address and Subnet Mask for the 195Eg that matgbur network subnet and press_thelidikon to save this to the
ESTeem. You will receive notification that the @garation was Successful and the 195Eg will rebderoceed to ESTeem
Setup to continue configuration.

#<{ 195E Discovery 2.1.1.28

BEE)|

Digcover Modems Found 1 modemns
MAC Address | IPAddress 5510 Mode Madem D Version | Model |
00:04-3F-00:0B: 54 172168149 ESTeem AP Bridae 028102 195Eq
Rea-ay

Figure 3 — Discovery Program Main Pa{ge
Setup Programming

You should now be ready to configure the Model iP8Eough your web browser. Open the web browsmgram and enter the
IP address of the ESTeem in the address line ass pnter.

SETE]

Configure IP Address kS

Diizcover Modems

MAL Address | IP Address | | Moderm D | Version | Model |
; 172,16 8 143
0004 3F-00:0B 54 172166143 § [addee: W028102  195Eq
Subnhet Mask: 255285, 0 .0
Default G ateway: 172,161 . B

Cancel

Ready

Figure 4 — Change IP Address Window
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1. When prompted, entadmin for both the username and password and presskthmu@on.

2. Select Setupn the top menu.

‘B aboutblank - Micrasoft Intemet Explorer = {51
Fils  Edb ‘Wisw  Favority Toals  Hep |
dmfzc - w - G @ ﬁ|-.a_5ea:h (| Favoribes  SfMedia {3 %’ &=
Address [&] 172.16.38.196 x| @60 ks
\ = |
Enter IP Address
CeTE— i3
{? Please ype peait user nams and passweid
Site 172153819
Realm coibin
Lzer N, fnnn
Enter Username ,///F.;f =
and Password W
o
3
Press OK
When Complete
=
&) Opsring pags httpiff172,18,35.158] . ] 1 [ intemet

Step 1 — Sign-In Screen

3. Press the drop-down menu and select AP Bradgkpress thiextbutton.

EST195E Web Configuration Manager m
Wireless Modema

Setup

Thig iz the main Setup Pape. Select a mode of operation for the wireless LAN unit from the
faliowing fist

Zelect Mode of Operation: |1"-\F’ Bridge j Help
(BN

Step 3 — Select AP Bridge
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4. Setthe DHCP services to OFF and presd\iaetbutton.

EST195E Web Configuration Manager m
Wiraless Modema

Setup

Selact wheihar vou wish o use DHCP ciient services or whethar vou wish configure 8 DHCF
gsenver Selacting “Mone " will fake vou through a manual sefup of IP addresses as oppossed (o
using DHCP senvices.

Selected mode of operation: AP Bridge

DHCF services on the bridge mterface: & None Help
© Clent
© Server

Frewvious | Ml

Step 4 — Turn DHCP Off

5. Verify the IP address and netmask for the 195Bte(li adridge device) are correct press tNextbutton.

EST195E Web Configuration Manager m
Wireless Modems

Entervalugs for the folfowing fields fo set up the default route and DMNS sefiings

Mode of operation; AP Bndge

Enter default route IP address; I”"E-1 6.2.1 Help
Tse DS client services? © Yes Help
® Mo
Enter DNS domain: | Help
Enter primary DS server [P address: l Help
Enter secondary DIVS server [P address: I Help

Previous | et |

Step 5 — Verify IP Address
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QUICK START GUIDE
6. Enter in the Gateway address in the default rditadidress block and any DNS information for theeserlf this is not
know or on a network without a Gateway, leave tlieses at factory default.

Whrelzss Maodems

II EST195E Web Configuration Manager

oz | Setup

Setup

Eniervalues for the following fisids fo set up the defauwlt route and DNS seftings

Mode of operation: AP Bridge

Enter default route IP address: |172.16.2.1 Helw
Use DS client services? © Yes Help
& Mo
Enter DS domain: | Help
Enter primary DIZ server [P address: | Help
Enter secondary DITS server IP address: | Help

Previous | m‘

Step 6 — Enter Gateway Address

7. All 195Eg modems in the network must be have tlaeesame Service Set Identification (SSID). THaweSSID is
ESTeemand we will use this for demonstration. Enter$®iD as listed above and turn off the wirelessisigcfeatures by
selecting the NO radial. Press thextbutton to continue.

Note: Itis recommended that security be used in akhess applications. This procedure will forge thecurity configuration
for brevity. Please see the example applicatiorsthe security appendix for further information.

Wireless Modems

II EST195E Web Configuration Manager

;@gl Set;up |2
Setup

Ieo

In the following fields, select whelher yvou want wireless secunty features turned on and enter the
sendce gelidentifier (S5I0) that will be common lo all wireless LAN devices.

Selected mode of operation: AP Bridge

Turn on wireless security features? & Yeg Help
© Mo
Enter the S5ID; [ESTeem Help

Prewvious | M

Step 7 — Enter SSID
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8. A warning that wireless security is not enabled kél displayed. Press tiNextbutton to continue.

EST195E Web Configuration Manager

Wireless Modems IIII

Setup

WARNING!

You have chosen to configure your system without any of the security features enabled on the
wireless interface(s). This choice will expose your data to eavesdroppers and allow the general
public to connect to your netwaorl. If you are sure this is what you want, press "Next", Othensise
press "Previous” and change your "wireless security” choice,

Previous | M

Step 8 — Security Warning Screen

9. All Model 195Egs on the network must be on the sead@® channel, representing a particular frequentcy particular
channel has not been assigned for use, leave Biggl#&t a default value 6fand press thBlextbutton.

EST195E Web Configuration Manager

Setup

‘Wireless Modema IIII

Selact the channsl for the wireless LAN device fo operate on. The first dispiayed number in the
list iz the channe! and the second is the channe! frequency in MHz.

Select a channel: |6 (2437 MHz) =

Fravious | M

EST195E Web Configuration Manager

Step 10 — Set Radio Channel

\Wireless Modems IIII

Select whether to enable repealer capabilify. [T the repeater capability is disabled, ihe peer lisi is ignored. Ifthe
repeater capabilty Is senabied, then a iink is established with each peer in the Jist

You may add a peer lo the lisl, remaove an existing peer or modify an existing pesr by clicking the approprials
butfon below

The fallowing configurations are for the wireless LAN device

Enable the repeater capability? ¢ Yes Help
& Mo
© Yes
Set t bridge?
et as root bridge? o
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: 75
Remove
oclity
Previous | Next
Revised: 21 Mar 08 APX H-9 EST P/N AA107G



10. Configure the repeater peer list by selecting Enttie repeater capability radial to YES (AbovefesB theddd button to the
right of the repeater peer table and, using thet cheated in th&egin Programming section of this guide, enter the
Wireless MAC (WLAN MAC) address of the opposite E@5(the 195E(g this unit you are programming willnzounicate

with) in the Peer 1 — MAC Addr field (right). Leathe Priority and Cost settings at the defaultesiand change the Enable
Link radial to Enable and press tBecate Repeater Pebutton. Press thidextbutton.

Example Addresses
Name Serial Number IP Address Ethernet MAC WLAN MAC
195Eg We Are E-14096 172.16.48.189 00:04:3f:00:01:01 00:04:3f:00:01:02
Programming
Opposite 195Eg We E-14034 172.16.38.114 00:04:3F:00:0B:00 00:04:3F:00:11:02
Will Create Wireless
Link

EST195E Web Configuration Manager m
Wireless Modems

Setup - Add a Repeater Peer

To add a new repeater pearfor the first wireless LAN inferface enfer the MAC address, the por priarity, the port cost, the
key bvpe, the key and the rate sel and click the "Create Behealar Pear” hutfan

Enter the MAC address: !UD:U4:3f:UU:1 1:02 Enier the 48-0if MAC address of the repealer
pear.
Enter the port path cost: |1 on Enfer the bridge pori path cost for this link. (1-
65535)
Select the encryption type:  © Wone Selact the repeater link sncryption method.
© TWEP 6 -bit Note. the encryplion method and key sefiing
& WEP 128-bit must be the same on both repeatar peors.
© TEIP
Enter the encryptionkey: [11:22:33:44:55:66:77:88: Entar the encryption key as a sequence of

hexadecimal byles (a.g. 0a.0b 1020 3a). Key
lenoth: None=0 byfes, WEPG4=5 hyias,
WEP128=13byles, TKIP=32 byies.

Select linde data rate: [BNgeTa Allow dvnarmic rate selection or sefect a
specific dala rate for this iink fo use. Ifis
recommended, but not required, that ihe rale
seleciions be the same an hoih peears

Enable limk: & Enahle Enabls ordisable the repeater peer iink.
" Disabls Enable must be selecled for the repeaters o
cormmunicate.
Return to Bepeater Setup Create Bepeater Peer

Step 10 — Configure Peer Table

11. Press th&€ommit Changebutton and the modem will save all the changeseraad reboot. The reboot time is
approximately 1 minute to be ready for operation.

12. Complete all steps in thBetup Programmingsection for the other Model 195Eg’s you will bstiieg before moving on the
Testing Communication section.
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Testing Communication Link

After you have configured at least two of the Mot@bEg wireless Ethernet modems for operation,cgouverify
communication with each the following steps:

Status Light — The quickest source of link status is to view Soliit;t:csi :;E Eink

the Status Light on the face of the 195Eg. If3teus light :
is solid, the Model 195Eg has a connection to arditodel %
195Eg listed in the Peer Table.

Ethernet RS-232
10/100 Program Port

Status Screen/Peer Table To view further information on EhS et i:l
the status of the communication link (such as cotime : %
speed, signal strength and last update time) yowpan the
Status Screen from the Web Interface. After piesStatus
tab at the top of the screen the Status: Summairpevi
displayed showing the status of all ports and mgnmothe
195Eg. Under the Wireless Status heading clictherView Peer Tablé~igure 5). The Peer Table will list all other2801b or
802.11g wireless activity seen by the 195Eg and ihisclassified.

EST195E Web Configuration Manager m
Wireless Modems

Status: Peer Table

This page s a simmany view of the peer fable for WLAN device wianQ. Click on a given MAC
addrass for more defails about that peer.

Return to Status Summary Page  OPPOSite Modem’s Wireless MAC
Associated Stations

Receive Signal Strength (dBm)
/

| None
Last Packet Received
Eepeater Peers
B
; LastRx
MAC Addr Signal (sec@kbps) Iodem ID
00:04:3£:00:09:66 36|  0@11000Remot= «——Peer Modem ID
Access Points
; LastEx |
MAC Addr Signal P Enc |SSID
DD:D2:20:04:25:70 7l Ggelll 3 Other Access Points
-
00:02:2d:3£:7d:d3 -89 BE2000| ¥
00:04:3£:00:09:686 -36 0@11000] y |ESTeem

Figure 5 — Repeater Peer Table

Find the opposite 195Eg in the Repeater Peemrsinformation such as signal strength (in dBnd) tme/speed of last data
packet will be displayed.

Note: The data rate displayed is not necessarily intieaof the RF data rate between the ESTeemsraidshow in the
Repeater Peer table will be the last RF packetclvibuld consist of either data, repeater beaconeiwork probes. For a
detailed analysis on the data rate, please cortkalESTeem User's manual.
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Ping Testing— The easiest method for testing the efficiencgaié flow between the ESTeems is to conduct atestdo the
opposite modem’s IP address. This will test alkdiin the Ethernet bridge.

ommand Prompk
>ping 172.16.38.196 -t

Pinging 172.16.38.196 with 32 bytes of data:

Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

from
from
from
from
from
from
from
from
from
from
from
from
from

172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:
172 .16.38.196:
172.16.38.196:
172.16.38.196:
172.16.38.196:

hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32

Ping statistics for 172_.16.38_196:

Packetsz: Sent

Maximum =

= 13, Received =
Approximate vound trip timesz in milli-—secon
Hinimum = Bms.

Bms .

time<1Bms
time<1Bms
time<1Bmns
time<1Bns
time<1Bmns
time<1Bms
time<10ms
time<1Bmns
time<1Bms
time<1Bms
time<1Bms
time<10ms
time<1Bms

13, Lost

Average

ds:

TTL=64
TTL=64
TTL=64
TTL=64
NPT
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64

B <@x loss),

Bms

User’'s Manual and Technical Documentation
http://www.esteem.com

Phone Support (8AM to 5PM PST Monday-Friday)

Technical Support

E-Mail Support
Support@esteem.com

509-735-9092
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