CHAPTER 5
EXAMPLE CONFIGURATIONS

Example 3 — Remote Building (Access Point Bridge wi  th Repeater Enabled)

1. Review Example #1 diagram (Figure 1) and locatd fsEg marked as Example 3. This ESTeem is cosmhénta Remote
Building network that will be bridged to the Plamgtwork through the Access Point Router (Examp)eviglthe repeater. This
modem should be configured for Access Point Brisigele and the configuration for this 195Eg will Geritical to Example 2
except that the IP addressing and the Repeatetdtder You would follow all steps 1-11 in Examgléo configure this
195Eg also but Figures 31 & 32 will show the change

EST195E Web Configuration Manager

Wireless Modems

Setup

Enfer values forthe following fislds far manual IP sefup of the bridging device

Mode of operation: AP Bridge
DHCP Serwices; Off

Enter IP address for bridge device: |1 7216.210

Help

Erter netmask for bridge device: |255-255-D-D Help

Pravious | It

Figure 31: Example 3 Bridge IP Address

EST195E Web Configuration Manager

Wireless Modems
Too| Stats [ Log| enp | Advanced | Backup  estore |
Setup

Select whetherto enable repeater capabiiity. If the repeater capabiiity Is disabled, the pearlistis ignored. Ifthe
repeater capability s enabled, then a link Is sstablished with each peer in the list

You may add a peer fo the lisl remove an existing peer or modify an existing peer by clicking the appropriale
buffon bhelow

The folfowing configuralions are for the wirefess LAN device.

Enable the repeater capability? & Tes Help
© Mo
. € Yes
Set as root bridge?
g & o
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: QB FSSch SRR R R § 128 WEP128 Dynamic true Acdd
00:04:3f:00:09:058 128 100 WEP128 Dymamic true
Remaowe |
hadify |
Presvious | Ne_xtl

Figure 32: Example 3 Repeater Routing Table
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Example 4 — Mobile Vehicle with Single Ethernet Dev  ice (EtherStation Mode)

Review the Example Diagram #1 (Figure 1) and lotte#e€l 95Eg marked as Example 4. This ESTeem isented to a single
Ethernet device in a mobile application and willdoafigured for EtherStation mode. In this mode=185Eg will gain access to
the wireless Ethernet canopy created by the thoeeds Points (Examples 1-3), but will be emulatigMAC address for the
connected Ethernet device and will no longer havaaddress in the network. To reprogram the §ter configuration in
EtherStation mode requires the ESTeem Discovetigdir direct connection to the RS-232 port.

1. Access the ESTeem Web page using your computefsBi@vser as per instructions in Chapter 4. S&ettip from the

menu items. From the Select Mode of Operationgmwn box , select EtherStation (Figure 33) andhplisNextbutton
below the pull down box.

EST195E Web Configuration Manager

Wireless Modems

Setup

Thisisthe maln Setup Page. Select a mode of operafion for the wirsless LAN unit frorn the
following Jist.

Select Mode of Operation: |EtherStation = Help
et
Figure 33: EtherStation Selection
2. Enter the SSID for you 802.11g network. The SSlEhé unique identification for your wireless netivand all 802.11g
devices that share a wireless network MUST havedhse SSID code. This identification code is sassitive and must

NOT contain spaces. Select the encryption levahi®wireless network to match the level of thedss Point canopy. Enter
the MAC address of the connected Ethernet deRederence Figure 34.

Wireless Modems

III EST195E Web Configuration Manager

Setup

in the fallowing fields select whelher vou want wireless secunty features furned on and enter the
senvice sel idenfifier (S5I0) that will be common fo aif wireless LAN devices.

Zelected mode of operation:  EtherStation

Enter the S5TD: [ESTeem Help
© Wone
0 TWEPRS4
Select an encryption type: & WEP128 Help
0 TWEA PSE
' WPA Enterprise with PEAP
Device MAC Address: |DD:DD:DD:DD:DD:DD Help

Previous | Next

Figure 34: SSID and Device MAC Input
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3. Enter the WEP key values for your application thiitbe used by all devices on the wireless netwBéference Figure 35.

Wireless Modems

III EST195E Web Configuration Manager

Setup

Enler 13 hexadecimal bvies, separated by colons, foreach of the following 128-bif WEF keys and
select which key should be used as the default WEF key. These values are configurad for the
wiralass LAN device.

Encryption type: 123-Bit WEP for the wireless LAN dewice

Enter WEP Eey 1
(13 hex bytes): |1 1:22:33:44:65:66:77:88:99:.00:8a:bbice Help

Enter WEP Key 2
(13 hex bytes): |1 1:22:33:44:55:66:77:88:99:00:as:bbicc

Enter WEP Eey 2
{13 hex bytes); |1 1:22:33:44:55:66:77:88:99:00:aa:bb:cc

Enter WEP Key 4
(13 hex bytes): l1 1:22:33:44:55:66:77:88:99:00:as:bb:cc

& WEP Key 1
" WEP Eey 2
C WEP Eey 3
Select the default WEF key: © WEF Key 4 Help

Fresious | M

Figure 35: WEP Key Input

4. Select Commit Changes to write the programminddstFmemory and reboot the Model 195Eg. Whendheat process has
completed (approximately 30 seconds) the modenbeitieady to place in operation. Reference Figére 3

EST195E Web Configuration Manager

Wireless Modems

To permanently commit vour changes, click on the "Commit Changes” buflon below
Once the changes have bean parmanently saved, the systarm will reboot with the new setfings In
affact.

Previous Commit Changes Go To Advanced Setup | Cancel |

Figure 36: EtherStation Selection
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Example 5 — Mobile Vehicle #1 (Station Router)

Review the Example Diagram #2 (Figure 2) and lotts#e€l 95Eg marked as Example 5. This ESTeem isexted to multiple
Ethernet devices in a mobile application and vélidonfigured Station Router mode. In this model8&Eg’s will gain access to
the wireless Ethernet canopy created by the Adeeiss and act as the router between the devicagectad to the Ethernet port
and wireless network. Each of these networksredjLire a unique subnet to operate. If Etherngatde on the wired LAN
network want to access Ethenet devices on theoBt®Rbuter 195Eg, a network router is required enatiied LAN to resolve the
IP conflict created by having the wired and wirelestworks on separate subnets (Figure 37).

Network Router (Required)
IP Address 172.16.1.6
Netmask 255.255.0.0

Routes for 172.18.X.X network use )
gateway 172.16.2.20 Note: Wireless Networks and
Routes for 172.19.X.X network use Station Modes Must Be on

gateway 172.16.2.30 Separate Subnets

HUB or Switch

Bridge IP Address = 172.16.1.1
Netmask = 255.255.0.0

Default Route = 172.16.1.6

Access Point Bridge with
Repeater Feature Enabled

Station Masquerade Mode
Station Router Mode

Mobile Vehicle #1
Multiple Ethernet Devices

Mobile Vehicle #2
Multiple Ethernet Devices

Example #5 Example #6
S/N: 14005 S/N: 14006
Netmask 255.255.0.0 Netmask 255.255.0.0
Wireless IP Address Voice over IP Wireless IP Address 6PS
172.16.2.20 172.16.2.30 Remote PC
Connected Ethernet Devices
Ethernet IP Address 172.18.X.X Ethernet IP Address Connected Ethernet Devices
172.18.1.1 172.19.1.1 172.19.X.X
Gateway (Route) = 172.18.1.1
Gateway(Route) Gateway(Route) Gateway (Route) = 172.19.1.1
172.16.1.6 172.16.1.6

Figure 37: Station Router IP Addressing Diagram
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1. Access the ESTeem Web page using your computefsBk@vser as per instructions in Chapter 4. S&8etdp from the
menu items. From the Select Mode of Operationgmn box , select Station Router (Figure 38) amshgheNextbutton
below the pull down box.

EST195E Web Configuration Manager

Wireless Modems

Thig iz the main Setup Fage. Select a mode of operalion for the wireless LAN unit from the
foliowing list.

Select Mode of Operation: |5tﬁti0ﬂ Fouter j Help
INext

Figure 38:Station Router Selection

2. SelectYesif you would like to use DHCP services on eittrenwir eless or ethernet connections. Enter the SSID for you
802.11g network. The SSID is the unique identiiticafor your wireless network and all 802.11g desgithat share a wireless
network MUST have the same SSID code. This ideatibn code is case sensitive and must NOT cosfzdces. Select the
encryption level for the wireless network to matoh level of the Access Point canopy. Referencergig9.

EST195E Web Configuration Manager

\Wireless Modems

in the folfowing fields, sefect whelher vou wish o use DHCF clisnt service s or whether yvou wish
configure @ DHCP sarver. Selecting "0 will take vou through a manual sefup of IF addresses
as opposad fo using DHCF sarvices.

Addifionally, select whether you want wirsless security features furned on and enter the service
sef ldentifisr (SSI0) for the first wireless LAN device.

Zelected mode of operation: Station Eouter

DHCP services on wireless itetface: & Off Help
© Client
© Server

DHCP services on bridge interface: & Of

O Client
© Server

Enter the 331 IESTeem Help

€ None
€ WEPH4
Select an enctyption type: & WEP128 Help
© WPAPSE
€ TWPA Enterprise with PEAP

Prewvious | M

Figure 39:DHCP, SSID and Encryption Settings
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3. Enter the WEP key values for your application thiitbe used by all devices on the wireless netwBéference Figure 40.

EST195E Web Configuration Manager

3 T

Wireless Modems

Enfer 13 hexadecimal byfes, separated by colons, for each of ihe following 128-bit WEP keys and
gselfact which kay showid be Lsed as the default WEF key, These valuss are configurad for the
wiraless LAN devics.

Encryption type: 128-Bit WEP for the wireless LA device

Enter WEP Eey 1

(13 hex bytes): |11:22:33:44:55:65:??:BB:SS:DD:aa;bb:cc
Enter WEP Eey 2

(13 hex bytes): |11:22:33:44:55:65:??:BB:SS:DD:aa;bb:cc
Enter WEP Key 3

(13 hex bytes): |11:22:33:44:55:66:??:BB:SQ:DU:aa:bb:cc
Enter WEP Eey 4

{13 hex bytes): |11:22:33:44:55:66:??:BB:SQ:DU:aa:bb:cc

& WEP ey 1
" TWEP Key 2
C WEP Key 3
Select the default WEP key: 0 WEP Key 4

Previous | M

Figure 40:WEP Key Input

4. Refer to the IP address in Table 1 and entewthdess IP Address and IP Netmask for the Station RouRaterence Figure

41.

EST195E Web Configuration Manager

Log | Setup | Ac

Wireless Modems

Setup

Entervalues for the following fieids for manual IF sefup.

Wode of operation: Station Fouter
DHCP Services: OfF

Enter IP address for the wireless LAIT interface: |1 7216220
Enter netmask for the wireless LA interface: 1255-255-9-0

Previous | M

&

3

Figure 41:Wireless IP Address
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5. Refer to the IP address in Table 1 and enteetthe net IP address and IP netmask. Reference Figure 42.

Note: When configuring the Ethernet devices caiedkto the Station Router 195Eg, the ethernet kiress will betheir
Gateway address (Figure 37).

Wireless Modems

||

III EST195E Web Configuration Manager

5| Setup (4

Setup

Entar values for the following fislds for manual IP setup of the wired bridging devics.

Mode of operation: Station Fouter
DHCP Services: Of

Enter IP address for wired bridge device: |1 7218.11 Help
Enter netmask for wired bridge device: 1255-255-0-0 Help

Previous | M

Figure 42:Wired Ethernet IP Address

6. All IP requests for the Ethernet devices connetiidtie 195Eg Station Router (Example #5) will nexede resolved by the
Network Router (Figure 37). Enter the default eo{@ateway) IP address for the Network Routerenlt®5Eg. Enter any
DNS server information and press tiextbutton. Figure 43.

T | =i

EST195E Web Configuration Manager

Wireless Modems

| |

Setup | &

Setup

Entarvaluas for the foliowing fields fo sef up the default route and DNS satffings

Mode of operation: Station Fouter

Enter default route IP address: |1 721618

Help

Tse DS chent services? 0 ¥es & o Help

Enter DNS domaint | Help

Enter primary DINS server IP address: I Help
Enter secondary DIS server IP address: | Help

Previous | MI

Figure 43:Default Route (Gateway) Address and DNS | nput

7. SelectCommit Changew® write the programming to Flash memory and rétimmModel 195Eg. When the reboot process has
completed (approximately 30 seconds) the modenbeitieady to place in operation.
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Example 6 — Mobile Vehicle #2 (Station Masquerade)

Review the Example Diagram #2 (Figure 2) and lotts#e€l 95Eg marked as Example 6. This ESTeem isexted to multiple
Ethernet devices in a mobile application and vélidonfigured Station Masquerade mode. In this nloeld 95Eg’s will gain
access to the wireless Ethernet canopy creatduebdcess Point and act as a firewall betweendhiees connected to the
Ethernet port and wireless network. Each of timeseorks will require a unique subnet to operatethis configuration the
Ethernet devices connected to the Station Masqedr@8Eg can access the wired LAN network, buthebther way around.
This mode could be used if the Remote PC connégtie Station Masquerade needed to access tmadhfeonnected to the
wired LAN), but did not want to be seen by otherdEhet devices on the network.

III EST195E Web Configuration Manager

Wireless Modemsa

Setup

Thislsthe main Setup Page. Select a mode of operation for the wirsless LAN unit from the
following fist.

Select Mode of Operation: |AP Masguerade: _'l Help
MNext

Figure 44:Station Masquerade Selection

1. Access the ESTeem Web page using your computettsBi@vser as per instructions in Chapter 4. S&etip from the
menu items. From the Select Mode of Operationgimn box , select Station Masquerade (Figure Ad)paish théNext
button below the pull down box.

Wireless Modems

III EST195E Web Configuration Manager

Too | Status | Log| 5evp | Advence

Setup

in the following fialds, select whether vou wigh fo use DHCFE client services or whether vou wish
configure @ DHCP server. Selacting “OfF will fake vou through a manual sefup of IF addresses
as opposed fo using DHCP services.

Addifionally, select whether vou want wiraless securlty feafures tumed on and enfer the sanvice
sef identifier (SS10) for the first wireless LAN device

Selected mode of operation:  Station Mascuerade

DHCP services on wireless interface: & Off Help
€ Client
€ Server
DHCF services on bridge interface. & Off
€ Clent
€ Server

Enter the SSID: !ESTeem Hel

© Mone
© WEP&4
Select an encryption type: & WEP128 Help
© WEPAFSE
© WPA Enterprise with PEAP

Prewious | EN

Figure 45:DHCP, SSID and Encryption Settings
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2. SelectYesif you would like to use DHCP services on eittrerwir eless or ethernet connections. Enter the SSID for you
802.11g network. The SSID is the unique identiiticafor your wireless network and all 802.11g desgithat share a wireless
network MUST have the same SSID code. This ideatibn code is case sensitive and must NOT costzces. Select the
encryption level for the wireless network to matoh level of the Access Point canopy. Referencergig5s.

EST195E Web Configuration Manager

Wireless Modems

Setup

Entar 13 hexadecimal byles, separated by colons, for each ofthe following 128-bit WEP keys and
select which key should be Used as the default WEP key These values are configured for the
wiralegs LAN device.

Encryption type:  128-Bit WEP for the wireless LAN dewice
Enter WEP Key 1

(13 hex bytes): I1 1:22:33:44:65:66:77:88:99:.00:8a:bhice Help
Enter WEP Eey 2
{13 hex bytes): I1 1:22:33:44:65:66:77:68:99:.00:8a:0h:cc
Enter WEP Key 3
(13 hex bytes): I1 1:22:33:44:55:66:77:685:99:00:aa:bb:cc
Enter WEF Eey 4
{13 hex bytes): !1 1:22:33:44:55:66:77.68:99:.00:aa:bh:cc
& WEP ey 1
€ WEF Eey 2
© WEP Eey 3
Select the default WEP key: € WEF Eey 4 Help

Frevious | Néxt'l
Figure 46:WEP Key Entry

3. Enter the WEP key values for your application thiditbe used by all devices on the wireless netwBéference Figure 46.

4. Refer to the IP address in Table 1 and entewthdess IP Address and IP Netmask for the Station RouRaference Figure
47.

EST195E Web Configuration Manager

Wireless Maodems

Setup

Entervaluas for the following fields far manual 1P selugp.

Mode of operation: Station Masquerade
DHCP Services: Off

Enter TP address for the wireless LA interface: |1 72.16.2.30 Help
Enter netmask for the wireless LA mterface: I255-255-D-D Help

Fresdious i [shext

Figure 47:Wireless IP Settings
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5. Refer to the IP address in Table 1 and enteetthe net IP address and IP netmask. Reference Figure 48.

Note: When configuring the Ethernet devices caiedketo the Station Router 195Eg, the ethernet kiress will betheir
Gateway address (Figure 37).

Wireless Modems

III EST195E Web Configuration Manager m

Enfervalues for the following figlds for manual IP setup of the wired bridging device.

Mode of operation: Station MMasquerade
DHCP Serwices: Of

Enter TP address for wired bridge device: i1 72.16.38.189 Help
Enter netmask for wired bridge device: I255-255-D-D Help

Previous | M

Figure 48:Wired Ethernet Interface

6. All'IP requests for the Ethernet devices connetti¢tle 195Eg Station Router (Example #5) will neelde resolved by the
Network Router (Figure 37). Enter the default eoi@ateway) IP address for the Network Routerenlt®bEg. Enter any
DNS server information and press textbutton. Figure 49.

EST195E Web Configuration Manager

Wireless Modems

Enfervalues for the following fields fo set up the default roufe and DNS zeffings

Wode of operation: Station Masquerade

Enter default route IP address: [1?21515— Help

Use DNS client serwices? © Yes & Mo Help

Enter DNS domait | Help

Enter pritary DI server IP address: | Help
Enter secondary DIS server IP address: | Help

Prewvious | Nextl

Figure 49:Default Route (Gateway) and DNS Input

7. SelectCommit Changet® write the programming to Flash memory and réliemModel 195Eg. When the reboot process has
completed (approximately 30 seconds) the modenbeilieady to place in operation.

Revised: 23 Jan 08 5-27 EST P/N AA107G





