CHAPTER 5
EXAMPLE CONFIGURATIONS

PROGRAMMING EXAMPLES

In this chapter we will demonstrate how to progthksmESTeem Model 195Eg for each of the operatindesio For a detailed
explanation of the modes, please refer to ChapdétHis manual. In the following examples we assuhat the modems have
been initially configured for IP Address, Net Maskg. and are ready for programming from the Md®&lEg’'s Web
Configuration Manager’s Setup Menu. The first eglametwork in Figure 1 consist of two wired Ethetrnetworks (Large Plant
LAN and Remote Building) that will be bridged tolget through a repeater site and have a direct pgzddinway. This same
wireless mesh canopy will provide wireless accedhée single PLC on the forklift (Example 4) ang ather 802.11g or 802.11b
devices.

HUB or Switch

10/100BaseT

Stand-Alone Repeater Site
Example #2
S/N: E-14002
1. WLAN MAC= 00:04:3F:00:09:05
with Repeater ;
Feature Enabled

Network
Router Y
(Required)

Plant Network
Large Wired LAN

Example #1

S/N: E-14001

WLAN MAC=00:04:3F:00:09:01

“ . Access Point Bridge
with Repeater
Feature Enabled

Remote Building
Small Ethernet Wired LAN
Example #3
S/N: E-14003
WLAN MAC=00:04:3F:00:09:10

yred Jojeadoy Arewld =

Mobile Vehicle 10/100BaseT
Single Ethernet Device  |' .~ _
Example #4 = '
S/N: 14004 Access Point Bridge

with Repeater
Feature Enabled

V

Figure 1: Programming Example #1 Diagram

The second example network in Figure 2 show hosotdigure the Model 195Eg if multiple Ethernet aea are connected to a
single ESTeem Model 195Eg. A separate networkesddor the connected hardware is required andeaonfigured for fixed
or dynamic IP (DHCP) addressing. The use of maltigtwork addresses will require that a netwotkaobe programmed for
each of the remote devices. As we learned in @hdpof this manual, the difference in the StaRmuter and the Station
Masquerade Mode will depend upon the required ahiditly of accessing the connected Ethernet dev@éise 195Eg. The
Station Router will allow devices on the Ethernat\Lto access these device and the Station Mascquevitlchot, very similar to a
firewall.
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Access Point Bridge
with Repeater
Feature Enabled

Documentation

Station Router Mode

Voice over IP

Mobile Vehicle #1
Multiple Ethernet Devices

Example #5
S/N: 14005

Ethernet Wired LAN

10/100BaseT

Network
Router
(Required)

Mobile Vehicle #2

Multiple Ethernet Devices
Example #6
S/N: 14006

Remote PC

Station Masquerade Mode

GPS

Figure 2: Programming Example #2 Diagram

The first step when configuring your wireless systeill be to document each Model 195Eg used iméterork. The following is
an example of the System Configuration Table (Gvabt- Starting Out) completed for the two exanalplications:

Modem_ID(Name)
/Operating Mode

Serial Number

IP Address

Ethernet MAC

WLAN MAC

Plant Network E-14001 Ethernet 172.17.2.1 00:04:3f:00:09:02 00:04:3f:00:09:01
AP_Router Wireless 172.16.2.1
Repeater E-14002 Bridge 172.16.2.5 00:04:3f:00:09:06 00:00(R09:05
AP_Bridge
Remote Building E-14003 Bridge 172.16.2.10 00:04:3f:00:09:11 0686@0:09:10
AP_Bridge
Forklift E-14004 N/A 00:04:3f:00:09:21 00:04:3f:00:09:20
EtherStation
Truck #1 E-14005 Wireless 172.16.2.2(Q 00:04:3f:00:09:26 00:04:3f:00:09:25
Station Router Ethernet 172.18.1.1
Truck #2 E-14006 Wireless 172.16.2.3(Q 00:04:3f:00:09:31 00:04:3f:00:09:30

Station Masquerade

Ethernet 172.19.1.1

Table 1: Example System Configuration Table
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Example 1 — Plant Network (Access Point Router with Repeater Enabled)

The ESTeem Model 195Eg configured as an Accesd Roiter will provide a separation between thedafjant network and
the Ethernet devices connected on the wirelessonletvil his mode of operation is most often usedwdennecting the wireless
system to a larger network to eliminate the Netwodadcast traffic from entering the wireless systéf Ethernet devices on the
Plant network want to access Ethenet devices owitbéess network, a network router is requiredeolve the IP conflict created
by having the wired and wireless networks on se¢paabnets.

Network Router (Required)
IP Address 172.17.1.1
Netmask 255.255.0.0

Routes for 172.16.X.X network use
gateway 172.17.2.1

Wired Ethernet Address 172.17.X.X
HUB or Switch Gateway Address = 172.17.1.1

10/100BaseT

Wireless Addresses 172.16.X.X
Gateway (Route) Address = 172.16.2.1

Ethernet IP Address = 172.17.2.1
Netmask = 255.255.0.0

Wireless IP Address = 172.16.2.1
Netmask = 255.255.0.0

Default Route = 172.17.1.1

Access Point Router with
Repeater Feature Enabled

\|
Plant Network

Note: Ethernet and

Wireless Networks Must Large Wired LAN
Be on Separate Subnets Example #1
S/N: E-14001

Ethernet MAC = 00:04:3F:00:09:02
WLAN MAC=00:04:3F:00:09:01

Figure 3: Access Point Router IP Addressing Example

1. Access the ESTeem Web page using your computerts Bv@wser as per instructions in Chapter 4. S&etup from the
menu items. From the Select Mode of Operation gmiin box , select AP Router (Figure 4) and pushNBxt button
below the pull down box.

EST195E Web Configuration Manager

Wireless Modems

This is the main Setup Page. Select a mode of operaiion for the wirefess LAN unit from the
foifowing iist

Select Mode of Operation: m Help

IHext

Figure 4: Access Point Router Setup Screen
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Note: Throughout the Configuration Manager are H8lireens that can accessed for further informatioreach item.

2. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for tRgher net device. If you want to
enter a static IP address for the Model 195Eg¢ct€lff and press thidextbutton. For our example, we have fixed IP
addresses and will select Off. For more infornmatia the operation and configuration of DHCP, maaser to Appendix C —
Interface Ports. Reference Figure 5.

EST195E Web Configuration Manager m
Whreleas Modems

Setup

Select whether vou wish fo use DHCRP client services or whelher vou wish confioure 8 DHCP
server. Selecting "Mone” will take vou through a manual setup of IP addresses as opposed fo
using DHCP senvices.

Zelected mode of operation: AT Eouter

DHCP zervices on the ethernet interface: & Mone Help
© Client
© Server

Prewvious | M

Figure 5: DHCP Ethernet Port

3. Refer to the site documentation (Table 1) and @htetP Address and IP Netmask for the Model 19&&EtheEther net port.
Reference Figure 6.

EST195E Web Configuration Manager m
\Wireleas Modems

Enter valuas for the folfowing fields for manual IP sefup.

Iode of operation: AP Fouter
DHCP Serwices; Of

Enter IP address for ethernet device: |1 721721
Enter netmask for ethernet device: |255-255-U-U
Frevious | It

i3

&

Figure 6: Ethernet IP Addressing
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4. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for théir eless device. If you want to
enter a static IP address for the Model 195Egct€lff and press thidextbutton. For our example, we have fixed IP

addresses and will select Off. For more infornmatia the operation and configuration of DHCP, meaaser to Appendix C —
Interface Ports. Reference Figure 7.

EST195E Web Configuration Manager

Wireless Modems

Setup

Select whether you wish fo use DHCP client services or whelher yvou wish configure 8 DHCP
sarver. Selacting “Mona” will fake vou through a manual setup of IP addresses as opposad fo
using DHCP services.

Zelected mode of operation: AP Router

DHCP services on the wireless bridge imterface: @& one Help
© Client
' Server

Presdous | Mext

Figure 7: DHCP Wireless Port

5. Refer to the site documentation (Table 1) and éhtetP Address and IP Netmask for the Model 19&&theWir eless port.
Reference Figure 8.

EST195E Web Configuration Manager m
Wireless Modema

Entervalues for the following fields for manual IF setup of the wireless bridging device,

Mode of operation: AP Eouter
DHCF Services: Of

Enter TP address for wireless bridge dewice: |1 721821
Enter netrnask for wireless bridge device: |255-255-U-U
Previous | Na)dl

3

3

Figure 8: Wireless IP Address
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6. Enter the default route (Gateway) address for #teark. This AP Router 195Eg will use the NetwBduter for address
resolution (Figure 3). Enter the IP address ferNletwork Router and any DNS server informatidryol are not connecting
the Model 195Eg to the Internet, leave blank amgpthéNextbutton. Figure 9.

EST195E Web Configuration Manager

Wireless Maodems

Setup

Enter values for the following fields fo sef up the default rouls and DNS seffings

Mlode of operation; AP Eouter

Enter default route IP address: |1 721711

Help

Use DS client services? © Yes & Mo Help

Enter DN domain: | Help

Enter primary DIS server IF address: | Help
Enter secondary DS server IP address: | Help

Presious | Nex’tl

Figure 9: Wireless Security Level Settings
7. SelectYesif you will be using security for client accessytmur wireless network (recommened).

NOTE: The setting of this security level is ONLiYcl@nt access to the Model 195Eg. The secufith® Bridge
communication between the Model 195Eg’s is sepamatewill be configured during the repeater configtion.

Enter the SSID for your 802.11g network. The SSiEhe unique identification for your wireless netkvand all 802.11g
devices that share a wireless network MUST havedhee SSID code. This identification code is casssitive and must
NOT contain spaces. Reference Figure 10.

EST195E Web Configuration Manager

Wireless Modems

z| Setup I; d

Setup

inthe foliowing fieids, seiect whether you want wireless secutity features turned on and entar the
service set Identifier (SSI0) that will be common to ail wirelass LAN devicas.

Selected mode of operation: AP Fouter

Turn on wireless security features? & Yes Help
© Mo
Enter the S5ID: [ESTeem Help

Prewvious | M

Figure 10: WEP Key Entry
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8. Select the encryption level for the wireless clizetess to the network. For further informatiorirendifferent levels of
security, please refer to Appendix E — Securitthisf User's Manual. If you would like to hide tB&ID from broadcasting
from the Access Point and would like to discarditeadcast probes selétts. If Yes is selected the Model 195Eg will no
longer send out periodic SSID radio beacons thabeadentified with 802.11b network scanning safev The users of the
network will have to know the SSID to enter thenmk and security is increased, but if you want$i$D to be broadcast to
the network for easy identification then selot In our example, we will be using mobile cliewith 128 bit WEP.
Reference Figure 11.

EST195E Web Configuration Manager

Wireless Maodems

Entarsalact values for the following fislds to sef up wirsless security features.

© Mone
© WEF 64-bit
Select an encryption type: & WEP 128-bit Help
© WPA PSK
' WPA Enterprise
Hide Beacon 3510 © Yes Help

and Discard Broadcast Probes? & o

Frewvious l Nﬂl

Figure 11: Security Selection

9. Enter the WEP key values for your application thifitbe used by all devices on the wireless netwBéference Figure 12.

EST195E Web Configuration Manager

Wireless Modems

Enfar 13 hexadecimal byles, separated by colons, for each of ihe following 128-bit WEF kevs
and select which key should be Lsed as the defaulf WEP key. These values are effective for all
wireless LAN devices.

Encryption type:  128-Bit WEP for ALL wireless LA devices

Enter WEP Eey 1
(13 hex bytes): I11:22:33 44:55:66:77:00:99:00:a0:bbico

&f

Enter WEP Eey 2
(13 hex bytes): I11:22:33 4450667 7:85:99.00:aa:bbce

Enter WEP Eey 2
(13 hex bytes): [11:22:334455:66:77.88:99.00:aabb:cc

Enter WEP Eey 4
(13 hex bytes): i11:22:33 44:55:66:77:00:99:00:a0bbico

& WEFP Eey 1
0 WEP Key 2
© WEP Eey 3
© WEP Key 4

Frewvious | M

Select the default WEP key:

&f

Figure 12: WEP Key Input Screen
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10.Enter the values for the Access Control List (ACILhis is a configurable MAC filter that can be &eallow or deny specific
wireless MAC address to the network. This featsifarther explained in Appendix E — Security.olr example we will not

use the ACL. Reference Figure 13.

EST195E Web Configuration Manager

Wireless Modama

Enter the appropriate values in the fields below for configuring MAC Address Authentication. If
alfow _ail I seleclad, the MACs in the accass controf list are lghored.

Choose one of the following MAC address authentication modes:
& allow all Help
C allow only those client MACs in the list below
€ deny only those client MACs in the list below

Enter MAT address: | Add MAC 1o Access Control List
Arcess Control List: Femowe MALC |

Femove ALL MACs |

To remove a MAC address from the access
control fist, select the MAC io remove and
click the Remove MAC button. To remove
all MAC addresses fromi the list, click the

Rermove ALL MACs.

Frewvious | M

Figure 13: Access Control List Settings

11.Select the frequency channel of operation. AlléssxcPoints in the same Repeater Peer network méedon the same radio
frequency channel. See Appendix D — Radio Condigium for help in selecting the frequency chanReference Figure 14.

Wireless Modems

III EST195E Web Configuration Manager

i

Top | Status | Log| Setup

Setup

Selact the channel for the wirsless LAN device fo operale on. The first dispiayad number in the
liskis the channel, and the second is the channel frequency in MHz.

Select a channel, |6 (2437 MHz) ~ Help

Frewvious | M

Figure 14: Radio Channel Selection

Revised: 23 Jan 08 5-8 EST P/N AA107G



CHAPTER 5
EXAMPLE CONFIGURATIONS

12.The Repeater Peer Table (Figure 15) identifieswilodel 195Eg’s will bridge wireless Ethernet conmication. Only other
Access Point Repeaters need to be listedhaolodel 195Eg’s in client modes. Multiple linksthe same destination will
provide a backup pathway (Mesh Network) if the iynpathway is lost. Looking at the system layonugigure 1, both the
repeater site and the direct link will be listeging) the System Configuration Table (Table 1) gside, enter the Wireless
(WLAN) MAC address for the 195Eg’s that will communicate with Access Point Router (Example 1) starting tigh
primary repeater path through the stand-alone tepea

III EST195E Web Configuration Manager m
| \Wireless Modems
(Top| Stats | Log | Serup | Advanced | Backup | Restore | SoftwareUpdate | Reboot | Abow

Setup

Select whathar fo enable repeater capability. [fthe repeater capability Is disabied, the pesriistis ignored. ifihe
repoater capahilify is enablad, then a link is astablished with sach pesrin the list.

You may add a peer to the isl remove an exisling peer or modify an exisiing peer by clicking the appropriale
hutton befow

The following configurafions are for the wirsless LAN device.

Enable the repeater capability? © Yes Help
& Mo
. © Yes
Set as root bridge?
g & Mo
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable

Repeater Peer List: Add

Femave |
Madity |

Frewvious | MMt

Figure 15: Blank Repeater Table

The communication link through repeater site isttbst radio path from the Plant Network to the RenBuilding and we
want this link to be the primary repeater routéie T95Eg follows the same networking “rules” as atier Ethernet device
and if we made no changes to the default pathatd€10 the lowest path cost would be directly ® Remote Building (Direct
=100, Repeater = 200 (100+100)). To configurel®eEg to select the repeater as the primary f@atio the direct link’s
path cost must be greater than the cost througtepeater link (any number greater than 200). \Wleset the path cost at 201
for the direct link, making the repeater link a @vpath cost and thus the primary pathway. Phessdd button to enter the
first repeater link to the Repeater Peer List aigdrié 16 will be displayed.

Note: For a more complete description on configurgpeater routes, see Chapter 6 — Repeating Egatur
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First Repeater Link

Enter the Wireless (WLAN) MA@ddress of the stand-alone repeater site andathecpst for this link will stay at the default
value at 100. Select the level of Encryption fas tommunication link. The encryption levels tloe repeater peer link must
be the same on both sides, but is completely inttkpe from the Encryption level for the client e&sséo the network. For
consistency in our example, we will also use 128/BEP Encryption for the Repeater Peer link. Bettihe link data rate to
Dynamic will allow all data rates from 1 Mbps to BWbps to be used. Verify the Repeater Link iged&inable and press the
Create Repeater Peer Button.

EST195E Web Configuration Manager

Wireless Modems

25 - ﬁﬁﬂﬁﬂ; .
Setup - Add a Repeater Peer

To add a new repealer peer for the first wireless LAN inferface, enler the MAC address, the porl prionty, the por cost, the
key type, tha key and the rafs saf and click the “Croate Repeatar Pear” bution

Enter the MAC address: |00:04:31.00:09:05 Enter the 48-bif MAC address of the repeater
peer.
Enter the port path cost: [100 Enier the bridge port path costfor this link. (1-
G5535)
Select the encryption type: € Mone Select the repealer link enervplion meithod.
© TWEP 64-bit Nafe: the encryption meihod and key sefting
& WEP 128-bit must be the same on both repeater pears.
© TEIP
Enter the encryption key: [11.22:33 44.55:66:77:88: Enter the encryption key as a sequence of

hexadecimal bvias (8 g Oa:0b o 2d 3a8) Key
length: None=0 btes, WEPG4=5 bytes,
WER 128=13byfas, TKIP=32 byles.

Allow dynamic rate selection or select a
specific data rate for this link fa use. Itis
recommended, but nof required, that the rate
seleclions be the same on both pears.

Select link data rate:

Enable link: & Enable Fnahle or disable the rapealer pear link
© Disable Enable must be selected for the repeafers o
communicate

Return to Repeater Setup I Create Repeater Peer

Figure 16: First (Primary) Repeater Link
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Second Repeater Link (Direct Path)

Press the Add button a second time (Figurel5) andd=17 will be displayed. Enter the Wireless (&) MAC address of
the Remote Building and set the path cost forlithiksto a value of 201. Select the level of Endigp for this communication
link. The encryption levels for the repeater gedr must be the same on both sides, but is corlgletdependent from the
Encryption level for the client access to the nekwd-or consistency in our example, we will alse 128-Bit WEP Encryption
for the Repeater Peer link. Setting the link data to Dynamic will allow all data rates from 1 pdbto 54 Mbps to be used.
Verify the Repeater Link is set to Enable and pties€reate Repeater Peer Button.

Wireless Modems

I EST195E Web Configuration Manager

[ e e v e
Setup - Add a Repeater Peer

To add a new repeater peer for the first wireless LAN inferface, enter the MAC address, the por prionity, the port cost, the
ke fvpe, the key and ihe rale set and click the "Craale Repeater Pear” bufion.

Enter the MAC address: [00:04;3£00:09:10 Enfarthe 48-bif MAC address ofthe repeater
pesr.
Enter the port path cost: [201 Enferthe bridge port path cost for this link. (1-
65535)
Select the encryption type: ¢ None Selact the repsater ink encryplion method.
© WEP &4-bit Note: the encryplion method and key sefling
& WED 128-bit must be the same on hoth repeater pesrs.
 TEIP
Enter the encryption key: [11.22:33:44:55.66:77:88: Enterthe encryption key as @ sequance of

hexadecimal byfes fe.g. Oa:0b: 10 2d:38) Key
isngth: Nona=0 byfas, WEPG4=5 hyles,
WEP128=13byies, TKIP=32 byles.

Allow dynamic rate selection or select a
specific data rate forthis link fo uss. ifls
recommended, buf nof required, that the rafe
aelections be the same on both peers.

Select link data rate:

Enable link: & Enable Enabis or disabis the rapaaler peer link.
© Disable Enabig must be selected for the repealers lo
communicate.
Feturn to Repeater Setup I Create Repeater Pear

Figure 17: Second (Backup) Repeater Link
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Figure 18 displays the complete repeater peewilistboth repeater peer entries. Set Enable repeapability toyesand to
both repeater paths. This Access Point Router d 85&Iso the primary data path for all Etherregfitr on the network and
will also need to be configured as the Root Bridéyess thé&lextbutton to continue.

EST195E Web Configuration Manager m
Wireless Modems

Setup

Select whether to enable repeater capability. If the repeater capability is disabled, the peeriist is ignored. If the repeater
capabilily is enabled, then a link is esiablished with each peerin the lisi

Yau may add a peear fo the lis, remaove an existing peer ar modify an existing peer by clicking the appropriate bufton
helow.

The following configurations are for the wirelass LAN device.

Enable the repeater capability? & Yes Help
© Heo
@ Yes
Set as root bridge?
8 © Mo
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
IR0 S S Y S Rt 00 : 04:3F:00:09: 058 128 WEP128 Dynamic true Acld
00:04:3£:00:09:10 128 201 WEP128 Dynamic true
Remove |
Iy |
Prewvious I Next

Figure 18: Completed Repeater Peer List

13.Figure 19 will be displayed. If no further changes necessary to the modem, you can commit thregelahat will then be
saved and the modem rebooted.

EST195E Web Configuration Manager

Wireless Modems

Setup

To permanently commit your changes, click on the "Commit Changes” bution below
Onee the changes have been parmanently saved, the system will rahaof with the new saffings In effect

Frewious Commit Changes Go To Advanced Setup Cancel I

Figure 19: Commit Changes
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Example 2 — Stand Alone Repeater (Access Point Brid  ge with Repeater Enabled)

Review the example diagram, Figure 1, and locatd 8b5Eg marked as Example #2. This ESTeem is i) by two other
Model 195Eg’s as a repeater but is not connected tthernet network. This modem should be corddjfor Access Point
Bridge mode.

1. Access the ESTeem Web page using your computefsBk@vser as per instructions in Chapter 4. S&8ettip from the
menu items. From the Select Mode of Operationgmwn box , select AP Bridge (Figure 20) and pagtiNiextbutton below
the pull down box.

Wifreless Modems

III EST195E Web Configuration Manager m

This iz the main Setup Page. Select a mode of operation forihe wireless LAN unit from the
falfawing list

Select Mode of Cperation: |AP Briclge j Help
[Next

Figure 20: Access Point Bridge

2. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for the 195Hf)you want to enter a
static IP address for the Model 195Eg, select @df gress the Next button. For our example, we figgd IP addresses and
will select Off. Reference Figure 21.

III EST195E Web Configuration Manager m

Wireless Modems

Setup

Selact whether vou wish fo use DHCP client sernvices or whether vou wish configure @ DHCP
senvar Selecting "None® will take you through a manual sefup of [P addresses as opposed io
using DHCF services.

Selected mode of operation: AP Bridge

DHCFT services on the bndge interface: & None Help
© Client
O Server

Previous | [N et

Figure 21: DHCP Configuration
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3. Enter thebridge IP Address and IP Netmask for the Model 195Eg. Wiblnotice that for the 195Eg in AP Bridge modayo
a single IP address in entered. Both the eth&Pretd wireless IP addresses will be the sameeibidge mode. Reference
Figure 22.

EST195E Web Configuration Manager

Wireless Modems

Entarvaiuas for the folfowing fisids for manual 1P sefup of the bridging device.

Mode of operation: AP Bridge
DHCP Services; Off

Enter IP address for bridge device: |1 721625 Help
Enter nietmask for bridge device: |255-255-U-D Help

Previous: | M

Figure 22: Bridge IP Addresses

4. Enter the default route (Gateway) address for éteark. For Ethernet devices on the wireless nét{l® 172.16.X.X — See
Figure 3), the AP Router 195Eg will be the gatewanter thewireless IP address for the AP Router 195Eg (configured in
Example 1) and any DNS server information. If goe not connecting the Model 195Eg to the Intetaat/e blank and press
theNextbutton. Figure 23.

EST195E Web Configuration Manager m
Whireleas Modems

Setup

Enter values for the following fislds o set up the default route and DNS sstfings

Iode of operation: AT Bridge

Enter default route TP address: I1 721621

Help
Use DS chent services? € Yeg Help
® Mo
Enter DNS domain | Help
Enter primary DS server IP address; I Help
Enter secondary DNS server IP address: | Help
Previous | M

Figure 23: Default Route (Gateway) and DNS Configur  ation
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5. SelectYesif you will be using security for your wirelesstierk (recommened).

NOTE: The setting of this security level is ONLYcl@nt access to the Model 195Eg. The secufith® Bridge
communication between the Model 195Eg’s is sepamadewill be configured during the repeater configtion.

Enter the SSID for your 802.11g network. The SSiEhe unique identification for your wireless netkvand all 802.11g
devices that share a wireless network MUST havedhee SSID code. This identification code is casssitive and must
NOT contain spaces. Reference Figure 24.

III EST195E Web Configuration Manager

Wireless Modems

inthe following fieids, sefect whether vou want wireiess securify features furned on and enfer the
service sel identifier (SSI0) that will be common to all wireless LAN devices.

Selected mode of operation: AP Bridge

Turm on wireless security features? & Yes Help
< o
Enter the S3ID; [ESTeem Help

Previous | M

Figure 24: Security and SSID Configuration

6. Select the encryption level for client access éowireless network. For further information on dliéerent levels of security,
please refer to Appendix E — Security of this Uséfanual. If you would like to hide the SSID frdmoadcasting from the
Access Point seledtes. If Yes is selected the Model 195Eg will not send periodic SSID radio beacons that can be
identified with 802.11b network scanning softwaldie users of the network will have to know the[3&l enter the network
and security is increased, but if you want the S8IDe broadcast to the network for easy identiboethen seledio. The
195Eg can also be configured to discard the pretpeasts from 802.119 clients. If desired, setddiBroadcast Probes to
Yes. In our example, we will be using mobile dgewith 128 bit WEP. Reference Figure 25.

Wireleas Modems

II EST195E Web Configuration Manager

Setup

Enter/salect values for the following fislds to set up wireless secunty fealures.

 None
© WEP 64-bit
Select an encryption type: & WEP 128-bit Help
© WEAPSK
WP A Enterprise

Hide Beacon 3310 O Yes Help
and Discard Broadcast Probes? & Mo

Previous | M

Figure 25: Encryption Level Selection
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CHAPTER 5
EXAMPLE CONFIGURATIONS

7. Enter the WEP key values for your application thiitbe used by all devices on the wireless netwBéference Figure 26.

EST195E Web Configuration Manager

Wireless Modems

Setup

Entar 13 haxadacimal byles, separated by colons, foreach of the following 128-bit WEP keys and
select which key should be Lsed as the default WEF key. These values are effective for all
wiralass LAN devices.

Encryption type: 128-Bit WEP for ATL wireless LA devices

Enter WEP Eey 1
(13 hex bytes); i11:22:33:44:55:66:??:88:99:00:aa:bb:cc Help

Enter WEP Eey 2
(13 hex bytes): I11:22:33:44:55:66:??:88:99:00:aa:bb:cc

Enter WEP Eey 3
{13 hex bytes): h1'22'33'44'55'EE'??'BB'QH'DD'aa'hh'CC

Enter WEFP Kev 4
{13 hex bytes): !11:22:33:44:55:66:??:88:99:00:aa:bb:cc

& WEF Key 1
i WEP Key 2
© WEP Key 3
© WEF Key 4

Previous | M

Select the default WEP key:

Figure 26: WEP Key Entry
8. Enter the values for the Access Control List (ACILhis is a configurable MAC filter that can be seallow or deny specific

wireless MAC address to the network. This feaisifarther explained in Appendix E — Security.olr example we will not
use the ACL. Reference Figure 27.

EST195E Web Configuration Manager m
Wireless Modems

Enfer the appropriale values in the fields below for configuring MAC Address Authenfication. [T
allow_all s selscled, the MACS in the access confral lisf are ignored.

Choose one of the following WAC address authentication modes:

& allow all Help
© allow only those client MATs in the list below
© deny only those client WMACs in the list below

Enter MAC address: | Add MAC to Access Control List
Access Control List Bemove MAC |

Remove ALL MACs |
To remove a MAC address from the access
controd st select the MAC io remove and
click the Remave MAC bution. To remove
all MAC addresses fromt the list, click the
Remave ALL MACs.

Previous I Nﬂl

Figure 27: ACL Configuration
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CHAPTER 5
EXAMPLE CONFIGURATIONS

9. Select the frequency channel of operation. All@sscPoints in the same Repeater Peer network méedon the same radio
frequency channel. See Appendix D — Radio Conrditipm for help in selecting the frequency chanReference Figure 28.

Wireless Modema

III EST195E Web Configuration Manager

Setup

Selectthe channelfor the wirgless LAN device lo operale on. The first displayed number in the
listis the channel and the second s the channel frequency in MHz.

Select a channel: |5 (2437 MHz) '] Help
Frevious | Mext

Figure 28: Channel Configuration

10.The Repeater Peer Table identifies which Model 1@5till bridge wireless Ethernet communication.Yoother Access
Point Repeaters need to be listedthetModel 195Eg’s in client modes. Looking at $lgstem layout in Figure 1 and what we
discussed in Example 1, both the Plant Network5EPand the Remote Building's 195Eg will be liskgdtheir wireless
(WLAN) MAC (Figure 29). There is only a single radio conioecpath to the other two 195Eg’s in the networke path
cost only effects redundant links in the netwoidt @pplicable to the repeater) and will be lefiefiault. Enter the WLAN
MAC addresses for the other two Access Points aeskghéNextbutton to continue.

11.Select Commit Changes to write the programminddst=memory and reboot the Model 195Eg. Wheneheat process has
completed (approximately 30 seconds) the modenbeitieady to place in operation.

EST195E Web Configuration Manager

Wireless Modems

Setup

Select whether fo enable repeater capabiiity, If the repeater capability is disabled, the peer list is ignorad. Ifthe
repeater capability s snabled, then a link Is estabiished with each peer in the list.

You may add a peer fo the lisf, remove an exisfing peer or modify an existing peer by clicking the appropriate
butfon below.

The following configuralions are for the wireless LAN device.

Enable the repeater capability? & Teg Help
' Mo
. O Tes
Set as root bridge?
g ® Mo
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
LENEEUCI S SR 00: 04: 3£:00:09: 01 128 WEP128 Dynamic true Add
00:04:3£:00:09:10 128 100 WEP128 Dynamic true
Remove |
Moify |

Frevious | INexd

Figure 29: Repeater Configuration
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