ANTENNA SETUPS

ASSEMBLING THE AA195PM TWO HOLE OUTDOOR POLE MOUNTING KIT

The AA195PM mounting kit contains everything reqdifor pole mounting and weatherproofing the ESTikkdel 195E for
outdoor installations. The 195E with AA195PM moagtkit can be directly mounted to a round pole fth@6” to a diameter of
2.25” OD. Any mounting structure greater than@juires hose clamp strapping run through the PolentBrackets. The

mounting kit requires the following assembly:
Figure 1: Packet Box Contents

1. If you purchased an AA195PM mounting kit with yddodel 195E, the kit will be packed in the same jpaglox as the
ESTeem (Figure 1).

(2) Pole Mount Brackets

': M Fae Plate Cover Ll il 95M DRRlATS

2. Remove and inventory the two (2) Pole Mounting Rets, one (1) Two-Hole Face Plate Cover (with singbrt cover
installed), one (1) Heat Shield and (1) AA195PM dieare bag from the packing box (Figure 1). Repost missing or
damaged items to ESTeem Customer Support (509-028-Phone) as soon as possible for replacement.

(2) Square Bend U-Bolts with Hardware

P
| f( | B |
| | -
f { ‘ (2) Pole Mount Clamps
- i . =
(4) 10-24 Pan Screws (1) Weather Proof

Boot for Antenna

=i = Port B (if not used) l l l\
(2) Direct Mount Antenna Boots for ESTeem

(2) Ethernet Approved Direct Mount Antenna Only
Cable Boot Figure2: AA195PM Hardware Contents
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ANTENNA SETUPS

3. Inventory the AA195PM Hardware bag for all the caments listed in Figure 2.

4. Assemble the two Pole Mounting Brackets with ttetuded U-bolts, hardware and Pole Mount Clampdereace Figure 3.

Figure 3: Pole M ount Assembly

5. Place the four supplied 10-24 x 1" Phillips Pan éHserews through the mounting holes of the Heatl&kind attach to the to
the top of the ESTeem 195E (Figure 4).

195E Series

¥ status { )

Reset
Rx Tx

Figure 4: Heat Shield Attachment
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ANTENNA SETUPS

6. Attach the two Pole Mounting Brackets to the ESTé&&wmdel 195E with the 10-24 x 1” Phillips Pan Headesvs through the

Figure5: Pole M ount Connection to Case
(Heat Shield Removed for Detail)
top of the heat shield. Reference Figure 5 (Hhel&removed for detail).

7. Assemble the outdoor rated CAT-5e Ethernet cabi¢ B¥ovided) with the supplied Ethernet Cable B&@ure 6).

Ethernet Cable Boot

Figure 6: Ethernet Cable Assembly

8. Feed the CAT-5e Ethernet connector(s) through tiee FPlate Cover and secure the Ethernet Cable Baibe cover.
Reference Figure 7NOTE: The Ethernet cable boot must be installed before the RJ-45 end isinstalled. If using the ESTeem
AA09.1 outdoor Ethernet cable, verify that the Ethernet cable boot end is routed toward the ESTeem 195E.

Revised: 11 Aug 08 8-5 EST P/N AA107D



ANTENNA SETUPS
Remove for " Cable
9. Route the CAT-5e Ethernet cable through the mofieain-relief fins in the Face Plate Cover (Fig8fdo secure the cable

Face Plate Cover /
Ethernet Cable Boots
and provide strain-relief for the connector. I§econd Ethernet cable is installed, remove thenseport cover and route

Second Port Cover
Figure7: Ethernet Cable Routing
cable.

Figure 8: Face Plate Cover Strain Relief

10. Plug the CAT-5e Ethernet cable to the Model 19%Hernet port and secure the Face Plate Coverthdgtlattached thumb
screw. Verify that the weatherproof seal on theeHalate Cover is sealed against the outer ritneoftodel 195E. Reference

Figure 9.

Figure 9: Face Plate Cover Installed on ESTeem
11. Attach the antenna connector boots as show in &igj@rfor either dual attached antennas or extamehnas. You are now
ready to mount the ESTeem Model 195E

Revised: 11 Aug 08 8-6 EST P/N AA107D
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-3

EST Approved Direct Mount

\ Antenna Only /

ST Approved Externa
Antenna With Factory
Installed Boot

Weather Proof Boot
4/NOTE: Remove Plast
Connector Cover

Before Installation

face Towards The
‘ South
(North America)

e o

Figure 10: Completed AA195PM M ounts

Caution: Outdoor mounting of the 195E requires the use of weatherproof boots. | mproper installation
could resultin radio failure.

Caution: Always mount the 195E vertically with the antenna ports on top.
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ANTENNA SETUPS

Model 195Ed with Direct Mount
Antenna and Surge Protection

Omni-Directional Antenna
EST P/N
AA20DMES

Antenna Port A
* Weatherproof Boot—>

% Direct Pole Mount
Pole Mounting Kit

* Pole Mounting / AAE:LSQ;)-IS—F?I\//IN
Brackets
(not shown)\
% Weatherproof RS-232

Front Cover ESTeem Resources Programming
EST Part No. AA109 |nterface Cable

* Weatherproof Boot —» EST Part No.

______________________________________________

RS-232C
Serial Interface

Cable RS-232, RJ-45/DB9F
EST P/N AA0621.1

Serial Interface Cable
EST P/N AA09.1
ft. maximum)

Ethernet Surge

Protection
EST PIN POE Supply

T - ESTPIN  Ethernet LAN

Interface Cable

T 100-250 VAC

POE Cable
EST P/N AA09.1] —MM»
(300 ft. maximum)

50-60 Hz

Caution: Always mount the 195Ed vertically with the antenna ports on top.

Revised: 11 Aug 08 8-8 EST P/N AA107D



CHAPTER 8
ANTENNA SETUPS

Model 195Ed
with External Mount Antennas

Omni-Directional Antenna
fwith 36 in. pigtail)
EST PIM AAZOES900

Weatherproof
Boot

Directional Antenna
(niith 36 in. pigtail)

EST PIM AAZOZESS00
Antenna Port A

Y Weatherproof Boot —»

* Pole Mounting /

Brackets

{not shown) ey

Direct Pole Mount

¥ Pole Mounting Kit
EST PIN AA195PM

% Weatherproof
Front Cover

RS-232
ESTeem Resources Programming
EST PartMo. AR109  Interface Cahle

* Weatherproof Boot —»
EST Part Mo, AA0621.1

RS 232C
Serial Interface Cable

. Adapter, RBJ45F/DBIF
Serial Interface Cahle %
e Sl S
(50 1. maximum)
POE Cable

ESTRIMN 25091 ————»
(300 . maximum)

POE Supply
EST PN AATTS Ethernet LAN

Interface Cahle
-+ b
100-250 WVAC
50-60 Hz

In Building !

Caution: Always mount the 195Ed vertically with the antenna ports on top.
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Model 195Ed with External Mount
Antennas and Surge Protection

Omni-Directional Antenna
fwith 36 in. pigtail)
EST P/ AAZ0DESS00

Weatherproof
Boot

Directional Antenna
fwith 36 in. pigtail)

Antenna Port A EST RN AAZO3E=900

W Weatherproof Boot—

% Pole Mounting /

Brackets

{not shown) ey

Direct Pole Mount

% Pole Mounting Kit
EST PiM AAT195FM

* Weatherproof
Front Cover

R5.232
ESTeem Resources Programming
EST FartMo. AA109  Interface Cable

* Weatherproof Boot —» EAT R et

RS232C
Serial Interface Cahle

Cahle RS-232, RJ-45/0B9F
EST PN AADEZ21.1

Serial Interface Cable
EST P/ AADY.1 /
(50 ft. maximum)
Ethernet Surge

Protection
POE Supply
RSiRRkRAlbD EST P A2175  Ethernet LAN

i : Interface Cahle
o ] -1—.-!
i
\—4‘; 100-250 VAC :
L 50.60 Hz :
b 1

In Building |

POE Cable
ESTP/N AADH] ————————
(300 . maximom)

Earth Ground

i
i
i
i
[l
[l
1
[l
i
i
i
L

Caution: Always mount the 195Ed vertically with the antenna ports on top.
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ANTENNA SETUPS

FRESNEL ZONE

! R(ft) = Fresnel Zone Radius

d1 (miles) —>|47 d2 (miles)

Obstruction

SEEEEEER

The Fresnel zone shows the ellipsoid spread afitie waves around the visual line-of-sight afteytleave the antenna (see
figure above). This area must be clear of obsbmstor the signal strength will be reduced dusigoal blockage. Typically,
20% Fresnel Zone blockage introduces little si¢gped to the link. Beyond 40% blockage, signal leisbecome significant.
This calculation is based orflat earth. It does not take into account the curvature efethrth. It is recommended for RF path
links greater than 7 miles to have a microwave patiysis done that takes the curvature of thé ead the topography of the
terrain into account.

Fresnel Zone Radius =72.1 SQRT [(d1d2) / (F(dR)}

Units

Fresnel Zone Radius in feet.
d1 and d2 in statue miles
Fin GHz
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ESTEEM

APPENDIX A
FCC-DOC INFORMATION

INFORMATION TO USERS

The ESTeem Model 195Ed complies with Part 15 of the
FCC Rules. Operation is subject to the followiwg t
conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any
interference received, including interference thay
cause undesired operation.

This Class A digital apparatus complies with Caaadi
ICES-003. (Cet appareil numérique de la classet A es
conforme a la norme NMB-003 du Canada.)

Noteto User:

Changes or modifications to this equipment not esgly
approved by Electronic Systems Technology for
compliance could void the user's authority to opettae
equipment.

Other Information

M odel 195Ed
Direct Sequence/OFDM Spread Spectrum Device
(USA) FCC ID:ENPESTEEM 195ED

(Canada) IC No1457-195ED

The equipment has been tested and found to conighiytive limits for a Class A digital device, puratigo Part 15 of the FCC
Rules. These limits are designed to provide resserprotection against harmful interference wihengquipment is operated in a
commercial environment. This equipment generatas, and can radiate radio frequency energy famat, installed and used in
accordance with the instruction manual, may caasaful interference to radio communications. Openeof this equipment in a
residential area is likely to cause harmful intexfee in which case the user will be required toea the interference at his own

expense.

Operation is subject to the following two condigofil) this device may not cause interference(2nthis device must accept any
interference, including interference that may caustesired operation of the device.

Revised: 11 Aug 08
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ESTEEM

APPENDIX A

FCC-DOC INFORMATION

FEDERAL COMMUNICATIONS COMMISSION FIELD OFFICES

ALASKA

1011 E. Tudor Rd.

Rm 240 Box 2955
Anchorage, AK 99510

CALIFORNIA

Interstate Office Park

4542 Ruffner St., Room 370
San Diego, CA 92111-2216

Los Angeles Office (LA)

Ceritos Corporate Tower

18000 Studebaker Rd., Room 660
Cerritos, CA 90701-3684

San Francisco Office (SF)
5653 Stoneridge Drive, Suite 105
Pleasanton, CA 94588-8543

COLORADO

Denver Office (DV)

215 S. Wadsworth Blvd., Suite 303
Lakewood, CO 80226-1544

FLORIDA

919 Federal Bldg
51 SE First Ave.
Miami, FL 33130

Tampa Office (TP)
2203 N. Lois Ave., Room 1215
Tampa, FL 33607-2356

GEORGIA

Atlanta Office (AT)

3575 Koger Blvd., Suite 320
Duluth, GA 30096-4958

HAWAII

7304 Prince Kuhi
Federal Building
Honolulu, HI

ILLINOIS

Chicago Office (CG)

Park Ridge Office Ctr., Room 306
1550 Northwest Highway

Park Ridge, IL 60068-1460

LOUISIANA

New Orleans Office (OR)
2424 Edenborn Ave. Suite 460
Metarie, LA 70001

MARYLAND
1017 Geo. Fallon
Building 31
Hopkins Plaza
Baltimore, MD

MASSACHUSETTS
Boston Office (BS)

1 Batterymarch Park
Quincy, MA 02169-7495

MICHIGAN

Detroit Office (DT)

24897 Hathaway Street
Farmington Hills, Ml 48335-1552

MINNESOTA

691 Federal Building
316 N Robert St.

St. Paul, MN

MISSOURI

Kansas City Office (KC)
520 NE Colbern Road
Second Floor

Lee's Summit, MO 64086

NEW YORK

1307 Federal Building
111 W. Huron
Buffalo, NY 14202

NEW YORK

New York Office (NY)

201 Varick Street, Suite 1151
New York, NY 10014-4870

OREGON

1782 Federal Building
1220 SW 3rd Avenue
Portland, OR 97204

PENNSYLVANIA
Philadelphia Office (PA)

One Oxford Valley Office Bld.
Room 404

2300 E. Lincoln Hwy
Langhorne, PA 19047-1859

PUERTO RICO

747 Federal Building
Carlo Chardon Ave.
Hato Rey, PR 00918

TEXAS

Dallas Office (DL)

9330 LBJ Freeway, Room 1170
Dallas, TX 75243-3429

5636 Federal Building
515 Rusk Avenue
Houston, TX 77002

WASHINGTON DC
Columbia Office (CF)

9300 East Hampton Drive
Capitol Heights, MD 20743

WASHINGTON
Seattle Office (ST)

11410 NE 12% Way
Room 312

Kirkland, WA 98034-6927

Revised: 11 Aug 08
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APPENDIX B
SPECIFICATIONS

Model 195Ed Case Specifications

LED Indicators

Power On/Off

Receiver On/Off

Carrier Detect On/Off

Transmitter On/Off

Link Status On/Off

I/O Connectors

Ethernet 10/100Base T (Port 1) RJ-45 Female
Ethernet 10/100Base T (Port 2) RJ-45 Female
RS-232C Port

(2,400 to 115.2K baud) RJ-45 Female
RS-232C Programming Port (38.4 K baud) RJ-45 Female

Antenna Input/Output

TNC Reverse Polarity Female

Remote Input Power

Power Over Ethernet Cable

Direct Input Power

Optional, Header Screw Connector

Transmiter

Frequency of Operation

902 to 928 MHz
Software Selectable 11 Channels

RF Data Rate

1,2,5.5,6,9,11,12,18,24,36,48, & 54 Mbps Fixed or
Auto Scaling
DSSS/OFDM Modulation

Tx Output Power

250 to 630 mW

RF Output Impedance

50 ohms

Receiver

Rx Sensitivity @ Frame Error Rate <10%

-72 dBm @54 Mbps to -95 dBm @ 1 Mbps
Frame Error Rate <10%

Power

Power over Ethernet

IEEE 802.3af Standard Power Supply,
48 VDC @ 13 Watts

Power Connector on Unit

10to 16 VDC

Receive 300 ma @ 12 VDC
Transmit 1100 ma @ 12 VDC
Case

Dimensions 19in.HXx6.7in.Wx6.2in.L
Weight 1.25 Ibs.

Outdoor Pole Mounting Kit

Optional, EST P/N 195PM

Other

Warranty 1 Year
Temperature Range -30° to +60° C
Humidity 95% Non-condensing
FCC ID Number (USA) ENPESTEEM195ED
IC Number (Canada) 1457-195ED

Specifications Subject to Change Without Notice




APPENDIX B
SPECIFICATIONS

Model 195Ed Case Specifications

“ 6.65 > NOTE:
Allowe approximately 5 inches
for coax bending radius.
- 6.1 |
4 ThHC-F
é RF Cunnégtur &
; E—
(/- AN AOCOAOAN NN e e lala ‘\‘
i |
A 1 ?
431
o il
LU ajnja|a 1.35 I
| vov v |
25 Diameter
Mounting Hale 027 —» ‘q—
i— | 55—

Dual RJ 45 Connector. pote:

Left connector is used for RS-232C
programiming poart.

195E Series

Right side isthe Ethernet interface
par,

A2VDC Ailiary Mote;
Power Connector

Mote: Al dimensions are in inches. A.U}{i"aw F'nwer_PIu_g
with screwy termination

for wiring i available.



ESTEEM

APPENDIX B
SPECIFICATIONS

Model No:

Antenna Type:
Applications:
Frequency:
Polarization:
Impedance:

Gain:

VSWR:

Front to Back Ratio:

Horizontal Beamwidth:

Vertical Beamwidth:
Antenna Material:
Mounting Hardware:
Antenna Connector:
Antenna Envelope:
Weight:

Model: AA20DMEs

Applications: Model 195Ed direct case mount
Antenna Type: Omni-Directional, Sleeve dipole
Frequency: 902 to 928 MHz

Polarization: Vertical
Impedance: 50 ohms
Gain: 2 dBi (0 dBd)
VSWR: <2:1

Power: 10 W

Front To Back Ratio: n/a

Horizontal Beamwidth: n/a

Vertical Beamwidth: 60 degrees

Antenna Material: Polyurethane Plastic Radome
Recommended Mounting Hardware: n/a
Antenna Connector: TNC-R Male

Flexibility: +/-20°

Antenna Envelope: 8.8 in. length by .51 in. width
Temperature: -20 to +65 C

Weight: 35 grams

Antenna Specifications

AA191s

Omni-Directional, Permanent Vehicle Mount
Direct mount
896 to 940 MHz
Vertical

50 ohms

7 dBi (5 dBd)
<l1l5tol

n/a

n/a

n/a

Molded Polymer
Included

TNC-R Male

32 in. length

<1 Ibs.

Caution
Omni-directional antenna

should not be located within
23 cm of personnel.

Caution

Omni-directional antenna

should not be located within ‘

23 cm of personnel.

ﬁ _—

Model 191Es

Model AA20DM Es

Revised: 11 Aug 08
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ESTEEM

APPENDIX B
SPECIFICATIONS

Model No:

Antenna Type:
Applications:
Frequency:
Polarization:
Impedance:

Gain:

VSWR:

Front to Back Ratio:

Horizontal Beamwidth:

Vertical Beamwidth:
Antenna Material:

Mounting Hardware:

Maximum Power Input:

Wind Survival:
Bending Moment:
Antenna Connector:
Antenna Envelope:
Weight:

Antenna Specifications

AA20Es900

Omni Directional, DC Grounded

Fixed base

902 to 928 MHz
Vertical

50 ohms

7 dBi (5 dBd)

1.5:1 Typical

n/a

n/a

22 degrees @ Y2 power
Brass radiator, UV inhibited
fiberglass enclosed

Base to Mast, Supplied.
150 Watts

100 mph

14.2 ft-lbs. @ 100 mph
TNC-R Male with 36in. pig-tail.
48 in. L x 1-5/16 in. Dia.

1.75 Ibs.

Caution

To comply with the FCC

exposure compliance
requirements, a separation
distance of at least 23 cm
must be maintained between
the antenna and all persons.

M odel AA20ESs900

Revised: 11 Aug 08
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ESTEEM

APPENDIX B
SPECIFICATIONS

Model No:

Antenna Type:
Applications:
Frequency:
Polarization:
Impedance:

Gain:

VSWR:

Front to Back Ratio:

Horizontal Beamwidth:

Vertical Beamwidth:

Antenna Material:
Mounting Hardware:

Antenna Connector:

Maximum Power Input:

Antenna Envelope:
Windload (RWV):
Wind Surface Area:
Weight:

Antenna Specifications

AA203Es900
Directional, DC grounded
Fixed base.

902 to 928 MHz

Vertical or Horizontal

50 ohms

7 dBi (5 dBd)

< 1.5:1 Nominal

> 16 dB

130 degrees @ ¥ power
70 degrees @ Y2 power
Aluminum

Heavy duty U bolts for mounting up to 2.0 iipe
(included).

TNC-R Male with 2 ft. pigtail with ESTeem
weatherproof boot.

50 Watts

1.1 ft. length by 6 in. width

150 mph

A1 ft2

1 Ibs.

Caution

To comply with the FCC
exposure compliance
requirements, a separation
distance of at least 23 cm
must be maintained between
the antenna and all persons.

M odel AA203Es900

Revised: 11 Aug 08
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APPENDIX C
INTERFACE PORTS

ETHERNET INTERFACE

The ESTeem Model 195Ed’s Ethernet Port is a Fualltalf-Duplex Auto-negotiation interface supportimath 10 Mbps and 100
Mbps (10/100BaseT). The Ethernet port is complidtit IEEE 802.3af Power Over Ethernet (PoE) tovjate both data and
power over the same CAT-5E grade Ethernet cabife pbrt is compatible with TIA/EIA-568B cable capdration (Figure 1).

Ethernel RAS-232 Ethernet
10/100 Program Port 10/100

195E Series

-~

Status ®

RJ45 Wire Color Wire Diagram 10Base-T Signal RJ45 Wire Color Wire Diagram 10Base.T Signal
Pin No. 100Base-TX Signal Pin No. 100Base-TX Signal
1 White/Orange E—77] Transmit + 1 White/Orang e | v — i | Transmit +
2 Orange | Transmit - 2 Orange /) Transmit -
3 White/Green (v — | Receive + 3 White/Green i — | Receive +
4 Blus ——— Unused 4 Blue N + Power
| White/Blus (v a— Unused 5 White/Blue @ + Power
B Green | | Receive - B Green || Receive -
7 White/Brown Fr e | Unused 7 White/Brown = - Power
g Brown ] Unused 8 Brown I — - Power

Figure 1: Ethernet Pin Layout

A second Ethernet port will be included if the akaption is added to the 195Ed. This second Bé#igrort can be used in Bridge
Mode (HUB) or as a router.

Revised: 30 Jun 08 APX C-1 EST P/N AA107D



APPENDIX C
INTERFACE PORTS

CONFIGURING DHCP SERVER

The ESTeem 195Ed Ethernet port supports both disthiserver Dynamic Host Configuration Protocol ). Figure 2 shows
the DHCP host configuration screen that will bevand@ DHCP server is selected in the setup scre&mser the values that match
the DHCP configuration for your network.

III EST195E Web Configuration Manager m

Top. [Status [Log] servp
Setup

This paga configures a DHCP senveran the brd interface

The following fields are the configuration parameatars that the DHCEP server will refurn to OHCP chents.

Selected Mode of Operation: AP Bridge
DHCP Services: Server
DHCP interface: br0

Enter the local domain name for the network Help
Enter the IP address of the device on vour network Ii

running as the primary DI server

Enter the IP address of the device on your network '7

runming as the secondary DS server
Enter the network netmask |255.255.0.0

Enter the broadcast IP address for the networle |172.16.255.255

Enter the starting IP address for the lease block of TP
172.18.01
addresses

Enter the ending IP address for the lease block of IP 'W
addresses
Enter the TP address for the default gateway [17216.8183
Enter the tine period (in seconds) at which the DHCPE IED—

server will write out leases file

Enter the tune penod (n seconds) that a lease will be I‘GEDD—

issued

Previous | MI
Figure 2: DHCP Server Configuration

Revised: 30 Jun 08 APX C-2 EST P/N AA107D



INTERFACE PORTS

RS-232C PROGRAMMING PORT RS-232

CONFIGURATION Programming Port

RS-232
Program P~ .t

The ESTeem Model 195Ed has a proprietary RS-232C
interface in a RJ-45 connector on the front pafiel.
interface the 195Ed to the serial port on the cdenpu
you need ESTeem cable AA0621 that combines a ms2:2 oo
standard Ethernet patch cable to a 9-pin Femaleterda 195E Series

Ethernet
10/100

The serial port on the ESTeem Model 192E can b usi
to access the configuration menu in the ESTeem for |
system and network configuration. The ESTeem < —— e
communications port operates at 38,400 bps, NdyP8ari Model 195Ed Serial Port Interface
Data Bits and 1 Stop Bit (38,400,N,8,1). Configuoer

terminal program to match these settings.

RS-232 PROGRAMMING PORT PIN-OUT TABLE

" 3445 .
ESTeem Model AA0621 A \ // 7
RS-232C Port Pin-Out Table SO 8
RJ-45 Function DB-9
Pin No. Pin No. o
4 Signal Ground (GND) 5
5 Receive Data (RxD) 2
6 Transmit Data (TxD) 3 Ethernet Pin-out

RS-232C DATA PORT CONFIGURATION
S-232
The ESTeem Model 195Ed has an RS-232C interfage in DF;ta Port
RJ-45 connector on the front panel that can balladtas
an option . To interface the 195Ed to the seigal pn the
computer, you need serial cable with the followpigrout:

Ethernet RS-232 Ethernet

ESTeem Model AAOG21 e R B W
RS-232C Port Pin-Out Table T -

Status ®

Reset

RJ-45 Function DB-9 ‘ A T
Pin No. Pin No.

L Data Set Ready (DSR) 6 M odel 195Ed Serial Data Port Interface

Data Carrier Detect (DCD)

Data Terminal Ready (DTR

Signal Ground (GND)

Receive Data (RxD)

Transmit Data (TxD)

Clear to Sent (CTS)

(N[N
~N|[o(wIN[O &~

Request to Sent (RTS)

Revised: 30 Jun 08 APX C-3 EST P/N AA107D



RADIO CONFIGURATION

195Ed FREQUENCY OF OPERATION

In a wireless Ethernet network all of the ESTeend®Md 95Ed’s must be set to the same radio frequehogeration or channel.
Listed on the right is a table showing the chaanel corresponding frequency of operation. Theuleeqy of operation is
selectable when configuring the mode of operatidhe195Ed (reference Chapter 4). See Figure 1.

RF COMMUNICATIONS DATA RATE

ESTeem Web Configuration Manager m
Wireless Modems

[t v [ S ]
Setup

Selecltthe channel for the wireless LAN device {0 operate on. The firsi displaved numberin the list 1s the channe! and ihe
second Is the channe! frequency in MHz,

Select a charmel: [m el

Pravious M
Figure 1: RF Channel Selection

The RF data rate of the Model 195Ed can be progeafor operation at 1, 2, 5.5, 6, 9, 11, 12, 1838448, or 54 Mbps. The
RF data rate can be set for a fixed rate or afpesnge that is dynamically scaled by the Mod#Ed from monitoring the
received signal quality. The Model 195Ed can camicate with multiple client 195Ed devices at diffiet data rates for each
device. By selecting all ranges from 1 to 54 Mippps will be able to communicate with all client Eabregardless of their data
rate and signal quality requirements.

Dynamic scaling means that the Model 195Ed willrafeat the highest RF data rate that is prograninbedinit. If the received
data quality drops below the required minimumg&iable communications the Model 195Ed will redtlue data rate to the next
lowest step to increase signal quality. Converig¢he signal quality increases above the minimtimsModel 195Ed wiill
increase the RF data rate the next highest level.

The ESTeem 195Ed is set at the factory to opetate@mized scaling speed data rates from 1-54 Minpisshould not need
adjustment. The RF Data Rate is programmed iMttael 195Ed through th&dvanced M enu>WirelessL AN Settings>Wlan0
Device and the value favlan0_ OPRATES.. In the example shown in Figure 2 the RF Date Raprogrammed to dynamic scale
from 1 to 54 Mbps (recommend factory default sgjtinTo set the values for the data rate, checkdixenext to the listed data rate
to enable this rate for operation.

Revised: 30 Jun 08 APX D-1 EST P/N AA107D



APPENDIX D
RADIO CONFIGURATION

wlanl_OPRATES: 1 W 2 W 55 11 ¥ Seleci the sef of daia rales that the radio may
gV ST 121831 fransmil. These rales are used when fransmitiing
24 W 3T 48010 54 W frames to a single pesr. Not alf peers need o suppart

thase rates. Ifihe rales selecled are not valid for the
radio and/or frequency sefection then the rafe sef will
be replaced with the defaulf rale sel af radio
inifialization fime.

wilanD_SIFSPAD: [q; Entfar the number of microseconds to add fo the
default SIFS value (0-100)
wilan0_AP_BCNINT: [7qp Enter the number of TUs that a siafion shail use
betwean beacon frames (1-65535)
wian0_AP_DTIMINT: [y Enfar the number of heacon intervals that shall

glapse betwaen fransrmission of beacon frames
containing & TIM slement whose DTINM count field is

0(1-255)
wian0_AP_CFPPERIOD: [y Entar the number of DTIM intervals betwaen the start
of CFPs (G-255)
wilan0_AP_CFPMAXDURATION: [1np Entar the maximurm duralion (in TUs) that may be
generated by the PCF (0-55535)
wilan0_AP_PROBEDELAY: [1yp Entar the delay (in microssconds) fo be used prior to
fransmitting & probe frame during active scanning.
wlan0_AP_CHANNEL: |9 (2452 MHz) vI Entar the channe! number when aperating in ong of
Access Point modes
wlanl_AP _BASICRATES: 1 ¥ 2 ¥ 55 W 11 W Seleci the sef of basic rates that the device will use fo
sl ar12r180- fransmit frarmes that alf sfalions must hear. The rate
A 30480 54 0 set must be g sub-get of rates seleclad for

OPRATES. Note that all possible dala rates are
presenisd here, Nof ali rates are valid for aif
channels and all radios. If the rale setf selected is not
valid for the radio, frequency seisction, oris nof a
sub-set ofthe operational rales then the rafe sef will
be replaced with the defaull rate sel af radio
initialization time.

Figure 2: Advanced Data Rate Selection

RF BASIC RATE

The RF Basic Rate is the synchronization rate tsedtablish the initial connection between 802 4rid)802.11b communication
devices in Mbps. After the initial connection he®n establish the RF communication rate will herd@ned by the RF
Communication Data Rate established above. Fadefault is 1 through 11 Mbps shown in Figure 2rsd the unity will
establish communication with the older (slower) .82 devices. This lower rate also allows for igkgr reconnect when the
ESTeems are configured for EtherStation mode okinglin a mobile environment.

The ESTeem 195Ed is set at the factory to opetat# speeds from 1-11 Mbps and should not neeastident. The RF Basic
Rate is programmed in the Model 195Ed throughhitteanced M enu>WirelessL AN Settings>WIan0 Device and the value for
wlan0_AP_BASICRATES:.. Inthe example shown in Figure 2 the RF Date Raprogrammed to dynamic scale from 1 to 11
Mbps (recommend factory default setting). To Betvalues for the data rate, check the box nekietalata rate required.

Note: The Model 195Ed will only communicate with slower speed devices after synchronization if the RF Communication Data
shown above has been set to dynamically scaleto 1 and 2 Mbps.

In general, do not set the RF Basic Rates above 11Mbps unless specifically instructed by ESTeem Customer Support.
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SECURITY

OVERVIEW

The security for the ESTeem Model 195Ed, like ativork security, must be multi-layered. One |efedecurity is never enough
to make sure that data does not end up in the wrands. Please review the following security Ieeeld decide what is the most
appropriate for your network.

128-BIT WEP

The 128 WEP uses a particular algorithm called B@%yption to encode and decode traffic that iethas a 104-bit encryption
key and a 24-bit Initialization Vector (IV). RG#arts with a relatively short encryption key (1i#) that is expanded into a
nearly infinite stream of keys to accompany thesstr of packets.

The basic concept of RC4 is good, but the wayritjslemented in WEP leaves it open to compromidee rEsearchers that test
the integrity of the system usually focus on oreegiof the implementation, the Initialization Vedtiy).

The IV (24 bits) is the algorithm component thatpposed to keep expanded keys from repeatingn @researcher’s point of
view, a high-volume access point is mathematialigranteed to reuse the same key stream at lezstatay. When this
happens, it's called an IV collision this become®fh spot to enter the system.

The researchers aren’t saying that it's easy takbrgo the system, or that it's being done ongallag basis, only that it is possible
and that administrators should consider ways taaedhe possibility.

WPA

Wi-Fi Protected Access with Preshared Key (WPA PSK)
WPA, which uses 802.1x, was introduced in 2003rjorove on the authentication and encryption feataf&VEP. All
authentication is handled within this access pavice. WPA has two significant advantages over WEP
1. An encryption key differing in every packet. The lPK(Temporal Key Integrity Protocol) mechanism sisaa starting
key between devices. Each device then changestiaiyption key for every packet. It is extremaRiallt for hackers
to read messages even if they have interceptedhtae
2. Certificate Authentication (CA) can be used, blagka hacker posing as a valid user.

Wi-Fi Protected Accesswith Enterprise Server (WPA Enterprise)

Like WPA PSK, WPA Enterprise uses 802.1x. Howeadyackend authentication server handles the aighton decision. The
most commonly type of authentication server is DRSS server. The ESTeem Model 195Ed can be comifjto operate with
an established RADIUS server on the network.

WPA is server/client relationship from a softwariver on a computer’s wireless LAN (WLAN) card to Access Point. The
scope of WPA is limited in use to this configuratanly. The ESTeem Model 195Ed can support WPA&ipnise and PSK as an
Access Point, but the level of security on the irid layer is configured separately.

ACCESS CONTROL LIST (ACL)

The ACL is one of the simplest yet most secure otlof network security. The ACL is a configurallAC filter in the Model
192E that can be set to allow specific MAC addoesthe wireless network by individual address alrass ranges. The same
filter can also be set to reject individual MAC aelskes or address ranges.

The MAC address is a unique, 6 hexadecimal fietitegs assigned at the manufacturer that can rdtévged. The MAC
address is traceable through the IEEE governing twthe manufacturer and is the “fingerprint” &k Ethernet devices.
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SECURITY

Using a combination of both the WPA or 128-Bit W&ikeryption and the ACL filter provide the ESTeeneattemely secure
wireless networking layer.

DISABLING BROADCAST PROBES AND HIDING SSID

A simple but very effective way of securing a netais to make the network difficult to find. Bysdibling broadcast probes and
hiding the Service Set Identification (SSID), waed and network “sniffers” will not be able to fipour ESTeem Model 195Ed
network. To gain access to the wireless netwarl,would be required to have the SSID and all siydoaded in the WLAN
card software prior to entering the network.

MASQUERADE MODES

When the ESTeem Model 195Ed is configured in eitherccess Point Masquerade or the Client Masdeearades, the
wireless modem functions as a network firewallad€ess to the wired network is the greatest canpéace the ESTeem in the
Masquerade mode and the wireless network will lInepdetely isolated from the wired Ethernet network.

INCREASING NETWORK SECURITY
The following are a few suggestions to help imprihesoverall security of your wireless network:

1. Enable the security. If you research all of thielas regarding hackers, they have gotten inta#feg’s network due to the
security not being enabled.

2. Setthe ACL filter to include only those MAC addsed the wireless Ethernet device being used onéhgork.

3. Set"Hide SSID" to True. As you take your accesstpuut of the box, broadcast SSID is enabled whietans that it will
acceptany SSID. By hiding the SSID configured in the cliemist match the SSID of the access point.

4. Make sure the keys are not reused in your comsame reuse increases the statistical likelihoatlgbmeone can figure the
key out and change the default password on yowsaqmoint or wireless router

5. Change the default SSID of your product. Don't geathe SSID to reflect your company's main nameisiahs, or products.
It just makes you too easy to target.

6. As a network administrator, you should periodicallyvey your company using a tool like NetStumtdesee if any "rogue”
access points pop up within your company withoth@uization. All of your hard work to "harden" yowireless network
could be wasted if a rogue AP was plugged into yetwork behind the firewall.

7. Many access points allow you to control accessthanghe MAC address of the NIC attempting to asseavith it. If the
MAC address of your NIC isn't in the table of tlee@ss point, you won't associate with it. And whitetrue that there are
ways of spoofing a MAC address that's been snitedf the air, it takes an additional level of kigfication to spoof a MAC
address. The downside of deploying MAC addresgsablthat if you have a lot of access points, tagiimg the tables in
each access point could be time consuming. Sorherhend, enterprise-level access points have mischsufor updating
these tables across multiple access points oftine srand.

8. If you're deploying a wireless router, think abassigning static IP addresses for your wirelessshi@i turn off Dynamic
Host Configuration Protocol (DHCP). If you'rengia wireless router and have decided to turn BED, also consider
changing the IP subnet. Many wireless routers didfathe 192.168.1.0 network and use 192.168 4 thedefault router.

9. A simple security technique used by the militarioi®ave the administrator periodically changekiaefor the systemi.e.
weekly, monthly, etc.
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TROUBLESHOOTING

TESTING COMMUNICATION LINK

After you have configured at least two of the Mot@bEd wireless Ethernet modems for operation,cgouverify communication
with each the following steps:

. Status LED
Status Light Solid Red on Link

The quickest source of link status is to view tke$ Light
on the face of the 195Ed (Figure 1). If the Stégis is solid

on any other 195Ed except the Timing Master, theléllo : . msam it

195Ed has a connection to another Model 195Edilistéhe amEsae l:' o

Peer Table. On the Timing Master the status lighbe ‘ S s el
illuminated at all times. BB

Status Screen/Peer Table Figure 1: Connection Status Light

To view detailed information on the status of tbenmunication link (such as connection speed, siginahgth and last update

time) you can open the Status Screen from the \WMebfdce. After press the Status tab at the tdpeo$creen the Status:
Summary will be displayed showing the status opatts and memory in the 195Ed (Figure 2).

ESTeem Web Configuration Manager m
Wireless Modems

Status: Summary

This is a summary of the status of the overall system. Maost of the source data for this display is
also accessible through the "System Details" of the "Log" tab.

System Mode: AP Bridge
Current System Time: Mon, 11 Feb 2008 17:13:16
System Temperature: 37 C, 98 F
Up Time: 2 days, 16:35:07

CPU Usermode(%0): 26

CPU Kermelmode(%): 36

CPU Idle(%): 38

CPU Interrupts per Second: 136
Pageable Memory Total: 14404

Pageable Memory Used: 7708
Pageable Memory Free: 6696

Number of Processes: 26

View Peer Table
View Global Counter Details
View RF Channel Details

SSID (hex): 45:53:54:20:65:65:6d

SSID (text): EST eem

MAC Address: 00:04:3F:00:26:CA
Wireless Repeater Enabled: true
Associated Stations: 1

Figure 2: Peer Summary Table
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TROUBLESHOOTING

Under the Wireless Status heading click on the \fegr Tabl@nd the Peer Table Screen will be displayed (Ei§jr

EST195E Web Configuration Manager

Wireless Madems

Status Loz|d

Status: Peer Table

Thiz page is a summary view of the peer table for WLAN device wian0. Click on a given MAC
address for more details about that peer.

Return to Status Summary Page  OPPOSite Modem’s Wireless MAC

Aszociated Stations

Receive Signal Strength (dBm)
/

| Wone
Last Packet Received
Eepeater Peers
K
. LastRx
MAC Addr Signal (sec@icbps) MModem ID
00:04:3£:00:09:66 36| 0@11000Remote «———Peer Modem ID
Aeccess Points
: LastRx |
MAC Addr S1gnal (ses@lbie) Enc |SSID
O0:02:2d:03:23:78 0] 0@2000 y . Other Access Points
00:02:2d:3£:7d:d3 -39 B@2000| ¥
|D0:04:3£:00:09:66 -36)  0@11000) y |ESTeem

Figure 3: Repeater Peer Table

Repeater PeersThe Peer Table will display all connected 19%8Bdfigured to repeat to this ESTeem by their WgI@VLAN)
MAC address.

Received Signal StrengthThis is the first of the two numbers listedhie block. This signal strength value is listedBm.

Last RX— This is the time of the last received data piack¢hen monitoring the status menu, it is impdrtamote the time the
last transmission was updated so you are not Igaktifistale” data.

Current Data Rate This is the current speed the last data paekefwed by the Model 195Ed. Note that the spekstésl in
kbps.

Modem ID—- This is Modem ID for the opposite repeater peer.
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Peer Table Details

To further analyze a repeater peer link, prestyperlink for any WLAN MAC address listed in thepemter peer summary
(Figure 3) and the Peer Info screen will be disptbgFigure 4). Detailed information on the Coun$tatistics, Link Encryption,
Beacon and Probes can found by selecting the raapagperlink.

ESTeem Web Configuration Manager

Wireleas Modams

Status: Peer Info Summary

This page is a surmmary view of a given WLAN peer. Click on the links below for more details
about this peer.

Return to Peer Table Page

View Peer Counters
View Peer Statistics
View Peer Crypto Information
View Peer Last Beacon

View Peer Last Probe Response
View Peer Bf Details

Figure 4: Repeater Peer Table

TROUBLESHOOTING TIPS
General (Applicableto All M odes of Oper ation)

Where do | find the latest firmware version numbek®e have the latest version number of the ModBEtirmware listed on
the ESTeem Web sitewiyw.esteem.cojrunder the Model 195Ed product page.

How and when do | update the Model 195Ed firmwaréf®u should only update the Model 195Ed firmwidg®u are having a
specific problem and it is recommended that yosalby ESTeem Customer Support personnel. All pioaie instructions and
files are located on the ESTeem FTP site at thewalg address:

ftp://www.esteem.com/195Ed

Do all firmware versions have to be the same tomonicate between the Model 195E€R is not necessary for all the firmware
versions to be the same revision to communicationthe later version may have added featureghbaither versions will not
recognize.

What characters are valid for WEP Key efitryOnly the Hexadecimal characters 0-9 and AeFvalid for key entry.

What ESTeem Utility version is required to progrén® Model 195Ed? The ESTeem Ultility program is not required togyrem
the Model 195Ed. The 195Ed can be programmed asing erminal Emulation program (such as Windowpéfyerminal) and
any web browser program.

Revised: 30 Jun 08 APX F-3 EST P/N AA107D



TROUBLESHOOTING

What is the speed and duplex configuration on toe@ll195Ed- The Model 195Ed is an auto-negotiation fullAthiplex 10/100
Base-T interface. Ether a cross-over or patctedaldupported.

Access Point Repeater M ode

If | am unable to communicate with any of the regrgites, what is the most common caus&he most common cause a
communication problems with the 195Ed is that t8€8wvas entered incorrectly for the radio netwoflke 195Ed uses the SSID
to set the frequency hopping pattern and it mush&same on all modems.

How long does it take to re-establish the Wirele$®rnet Network? If a communication link is lost and the Wiredddetwork
needs to re-establish the repeater routes, thecaméake up to 30 seconds.

Should the AP Repeater Mode be used on mobile eguit? - The AP Repeater mode should be used on equipnamithnot
change the Repeater Route as it moves. For exaifplmobile device such as a crane can commundiedctly to another
ESTeem and will not loose the link in its travhk AP Repeater Mode could be used. If the deeigeires two ESTeem Model
195Ed'’s (Base and Repeater) to maintain commuaitatiross its complete travel, the Station Modesldhbe used on the
mobile device. The problem will be in the timetttiee mobile ESTeem will take to transfer betwdentivo sites. In Access Point
Repeater mode the transfer can take up to 30 sgocahde the EtherStation mode will transfer withaypacket loss.

Does WEP have to be usedThe WEP does not have to be enabled for the met® communicate, but all modems must be
configured the same way.

Correct configuration, but cannot establish comications — In addition to the network configuration, allSEd modems
configured in the AP mode must share the same &68dbe on the same frequency channel. The me#t tluse of the error is
the WLAN MAC address is not configuredbinth 195Ed’s repeater tables. If only one side is guméd, everything will appear
to be correct but no communication will function.

Ether Station

How do | access the Model 195Ed web page in EthgoBtMode? The Model 195Ed does not have an active web leowken
configured in EtherStation mode. You must acdes&STeem with the ESTeem Discovery Program ougiirthe RS-232 port
after configuration in this mode. To monitor thrkistatus, you can use the EtherStation Statug g

What IP address do | configure the ESTeem in Ethgéo® mod@ — The Model 192E will not have an IP addressiieiStation
mode.

| can not link my device into the wireless netwerkerify that the MAC address of the devicexactly the same as configured in
the Model 195Ed. The MAC address must have cdiehseen the values.

Can | connect my Model 195Ed in EtherStation made HUB or Ethernet Switch?No. The modem must be connected directly
to the Ethernet device for which it is programméuEtherStation mode the Model 195Ed can onlyise®@NE Ethernet device.
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APPENDIX G

UTILITIES & FEATURES

ESTEEM DISCOVERY UTILITY

The ESTeem Discovery Utility will allow you to
configure the IP address on the Model 195Ed to matc
your network regardless of its current IP subriétis
utility will also allow you to update the softwarethe
195Ed and open the web configuration for that wssel
modem.

Installation

To install the Discovery Utility on your computer,
inserting the Resource Disk in your CD drive.

Note: The ESTeem Resource Disk is stand-alone aafpy
the ESTeem Web site (Figure 1). Navigation of the

Wireless Modems

About Us News Products Support

Engineering Service!  Espafiol

Wireless Solutions...Communications - = .~

ESTeem Home Page

ESTeem Wireless Modems
rmanufacturers the complete line of
ESTeem(TM) wireless products. The
ESTeem Wireless Modems are
available in High Speed Wireless
Ethernet, Licensed Narrow Band
Serial, and Unlicensed Spread
Spectrum in the VHF and UHF radio
communication bands.

The industry leader and patent holder on the wireless modem for over 20 years,
EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our latest advancements to the
ESTeem Wireless Ethernet line such as the Model 195Eg, the first 802.11g
Wireless Ethernet radio built for the rigors of industrial use, we will again set the
standard in the wireless industry!

Rockwell Automation

AUToMATION AR

ESTeem Wireless Modems Debuts Latest
Industrial Wireless Products >>

Autormation Fair 2007, Chicago, IL — November
14, 2007 — Electronic Systems Technology, Inc.
(EST) (OTC: ELST), dba ESTeem Wireless
Modems, the manufacturer of the ESTeem
nradurt lina afwiralacs madame annannrac tha

Figure 1: ESTeem Resource Main Page

Resource Disk is as simple as using your web browgd technical documentation, User's Manuals arthe ESTeem Utility
Program is available on the disk.

1. Place the ESTeem Utility CD in your CD-ROM drivEhe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your vilebwser and set your address line to D:\index.htfWhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilitesl click on ESTeem Discovery UtiligFigure 2).

Note: This program is saved in a compressed filexfat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgiogram such as WinZip available for download at
http://www.winzip.com

Wireless Modems

Support Engineering Services Espaiiol

About Us News Products
ESTeem Utility Programs
The following links require a Username and Password to download the Utilities. If you complete the
registration form, a Username and Password will be sent to you the next business day or for immediate
access, please contact Customer Support at 509-735-9092 (8AM-5PM PST Monday-Friday).
Each ESTeem Utility Program is in a compressed ZIP file. When asked to Open the File or Save to Disk,
select Save to Disk. Flace the file in its own directory on your hard drive, open the Zip file and run the

Search: \__

Adobe’
ABI

executable program.

. @ ESTeem Utility Features (Utilities)

Discovery Utility

The Discovery Utility will display all ESTeem 195Eqg radio modems connected to the computer's Ethernet
connection regardless of their current IP address. This utility will allow madification of the modem’s IP
address to the network of the computer for further configuration through a Web browser

ESTeem Models 195Eq, 195Ep and 195Es

NOTE: Firmwars version 302.7 Build: £2 ar grester in the 195Eg is requied If installing an updeied version of the
Discovery Program, remave the alder utility with the Cantrel Pansi>Add/Remove Programs prir fo installing the new
utility.

« ESTeem Discovery Utility (Version 1.1.0.230) (Authorized Users)

Figure 2: Discovery Utility Download
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UTILITIES & FEATURES

3. Double click on the 195EdiscoverySetup.exe fileetisn the window to install the program.

4. Connect the Model 195Ed to your computer eithexatiito the Ethernet card or through a HUB/Switéhgia CAT-5e
Ethernet cable. The Ethernet port on the 195Edmtm Auto-Negotiation so either a patch cablerossover cable will
work. Open the ESTeem Discovery Program and phesBiscover Modemiutton. The Model 195Ed will be displayed in
the program by the Ethernet MAC address and CulireAtdress (Figure 3).

<" 195E Discovery 2.1.1.28

Discover Modems I Fourd 1 modems
MAC Address | IP Address | 35ID Mode | Madem D | wersion | Madel |
0 04-3F - 00-0B: 54 17216.8143 ESTeem &P Bridge 028102 195Eg
Rea-a}.f

Figure 3: Discovery Program Main Pag';é

Note: The SSD, Mode of Operation and Modem ID will be adjusted through the web configuration manager ..

5. Double-click on the 195Ed you want to program dreJonfigure IP Address window will be displayed (Figure 4). Enter an
IP address and Subnet Mask for the 195Ed that emiahur network subnet and press_thelidkon to save this to the
ESTeem. You will receive notification that the Ggnfation was Successful and the 195Ed will reb&bceed to ESTeem
Setup in Chapter 4.

Discover Modems Configure IP Address [g]

MAL Address | IF Address | | Modem ID | Wersion | Model |
00:04: 3F-00: 0B:54 17216.6.143 o 11218, 83 028102 195Eg
Subnet Mazk: Z5R.RE. 0.0
Dietault G ateway: 1721601 . B

Cancel I
Ready

Figure 4. Change IP Address Windogv
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Firmware Updates

To update firmware on any ESTeem Model 195 thsihidgsvn on the Discovery program, “right-mouse” clickthe 195's MAC
address and selddpdate from the menu (Figure 50nce you locate the update file, select@pen button and the 195 will
update, validate and then reboot with the updapedating system.

" 195E Discovery 2.1.1.28

Dizcover Modems Found 132 modems

MAC Addies | IP &ddress | 55D Maods | Muodem ID | Version | Model A

17216.38.104 ESTeem AirScope(tm] 3026170 195Ep
eng-thrown: AP R outer 3 B7 195Ep

16

Ll b - 2 02 a
00.04.3F-00 172.16.39.11__configure IP Address | Station Router 3026183 19%Ep
00:04. 3F .00, 26D 17z1e0 AF Bridge 400.2.42
00:04: 3F:00:08:54 17216.8.140  Open Browser &P Bridge 028102 195Eg
00:04: 23F:00:09:0C 1721658100 Eo | Eem s AP Bridge 028102 195Eg @
MN-Nd.2C.Nn.4 C.00 177731 C 20177 ke e Chembimwe O b O 10FC -~
< | 3

Ready

Figure 5: Discovery Features Menu

Opening Web Browser

To quickly open a web browser page to the IP addyesgrammed in the 195 modem, “right-mouse” atinkhe 195’'s MAC
address and sele@ipen Browser from the menu (Figure 5)f your computer is configured for the same I1Bret at the ESTeem
195 wireless modem, you will be asked to sign ithwhe Username and Password (Figure 6) and yoheggin programming the
Model 195 for your application.

Enter Network Password ] 2 x]

?ﬁ} Fleaze type vour uszer name and pazssword,
Site: 17216.48.209

Realm cgi-bir

User Mame |admin

Paszword I *****

[ Save this passward in your password izt

0K I Cancel |

Figure 6: ESTeem Web Page Log-on Screen
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ETHERSTATION STATUS PROGRAM

When configured for EtherStation mode, the Web ©ordition Manger is turned off. To gather inforroatfrom the 195Ed on
Access Point, link status and received signal gtreyou will need to install the ESTeem 195E Stéitity. The EtherStation
Status Utility version 2.0.0.0 or greater providasew feature where it will automatically progrdma tonnected ESTeem 195Ed
to match up with the computer running the softwarhis software requires that the ESTeem 195Eddfasare version
302.8.102 or greater installed for this featurtutetion.

This software program is found on the AA109 Resesildisk or available from the ESTeem web site.in§tall the utility, please
complete the following:

Installation

The ESTeem Discovery Utility will allow you to cagéire the IP address on the Model 195Ed to match yetwork. Install the
Discovery Utility on your computer by inserting tResource Disk in your CD drive.

Note: The ESTeem Resource Disk is stand-alone aafifhie ESTeem Web site (Figure 1). Navigation o tResource Disk is as
simple as using your web browser. All technicatdmentation, User's Manuals and the ESTeem UtilRyogram is available on
the disk.

1. Place the ESTeem Utility CD in your CD-ROM drivehe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your virbwser and set your address line to D:\index.htfWhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilitiesl click on EtherStation Status Utility

Note: This program is saved in a compressed filariat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgwogram such as WinZip available for download at
http://www.winzip.com

3. Double click on the 195EStatusSetup.exe file ligtetthe window to install the program.

4. Connect the Model 195Ed to your computer eithexatlir
to the Ethernet card or through a HUB/Switch using /<’ 195E Status 1.0.5.4 =10 %]
CAT-5e Ethernet cable. The Ethernet port on tHeEHO
supports Auto-Negotiation so either a patch cable o
crossover cable will work. Open the ESTeem Status
Program and a status icons will appear in youegystay
(Figure 9). When the status menu is opened frem th

Bzzociated To IFl Emote

system tray, the status window will be displayeidFe 7) b e I 3 dBm

to show the Access Point MAC address and signal ol Stengi: | B

strength. The tray icon and Signal Strength bir wi -100 dBm 0 dBm
display the colors from Green, Yellow to Red on -

progressively poorer signal or will show Grey iming. i %EQ‘J' ! ":% ‘ ?hs‘ 2BR P

Figure 7: EtherStation Status Program
Note: This Utility will only operate with an ESTeem Model 195Ed in Ether Station mode.
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SETTING LOCAL TIME

The ESTeem Model 195Ed will be shipped from thédfgowith the internal real-time clock set to Pacifime. To change the
clock settings to the local time for accurate litgdntries:

1. SelectAdvanced from the top Menu theWirelessL AN Settings>wlan0 device and press thiext button (Figure 8).

2. SelectGlobal Settings>Set System Time from the menu and press tRext button to continue.

ESTeem Web Configuration Manager

i
Whreloss Modema ‘III

Advanced

Modification of anv setting in this section should only be completed if specificalty noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration may resultin
product inoperability.

The Advancedfeature provides access tothe configuration variables without the Quick Setup
navigation using the Sefupiab. This feature s intendedor experienced users who knowthe
interdependencies between the configuration variables. The variables have been grouped by
categories. Selectiroma category below.

To permanently commit all of your changes and reboot the system, click on the
"Commitand Reboot"buiton below.

Once the changes have been permanently saved, the system will reboot with the new settings in
effect

Global Sertings:
Global Variables &
Iptables Setup ©

Set System Time ©
‘Wireless LAN Settings:
all wireless LAN devices ©
wian0device &

Vendor Specified Wireless LAN Settings:
wian0device ©

Network Settings:

wian0 device &

ethl device O

br0 device O

Static TP routes ©

Bridge Settings:

Bridge Variables ©

Commit and Reboot

Figure 8: Advanced Features Screen

3. Select the correct date and time from the drop-dmenus (Figure 9) and press et System Time button to save the
time to the real time clock.

ESTeem Web Configuration Manager m
‘Wireless Modems

Advanced - Set System Time

This page allows you to set the system time in the modem

Current System Time: Thu, 24 Jan 2008 13:55:32

Seconds |32 :

Year 'ng ] Enter the four digit year.

Month i:m_ : | Select the month from the list
Day | _24: zi Select the day from the list
Hour I_13 7| Select the hour from the list
Minutes |55 :J Select the minutes from the list

Select the seconds from the list

Set System Time ] [

Return to Advanced ]

Figure 9: Advanced Features Screen
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CONFIGURING TIME SERVER

Enabling NTP time synchronization services on tB& &m 195Ed will allow to use time services frorstrtgam services to keep
the time on the system accurate.

To allow time synchronization, the Model 195Ed nhesiconfigured with the NTP Daemon enabled andyipeopriate IP address
of the upstream network NTP server.

1. SelectAdvanced from the menu items ar@lobal Variables (Figure 10).

III EST195E Web Configuration Manager

Wireless Modems

Advanced

Modification of any setting m this section should only be completed if specifically noted in the docwmentation or requested by ESTeem techmcal
support. Adjustment of any variable in the advanced configuration may result im product inoperability

The Advanced feature provides access {o the configuralion variables without the (uick Sefup navigation using the Sslup
{ab. This feature Is infended for experienced users who know the Inferdependencies befween the configuralion variables.
The variablas have been grouped by categonries. Selact from a category below.

To permanently commit all of vour changes and reboot the sysfem, click on the "Commit and Reboot” buifon below.

Once the changas have hean parmanantly savad, tha system will rehoot with the new seftings in effect

Global Settings:

Global Variables &
Wireless LAN Settings:
all wireless LAY devices ©
wlan0 device ©

Vendor Specified Wireless LAV Settings:
wlan0 device

Network Settings:

wlan0 device ©

eth0 dewice

br0 device ©

Static TP routes

Bridge Settings:

Eridge Vanables

Commit and Reboot | MNext

Figure 10: Advanced Settings Menu
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2. Press the next button and Figure 11 will be disgalayAt the bottom of the page are the NTP semefigurations.

3. The NTP daemon is enabled by selecting YENBP ENABLE (Figure 11). When enabled, the NTP daemon will use
time services from upstream services to keep the ¢in this system accurate.

3 ESTeem Web Configuration Manager - Mozilla Firefox

File Edit View History Bookmarks Tools  Help
@& - - (‘(,}' E o - I8 hitpef172.15,48.202 carbinjavswek cgiadvanced frm - S ‘: Tﬁ‘ Il X
e e s TG O D T S T =
single space, that will need fo be
configured with an IF address
IP_NAT_INSIDEDEV E:rn Enierthe name of a single device (a.g
wilan( or eth)
IP_NAT_OUTSIDEDEV ‘Eathﬂ Enferthe name of a single device (e.g
wianQ or eth0)
HTTP_ENABLE & Yeq Select whether you want o enable the
O No HTTP server
HTTPS_ENABLE O Yes Selact whether you want o enable the
® No secure HTTF server
TELNETD_ENABLE @ Yec Selact whather yvou want fo enabla the
O o TELNET daemon
SSHD_ENABLE & Yes Selectwhether vou want fo enable the
O No S5H dasmon
NTP_ENABLE @& Yes Enable/Disable the network time protocol
O Neo (NTF) daemon. When enabled, the NTP
daamon will use time services from
upstream services fa keep the time an
ihis syatem accurate
NTP_SERVICE_ENABLE @& Yeg Enable/Disable NTP senvice. When
O No enabled (and NTF_ENABLE is frug), this
system will provide NTP service for
clients wishing {ime synchronization
NTP_SERVER [pacintp.org_ | Enierihe IP address or the host name of
ihe upstream NTP server If you are
directly connected o the intemst, it is
sirongly recormnmended hal you snable
DINS client services (commonly enabled
by defaulf when using DHCP service)
and use the NTP server name
"nool nfp arg” This enables a
round-robin DN'S resolution that provides
lpad balancing across a very large sef of
NTP servars. For more information see
hiip:dwww pool.nip.org.
v
Done

Figure 11: NTP Settings

4. Next, theNTP SERVICE ENABLE should be configured to “YES,” if you want to allthe system to provide NTP
service for clients wishing time synchronizatioig(ffe 11).

5. The final step in configuring NTP services is téeethe IP address or the host name of the upstenserver.
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6. Once configuration is complete, press the “RetorAdvanced” button.

EST195E Web Configuration Manager m
‘Wireless Modems

Advanced

Modification of any sethng in this section should only be completed if specifically noted in the documentation or requested by ESTeem technical
support. Adjustment of any variable in the advanced configuration may result in product inoperability

The Advanced feature provides access to the configuration variables without the Quick Sefup navigation using the Sefup
tab. This feature is inlended for experisnced users who know the inferdependencies belwsen the configuration variables.
The variables have heen grouped by categories. Select from a calegory below.

Ta permanently commit alf of vour changes and reboot the system, click on the "Commit and Reboot” huifon helow

Once the changes have been permanently saved, the system will rebool with the new seffings in effect.

Glohal Settings:

Global Varables &
Wireless LA Settings:
all wireless LA devices
wlan( device

Vendor Specified Wireless LAN Settings:
wlan device ¢

Network Settings:

wlan0 device ©

eth device ©

brl device ©

Static TP routes €

Bridge Settings:

Bridge Variables

Commit and Reboot [Next
Figure 12: Advanced Settings Menu

7. To complete the configuration, select “Commit areb&ot.” The ESTeem 195Ed will now commit the camfagion
changes and reboot. (Figure 12)
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