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QUICK-START INSTRUCTIONS

INSTALLATION SUMMARY

Step 1 —Mount the Transceiver
Step 2 —Install the Antenna ANTENNA

. SYSTEM
Step 3 —Measure & Connect Primary Power (10.5-30 Vdc)

Step 4 — Review the transceiver’s Configuration
Device Mode—Access Point, or Remote (Default)
Network Name —Unique name for each radio network.
Required for Remotes to associate with Access Point.
IP Address—Must be a unique number to allow for IP access
through the Ethernet Port.
NOTE: A unique IP address is essential to access the browser-based
Management System.
RF Output Power—Adjust as necessary for regulatory compliance.
(Default = 1 Watt /+30 dBm)
Password—Used for remote access and some Management System
features. (Default = admin)

DATA TERMINAL
EQUIPMENT OR
LAN/WAN

TRANSCEIVER

Step 5— Connect the Data Equipment WATERMINAL R vhC @ 280 mA (Max)
Connect the data equipment to data port(s): EMULATOR (10.5-30 Vidc) '
- LAN—10BaseT Ethernet-compatible equipment: Negative Ground Only
Ethernet Hub (Straight-Through Cable); Ethemet Node (Crossover)
- COM2—Serial, RS/EIA-232 compatible equipment TYPICAL INSTALLATION

» COM1—Management System (Default); Serial (Alternate)

Step 6 — Check for Normal Operation

+ Observe the transceiver LED status panel for the proper indications. In a normally operating system, the following LED indications

will be seen within 30 seconds of power-up:
PWR—Lights continuously LAN—On or blinks intermittently ~ LINK— On or blinks intermittently (Remotes: if associated)

+ Use PING command to test basic data link integrity between Access Point and Remotes.

« If the PING command is successful, connect the RTU/data equipment to the data port and verify normal operation.

+ If the LINK LED on Remotes is not on after 20 to 30 seconds, the unit has failed to associate with the Access Point. It may be
necessary to reposition or redirect the radio’s antenna for better reception/signal strength.

+ Check connected data equipment for normal operation

BASIC CONFIGURATION DEFAULTS

The Management System can be accessed through the COM1 Port using a terminal session on a PC. The basic items listed below,
along with many other parameters & tools can be accessed through this method. HTTP, Telnet access, and changing some parameters

are controlled by password.
ITEM MGT SYSTEM MENU DEFAULT VALUES/RANGE

Device Mode Network Configuration Remote * Remote
* Access Point

Unit Password Device Information admin + 1-8 alphanumeric characters
(lower case) - Case-sensitive; can be mixed case
Network Name Network Configuration "Not Programmed" * 1-16 alphanumeric characters
- Case-sensitive; can be mixed case
IP Address Network Configuration 192.168.1.1 Contact your Network Administrator
RF Output Power  Radio Configuration +30 dBm (1.0 Watt)  20-30 dBm @ 50Q (0.1—1.0 Watt)

Detailed instructions for setting transceiver parameters are contained in Section 3 of this manual.
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Copyright Notice

This publication is protected by U.S.A. copyright law. Copyright 2005, Microwave Data Systems,
Inc. All rights reserved.

ISO 9001 Registration

Microwave Data Systems adheres to the internationally-accepted ISO 9001 quality system stan-
dard.

To our Customers

We appreciate your patronage. You are our business. We promise to serve and anticipate your
needs. We will strive to give you solutions that are cost effective, innovative, reliable and of the
highest quality possible. We promise to build a relationship that is forthright and ethical, one that
builds confidence and trust.

What Products are Covered in this Manual?

This manual covers two members of the MDS iNET Transceiver Series, both of which are designed
to be operated under the FCC s Part 15 license-free rules. The standard iNET radio is a Frequency
Hopping Spread Spectrum (FHSS) transceiver that operates at data speeds of 256 and 512 kbps.

The iNET Il is a similar design, but it does not utilize frequency hopping technology. It operates
under the Digital Transmission System (DTS) provisions of Part 15 and can operate at data speeds
of 512 or 1024 kbps. Operational differences between these two models are identified, as neces-

sary, in this manual.

iv MDS iNET 900 Series User’s Guide MDS 05-2806A01, Rev. E.1
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Other MDS iNET 900 Series Documentation

Installation Guide The associated MDS iNET 900 Series Installation Guide, P/N 05-2873A01, is
provided with the transceiver and is limited to essential information needed for installers. The
installation guide assumes some guidance to installers will be provided by the readers of this
manual. This includes such things as antenna selection, radio communication site survey tools and
techniques, and network design.

Related Materials on the Internet Data sheets, frequently asked questions, case studies, applica-
tion notes, firmware upgrades and other updated information is available on the MDS Web site at
www.microwavedata.com.

About Microwave Data Systems Inc.

Almost two decades ago, MDS began building radios for business-critical applications. Since then,
we ve installed more than 500,000 radios in over 110 countries. To succeed, we overcame impass-
able terrain, brutal operating conditions and disparate, complex network configurations. We also
became experts in wireless communication standards and system applications worldwide. The
result of our efforts is that today, thousands of utilities around the world rely on MDS-based wire-
less networks to manage their most critical assets.

The majority of MDS radios deployed since 1985 are still installed and performing within our cus-
tomers’ wireless networks. That s because we design and manufacture our products in-house,
according to ISO 9001 which allows us to control and meet stringent global quality standards.

Thanks to our durable products and comprehensive solutions, MDS is the wireless leader in indus-
trial automation including oil and gas production and transportation, water/wastewater treat-
ment, supply and transportation, electric transmission and distribution and many other utility
applications. MDS is also at the forefront of wireless communications for private and public infra-
structure and online transaction processing. Now is an exciting time for MDS and our customers
as we look forward to further demonstrating our abilities in new and emerging markets.

As your wireless needs change you can continue to expect more from MDS. We’ll always put the
performance of your network above all. Visit us at www.microwavedata.com for more informa-
tion.

OPERATIONAL & SAFETY NOTICES

RF Exposure Professional installation required. The radio equipment described in this guide emits radio
frequency energy. Although the power level is low, the concentrated energy from a direc-
tional antenna may pose a health hazard. Do not allow people to come closer than 23 cm

(( . )) (9 inches) to the antenna when the transmitter is operating in indoor or outdoor environ-
ments. More information on RF exposure is on the Internet at

A www.fcc.gov/oet/info/documents/bulletins.

UL/CSA Notice

This product is available for use in Class 1, Division 2, Groups A, B, C & D Hazardous Locations. Such locations are
defined in Article 500 of the National Fire Protection Association (NFPA) publication NFPA 70, otherwise known as
the National Electrical Code.

The transceiver has been recognized for use in these hazardous locations by two independent agencies Underwriters
Laboratories (UL) and the Canadian Standards Association (CSA). The UL certification for the transceiver is as a Rec-
ognized Component for use in these hazardous locations, in accordance with UL Standard 1604. The CSA Certifica-
tion is in accordance with CSA STD C22.2 No. 213-M1987.

MDS 05-2806A01, Rev. E.1 MDS iNET 900 Series User’s Guide Y
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UL/CSA Conditions of Approval: The transceiver is not acceptable as a stand-alone unit for use in the hazardous
locations described above. It must either be mounted within another piece of equipment which is certified for
hazardous locations, or installed within guidelines, or conditions of approval, as set forth by the approving agencies.
These conditions of approval are as follows:

The transceiver must be mounted within a separate enclosure which is suitable for the intended application.

The antenna feedline, DC power cable and interface cable must be routed through conduit in accordance with the
National Electrical Code.

Installation, operation and maintenance of the transceiver should be in accordance with the transceiver’s installation
manual, and the National Electrical Code.

Tampering or replacement with non-factory components may adversely affect the safe use of the transceiver in haz-
ardous locations, and may void the approval.

A power connector with screw-type retaining screws as supplied by MDS must be used.

Do not disconnect equipment unless power has been switched off or the area is known to
AWARN'NG be non-hazardous.

EXPLOSION Refer to Articles 500 through 502 of the National Electrical Code (NFPA 70) for further
HAZARD! information on hazardous locations and approved Division 2 wiring methods.

FCC Part 15 Notices

The transceiver series complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation. This device is specifically designed to be used under Section 15.247
of the FCC Rules and Regulations. Any unauthorized modification or changes to this device without the express
approval of Microwave Data Systems may void the user s authority to operate this device. Furthermore, the iNET
Series is intended to be used only when installed in accordance with the instructions outlined in this manual. Failure
to comply with these instructions may also void the user s authority to operate this device.

Part 15 rules also require that the Effective Isotropic Radiated Power (EIRP) from an MDS iNET Series installation
not exceed 36 dBm. Refer to Antenna & Feedline Selection on Page 132 for more information.

Industry Canada RSS Notices

Operation is subject to the following two conditions: (1) this device may not cause interference, and (2) this device
must accept any interference, including interference that may cause undesired operation of the device.

To reduce potential radio interference to other users, the antennatype and its gain should be chosen so that the Equiv-
alent Isotropic Radiated Power (EIRP) is not more than that permitted for successful communication.

This device as been designed to operate with the antennas listed below, and having a maximum gain of 12 dB.
Antennas not included in thislist or having again greater than 12 dB are strictly prohibited for use with this device.
The required antennaimpedance is 50 ohms. Refer to Table 5-2 on Page 134 for alist of antennas acceptable for use
with this transceiver.

Manual Revision and Accuracy

While every reasonable effort has been made to ensure the accuracy of this manual, product improvements may result
in minor differences between the manual and the product shipped to you. If you have additional questions or need an
exact specification for a product, please contact our Customer Service Team using the information at the back of this
guide. In addition, manual updates can often be found on the MDS Web site at www.microwavedata.com.

Environmental Information

The manufacture of this equipment has required the extraction and use of natural resources. Improper disposal may
contaminate the environment and present a health risk due to hazardous substances contained within. To avoid dissem-
ination of these substances into our environment, and to limit the demand on natural resources, we encourage you to
use the appropriate recycling systems for disposal. These systems will reuse or recycle most of the materials found in
this equipment in a sound way. Please contact MDS or your supplier for more information on the proper disposal of
this equipment.

Vi MDS iNET 900 Series User’s Guide MDS 05-2806A01, Rev. E.1
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1.1 PRODUCT DESCRIPTION

The MDSINET 900 transceiver provides an easy-to-install wireless
solution for local area network (LAN) service with plug-and-play hard-
ware and long range operation. It supports both Ethernet and serial data
interface options at over-the-air data speeds of up to 512 kbpsfor INET
and 1024 kbps for iNET I1).

NOTE: For information on the MDSINET 900 ENI, which provides
expanded gateway and protocol conversion capabilities not
found in the MDSINET 900 (DF1 to EIP, and MODBUS to
MODBUS TCP conversions), refer to the MDS iNET/ENI
Supplement (05-4131A01).

Figure 1-1. The MDS iNET 900 Transceiver

The transcelver is housed in acompact and rugged cast-aluminum case
that need only be protected from direct exposure to the weather. 1t con-
tains a single printed circuit board with all necessary components for
radio operation and data communications. The only user-serviceable
component inside the caseis afuse on the DC power input line.

Most installations employ an omni-directional antenna at the Access
Point (AP) location and a directional antenna at each Remote unit. The
antennaisavital link in the system and must be chosen and installed
correctly. Consult INSTALLATION PLANNING on Page 129 for guid-
ance on choosing suitable installation sites and antennas.

For basic services, simply connect an antenna, connect your Ethernet
LAN tothetransceiver’sLAN port, apply primary power, set afew oper-
ating parameters, and you are done. No license isrequired for operation
inthe U.S.A., Canada, and many other countries. Check requirements
for your region before placing the transceiver in service.

Data network security is a vital issue in today's wireless world. The
MDSINET 900 Series design provides multiple tools to help you build
a network that minimizes the risk of eavesdropping and unauthorized
access. Some are inherent in the radio's operation, such as the use of
spread-spectrum transmissions; others include data encryption, en-

MDS 05-2806A01, Rev. E.1
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Robust Radio
Operation

Flexible Services

Flexible
Management

Transceiver
Features

abling/disabling remote access channels, and password protection.

Remember, security is not a one-step process that can simply be turned
on and forgotten. It must be practiced and enforced at multiple levels,
24 hours-a-day and 7 days-aweek. See “ MDS SECURITY SUITE” on
Page 14 for more information about the transceiver’s security tools.

The transceiver is designed for frequency-hopping spread-spectrum
operation (DTSfor iNET I1) inthelicense-free 900 MHz Industrial, Sci-
entific, and Medical (ISM) band. It can provide reliable communica-
tions at distances up to 25 miles (40 km) over favorableterrain, evenin
the presence of weak signals or interference.

Userswith amixture of equipment having Ethernet and serial datainter-
faces can choose to use one or two of the user-configurable serial ports
through the use of a Remote Dual Gateway. Thisflexibility allows the
transceiver to provide servicesin data networks that are being migrated
from legacy serial/El A-232-based hardware to the faster and more
easly interfaced Ethernet world.

Configuration, commissioning, troubleshooting and other maintenance
activities can be done locally or remotely. Four different modes of
access are available: local RS-232 console, local or remote | P access
(viaTelnet), web browser, and SNMP (v1/v2/v3). The text-based inter-
face (RS-232 console and Telnet) isimplemented in the form of
easy-to-follow menus, and the terminal server configuration includes a
wizard to help you set up the units correctly.

Thetransceiver’s design makes the installation and configuration easy,
while allowing for changes in the future.

* Long Range—Up to 25 miles (40 km) in line-of-sight condi-
tions. Repeater stations may be used to extend the operational
range. (Refer to TECHNICAL SPECIFICATIONS on Page 146
for more detailed information on range.)

* Industrial-Grade Product—Extended temperature range for
trouble-free operation in extreme environments

* Robust Radio Communications—Designed to operatein dense,
high-interference environments

* Robust Network Security—Prevents common attack schemes
and hardware from gaining access or control of network. Com-
mon attack events logged and reported by alarms.

* High Speed—512 kbps is 50-times faster than 9.6 kbps radios

 Plug-and-Play Connectivity—Ethernet bridge configuration
option requires minimal setup

» Serial Ports—Gateway for serial-based equipment to |P/Ether-
net networks with embedded terminal server. Site-to-site con-
figurations are also possible.

 Single hardware package provides configuration as Access
Point or Remote

MDS iNET 900 Series User’s Guide MDS 05-2806A01, Rev. E.1
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1.1.1 Model Offerings

The transceiver comes in two primary models—A ccess Point and
Remote. Three types of Remote Gateways are available—the Ethernet
Bridge, the Serial Gateway, and the Dual Gateway supporting both

| P/Ethernet and serial services. Table 1-1 summariesthe different inter-
face abilities for each type.

A unit can be configured by the owner to operate as an Access Point or
as a Remote with some restrictions. Only the Dual Gateway Remote
units can be reconfigured as an Access Point. Ethernet Bridge and a
Serial Gateway Remotes cannot be reconfigured as Access Point unless
they arefirst upgraded to Dual Gateway type. Thisisaccomplished with
an “Authorization Key” purchased from the factory. Each one of these
individual software keysis associated with the serial number of the cor-
responding unit.

Table 1-1. Transceiver Models and Data Interface Services

Model Type LAN!? com1t COM2
Access Point3 N/A Yes Yes Yes
Remote... Ethernet Yes No No
Bridge?
Serial No Yes Yes
Gateway?
Dual Gateway3 Yes Yes Yes
NOTES

1. Provides access to the embedded Management System on all units.

2. Can be upgraded to Dual Gateway with an Authorization Key.

3. Can be configured as an Access Point or Dual Gateway through the
embedded Management System.

4. In addition, the INET Il is available. This model operates at 512/1024
kbps under the FCC DTS rules, which allow wider modulation band-
widths to be employed.

1.2 APPLICATIONS

Thefollowing sections provideillustrations of typical transceiver instal-
lations. Thisismeant asan overview only. It isrecommended that a net-
work manager be involved in all installation planning activities.

1.2.1 Wireless LAN

ThewirelessLAN isthe most common application of thetransceiver. It
consists of acentral control station (Access Point) and one or more asso-
ciated Remote units, asshownin Figure 1-2 on Page 6. A LAN provides
communications between a central WAN/LAN and remote Ethernet
segments. The operation of the radio system is transparent to the com-
puter equipment connected to the transceiver.

MDS 05-2806A01, Rev. E.1
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The Access Point is positioned at a location from which it can commu-
nicate with al of the Remote units in the system. Commonly, thisisa

high location on top of abuilding or communications tower. Messages
are exchanged at the Ethernet level. Thisincludes al types of IP traffic.

A Remote transceiver can only talk over-the-air to an Access Point unit
(AP). Peer-to-peer communications between Remotes can only take
place indirectly viathe AP. In the same fashion, an AP can only talk
over-the-air to associated Remote units. Exception: Two APs can com-
municate with each other “ off-the-air” through their Ethernet connectors
using acommon LAN/WAN.

WAN/LAN

Figure 1-2. Typical Wireless LAN

1.2.2 Point-to-Point LAN Extension

A point-to-point configuration (Figure 1-3) is a simple arrangement
consisting of an Access Point and a Remote unit. This provides a com-
munications link for the transfer of data between two locations.

LAN/WAN

Figure 1-3. Typical Point-to-Point Link

1.2.3 Backhaul for Serial Radio Networks

One of the primary design features of the transceiver isto provide apath
for serial devicesto migrate to | P/Ethernet. Many radio networksin
operation today still rely on serial networks at data rates of 9600 bps or
less. These networks can use the transceiver as a means to continue
using the serial service, while allowing the rest of the infrastructure to
migrate to an |P format.

MDS iNET 900 Series User’s Guide MDS 05-2806A01, Rev. E.1



industrial/wireless/performance

\MDS

A Remote transceiver using one serial port for the data stream, and the
other for network-wide diagnostics can support operational radio net-
works built with earlier MDS radios, such as MDS x790/x710, MDS
x810 and others. In the case of these existing radios, where asingle port
is used for data and diagnostics, the capabilities are doubled. The data
streamsaredelivered to an IP socket inan application, or in serial format
using the Access Point.

Serial
Device

MDS 4790
Master

Serial
Device

Serial
Device

MDS 9790
Master

Serial
Device

NMS Control SCADA Host
Point Modbus/IP

Serial
Device

Diagnostics

e
)
§ D E—
%o
‘ D
" ata MDS 9810
Remote Serial Master 'g,k
9

MDS 9810 Remote

Figure 1-4. Backhaul Network

1.2.4 Multiple Protocols and/or Services

Prior to the MDS 900 Series, two radios were often used to service two
different types of devices (typically connected to different SCADA
hosts). An iNET 900 radio provides this functionality with asingle
remote radio. Each of thetwo serial ports can be connected vialP to dif-
ferent SCADA hosts, transporting different (or the same) protocols.
Both data streams are completely independent and the transceiver pro-
vides seamless simultaneous operation as shown in Figure 1-5 on

Page 8.
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SCADA Host
Modbus/IP

EIA-232

EIA-232 Device

Remote Serial

Serial
EIA-232 Device
Serial
EIA-232 Device

o7
NV
P

I
Access Point

NETview SCADA Host
Total Flow

Figure 1-5. Multiple Protocol Network

By using a single radio, the cost of deployment is cut in half. Beyond
requiring only oneradio instead of two, the biggest cost reduction comes
from using half of the required infrastructure at the remote site: one
antenna, one feedline, one lightning protector and ancillary hardware.
Other cost reductions come from the system asawhole, such asreduced
management requirements. And above al, the potential for future appli-
cations that run over Ethernet and IP, such as video for remote surveil-
lance.

1.2.5 Wireless LAN with Mixed Services

Thetransceiver is an excellent solution for along-range industrial wire-
lessLAN. It offers several advantages over commercial solutions—pri-
marily improved performance over extended distances. The rugged
construction of the radio and its extended temperature range make it an
ideal solution even in harsh locations. In extreme environments, a
simple NEMA enclosure is sufficient to house the unit.

The transceiver trades higher speed for longer range. Commercial
802.11b solutions are designed to provide serviceto relatively small
areas such as offices, warehouses and homes. They provide high data
rates but have limited range. TheiNET 900 transmits at a higher power
level, uses a different frequency band, has higher sensitivity, and a nar-
rower channel to concentrate the radio energy and reach farther dis-
tances. It is designed for industrial operation from the ground up.

| P-based devices that may be used with the transceiver include a new
breed of more powerful Remote Terminal Units (RTUs) and Program-
mable Logic Controllers (PLCs). These, as well as other devices, may
be used in applications ranging from SCADA /telemetry monitoring,
web-based video, security monitoring, and voice over IP. Figure 1-6
shows atypical wireless IP network.
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Figure 1-6. Extended-Range LAN with Mixed Applications

1.2.6 Upgrading Older Wireless Network with
Serial Interfaces

Millions of wireless data products have been sold in the last two decades
for licensed and license-free operation, many of them manufactured by
Microwave Data Systems. Thereare several waysthat these systemscan
benefit from incorporating MDSINET 900 equipment. The chief advan-
tagesareinterfaceflexibility (serial and Ethernet in oneunit), and higher
data throughput. By taking advantage of its built-in serial and Ethernet
interfaces, the transceiver iswell suited to replace leased lines, dial-up
lines, or existing 900 MHz data transceivers.

Replacing Legacy Wireless Products

In most cases, legacy radio transceivers supporting serial-interface
equipment can be replaced with INET 900 transceivers. Legacy equip-
ment can be connected to the transceiver through the COM1 or COM2
port with a DB-25 to DB-9 cable wired for EIA-232 signaling. The
COM2 port supports all standard EIA-232 signaling and actsas a
data-terminal equipment device (DTE).

NOTE: Several previous MDS-brand products had non-standard
signa lines on their interface connectors (for example, to
control sleep functions and alarm lines). These specia func-
tions are not provided nor supported by the INET transceiver.
Consult equipment manuals for complete pinout information.

Supplement legacy wireless network with IP services

The MDSINET 900 Dua Gateway model can support up to two seria

devices and one Ethernet connection at the same time. The seria inter-
faces (COM1 and COM?2) operate in two different modes: Connection-
less UDP and connection-orientated TCP.

MDS 05-2806A01, Rev. E.1
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In the UDP mode, the transceiver supports point-to-multipoint
serial-port to serial-port connectivity. In the TCP mode, it supports
point-to-point Ethernet/IP to serial port connectivity.

For further details on the transceiver’s Serial Gateway interface modes,
see“ CONFIGURING THE SERIAL INTERFACES’ on Page 56.

1.2.7 High-Speed Mobile Data

The INET radios support high-speed data communications in a mobile
environment. Remote radios roam between different access points, pro-
viding seamless transitions and continuous coverage. For additional
information on configuring a mobile network, refer to Mobile Data
Configuration on Page 54.

1.3 NETWORK DESIGN
CONSIDERATIONS

1.3.1 Extending Network Coverage with Repeaters

What is a Repeater System?

A repeater works by re-transmitting data from outlying remote sites to
the Access Point and vice-versa. It introduces some additional
end-to-end transmission delay but provides longer-range connectivity.

In some geographical areas, obstacles can make communications diffi-
cult. These obstacles are commonly large buildings, hills, or dense
foliage. These obstacles can often be overcome with a repeater station.

Option 1—Using two transceivers to form a repeater station
(back-to-back repeater)

Although the range between transceivers can be up to 40 km (25 miles)
over favorableterrain, it is possible to extend the range considerably by
connecting two units together at one sitein a“back-to-back” fashion to
form arepeater, as shown in Figure 1-7. This arrangement should be
used whenever the objective is to utilize the maximum range between
stations. Inthiscase, using high-gain Y agi antennas at each location will
provide more reliable communications than their counterparts—omni-
directional antennas.

10
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Crossover Cable

Remote %,

LAN/WAN R

Figure 1-7. Typical LAN with a Repeater Link

Two transceivers may be connected “ back-to-back” through the LAN
Ports to form arepeater station. (The cable must be a*“ cross-over”
Ethernet cable for thisto work). This configuration is sometimes
required in a network that includes a distant Remote that would other-
wise be unable to communicate directly with the Access Point station
due to distance or terrain.

The geographic location of arepeater station is especially important. A
site must be chosen that allows good communication with both the
Access Point and the outlying Remote site. Thisis often on top of ahill,
building, or other elevated terrain from which both sites can be “ seen”
by the repeater station antennas. A detailed discussion on the effects of
terrainisgiven in Section 5.1.2, Ste Selection (beginning on Page 131).

The following paragraphs contain specific requirements for repeater
systems.

Two antennas are required at thistype of repeater station—one for each
radio. Measures must be taken to minimize the chance of interference
between these antennas. One effective technique for limiting interfer-
ence isto employ vertical separation. In this arrangement, assuming
both are vertically polarized, one antennais mounted directly over the
other, separated by at least 10 feet (3 Meters). This takes advantage of
the minimal radiation exhibited by most antennas directly above and
below their driven elements.

Another interference reduction technique isto cross-polarize the
repeater antennas. If one antennais mounted for polarization in the ver-
tical plane, and the other in the horizontal plane, an additional 20 dB of
attenuation can be achieved. (Remember that the corresponding stations
should use the same antenna orientation when cross-polarization is
used.)

Thetwo radiosthat are wired together at the repeater site must have dif-
ferent network names. To set or view the network names, see“ STEP 3—
CONNECT PC TO THE TRANSCEIVER’ on Page 20 for details.
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Option 2—Using the AP as a Store-and-Forward Packet
Repeater

A wireless network can be extended through the use of an alternate
arrangement using the Access Point as a repeater to re-transmit the sig-
nalsof al stationsin the network. The repeater isa standard transceiver
configured as an Access Point, and operating in Store and Forward
mode. (See Figure 1-8.)

~¢
PEATER

LAN/WAN

Figure 1-8. Typical network with store-and-forward repeater

Aswith the conventional repeater described in Option 1 above, the loca-
tion of a store and forward repeater is also important. A site must be
chosen that allows good communication with both the Access Point and
the outlying Remote site. This can be on the top of ahill, building, or
other elevated terrain from which all sites can be “seen” by the repeater
station antenna. A detailed discussion on the effects of terrain is given
in Section 5.1.2, Ste Selection (beginning on Page 131)

1.3.2 Protected Network Operation using Multiple
Access Points

Although MDS transceivers have a very robust design and have under-
gone intensive testing before being shipped, it is possible for isolated

failuresto occur. In mission-critical applications, down time can be vir-
tually eliminated by using some, or all, of the following configurations:

In a point-to-multipoint scenario, the Access Point services multiple
remotes. A problem in the Access Point will have an effect on al
remotes, since none will have access to the network. When operation of
the network does not tolerate any down time, it is possible to set up a
protected configuration for the Access Point to greatly reduce the possi-
bility of this occurrence.

Two or more Access Points can be configured with the same Network
Name and kept active simultaneously, each with its own independent
antenna. In this scenario, Remotes will associate with either one of the
available Access Points. In case of afailure of one of the AP’ sthe
Remotes will quickly associate with another of the remaining Access
Points re-establishing connectivity to the end devices.

12
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The Access Points are unaware of the existence of the other AP's.
Because the hopping a gorithm uses both the Network Name and the
Wireless MAC address of the AP to generate the hopping pattern, mul-
tiple AP s can coexist—even if they use the same network name. The
collocated AP swill be using different hopping patternsand frequencies
the great majority of the time. Although some data collisionswill occur,
thewirelesssMAC isbuilt to tolerate and recover from such occurrences
with minimal degradation.

1.3.3 Collocating Multiple Radio Networks

Many networks can operateinrelatively close physical proximity to one
another provided reasonable measures are taken to assure the radio
signal of one Access Point is not directed at the antenna of the second
Access Point.

The Network Name and the association process

The Network Name is the foundation for building individual radio net-
works. It is part of abeacon signal broadcast by the Access Point (AP)
to any Remote unitswith the same Network Name. Remotesthat join the
network arereferred to asbeing “ associated” with the Access Point unit.

Multiple APswith the same Network Name should be avoided unless a
redundant system is being deployed. Using the same Network Namein
multiple APsmay result in Remotes associating with undesired APsand
preventing data exchange from occurring.

The use of adifferent Network Name does not guarantee an interfer-
ence-free system. It does however, assure that only data destined for a
unique network is passed through to that network.

It may be desirable to co-locate Access Points at one location to take
advantage of an excellent or premium location that can serve two inde-
pendent networks. Each network should have unique Network Name
and each AP unit’ s antenna should be provided as much vertical separa-
tion asis practical to minimize RFI.

NOTE: All transceivers are shipped with the Network Name set to
“Not Programmed.” The Network Name must be programmed
in order to pass data and begin normal operations.

Can radio frequency interference (RFI) disrupt my wireless
network?

When multiple radio networks operate in close physical proximity to
other wireless networks, individual units may not operate reliably under
weak signal conditionsand may beinfluenced by strong radio signalsin
adjacent bands. This radio frequency interference cannot be predicted
with certainty, and can only be determined by experimentation. If you
need to co-locate two units, start by using the largest possible vertical

MDS 05-2806A01, Rev. E.1
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antenna separation between the two AP antennas on the same support
structure. If that does not work, consult with your factory representative
about other techniques for controlling radio frequency interference
between the radios. (See “ AWord About Radio Interference” on

Page 136 for more details.)

1.4 MDS SECURITY SUITE

Today the operation and management of an enterprise is becoming
increasing dependent on electronic information flow. An accompanying
concern becomes the security of the communication infrastructure and

the security of the data itself.

The MDSINET 900 transceiver is capable of dealing with many
common security issues. Table 1-2 profiles security risks and how the
transceiver provides a solution for minimizing vulnerability.

Table 1-2. Security Risk Management

Security Vulnerability

MDS iNET 900 Solution

Unauthorized access to the backbone
network through a foreign remote radio

® Approved Remotes List

Only those remotes included in the
AP list will associate

“Rogue” AP, where a foreign AP takes
control of some or all remote radios and
thus remote devices

® Approved AP List

A remote will only associate to those
AP included in its local authorized
list of AP

Dictionary attacks, where a hacker runs a
program that sequentially tries to break a
password.

® Failed-loginlockdown

After 3 tries, the transceiver ignores
login requests for 5 minutes. Critical
event reports (traps) are generated
as well.

Denial of service, where Remote radios
could be reconfigured with bad
parameters bringing the network down.

*Remote login
®Local console login

*Disabled HTTP & Telnet to allow
only local management services

Airsnort and other war-driving hackers in
parking lots, etc.

®900 MHz FHSS for iNET (DTS for

iNET II) does not talk over the air
with standard 802.11b cards

*The transceiver cannot be putin a
promiscuous mode

*Proprietary data framing

Eavesdropping, intercepting messages

®128-bit encryption

Key cracking

* Automatic Rotating Key algorithm

Replaying messages

®128-bit encryption with rotating keys

14
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Security Vulnerability

MDS INET 900 Solution

Unprotected access to configuration via

SNMPv1

operation

¢Implement SNMPv3 secure

Intrusion detection

* Provides early warning via SNMP

through critical event reports
(unauthorized, logging attempts,

etc.)

1.4.1 Early Warning via SNMP Traps

In addition to the operative tools and techniques, the transceiver can
send SNMP traps (alarms) to a network management systems when cer-
tain potentially suspicious activities or events occur. The alarms

include:

(Accessed via: Telnet, HTTP, or local)

Successful login/logout

(Accessed via: Telnet, HTTP, or local)

1.5 ACCESSORIES

Thetransceiver can be used with one or more of the accessorieslisted in
Table 1-3. Contact the factory for ordering details.

Table 1-3. Accessories

Unauthorized AP MAC address detected at Remote
Unauthorized Remote MAC address detected at AP
Login attempt limit exceeded

Accessory Description MDS Part No.
AC Power A small power supply module designed for 01-3682A02
Adapter Kit continuous service. UL approved. Input:

120/220; Output: 13.8 Vdc @ 2.5 A
Omni- Rugged antennas well suited for use at Access  Call factory
Directional Point installations. Consult with your factory
Antennas Sales Representative for details
Yagi Antenna Rugged antennas well suited for use at Remote  Call factory

(Directional)

installations. Consult with your factory Sales
Representative for details.

TNC Male-to-N  One-piece RF adaptor plug. 97-1677A161
Female Adapter
TNC Male-to-N  Short length of coaxial cable used to connect 97-1677A159
Female Adapter  the radio’s TNC antenna connectorto a Type N (3 ft./1m)
Cable commonly used on large diameter coaxial

cables. 97-1677A160

(6 ft./1.8m)

Ethernet RJ-45  Cable assembly used to cross-connect the 97-1870A21

Crossover
Cable (CAT5)

Ethernet ports of two transceivers used in a
repeater configuration.
(Cable length = 3 ft./1M)
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Table 1-3. Accessories

Accessory Description MDS Part No.
2-Pin Power Mates with power connector on transceiver. 73-1194A39
Plug Screw terminals provided for wires, threaded
locking screws to prevent accidental disconnect.
Ethernet RJ-45  Cable assembly used to connect an Ethernet 97-1870A20
Straight-thru device to the transceiver. Both ends of the cable
Cable (CAT5) are wired identically.
(Cable length = 3 ft./1M)
EIA-232 Shielded cable terminated with a DB-25 male 97-3035L06
Shielded Data connector on one end, and a DB-9 female onthe (6 ft./1.8m)
Cable other end. Two lengths available (see part 97-3035L15
numbers at right). (15 ft./4.6m)
EIA-232 Shielded cable terminated with a DB-9 male 97-1971A03
Shielded Data connector on one end, and a DB-9 female on the
Cable other end, 6 ft./1.8m long.
Fuse Small, board-mounted fuse used to protect 29-1784A03
against over-current conditions.
Flat-Surface Brackets: 2" x 3" plates designed to be screwed  82-1753-A01
Mounting onto the bottom of the unit for surface-mounting
Brackets & the radio.
Screws
Screws: 6-32/1/4” with locking adhesive. 70-2620-A01
(Industry Standard MS 51957-26)
DIN Rail Bracket used to mount the transceiver to 03-4022A02
Mounting standard 35 mm DIN rails commonly found in
Bracket equipment cabinets and panels.
COM2Interface  DB-25(F) to DB-9(M) shielded cable assembly ~ 97-3035A06
Adapter (6 ft./1.8 m) for connection of equipment or other
EIA-232 serial devices previously connected to
“legacy” units. (Consult factory for other lengths
and variations.)
MDS NETview PC-based network management system for 03-3938A01
MS Software new-generation MDS transceivers. Allows radio
control and diagnostics in a hierarchal map
perspective.
Bandpass Filter  Antenna system filter that helps eliminate 20-2822A02
interference from nearby paging transmitters.
Ethernet Surge  Surge suppressor for protection of Ethernet port  29-4018A01

Suppressor

against lightning. 10/100BaseT compatible.
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2.1 OVERVIEW

It isbest to set up atabletop network that can be used to verify the basic
operation of the transceivers and give you a chance to experiment with
network designs, configurations or network equipment in a convenient
location. This test can be performed with any number of radios.

When you are satisfied that the network is functioning properly in a
bench setting, field install ation can be performed. Completeinformation
for field installation, including mounting dimensions and antenna selec-
tion, isprovided in INSTALLATION PLANNING on Page 129

For thefollowing evaluation, one of thetransceiversin the network must
be set to Access Point service (Device Mode = Access Point) for proper
operation.

NOTE: Itisimportant to use a“Network Name’ that is different from
any currently inusein your areaduring the testing period. This
will eliminate unnecessary disruption of traffic on the existing
network while you become familiar with the transceiver or
evaluate variations of unit operating parameters.

To simulate datatraffic over the radio network, connect aPC or LAN to
the Ethernet port of the Access Point and PING each transceiver several
times.

2.2 STEP 1—INSTALL THE ANTENNA
CABLING

Figure 2-1 isadrawing of the tabletop arrangement. Connect the
antenna ports of each transceiver as shown. Thiswill provide stable
radio communications between each unit while preventing interference
to nearby electronic equipment from alarge number of co-located units.

POWER ATTENUATORS >
« Fixed or adjustable N

+ 1W Minimum Rating

Access Point

NON-RADIATING ATTENUATORS
/- Install on unused divider ports (if any)

COMPUTER POWER DIVIDER
= * 1W Minimum Rating

Figure 2-1. Typical setup for tabletop-testing of radios
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NOTE: Itisvery important to use attenuation between all unitsin the
test setup. The amount of attenuation required will depend on
the number of units being tested and the desired signal strength
(RSSI) at each transceiver during the test. In no case should a
signal greater than =50 dBm be applied to any transceiver in
thetest setup. An RF power output level of +20 dBm isrecom-
mended. (See “ Radio Configuration Menu” on Page 48.)

2.3 STEP 2—MEASURE & CONNECT
THE PRIMARY POWER

The primary power at the transceiver’ s power connector must be within
10-30 Vdc and be capable of continuously providing a minimum of 8
Watts (typical power consumptions are: 760 mA @ 10.5 Vdc, 580 mA
@ 13.8 Vdc, and 267 mA @ 30 Vdc).

A power connector with screw-terminalsis provided with each unit.
Strip thewireleadsto 6 mm (0.25"). Be sure to observe proper polarity
as shown in Figure 2-2 with the positive lead (+) on the left.

NOTE: It will take about 30 seconds for the transceiver to power up
and be ready for operation.

Lead
Binding _SAS
Screws (2) ]

o
4

Wire Ports

Figure 2-2. Power Connector, Polarity: Left +, Right —

The transceiver must only be used with nega-
CAUTION . .
POSSIBLE tive-ground systems. Make sure the polarity of the
EQUIPMENT power source is correct. The unit is protected from
DAMAGE reverse polarity by an internal diode and fuse.

2.4 STEP 3—CONNECT PCTO THE
TRANSCEIVER

Connect a PC’s Ethernet port to the LAN port using an Ethernet cross-
over cable. The LAN LED should light. Alternately, you can use a serial
cable to connect to the COM1 port. (Figure 2-3 on Page 23)

20
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2.5 STEP 4—REVIEW TRANSCEIVER
CONFIGURATION

2.5.1 Getting Started

Start by logging into the Access Point. Set up the Access Point first
because the Remotes are dependent on its beacon signal to achieve the
“associated” state.

NOTE: Transceivers are shipped from the factory set to the “Remote”
mode unless they are marked differently.

Oncethe Access Point isup and running, move the computer connection
to each of the Remote units, log-in at each unit, review their configura-
tion, set their | P addresses and Network Name and wait for each to
achieve the associated state.

With all units associated, you will be ready to connect and test your data
Services.

2.5.2 Procedure

Thefollowing isasummary of the configuration procedure that must be
done on each unit in the system. Key parameters are shown on the
Embedded Management System overview (Figure 3-1 on Page 28). A
lists of parameters can found in two tables: Table 4-5 on Page 119 and
Table 4-7 on Page 122. Detailed information on using the Management
System can be found in MSINTRODUCTION on Page 27.

NOTE: The Management System supports the use of “configuration
files” to aid in uniformly configuring multiple units. These are
detailed in Using Configuration Scripts on Page 98.

2.5.3 Basic Configuration Defaults

Table 2-1 provides a selection of key operating parameters, their range,
and default values. All of these are accessible through aterminal emu-
lator connected to the COM1 serial port or through a Web browser con-
nected to the Lan Port. (See Figure 5-1 on Page 129 for hookup.)

NOTE: Access to the transceiver’s Management System and changes
to some parameters, are controlled by password when
accessing by means of a Web browser or Telnet.
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Table 2-1. Basic Configuration Defaults

Item Menu Location Default Values/Range
Device Mode Main Menu>> Marked on unit’s * Access Point
Netwqu Configuration>> ID label . Dual Remote

Device Mode

* Serial Gateway
« Ethernet Bridge
Network Name Main Menu>> “Not * 1-15 alphanumeric

Network Configuration>> Programmed” characters
Network Name

- Case-sensitive;
can be mixed case

IP Address Main Menu>> 192.168.1.1 Contact your network
Network Configuration>> administrator
IP Address
RF Output Main Menu>> 30 dBm (1.0 20-30 dBm @ 50Q
Power Radio Configuration>> Watt) (0.1-1.0 Watts)
RF Output Power
Unit Password Main Menu>> admin + 1-8 alphanumeric
Device Information>> (lower case) characters

User Password - Case-sensitive;

can be mixed case

1. Ethernet Bridge and Serial Gateway will not be displayed if a superior mode is autho-
rized for this unit.

A unique | P address and subnet are required to access the browser-based
Management System either through the LAN port, or remotely
over-the-air.

2.6 STEP 5—CONNECT LAN AND/OR
SERIAL EQUIPMENT

Connect alocal area network to the LAN port or serial devicesto the
com1 (DCE) or coM2 (DTE) ports. Make sure your transceivers are
capabl e of supporting your devices. (See Table 1-1 . Transceiver Models
and Data Interface Services, on page 5 for asummary of model capabil-
ities.) The LAN port will support any Ethernet-compatible equipment.
Thisincludes devices that use the Internet Protocol (IP).

NOTE: If you configure COM1 for payload data service whileyou are
plugged into it, you will not be able to access the management
system. Alternate methods for accessing the management
system are: use Telnet or the web browser through the Ethernet
port; use Telnet or the web browser through the antenna port
(remote management).

Figure 2-3 on Page 23 shows the default functions and services for the
interface connectors.
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ANTENNA
0 50Q TNC
0 +30 dBm/1W Out (Max.)

O IP Address: 192.168.1.1 _
coM2 0 —30 dBm Input (Max.)

O DTE Serial Data Equip.

00 9,600 bps/8N1

O Full Handshaking

0 RS/EIA-232.

COoM1
J DCE Console/Terminal
19,200 bps/8N1

0 No Handshaking

[ RS/EIA-232

PRIMARY POWER

[0 13.8 Vdc @ 500 ma
(10.5-30 Vdc)

0 Negative Ground

O + Left —Right

Figure 2-3. Interface Connectors, Functions & Defaults

2.7 STEP 6—CHECK FOR NORMAL
OPERATION

Once the data equipment is connected, you are ready to check the trans-
ceiver for normal operation.

Observe the LEDs on the top cover for the proper indications. In anor-
mally operating system, the following LED indications will be seen
within 30 seconds of start-up:

* PWR—L.it continuously
* LINK—On, or blinking intermittently to indicate traffic flow
e LAN—On, or blinking intermittently to indicate traffic flow

Table 2-2 provides details on the LED functions.

Table 2-2. Transceiver LED Functions

LED Label Activity Indication
LAN ON LAN detected
Blinking Data TX/RX
OFF LAN not detected, or excessive
traffic present
COMA1 Blinking Data TX/RX
(MGT System) OFF No data activity
CcomM2 Blinking Data TX/RX
OFF No data activity
PWR ON Primary power (DC) present
Blinking Unit in “Alarmed” state
OFF Primary power (DC) absent
MDS 05-2806A01, Rev. E.1 MDS iNET 900 Series User’s Guide 23
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Table 2-2. Transceiver LED Functions (Continued)

LED Label Activity Indication
LINK ON Default state
(Access Point) Blinking Data Tx/Rx
OFF Traffic exceeds the capacity of
the radio network
LINK ON Associated to AP
(Remote Blinking Data Tx/Rx
Gateway) OFF Not associated with AP

If the radio network seems to be operating properly based on observa
tion of theunit’sLEDS, you can usethe PING command to verify thelink
integrity with the Access Point or pointing your browser to another
Remote unit’s IP address in the same network.
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3.1 MS INTRODUCTION

The transceiver’ s embedded management system is accessible through
various data interfaces. These include the COM1 (serial) port, LAN
(Ethernet) port, and via SNMP. Essentially the same capabilities are
available through any of these paths.

For SNM P management, the transceiver is compatible with MDS
NETview MS™ software. Refer to MDS publication 05-2973A01 for
more information on this tool. For support of other SNMP software, a
set of MIB filesis available for download from the MDS Web site at
www.micr owavedata.com. A brief summary of SNMP commands can
be found at SNMP Agent Configuration section on Page 46 of this
manual.

Thetransceiver’ sManagement System and itsfunctionsare divided into
five functional groups as listed below.

 Section 3.3, BAS C DEVICE INFORMATION (beginning on
Page 36)

* Section 3.4, CONFIGURING NETWORK PARAMETERS
(beginning on Page 40)

* Section 3.5, RADIO CONFIGURATION (beginning on Page
48)

 Section 3.6, CONFIGURING THE SERIAL INTERFACES
(beginning on Page 56)

» Section 3.7, SECURITY CONFIGURATION (beginning on
Page 73)

* Section 3.8, PERFORMANCE VERIFICATION (beginning on
Page 76)

 Section 3.9, MAINTENANCE (beginning on Page 91)

Each of these sections has afocus that is reflected in its heading. The
section you are now reading provides information on connecting to the
Management System, how to navigate through it, how it is structured,
and how to perform top-level configuration tasks. Figure 3-1 on the fol-
lowing page shows atop-level view of the Management System (MS).

3.1.1 Differences in the User Interfaces

Thereare dight differencesin navigation, but for the most part, the con-
tent isthe same among different user interfaces. You will find afew dif-
ferences in capabilities as the communications tool is driven by
limitations of the access channel. Below are examples of the Starting
Information Screen seen through aterminal and a Web-browser, respec-
tively.

MDS 05-2806A01, Rev. E.1
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Figure 3-1. Embedded Management System—Top-level Flowchart

MDS 05-2806A01, Rev. E.1

MDS iNET 900 Series User’s Guide

28



industrial/wireless/performance

\MDS

Ioixd
Ele Edt Yiew <Call Transfer Help
0| =38] 05

MDS iNET 900
Starting Information Screen

Device Mode:
Device Name:
Network Name:
IP Address:
Device Status:

Uptime:

Serial Number:

Firmware Version:

Hardware Version:

Access Point
Town Hall AP
GVille Township
169.254.0.2
Operational

00 hrs, B4 min
4.46.0

1.8.5

1166574

Press 'G° to go to Main Menu

Connected 0:00:08 ‘VT!DD ‘19200 8-M-1 ‘SCROLL ‘CAPS

[ora ™ [Capture— [Print eche

K

Figure 3-2. View of MS with a text-based program—

(Terminal Emulator shown—Telnet has similar menu structure)

Z web Managervent System - Microsolt Internet Enplorer provided by Microwave Daka Systems
|-:-m--. -2 |2 3| Dsewch [SiFavorites freda B | G- OF B - o] G2

| Ebe [k Wew Fgvoites Took  Help

| e [0 russ 116,254, 0.2,

pMDS

MO NET 900
0 Metwark Configuration

Figure 3-3. View of the MS with a Browser

Microwave Data Systems Inc.
Starting Information Screen

Arcess Pome
Town Hall AF
GVille Tovenship
169.234.02
Ciperatonal
00 brs, 06 in
44.0
103
1166574

23 Radio Corfiguration Device Mode:
21 Senal Galiwsay Confiquration Device Wame:
= Secunty Configurstion Metwork Name:
1 Disace Informatson I Address
0 Performance Inforrnation Device Starus:
2 Maintenance Tpatiene:
—1 Lagout Package Version:
Hardware Version:
Hl Serial Noumbier:
goanead
Powered by WWEBSERVER

© 2002 Microwsve Dats Systems inc. Al rights resened

3.2 ACCESSING THE MENU SYSTEM

The radio has no external controls. All configuration, diagnostics and
control is performed electronically using a connected PC. This section
explains how to connect a PC, log into the unit, and gain access to the

built-in menu screens.
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MDS iNET 900 Series User’s Guide

29



industrial/wireless/performance

AMDS

3.2.1 Methods of Control
The unit’ s configuration menus may be accessed in one of severa ways:

*

* Local Console—Thisisthe primary method used for the exam-

plesin this manual. Connect a PC directly to the COM 1 port
using aserial communications cable and launch aterminal com-
muni cations program such as HyperTerminal. This method pro-
vides text-based access to the unit’s menu screens. Console
control isahardware-based technique, and isintended for local
useonly.

Telnet*—Connect a PC to the unit’ SLAN port, either directly or
viaa network, and launch a Telnet session. This method pro-
vides text-based access to the unit’s menu screens in a manner
similar to aLoca Console session. Telnet sessions may be run
locally or remotely through an IP connection.

Web Browser *—Connect a PC to the unit’s LAN port, either
directly or viaanetwork, and launch a web browser session
(i.e., Internet Explorer, Netscape, etc.) This method provides a
graphical representation of each screen, just as you would see
when viewing an Internet website. The appearance of menu
screens differs dightly from other methods of control, but the
content and organization of screen itemsissimilar. Web
browser sessions may be run locally or remotely viathe Inter-
net.

Telnet and Web Browser sessions require the use of a straight-through or
crossover Ethernet cable, depending on the whether the PC-to-radio connection is
made directly, or through a network. For direct connection, a crossover cable is
required; For connection via a network, a straight-through type is needed.

Cable type can be identified as follows: Hold the two cable ends side-by-side and in
the same plug orientation (i.e., both locking tabs up or down). Now look at the
individual wire colors on each plug. If the wires on both plugs are ordered in the
same sequence from left to right, the cable is a straight-through type. If they are not
in the same order, it may be a crossover cable, or it may be wired for some other
application. Refer to DATA INTERFACE CONNECTORS on Page 143 for detailed
pinout information.

3.2.2 PC Connection & Log In Procedures

The following steps describe how to access the radio’ s menu system.
These stepsrequire aPC to be connected to the unit’ SCOM 1 or LAN port
as shown in Figure 3-4.
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To COM1 or LAN Port
(See Text)

Serial or Ethernet
Crossover Cable
(See Text)

Configuration PC

Figure 3-4. PC Configuration Setup

Starting a Local 1. Connect aserial communications cable between the PC and the
Console Session unit’s COM 1 port. If necessary, a cable may be constructed for this
§-Rec°-mmended for urpose as shown in Figure 3-5
irst-time Users) purp g -
RJ-11 PLUG DB-9 FEMALE
(TO MDS PRODUCT) (TO COMPUTER)
4 | TXD RXD |2
5 |RXD TXD |3
)
° 6 |GND GND|5
RJ-11 PIN LAYOUT

Figure 3-5. Serial Communications Cable (RJ-11 to DB-9)
(Maximum Recommended Cable Length 50 Feet/15 meters)

2. Launch aterminal emulation program such as HyperTerminal and
configure the program with the following settings:

19,200 bps datarate

 8data bits, no parity

* One stop bit, and no flow-control
* Use ANSI or VT100 emulation.

TIP: The HyperTerminal communications program can be accessed on
most PCs by selecting this menu sequence: Start>>Programs>>Accesso-
ries>>Communications>>HyperTerminal.

NOTE: The exact parameters given above must be used for console
terminal communication. Improper settings are a common
cause of difficulty.

NOTE: If the unit is powered-up or rebooted while connected to a
terminal, you will see a series of pages of text information
relating to the booting of the unit’s microcomputer. Wait for
the log-in screen before proceeding.

3. Pressthe key to receive the login: prompt.
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industrial/wireless/performance

AMDS

Starting a Telnet
Session

4. Enter the username (default username is admin). Press [ENTER].

5. Enter your password (default password isadmin). (For security, your
password keystrokes do not appear on the screen.) Press [ENTER].

NOTE: Passwords are case sensitive. Do not use punctuation mark

characters. You may use up to eight al pha-numeric characters.

The unit responds with the Starting Information Screen (Figure 3-6).
From here, you can review basic information about the unit or press G
to proceed to the Main Menu.

E=IEY
Ele Edt View Cal Iransfer Help
D] 53| Dl
MDS iNET 900 =
Starting Information Screen
Device Mode: Access Point
Device Mame: Town Hall AP
Network Name: GVille Township
IP Address: 169.254.08.2
Device Status: Operational
Uptime: 00 hrs, B4 min
Firmware Version: 4.4.8
Hardware Version: 1.8.5
Serial MNumber: 1166574
Press "G to go to Main Menu :I
(Connocted 0:00:08 Tt [Beonen1  [sCROL  [caPs WM [Capture [Frinkechw ;

Figure 3-6. Starting Information Screen—Local Console Session

(Telnet has similar menu structure)

NOTE: This method requires that you know the IP address of the unit

beforehand. If you do not know the address, use the Local
Console method (above) and access the Starting Information
Screen. The address is displayed on this screen.

1. Connect aPC to the unit’sLAN port, either directly or viaanetwork.
If connecting directly, use an Ethernet crossover cable; if
connecting via a network, use a straight-through cable. The LAN
LED lightsto indicate an active connection.

NOTE: Whenusing aLocal AreaNetwork (LAN) to accessthe unit, it

may be necessary to change your computer’s | P access to the
LAN in order to be compatible with the entraNET (compatible
subnets). You can identify or verify the unit’s IP address by
using a Loca Console session to communicate with the
entraNET through its COM 1 Port and viewing the Starting
Information Screen.
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2. Start the Telnet program on your computer targeting the | P address
of the unit to which you are connected. and press [ENTER].

TIP: A Telnet session can be started on most PCs by selecting:
Start>>Programs>>Accessories>>Command Prompt. At the command
prompt window, type the word telnet, followed by the unit’s IP
address (e.g., telnet 10.1.1.168). Press to receive the Telnet
log in screen.

NOTE: Never connect multiple units to a network with the same IP
address. Address conflicts will result in improper operation.

3. Enter your username (default username is admin). Press [ENTER].

Next, the Password: prompt appears. Enter your password (default
password isadmin). (For security, your password keystrokes will not
appear on the screen.) Press [ENTER].

The unit responds with a Starting Information Screen (see
Figure 3-6). From here, you can review basic information about the
unit or press G to proceed to the Main Menu.

NOTE: Passwords are case sensitive. Do not use punctuation mark
characters. You may use up to eight al pha-numeric characters.

NOTE: Web access requires that you know the IP address of the unit
you are connecting to. If you do not know the address, start a
Local Console session (see Sarting a Local Console Session
(Recommended for first-time Users) on Page 31) and access
the Sarting Information Screen. The IP address is displayed
on this screen.

1. Connect aPC to the unit’sLAN port, either directly or viaa network.
If connecting directly, use an Ethernet crossover cable; if
connecting via a network, use a straight-through cable. The LAN
LED lightsto indicate an active connection.

2. Launch aWeb-browser session on your computer (i.e., Internet
Explorer, Netscape Navigator, etc.).

3. Typein the unit’s |P address and press [ENTER].

4. A log-in screen isdisplayed (Figure 3-7) where you enter a user
name and password to access the unit’s menu system. Note that the
default entries are made in lower case. (Default User Name: admin;
Default Password: admin)

MDS 05-2806A01, Rev. E.1
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Enter Network Password Z1x

% Please type your user name and password,
Site: 10.4.11.22

Realm MDS_iNET_S00

User Mame || admi n

Paszword I

[T Save this pazsward in pour passward ligt

ak I Cancel |

Figure 3-7. Log-in Screen when using a Web Browser

NOTE: Passwords are case sensitive. Do not use punctuation mark

characters. You may use up to eight al pha-numeric characters.

5.

Click ok. The unit responds with a startup menu screen similar to
that shown in Figure 3-8. From here, you can review basic informa-
tion about the unit or click on one of the menu items at the left side

of the screen.

Web Management System - Microsoft Internet Explorer provided by Microwave Data Systems == x|
woack - = - (D [0 2| Qoeach (hrovortes veds 08| By Sh B - 2 9 | =
Fle Edt Wiew Favorites Tools Help

x| oo

Address [@] htp:1169.254.0.2/home him

@ Microwave Data Systems Inc.

S MDS INET 900 Starting Information Screen
3 Netwark Configuration
{1 Radio Configuration Device Mode: Access Point
~{ Serial Gateway Configuration Device Name: Town Hall AP
- Security Canfiguration Network Name: GVille Township
3 Device Information IP Address 168.254.0.2
{3 Performance Infarmation Device Status: Operational
{1 Maintenance Uptime: 00 hrs, 06 min
-3 Logout Package Version: 440
Hardware Version: 105
ke Serial Number: 1166574

goahead
Towsred by VWEBSERVER|

@ 2002 Microwave Data Systems [ne. All rights resened.

]

[ [ [ e nternet

Figure 3-8. Starting Information Screen—Web Browser Example

3.2.3 Navigating the Menus

Via Terminal or Telnet Sessions—Recommended for first-time users

Local Console and Telnet sessions use multi-layered text menu systems
that are nearly identical. To move further down a menu tree, you type
the letter assigned to an item of interest. Thistakesyou to an associated
screen where settings may be viewed, or changed. In most cases,
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pressing the key moves the screen back one level in the menu
tree.

In general, the top portion of menu screens show read-only information
(with no user selection letter). The bottom portion of the screen contains
parameters that can be selected for further information, alteration of
values, or to navigate to other submenus.

When you arrive at a screen with user-controllable parameter fields, you
select the menu item by pressing an associated |l etter on the keyboard. I
thereisauser definablevalue, thefield will clear to theright of themenu
item and you can type in the value you wish to use. Follow this action
by pressing the key to save the changes. If you make a mistake
or change your mind before pressing the key, simply press

to restore the previous value.

In some cases, when you type aletter to select a parameter, you will see
aprompt at the bottom of the screen that says choose an Option. In these
screens, press the keyboard' s to step through the available
selections. When the desired option appears, press the key to
choosethat selection. In some cases, several parametersmay be changed
and then saved by a single keystroke. The key can be used to
cancel the action and restore the previous values.

From the Main Menu screen, press Q to quit and terminate the session.

Navigating via Web Browser

Navigating with a Web browser is straightforward with aframed
“homepage.” The primary navigation menu is permanently located on
the left-hand side of this page. Simply click on a desired menu item to
bring it to the forefront.

NOTE: To maintain security, it is best to log-out of the menu system
entirely when you are done working with it. If you do not log
out, the session automatically ends after 10 minutes of inac-
tivity.

Click on Logout in the left-hand frame of the browser window. The
right-hand frame will change to alogout page. Follow the remaining
instructions on this screen.

NOTE: Inthe menu descriptionsthat follow, parameter options/range,
and any default values are displayed at the end of the text
between square brackets. Note that the default setting is
always shown after a semicolon: [available settings or range;
default setting]

MDS 05-2806A01, Rev. E.1
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3.3 BASIC DEVICE INFORMATION

This section contains detailed menu screens and settings that you can
use to specify the behavior of the unit.

3.3.1 Starting Information Screen

Once you have logged into the Management System, you will be pre-
sented with a screen that provides an overview of thetransceiver and its
current operating condition. It providesan array of vital information and
operating conditions.

%2 Com 1 19.2K - HyperTerminal _iolx|
D= 515] olH|
HDS iNET 900 .
Starting Information Screen
Device Mode: fAccess Point
Device Name: Town Hall AP
Network Name: GVille Township
IP Address: 169.254.0.2
Device Status: Operational
Uptime: 00 hrs, B4 min
Firnware Version: 4.4.0
Hardware Version: 1.8.5
Serial Number: 1166574
Press 'G’ to go to Main Menu j
Comnected 00003 i Toment RO [CAPS [l [Cope  [Frnted ;

Figure 3-9. Starting Information Screen

* Device Mode—Current operating mode of the unit asit relatesto
the radio network.

* Device Name—Thisis a user-defined parameter that will appear
in the heading of all pages.
(To change it, see Network Configuration Menu on Page 40.)

* Network Name— T he name of the radio network in which the unit
IS associ ated.

* IP Address—Unit’s |P address [192.168.1.1]
* Device Status—Condition of the unit’s association with an
Access Point.
At the Access Point:
» Alarmed—A aarm event has been logged and not cleared.
 Operational—Unit operating normally.
At a Remote:
» Scanning—The unit islooking for an Access Point beacon
signal.
» Exp(ecting) Sync(hronization)—The unit has found avalid
beacon signal for its network.
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* Hop Sync—The unit has changed its frequency hopping pat-
tern to match that of the Access Point.

» Associated —This unit has successfully synchronized and
associated with an Access Point.

e Alarmed—The unit is has detected one or more alarms that
have not been cleared.

NOTE: If an alarm is present when this screen is displayed, an “A)”
appears to the left of the Device Status field. Pressing the “A”
key on your keyboard takes you directly to the “Current
Alarms’ screen.

* Uptime—Elapsed time since the transceiver was powered-up.

* Firmware Version—Version of firmwarethat iscurrently activein
the unit.

* Hardware Version— Hardware version of thetransceiver’sprinted
circuit board.

* Serial Number—Make arecord of this number. It must be pro-
vided to purchase Authorization Keys to upgrade unit capabili-
ties. (See “ Authorization Keys Menu” on Page 105.)

3.3.2 Main Menu

The next screen, the Main Menu, isthe entryway to all user-controllable
features. The transceiver’ s Device Name appears at the top of thisand all
other screens as areminder of the unit that is currently being controlled

& Com7 19.2K - HyperTerminal — =101 x|
Be [ Yew ol Do b
D] 513 wlE] &l
]
Town Hall AP
Hain Menu
A) Starting Information Screen E) Security Configuration
B) Metwork Configuration F) Device Information
C) Radio Configuration G) Performance Information
D) Serial Gateway Configuration H) Maintenance / Tools
Select a letter to configure an item, '0° to exit menu o :J

‘Connected 0:02:18 WT100 15200 8-H-1

Figure 3-10. Main Menu

* Starting Information Screen—Select this item to return to the
start-up screen. (See “ Sarting Information Screen” on
Page 36)

* Network Configuration—T 00lSto configure the datanetwork layer
of the transceiver. (See “ Network Configuration Menu” on
Page 40)
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Radio Configuration—T00lS to configure the wireless (radio)
layer of the transceiver. (See* Radio Configuration Menu” on
Page 48)

Serial Gateway Configuration—T 00lS to configure the two serial
ports. (See * Serial Data Port Configuration Menu” on Page 59)

Security Configuration—T00IlS to configure the security services
availablewith thetransceiver’ senvironment. (See “ SECURITY
CONFIGURATION" on Page 73)

Device Information— T 0p level user-specific and definable param-
eters, such as unit password. (See* Device Information” on
Page 38)

Performance Information—T 00lS to measure the radio and data
layer’s performance of the radio network. (See “ Performance
Information Menu” on Page 76)

Maintenance/Tools— T 00lS to use configuration files, change
firmware and use Authorization Keys to change major unit
capabilities. (See “ Authorization Key—Alter the unit’soverall
capabilities by enabling the built-in resources.

(See “ Authorization Keys Menu” on Page 105)” on Page 91)

3.3.3 Configuring Basic Device Parameters

Device Information

Below isthe menu/screen that displays basic administrative data on the
unit to which you are connected. It also provides access to some user-
specific parameters such as device names.

&Com7 19.2K - HyperTermina =100
Fle Edt view cal er Help
Dles| 53] ole| _
Devicgegi?})rﬁgiiggylﬂlenu
Model Number HDS iNET 908
Serial Number 1092383
Hardware Yersion 1.0.5
Firmware Version 4.1.2
Uptime B4 hrs, 10 min
A) Console Baud Rate 19260 D) Date 01 Jan 2002
B) Device Names Henu E) Time 04:10
C) Login Status F) Date Format Generic
Select a letter to configure an item, <ESC> for the prev menu _ j
\Connected 0:45:28 [wT100 [o2o08n-1  [SCROLL  [cAPS [Wum  [Capture  [Prink eche ;

Figure 3-11. Device Information Menu

Model Number (Display only)
Serial Number (Display only)
Hardware Version (Display only)

Firmware Version (Display only)—Current firmware installed and
being used by the transceiver.
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Uptime (Display only)—Elapsed time since powering up.

Device Names Menu—Fields used at user’s discretion for general
administrative purposes. The Device Namefield isused by the
transceiver asthe“Realm” namefor network security andinthe
MS screen headings. (See Figure 3-12 on Page 39)

Date—Current date being used for the transceiver logs. User-set-
able. (Valuelost with power failure if SNTP (Simple Network
Time Protocol) server not accessible.)

Time—Current time of day. User-setable.

Setting: HH:MM:SS

(Vaue lost with power failure if SNTP server not accessible.)
Date Format—Select presentation format:

* Generic = dd Mmm yyyy

» European = dd-mm-yyyy

o US=mm-dd-yyyy

Device Names Menu

& Com 1 192K - HyperTerminal =101 x|

Edt Yew Cal Jransfer Help

Dl 5l3) olB| &
Town Hall AP &l
Device Names Menu
A) Device Name Town Hall AP
B) Owner GVille Township
C) Contact John Galt (585)555-1212
D) Description Town Hall AP
E) Location 123 Main Street
Select a letter to configure an item, <ESC> for the prev menu :l
Connected 051:05  Autodetect 19200 8-N-1 5

Figure 3-12. Device Names Menu

* Device Name—Device Name, used by the transceiver asthe
“Realm” name for network login (web browser only) and
menu headings.

» owner—User defined; appears on this screen only.

» contact—User defined; appears on this screen only.

* Description—User defined; appears on this screen only.
* Location—User defined; appears on this screen only.
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3.4 CONFIGURING NETWORK
PARAMETERS

3.4.1 Network Configuration Menu

The Network Configuration Menu is the home of three parameters that
should be reviewed and changed as necessary before placing atrans-
ceiver in service—Device Mode, |P Address and Network Name.
Screens for both the Access Point and Remote units are shown below.

=lolx|
Fle Edit Wiew Cal Transfer Help
Dl 58| 0B

=l

Town Hall AP
Network Configuration Menu

A) Device Mode Access Point G} IP Address Configuration
B) Metwork Name GYille Township H) Ethernet Port Configuration
C) SNTP Server 0.0.8.9 I) DHCP Server Configuration
D) Maximum Remotes 50 J) SHMP Agent Configuration
E) Database Timeout 5 min
F) Database Logging remotes
Ethernet Rddress 00:06:3D:00:68:E7
Wireless Rddress 00:06:3D:00:68:E6
Select a letter to configure an item, <ESC> for the prev menu _ =
Connected 0:03:112 [vTi00 [1o2008-n-1  [SCROLL [CAPS  [UM  [Capture  [Print echo ;

Figure 3-13. Network Configuration Menu
From Access Point

el
File Edt Wiew Call Transfer Help
mEE R

B

Remote Dual Gateway
Network Configuration Menu

A) Device Mode Dual Remote G) IP Address Configuration
B) Network Name GNET H) Ethernet Port Configuration
C) SNTP Server 0.6.0.98 I) DHCP Server Configuration
J) SHMP Agent Configuration
K) Mobility Mode enabled
Ethernet Address 00:06:3D:00:1B:01
Wireless Address 00:06:3D:00:1B:00

Select a letter to configure an item, <ESC> for the prev menu

I
R [T

Connected 0:01:46 [wT100 [lozooen1  [SCROLL  [CAPS [WOM  [Capturs  [Frint echo

Figure 3-14. Network Configuration Menu
From Remote Unit
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Device Mode (User Review Recommended)—Either Access Point or
avariation of a Remote. [Remote]

Network Name (User Review Required)—Name of theradio network
of which thisunit will be a part. Essential for association of
Remotes to the Access Point in the network. [Not Programmed]

TIP: For enhanced security, consider using misspelled words, a combi-
nation of letters and numbers, and a combination of upper and
lower caseletters. Also, the Network Name should be at |east nine
characterslong. This helps protect against sophisticated hackers
who may use a database of common words (for example, dictio-
nary attacks) to determine the Network Name.

SNTP server—Address of SNTP server (RFC 2030) from which
the transceiver will automatically get the time-of-day startup
time. Without an SNTP server, the date and time must be man-
ually set. An AP will try to get the time and date from the SNTP
server only if an IP addressis configured. It will continue to
retry every minute until it succeeds.

A remote will get the time and date from the SNTP server, if an
IP addressis configured. Otherwise it getsit from the AP at
authentication time. Thetransceiversuse UTC (Universal Time
Constant) with a configurable time offset. [0.0.0.0]

IP Address Configuration Presents a menu for configuring the
local static IP address of the transceiver. Detailed explanations
are provided in the section titled IP Address Configuration
Menu on Page 42

Ethernet Port Configuration—Presents amenu for defining the sta-
tus of the Ethernet port (enabled or disabled), the Ethernet rate
limit, link hardware watch (enabled/disabled), and the Ethernet
link poll address. Detailed explanations of this menu are con-
tained in Ethernet Port Configuration Menu on Page 43

DHCP Server Config(urationy—Menu for configuration of DHCP
services by the Access Point unit. DHCP provides “on-the-fly”
| P address assignments to other LAN devices, including MDS
INET 900 units. [Disabled]

SNMP Config Menu—SNMP configuration parameters.

Mobility Mode—Here, you determine whether the transceiver is
enabled or disabled for mobility operation. Note that this selec-
tion may appear on both Access Point and Remote menus, but it
only takes effect when set on Remotes. Additional settings and
information for mobility operation are contained in Mobile
Data Configuration on Page 54. [enabled, disabled; disabled].
Maximum Remotes (AP Only)—Number of Remotes permitted to
be associated with (served by) this Access Point. [50]

MDS 05-2806A01, Rev. E.1
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* Database Timeout (AP Only)—This sets the database “ age time’
(Remote Listing Menu (Access Points Only) on Page 84) to
determine when aremote is declared as unavailable. The timer
may be set from 0 to 255 minutes and resets each timeamessage
isreceived from aremote. [0-255 minutes; 5 minutes]

* Database Logging (AP Only)—Determineswhich typesof devices
will bereported as“added” or “deleted” from the AP’ sdatabase
(See Section 3.8.1, Performance Information Menu (beginning
on Page 76). In the case of deletions, thisinformation istrig-
gered by atimer expiration as described in the item above.
Available selections are: Remote, All (endpoints and remotes), or
Disabled.

* Ethernet Address (Display Only)—Hardware address of thisunit’s
Ethernet interface.

* Wireless Address (Display Only—Hardware address of the unit’s
wirelessinterface.

3.4.2 IP Address Configuration Menu

The radios use alocal 1P address to support remote management and
serial device services. The |P address of aradio can be set asastatic IP
address or as adynamic | P address. When static IP addressing is used,
the user must manually configure the I P address and other parameters.
When dynamic addressing isused, theradio usesaDHCP Client process
to obtain an IP address from a DHCP Server, along with other parame-
ters such as a net mask and a default gateway.

#&Com7 19.2K - HyperTerminal =IOl x|

NEEE
E
Town Hall AP
IP Address Configuration Menu
A) IP Address Mode Static
B) Static IP Address 169.254.0.2
C) Static IP Netmask 295.255.0.9
D) Static IP Gateway 0.0.0.0
Current IP Address 169.254.0.2
Current IP Netmask 255.255.0.0
Current IP Gateway 0.6.6.0
Select a letter to configure an item, <ESC> for the prev menu :J
A

[Connected 0:02:53 [vr100 [lszonw-1  [ScROLL[CAPS UM [Capture  [Print echo

Figure 3-15. IP Address Configuration Menu
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CAUTION: Changes to any of the following parameters while

communicating over the network (LAN or over-the-air) may cause
a loss of communication with the unit being configured. Commu-
nication will need to be re-established using the new IP address.

* IP Address Mode—Defines the source of the IP address of this
device. [static, Dynamic; Static]

* Dynamic Mode—Enabling this option forces the transceiver (AP
or Remote) to obtain an | P addressfrom any DHCP server avail-
ableontheLAN. Dynamic Modeisaso knownasDHCP Client
mode. [Disabled]

* Static IP Address (User Review Recommended)—Essential for con-
nectivity to the transceiver’s MS viathe LAN port and to send
Ethernet data over the network. Enter any valid | P address that
will be unique within the network. [192.168.1.1]

Thisfield is unnecessary if DHCP is enabled. [255.255.0.0]

Static IP Netmask— T he |Pv4 |ocal subnet mask. Thisfield is
unnecessary if DHCP is enabled. [255.255.0.0]

* static IP Gateway— I he |Pv4 address of the network gateway
device, typically arouter. Thisfield is unnecessary if DHCP is
enabled. [0.0.0.0]

The lower three lines of the screen show the actual addressing
at the transceiver whether it was obtained from static configura-
tion or from aDHCP server.

NOTE: Any change made to the above parameters results in the
Commit Changes Option appearing on screen. Thisalowsall IP
settings to be changed at the same time.

3.4.3 Ethernet Port Configuration Menu

The transceiver allows for special control of the Ethernet interface, to
alow traffic awareness and availability of the backhaul network for
redundancy purposes.

NOTE: The iNET 900 network port supports 10BaseT connections,
but does not support 100BaseT connections. This should not
present a problem because most hubs/switches auto-switch
between 10BaseT and 100BaseT connections. Confirm that
your hub/switch is capable of auto-switching data rates.

To prevent Ethernet traffic from degrading iINET 900 perfor-
mance, place the INET in a segment, or behind routers.

MDS 05-2806A01, Rev. E.1
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#Com? 19.2K - HyperTerminal =3l x|
0| 23] ©nlE
=
Town Hall AP
Ethernet Port Configuration Menu
A) Ethernet Port enabled
B) Ethernet Rate Limit 10000000 Bits/Second
C) Ethernet Link H/W Watch disabled
D) Ethernet Link Poll Address 0.0.0.0
Select a letter to configure an item, <ESC> for the prev menu _ :j
Connected 0:03:21 [¥T100 [tozo0e-w1  [SCROLL [€APS [NUM [Capture  [Frink echa 7

Figure 3-16. Ethernet Port Configuration Menu

Ethernet port enabled/disabled—Allows remote disabling of
Ethernet traffic for security purposes. [Enabled, Disabled;
Enabled]

Ethernet Rate Limit— T he transceiver will send alarms (SNMP
traps) when the rate reaches 50%, 75%, and 100% to help iden-
tify potentia problems with traffic.

Ethernet Link (H/W)Watch (AP Only)—Detectsthe lack of an Ether-
net connectiontothe LAN port at the electrical level (link integ-
rity). The current AP will broadcast a beacon signal indicating
its“NOT AVAILABLE” status so Remotes that hear it do not
try to associate to it. Once the Ethernet connection is restored,
thisbeacon signal changesto “AVAILABLE" and Remotesare
allowed tojoin in. [Disabled]

Ethernet Link Poll Address (AP Only)—When an IP addressis pro-
vided, the Access Point pings the remote | P device every 2 min-
utes to test the integrity of the backhaul link. If thislink is not
available, the APwill advertiseits“NOT AVAILABLE” status
in the beacon signal so Remotes do not try to associate to it.
Oncethe IP addressis reachable, this beacon signal changesto
“AVAILABLE’ and Remotesareadlowedtojoinin. 0.0.0.0dis-
ablesthis function. Any other valid IP address enablesit.
[0.0.0.0]

3.4.4 DHCP Server Configuration

A transceiver can provide automatic | P address assignments to other 1P
devicesin the network by providing DHCP (Dynamic Host Configura-
tion Protocol) services. Thisservice eliminates setting individual device
| P address on Remotes in the network, but it still requires thoughtful

planning of the IP address range. One drawback to network-wide auto-
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matic IP address assignmentsis that SNMP services may become inac-
cessible as they are dependent on fixed | P addresses.

The network can be comprised of radios with the DHCP-provided |P
address enabled or with DHCP services disabled. In thisway, you can
accommodate locations for which afixed IP addressif desired.

& Com7 19.2K - HyperTerminal =lol ||
Fle Edt Yew Cal Transfer Heb
pERE RS
|
Town Hall AP
DHCP Server Configuration Menu
A) Server Status disabled
B) DHCP Metmask 0.0.0.0
C) Starting Address 0.0.0.0
D) Ending Address 0.0.0.0
E) DNS Address 0.0.0.0
F) WINS Address 0.0.0.9
Select a letter to configure an item, <ESC> for the prev menu - :i

Figure 3-17. DHCP Server Configuration Menu

NOTE: There should be only one DHCP server active in a network
(MDSINET 900 or other DHCP server). If more than one
DHCP server exists, network devices may randomly get their
IP address from different servers every time they request one.

* server Status—Enable/Disable responding to DHCP requests to
assign an |P address. [Disabled/Enabled; Disabled]

* DHCP Netmask—I P netmask to be assigned along with the IP
address in response to a DHCP request. [0.0.0.0]

* Starting Address—L owest | P address of the range of addressesto
be provided by this device. [0.0.0.0]

* Ending Address—Highest |P addressin the range of addressesto
be provided by this device. A maximum of 256 addressesis
allowed in thisrange. [0.0.0.0]

* DNS Address—Domain Name Server address to be provided by
this service.

* WINS Address—Windows Internet Naming Service server
address to be provided by this service.

* Restart DHCP Server—Sel ecting this option forcesthe transceiver
to start servicing DHCP requests using the Starting Address.
Payload datawill not be interrupted but may experience some
delays as new addresses are distributed.
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3.4.5 SNMP Agent Configuration

Thetransceiver containsover 100 custom SNM P-manageabl e objectsas
well asthe IETF standard RFC1213 for protocol statistics, also known
as MIB 11. Off-the-shelf SNMP managers such as Castle Rock Com-
puting SNMPc™ and Hewlett Packard HP OpenView™ may also be
used to access the transceiver’s SNMP Agent’sMIB. The transceiver’s
SNMP agent supports SNMPv3.

The objects are broken up into nine MIB files for use with your SNMP
manager. Therearetextual conventions, common filesand specificfiles.
This allows the flexibility to change areas of the MIB and not affect
other existing installations or customers.

msdreg.mib—M DS sub-tree registrations

mds_comm.mib—MDS Common MIB definitions for objects
and events which are common to the entire product family

inet_reg.mib—M DS sub-tree registrations
inettrv1.mib—SNMPVv1 enterprise-specific traps
inettrv2.mib—SNMPv2 enterprise-specific traps
inet_comm.mib— MIB definitions for objects and events which
are common to the entire INET Series

inet_ap.mib—M B definitions for objects and events for an
Access Point transceiver

inet_sta.mib—Definitions for objects and events for a Remote
radio

inet_sec.mib—FFOr security management of the radio system.
SNMPv3 alows read/write operation. SNMPv1/2 allows only
for read-only access.

NOTE: SNMP management requires that the proper IP address,

network and gateway addresses are configured in each trans-
ceiver of the associated network.

In addition, some management systems may require the MIB
files to be compiled in the order shown above.
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Town Hall AP
SNMP Agent Configuration Menu (8000102201a9fe0002)

A
B
C
D
E
F
G
H
I

Read Community String = ssexsexx
Write Community String = ssexsoexx
Trap Community String = sscexseoxx
Y3 Authentication Password = = mxxxscxxx

VY3 Privacy Password === mxxxscxxx

SNMP Hode vl-v2-v3 J) Trap Manager #1 169.254.0.1
Trap Version vl Traps K) Trap Manager #2 169.254.0.18
Auth Traps Status disabled L) Trap Manager #3 0.9.0.0
SNHP V3 Passwords Manager H) Trap Manager #& 0.9.0.0

Select a letter to configure an item, <ESC> for the prev menu

Connected 0:04:02 [vtion [iszo08-n-1  [SCROLL  [CAPS [WUM  [Capture  [Print echo

SNl

Figure 3-18. SNMP Server Configuration Menu
From Access Point

Thismenu provides configuration and control of vital SNMP functions.

Read Community String—SNMP community hame with
SNMPv1/SNMPv2c read access. This string can be up to 30
alpha-numeric characters.

Write Community String—SNMP community name with
SNMPv1/SNMPv2c write access. This string can be up to 30
alpha-numeric characters.

Trap Community String—SNM P community name with
SNMPv1/SNMPv2c trap access. This string can be up to 30
alpha-numeric characters.

V3 Authentication Password—A uthentication password stored in
flash memory. Thisis used when the Agent is managing pass-
words locally (or initially for all cases on reboot). Thisisthe
SNMPv3 password used for Authentication (currently, only
MDS5 is supported). This string can be up to 30 alpha-numeric
characters.

V3 Privacy Password Privacy password stored in flash memory.
Used when the SNMP Agent is managing passwords locally (or
initially for all cases on reboot). This is the SNMPv3 password
used for privacy (DES encryption). This string can be between
8 and 30 alpha-numeric characters.

SNMP Mode— T his specifies the mode of operation of theradio’s
SNMP Agent. The choices are: disabled, v1_only, v2_only,
v3_only. v1-v2, and v1-v2-v3. If the mode is disabled, the
Agent does not respond to any SNMP traffic. If the modeis
vl only, v2_only, or v3_only, the Agent responds only to that
version of SNMP traffic. If the modeisv1-v2, or v1-v2-v3, the
Agent responds to the specified version of SNMP traffic.
[vi-v2-v3]
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MDS iNET 900 Series User’s Guide 47



industrial/wireless/performance

AMDS

Trap Version—T his specifieswhat version of SNMP will be used
to encode the outgoing traps. The choices are vl traps,
v2_traps, and v3_traps. When v3_traps are selected, v2-style
traps are sent, but with av3 header. [vi Traps, v2 Traps, v3 Traps]
Auth Traps Status—Indicates whether or not traps will be gener-
ated for login events to the transceiver. [Disabled/Enabled; Dis-
abled]

SNMP V3 Passwords—Determines whether v3 passwords are
managed locally or viaan SNMP Manager. The different behav-
iorsof the Agent depending on the mode sel ected, are described
in SNMP Mode above.

Trap Manager #1-#4— Table of up to 4 locations on the network
that traps are sent to. [Any standard IP address]

NOTE: The number in the upper right-hand corner of the screen isthe

SNMP Agent’s SNMPv3 Engine ID. Some SNMP Managers
may need to know this ID in order interface with the trans-
ceiver's SNMP Agent. The ID only appears on the screen
when SNMP Mode is either v1-v2-v3 or v3_only.

3.5

RADIO CONFIGURATION

Therearetwo primary datalayersin thetransceiver network—radio and
data. Since the data layer is dependent on the radio layer working prop-
erly, configuration of the radio items should be reviewed and set before
proceeding. This section explains the Radio Configuration Menu,
(Figure 3-19for AP, Figure 3-20 for Remote). The Configuration Menu
isfollowed a secondary menu, the Skip Zone Options.

3.5.1 Radio Configuration Menu

“gCom7 19.2K - HyperTerminal loix
Fils Edt Vew Cal Transfer Hsp
Town Hall AP b
Radio Configuration Menu
A) RF Output Power 30 dBm G) Fragmentation Threshold N/A
B) Data Rate 256/912 kbps H) RTS Threshold 500 bytes
C) Compression disabled I) RF Hopping Format USA/CANADA
D) Dwell Time 65.5 msec J) Skip Zones
E) Beacon Period Normal
F) Hop Pattern Seed 1
Select a letter to configure an item, <ESC> for the prev menu :|
Comected 0923 it fonsmt  [5CROLL AP [NOWM [Cepbure  [Prink scho ;

Figure 3-19. Radio Configuration Menu From iNET Access Point

(INET Il data rate selection is 512/1024 kbps)
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@ Lom 00 - Ryper] erminal =101 X]
Fle Edit wew Cal Iransfer Help
Dl 53] wls| =
Remote Demo Set 13 B
Radio Configuration Menu
A) RF Output Power 30 dBm G) Fragmentation Threshold 1600 bytes
B) Data Rate Auto H) RTS Threshold 500 bytes
C) Compression disabled I) RSSI Threshold -90 dBm
D) Dwell Time 65.5 msec J) SNR Threshold 0 dB
E} Beacon Period Normal K} RF Hopping Format USA/CANADA
F) Hop Pattern Seed 1 L) Skip Zones
M) Auto Data Rate Config
Select a letter to configure an item, <ESC> for the prev menu _ j
Connected Di05:44 [vT100 [fzo0sn-1 [SCROLL  [CAPS WM [Capture  [Frint echo ;

Figure 3-20. Radio Configuration Menu
From Remote Unit

* RF Output Power (User Review Recommended)—Sets/displays RF

power output level. Displayed in dBm. Setting should reflect
local regulatory limitations and losses in antenna transmission
line. (See* How Much Output Power Can be Used?” on

Page 135 for information on how to calculate this value.)
[20-30; 20]

Data Rate (Remote Only. AP fixed is at 256/512 kbps for iNET; 512/1024
kbpsfor iNET I1.)—Showsthe over-the-air datarate setting for the
Remote radio. Remotes can operate at one of two data rates
when communicating with an AP; 256 kbps or 512 kbps (512
kbpsor 1 Mbpsfor iNET 11). 512 kbps data rates (1 Mbps for
INET Il) are possible with strong RF signal levels, typically
stronger than —77 dBm RSS! including a 15 dB fade margin.

When the datarate is set to AuTO, the remote radio is able to
change speeds based on the signal quality criteriaset inthe Auto
Data Rate submenu described later in this section (see Page 52).
[256, 512, AUTO; AUTO]

Compression (AP Only)—Enabling this option uses LZO com-
pression algorithm for over-the-air data. Varying levels of data
reduction are achieved depending on the nature of the informa-
tion. Text files are typically the most compressible, whereas
binary files are the least compressible. On average, a 30%
increase in throughput can be achieved with compression
enabled.
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Dwell Time (Not applicable to iINET I1)—Duration (in millisec-
onds) of one hop on a particular frequency in the hopping pat-
tern. bwell Time should be set to 32.8 ms. (Thisfield isonly
changeable on an Access Point. Remotes get their value from
AP upon association.)

[16.4,32.8,65.5,131.1, 262.1; 32.8]

TIP: If apacket is being transmitted and the dwell time
expires, the packet will be completed before hopping to the next
frequency.

* Beacon Period (Not applicableto INET I1)—Amount of time

between Beacon transmissions (in msec).

Available Intervals: Normal (104 ms), Fast (52 ms), Faster (26
ms), Slow (508 ms), Moderate (208 ms). These valuesproviderel-
atively quick association timeswhere Fast isvery fast (= 5 sec)
and the other end, the largest recommended value, the 508 ms
period isslow (= 60 sec). [Normal, Fast, Faster, Slow, Moderate; Nor-
mal]

TIP: Increasing the Beacon Period will provide a small
improvement in network data throughput. Shortening it
decreases the time needed for Remotes to associate with
the AP. A short beacon period is usually only a benefit
when there are mobile Remotes in the network.

Hop Pattern Seed (AP Only; Not applicableto iNET I1)—A user-select-
able value to be added to the hop pattern formula. Thisis done
in the unlikely event that identical hop patterns are used with
two collocated or nearby networks. Changing the seed value
will minimize the potential for RF-signal collisionsin these sit-
uations. (Thisfield is only changeable on an Access Point.
Remotes read the AP's value upon association.) [0 to 255; 1]

Fragment Threshold—Before transmitting over the air, if a packet
exceedsthisnumber of bytes, thetransceiver sendsthe packet in
multiple fragments that are reassembled before being delivered
over the Ethernet interface at the receiving end. Only even num-
bers are acceptable entries for this parameter. Over-the-air data
fragmentation is not supported on AP units. (See * Network Per-
formance Notes” on Page 87 for additional information.)
[256-1600 bytes; 1600]

TIP: In an interference-free environment this value should be
large to maximize throughput. If interference exists then
the value should be set to smaller values. The smaller the
packet thelesschanceof it being interfered with at the cost
of dlightly reduced throughpui.

RTS Threshold—Number of bytes for the over-the-air RTS/CTS
handshake boundary. (See “ Network Performance Notes’ on
Page 87.) [0 to 1600 bytes; 500]
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NOTE:

While the transceiver accepts RTS Threshold values below
100, the lowest value that worksis 100.

TIP: Lower the RTS Threshold as the number of Remotes or
overall over-the-air traffic increases. Using RTS/CTSisa
trade-off, giving up some throughput in order to prevent
collisionsin abusy over-the-air network.

The RTS Threshold should be enabled and set with avalue
smaller than the Fragmentation Threshold described above.
RTS forces the Remotes to request permission from the
AP before sending a packet. The AP sends a CTS control
packet to grant permission to one Remote. All other
Remotes stop transmitting for the specified amount of
time.

RSSI Threshold (for alarm)y—Level (dBm) below which the
received signal strength is deemed to have degraded, and a crit-
ical event (alarm) is generated and logged. Under these condi-
tions, the PWR lamp flashes, and atrap is sent to the trap
manager if SNMP is enabled and set properly. [0 to -120; -90]
SNR Threshold (for alarm)—V aue (dB) below which the sig-
nal-to-noiseratio is deemed to have degraded and acritical
event isgenerated and logged. Under these conditions, the PWR
lamp flashes, and atrap is sent to the trap manager if SNMP is
enabled and set properly. [0 to 40; Not Programmed]

RF Hopping Format—Qperation compliant to country-specific

restrictions into the frequency hopping agorithm. This option

must be specified when the order is placed and cannot be mod-

ified in the field by the user. Authorizations at time of publica-

tion:

* Austraia 915-928 MHz band

 Brazil: 902-907.5 and 915-928 MHz bands

* U.SA. & Canada: 902-928 MHz band

» Chile: 902-928 MHz, selectable hopping, from 1 to 80 chan-
nels

* INET II: Single-channel selectable from 2 to 79.

NOTE:

Other country-specific configurations may be available.
Check with your factory sales representative for new addi-
tions.

Skip Zones (Editable at AP Only)—Display of current utilization of
zones. Each zone consists of eight RF channels. In some
instances there may be a part of the spectrum used by another
system, that resultsin “continuous’ or “persistent” interference
to your system. To aleviate thisform of interference, the trans-
ceiver may be programmed to “block out” affected portions of
the spectrum using the Skip Zones Menu.
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%4 Com 1 19.2K - HyperTerminal 1ol
Fle Edt View cCal Transfer Help
Town Hall AP B
Skip Zones Menu

A) Zone H1 Active F) Zone #6 Active

B) Zone #2 Active G) Zone #7 Active

C) Zone #3 Active H) Zone #8 Skipped

D) Zone W4 Active 1) Zone #9 Skipped

E) Zone #5 Active J) Zone #10 Skipped

K) Commit changes
Choose any combination of B, 1, 2, or 3 zones to deactivate

Select a letter to configure an item, <ESC> for the prev menu :J
Cannected 0105 lrimn [1aznn A-n-1 [ScROLL [CaPs  MNOM  [Caoture  [Prink echo vA

Figure 3-21. Skip Zone Options Menu
("“Commit changes” displayed only on Access Point units)

Thisisadisplay of current utilization of 10 zones, each of eight
RF operating frequencies. Zones can be toggled between Active
and skipped at Access Point units by first keying in the letter of
the zone to be changed, and then pressing the spacebar to toggle
between the two options for each zone. Select the commit
Changes menu item to implement changes. These changes will
be forwarded to al unitsin the network through the Access
Point’ s beacon signal.

A maximum of three zones can be skipped and still be compli-
ant with FCC regulations.

* Auto Data Rate Configuration—T his selection brings up asubmenu
as shown in Figure 3-22. For the settings in this submenu to
have any effect, the Data Rate menu item(Page 49) must be set
to AuTo.

The Auto Data Rate Configuration submenu istypically for use
in environments where signal quality is variable, and you wish
to maintain the highest possible over-the-air data rate as condi-
tions change. Mobile applications are one example of where
Auto Data Rate might be used.
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#&Com 1 19.2K - HyperTerminal =1olx|

Auto Data Rate Config Menu

A) ADR RSSI Threshold -87 dBm
B) ADR RSSI Delta 5

C) ADR SNR Threshold 26 dB
D) ADR SNR Delta 2

Select a letter to configure an item, <ESC> for the prev menu _ j
A

[Connected 0:42:28 [vr100 [lsz00 -1 [STROLL  [CaPS WU [Capture  [Print echo

Figure 3-22. Auto Data Rate Menu

NOTE: In the description below, “high speed” refers to 512 kbps for
the INET radio and 1024 kbps for the INET 11 radio.

“Standard speed” refers to 256 kbps for the INET radio and
512 kbpsfor the INET 11.

The Auto Data Rate Configuration submenu consists of two threshold
settings, each accompanied by a“delta’ (amount of change) setting.
Using the example of Figure 3-22, assumethe current RSSI is-87 dBm.
An RSSI reduction of more than 5 dBm (more negative RSSI number)
would cause adatarate change from high speed to standard speed. Once
the data speed has changed to standard speed, an RSS! increase to the
level of -82 dBm would be required for the radio to switch back to high
speed. This provides an operational “window” or hysteresis range over
which the data speed stays constant despite minor changesin signa
strength.

The SNR (signal-to-noise ratio) threshold and delta operate in the same
manner described above, with the exception that the units are expressed
in relative dB instead of dBm. In the example of Figure 3-22, adrop of
2 dB from alevel of 26 dB would result in adatarate change from high
speed to standard speed. For the radio to return to high speed, the SNR
would need to increase to 28 dB. (See Glossary for definition of SNR.)

RSSI or SNR figures alone mean little when determining signal quality.
Both parameters must be considered to get atrue understanding of signal
quality. For example, a strong, but noisy signal would likely be less
useful than aweak signal with low noise levels. Proper use of the
threshold and delta settingswill result in smoother, morereliable perfor-
mance from your wireless link.
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Figure 3-22 shows the default values for RSSI and SNR parameters but
these may be changed to optimize performance in your environment. In
properly designed systems, experience has shown that RSS! levels
between -50 dBm and -90 dBm provide reliable operation, provided the
signal-to-noiseratio is 17 dB or above. Tailoring the thresholds with
these baseline values in mind, can provide improved performancein
your system.

The selections on the Auto Data Rate menu are as follows:

* ADR RSSIThreshold—A specified received signal strength value,
which, if exceeded by the range of the RssI Delta Setting, causes
adatarate change in the transceiver. [-50 to -100; -87 dBm]

* ADR RsSI Delta—A user-specified difference from the rssi
Threshold figurewhich, if exceeded, causes adatarate changein
the transceiver. [0-10; 5]

* ADR SNRThreshold—A user-specified signal-to-noise ratio,
which, if exceeded by the range of the SNR Delta setting, causes
adatarate change in the transceiver. [10-30; 26]

* ADR SNR Delta—A user-specified difference from the SNR Thresh-
old figure which, if exceeded, causes a data rate change in the
transceiver. [0-10; 2]

3.5.2 Mobile Data Configuration

Because a mobile environment is more demanding than fixed-site oper-
ation, additional considerations must be made at the time of configura-
tion. These key points should be considered for all mobile installations:

» The use of middleware in the mobile laptops is important for the
correct operation of a mobile data system. This software is not pro-
vided by MDS but is available from a number of vendors. Contact
your MDS representative for suggested software.

» Configure the radios for mobile operation at the Remotes

» Set the Remote radios to standard speed (256 kbps for iINET, 512
kbpsfor INET I1) to optimize coverage

» Deploy Access Points so that they provide overlapping coverage
» Access Points must use the same network name to allow roaming

Enable and disable the mobility function using the Remote radio’s Net-
work Configuration Menu (see Figure 3-23). Although amenu selection
appearsin the Access Point’s Network Configuration menu, this setting
may not be changed there. When you enable the Remote radio’s
Mobility Mode option, theradio scansfor an alternate AP if the RSSI is
at or below the RSSI threshold defined in the Radio Configuration
screen (see Figure 3-24).

After association islost with an AP, and scanning for an alternate AP is
started, the former AP isremoved from the scan list for one minute, to
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avoid linking back to the same AP. If no alternate AP isfound, alink is
eventually made to the same AP as before. Thisiswhy it isimportant to
design a system with sufficient overlapping coverage by multiple APs.

i/
File Edit Wew Cal Transfer Help
m=EEEE
=l
Remote Dual Gateway
Hetwork Configuration Menu
A) Device Mode Dual Remote G) IP Address Configuration
B) Network Name GNET H) Ethernet Port Configuration
C) SNTP Server 0.0.0.0 I) DHCP Server Configuration
J) SNMP Agent Configuration
K} Mobility Mode enabled
Ethernet Address 00:06:3D:00:1B:01
Wireless Address 00:06:30:00:1B:00

Select a letter to configure an item, <ESC> for the prev menu

Cornected 0:01:46 [vT100 [toz0oa-t1 [SCROLL [cAPS [NUM  [Capture  [Prink echo

Al

Figure 3-23. Enabling Mobility at Remote Radio

=1m
Ele Edt vew Cal Iransfer el
Remote Demo Set 13 =
Radio Configuration Menu
A) RF Output Power 30 dBm G) Fragmentation Threshold 1600 bytes
B) Data Rate Auto H) RTS Threshold 500 bytes
C) Compression disabled I) RSST Threshold -90 dBm
D) Dwell Time 65.5 msec J) SNR Threshold 0 dB
E} Beacon Period Normal K} RF Hopping Format USA/CANADA
F) Hop Pattern Seed 1 L) Skip Zones
H) Auto Data Rate Config
Select a letter to configure an item, <ESC> for the prev menu _ j
[Cannected 0:0:44 [eri0o [19z008-n-1  [SCROLL [CaPs [MuM [Capture  [Print echo ;

Figure 3-24. Radio Configuration Screen—Remote

Other parameter settings that should be reviewed for Mobility Mode:

* Compression [AP; disabled]—Data compression is performed by

the middleware running on the mobile laptop PC. Gains in effi-
ciency are made because middleware compresses dataat a
higher stack level, and it aggregates multiple data frames and
streams into a single packet. Compression at theradio level,
although highly efficient, works at the individual packet level.

MDS 05-2806A01, Rev. E.1

MDS iNET 900 Series User’s Guide 55



industrial/wireless/performance

AMDS

Dwell Time [AP; 16.4 milliseconds]—This setting controls the
amount of time that the unit spends on each frequency between
hops. Due to the varying conditions of a mobile environment,
this dwell time setting maximizes the benefits of frequency
diversity. Although overall throughput appears to decrease by
this setting, two benefits are gained: the effects of multipath fad-
ing are minimized through frequency diversity, and the com-
pression described above compensates for the decreased
throughput.

Beacon Period [AP; Fast]—This parameter defines the interval at
which the Access Point transmits a synchronization beacon to
all remotes. This setting minimizes resynchronization times
when remote radios roam between access points or in highly
interrupted coverage areas (dense buildings, for example).
Fragmentation Threshold [remote; 256]—This parameter defines
the size of the message packets transmitted over the wireless
media. These fragments are reconstructed into the original
packet before delivery to the external device at the remote end
of thelink. In amobile environment with rapidly changing con-
ditions, setting this value to a minimum value improves the
probability of packets being sent complete on thefirst try.

RTS Threshold [AP; 0-1600 bytes]|—This setting is awireless
equivalent to RTS/CTS flow control in anormal communica-
tionscircuit. This mechanism removes packet collisions caused
by the “Hidden Node” scenario, in which remotes can’t hear
each other before transmitting. When thisvalue is set below
100, it isessentially disabled.

Skip Zone Options—I N some instances there may be a part of the
spectrum used by another system, that resultsin “continuous” or
“persistent” interference to your system. To alleviate thisform
of interference, the transceiver may be programmed to “block
out” affected portions of the spectrum using the Skip Zones
Menu. This menu is fully described on Page 51.

Auto Data Rate—Thetransceiver’ s Auto Data Rate feature can be
very helpful in mobile environments, where signal quality tends
to change rapidly. When signal quality is good, 512 kbps data
speed can be used. If signal quality degrades, the radio automat-
icaly switchesto 256 kbps. The criteria by which these speed
changeswill occur is controlled by the parameter settingsin the
Auto Data Rate Configuration submenu described on Page 52.

3.6 CONFIGURING THE SERIAL

INTERFACES

3.6.1 Overview

Thetransceiver includes an embedded serial device server that provides
transparent encapsulation over IP. In this capacity, it acts as a gateway
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between serial and |P remote devices. Two common scenarios are PC
applications using 1P to talk to remote devices, and serial PC applica-
tions talking to remote serial devices over an |P network.

Essentially the same data services are available for both serial ports:
COM1 and COM2. Note that the transceiver’'s COM1 port is DCE and
COM2 isDTE. Therefore, if the RTU to be connected isalso DTE, then
anull-modem cable will need to be used when connecting to COM2.

NOTE: Inthediscussion that follows, COM1 and cOM2 will be treated
alike unless noted.

Com1 Port—Dual Purpose Capability

The COM1 port isused as alocal console connection point and to pass
serial datawith an external device. Setting the COM1 port statusto Enable
prevents access to the Management System (M S) through this port.
However, the M S can still be accessed viathe LAN port using Telnet or
aweb browser.

To restore the COM1 port to support Management System services,

connect aterminal to the port, select the proper baud rate (19,200 is

default), and enter an escape sequence (+++) to reset it to the console
mode.

TCP vs. UDP

Both types of IP services are used by the transceiver embedded serial
device server—TCPand UDP. TCP providesaconnection-oriented link
with end-to-end acknowledgment of data, but with some added over-
head. UDP provides a connectionless best-effort delivery service with
no acknowledgment.

Most polled protocolswill be best served by UDP service asthe protocol
itself has built-in error recovery mechanisms. UDP provides the needed
multidrop operation by means of multicast addressing.

On the other hand, TCP services are best suited for applications that do
not have arecovery mechanism (error-correction) and must have the
guaranteed delivery that TCP provides despite the extra overhead. The
| P-to-Serial example shows how to do this. (See “ IP-to-Serial Applica-
tion Example” on Page 67.)

Serial Encapsulation

Transparent encapsulation, or IP tunneling, provides a mechanism to
encapsulate serial datainto an IP envelope. Basically, all the bytes
received through the serial port are put into the data portion of aTCP or
UDP packet (TCP or UDP are user configurable options). In the same
manner, all data bytes received in a TCP or UDP packet are output
through the seria port.
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When datais received by the radio through the serial port it is buffered
until the packet isreceived completely. There are two eventsthat signal
an end-of -packet to the radio: a period of time since the last byte was
received, or anumber of bytesthat exceed the buffer size. Both of these
triggers are user configurable.

One radio can perform serial data encapsulation (IP-to-Serial) and talk
to a PC. Two radios (or one radio and aterminal server) can be used
together to provide a serial-to-serial channel.

TCP Client vs. TCP Server

On aTCP session thereisaserver side and aclient side. The server is
always waiting for requests from clients. The transceiver can be config-
ured to act as either aserver or aclient.

The client mode attempts to establish a connection to aserver (typically
running on a PC) whenever it receives data on the serial port.

Thereisalso a Client/Server mode where a connection is established in
either the client or server modes. An incoming “keep aive” timer and
outgoing counter

UDP Multicast

| P provides amechanism to do alimited broadcast to a specific group of
devices. Thisisknown as“multicast addressing.” Many I Prouters, hubs
and switches support this functionality.

Multicast addressing requires the use of a specific branch of IP
addresses set apart by the Internet Assigned Numbers Authority (IANA)
for this purpose.

UDP multicast is generally used to transport polling protocolstypically
used in SCADA applications where multiple remote devices will
receive and process the same poll message.

As part of the Multicast implementation, the radio sends IGMP mem-
bership reportsand |GM P queries, and responds to membership queries.
It defaults to V2 membership reports, but responds to both V1 and V2
gueries.

Y ou must configure the multicasted serial port as the target for the mul-
ticast data (for example, multipoint-to-multipoint mode, or
point-to-multipoint mode where the inbound data is multicast). This
restriction is because a host that only sends data to a multicast address
(for example, point-to-multipoint mode where the INET 900 acts as a
point) will not join the group to receive multicast data because the host’ s
inbound datais directed unicast data.

58

MDS iNET 900 Series User’s Guide MDS 05-2806A01, Rev. E.1



industrial/wireless/performance

\MDS

The seria-to-serial example which follows shows how to provide mul-
ticast services. (See“ Point-to-Multipoint Serial-to-Serial Application
Example’ on Page 69.)

PPP

External devices can connect to the transceiver using PPP
(Point-to-Point Protocol). Thetransceiver works as aserver and assigns
an | P address to the device that connects through this interface.

To gain accessto thetransceiver from aPC evenif the network isdown,
amodem may be connected to one of the transceiver’s COM ports that
has been configured with PPP.

Data Buffering

Data buffering is aways active regardless of the selected mode. When
Seamless mode is selected, a buffer size of 256 bytes is used. When
custom mode is selected, the size options are: 16. 32, 64, 128, and 256
bytes. The Inter-Frame Delay is settable in either Seamless or Custom
modes.

Implementing Configuration Changes

Thereareseveral configuration parametersfor the Serial Gateway found
under the Serial Configuration Menu of the Management System. After

making changesto the configuration, you must usethe menu’ s*“ Commit
Changes’ to assert the changes.

If you are connecting EIA-232 serial devicesto the transceiver, review
these parameters carefully.

Serial Configuration Wizard

The Serial Configuration Wizard available through the serial Gateway
Configuration Menu iSrecommended for configuration of serial ports. The
wizard uses a step-by-step process, will eliminate possible conflicting
settings, and streamline complex configurations.

The wizard can be bypassed by selecting option B) View Current Settings
and adjusting the individual settings of the appropriate parameter

3.6.2 Serial Data Port Configuration Menu

Thefirst two menu items present the identical parameter fieldsfor each
port with one exception—Flow Control. Thisis available only on
COM2.
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Serial Gateway
Serial Configuration Wizard

A) Begin YWizard

B) View Current Settings

Welcome to the Serial Configuration Wizard. This wizard will assist
you in the configuration of your available Serial Data Ports.

Select a letter to choose item, '0° to quit wizard
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Figure 3-25. Serial Configuration Wizard
* Begin Wizard—T 00l for configuration of serial portsusing a

step-by-step process.

* View Current Settings—Displays all settable options. Depend-

ing on the selected I P protocol.

3.6.3 Configuring for UDP Mode

i
Fle Edit Wiew Call Transfer Help
D& &3] =0
=l
Town Hall AP
Serial Configuration Wizard
Com?2 Serial Data Port
Status enabled
IP Protocol UDP Point to Multipoint
Multicast IP Address 224.254.100.2
Multicast IP Port 30011
Local IP Port 30011

Time to Live
Packet Redundancy Mode

1
Single Packet Mode
Data Baud Rate 9600

Configuration 8N1
Flow Control disabled
Serial Mode Seamless

TRCOCHIOTMMOOmD

Seamless Inter-Frame Delay

Select a letter to choose item, <ESC> for the prev menu,

v

to quit wizard

Connected 0:19:33 1100 [is2008w-1  [SCROLL  [CAPS [WOM  [Capturs [Print echo

a

Figure 3-26. UDP Point-to-Multipoint Menu

» status—Enable/Disable the serial data port.

UDP point-to-multipoint to send a copy of the same packet to multiple
destinations, such asin a polling protocol.
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IP Protocol—Point to Multipoint [Tcp, ubp PPP; TCP]. Thisis
the type of IP port that will be offered by the transceiver’s
serial device server.

Multicast IP Address (used instead of Local IP Address when
using UDP Point-to-Multipoint.)— Must be configured with
avalid Class D IP address (224.0.0.0-239.255.255.255). |P
packets received with amatching destination address will be
processed by this unit [Any legal IP address; 0.0.0.0].

Multicast IP Port (Used instead of Local IP Port when using UDP
Point-to-Multipoint.)—This port number must match the
number used by the application connecting to local TCP or
UDP socket. [1-64,000; COM1: 30010, COM2: 30011]

Local IP Port—Receive | P data from this source and pass it
through to the connected serial device. The port number must
be used by the application connecting to local TCP or UDP
socket. [Any valid IP port; COM1: 30010, COM2: 30011]

Time to Live (TTL)—AN IP parameter defining the number of
hopsthat the packet isallowed to traverse. Every router inthe
path will decrement this counter by one.

Packet Redundancy Mode— FOr proper operation, all radios
Serial Packet Redundancy mode must match (Single Packet
modevs. Packet Repeat mode). Thisisbecause atransceiver,
when in Packet Repeat mode, sends 12 extra characters
(sequence numbers, etc.) to control the delivery of the
repeated data. Misconfigurations can result in undesired
operation.

Data Baud Rate—Data rate (payload) for the COM port in
bits-per-second. [1,200-115,200; 19200]
Configuration—Formatting of databytes. Databits, parity and
stop bits[7N1, 7E1, 701, 8N1, 8E1, 801, 8N1, 7N2, 7E2, 702, 8N2,
8E2, 802; 8N1].

Flow Control [Com2 Only]—RTS/CTS handshaking between
the transceiver and the connected device. [Enable, Disable; Dis-
abled]

Serial Mode—When seamless mode is sel ected data bytes will
be sent over the air as quickly as possible, but the receiver
will buffer the data until enough bytes have arrived to cover
worst-case gaps in transmission. The delay introduced by
databuffering may range from 22 to 44 ms, but the radio will
not create any gaps in the output data stream. This permits
operation with protocols such as MODBUS™ that do not
allow gapsin their data transmission. [Seamless, Custom;
Seamless]

Seamless Inter-Frame Delay— Number of charactersthat repre-
sent the end of a message (inter-character time-out). UDP
packet sizesare delimited and sent out based on the Seamless
Inter-Frame Delay only when receiving data through the
serial port. MODBUS defines a*“ 3.5-character” parameter.
[1-65,535; 4]
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* Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit datathrough the serial port.
[16, 32, 64, 128, 256; 32]

* Commit Changes and Exit Wizard—Save and execute changes
made on this screen (Shown only after changes have been

entered.)
il
Fle Edit Vew Cal Iransfer Help
D] 5| 5| =0l
|
Town Hall AP
Serial Configuration Wizard
Com2 Serial Data Port
A) Status enabled
B) TP Protocol UDP Point to Point
C) Remote IP Address 169.254.10.2
D) Remote IP Port 30011
E) Local IP Port 30011
F) Packet Redundancy Mode Single Packet Mode
G) Data Baud Rate 9600
H) Configuration 8N1
I) Flow Control disabled
J) Serial Hode Seamless
L) Seamless Inter-Frame Delay
Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard _ j
Connected 0:09:07 [vT100 [tozon@-M-1  [SCROLL  [CAPS  [WUM  [Capture  [Prink echo 4

Figure 3-27. UDP Point-to-Point Menu

Use UDP point-to-point configuration to send information to asingle
device.

» status—Enable/Disable the serial data port.

* P Protocol—UDP Point-to-Point. Thisisthe type of IP port
that will be offered by the transceiver’s serial device server.
[TcP, UDP, PPP; TCP]

* Remote IP Address—Data received through the seria port is
sent to this | P address. To reach multiple Remotesin the net-
work, use UDP Point-to-Multipoint.

[Any legal IP address; 0.0.0.0]

* Remote IP Port—The destination IP port for data packets
received through the serial port on the transceiver. [1-64,000;
COM1: 30010, COM2: 30011]

* Local IP Port—Port number where dataisreceived and passed
through to the serial port. This port number must be used by
the application connecting to this transceiver. [1-64,000;
COM1: 30010, COM2: 30011]
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* Packet Redundancy Mode— FoOr proper operation, all radios
Serial Packet Redundancy mode must match (Single Packet
modevs. Packet Repeat mode). Thisisbecause atransceiver,
when in Packet Repeat mode, sends 12 extra characters
(sequence numbers, etc.) to control the delivery of the
repeated data. Misconfigurations can result in undesired
operation.

* Data Baud Rate—Data rate (payload) for the COM port in
bits-per-second. [1,200-115,200; 19200]

* Configuration—Formatting of data bytes. Databits, parity and
stop bits[7N1, 7E1, 701, 8N1, 8E1, 801, 8N1, 7N2, 7E2, 702, 8N2,
8E2, 802; 8N1].

* Flow Control (COM2 only)—RTS/CTS handshaking between
the transceiver and the connected device.

[Enable, Disable; Disabled]

* Serial Mode— When seamless mode is selected, data bytes
will be sent over the air as quickly as possible, but the
receiver will buffer the data until enough bytes have arrived
to cover worst case gaps in transmission. The delay intro-
duced by data buffering may range from 22 to 44 ms, but the
radio will not create any gapsin the output data stream. This
mode of operation isrequired for protocols such as MOD-
BUS™ that do not alow gaps in their data transmission.
[Seamless, Custom; Seamless]

* Seamless Inter-Frame Delay— Number of charactersthat repre-
sent the end of a message (inter-character time-out). MOD-
BUS defines a* 3.5-character” parameter. [1-65,535; 4]

* Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit data through the serial port.
[16, 32, 64, 128, 256; 32]

* Commit Changes and Exit Wizard—Save and execute changes
made on this screen (Shown only after changes have been
entered.)
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3.6.4 Configuring for TCP Mode

/g Com 1 19.2K - HyperTerminal =lox

Fle Edt View Cal Iransfer Help

Remote Demo Set X
Serial Configuration Wizard

Com2 Serial Data Port

Status enabled

IP Protocol TCP Client
Primary Host Address 169.254.0.2
Primary IP Port 30011
Secondary Host Address 169.254.160.2
Secondary IP Port 30011
Client Inactivity Timeout{sec) 600

Data Baud Rate 9600
Configuration 8N1

Flow Control disabled
Serial Mode Seamless
Seamless Inter-Frame Delay A

rRCOCIOTMOoOomD

Select a letter to choose item, <ESC> for the prev menu, Q' to quit wizard _

S K

Connected 0:23:20 [vtio0 [lozooe-n-1  [SCROLL  [CAPS WM [Capture  [Print echo

Figure 3-28. TCP Client Menu (Remote)

» status—Enable/Disable the serial data port.

* 1P Protocol—TCP Client. Thisisthe type of IP port that will
be offered by the transceiver’s serial device server. [TCP, UDP,
PPP; TCP]

* Primary Host Address— T he | P address to be used as a destina-
tion for data received through the serial port.

[Any legal IP address; 0.0.0.0]

* Primary IP Port—The destination | P port for data packets
received through the serial port on the transceiver.
[Any valid IP port; COM1: 30010, COM2: 30011]

* Secondary Host Address— T’ he |P addressto be used as a desti-
nation for datareceived through the serial port in casethe pri-
mary host address is not available.

[Any legal IP address; 0.0.0.0]

* Secondary IP Port—The destination | P port for data packets
received through the serial port on the transceiver used along
with the secondary host address above.

[Any valid IP port; COM1: 30010, COM2: 30011]

* Outgoing Connection’s Inactivity Timeout—Amount of time (in
seconds) that they transceiver will wait for data before termi-
nating the TCP session. [0-600; 600]

* Data Baud Rate—Data rate (payload) for the COM port in
bits-per-second. [1,200-115,200; 19200]

* Configuration—Interface signaling parameters. Data bits, par-
ity and stop bits
[7N1, 7E1, 701, 8N1, 8E1, 801, 8N1, 7N2, 7E2, 702, 8N2, 8E2, 802;
8N1].

* Flow Control [Com2 Only]—RTS/CTS handshaking between
the transceiver and the connected device.

[Enable, Disable; Disabled]
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* Serial Mode— If databuffering is Enabled, the radio will oper-
ate in seamless mode. Data bytes will be sent over the air as
quickly as possible, but the receiver will buffer the data until
enough bytes have arrived to cover worst case gapsin trans-
mission. The delay introduced by data buffering may range
from 22 to 44 ms, but the radio will not create any gapsinthe
output data stream. This mode of operation is required for
protocols such as MODBUS™ and some variants which do
not allow gapsin their data transmission.

[Seamless, Custom; Seamless]

* Seamless Inter-Frame Delay— Number of charactersthat repre-
sent the end of a message (inter-character time-out). MOD-
BUS defines a*® 3.5-character” parameter.

[1-65,535; 4]

* Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit datathrough the serial port.
[16, 32, 64, 128, 256; 32]

* Commit Changes and Exit Wizard—Save and execute changes
made on this screen (Shown only after changes have been

entered.)
“Com 1 19.2K - HyperTerminal =1al x|
Fle Edt Wew Call Transfer Help
D] (5] wole|
E
AP Demo Set X
Serial Configuration Wizard
Com?2 Serial Data Port
A) Status enabled
B) TP Protocol TCP Server
C) Local Listening IP Port 30011
D) Data Baud Rate 9600
E) Configuration 8N1
F) Flow Control disabled
G) Serial Mode Seamless
H) Seamless Inter-Frame Delay

Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard

a el

Connected 0:28:33 1100 [is2008w-1  [SCROLL  [CAPS [WOM  [Capturs [Print echo

Figure 3-29. TCP Server Menu (AP)

 status—Enable/Disable the seria data port.

* P Protocol—TCP Server. Thisisthe type of IP port that will
be offered by the transceiver’s seria device server.
[TCP, UDP, PPP; TCP]

* Local Listening IP Port—Receive | P data from this source and
pass it through to the connected serial device. The port num-
ber must be used by the application connecting to local TCP
or UDP socket.

[Any valid IP port; COM1: 30010, COM2: 30011]
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* Data Baud Rate—Data rate (payload) for the COM port in
bits-per-second. [1,200-115,200; 19200]

* Configuration—Interface signaling parameters. Data bits, par-

ity and stop bits

[7N1, 7E1, 701, 8N1, 8E1, 801, 8N1, 7N2, 7E2, 702, 8N2, 8E2, 802;

8N1].

Flow Control (COM2 only)—RTS/CTS handshaking between

the transceiver and the connected device.

[Enable, Disable; Disabled]

* Serial Mode— If databuffering is Enabled, the radio will oper-
ate in seamless mode. Data bytes will be sent over the air as
quickly as possible, but the receiver will buffer the data until
enough bytes have arrived to cover worst case gapsin trans-
mission. The delay introduced by data buffering may range
from 22 to 44 ms, but theradio will not create any gapsin the
output data stream. This mode of operation isrequired for
protocols such as MODBUS™ and some variants which do
not allow gaps in their data transmission.

[Seamless, Custom; Seamless]

* Seamless Inter-Frame Delay— Number of charactersthat repre-
sent the end of a message (inter-character time-out). MOD-
BUS defines a* 3.5-character” parameter. [1-65,535; 4]

* Custom Data Buffer Size (Custom Packet Mode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit datathrough the serial port.
[16, 32, 64, 128, 256; 32]

* Commit Changes and Exit Wizard—Save and execute changes
made on this screen (Shown only after changes have been
entered.)

3.6.5 Configuring for PPP Mode

*& Com 1 19.2K - HyperTerminal I =] 4]
Fle Edit Yiew Cal Transfer Help
Dl 5| & olE
E
Remote Demo Set ¥
Serial Configuration Wizard
Com2 Serial Data Port
A) Status enabled
B) IP Protocol Point to Point Protocol(PPP}
C) Device IP Address 169.254.8.2
D) Data Baud Rate 9600
E) Configuration 8N1
F) Flow Control disabled
G) Serial Mode Seaml ess
H) Seamless Inter—Frame Delay
Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard j
Connected 0132153 [vTi00 [iszo0a-h-1  [SCROLL  [CAPS WM [Capture  [Print echo 4

Figure 3-30. PPP Menu
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status—Enable/Disable the serial data port.

IP Protocol—PPP. Thisisthe type of 1P port that will be offered
by the transceiver’s seria device server. [TCP, UDP, PPP; TCP]
Device IP Address—I P addressthat will be assigned to thedialing
device once the connection is established. [0.0.0.0]

Data Baud— T he baud rate of the serial port of the transceiver to
which the external device is connected.

[1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200; 19200]
Configuration—BYyte format of the serial port

[7N1, 7E1, 701, 7N2, 7E2, 702, 8N1, 801, 8N2, 8E2, 802; 8N1]

Flow Control (COM2 only)—RTS/CT S handshaking between the
transceiver and the connected device.

[Enable, Disable; Disabled]

Serial Mode—When seamless mode i s sel ected, databyteswill be
sent over the air as quickly as possible, but the receiver will
buffer the data until enough bytes have arrived to cover worst
case gaps in transmission. The delay introduced by data buffer-
ing may range from 22 to 44 ms, but theradio will not create any
gaps in the output data stream. This mode of operation is
required for protocols such as MODBUS™ that do not allow
gapsin their data transmission. [Seamless, Custom; Seamless]

Seamless Inter-Frame Delay— Number of charactersthat represent
the end of a message (inter-character time-out). MODBUS
defines a*“ 3.5-character” parameter. [1-65,535; 4]

Custom Data Buffer Size (Custom Packet M ode only)—Maxi-
mum amount of characters, that the Remote end will buffer
locally before starting to transmit data through the serial port.
[16, 32, 64, 128, 256; 32]

Commit Changes and Exit Wizard—Save and execute changes made
on this screen (Shown only after changes have been entered.)

A PPP session shows the following possible states:

Sending LCP Requests— I he PPP server is querying for any cli-
ents that need to connect.

Link Established—A successful PPP connection has been negoti-
ated and an | P address is assigned.

Port not Enabled—The serial port is disabled.

3.6.6 IP-to-Serial Application Example

Y ou have a choice to use UDP or TCP to establish communications.
Thiswill depend on the type of device you are communicating with at
the other end of the | P network. In thisexamplewewill use TCPtoillus-
trate its use.

In TCP mode, the transceiver remains in a passive mode offering a
socket for connection. Once arequest is received, data received at the
serial port will be sent out through the I P socket and vice versa, until the
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Establishing a
Connection

connection is closed, or the link isinterrupted. In this mode, the trans-
ceiver behaves the same, whether it is an Access Point or a Remote.
(See Figure 3-31 and Table 3-1)

NOTE: The TCP session hasatimeout of 10 minutes (600 seconds). If
inactive for that time, it will be closed. The transceiver will
offer the port again for connection after this time expires.

From the PC, establish a TCP connection to the | P address of the
Remote transceiver and to the | P port as configured above (30010—
COM1, 30011—COM?2). A Telnet client application can be used to
establish this connection. Data can now be sent between the PC and the
RTU or other connected device.

192.168.0.10 192.168.0.1 192.168.0.2

Ethernet
Crosssover

i Remote
Computer Access Point

or Network

Figure 3-31. IP-to-Serial Application Diagram

Table 3-1. Serial Port Application Configuration
IP-to-Serial Connection

Transceiver Menu Item Setting
Location

Access Point None is required None is required
Remote Unit IP Address 192.168.0.2
Status Enabled
IP Protocol TCP
Baud Rate 9,600 (Example)
Flow Control None
Local IP Port 30011

3.6.7 Point-to-Point Serial-to-Serial Application
Example

Once the transceivers are configured and the changes have been exe-
cuted, they begin processing any data presented at the COM ports. Data
presented at the Access Point’sCOM port will be packetized and sent via
UDP to the Remote. Upon receiving the packet, the Remote strips the
data out of the UDP packet and sendsit out its COM port. Likewise, data
presented at the Remote’s COM port is packetized, sent to the Access
Point, stripped, and sent out the Access Point’s COM port. Note, this
configuration does not use multicast addressing.
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192.168.0.2

Remote

Figure 3-32. Point-to-Point Serial-to-Serial Application Diagram

Table 3-2. Serial Port Application Configuration

Transceiver Location

Menu Item

Setting

Access Point (COM2)1

Status

Enabled

Data Baud Rate

9,600 (Example)

Flow Control Hardware (Example)
Serial Mode Seamless
SIFD 4
IP Protocol UbDP
Remote IP 192.168.0.2
Address (IP address of the Remote radio)
Remote IP Port 30011
Local IP Port 30011
Remote Unit (COM2)1 Status Enabled

Data Baud Rate

9,600 (Example)

Flow Control X-ON/X-OFF (Example)
Serial Mode Seamless

SIFD 4 (Characters)

IP Protocol UbDP

Remote IP 192.168.0.1

Address (IP address of the AP)
Remote IP Port 30011

Local IP Port 30011

1. Either COM port can be used, but they must be the same ones at both ends
of the link. Both COM ports can be used simultaneously for two independent

data channels.

3.6.8 Point-to-Multipoint Serial-to-Serial Application
Example

The operation and data flow for this mode is very similar to
Point-to-Point serial-to-serial application, except that it uses multicast
addressing. The primary difference is that data presented at the Access
Point’s COM port will be packetized and sent viaUDP to all of the
Remotes. Upon receiving the packet all of the Remotes strip the data out
of the UDP packet and send it out their COM port. Likewise, data pre-
sented at any of the Remotes' COM portsis packetized, sent to the
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Access Point, stripped, and sent out the Access Point’s COM port (see
Figure 3-33, Table 3-3, Figure 3-34, and Figure 3-35 on Page 71.

192.168.0.10 192.168.0.1

. Access Point
Terminal

or Computer

Figure 3-33. Point-to-Multipoint Serial-to-Serial Application
Diagram

Table 3-3. Serial Port Application Configuration

Transceiver Location Menu Item Setting
Access Point (COM2)1 Status Enabled
Baud Rate 9600 (Example)
Serial Mode Custom
Flow Control Disabled
IP Protocol UDP
Remote IP Address 224.2541.1—

Multicast Address?

Remote IP Port

30011

Address

Local IP Port 30011
Remote Units (COM2)1 Enable Enabled
Baud Rate 2,400 (Example)
Serial Mode Custom
Flow Control Hardware (Example)
IP Protocol UDP
Remote IP Address 192.168.0.1
Remote IP Port 30011
Local IP Port 30011
Local Multicast 224.2541.1 —

Multicast Address?

1. Either COM port can be used, but they must be the same ones at
both ends of the link. Both COM ports can be used simultaneously for
two independent data channels.

2. This address is an example only. Any Class D IP address
(224.0.0.0—239.255.255.255) will work.
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#g COM1 19.2k - HyperTerminal . ] 4]
Filz Edit Wew Call Transfer Help
Dl 58] wlF|
=
Serial Configuration Wizard
Com2 Serial Data Port

A) Status enabled

B) IP Protocol UDP Point to Multipoint

C) Multicast IP Address 224.256.100.2

D) Multicast TP Port 30011

E) Local TP Port 30011

F) Time to Live 1

| G) Packet Redundancy Mode Packet Repeat Mode

H) Packet Repeats 6

T) Data Baud Rate 2400

J) Byte Format 8N1

K) Flow Control enabled

L) Serial Mode Custon

M) Custom Inter-Frame Delay

N) Custom Data Buffer $ize 64

Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard _ 4
(Connected 0:14:38 [vT100 [szone-h-1  [SCROLL  [cAps WM [Capture  [Print echo 4

Figure 3-34. Access Point Serial Port Configuration

% COMI1 19.2k - HyperTerminal =lolx|
Fle Edit Yiew Cal Iransfer Help
Dl =[2] 0l5
=
Serial Configuration Wizard
Com?2 Serial Data Port

A) Status enabled

B) IP Protocol UDP Multipoint to Point

C) Remote IP Address 169.254.0.2

D) Remote IP Port 30011

E) Multicast IP Port 30011

F) Hulticast IP Address 224.254.100.2

G) Packet Redundancy Mode Packet Repeat Mode

H) Packet Repeats 6

I) Data Baud Rate 2600

J) Byte Format 8N1

K) Flow Control enabled

L) Serial Mode Custom

M) Custom Inter-Frame Delay &

N) Custom Data Buffer Size 64

Select a letter to choose item, <ESC> for the prev menu, 'Q° to quit wizard :J
[Connected 0:16:56 [vT100 [isz00-M1  [SCROLL  [CAPS [WUM  [Capturs  [Print echo 4

Figure 3-35. Remote Radio Serial Port Configuration

3.6.9 Mixed Modes

Note that in this example, the TCP mode does not involve the Access

Point. Thus, thetransceiver in asingle network can runin both modes at
the sametime. In other words, some Remotes can be configured for TCP
mode while others can be configured (along with the Access Point) for

UDP mode.

In this configuration, the Host PC can use both data paths to reach the

RTUs. Thismay be helpful when amixed collection of RTUsis present
where some RTUs can operate in a broadcast form while others cannot
(see Figure 3-36 on Page 72 and Table 3-4 on Page 72).
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Operation and Data Flow
» Communicate with RTU A by Telneting to Remote 1, port 30011.
» Communicate with RTU B by Telneting to Remote 2, port 30011.

» Communicate with RTUs C and D by sending and receiving data
from the Access Point’'s COM port.

* All communication paths can be used simultaneously.

" INET 900
Remote 1

iNET 900
Access Point

Terminal

or Computer EIA-232

Remote 4

Figure 3-36. Mixed-Modes Application Diagram

Table 3-4. Serial Port Application Configuration

Transceiver Location Menu Item Setting
Access Point Status Enabled
Baud Rate 9,600
Flow Control Disabled
IP Protocol UbP
Send to Address A multicast IP address such as
224.254.1.1
Send to Port 30011
Receive on Port 30011

Receive on Address

0.0.0.0 (Not Used)

Remote Units 1 & 2
(COM2)

Status

Enabled

Baud Rate 2,400

Flow Control Disabled

IP Protocol TCP

Receive on Port 30011
Remote Units 3 & 4 Status Enabled
(COM2)

Baud Rate 9,600

Flow Control Disabled
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Table 3-4. Serial Port Application Configuration (Continued)

Transceiver Location Menu Item Setting
IP Protocol UbDP
Send to Address IP address of the AP
Send to Port 30011
Receive on Port 30011

Receive on Address 224.254.1 1

(The multicast IP address used
for the AP’s Send To Address
above)

3.7 SECURITY CONFIGURATION

There are many optionsto assist you in providing secondary security for
your transceivers and the network. These options start with controlling
remote access to the network via Telnet, Web Browser, and SNMP.
Other areas include multiple levels of encryption and MD5-level secu-
rity for HTTP connections.

S 1=Tkd)
File Edit Yiew Call TIransfer Help
] =2 = e =

Town Hall AP
Security Configuration Menu

A) Two-way Authentication disabled G) Approved Remotes List

B) Encryption disabled H) Encryption Phrase — sssssssx
C) Auto Key Rotation enabled I) Force Key Rotation

D) HTTP Access enabled J) HTTP Security Mode Basic Auth
E) SNHP Mode vl-v2-v3  K) User Password = sxxwxxxx
F) Telnet Access enabled

Select a letter to configure an item, <ESC> for the prev menu

) K1

Connected 0:16:05 [¥T100 [tozo0e-n1 [SCROLL [APS [WOM [Caphure [Frink echa

Figure 3-37. Security Configuration Menu
(Access Point Version Shown)

* Two-Way Authentication— Enable provisioning at the Remote.
[Enabled/Disabled; Disabled]

Enabling forces the transceiver to check the Approved AP List
before continuing the authorization process. In the case of a
Remote, the AP must be in the Approved Access Points List
before it accepts the beacon as valid. In the case of an AP, a
Remote must be in the Approved Remotes List to be granted
authorization. Before enabling this option, at least one entry
must already exist in the Approved List.
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TIP:

Encryption— Enable encryption of over-the-air data packets.
[Enabled, Disabled; Disabled]

Enabling forces the transceiver to use 128-bit encryption on all
over-the-air messages. This option requires the Encryption
Phrase to be previously configured.

Auto Key Rotation—Enable automatic rotation of encryption
keys. [Enabled, Disabled; Disabled]

Enabling forcesthetransceiver to usethe key rotation algorithm
to generate anew encryption key after 500 kilobytes of informa-
tion has been transmitted, or one hour has elapsed. K ey rotation
prevents reusing encryption data that could result in key-crack-
ing, unlike standard 802.11b communicationsthat rely on static
encryption keys.

HTTP Access—Prevents remote access through HTTP (Web
browser) on Port 80 [Enabled/Disabled; Disabled]

SNMP Access— Prevents remote access through SNMP com-
mands on Port 161 [Enabled, Disabled; Enabled]

Telnet Access—Prevents remote access through Telnet sessions
on Port 23 [Enabled, Disabled; Enabled]

Approved Access Points/Remotes List (Menu)—Go to menu pro-
viding the creation and management list of units permitted (pro-
visioned) with which this unit will be permitted to
communicate.

Encryption Phrase—Phrase (text & numbers) that will be part of
the encryption algorithm.

[Up to 29 alphanumeric characters; Blank]

Force Key Rotation— It triggers an immediate key rotation of the
encryption keys before theinternal countersdo it automatically.
HTTP Security Mode—Select security mode/level of login via
HTTP browser. HTTP Access disabled prevents access through
HTTP. HTTP Security Mode isfunctional if HTTP Access IS
enabled. [Basic Auth, MD5 Digest; Basic Auth]

Basic mode requires apassword, but the actual password textis
transmitted in the clear (unencrypted).

User Password—General administrative password only for this
unit. Used at log-in viaCOM1 Port, Telnet and Web browser.
[Up to 8-character alphanumeric string without spaces (case-sensitive);
admin]

For enhanced security, consider using misspelled words, a combi-
nation of letters and numbers, and a combination of upper and
lower case letters. Also, the password should use all eight charac-
ters. This hel ps protect against sophisticated hackers who may use
a database of common words (for example, dictionary attacks) to
determine a password.
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3.7.1 Approved Remotes/Access Points List Menu

This menu is the same for both Access Points and Remotes and the
names change to reflect their mode. Replace “ Remotes’ with Access
Points” in the following description.

NOTE: Thelimit for remotes (in an Access Point) is 255.
The limit for Access Points (in aremote) is 104.

#Com7 19.2K - HyperTerminal =101 x|
Fle Edt View Cal Iransfer Help

Die| 55| ool &

Town Hall AP
Approved Remotes List Menu

A) Add Remote 00:00:00:00:00:00
B) Delete Remote 00:00:00:00:00:00
C) Add Associated Remotes

D) Delete All Remotes

E) View Approved Remotes

Select a letter to configure an item, <ESC> for the prev menu

) K1

Connected 3:19:28 [¥T100 [tozo0e-n1 [SCROLL [APS [WOM [Caphure [Frink echa

Figure 3-38. Approved Remotes List Menu

e Add Remote—Enter MAC address of Remote.
[Any valid 6-digit hexadecimal MAC address; OO:OO:OO:OO:OO:OO]
* Delete Remote—ENter MAC address of Remote.

For security purposes, you may want to delete a stolen or depro-
visioned radio.

* Add Associated Remotes—Add all currently associated remotesto
the approved remote list. Alternatively, you can enter each
Remote MAC manually.

* Delete All Remotes—Remove (complete purge) of all Remotes
from current list.

* View Approved Remotes—Simplelisting of approved Remotes by
MAC address, of radios authorized to join this AP. If aRemote
isnotinthislist, it will not be able to associate with this AP.

* save Changes—Save all changes made during this session with
this menu. Changes will be implemented only if they are
“saved’ before exiting this menu.
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3.8 PERFORMANCE VERIFICATION

After the basic operation of the radio has been checked, you may wish
to optimize the network’ s performance using some of the following sug-
gestions. The effectiveness of these techniqueswill vary with the design
of your system and the format of the data being sent.

There are two major areas for possible improvement—the radio and the
data network. The following sectionswill provide you with avariety of
itemsto check and on many occasions, ways to correct or improve their
performance.

3.8.1 Performance Information Menu

This menu/screen is one of two primary sources of information on the
radio layer and radio network performance.

‘g Com7 19.2K - HyperTerminal ] 3]

File Edit wew Cal Transfer Help

D|=| 518

Town Hall AP
Performance Information Menu

RF Output Power 30 dBm
Signal to Noise AP
RSST N/A
Actual Data Rate ApP

A) RSSI By Zone D) Remote Listing
B) Event Log E) Endpoint Listing
C) Packet Statistics F) Remote Performance Listing

Select a letter to configure an item, <ESC> for the prev menu _

N K

Connected 3:21:19 [vtion [lsz008w-1  [SCROLL  [CAPs  [MuM  [Capiure  [Print echo

Figure 3-39. Performance Information Menu
(AP Version Shown)

* RF Output Power (Display only)—M easured power outpuit.

(See * How Much Output Power Can be Used?” on Page 135)

* Signal-to-Noise (Display only)—Current running-average SNR
value all active operating frequencies.

(No value displayed on APs)

* RsSI (Display only)—Current running-average Received Signal
Strength Indication for all active operating frequencies.

(No value displayed on APs.)

* Actual DataRate (Displayonly)—Over-the-air transmissionrate (as
opposed to selected data rate) for the remote being monitored.
The fastest data rates can generally be achieved with stronger
signal levels.

* RSSI by zone—Received Signal Strength Indicator by Zone.
(See“ RSS by Zone Menu (Remotes Only)” on Page 77)
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* Event Log—Access the menu for managing the unit’s log of
operational activities.(See “ Authorization Key—Alter the
unit’s overall capabilities by enabling the built-in resources.
(See* Authorization Keys Menu” on Page 105)” on Page 91)

* Packet Statistics—M ultiple radio and network operating statis-
tics. (See “ Packet Satistics Menu” on Page 81)

* Wireless Network Status (Displayed only at Remotes)—Current associ-
ation state and MAC address of the Access Point.
(See * Wireless Network Status (Remotes Only)” on Page 83)

* Remote Listing (AP Display only) —L st of basic information for all
Remote units currently associated with this Access Point.
(See * Remote Listing Menu (Access Points Only)” on Page 84)

* Endpoint Listing (AP Display only)—List of units accessible by this
AP through associated Remote ports.
(See * Endpoint Listing Menu (Access Points Only)” on
Page 85)

* Remote Performance Listing (AP Display only)—(See “ Remote Per-
formance Listing Menu (Access Points Only)” on Page 86)

RSSI by Zone Menu (Remotes Only)

This screen displays the strength of RF signals received from the cur-
rently associated Access Point.

Network integrity dependsin large part on stable radio signal levels
being received at each end of adatalink. In general, signal levels
stronger than —80 dBm will provide reliable communication that
includes a 15 dB fade margin.

If you find thereisapoor signal level on one zone, check the Packet Sta-
tistics Menu section on Page 81 and record the values. Then, set the
guestionable zoneto “ Skipped” in the Radio Configuration Menu (Page
48) and look for an improvement in the Packet Statistics error rates. If
there is none, return the Zone to “Active.”

RSSI measurements and Wireless Packet Statistics are based on mul-
tiple samples over a period of several seconds. The average of these
measurements will be displayed by the Management System.
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Time and Date

& Com7 19.2% - Hyper Terminal =10 x|
Be E&t yew Cal Ionfer teb
Dl 53| ols| =
Al
Serial Gateway
RSSI By Zone Menu
Zone H1 =75 dBm Zone W6 -70 dBm
Zone W2 -73 dBm Zone W7 -70 dBm
Zone H3 -72 dBm Zone W8 -70 dBm
Zone H4 -70 dBm Zone H9 -68 dBm
Zone HS -70 dBm Zone W10 -67 dBm
Select a letter to configure an item, <ESC> for the prev menu :J
[Connected 0:47:29 NT100 19200 8-N-1

Figure 3-40. RSSI by Zone Menu

TIP: Under normal circumstances, the signal levelsin each zone should
be within afew decibels of each other. If you see onethat issignif-
icantly lower or higher, it may be asign of radio frequency inter-
ference from another signal source on the 900 MHz band.

See * Network Performance Notes’ on Page 87 for further infor-
mation.

Event Log Menu

The transceiver’s microprocessor monitors many operational parame-
tersand logs them. Events are classified into four levels of importance,
which are described in Table 3-5. Some of these eventswill result from
acondition that prevents the normal of the unit—these are “critical”
events. Thesewill causetheunit to enter an“alarmed” state and the PWR
LED to blink until the conditioniscorrected. All eventsare stored in the
Event Log that can hold up to 8,000 entries.

Table 3-5. Event Classifications

Level Description/Impact
Informational Normal operating activities
Minor Does not affect unit operation
Major Degraded unit performance but

still capable of operation

Critical Prevents the unit from operating

The events stored in the Event Log are time-stamped using the time and
date of the locally connected device. Remote units obtain this informa-
tion from the A ccess Point when they associate withit. The Access Point
obtainsthe time and date from a Time Server. This server can generally
be provided by astandard Windows PC server SNTP application. Inthe
absence of the SNTP services, the user must manually enter it at the
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Access Point. (See* Device Information” on Page 38 for SNTP server

identification.) The manually set time and date clock isdependent on the
unit’s primary power. A loss of power will reset the clock to January 1,
2002 but will not affect previously stored error events.

& Com7 19.2K - HyperTerminal =10] x|

Ele ¢ Yew Cal Jransfer Heb

D|&| o|3| 0ls| £

Town Hall AP
Event Log Menu

A) Current Alarms

B) View Log

C) Clear Log

D) Send Log

E) TFTP Host Address 169.254.0.1
F) Filename

G) TFTP Timeout 60 sec

H) Syslog Server 0.0.0.0

Select a letter to configure an item, <ESC> for the prev menu :J

{Connected 3:21:52 WT100 iveooen1  [FROlL [cas

Figure 3-41. Event Log Menu

* CurrentAlarms (Telnet/Terminal only)—View list of root causesthat
have placed the Device Statusin the alarmed state. (See “ Alarm
Conditions’” on Page 118)

* view Log—View alist of events stored in the current log. Some
of these events are stored in volatile memory and will be erased
with aloss of power. The events are numbered for easier iden-
tification and navigation.

* clear Log—Purgesthelog of all events

TIP: Save your Event Log before choosing to clear it in order
toretain potentially valuabl e troubleshooting information.
(See “ Upgrading the Firmware” on Page 93 for an over-
view on how to transfer filesfrom the transceiver to acom-
puter on the network using TFTP.)

* Send Log (Telnet/Terminal only)—Initiate TFTP transfer of the
unit’s event Event Log in aplain text (ASCII) filetoa TFTP
server at the remote location.

* TFTP Host Address (Telnet/Terminal only)—IP address of the com-
puter onwhichthe TFTP server resides. Thissame|P addressis
used in other screens/functions (reprogramming, logging, etc.).
Changing it here also changesiit for other screens/functions.
[Any valid IP address; 127.0.0.1]
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View Current Alarms

* Filename (Telnet/Terminal only—Name to be given to the Event
Log file sent to the TFTP server for archiving.
[Any 40-char alphanumeric string; Blank]

NOTE: Y ou may want to changethefilenameto reflect thetype
of log you intend to archive and/or its date.

* TFTPTime-out (Telnet/Terminal only)—Time in secondsthe TFTP
server will wait for a packet ACK (acknowledgment) from the
transceiver before suspending the file transfer.

[10 to 120 seconds; 10]

* Syslog Server—I| P addressto which alarmsare sent using the sys-

log message format. [Any valid IP address; 0.0.0.0]

Most events, classified as “critical” will make the PWR LED blink, and
will inhibit normal operation of the transceiver. The LED will remain
blinking until the corrective action has been compl eted.

An alarm condition is different from alog event in the sense that an
aarm is persistent in nature. That is, an alarm condition remains as an
alarm until it has been cleared by correcting the cause (see Table 4-6 on
Page 120 for corrective action).

& Com7 19.2K - Hyper Terminal = =TET|
Ele Edt Yew Cal Trasfer Help
D 53] ols] =
B
Serial Gateway |
_____________________ QU et S s I
No Current Alarms
Select a letter to configure an item, <ESC> for the prev menu - :l
{Connected 0:48:05 WT100 {15200 8-8-1
Figure 3-42. Current Alarms Screen
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View Event Log See Table 4-4 on Page 118 for event classifications.

& Com7 19.2K - HyperTerminal i
Be EX Yew (A Tiansier Heb |

Dz &(3| 05| & |'

Town Hall AP
Event Log

Num Date Time Description

== START OF EVENT LOG ==
26 01 Jan 2002 02:55 Console User Logged In
23 01 Jan 2002 00:00 Remote Added (00:06:3d:00:0c:0e)
22 01 Jan 2002 00:00 IP Connectivity OK
21 01 Jan 2002 00:00 Remote Added (00:06:3d:00:05:ec)
20 01 Jan 2002 00:00 Network Interface OK
19 01 Jan 2002 00:00 MAC communication OK
18 01 Jan 2002 00:00 System Bootup

== Following events occurred prior to latest boot
== Times displayed as system uptime

17 32 IP Connectivity OK
16 28 Network Interface OK
15 28 MAC communication OK

Use Up, Down, Pg-Up, Pg-Dn, Home or End to view log, <ESC> for the prev menu _

Connected 3:22:08 WT100 [iS2008W1  [5cRodl [CAPS [ [Cephae | [Pretedcho 7|

Figure 3-43. Sample Event Log Screen

Packet Statistics Menu

& Com7 19.2K - HyperTerminal =101 ||

B EX Yew, Cobl Traneler” Lo

ls] B3| o] ) 1

Town Hall AP
Packet Statistics Menu

Wireless Packet Statistics Ethernet Packet Statistics

Packets received 67798 Packets received 256
Packets sent 10143 Packets sent 2264
Bytes received 7299819 Bytes received 59537
Bytes sent 5896325 Bytes sent 135534
Packets dropped @ Packets dropped 0
Receive errors 7 Receive errors ]
Retries 1020 Lost carrier detected 151
Retry errors [

A) Clear Wireless Stats C) Clear Ethernet Stats

B) Packets Received by Zone

Select a letter to configure an item, <ESC> for the prev menu - :ﬂ

Connected 3,23:42 w100 fiseooewt  [SROLL  [CAPS [N [Cbee  [Prrtechs

4

Figure 3-44. Sample Packet Statistics Menu

Wireless Packet * Packets received—Over-the-air data packets received by this unit
Statistics « Packets sent—Over-the-air data packets sent by this Remote.
* Bytes received—Over-the-air databytesreceived by this Remote.
* Bytes sent—Over-the-air data bytes sent by this Remote.
* Packets dropped— T O-be-transmitted packets dropped as aresult
of alack of buffersin the RF outbound queue.
* Receive errors—Packets that do not pass CRC. This may be due
to transmissions corrupted by RF interference.

MDS 05-2806A01, Rev. E.1 MDS iNET 900 Series User’s Guide 81



industrial/wireless/performance

AMDS

* Retries—Number of requeststo re-send adata packet beforeitis
acknowledged. If the packet was not acknowledged, this
counter is not incremented.

* Retry errors—Packets discarded after exceeding seven retries
over-the-air.

e Clear Wireless stats—Resets the statistics counter.

Ethernet Packet * Packets received—Packets received by the transceiver through
Statistics the Ethernet port.

* Packets sent—Packetstransmitted by the transceiver through the
Ethernet port.

* Bytes received—Data bytes received by this Remote through its
LAN port.

* Bytes sent—Data bytes sent by this Remote.

* Packets dropped—Received packets dropped asaresult of alack
of buffers.

* Receive errors—Packets that do not pass CRC. This may be due
to collisionsin the Ethernet LAN.

* Lost carrier detected—A count of the number of packets that the
unit attempted to send out the Ethernet port when the carrier sig-
nal of the Ethernet was not present. (No carrier present could be
due to aloose connection, bad or wrong cable, or equipment
failure at the other end of the Ethernet cable.)

* Clear Ethernet stats—Resets the statistics counter.

Packets Received by  This screen, shown in Figure 3-45, presents a breakdown of wireless

Zone packet statistics by-zone. All zones should report similar numbers. If
one or more zones report lower numbers than the others (2% reduction),
the specific zone is probably experiencing interference. An improve-
ment can be realized by blocking this zone (see Main Menu>>Radio Config-
uration>>Skip Zone Option).

‘g Com 1 18.2K - HyperTerminal ] 3]

Fle Edt View Cal Iransfer Help

D|=| 53]

Town Hall AP
Packets Received by Zone Menu

Zone #1 15% Zone #6 14%
Zone #2 15% Zone #7 12%
Zone #3 15% Zone #8 Skipped
Zone #4 12% Zone #9 Skipped
Zone #3 Lan Zone #10 Skipped

Select a letter to configure an item, <ESC> for the prev menu

S K

Connected 0:10:33 [vT100 [iszone-n1  [SCROL [cAPs [MuM [Capture  [Print echa

Figure 3-45. Packets Received By Zone Menu
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Wireless Network Status
(Remotes Only)

The Wireless Network Status screen provides information on a key
operating process of thetransceiver—the association of the Remotewith
the Access Point. The following is a description of how this process
takes place and as monitored on the Figure 3-46. Wireless Network
Satus Screen” on page 83.

After the Remote is powered up and finishes its boot cycle, it begins
scanning the 900 MHz band for beacon signals being sent out from AP
units. If the Remote sees a beacon with aNetwork Name that isthe same
asits own, the Remote will stop its scanning and temporarily synchro-
nizeitsfrequency-hopping pattern to match the oneencoded onthe AP’ s
beacon signal. The Remote waitsfor threeidentical beacon signalsfrom
the AP and then it togglesinto afully synchronized “associated” state.
If the Remote does not receive three identical beacons from the Access
Point unit within a predetermined time period, it returns to a scanning
mode and continues to search for an AP with a matching network name
in its beacon.

Under normal circumstances, the association process should be com-
pleted within 20 seconds after boot-up. Thistime can vary depending on
the beacon period setting at the AP. SeeBeacon Period description in Sec-
tion 3.5.1, Radio Configuration Menu (beginning on Page 48).

Remote units are always monitoring the beacon signal. If an associated
Remote losesthe AP’ s beacon for more than 20 seconds, the association
process starts again.

i
Ee Edt View Col Trarsfer Help
nlz| 53| o] =

B

Serial Gateway
Hireless Network Status

Connection Status Associated
Current AP MAC Address 00:06:3d:00:68: e6
Current AP IP Address 169.254.0.2

Association Date 01 Jan 2002
Association Time 00:00
Latest AP Firmware Ver 4.1.0

AP Auto Upgrade disabled

AP Reboot When Upgraded disabled

Select a letter to configure an item, <ESC> for the prev menu = :J

Connected 0:50:00 ¥T100 19200 8-N-1

Figure 3-46. Wireless Network Status Screen

* Connection Status—Current state of the wireless network com-
munication.
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» Scanning—The unit islooking for an Access Point beacon
signal.

» Exp(ecting) Sync(hronization)—The unit has found avalid
beacon signal for its network.

» Hop Sync—The unit has changed its frequency hopping pat-
tern to match that of the Access Point.

» Associated —This unit has successfully synchronized and
associated with an Access Point. Thisisthe normal status.

» Alarmed—The unit is has detected one or more alarms that
have not been cleared.

Current AP Mac Address—Wireless address of Access Point with

which the Remote is associated.

Current AP IP Address—I| P address of Access Point with which
the Remote is associated.

Association Date—Date of |ast successful association with an
Access Point.

Association Time—Time of day association was established on
the association date.

Latest AP Firmware Version—
AP Auto Upgrade—
AP Reboot when Upgraded—

Remote Listing Menu (Access Points Only)

& Com7 19.2K - HyperTerminal =10/ x|
Ele £t Yew Cl Dansfer e
D= 53] 05| =)
|
Town Hall AP
Remote Performance Listing Menu
MAC Address IP RAddress State AgeTime DataRate
00:06:3d:00:0c:0e 169.254.30.2 Assoc 4:20 256kbps
00:06:3d:00:06:d4 169.254.40.2 Assoc 4:32 256kbps
00:06:3d:00:05:ec  169.254.20.2 Assoc §:14 912kbps
00:06:3d:00:69:06 169.254.10.2 Assoc 4:26 512kbps
Number of remotes: &
Page 1 o
Select a letter to configure an item, <ESC> for the prev menu :J

(Connected 3:24:19 WTi0 15200 6-N-1

Figure 3-47. Remote Listing Menu
(List of transceivers associated with this AP)

MAC Address—Hardware address of the Remote transceiver.
IP Address—I| P Address of the Remote transceiver.
state—Current associ ation state of the Remote transceiver.

AgeTime—Time, in minutes, remaining before the device (address)
will be deleted from the table.
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Each transceiver maintains a table with the addresses of the devices
it communicates with. The age-time countdown is restarted to 5
minutes every time a message to/from that device is detected. If no
traffic is exchanged with that device, it then “ages out” of the table.
When traffic is detected it is included again in the table. This opti-
mizes memory space utilization.

* DataRate—Supported data rate by this unit.

Endpoint Listing Menu
(Access Points Only)

Thislist showsall of the non-iINET 900 Ethernet devicesthat are known
to the transceiver and is equivalent to the ARP table of 1P devices.

‘g Com 1 18.2K - HyperTerminal =101x]
File Edit View Call sfer Halp
0| &3] =0|=
E
Town Hall AP
Endpoint Listing Menu
WAC Address IP Address AgeTime via Remote RxPkts TwxPkts
00:07:5F:01:56:26 169.254.50.18 4:20 00:06:3d:00:69:04 3 0
00:50:ba:1b:a6:10 192.168.1.10 4:96 00:06:3d:00:69:04 2 0
00:40:8c:44:29:59 169.254.10.8 4:55 00:06:3d:00:69:04 6 0
Number of endpoints: 3
Page 1 of 1
Select a letter to configure an item, <ESC> for the prev menu _ :j
Connected 3:03:28 [vT100 [iszone-n1  [SCROL [cAPs [MuM [Capture  [Print echa 4

Figure 3-48. Endpoint Listing Menu
(Lists all equipment attached to REMOTE transceivers in the network)

* MAC Address—Hardware address of endpoint device.
* P Address—IP Address of endpoint device.

* AgeTime—Time, in minutes, remaining before the device (address)
will be deleted from the table.

Each AP maintains a table with the addresses of the remote radios it
communicates with. The age-time countdown is restarted to 5 min-
utes every time a message to/from that remote is detected. If no traf-
fic is exchanged with that remote, it then “ages out” of the table.
When traffic is detected it is included again in the table. This opti-
mizes memory space utilization.

* via Remote—Hardware address of the transceiver connected to this
device.

* RxPkts—Over-the-air data packets received by the transceiver. and
passed on to the endpoint device.
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»  TxPkt—Number of packets received from the endpoint device and
passed over-the-air.

Remote Performance Listing Menu
(Access Points Only)

#g Com7 19.2K - HyperTerminal =1ol x|
Fle Edit Wew Call Transfer Help
0[] 5|5]| =0l
E
Town Hall AP
Remote Performance Listing Menu
MAC Address RxRate RxPkts TxPkts RxBCMC RxViaEP TxViaEP RetryErrs
00:06:3d:00:0c:0e 256 kbps 67566 67563 & 0 0 0
00:06:3d:00:06:d4 256 kbps 5 3 3 0
00:06:3d:00:05:ec 512 kbps 13 19 5 a a 0
00:06:3d:00:69:04 512 kbps 7 3 5 a a [0}
Number of remotes: 4
Page 1 of 1
Select a letter to configure an item, <ESC> for the prev menu :J
Connected 3:24:47 [¥T100 [tozooen1 [SCROLL [CAPS [WUM [Capture  [Frint echo 4

Figure 3-49. Remote Performance Listing Menu for iNET AP

(iNET Il will show RxRate as 512 kbps or 1024 kbps)

This screen provides a unit-by-unit summary of all Remote units cur-
rently associated with this Access Point. The parameters are displayed
in acolumn format with each line corresponding to one Remote.

RxRate—Over-the-air datarate the radio is currently using. All
transceivers do not need to use the samerate.

RxPkts—OQver-the-air data packets received from this unit.
TxPkts—Over-the-air data packets sent to this unit.
RxBCMC—Total number of Broadcast and/or Multicast packets
received over-the-air.

RxViaEP—Packets received by the transceiver through the Ether-
net port.

TxViaEP—Packets sent by the transceiver through the Ethernet
port.

RetryEr—Packets discarded after exceeding five retries
over-the-air.
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Serial Data Statistics Menu

This screen provides a summary of port activity for both serial data
ports. These values will be reset to zero after areboot cycle.

=13l
File Edit Wew Cal Transfer Help
] =2 =l =]

Town Hall AP
Com2 Serial Data Statistics Menu

IP Protocol UDP Point to Point

UDP Status: Listening

UDP Local Listening Addr: 169.254.0.2 ;360011

UDP Send to Addr/Port: 169.254.30.2 ;30011

Seamless Mode: Active

Bytes In On Socket 58530 Last UDP Message Received:

Bytes Out On Port 08530 Msg Type : UNICAST

Bytes In On Port 160140 Time : 01:33 @9

Bytes Out On Socket 101406 Source : 169.254.30.2 ;360011
Dest 1 169.254.0.2 ;30011

A) Clear Com? Statistics Msg Size : 30 b

yies
Datalhex) : 4D69 6372 6F77 ...

Select a letter to configure an item, <ESC> for the prev menu

) 1

Connected 0:15:44 [vT100 [isz008w-1  [SCROLL  [CAPS [MUM  [Caprure  [Frint echa

Figure 3-50. Serial Data Statistics Screen
(Both COM1 and COM2 will be shown)

* Bytes in on port—Number of bytes received by the transceiver
through the serial interface

* Bytes out on port—Number of bytes transmitted by the trans-
ceiver through the serial interface

* Bytes in on socket—Number of bytes received by the trans-
ceiver through the I P socket

* Bytes out on socket—Number of bytestransmitted by the trans-
ceiver through the I P socket

In general, the number of bytes out on Socket should follow
the number of bytesin on pPort as al bytes received on the
serial port should be transmitted out to the IP interface. The
same should be true in the opposite direction, bytes out on
Port should follow bytes in on Socket.

e Clear Com1 Statistics—Resets counter to zero.
e Clear Com2 Statistics—Resets counter to zero.

3.8.2 Network Performance Notes

Principles of Network Operation

Thefollowing isalist of pointsthat are useful for dealing with the net-
working aspects of the transceiver.

1. Thetransceiver serves as a network bridge.
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» Theradio goes through alistening and learning period at

start-up before it will send any packets over either of its ports.

Thisis about 10 seconds after the CPU’ s operating system has

finished its boot cycle.

Thebridge codein thetransceiver operates and makes decisions

about packet forwarding just like any other bridge. The bridge

code builds alist of source MAC addresses that it has seen on

each of its ports.

There are afew general rulesthat are followed when apacket is

received on any port:

* |f the destination addressisamulticast or broadcast address,
forward the packet to all remotes.

¢ |f thedestination addressisnot known, forward the packet to
all remotes.

* |f thedestination addressisknown, forward the packet to the
port that the destination is known to be on (usually the RF
port).

» The bridge code uses Spanning Tree Protocol (STP) to pre-
vent loops from being created when connecting bridgesin
parallel. For example, connecting two remotes to the same
wired LAN could create aloop if STP was not used. Every
bridge running STP sends out Bridge Protocol Data Units
(BPDUSs) at regular intervals so that the spanning tree can be
built and maintained. BPDUs are 60-byte multicast Ethernet
frames.

The wireless MAC has two settings that can be adjusted.
* Fragmentation threshold iSthe threshold in bytes, which causes

the MAC to fragment a packet.

* RTSthreshold isthe threshold in bytes that causesthe MAC to

use RTS/CTS before sending the packet.

Because of timers and other components of the protocol, thereisa
maximum distance limit of 40 milesfor reliable operation. Repeater

stations may be used to extend this range.

4. Throughput calculations must take into account all overhead.

The following is an example of the overhead at each layer for a
100-bytes of data over UDP:

» Data: 100 bytes

* UDP header: 8 bytes

* |IP header: 20 bytes

 Ethernet header: 14 bytes

» 802.11 header 24 bytes

o LLC and SNAP header: 8 bytes

* FHSS (iINET) header and FCS: 16 bytes
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Total over-the-air frame size=190 bytes

If the frameis directed (for example: not multicast/broadcast), the
802.11 ACK frame must be accounted for:

« 14 bytes—802.11 ACK
» 30 bytes—Over-the-air ACK frame (added 16 the FHSS PHY)

If the 802.11 encapsulated Ethernet frame (NOT the UDP or Ethernet
frame) exceeds the RTS threshold, then the overhead for RTS/ICTS
frames must also be accounted for.

« 20 bytes—802.11 RTS.
« 14 bytes—802.11 CTS.

* 66 bytes—Total Over-the-air bytesfor RTS/CTS with PHY
headers.

If the frameis TCP, then there is a 32-byte TCP header instead of the
8-byte UDP header.

* ARPrequests, ARP replies and BPDU’ swill affect throughput.

» ARP requests are 60-byte Ethernet frames. 142 bytes
over-the-air.

* ARP replies are 60-byte Ethernet frames. 142 bytes
over-the-air.

» BPDUs are 60-byte Ethernet frames. 142 bytes over-the-air.

Note that the overhead to put a single Ethernet frame
over-the-air is 82 bytes. If RTS/ICTSisinvoked, it is 148 bytes.
Therefore, the overhead for aminimal Ethernet frame

(60 bytes) is 128% and, as such, gives the transceiver a poor
small-packet performance.

If any radio in your network is connected to alarge LAN, such as may
be found in alarge office complex, there may be undesired multi-
cast/broadcast traffic over the air.

5. Station-to-Station Traffic

* When sending frames from an endpoint connected to one trans-
ceiver to another endpoint with a different transceiver, the
throughput will be halved at best. Thisis because all frames
must go through the AP and thus are transmitted twice over the
same radio system. Therefore, in the previous 100-byte UDP
example, the number of over-the-air bytes will be 380 bytes
(190 bytes x 2) if the frame has to go station-to-station.

6. Interference has a direct correlation to throughpuit.

* Interference could be caused by any unnecessary traffic on the
network from unrelated activities, or Radio Frequency Interfer-
ence in the wireless spectrum.
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Tips for Optimizing Network Performance

Here are some suggestion on things to try that may maximize
throughpuit:

1.

AP Only: Increment the bwell Time to the maximum of 262.1 ms.
This lowers the overhead since it will stay longer on a channel. The
down sideisthat if aparticular channel isinterfered with it will take
longer to hop to another channel.

(Main Menu>>Radio Configuration>>Dwell Time)

AP Only: Change the Beacon Period t0 Normal (508 ms). Thiswill
also reduce the overhead of beacons sent out. On the down side,
association time may be alittle longer.

(Main Menu>>Radio Configuration>>Beacon Period)

Change the Fragmentation Threshold to the maximum of 1600. Longer
packets will be sent over the air reducing overhead. On the down
side, if apacket is corrupted it will take longer to be retransmitted.
(Main Menu>>Radio Configuration>>Fragmentation Threshold)

Increase the RTS Threshold to 1600. RTS mechanism is used to
reserve atime slot if packets exceed this number. On the down side,
a hidden-node might interfere more often than if RTS is not used.
(Main Menu>>Radio Configuration>>RTS Threshold)

Decreasing the RTS Threshold, to the 100 to 200 range, will improve
throughput on a busy network. It will add small packets, but reduce
collisions (and resulting re-tries) of large packets.

(Main Menu>>Radio Configuration>>RTS Threshold)

Usethe Performance Information Menu to check the packets received by
zone. (Remotes Only: Main Menu>>Performance Information>>Packet
Statistics>>Packets Received by Zone)

Readings should be close in value. A significantly lower value (2%
reduction) probably indicates interference. Performance can be
improved by blocking the affected zones at the Access Point. (Main

Menu>>Radio Configuration>>Skip Zone Option)

Use the Performance Information Menu to check for errors, retries and
dropped packets. Do the same with Ethernet traffic.

With weak signals, interference, or hidden nodes, the optimal per-
formance may be lower due to collisions and retries.

Data Latency—TCP versus UDP Mode

Thelatency of data passing through anetwork will depend on user data
message length, the overall level of traffic on the network, and the
quality of the radio path.
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Under ideal conditions—Ilow traffic and good RF signal path—the
latency for units operating in the TCP mode, will typically be around 5
msin each direction. However, when UDP multicast traffic istrans-
ported, the outbound packet latency (from AP to remote) is dependent
on the beacon period.

UDP multicast packet latency can be minimized by setting the Beacon
Period 10 Fast (52 ms). Changing beacon rate to Fast will result in an
average latency of 31 ms, assuming outbound packetswait for abeacon
transmission 50% of the time (26ms) plus the normal packet latency
(5ms).

Data Compression

Enabling this option uses an LZO compression algorithm for
over-the-air data. Varying levels of data reduction are achieved
depending on the nature of the data. Text files are typically the most
compressible, whereas binary files are the least compressible. On
average, a 30% increase in throughput can be achieved with compres-
sion enabled.

Compression is used on data packets of 100 bytes or more, including
Ethernet, IP, and TCP/UDP headers.

3.9 MAINTENANCE

In the normal course of operating awireless network, you will want to
take advantage of product improvements, and to read and archive the
configuration of your individual transceivers using the Maintenance
Menu. This section provides detail information on how to take advan-
tage of these services.

The maintenance tasks are:

* Reprogramming— Managing and selecting the unit’s operating
system firmware resources. (See “ Reprogramming Menu” on
Page 92)

* Configuration Scripts—Saving and importing datafiles contain-
ing unit operating parameters/settings. (See “ Configuration
Scripts Menu” on Page 97)

* Authorization Key—Alter the unit’s overall capabilities by
enabling the built-in resources. (See “ Authorization Keys Menu”
on Page 105)

* Auto-Upgrade/Remote-Reboot—Configure when remotes retrieve
new firmware versions from the associated AP, and whether or
not they reboot to the new firmware after receiving the new
firmware. (See “ Auto-Upgrade/Remote-Reboot Menu” on
Page 106)

* Radio Test—A diagnostic tool for testing RF operation.

(See“ Radio Test Menu” on Page 107)
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* Ping Utility—Diagnostic tool to test network connectivity.
(See“ Ping Utility Menu” on Page 108)

=loi x|
File Edit View Call Transfer Help
Dl=| 5(8| =0lH

E|

Town Hall AP
Haintenance / Tools Menu

i
B
C
D
E
F
G

Reprogramming

Configuration Scripts

Authorization Key

Auto-Upgrade / Remote-Reboot

Radio Test

Ping Utility

Reset to Factory Defaults

Select a letter to configure an item, <ESC> for the prev menu _ :J
Connected 3:25:06 [vT100 [1szo0g-n-1 [SCROLL[CAPS [WUM [Ceptore  [Prink echo 4

Figure 3-51. Maintenance Menu

3.9.1 Reprogramming Menu

The transceiver has two copies of the firmware (microprocessor code)
used for the operating system and applications. One copy is*“active” and
the second one is standing by, ready to be used. Y ou can load new firm-
ware into the inactive position and place it in service whenever you
desire.

il
File Edt Yiew Cal Transfer Help
02| =53] 0ln
=
Town Hall AP
Reprogramming Menu
A) TFTP Host Address 169.254.0.1
B) Filename inet-4_1 2.ipk
C) TFTP Timeout 60 sec
D) Retrieve File
E) Image Verify
F) Image Copy
G) Reboot Device
Current Firmware Image 1: 3.5.8
Image 2: £.1.2 ({active)
Select a letter to configure an item, <ESC> for the prev menu :J
Connected 3:25:22 [vT100 [ts2008-01  [SCROLL  [CAPS  [WUM  [Capture  [Frint scha ;
Figure 3-52. Reprogramming Menu
(Shown with “Image Copy” Selected)
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* TFTP Host Address—I P address of the host computer from which
to get thefile. [Any valid IP address] Thissame |P addressis used
in other screens/functions (reprogramming, logging, etc.).
Changing it here also changesiit for other screens/functions.

* Filename—Name of file to be received by the TFTP server.
[Any 40-character alphanumeric string] Verify that this corresponds
to the TFTP directory location. May require sub-directory, for
exampl €. \firmware\inet\inet-4_4_0.ipk.

* TFTP Timeout—Time in seconds the TFTP server will wait for a
packet ACK (acknowledgment) from the transceiver before
suspending the file transfer. [2 to 60 seconds; 10]

* Retrieve File—Initiate the file transfer from the file from TFTP
server. Placed into inactive firmware position in the trans-
ceiver’s non-volatile memory [y, N]

* Image Verify—Initiatethe verification of theintegrity of firmware
file held in unit.

* Image Copy—Initiate the copying of the active firmwareinto the
inactive image.

* Reboot Device—I nitiate rebooting the transceiver. Thiswill
interrupt data traffic through this unit, and the network if per-
formed on an Access Point. Intended to be used to toggle
between firmware images.

NOTE: See* Upgrading the Firmware” on Page 93 for details
on setting up the TFTP server.

Upgrading the Firmware

From time-to-time MDS offers upgrades to the transceiver firmware.
One version of the firmware provides core software resources for all
transceiver models. Loading new firmware into the unit will not alter
any privileges provided by Authorization Keys and does not require the
transceiver be taken off-line until you want to operate the unit from the
newly installed firmware image.

Y ou must use the embedded M anagement System for all firmware activ-
ities, including uploading from a TFTP server.

File transfers can be initiated through any of the three Management
System gateways.

* Terminal-Emulator—Use aterminal emulator program on your
PC, such as HyperTerminal, connected directly to the trans-
ceiver’s COM1 port viaaserial cable.

* Telnet— T ext-based access to the Management System through
anetwork connection.

* Web Browser—Connect to the transceiver using a Web browser
on alocal PC connected directly to theradio’s LAN port or
associated network.
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Installing New
Firmware by TFTP

Firmware images are provided free-of-charge on the MDS Web site at:

www.microwavedata.com/service/technical/support

Toinstall firmware by TFTP, you will need:

» A PCwithaTFTP server running.
* TheIP address of the PC running the TFTP server.

If you do not know your computer’ s address on aWindows PC, you can
use the rRuN function from the start menu and enter winipcfg Or ipconfig to
determineyour local PC’s1P address. The IP address of theradio can be
found under the Management Systems' Configuration menu.

(See “ Network Configuration Menu” on Page 40.)

A TFTP server can be found on the MDS Web site at:

www.microwavedata.com/service/technical/support/downloads.asp

Thereare severa alternativesto connecting the transceiver for firmware
upgrade. Figure 3-53 and Figure 3-54 show two variations. It is essen-
tial all of the equipment be on the same subnet.

LOCAL WINDOWS PC
WITH iNET FILES

MDS iNET 900

y IP ADDRESS: 172.0.0.B
5 IP ADDRESS: 172.0.0.A

INITIATE UPLOAD
FROM HERE

Figure 3-53. Firmware Upgrade Setup—Option 1
(TFTP Server and Firmware File on Same CPU)
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REMOTE PC
W/FIRMWARE FILES

TFTP
SERVER
J| ETHERNET

= T AP or REMOTE
IP ADDRESS: 172.0.0.B

HUB/LAN/WAN/MAN
TCP/IP

IP ADDRESS: w.x.y.z

LOCAL WINDOWS PC

COM1, 2, ETC.

<
G (

9-PIN SER\

INITIATE UPLOAD

IP ADDRESS: 172.0.0.A FROM HERE

Figure 3-54. Firmware Upgrade Setup—Option 2
(TFTP Server and Firmware File on Remote Server)

NOTE:

The LAN and COM1 ports share a common data channel when
loading firmware over-the-air. Transferring theradio firmware
image file (= 3 Mb), may take several minutes depending on
traffic between the TFTP server and the transceiver.

Regardless of your connection to the transceiver, loading firm-
ware/configuration files into the unit’'s flash-RAM is much
slower than loading software onto a PC hard drive or RAM.

To load anew firmware file (filename.ipk) into the transceiver, use the
following procedure:

1.

Launch a TFTP server on a PC connected either directly or viaa
LAN to the Ethernet port (LAN) of the radio. Point the server
towards the directory containing the firmware imagefile.

Connect to the Management System by whichever meansis conve-
nient: Browser or Telnet viathe LAN, or Terminal emulator viathe
COM1 port.

Go to the MS Reprogramming Menu.

(Main Menu>>Maintenance Menu>>Reprogramming Menu)

Fill in the information for the:

* TFTP Host Address—IP Address of server (host computer) run-
ning TFTP server.

* Retrieve File—Name of file (filename.ipk) to be pulled from the
TFTP server holding the firmwarefile.
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5. Pull the firmware file through the TFTP server into the transceiver.
(Main Menu>>Maintenance Menu>>Reprogramming Menu>>Retrieve File)

Status messages on the transfer are posted on the Management Sys-

tem screen.

NOTE: The new firmware image file that replaces the “Inactive
Image” filewill be automatically verified.

6. Reboot the transceiver.

Main Menu>>Maintenance Menu>>Reprogramming Menu>>Reboot Device

7. Test the transceiver for normal operation.

End of Procedure

Error Messages During File Transfers

It is possible to encounter errors during afile transfer. In most cases
errors can be quickly corrected by referring to Table 3-6.

Table 3-6. Common Errors During TFTP Transfer

Error Message

Likely Cause/Corrective Action

Invalid File Type

Indicates that the file is not a valid firmware
file. Locate proper file and re-load.

File not found

Invalid or non-existent filename on TFTP
server

Invalid file path

Invalid or non-existent file path to TFTP server

Timeout TFTP transfer time expired. Increase the
timeout value.

Flash Error Flash memory error. Contact factory for
assistance.

Bad CRC Cyclic Redundancy Check reporting a

corrupted file. Attempt to re-load, or use a
different file.

Version String Mismatch

Invalid file detected. Attempt to re-load, or use
a different file.

Sending LCP Requests

The PPP server is querying for any clients that
may need to connect.

Port not Enabled

The serial port is disabled.
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3.9.2 Configuration Scripts Menu

/g ComT 19.2K - HyperTerminal =1oj x|
Fls £t Wew Cal Tr

Town Hall AP
Configuration Scripts Henu

A) TFTP Host Address 169.254.0.1
B) Filename config.cfg
C) TFTP Timeout 60 sec

D) Retrieve File

E) Send File

Select a letter to configure an item, <ESC> for the prev menu

N Kl

Connected 3:25:42 [vTi00 [iszooe-te1  [SCROLL  [CAPS  [uM [Capture  [Print eche

Figure 3-55. Configuration Files Menu

* TFTP Host Address—I P address of the computer on which the
TFTP server resides. [Any valid IP address]

* Filename—Name of file containing this unit’s configuration pro-
file that will be transferred to the TFTP server. The configura-
tion information will be in a plain-text ASCII format.

[Any 40-character alphanumeric string] May require sub-directory,
for example: config\inet-config.txt. (See “ Using Configuration
Scripts’ on Page 98)

NOTE: Thefilenamefield is used in identifying the desired
incoming fileand asthename of filebeing exportedtothe TFTP
server. Before exporting the unit’ s configuration, you may want
to name it something that reflect the unit’s services or identifi-
cation.

* TFTPTimeout—Time in seconds the TFTP server will wait for a
packet ACK (acknowledgment) from the transceiver before
suspending the file transfer. [10 to 120 seconds; 10]

* Retrieve File—Initiate the file transfer of the configuration file
from TFTP server into the transceiver.

* send File—Initiatethefiletransfer from thetransceiver’ scurrent
configuration fileto TFTP server.

NOTE: See Upgrading the Firmware on Page 93 for details on
setting up the TFTP server.

A Brief Description of Configuration Files

If you plan to have more than afew radiosin your network, use the con-
figuration file feature to configure similar units from a common set of

parameters. Thereare over 50 user-controllabl e settings that can be used
to optimize the network and saved into a Configuration File. However,
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only four essential parameters need to bereviewed and altered to usethe
file with another transceiver.

A Configuration File (datafile) will make it easy to apply your unique
settings to any radio(s) you wish. Configuration files will also provide
you with atool to restore parametersto a“known good” set, in the event
that a parameter isimproperly set and performance is affected.

(See “ Using Configuration Scripts’ on Page 98 for detailed instructions
and a sample configuration file.)

Using Configuration Scripts

Configuration Scripts can be created and downloaded from the trans-
ceiver that contain awealth of information on the unit. Thisfile can
serve many purposes, not the least of which isto keep a permanent
“snapshot” of the unit’s configuration at apoint intime. Thesefiles can
also be used to view the setup of aunit without needing to connect toit.
Examining archival files can be a useful source of information during
troubleshooting.

In the next few sections you will learn about the contents of the file and,
how to useit asatemplate for configuring multipletransceiverswith the
same profile. Ultimately, standardized files can be uploaded into the
transceiver to speed up the installation process.

Configuration Files can al so be uploaded into atransceiver to restore the
settingsof aunit using apreviously-saved configuration of theunit. This
isparticularly convenient after finishing atest using some experimental
settings.

Sample of an Exported Configuration File

Thefollowing isasample of atypical configuration file as produced by
atransceiver containing over 150 parameters; many of which are user
editable. The presentation has been dightly altered to allow notes to
appear below associated parameter lines. Some of the values used in the
calibration of the unit’s built-in test equipment have been deleted to
reduce space. This presentation is offered as aguide to the type of infor-
mation contained in the file. See “ Editing Configuration Files” on
Page 104 for further information.

NOTE: The parameter names and the data values from the Exported
Configuration File are shown in bolded text. Any description
will be found below in an indented paragraph. Descriptionsfor
parameters that are functionally identical to both COM1 &
COM2 are not repeated.

Beginning of Configuration File
; MDS iNET
; Created 00-03-2002 6:59:41
IP Address: 192.168.1.1
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The IPv4 address of thisunit. Thisfield is unnecessary if DHCPis
enabled.

NOTE: Changing the IP value via the network will cause a loss of
communication with other devices unaware of the new
address.

IP Netmask: 255.255.255.0

The IPv4 local subnet mask. Thisfield is unnecessary if DHCP is
enabled.

IP Gateway: 0.0.0.0

The IPv4 address of the network gateway device, typically arouter.
Thisfield is unnecessary if DHCP is enabled.

Ethernet Address: 00:06:3D:00:00:5D

The physical Ethernet MAC (MediaAccess Controller) address of
the device. Thisvalueis set by the factory and cannot be changed.

Wireless Address: 00:06:3D:00:00:5C

The physical wireless MAC (MediaAccess Controller) address of
the device. Thisvalueis set by the factory and cannot be changed.

Model Number: 900

The model number of this unit. Thisvalueis set by the factory and
cannot be changed.

Serial Number: 1026295

The serial number of this unit. Thisvalueis set by the factory and
cannot be changed.

Unit Name: Library Admin Office

A name for this unit. It appears at the top of every menu screen.
Owner: Hilltop College IT

The name of the owner of this unit.
Contact: IT Dept. X232

The contact person regarding this unit.
Description: Link to Campus Server

A brief general description of this unit.
Location: Hollister Bldg. RM450

The location of this unit.
Com1 Port Config: 8N1

Configuration of character size, type of parity, and number of stop
bits to be used.

Com2 Port Config: 8N1

Configuration of character size, type of parity, and number of stop
bits to be used
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Max Remotes Allowed: 50

The maximum number of remotes allowed to connect to thisAccess
Point.

Device Mode: Access Point
Configures the unit to act as a Remote or an Access Point. The
Access Point option is not allowed unless the unit is specifically

ordered as such, or an Authorization Key has been purchased to
alow it.

Dwell Time: 32.8
The amount of time the unit spends at any given frequency in its

hopping pattern. Thisfield is only changeable by an Access Point.
Remotes read the Masters val ue upon associ ation.

Hop Pattern: 1
RSSH Calibration: 235
RSSL Calibration: 190
Freq Calibration: 8402
Network Name: West Campus Net
The name of the network this unit belongs to. The unit will only
communicate with devices having identical Network Names.
Date Format: Generic
Specifies the format of the date.
* Generic = dd Mmm yyyy
» European = dd-mm-yyyy
¢ US=mm-dd-yyyy
Console Baud: 19200

The baud rate of the serial menu console. Default valueis
19200 bps.

Company Name: MDS
Version Name: 06-1234567
Product Name: iINET

Beacon Period: Normal

The amount of time in milliseconds between beacon transmissions
by the AP,

Data Rate: 512 kbps

The selected over-the-air datarate. A lower datarate generally
allows more distance between the unit and its Access Point.

RF Output Power Setpoint: 30

The desired amount of RF output power, measured in dBm.
Power Cal Table DAC1: 98

21 additional values follow; do not alter
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Active Boot Image: 0
Tx Coefficientl: 0

31 additional values follow; do not alter
Rx Coefficientl: 0

14 additional values follow; do not alter
Skipped Hop Zonel: Active
Skipped Hop Zone2: Skip
Skipped Hop Zone3: Active
Skipped Hop Zone4: Active
Skipped Hop Zone5: Active
Skipped Hop Zone6: Active
Skipped Hop Zone7: Active
Skipped Hop Zone8: Active
Skipped Hop Zone9: Active
Skipped Hop ZonelO: Active
Firmware TFTP Host IP: 63.249.227.105

Address of the TFTP Host from which firmware images are down-
loaded

Firmware TFTP Filename: inet-4_4_0.ipk
Eventlog TFTP Host IP: 192.168.1.3

Address of TFTP Host to which to send the event log
Eventlog TFTP Filename:
Config Script TFTP Host IP: 192.168.1.33

Address of TFTP Host to which to send the event log
Config Script TFTP Filename: inet_config.txt
Fragmentation Threshold: 1600

Maximum packet size allowed before fragmentation occurs
RTS Threshold: 500

Number of bytes for the RTS/CTS handshake boundary
RSSIThreshold: 0

RSSI value at that the connection is deemed “ degraded”
SNR Threshold: 0

SNR value at that the connection is deemed “ degraded”
SNMP Read Community: public

Community string for read access using SNMPv1
SNMP Write Community: private

Community string for write access using SNMPv1
SNMP Trap Community: public
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Community string sent with traps using SNMPv1
SNMP Trap Manager #1: 0.0.0.0

IP Address of a SNMP manager to which traps will be sent
SNMP Trap Manager #2: 0.0.0.0
SNMP Trap Manager #3: 0.0.0.0
SNMP Trap Manager #4: 0.0.0.0
SNMP Trap Manager #5: 0.0.0.0
Auth trap enable: disabled

Setting to enable SNM P authentication traps

Trap Version: vl Traps

Selects which SNMP trap format
Package 1 Version: 1.1.0

Indicates the version of firmwarein Image 1
Package 2 Version: 1.1.0
TFTP Timeout: 20
Com1 Serial Data Enable: disabled

Setting to enable COM 1 data mode
Com1 Serial Data Mode: UDP

IP Protocol for COM1 data mode
Com1 Serial Data Baud Rate: 9600

Baud rate for COM 1 data mode
Com1 Serial DataTx IP Address: 0.0.0.0

COM1 datawill be sent to this | P address
Com1 Serial DataTx IP Port: O

COM1 datawill be sent to this I P port
Coml Serial Data Rx IP Port: 0

COML1 data will be received on this IP port
Com2 Serial Data Enable: enabled
Com?2 Serial Data Mode: UDP
Com?2 Serial Data Baud Rate: 9600
Com2 Serial DataTx IP Address: 169.254.10.2
Com?2 Serial DataTx IP Port: 0
Com2 Serial Data Rx IP Port: 0
Coml1 Serial Data Rx IP Address: 0.0.0.0

COM1 datawill be received on this | P address
Com?2 Serial Data Rx IP Address: 169.254.0.2

Com2 Serial Data Flow Control: disabled

Enables hardware flow control (RTS/CTS) in COM2 data mode
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SNTP Server IP: 0.0.0.0
The IPv4 address of NTP/SNTP Time Server

Com1 Serial Data Seamless Mode: enabled
Setting to enable seamless mode for COM 1 data mode
Com2 Serial Data Seamless Mode: enabled

Coml1 Serial Data Delimiter Chars: 4

Minimum number of characters which will be considered agap in
seamless mode for COM 1

Com2 Serial Data Delimiter Chars: 4

Com1 Serial Data Buffer Size: 20

Number of output characters which will be buffered in seamless
mode for COM 1

Com?2 Serial Data Buffer Size: 20
RF Frequency Hopping Format: USA/CANADA

(Read Only) The frequency-hopping rulestheradio is configured to
operate under

SNMP Enable: disabled

Enable/Disable SNMP Agent
Hop Protocol: 1

Frequency hopping protocol version
DHCP Server Enable: disabled

Enable/Disable DHCP Server Daemon
DHCP Netmask: 255.255.255.0

The IP Address to be used as the DHCP Netmask
DHCP Start Address: 192.168.0.11

The IP Address to be used as the starting address
DHCP End Address: 192.168.0.22

The IP Address to be used as the ending address

Approved Remotes List Enable: disabled

Setting to enable the Approved Remotes List
Encryption Enable: disabled

Setting to enable over-the-air data encryption
HTTP Enable: enabled

Setting to enable the HTTP interface

Telnet Enable: enabled

Setting to enable the Telnet interface
HTTP MDS5 Authentication: disabled
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Setting to enable MD5 Digest Authentication
Automatic Key Rotation: disabled

Setting to enable Automatic Key Rotation
Approved APs List Enable: disabled

Setting to enable the Approved Access Points List

Watch-Link-Status Flag @ AP: disabled
A flag that controls whether the Remotes care about the AP's Ether-
net Link Status

Network Name Hash Enable: disabled

A flag that controls whether MD5 hashing is applied to the network
name

End of Configuration File

Editing Configuration Files

Once a Remote unit’s operation is fine-tuned, use the Configuration
Scripts Menu on Page 97 to save a copy of the configuration in a PC.
Oncethefileis saved in the PC it can be used as a source to generate
modified copies adjusted to match other devices. The configurationfiles
can be modified using atext editor or an automated process. (Not pro-
vided by MDS).

Werecommend that you review and update the following parametersfor
each individual unit. Other parameters may also be changed.

Table 3-7. Common User-Alterable Parameters

Field Comment Range

IP Address Unique for each individual radio Any legal IP address

IP Gateway May change for different groups or Any legal IP address
locations

Unit Name Should reflect a specific device. Any 20-character
This information will appear in alphanumeric string
Management System headings

Location Used only as reference for network Any 40-character

administration

alphanumeric string

System Mode

The application of the parameter in
this field is dependent on the
authorized options stored in the
unit’s permanent memory.

The mode must be compatible with
any previously installed
Authorization Keys.

“Access Point”
“Dual Remote”
“Serial Remote”
“Ethernet Remote”

NOTE: These are
case-sensitive.

Network Name

Used to identify different groups or
locations

Any 15-character
alphanumeric string
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Each resulting file should be saved with a different name. We recom-
mend using directories and file namesthat reflect the location of the unit
to facilitate its identification.

Editing Rules * You may include only parameters you want to change.
» Change only the parameter values.

* Capitalization counts in some field parameters.
(Example: System Mode)

e Comment Fields

a. Edit, or delete anything on each line to the right of the
comment delineator, the semicolon (;).

b. Comments can be of any length, but must be on the same
line as the parameter, or on anew line that begins with a
semicolon character.

c. Commentsafter parametersin filesexported from atrans-
ceiver do not need to be present in your customized files.

3.9.3 Authorization Keys Menu

‘g ComT 19.2K - Hyper Terminal =10 x|
Fle Edit View Call Transfer Help
D|=| 5(5] Dl
Town Hall AP B
Authorization Key Menu
A) Authorization Key
Ruthorized Features
Access Point enabled
Dual Remote enabled
Remote Serial Gateway enabled
Remote Ethernet Bridge enabled
MDS NETview MS enabled
Select a letter to configure an item, <ESC> for the prev menu j
Connected 3:26:04 [vTi00 [ts2008-N1  [SCROLL  [CAPS [WOM  [Capture  [Frinteche ;

Figure 3-56. Authorization Key Menu

* Authorization Key—Initiate the entering of an Authorization Key
into the transceiver’ s non-volatile memory.

* Authorized Features—List of authorized features.

In addition to thefour configurationsfields, istheMDS NETview
MS access control. NETview MSis designed to help users mon-
itor system performance, configure network elements, detect
faults and correct problemsin the convenience of an office set-
ting or at any other point in the network.
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3.9.4 Auto-Upgrade/Remote-Reboot Menu

NOTE: Thismenu isonly available when MDS NETview MS key is

enabled.

#Com7 19.2K - HyperTerminal [0l x|
file Edit wew Cal Iransfer Help

Town Hall AP
Auto-Upgrade / Remote-Reboot

A) Auto Upgrade disabled

B) Reboot on Upgrade disabled

C) Force Reboot
A: Causes all the Remotes associated to this AP to read the AP’s newest
firmware version {active or inactive) and upload it via TFTP to the
inactive image - only if it is newer than the Remote’s current firmware
B: Determines how a Remote will behave once it has uploaded new firmware
from the AP as part of an auto upgrade. When enabled, the Remote will
reboot to the new firmware.

C: Causes all the Remotes associated to this AP to reboot immediately.
They will reboot to their current active image - same as cycling power.

Select a letter to configure an item, <ESC> for the prev menu

[ K

Connected 3:26:35 [vr100 [iozonewt  [SCROIL  [CAPS UM [Capture  [Frink echo

Figure 3-57. Auto-Upgrade / Remote Reboot Menu

* Auto Upgrade—Causes all of the Remotes associated to this AP

to read the AP’ s newest firmware version (active or inactive)
and upload it via TFTP to the inactive image, but only if itis
newer than the Remote’ s current firmware.

Reboot on Upgrade—Determines how aRemotewill behave once
it has uploaded new firmware from the AP as part of an
auto-upgrade. When enabled, the Remote will reboot to the new
firmware.

Force Reboot—Causes all of the Remotes associated to this AP
to reboot immediately. They will reboot to their current active
image—the same as if the power were re-cycled.

NOTE: To use the Auto Upgrade/Reboot feature, both the AP and

Remotes must already be running version 4.4.0 or newer firm-
ware.

Exception: If the AP has already been upgraded to version
4.4.0 and the Remote is till at 3.5.0 or older, you can upgrade
the Remote by using the AP as a file server. This method
allows for only one remote to be upgraded at a time. Instruc-
tions for this method are given below.

Firmware Upgrade (with AP Acting as a File Server)

An AP running firmware version 4.4.0 (or newer) may be used asafile
server to upgrade Remotes running older firmware (3.5.0 or earlier).
Follow the steps below to perform the upgrade:
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1. At the Reprogramming Menu (Page 92), Enter the AP's [P Address
inthe TFTP Server field.

2. Enter upgrade_from_ap.ipk in the Filename field.

NOTE: Thefilenameis case sensitive.

3. Perform the firmware download.

3.9.5 Radio Test Menu

This area provides severa useful tools for installers and maintainers.
Y ou can manually key the radio transmitter to make measurements of
antenna performance. (See “ Antenna Aiming” on Page 125 for details.)

#gCom 1 19.2K - HyperTerminal =101 x|
MEEE
B
Town Hall AP
Radio Test Menu
A) Test Mode ON
B} Freauency 915.000000 MHz
C} TX Output Power 36 dBm
D) TxKey disabled
RSSI -112 dBm
Time Remaining 09:56
Select a letter to configure an item, <ESC> for the prev menu :j
Connected 0:03:46 [wr100 [tsz008 w1 [SCROLL  [CAPS [WOM [Capture [Frint echo 4

Figure 3-58. Radio Test Menu
Shown with Test Mode set to ON

NOTE : Use of the Test Mode will disrupt traffic through the radio. If
the unit is an Access Point, it will disrupt traffic through the
entire network.

Test Mode function isautomatically limited to 10 minutes and
should only be used for brief measurement of transmit power.
It may also be manually reset to continue with the testing or
turned off.

* Test Mode—Controlsaccessto thetransceiver’ ssuite of tools.
[ON, OFF; OFF]

* Frequency—Set radio operating frequency during the testing
period to asingle frequency. [915.0000 MHz]

e TX Output Power—Temporarily overrides the power level set-
ting in the Radio Configuration Menu. [20]
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» Txkey—Manually key the radio transmitter for power mea-
surements. [Enable, Disable; Disable]

» RSsl—Incoming received signal strength on frequency
entered in the frequency parameter on this screen (—dBm).

This RSSI measurement is updated more frequently than the
RSS! by Zone display of the Performance Information menu.

3.9.6 Ping Utility Menu

& Com7 19.2K - HyperTerminal =101 x|
Ele Edt Yew Col Trarsfer Heb
0|z 53| o5 =
Al
Town Hall AP
____________________________ A BALLLA L Lo N

A} IP Addr 169.254.10.2

B} Count 3

C) Packet Size 32

D) Go

Select a letter to configure an item, <ESC> for the prev menu

Connected 3:27:55 ¥T100 19200 8-N-1

Figure 3-59. Ping Utility Menu
* 1P Addr—Address to send a PING. [Any valid IP address]
 count—Number of PING packets to be sent.
* Packet Size—Size of each PING data packet (bytes).
* Go—Send PING packets to address shown on screen.

Screen will be replaced with detailed report of PING activity.
Press any key after viewing the results to return to this menu.

3.9.7 Reset to Factory Defaults

Toreset dl transceiver parameters back to thefactory defaults, you must
enter aspecia code (authorization key) provided by the factory in place
of the user name.

This procedure is useful when several parameters have been modified,
and there is no track of changes. The transceiver returns to a known
state, where it may be easier to determine the correct settings.

3.9.8 Resetting the Password

The user hasthe ability to returnthe iNET password to the default value
of admin by entering a specific MDS-supplied authorization key at the
login prompt. Thisevent causes all radio parametersto return to the fac-
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tory default settings. Because of this, if the person requesting the pass-
word-reset authorization key is not the true owner, any custom
configuration settings from the true owner are erased. This preventsthe
new person from recovering the network settings of the true owner.
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4.1 TROUBLESHOOTING

Successful troubleshooting of awireless system is not difficult, but
requires alogical approach. It is best to begin troubleshooting at the
Access Point unit, asthe rest of the system depends on the Access Point
for synchronization data. If the Access Point has problems, the operation
of the entire wireless network will be affected.

When communication problems are found, it is good practice to begin
by checking the simple things. Applying basic troubleshooting tech-
niquesin alogica progression can identify many problems.

It isimportant to remember the operation of the network is built upon a
radio communicationslink. On top of that aretwo datalevels— wireless
MAC, and the data layer. It is essential that the wireless aspect of the
Access Point and the Remotes units to be associated are operating prop-
erly before data-layer traffic will function.

There are over 50 user-configurable parameters in the Management
System. Do not overlook the possibility that human error may be the
cause of the problem. With so many possible parametersto look at and
change, aparameter may beincorrectly set, and then what was changed
isforgotten.

To help avoid these problems, we recommend creating an archive of the
transceiver’s profile when your installation is complete in a Configura-
tion File. Thisfile can bereloaded into the transceiver to restore the unit
to thefactory defaults or your unique profile. For detailson creating and
archiving Configuration Files, see “ Using Configuration Scripts’ on
Page 98.

If problems cannot be resolved using the guidance provided here,
review the MDS web site’ s technical support areafor recent soft-
ware/firmware updates, general troubleshooting help, and serviceinfor-
mation. Additional help is available through our Technical Support
Department. (See “TECHNICAL ASSISTANCE” on theinside of the
rear cover.)

4.1.1 Interpreting the Front Panel LEDs

An important set of troubleshooting tools are the LED status indicators
on the front panel of case. Y ou should check them first whenever a
problem is suspected. Table 2-2 on Page 23 describes the function of
each status LED. Table 4-1 below provides suggestions for resolving
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common system difficulties using the LEDs, and Table 4-2 provides
other simple techniques.

Table 4-1. Troubleshooting Using LEDs—Symptom-Based

Symptom

Problem/Recommended System Checks

PWR LED does not
turn on

a.

Voltage too low—Check for the proper supply voltage at
the power connector. (10-30 Vdc)
Indefinite Problem—Cycle the power and wait

(= 30 seconds) for the unit to reboot. Then, recheck for
normal operation.

LINK LED does not
turn on

Network Name of Remote not identical to desired Access
Point— Verify that the system has a unique Network Name.

Not yet associated with an Access Point with the same
Network Name.

Check the “Status” of the unit’s process of associating with
the Access Point. Use the Management System.

Poor Antenna System—Check the antenna, feedline and
connectors. Reflected power should be less than 10% of
the forward power reading (SWR 2:1 or lower).

PWR LED is
blinking

. Blinking indicates an alarm condition exists.
. View Current Alarms and Event Log and correct the

problem if possible.
(See “Using Logged Operation Events” on Page 118)

Blinking will continue until the source of the alarm is
corrected, for example, a valid IP address is entered, etc.

LAN LED does not
turn on

. Verify the Ethernet cable is connect at both ends.
. Verify that the appropriate type of Ethernet cable is used:

straight-through, or crossover.

LAN LED lights, but
turns off after some
time

Verify traffic in LAN. Typically, the radio should not be placed
in high traffic enterprise LANSs, as the it will not be able to pass
this level of traffic. If needed, use routers to filter traffic.

4.1.2 Troubleshooting Using the Embedded
Management System

If you have reviewed and tried the things mentioned in Table 4-1 and
still have not resolved the problem, there are some additional tools and
techniques that can be used. The embedded Management Systemisa
good source of information that may be used remotely to provide pre-
liminary diagnostic information, or may even provide a path to cor-
recting the problem.

114

MDS iNET 900 Series User’s Guide

MDS 05-2806A01, Rev. E.1



industrial/wireless/performance

\MDS

Table 4-2. Basic Troubleshooting Using the Management System

Symptom

Problem/Recommended System Checks

Remote does not
associate; stays in
HOPSYNC

a. Verify the AP has sulfficiently large number in the “Max
Remotes” parameter of the Network Configuration Menu.

b. Verify the correct MAC address is listed in the “Approved
Remotes List” or “Approved Access Points List” of the
Security Configuration menu.

Serial data is slow
with UDP multicast
traffic

Change Beacon Period to FAST.
(Radio Configuration Menu)

Cannot access the
MS through COMA1

a. Connect to unit via Telnet or Web browser

b. Disable the serial mode for COM1
(Serial Gateway Configuration>>Com1 Serial Data
Port>>Status>>Disabled)

or, if you know the unit’s data configuration:

a. Connect to COM 1 via a terminal set to VT100 and the
port’s data baud rate.

b. Type +++

Change the terminal’s baud rate to match the transceiver’s
Console Baud Rate.

d. Type +++

o

Display on
terminal/Telnet
screen garbled

Verify the terminal/terminal emulator or Telnet application is
set to VT100

Cannot pass IP
data to WAN.

a. Verify your IP settings.

b. Use the PING command to test communication with the
transceivers in the local radio system.

c. If successful with local PING, attempt to PING an IP unit
attached to a transceiver.

d. If successful with the LAN PINGs, try connecting to a
known unit in the WAN.

Wireless Retries
too high.

Possible Radio Frequency Interference —

a. If omnidirectional antennas are used, consider changing to
directional antennas. This will often limit interference to
and from other stations.

b. Try skipping some zones where persistent interference is
known or suspected.

c. The installation of a filter in the antenna feedline may be
necessary. Consult the factory for further assistance.

Password
forgotten.

a. Connect to the transceiver using a terminal through the
COM1 Port.

b. Obtain a password-resetting Authorization Key from your
factory representative.

c. Enter the Authorization Key at the login prompt as a
password.

Packet Repeat
Mode troubles
(extra characters in
data, data not
delivered)

Verify that all radios in the network have their Packet
Redundancy Mode set to the same selection (Single Packet
vs. Packet Repeat Mode).
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Thefollowing isasummary of how several screensin the Management
System can be used as diagnostic tools. For information on how to con-
nect to the Management System See “ STEP 3—CONNECT PC TO THE
TRANSCEIVER’ on Page 20.

Starting Information Screen
(See Sarting Information Screen on Page 36)

The Management System’s“homepage” provides some val uable bits of
data. One of the most important isthe “Device Status’ field. Thisitem
will tell you if the unit is showing signs of life.

If the Device Satus field says “associated,” then look in the network
areas beginning with network data statistics. If it displays some other
message, such as Scanning, Hop Sync or Alarmed, you will need to
determine why it isin this state.

The Scanning state indicates a Remote unit islooking for an Access
Point beacon signal to lock onto. It should move to the Hop Sync and
finally to the Associated state within less than a minute. If this Remote
unit isnot providing reliable service, look at the Event Logs for signs of
lost association with the Access Point or low signal alarms. Table 4-3
provides a description of the Device Status messages.

Table 4-3. Device Statusl

Scanning The unit is looking for an Access Point beacon signal. If
this is a Remote radio, Associated means that this unit is
associated with an Access Point

Hop Sync The unit has found a valid beacon signal for its network
and has changed its frequency hopping pattern to match
that of the AP.

Associated This unit has successfully synchronized and is

“associated” with an Access Point. This is the normal
operating state.

Alarmed The unitis has detected one or more alarms that have not
been cleared.

1. Available in the Startup Information Screen or the Wireless Status Screen at
the Remotes.

If the Remoteisinan “Alarmed” state, the unit may still be operational
and associated. Look for the association state in the Wireless Network
Satus screen to determine if the unit is associated. If it is, then look at
the Error Log for possible clues.

If theunitisinan“Alarmed’ state and not able to associate with an
Access Point unit, then there may be problem with the wirel ess network
layer. Cal in aradio technician to deal with wirelessissues. Refer the
technicianto the RADIO (RF) MEASUREMENTSon Page 123 for infor-
mation on antenna system checks.
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Packet Statistics Menu
(See Packet Statistics Menu on Page 81)

This screen provides detailed information on data exchanges between
the unit being viewed and the network through the wireless and the
Ethernet (data) layers. These include:

Wireless Packet Statistics

» Packets received + Packets dropped
» Packets sent * Receive errors

* Bytes received * Retries

* Bytes sent * Retry errors
Ethernet Packet Statistics

» Packets received + Packets dropped
+ Packets sent * Receive errors

» Bytes received * Retries

* Bytes sent * Retry errors

« Lost carrier detected

The most significant fields are the Packets Dropped, Retries, Retry
Errors, Receive Errorsand Lost Carrier Detected. If the datavaluesare
more than 10% of their sent and received counterparts, or the Lost Car-
rier Detected value is greater than afew dozen, there may be trouble
with radio-frequency interference or aradio link of marginal strength.
Review the RSS by Zone Screen’ s values (Page 77) for zones that are
more than 2 dB (decibels) below the average level, and for signal level
values that are likely to provide marginal service. For example, an
averagelevel islessthan -85 dBm during normal conditionswith adata
rate of 256 kbps.

If the RSSI levelsin each zone are within afew dB of each other, but
less than —85 dBm, then a check should be made of the aiming of the
antenna system and for asatisfactory SWR. Refer to RADIO (RF) MEA-
SUREMENTS on Page 123 for information on antenna system checks.

NOTE: For adatarate of 512 kbps, the average signal level should be
—77 dBm or stronger with no interference.

Serial Port Statistics Menu
(See Serial Data Statistics Menu on Page 87)

This screen provides top-level information on data exchanges between
the unit’ s seria ports and the network through the wireless and the
Ethernet (data) layers. These include:

+ Bytes In On Port xxx + Bytes In On Socket xxx
+ Bytes Out On Port xxx + Bytes Out On Socket xxx
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Y ou can use this screen as aindicator of port activity at the dataand IP
levels.

Diagnostic Tools
(See MAINTENANCE on Page 91)

The radio’s Maintenance menu contains two tools that are especially
useful to network technicians—the Radio Test Menu and the Ping
Utility. The Radio Test selection allows for testing RF operation, while
the Ping Utility can be used to verify reachability to pieces of equipment
connected to the radio network. Thisincludestransceivers and user-sup-
plied Ethernet devices.

4.1.3 Using Logged Operation Events
(See Event Log Menu on Page 78)

The transceiver’ s microprocessor monitors many operational parame-
tersand logsthem asvarious classes of “events’. If the event is one that
affects performance, itisan“aarmed”. There are also normal or routine
events such as those marking the rebooting of the system, implementa-
tion of parameter changes and external access to the Management
System. Informational events are stored in temporary (RAM) memory
that will be lost in the absence of primary power, and Alarms will be
stored in permanent memory (Flash memory) until cleared by user
request. Table 3-5 summarizes these classifications.

Table 4-4. Event Classifications

Level Description/Impact Storage
Informational Normal operating activities Flash
Memory
Minor Does not affect unit operation RAM
Major Degraded unit performance but RAM

still capable of operation

Critical Prevents the unit from operating RAM

Thesevariouseventsare stored inthetransceiver’s“Event Log” and can
be avaluable aid in troubleshooting unit problems or detecting attempts
at breaching network security.

4.1.4 Alarm Conditions
(See View Current Alarms on Page 80)

Most events, classified as “critical” will make the PWR LED blink, and
will inhibit normal operation of the transceiver. The LED blinks until
the corrective action is completed.
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Table 4-5. Alarm Conditions (Alphabetical Order)

Alarm Condition Reported Event Log Entry SNMP Trap
EVENT_50_LIMIT Crossed 50% of Eth rateLimit50(20)
Port Rate Limit
EVENT_75_LIMIT Crossed 75% of Eth rateLimit75(21)
Port Rate Limit
EVENT_100_LIMIT Crossed 100% of Eth rateLimit100(22)
Port Rate Limit
EVENT_ADC ADC output Railed adclnput(3)
EVENT_AP_NN_CHANGED Network Namechanged apNetNameChanged(74)
at the AP

EVENT_BRIDGE

Network Interface /Error

networklinterface(17)

EVENT_CHILE_CHAN_CNT

Mismatch in Chilean
Channel count at
AP/REM

chileChanCnt(71)

EVENT_CHILE_NO_CHAN

Using Chilean hopping
but no channels
selected

chileNoChan(23)

EVENT_COMPRESS

Compression setting
changed

compressionChanged(76)

EVENT_ENDPOINT Endpoint eventEndpoint(67)
Added/Removed (AP
only)

EVENT_ETH_LINK_AP* AP Ethernet Link apEthLinkLost(19)

Disconnected

EVENT_FLASH_TEST

Flash Test Failed

EVENT_FPGA FPGA communication fpgaCommunication(2)
Failed

EVENT_FREQ_CAL Frequency Not frequencyCal(7)
Calibrated

EVENT_INIT_ERR Initialization Error initializationError(18)

EVENT_IPADDR® IP Address Invalid ipAddressNotSet(4)

EVENT_IP_CONN(OK) ipConnectivityOK(75)

EVENT_IPMASK" IP Mask Invalid ipNetmaskNotSet(5)

EVENT_LAN_PORT lanPortStatus(78)

EVENT_MAC MAC communication macCommunication(1)
Failed

EVENT_MACADDR MAC Address Invalid noMacAddress(6)

EVENT_NETNAME" Netname Invalid invalidNetname(12)

EVENT_PLL_LOCK PLL Not locked pliLock(10)

EVENT_POWER_CAL Power Calibrated/Not powerCal(8)
Calibrated

EVENT_POWER_HIGH RF Power Control rfPowerHigh(13)
Saturated High

EVENT_POWER_LOW RF Power Control rfPowerLow(14)

Saturated Low
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Table 4-5. Alarm Conditions (Alphabetical Order) (Continued)

Alarm Condition Reported Event Log Entry SNMP Trap
EVENT_REMOTE Remote Added/ eventRemote(66)
Removed (AP only)
EVENT_REPETITIVE The previous event is
occurring repetitively
EVENT_ROUTE_ADD Manual entry added to routeAdded(68)
Routing table
EVENT_ROUTE_DEL Manual entry deleted routeDeleted(69)
from Routing table
EVENT_RSSI* RSSI Exceeds rssi(11)
threshold
EVENT_RSSI_CAL RSSI Not Calibrated rssiCal(9)
EVENT_SDB_ERR Internal sdbError(80)
Remote/Endpoint
database error (AP
only)

EVENT_SINREM_SWITCH

Eth/Serial mode switch sinRemSwitch(70)
in a Single Remote

EVENT_SYSTEM_ERROR*

EVENT_TFTP_CONN

EVENT_TFTP_ERR

System Error Cleared; systemError(16)
Please Reboot

TFTP connectivity tftpConnection(73)
achieved

Attempted TFTP titpConnFailed(79)

connection failed

* Condition may be corrected by user and alarm cleared.

4.1.5 Correcting Alarm Conditions

(See View Event Log on Page 81)

Table 4-6 provides insight on the causes of events that inhibit the unit
from operating, and possible corrective actions. The Event Description
column appears on the Event Log screen.

Table 4-6. Correcting Alarm Conditions—Alphabetical Order

Event Log Entry

Generating Condition

Clearing Condition
or Action

ADC Failure

The ADC always reads the
same value (either high or
low limit)

Contact factory Technical
Services for assistance

AP Ethernet Link

Monitor will check state of

Ethernet link is re-established

Ethernet link and set alarm if
it finds the link down

Bridge Down

When the Bridge fails to be
initialized

Contact factory Technical
Services for assistance

Flash Test Failed

Internal check indicates
corruption of Flash memory

Contact factory Technical
Services for assistance

FPGA Failure

Communication lost to the
FPGA

Contact factory Technical
Services for assistance
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Table 4-6. Correcting Alarm Conditions—Alphabetical Order

Event Log Entry

Generating Condition

Clearing Condition
or Action

General System
Error

Internal checks suggest unit
is not functioning properly

Reboot the transceiver

Initialization Error

Unit fails to complete boot
cycle

Contact factory Technical
Services for assistance

Invalid IP Address

The IP address is either
0.0.0.0 or 127.0.0.1

Program IP address to
something other than 0.0.0.0
or 127.0.0.1

MAC Failure

The monitor task reads the
LinkStatus from the MAC
every second. If the MAC
does not reply 10
consecutive times
(regardless of what the result
is) the CPU assumes the
transceiver has lost
communication to the MAC.

Contact factory Technical
Services for assistance

Network Interface
Error

Unit does not recognize the
LAN interface

Contact factory Technical
Services for assistance

Network Name Not
Programmed

Network name is “Not
Programmed”

Change Network Name to
something other than “Not
Programmed”

PLL Out-of-Lock

The FPGA reports a
synthesizer out-of-lock
condition when monitored by
the CPU.

Contact factory Technical
Services for assistance.

Power Control
Railed High

Power control can no longer
compensate and reaches the
high rail

Contact factory Technical
Services for assistance

Power Control
Railed Low

Power control can no longer
compensate and reaches the
low rail

Contact factory Technical
Services for assistance

RSSI Exceeds
Threshold

The running-average RSSI
level is weaker (more
negative) than the
user-defined value.

Check aiming of the
directional antenna used at
the Remote; or raise the
threshold level to a stronger
(less-negative) value.

4.1.6 Logged Events
(See View Event Log on Page 81)

Thefollowing events allow the transceiver to continue operation and do
not make the PWR LED blink. Each is reported through an SNMP trap.
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The left hand column, “Event Log Entry” iswhat will be shown in the

Event Log.

Table 4-7. Non-Critical Events—Alphabetical Order

Event Log Entry Severity Description

Association Attempt MAJOR Self explanatory

Success/Failed

Association Lost - AP Hop MINOR Self explanatory

Parameter Changed

Association Lost - AP's MAJOR Self explanatory

Ethernet Link Down

Association Lost - Local IP MAJOR Self explanatory

Address Changed

Association Lost - Local MAJOR Self explanatory

Network Name Changed

Association Lost/Established MAJOR Self explanatory

Auth Demo Mode Expired -- MAJOR Self explanatory

Rebooted Radio/Enabled

Auth Key Entered - Key MAJOR Self explanatory

Valid/Key Invalid

Bit Error Rate Below INFORM Self explanatory

threshold/Above threshold

Console Access Locked for MAJOR Self explanatory

5 Min

Console User Logged MAJOR Self explanatory

Out/Logged In

Country/SkipZone Mismatch INFORM Self explanatory

Current AP No Longer MAJOR May occur during the Scanning

Approved process at a remote. Indicates that
the received beacon came from an
AP which is not in the “Approved
AP” list. This may be caused by
some remotes hearing multiple
AP's. This event is expected
behavior.

Decryption Error/Decryption A decryption error is logged when

OK an encryption phrase mismatch
has occurred. A mismatch is
declared after five consecutive
errors over a 40-second window.
When the error has cleared,
DECRYPT OK will appear.

Desired AP IP Addr Mismatch INFORM Self explanatory

ETH Rate Indicates heavy bursts of traffic on
the unit's Ethernet port (LAN). This
is expected behavior, resulting
from the network configuration.

Ethernet Port INFORM Self explanatory

Enabled/Disabled

Expected Sync INFORM Self explanatory

Lost/Established

Hop Sync Lost/Established INFORM Self explanatory
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Table 4-7. Non-Critical Events—Alphabetical Order (Continued)

Event Log Entry Severity Description

Hop Table INFORM Self explanatory
Generated/Generation Failed

HTTP Access Locked for 5 Min  MAJOR Self explanatory

HTTP User Logged MAJOR httpLogin(49)

Out/Logged In

Log Cleared INFORM Self explanatory

MAC Param Changed Caused by remotes running in auto

data rate mode. Every time the link
conditions cause a data rate
change, the remote’s MAC
changes to the new rate and
forwards a signal to the AP. This
indicates link quality is changing
and causing the data rate to adjust

accordingly.
Max Beacon Wait Time MAJOR Self explanatory
Exceeded
Received Beacon - AP is INFORM Self explanatory
Blacklisted
Received Beacon - Netname INFORM Self explanatory
Does Not Match
Received Beacon - INFORM Self explanatory
Valid/Errored
Rem Ethernet Link MAJOR Self explanatory
Connected/Disconnected
Reprogramming Complete INFORM Self explanatory
Reprogramming Failed MAJOR Self explanatory
Reprogramming Started INFORM Self explanatory
Scanning Started INFORM Self explanatory

SNR Within threshold/Below INFORM Self explanatory
threshold

System Bootup (power on) INFORM Self explanatory
Telnet Access Locked for MAJOR Self explanatory
5 Min

Telnet User Logged MAJOR Self explanatory
Out/Logged In

User Selected Reboot MAJOR Self explanatory

4.2 RADIO (RF) MEASUREMENTS

There are several measurements that are a good practice to perform
during the initial installation. The will confirm proper operation of the
unit and if they are recorded, serve as a benchmark in troubleshooting
should difficulties appear in the future. These measurements are:

 Transmitter Power Output
* Antenna System SWR (Standing-Wave Ratio)
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» Antenna Direction Optimization

These procedures may interrupt traffic through an established network
and should only be performed by a skilled radio-technician in coopera-
tion with the network manager.

4.2.1 Antenna System SWR and Transmitter Power
Output

Introduction

A proper impedance match between the transceiver and the antenna
system isimportant. It ensuresthe maximum signal transfer between the
radio and antenna. The impedance match can be checked indirectly by
measuring the SWR (standing-wave ratio) of the antenna system. If the
results are normal, record them for comparison for use during future
routine preventative maintenance. Abnormal readings indicate a pos-
sible trouble with the antenna or the transmission line that will need to
be corrected.

The SWR of the antenna system should be checked before theradiois
put into regular service. For accurate readings, a wattmeter suited to

1000 MHz measurements is required. One unit meeting this criteriais
the Bird Model 43™ directional wattmeter with a 5J element installed.

The reflected power should be less than 10% of the forward power
(=2:1 SWR). Higher readings usually indicate problems with the
antenna, feedline or coaxial connectors.

If the reflected power is more than 10%, check the feedline, antennaand
its connectors for damage.

Record the current transmitter power output level, and then set it to
30 dBm for the duration of the test to provide an adequate signal level
for the directional wattmeter.

Procedure

1. Place adirectional wattmeter between the ANTENNA connector and
the antennas system.

2. Place the transceiver into the Radio Test Mode using the menu

sequence below:
(Main Menu>>Maintenance Menu>>Radio Test>>Test Mode>>Y>>0ON)

NOTE: TheTest Mode hasal0-minutetimer, after whichitwill return
the radio to normal operation. The Radio Test Mode can be
terminated manually by selecting orFF on the menu or tempo-
rarily disconnecting theradio’s DC power.
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3. Set the transmit power to 30 dBm. (This setting does not affect the

output level during normal operation—only during Test Mode.)
(Main Menu>>Maintenance Menu>>Radio Test>>Test Mode>>Tx Power Out-
put)

4. Key the transmitter.
(Main Menu>>Maintenance Menu>>Radio Test>>Test Mode>>TxKey>>
Enable)

Use the PC’s spacebar to key and unkey the transmitter ON and
OFF. (Enable/Disable)

5. Measure the forward and reflected power into the antenna system
and calculate the SWR and power output level. The output should
agree with the programmed value.

(Main Menu>>Radio Configuration>>RF Power Output)

6. Turn off Radio Test Mode at the Access Point and Remote.

(Main Menu>>Maintenance Menu>>Radio Test>>Test Mode>>Disable)

End of procedure

4.2.2 Antenna Aiming

Introduction

The radio network integrity depends, in alarge part, on stable radio
signal levels being received at each end of adatalink. In general, signal
levels stronger than —77 dBm (—80 dBm for iNET 11) provides

the basisfor reliable communication that includes a 15 dB fade margin.
As the distance between the Access Point and Remotes increases, the
influence of terrain, foliage and man-made obstructions become more
influential and the use of directional antennas at Remote locations
becomes necessary. Directional antennas usually require some
fine-tuning of their bearing to optimize thereceived signal strength. The
transceiver has a built-in received signal strength indicator (RSSI) that
can be used to tell you when the antennaisin a position that provides
the optimum received signal.

RSSI measurements and Wireless Packet Statistics are based on mul-
tiple samples over a period of several seconds. The average of these
measurements will be displayed by the Management System.

The measurement and antennaalignment processwill usually take 10 or
more minutes at each radio unit.

The path to the Management System menu item is shown in bold text
below each step of the procedure.
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Procedure

1.

Verify the Remote transceiver is associated with an Access Point
unit by observing the condition of the LINK LED (LINK LED = On or
Blinking). Thisindicates that you have an adequate signal level for
the measurements and it is safe to proceed.

2. View and record the Wireless Packets Dropped and Received Error
rates.

(Main Menu>>Performance Information>>Packet Statistics>>Wireless Packet
Statistics)
Thisinformation will be used later.

3. Clear the Wireless Packets Satistics history.
(Main Menu>>Performance Information>>Packet Statistics>>Wireless Packet
Statistics>>Clear Wireless Stats)\

4. Read the RSS! level at the Remote.
(Main Menu>>Performance Information>>RSSI by Zone)

5. Optimize RSS! (less negative is better) by slowly adjusting the
direction of the antenna.

Watch the RSSI indication for several seconds after making each
adjustment so that the RSSI accurately reflects any change in the
link signal strength.

6. View the Wireless Packets Dropped and Received Error rates at the
point of maximum RSS! level. They should be the same or lower
than the previous reading.

(Main Menu>>Performance Information>>Packet Statistics>>Wireless Packet
Statistics)

If the RSSI peak resultsin an increase in the Wirel ess Packets
Dropped and Received Error, the antenna may be aimed at an undes-
ired signal source. Try a different antenna orientation.

End of procedure
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5.1 INSTALLATION PLANNING

This section providestips for selecting an appropriate site, choosing an
antenna system, and reducing the chance of harmful interference.

5.1.1 General Requirements

There are three main requirements for installing a transcelver—ade-
guate and stable primary power, agood antenna system, and the correct
interface between the transceiver and the data device. Figure 5-1 shows
atypical Remote Gateway installation.

NOTE: The iNET 900 network port supports 10BaseT connections,
but does not support 100BaseT connections. This should not
present a problem because most hubs/switches auto-switch
between 10BaseT and 100BaseT connections. Confirm that
your hub/switch is capable of auto-switching data rates.

To prevent Ethernet traffic from degrading iNET 900 perfor-
mance, place the INET in a segment, or behind routers.

ANTENNA
SYSTEM

DATA TERMINAL
EQUIPMENT OR
LAN/WAN

TRANSCEIVER

COMPUTER

POWER SUPPLY
W/TERMINAL
EMULATOR 13.8 VDC @ 580 mA (Max.)

(10.5-30 Vdc)
Negative Ground Only

Figure 5-1. Typical Installation with a Tower-Mounted Antenna
(Connect user data equipment to any compatible LAN or COM Port)

Unit Dimensions

Figure 5-2 shows the dimensions of the transceiver case and its
mounting holes, and Figure 5-3 on Page 131, the dimensions for
mounting with factory-supplied brackets. If possible, choose amounting
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location that provides easy access to the connectors on the end of the
radio and an unobstructed view of the LED status indicators.

MDS microwave Data Systems Inc.

TOP

45" (11.43 cm)

FRONT

BOTTOM

THREADED 4.85" (12.32 cm)
HOLES FOR
MOUNTING
SCREWS (4)

#6-32 X 1/4” LONG

e [
Not to scale

| — 4.25" (10.8 cm) 1.4” (3.56 cm)
475" (12.0 cm

Figure 5-2. Transceiver Dimensions
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2.75" (7 cm) |

<———7.25" (18.4 cm) 4>|

Figure 5-3. Mounting Bracket Dimensions

5.1.2 Site Selection
Suitable sites should provide:

* Protection from direct weather exposure

* A source of adequate and stable primary power

* Suitable entrances for antenna, interface or other required
cabling

» Antennalocation that provides as unobstructed a transmission
path as possible in the direction of the associated station(s)

These requirements can be quickly determined in most cases. A possible
exception is the last item—uverifying that an unobstructed transmission
path exists. Radio signals travel primarily by line-of-sight, and obstruc-
tions between the sending and receiving stations will affect system per-
formance. If you are not familiar with the effects of terrain and other
obstructions on radio transmission, the discussion below will provide
helpful background.

5.1.3 Terrain and Signal Strength

While the license-free 900 MHz band offers many advantages for data
transmission services, signal propagation isaffected by attenuation from
obstructions such as terrain, foliage or buildingsin the transmission
path.

A line-of-sight transmission path between the central transceiver and its
associated remote site(s) is highly desirable and provides the most reli-
able communications link.

Much depends on the minimum signal strength that can be tolerated in
agiven system. Although the exact figurewill differ from one system to
another, aReceived Signal Strength Indication (RSSI) of —77 dBm (=80
dBm for iNET 1) or stronger will provide acceptable performance in
many systems. Whilethe equipment will work at lower-strength signals,
signals stronger than — 77 dBm provide a “fade margin” of 15 dB to
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account for variations in signal strength that may occur from
time-to-time. RSS| can be measured with atermina connected to the
COM1 Port or with aHTTP browser to the LAN (Ethernet) connector.
(See“ Antenna Aiming” on Page 125 for details.)

5.1.4 Antenna & Feedline Selection

NOTE: Thetransceiver isaProfessional Installation radio system and

must be installed by trained professional installers, or factory
trained technicians.

This text that follows is designed to aid the professional
installer in the proper methods of maintaining compliance with
FCC Part 15 limits and the +36 dBm or 4 watts peak E.I.R.P
limit.

Antennas

The equipment can be used with a number of antennas. The exact style
used depends on the physical size and layout of a system. Contact your
factory representative for specific recommendations on antenna types
and hardware sources.

In general, an omnidirectional antenna (Figure 5-4) isused at the Access
Point station site. This provides equal coverage to all of the Remote
Gateway sites.

NOTE: Antenna polarization isimportant. If the wrong polarizationis

used, a signa reduction of 20 dB or more will result. Most
systems using a gain-type omnidirectional antenna at the
Access Point station employ vertical polarization of thesignal;
therefore, the remote antenna(s) must also be vertically polar-
ized (elements oriented perpendicular to the horizon).

When required, horizontally polarized omnidirectional
antennas are also available. Contact your factory representa-
tive for details.
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<&— High-gain Type

% Unity-gain Type —5»

Figure 5-4. Typical Omnidirectional Antennas

&

At Remote Gateway sitesand unitsin point-to-point LANS, adirectional
Y agi (Figure 5-5) antennais generally recommended to minimize inter-
ference to and from other users. Antennas are available from a number
of manufacturers.

Figure 5-5. Typical Yagi Antenna (mounted to mast)

Feedlines

The choice of feedline used with the antenna should be carefully consid-
ered. Poor-quality coaxial cables should be avoided, as they will
degrade system performance for both transmission and reception. The
cable should be kept as short as possible to minimize signal loss.

For cable runs of less than 20 feet (6 meters), or for short range trans-
mission, aninexpensivetypesuch as Type RG-8A/U may be acceptable.
Otherwise, we recommend using alow-loss cable type suited for

900 MHz, such as Heliax®.

Table 5-1listsseveral typesof popular feedlinesand indicatesthe signal
losses (in dB) that result when using various lengths of cable at
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900 MHz. The choice of cable will depend on the required length, cost
considerations, and the amount of signal loss that can be tolerated.

Table 5-1. Length vs. Loss in Coaxial Cables at 900 MHz

10 Feet 50 Feet 100 Feet 500 Feet

Cable Type (3.05m) (15.24 m) (30.48m) (152.4 m)

RG-214 .76 dB 3.8dB 7.6 dB Unacceptable
Loss

LMR-400 0.39dB 1.95dB 3.90 dB Unacceptable
Loss

1/2 inch HELIAX 0.23 dB 1.15dB 2.29 dB 11.45 dB

7/8 inch HELIAX 0.13dB 0.64 dB 1.28 dB 6.40 dB

1-1/4 inch HELIAX 0.10 dB 0.48 dB 0.95dB 4.75dB

1-5/8 inch HELIAX 0.08 dB 0.40 dB 0.80dB 4.00 dB

The tables below outline the minimum lengths of RG-214 coaxial cable
that must be used with common M DS omnidirectional antennasin order
to maintain compliance with FCC maximum limit of +36 dBi. If other
coaxia cableisused, the appropriate changesin loss figures must be

made.

NOTE: The authority to operate the transceiver in the USA may be
void if antennas other than those approved by the FCC are
used. Contact your MDS representative for additional antenna

informatio

n.

Table 5-2. Feedline Length vs. Antenna Gain*
(Required for Regulatory compliance)

Antenna Antenna Minimum Feedline  EIRPLevel@ Maxrad Antenna
Gain (dBd) Gain (dBi) Length (LossindB) Min. Length Part No.

Unity (0dB) 2.15 dBi No minimum length +32.15 dBm Omni #MFB900

3 dBd 5.15 dBi No minimum length +35.15 dBm Omni # MFB900

5 dBd 7.15 dBi 3.1 meters (1.2 dB) +35.95 dBm Omni # MFB900
6 dBd 8.15 dBi 9.1 meters (2.2 dB) +35.95 dBm Yagi # BMOY8903
10 dBd 12.15dBi  24.7 meters (6.15dB) +35.25 dBm Yagi # 2941

*Refer to Table 5-3 for allowable power settings of the transceiver for

each antennartype.
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NOTE: Thereis no minimum feedline length required when a 6 dBi
gain or less antenna s used, as the EIRP will never exceed 36
dBm which is the maximum allowed, per FCC rules. The
transceiver’s RF output power may only be adjusted by the
manufacturer or its sub-contracted Professional Installer.

The MDS iNET Il Transceiver is factory set to +29 dBm
power output to maintain compliance with the FCC’ s Digital
Transmission System (DTS) Part 15 rules. These rules limit
power to amaximum of 8 dBm/3 kHz, thustheiNET Il Trans-
ceiver isfactory set to +29 dBm. When cal cul ating maximum
transceiver power output for iINET Il installations, use +29
dBm if antenna gain is 6 dBi or less. See How Much Output
Power Can be Used? on Page 135 for power control of higher
gain antennas.

5.1.5 How Much Output Power Can be Used?

The transceiver is normally supplied from the factory set for anominal
+30 dBm (+29 dBm for iNET Il) RF power output setting; thisisthe
maximum transmitter output power allowed under FCC rules. The
power must be decreased from this level if the antenna system gain
exceeds 6 dBi. The allowable level is dependent on the antenna gain,
feedline loss, and the transmitter output power setting.

NOTE: In some countries, the maximum allowable RF output may be
limited to less than the figures referenced here. Be sure to
check for and comply with the requirements for your area.

5.1.6 Conducting a Site Survey

If you arein doubt about the suitability of theradio sitesin your system,
it is best to evaluate them before a permanent installation is underway.
This can be done with an on-the-air test (preferred method); or indi-
rectly, using path-study software.

Anon-the-air test is preferred because it allows you to seefirsthand the
factorsinvolved at an installation site and to directly observethe quality
of system operation. Even if a computer path study was conducted ear-
lier, this test should be done to verify the predicted results.

The test can be performed by first installing aradio and antenna at the
proposed Access Point (AP) station site (one-per-system). Thenvisit the
Remote site(s) with another transceiver (programmed as a remote) and
ahand-held antenna. (A PC with anetwork adapter can be connected to
each radio in the network to simulate data during this test using the
PING command.)

With the hand-held antenna positioned near the proposed mounting
spot, atechnician can check for synchronization with the Access Point
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station (shown by alit LINK LED on the front panel) and measure the
reported RSSI value. (See “ Antenna Aiming” on Page 125 for details.)
If adequate signal strength cannot be obtained, it may be necessary to
mount the station antennas higher, use higher gain antennas, select adif-
ferent site or consider installing arepeater station. To prepare the equip-
ment for an on-the-air test, follow the general installation procedures
given in this guide and become familiar with the operating instructions
found in the CHAPTER-3 EMBEDDED MANAGEMENT SYSTEM sec-
tion Page 25.

5.1.7 A Word About Radio Interference

The transceiver shares the radio-frequency spectrum with other 900
MHz services and other Part 15 (unlicensed) devicesinthe USA. As
such, near 100% error-free communications may not be achieved in a
givenlocation, and some level of interference should be expected. How-
ever, the radio’ s flexible design and hopping techniques should allow
adequate performance as long as care is taken in choosing station loca-
tion, configuration of radio parameters and software/protocol tech-
niques.

In general, keep the following points in mind when setting up your com-
munications network.

» Systemsinstaled in rural areas are least likely to encounter interfer-
ence; those in suburban and urban environments are more likely to
be affected by other devices operating in the license-free frequency
band and by adjacent licensed services.

* Useadirectiona antenna at remote sites whenever possible.
Although these antennas may be more costly than omnidirectional
types, they confine the transmission and reception pattern to a com-
paratively narrow |obe, that minimizes interference to (and from)
stations located outside the pattern.

* If interferenceis suspected from anearby licensed system (such asa
paging transmitter), it may be helpful to use horizontal polarization
of all antennas in the network. Because most other services use ver-
tical polarization in this band, an additional 20 dB of attenuation to
interference can be achieved by using horizontal polarization.
Another approach is to use a bandpass filter to attenuate al signals
outside the 900 MHz band.

* Multiple Access Point units can co-exist in proximity to each other
with only very minor interference. Each network name has a differ-
ent hop pattern. (See “ Protected Network Operation using Multiple
Access Points’ on Page 12.) Additional isolation can be achieved by
using separate directional antennas with as much vertical or horizon-
tal separation asis practical.

» |If constant interference is present in a particular frequency zone
(collection of 8 RF channels), it may be necessary to “skip” that
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zone from the radio’s hopping pattern. The radio includes built-in
software to help usersidentify and remove blocked frequency zones
from its hopping pattern. See Page 56 for more information on Skip
Zones.

If interference problems persist even after skipping some zones, try
reducing the length of data streams. Groups of short data streams
have a better chance of getting through in the presence of interfer-
ence than do long streams.

The power output of all radiosin a system should be set for the low-

est level necessary for reliable communications. This lessens the
chance of causing unnecessary interference to nearby systems.

If you are not familiar with these interference-control techniques, con-
tact your factory representative for more information.

Calculating System Gain

To determine the maximum allowable power setting of the radio, per-
form the following steps:

1.

Determine the antenna system gain by subtracting the feedline loss
(in dB) from the antennagain (in dBi). For example, if the antenna
gainis 9.5 dBi, and the feedline loss is 1.5 dB, the antenna system

gain would be 8 dB. (If the antenna system gainis 6 dB or less, no
power adjustment is required.)

Subtract the antenna system gain from 36 dBm (the maximum
allowable EIRP). The result indicates the maximum transmitter
power (in dBm) allowed under the rules. In the example above, this
Is28 dBm.

If the maximum transmitter power allowed isless than 30 dBm, set
the power to the desired level using the Management System.
(Main Menu>>Radio Configuration>>RF Output Power Setpoint)

For convenience, Table 5-3 lists severa antenna system gains and
shows the maximum allowable power setting of the radio. Note that a
gain of 6 dB or less entitlesyou to operate the radio at full power output
-30dBm (28.7 dBm for iNET I1).
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Table 5-3. Antenna System Gain vs. Power Output Setting

Antenna System Gain Maximum Power Setting Maximum Power Setting

(Antenna Gain in dBi* (PWR command) (PWR command) EIRP
minus Feedline Loss in dBT) iNET Radio iNET Il Radio (in dBm)
Omni 6 (or less) 30 28 36
Omni 9 27 26 36
Yagi 12 24 23 36
Yagi 14 22 Not allowable 36
Yagi 16 20 Not allowable 36

* Most antenna manufacturers rate antenna gain in dBd in their litera-
ture. To convert to dBi, add 2.15 dB.

T Feedline loss varies by cable type and length. To determine the loss
for common lengths of feedline, see Table 5-1 on Page 134.

For assistance in the conversion of dBm to Watts, please see
dBM-WATTS-VOLTS CONVERS ON CHART on Page 139.
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5.2 dBm-WATTS-VOLTS CONVERSION

CHART

Table 5-4 is provided as a convenience for determining the equivalent

voltage or wattage of an RF power expressed in dBm.

Table 5-4. dBm-Watts-Volts conversion—for 50 ohm systems
dBm V Po dBm V Po dBm mV Po dBm pv  Po
+53  100.0 200W 0 225  1.0mW -49  0.80 98 29
+50 70.7 100W -1 200 .80mW 50 071 .01uW 99 251
+49 640 80W 2 180 .64mW 51 0.64 -100 225 .1pW
+48 580 64W -3 160 .50mW 52 057 -101 20
+47 500 50W -4 141 40mW -53  0.50 -102 1.8
+46 445 40W 5 125 .32mW -54  0.45 -103 1.6
+45 400 32W -6 115 .25mwW -55  0.40 -104  1.41
+44 325 25W -7 100 .20mW -56  0.351 105 1.27
+43 320 20W -8 090 .16mW 57 0.32 -106  1.18
+42 280 16W 9 080 .125mW | -58  0.286
+41 262 125W 10 071  .10mW -59  0.251 dBm nV Po
+40 225 10W 11 .064 60  0.225 .0014W | _107 1000
+39 200 8W 12 .058 61 0.200 108 900
+38 180 6.4W -13 050 62 0.180 -109 800
+37 160 5W 14 .045 63 0.160 110 710 .01pW
+36 141 4w 15 .040 64 0.141 111 640
+35 125 3.2W -16 .0355 -112 580
+34 115 25W dBm pv  Po 113 500
+33 100 2w dBm mV Po 65 128 -114 450
+32 9.0 1.6W 17 315 66 115 -115 400
+31 80  1.25W -18 285 67 100 -116 355
+30 7.10 1.0W 19 25.1 68 90 -117 325
+29 640 80OMW 20 225 .01mW 69 80 -118 285
+28 5.80 640mW 21 200 70 71 AnW 119 251
+27 5.00 500mW .22 17.9 -71 65 -120 225 .001pW
+26 445 400mW | 53 {59 72 58 -121 200
+25 4.00 320mW 24 1441 73 50 -122 180
+24 3.55 250mW .25 12.8 74 45 -123 160
+23  3.20 200mwW 26 115 75 40 124 141
+22 280 160mW 27  10.0 76 35 -125 128
+21 2.52 125mW 28 8.9 77 32 126 117
+20 225 100mW | o9 8o 78 29 -127 100
+19 200 80mW 30 71 .00ilmwW | -79 25 -128 90
+18  1.80 64mW 31 6.25 -80 225 .01nW 129 80  .1fW
+17 1.60 50mW 32 58 81 20.0 -130 71
+16  1.41  40mW 33 50 -82  18.0 -131 61
+15 125 32mwW 34 45 83  16.0 -132 58
+14 115 25mW 35 40 84 111 -133 50
+13  1.00 20mW 36 35 -85 129 134 45
+12 .90  16mW 37 32 -86 115 -135 40
+11 .80 125mW | 38 285 -87 100 -136 35
+10 .71 10mW 39 25 -88 9.0 -137 33
+9 64 8mW 40 225 ApW -89 8.0 -138 29
+8 58 6.4mW 41 20 90 7.1 .001nW -139 25
+7 500 5mw 42 138 91 6.1 140 23 .01fW
+6 445 4mW 43 1.6 92 575
+5 400  3.2mW 44 14 93 50
+4 355 2.5mW 45  1.25 94 45
+3  .320 2.0mW 46 1.18 95 4.0
+2 280 1.6mW 47 1.00 96  3.51
+1 262  1.25mW -48 0.90 -97 3.2
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6.1 DATA INTERFACE CONNECTORS

Three data interface connectors are provided on the face of the trans-
ceiver. Thefirst, theLAN Port, isan RJ-45 connector. The other two use
two DB-9 interface connectorsthat use the RS-232 (EIA-232) signaling
standard. Note that the connector for COM1 Port is DCE (Female DB-9)
and the cOM2 Port isDTE (male DB-9).

The transceiver meets U.S.A’s FCC Part 15, Class A limits when used
with shielded data cables.

6.1.1 LAN Port

The transceiver’s LAN Port is used to connect the radio to an Ethernet
network. The transceiver provides a data link to an Internet Pro-
tocol-based (IP) network viathe Access Point station. Each radio in the
network must have aunique | P address for the network to function prop-
erly.

* To connect a PC directly to the radio’s LAN port, an RJ45 to
RJ-45 cross-over cable isrequired.

» To connect the radio to a Ethernet hub or bridge, use a
straight-through cable.

The connector uses the standard Ethernet RJ-45 cables and wiring. For
custom-made cables, use the pinout information below.

12345678

Figure 6-1. LAN Port (RJ-45) Pinout
(Viewed from the outside of the unit)

Table 6-1. LAN Port (IP/Ethernet)

Pin Functions Ref.
1 Transmit Data (TX) High
2 Transmit Data (TX) Low
3 Receive Data (RX) High
4 Unused
5 Unused
6 Receive Data (RX) Low
7 Unused
8 Unused
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6.1.2 COM1 Port

To connect a PC to the transcelver’s COM1 port use aDB-9M to DB-9F
“straight-through” cable. These cables are available commercialy, or
may be constructed using the pinout information in Figure 6-2 and
Table 6-2.

Figure 6-2. COM1 Port (DCE)
(Viewed from the outside of the unit.)

Table 6-2. COM1 Port Pinout, DB-9F/RS-232 Interface

Pin Functions DCE

Unused
Receive Data (RXD) <—[ Out
Transmit Data (TXD) —>[In
Unused
Signal Ground (GND)

-9 Unused

||| =

6.1.3 COM2 Port

To connect a PC to the transceiver’ s COM2 port use a DB-9F to DB-9M
“straight-through” cable. These cables are available commercialy, or
may be constructed using the pinout information in Figure 6-2 and

Table 6-2.
@@

Figure 6-3. COM2 Port (DTE)
Viewed from the outside of the radio

Table 6-3. COM2 Port, DB-9M/EIA-232 Interface

Pin Functions DTE

1 Data Carrier Detect (DCD) In J<—

2 Receive Data (RXD) In]<—
3 Transmit Data (TXD) Out ]—>
4 Data Terminal Ready (DTR)  Out]—>
5 Signal Ground (GND)
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Table 6-3. COM2 Port, DB-9M/EIA-232 Interface

Pin Functions DTE

6 Data Set Ready (DSR) In]<—
7 Request-to-Send (RTS) Out ]—>
8 Clear-to-Send (CTS) In]J<—
9 Unused

6.2 FUSE REPLACEMENT

PROCEDURE

Aninternal fuse protectsthe transceiver from over-current conditions or
an internal component failure. It should not be replaced until you are
certain you are in a safe (non-flammable) environment.

1.

Disconnect the primary power source and all other connectionsto
the unit.

Place the radio on its back and remove the four Phillips screws on
the bottom cover.

Carefully separate the top and bottom covers. Thereis aflat ribbon
cable between the top cover’s LEDs and the unit motherboard. You
do not need to disconnect the ribbon cable.

L ocate the fuse and fuse holder between the COM1 port and the
power connector. See Figure 6-4 for details.

L oosen the fuse from the holder using avery small screwdriver. Use
asmall pair of needle-nose pliersto pull the fuse straight up and
remove it.

Using an Ohmmeter, or other continuity tester, verify the fuseis
blown.
Install anew fuse by reversing the process.

Littelfuse P/N: 0454002; 452 Series, 2 Amp SMF Slo-Blo
MDS P/N: 29-1784A03
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8. Install the covers and check the transceiver for proper operation.

Figure 6-4.
Internal Fuse and Holder
Assembly Location

6.3 TECHNICAL SPECIFICATIONS

GENERAL

Temperature Range:
Humidity:

Primary Power:

External Power Supply Options:

Supply Current (typical):

Transmit:
Receive:

MTBF:

Size (Excluding mtg. hardware):

Mounting w/Optional Hardware:

Weight:
Case:
Boot Time:

Time Required to Associate
with Access Point:

—30° C to +60° C (—22° F to 140° F)
95% at +40° C (104° F); non-condensing
10-30 Vdc (13.8 Vdc Nominal)
110-120/210-220 Vac

(9 Watts Maximum @ 1 Watt RF Output)

8 watts (10.5-24 Vdc)
9 watts (24.5-30 Vdc)

2.8 watts (10.5-24 Vdc)
3.5 watts (24.5-30 Vdc)

35 Years (Telcordia Method 1, Case 3)

1.4"x6.75" x 4.5" (Hx W x D)
3.56 x17.15x 11.43 cm

+ Flat surface mounting brackets
*19” rack (1U high)

908g/21Ib

Cast Aluminum

=~ 30 sec

=~ 20 sec

APPROVALS/HOMOLOGATION

* FCC Part 15.247
E5MDS-NH900

* Industry Canada RSS-210 and RSS-139
CAN 3738A 12098

+ UL/CSA Class 1, Div. 2; Groups A, B, Cand D
hazardous locations

« Contact factory for information on availability and

governmental approvals in other countries
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DATA CHARACTERISTICS

« HTTP (Embedded Web server)

« Text-based menu on COM1 serial port
* Telnet

* SNMP viN2/v3

+ MDS NETview MS™

PORTS:

Ethernet:
Interface Connectors:
Data Rate:

Serial (2 Ports):
Signaling Standard:
Interface Connectors:
Interface:
Data Rate:

Data Latency:
Byte Formats:
OPERATING MODES:

PROTOCOLS:

SECURITY

RJ-45 Standard
10BaseT

EIA-232/V.24
DB-9
COM1: DCE / COM2: DTE

1200-115,200 bps
asynchronous

< 10 ms typical
7 or 8-bit; even, odd, or no-parity; 1 or 2 stop bits

+ Configurable as Access Point or Station LAN
Adapter

+ CSMA/CA Wireless Protocol with Collision Avoid-
ance (802.11)

+ |IEEE 802.11 CSMA/CD (Wireless)
+ |EEE 802.3 (Ethernet)
« IP/Ethernet (ICMP, UDP, TCP, ARP)

+ Clear-channel mode for serial async multidrop
protocols including: Modbus, DNP.3, Bisync,
BSAP, DF1, TotalFlow, Poll Select

RADIO CHARACTERISTICS

*Approved AP/Remotes list
+Failed login lockdown

*900 MHz FHSS for iINET (DTS for iNET Il)—
provides inherent security from 802.11b devices

*Proprietary data framing
+128-bit encryption

*Automatic rotating key algorithm

GENERAL:

Frequency Range:

902-928 MHz ISM Band

MDS 05-2806A01, Rev. E.1
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Frequency Hopping Range:

Hop Patterns:
Frequency Stability:
TRANSMITTER:

Power Output
(at antenna connector):

Duty Cycle:
Modulation Type:
Output Impedance:
Spurious:

Occupied Bandwidth:

RECEIVER:
Type:

Sensitivity:

Intermodulation:
Desensitization:

Spurious:

RADIO CHARACTERISTICS

Ten user-configurable 2.5 MHz-wide zones,
each containing 8 frequencies

8192, based on network name

20 ppm

MDS iNET: 0.1 to 1.0 watt (+20 dBm to +30 dBm)
+1.0 dB, set by user

MDS IiNET 11: 0.1 to 741 mW (+20 to +29 dBm +1.0
dB, set by user

Continuous
Binary CPFSK
50 Ohms

—67 dBc

MDS iNET: 316.5 kHz
MDS iNET II: 600 kHz

Double conversion superheterodyne

MDS iNET: -92 dBm @ 512 kbps < 1x10°6 BER
MDS iNET: -99 dBm @ 256 kbps < 1x1076 BER
MDS iNET Il: =95 dBm @ 1024 kbps < 1x1076 BER
MDS iNET Il: -96 dBm @ 512 kbps < 1x10°6 BER

59 dB Minimum (EIA)
70 dB
60 dB

GENERAL:
Frequency Range:

Frequency Hopping Range:

Hop Pattern:
Frequency Stability:

TRANSMIT/RECEIVE RANGE

902-928 MHz ISM Band

Ten user-configurable 2.5 MHz-wide zones,
each containing 8 frequencies

Based on network name

20 ppm

Fixed Range (typical):
Fixed Range (maximum):
Mobile Range (parked):

Mobile Range (moving):

Fixed Range (typical):

Fixed Range (maximum):

MDS iNET—256 kbps MDS iNET 11-512 kbps

10—-15 miles 10-15 miles
15-25 miles 15-25 miles
5-10 miles

2-3 miles

MDS iNET-512 kbps MDS iNET [1-1024 kbps
5-10 miles

10-15 miles

5-10 miles
10-15 miles

Note: Specifications subject to change without notice or obligation.
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NOTE: Range caculations for fixed locations assume a 6 dBd gain

Omnidirectional antennaon a 100 ft tower at the AP, a10 dBd
gain Yagi on a 25 ft mast at the remote with output power
decreased to yield maximum allowable EIRP (36 dBm), a 10
dB fade margin, and a mix of agricultural and commercial
terrain with line of sight.

Range cal cul ations for mobile units assume a6 dBd gain Omni
on a 100 ft tower at the AP, a5 dBd gain Omni with 1 watt
output power at 6 ft height, a 10 dB fade margin, and 90%
confidence with near line-of-sight in amix of agricultural and
commercial terrain.

Actua performance is dependent on many factors including
antenna height, blocked paths, and terrain.

6.4

CHANNEL HOP TABLE

The MDSINET transceiver’s hop table consists of 80 channels, num-
bered 0to 79 aslisted in Table 6-4. Center frequencies are calculated as
follows (where Fn is the center frequency of channel n):

Fn =902.5 MHz + n*316.5 kHz

The MDSINET Il transceiver operates on the same channel assign-
ments, but because the modulation bandwidth is 600 kHz instead of
316.5 kHz it is recommended that the installer restrict channel usageto
every other channel for units operating in the same area.

NOTE: Channels 24, 26, and 55 are not used.

Table 6-4. Channel Hop Table

Zone Channel Frequency

1 0 902.5000
(INET FHSS lowest channel)

—_
—_

902.8165
(iNET Il DTS lowest channel)

903.1330

903.4495

903.7660

904.0825

904.3990

904.7155

905.0320

Ol N[ h~|[W[IN

905.3485

-y
o

905.6650

—_
—_

905.9815

SEE SR SRS N ) S [ R R R RN

iy
N

906.2980
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Table 6-4. Channel Hop Table (Continued)

Zone Channel Frequency
2 13 906.6145
2 14 906.9310
2 15 907.2475
3 16 907.5640
3 17 907.8805
3 18 908.1970
3 19 908.5135
3 20 908.8300
3 21 909.1465
3 22 909.4630
3 23 909.7795
4 24 910.0960
4 25 910.4125
4 26 910.7290
4 27 911.0455
4 28 911.3620
4 29 911.6785
4 30 911.9950
4 31 912.3115
5 32 912.6280
5 33 912.9445
5 34 913.2610
5 35 913.5775
5 36 913.8940
5 37 914.2105
5 38 914.5270
5 39 914.8435
6 40 915.1600
6 41 915.4765
6 42 915.7930
6 43 916.1095
6 44 916.4260
6 45 916.7425
6 46 917.0590
6 47 917.3755
7 48 917.6920
7 49 918.0085
7 50 918.3250
7 51 918.6415
7 52 918.9580
7 53 919.2745
7 54 919.5910
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Table 6-4. Channel Hop Table (Continued)

Zone Channel Frequency
7 55 919.9075
8 56 920.2240
8 57 920.5405
8 58 920.8570
8 59 921.1735
8 60 921.4900
8 61 921.8065
8 62 922.1230
8 63 922.4395
9 64 922.7560
9 65 923.0725
9 66 923.3890
9 67 923.7055
9 68 924.0220
9 69 924.3385
9 70 924.6550
9 71 924.9715
10 72 925.2880
10 73 925.6045
10 74 925.9210
10 75 926.2375
10 76 926.5540
10 77 926.8705
10 78 927.1870

(iINET FHSS highest channel)
10 79 927.5035

(iNET Il DTS highest channel)

6.5 SNMP USAGE NOTES

6.5.1 Overview

The firmware release described in this manual contains major changes

to the transceiver’s SNMP Agent, several new MIB variables, and new

Agent configuration options. This guide reviewsthe changes and shows
how to properly configure the Agent to take advantage of these new fea-
tures.

SNMPv3 Support

The updated SNMP Agent now supports SNMP version 3 (SNMPv3).
The SNMPv3 protocol introduces Authentication (MD5/SHA-1),
Encryption (DES), the USM User Table, and View-Based Access
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(Refer to RFC2574 for full details). The SNMP Agent has limited
SNMPv3 support in the following areas:

* Only MD5 Authentication is supported (no SHA-1). SNMPv3
provides support for MD5 and SHA-1. Currently, only MD5
Authentication is supported in the SNMP Agent.

e Limited USM User Table Manipulation. The SNMP Agent
starts with 5 default accounts. New accounts can be added
(SNMPv3 adds new accounts by cloning existing ones), but
they will be volatile (will not survive a power-cycle).

New views cannot be configured on the SNMP Agent. Views
will be inherited for new accounts from the account that was
cloned.

The SNMP Agent uses one password pair (Authentication / Pri-
vacy) for all accounts. This means that when the passwords
change for one user, they change for al users.

SNMPv3 Accounts
The following default accounts are available for the SNMP Agent:

enc_mdsadmin—Read/write account using Authentication and Encryp-
tion

auth_mdsadmin—Read/write account using Authentication

enc_mdsviewer—Read only account using Authentication and Encryp-
tion

auth_mdsviewer—Read only account using Authentication

def_mdsviewer—Read only account with no Authentication or Encryp-
tion

Context Names

Thefollowing Context Namesare used (pleaserefer to RFC2574 for full
details):

Admin accounts:. context_a/ Viewer accounts. context_v

All accounts share the same default passwords:

Authentication default password: mbsaAuthPwd / Privacy default pass-
word: MDSPrivPwd

Passwords can be changed either locally (viathe console) or from an
SNMP Manager, depending on how the Agent is configured. If pass-
words are configured and managed locally, they are non-volatile and
will survive apower-cycle. If passwords are configured from an SNMP
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manager, they will be reset to whatever has been stored for local man-
agement on power-cycle.

This behavior was chosen based on RFC specifications. The SNMP
Manager and Agent don’'t exchange passwords, but actually exchange
keys based on passwords. If the Manager changes the Agent’ s password
the Agent doesn’t know the new password; just the new key. Inthiscase,
only the Manager knows the new password. This could cause problems
if the Manager loses the password. If that happens, the Agent becomes
unmanageable. Resetting the Agent’ s passwords (and therefore keys) to
what is stored in flash memory upon power-cycle prevents the serious
problem of losing the Agent’ s passwords.

If passwordsare managed locally, they can be changed onthe Agent (via
the console). Any attemptsto change the passwordsfor the Agent viaan
SNMP Manager will fail when the Agent isin this mode. Locally
defined passwords will survive a power-cycle.

In either case, the SNMP Manager needs to know the initial passwords
that are being used in order to talk to the Agent. If the Agent’ spasswords
are configured viathe Manager, then they can be changed from the Man-
ager. If the passwords are managed locally, then the Manager must be
re-configured with any password changesin order to continueto talk to
the Agent.

Password-Mode Management Changes

When the password management modeis changed, the active passwords
used by the Agent may also change. Some common scenarios are dis-
cussed below:

 Passwords are currently being handled by the Manager. The
assigned passwords are Microwave (Auth), and Rochester (Priv).
Configuration is changed to manage the passwordslocally. The
passwords stored on the radio were Fairport (Auth), and
Churchville (Priv) (If local passwords have never been used,
then MDSAuthPwd and MDSPrivPwd will be used). These
passwords will now be used by the Agent to re-generate keys.
The Manager will need to know these passwordsin order to talk
to the Agent.

 Passwords are currently being managed locally. The local pass-
wordsareFairport (Auth) and churchville (Priv). Configurationis
changed to handle the passwords from the Manager. The same
passwords will continue to be used, but now the Manager can
change them.

 Passwords are currently being managed locally. The local pass-
words are Fairport (Auth) and churchville (Priv). Passwords are
changed to Brighton (Auth) and Perinton (Priv). The Agent will
immediately generate new keys based on these passwords and
start using them. The Manager will have to be re-configured to
use these new passwords.
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 Passwords are currently being managed locally. The local pass-
wordsareFairport (Auth) and churchville (Priv). Configurationis
changed to handle the passwords from the Manager. The Man-
ager changes the passwords to Brighton (Auth) and Perinton
(Priv). Theradioisthenrebooted. After apower-cycle, theradio
will use the passwords stored in flash, which are Fairport (Auth)
and churchville (Priv). The Manager will have to be re-config-
ured to use these new passwords.

Table 6-5. SNMP Traps (Sorted by Code)

SNMP Trap Severity Description

systemBoot(32) INFORM SNR Within threshold/Below threshold

systemReboot(33) MAJOR Telnet User Logged Out/Logged In

startScan(34) INFORM Reprogramming Started

rxBeaconErrored(35) INFORM Received Beacon - Netname Does Not Match

rxBeaconWrongNetworkName (36) INFORM Received Beacon - AP is Blacklisted

rxBeaconFromBlacklistAP(37) MAJOR Max Beacon Wait Time Exceeded

expectedSync(38) INFORM Expected Sync Lost/Established

hopSync(39) INFORM Hop Sync Lost/Established

snr(41) INFORM Scanning Started

ber(42) INFORM Bit Error Rate Below threshold/Above threshold

associated(43) MAJOR Association Lost/Established

apParmChange(44) MINOR Association Lost - AP Hop Parameter Changed

reprogStarted(45) MAJOR Reprogramming Failed

reprogComplete(46) MAJOR Rem Ethernet Link Connected/Disconnected

reprogFailed(47) INFORM Reprogramming Complete

telnetLogin(48) MAJOR Telnet Access Locked for 5 Min

httpLogin(49) MAJOR HTTP User Logged Out/Logged In

countrySkipZoneMismatch(50) INFORM Country/SkipZone Mismatch

desiredAPIPMismatch(51) INFORM Desired AP IP Addr Mismatch

eventLogCleared(52) INFORM Log Cleared

authDemoMode(53) MAJOR Auth Demo Mode Expired -- Rebooted
Radio/Enabled

keyEntered(54) MAJOR Auth Key Entered - Key Valid/Key Invalid

apEthLinkDown(55) MAJOR Association Lost - AP's Ethernet Link Down

noBeacons(56) MAJOR MAC Param Changed

apNotApproved(57) MAJOR Current AP No Longer Approved

netnameChanged(58) MAJOR Association Lost - Local Network Name Changed

ipAddrChanged(59) MAJOR Association Lost - Local IP Address Changed

assocTryFail(60) MAJOR Association Attempt Success/Failed

remEthLinkLost(61) INFORM Received Beacon - Valid/Errored

consoleLogin(62) MAJOR Console User Logged Out/Logged In
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Table 6-5. SNMP Traps (Sorted by Code) (Continued)

SNMP Trap Severity Description

consoleLockdown(63) MAJOR Console Access Locked for 5 Min

telnetLockdown(64) INFORM System Bootup (power on)

httpLockdown(65) MAJOR HTTP Access Locked for 5 Min

eventRemote(66) INFORM Remote added/removed from internal database

eventEndpoint(67) INFORM Endpoint added/removed from internal database

routeAdded(68) INFORM Radio attempted but failed to add a route to its
internal routing table

routeDeleted(69) INFORM Radio attempted but failed to delete a route from its
internal routing table

sinRemSwitch(70) INFORM Remote mode was switched (serial to ethernet,
ethernet to serial)

chileChanCnt(71) INFORM Number of channels defined does not match (Chile
only)

tftpConnection(73) INFORM TFTP Server on AP started or finished a transfer

apNetNameChanged(74) MAJOR Remote lost association due to a change in the
AP’s netname

ipConnectivityOK(75) INFORM Radio is associated AND 1) has an IP address
statically defined, OR 2) received an IP address via
DHCP

compressionChanged(76) INFORM Compression state has changed (enabled,
disabled)

macDecryptError(77) INFORM MAC has received a packet that it could not decrypt

lanPortStatus(78) INFORM Ethernet port has changed (enabled, disabled)

tftpConnFailed(79) INFORM TFTP server on AP failed to transfer

sdbError(80) INFORM AP encountered an internal database error
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GLOSSARY OF TERMS
AND ABBREVIATIONS

If you are new to wireless |P/Ethernet systems, some of the terms used
in this guide may be unfamiliar. The following glossary explains many
of these terms and will prove helpful in understanding the operation of
your radio network.

Access Point (AP)—The transceiver in the network that provides syn-
chronization information to one or more associated Remote units. AP
units may be configured for either the Access Point (master) or Remote
services. (See* Network Configuration Menu” on Page 40.)

Active Scanning—See Passive Scanning

Antenna System Gain—A figure, normally expressed in dB, repre-
senting the power increase resulting from the use of again-type antenna.
System losses (from the feedline and coaxial connectors, for example)
are subtracted from thisfigure to cal cul ate the total antenna system gain.
AP—See Access Point

Association—Condition in which the frequency hopping pattern of the
Remote is synchronized with the Access Point station and is ready to
pass traffic.

Authorization Key—Alphanumeric string (code) that is used to enable
additional capabilitiesin the transceiver.

Bit—The smallest unit of digital data, often represented by aone or a
zero. Eight bits (plus start, stop, and parity bits) usually comprise abyte.

Bits-per-second—See BPS.
BPDU—Bridge Protocol Data Units

BPS—Bits-per-second (bps). A measure of theinformation transfer rate
of digital data across a communication channel.

Byte—A string of digital data usually made up of eight data bits and
start, stop and parity bits.

CSMA/CA—Carrier Sense Multiple Access/Collision Avoidance
CSMA/CD—Carrier Sense Multiple Access/Collision Detection

Cyclic Redundancy Check (CRC)—A technique used to verify data
integrity. It is based on an agorithm which generates a value derived
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from the number and order of bitsin adata string. Thisvalue is com-
pared with alocally-generated value and amatch indicates that the mes-
sage is unchanged, and therefore valid.

Data Cir cuit-terminating Equipment—See DCE.
Data Communications Equipment—See DCE.

Datagram—A datastring consisting of an |P header and the |P message
within.

Data Terminal Equipment—See DTE.

dBi—Decibels referenced to an “ideal” isotropic radiator in free space.
Frequently used to express antenna gain.

dBm—Decibels referenced to one milliwatt. An absolute unit used to
measure signal power, asin transmitter power output, or received signal
strength.

DCE—Data Circuit-terminating Equipment (or Data Communications
Equipment). In data communications terminology, thisis the “ modem”
side of acomputer-to-modem connection. COM1 Port of the transceiver
isset as DCE.

Decibel (dB)—A measure of the ratio between two signal levels. Fre-
guently used to express the gain (or loss) of a system.

Delimiter—A flag that marks the beginning and end of a data packet.

Device M ode—The operating mode/role of atransceiver (Access Point
or Remote) in awireless network.

DHCP (Dynamic Host Configuration Protocol)—An Internet stan-
dard that allows aclient (i.e. any computer or network device) to obtain
an | P address from a server on the network. This allows network admin-
istrators to avoid the tedious process of manually configuring and man-
aging | P addresses for alarge number of users and devices. When a
network device powerson, if it is configured to use DHCP, it will con-
tact a DHCP server on the network and request an | P address.

The DHCP server will provide an address from apool of addresses allo-
cated by the network administrator. The network device may use this
address on a*“time lease” basis or indefinitely depending on the policy
set by the network administrator. The DHCP server can restrict aloca-
tion of 1P addresses based on security policies. An Access Point may be
configured by the system administrator to act asa DHCP server if one
is not available on the wired network.

Digital Signal Processing—See DSP.
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DSP—Digital Signal Processing. DSP circuitry isresponsible for the
most critical real-time tasks; primarily modulation, demodulation, and
servicing of the data port.

DTE—Data Terminal Equipment. A device that provides datain the
form of digital signals at its output. Connects to the DCE device.

Encapsulation—Process in by which, a complete data packet, such as
Modbus frame or any other polled asynchronous protocol frame, is
placed in the data portion of another protocol frame (in this case IP) to
betransported over anetwork. Typically thisactionisdoneat thereceiv-
ing end, before being sent as an IP packet to a network. A similar re-
versed process is applied at the other end of the network extracting the
datafrom the IP envelope, resulting in the original packet in the original
protocol.

Endpoint—IP address of data equipment connected to the ports of the
radio.

Equalization—The process of reducing the effects of amplitude, fre-
guency or phase distortion with compensating networks.

Fade M ar gin—The greatest tolerable reduction in average received
signal strength that will be anticipated under most conditions. Provides
an allowancefor reduced signal strength dueto multipath, slight antenna
movement or changing atmospheric losses. A fade margin of 15 to 20
dB isusualy sufficient in most systems.

Fragmentation—A technique used for breaking alarge message down
into smaller parts so it can be accommodated by aless capable media.

Frame—A segment of datathat adheresto a specific data protocol and
contains definite start and end points. It provides a method of synchro-
nizing transmissions.

Frequency Hopping—The spread spectrum technique used by the
transceiver, where two or more associated radios change their operating
frequencies several times per second using a set pattern. Since the pat-
tern appears to jump around, it issaid to “hop” from one frequency to
another.

Frequency Zone—Theradio uses up to 80 discrete channelsin the 902
to 928 MHz spectrum. A group of 8 channelsisreferred to asazone; in
total there are 10 zones.

Hardwar e Flow Control—A transceiver feature used to prevent data
buffer overruns when handling high-speed data from the connected data
communications device. When the buffer approaches overflow, the
radio drops the clear-to-send (CTYS) line, that instructs the connected
deviceto delay further transmission until CTS again returnsto the high
State.
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Hop Pattern Seed—A user-selectable value to be added to the hop pat-
tern formulain an unlikely event of nearly identical hop patterns of two
collocated or nearby radio networksto eliminate adjacent-network inter-
ference.

Host Computer—The computer installed at the master station site, that
controls the collection of data from one or more remote sites.

HTTP—Hypertext Transfer Protocol

| APP (inter-Access Point Protocol)—A protocol by which access
points share information about the stations that are connected to them.
When a station connects to an access point, the access point updates its
database. When a station leaves one access point and roams to another
access point, the new access point tellsthe old access point, using |APP,
that the station has left and is now located on the new access point.

| CM P—Internet Control Message Protocol

IGMP (Internet Gateway M anagement Protocol)—Ethernet level
protocol used by routers and similar devices to manage the distribution
of multicast addresses in a network.

| EEE—Institute of Electrical and Electronic Engineers

I mage (File)—Data file that contains the operating system and other
essential resources for the basic operation of the radio’s CPU.

LAN—Loca Area Network

L atency—Thedelay (usually expressed in milliseconds) between when
datais applied at the transmit port at one radio, until it appears at the
receive port at the other radio.

MAS—Multiple Address System. A radio system where a central
master station communicates with several remote stations for the pur-
pose of gathering telemetry data. Figure 1-2 on Page 6 shows an
example of an MAS system.

M AC—Media Access Controller

M CU—Microcontroller Unit. Thisisthe processor responsible for con-
trolling system start-up, synthesizer loading, hop timing, and key-up
control.

M D5—A highly secure data encoding scheme. MD5 isaone-way hash
algorithm that takes any length of data and produces a 128 bit “finger-
print.” Thisfingerprint is “non-reversible,” it is computationally infea-
sible to determine the file based on the fingerprint. For more details
review “RFC 1321 available on the Internet.

M| B—Management Information Base
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Microcontroller Unit—See MCU.

M obile | P—An emerging standard by which access points and stations
maintain network connectivity as the stations move between various | P
networks. Through the use of Mobile |P a station can move from its
home I P network to aforeign network while still sending and receiving
datausing it's original 1P address. Other hosts on the network will not
need to know that the station is no longer in its home network and can
continue to send data to the | P address that was assigned to the station.
Mobile IP also uses DHCP when the station movesinto aforeign net-
work.

M obility—Refers to a station that moves about while maintaining
active connections with the network. Mobility generally implies phys-
ical motion. The movement of the station isnot limited to a specific net-
work and 1P subnet. In order for a station to be mobile it must establish
and tear down connections with various access points as it moves
through the access points' territory. To do this, the station employs
roaming and Mobile IP.

M ode—See Device Mode.
M TBF—Mean-Time Between Failures
Multiple Address System (M AS)—See Point-Multipoint System.

Networ k Name—User-sel ectable alphanumeric string that is used to
identify agroup of radio unitsthat form acommunications network. The
Access Point and all Remotes within a given system should have the
same network address.

Networ k-Wide Diagnostics—An advanced method of controlling and
interrogating MDS radios in aradio network.

NTP—Network Time Protocol

Packet—The basic unit of data carried on alink layer. On an IP net-
work, thisrefersto an entire | P datagram or a fragment thereof.

Passive Scanning—Scanning is a process used by stations to detect
other access points on network to which it may connect if it needs to
roam. Passive scanning is a slower process in which it listens for infor-
mation offered by the access points on aregular basis. Active scanning
isafaster processin which the station sends out probe message to which
the access points respond. Passive scanning can be done while main-
taining the current network connectivity. Active scanning affectsthe RF
configuration of the radio and therefore, at least temporarily, discon-
nects the station from the access point.
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PING—Packet Nternet Groper. Diagnostic message generally used to
test reachability of anetwork device, either over awired or wireless net-
work.

Point-Multipoint System—A radio communications network or
system designed with a central control station that exchanges data with
anumber of remote locations equipped with terminal equipment.

Poll—A request for dataissued from the host computer (or master PL C)
to aremote radio.

Portability—A station isconsidered connected when it has successfully
authenticated and associated with an access point. A station is consid-
ered authenticated when it has agreed with the access point on the type
of encryption that will be used for data packets traveling between them.
The process of association causes a station to be bound to an access
point and allowsit to receive and transmit packetsto and from the access
point. In order for a station to be associated it must first authenticate
with the access point. The authentication and association processes
occur automatically without user intervention.

Portability refersto the ability of a station to connect to an access point
from multiple locations without the need to reconfigure the network set-
tings. For example, aremote transceiver that is connected to an access
point may be turned off, moved to new site, turned back on, and,
assuming theright information is entered, can immediately reconnect to
the access point without user intervention.

PL C—Programmable Logic Controller. A dedicated microprocessor
configured for a specific application with discrete inputs and outputs. It
can serve asahost or asan RTU.

Remote—A transceiver in a network that communicates with an asso-
ciated Access Point.

Remote Terminal Unit—See RTU.
RFI—Radio Freguency Interference

Roaming—A station's ability to automatically switch its wireless con-
nection between various access points as the need arises. A station may
roam from one access point to another because the signal strength or
quality of the current access point has degraded below what another
access point can provide. When two access points are co-located for
redundancy, roaming allows the stations to switch between the access
points to provide arobust network. Roaming may also be employed in
conjunction with Portability where the station has been moved beyond
the range of the original access point to which it was connected. Asthe
station comesin range of a new access point, it will switch its connec-
tion to the stronger signal. Roaming refersto a station's logical, not nec-
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essarily physical, move between access points within a specific network
and | P subnet.

RSSI—Received Signal Strength Indicator

RTU—Remote Terminal Unit. A data collection deviceinstalled at a
remote radio site.

SCADA—Supervisory Control And Data Acquisition. An overall term
for the functions commonly provided through an MAS radio system.

Skip Zone(s)—Groups of operating channels (frequencies) deleted
from the radio transmitter and receiver operating range.

SNM P—Simple Network Management Protocol

SNR—Signal-to-Noise Ratio. A measurement of the desired signal to
ambient noiselevels. This measurement provides arelative indication of
signal quality. Because thisis arelative number, higher signal-to-noise
ratios indicate improved performance.

SNTP—Simple Network Time Protocol

SSL —Secure Socket Layer

STP—Spanning Tree Protocol

Standing-Wave Ratio—See SAVR.

SWR—Standing-Wave Ratio. A parameter related to the ratio between
forward transmitter power and the reflected power from the antenna
system. Asageneral guideline, reflected power should not exceed 10%
of the forward power (= 2:1 SWR).

TCP—Transmission Control Protocol

TFTP—Trivia File Transfer Protocol

Trap Manager—Software that collects SNMP traps for display or log-
ging of events.

UDP—User Datagram Protocol
UTP—Unshielded Twisted Pair

WINS—Windows Internet Naming Service. Part of Microsoft Win-
dows NT and 2000 servers that manages the association of workstation
names and locations with Internet Protocol addresses. It works without
the user or an administrator having to be involved in each configuration
change. Similar to DNS.

Zone—See Frequency Zone.
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IN CASE OF DIFFICULTY...

MDS products are designed for long life and trouble-free operation. However, this equipment, as
with all electronic equipment, may have an occasional component failure. The following informa-
tion will assist you in the event that servicing becomes necessary.

TECHNICAL ASSISTANCE

Technical assistance for MDS products is available from our Technical Support Department during
business hours (8:00 A.M.—5:30 P.M. Eastern Time). When calling, please give the complete
model number of the radio, along with a description of the trouble/symptom(s) that you are expe-
riencing. In many cases, problems can be resolved over the telephone, without the need for
returning the unit to the factory. Please use one of the following means for product assistance:

Phone: 585 241-5510 E-Mail: TechSupport@microwavedata.com
FAX: 585 242-8369 Web: www.microwavedata.com

FACTORY SERVICE

Component level repair of radio equipment is not recommended in the field. Many components are
installed using surface mount technology, which requires specialized training and equipment for
proper servicing. For this reason, the equipment should be returned to the factory for any PC board
repairs. The factory is best equipped to diagnose, repair and align your radio to its proper operating
specifications.

If return of the equipment is necessary, you will be issued a Service Request Order (SRO) number.
The SRO number will help expedite the repair so that the equipment can be repaired and returned
to you as quickly as possible. Please be sure to include the SRO number on the outside of the ship-
ping box, and on any correspondence relating to the repair. No equipment will be accepted for
repair without an SRO number.

A statement should accompany the radio describing, in detail, the trouble symptom(s), and a
description of any associated equipment normally connected to the radio. It is also important to
include the name and telephone number of a person in your organization who can be contacted if
additional information is required.

The radio must be properly packed for return to the factory. The original shipping container and
packaging materials should be used whenever possible. All factory returns should be addressed to:

Microwave Data Systems
Product Services Department
(SRO No. XXXX)

175 Science Parkway
Rochester, NY 14620 USA

When repairs have been completed, the equipment will be returned to you by the same shipping
method used to send it to the factory. Please specify if you wish to make different shipping arrange-
ments. To inquire about an in-process repair, you may contact our Product Services Group at 585-
241-5540 (FAX: 585-242-8400), or via e-mail at ProductServices@microwavedata.com.
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