i

WESTELL
User Guide

13.1.2 Disabling Single Static IP — Single IP Address PassThrough

To disable Single Static IP, select Single Static IP from the Configuration menu. Click on disable.

Asingle Static IP Configuration - Microsoft Internet Explorer

| Fie Edt Vew Favortes Took Help

WESTELL
Discover Better Broadband  Home Status C

Single Static IP
Gonfiguration

WAN 1P Address : 10.16.80.8

Single Static IP is currently enabled for
salle-982.

“dizable

4 | ;l;l

[&] Done [ [ [ mernet 4

If you clicked disable in the preceding screen, the following pop-up screen will be displayed. Click on OK.

Microsoft Internet Explorer

@ Dizable IP Pazsthrough?

Cancel

If you clicked OK in the Disable IP Passthrough? screen, the following pop-up screen will be displayed. This
screen will allow the modem to be reset and the new configuration will take effect. Click on OK.

Microsoft Internet Explorer E3

@ The modem must be reget in order far the new configuration to take affect.

Do vou wish to rezet now?
Canceq
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If you clicked OK in the preceding screen, the following screen will be displayed. The Router will be reset and the

new configuration will take effect.

“ Fle Edt View Favortss Toeoks Help

e

Links

J Addiess ﬁ

<l

STEL
Batter Broad

4(
WE! L

band

Home Status C

Resetting Modem Please Wait......

The modem is resetting in order for
the requested changes to take effect
Your page will be reloaded shortly.

@] Done

|

| Internet

After a brief delay, the home page will be displayed. Confirm that you have a DSL sync and that your PPP session
displays UP. (Click on the connect button to establish a PPP session). Next, Select Single Static IP from the
Configuration menu to confirm that Single Static IP is disabled, as shown in the following screen.

/i Single Static IP Configy

Microsoft Intemet Explorer

| Ele Edt View Favoies Tools Hep

Gonfiguration

Home Status

Plsase select which device will share your Singls Static IP.

IF "User Configured PC is selected, a focal PC must be manualiy configured to
have the Single Static 1P address,

WaN IP Address : 10,16,90.8

User Configured PC
salle-9

Single Static IP is currently disabled,

\ /

STOP! After you disable Single Static IP, you must reboot your computer.
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13.2 Service Configuration

The following settings will be displayed if you select Services from the Configuration menu.

Westell has developed an extensive list of NAT services and you may select any service from this list. By selecting
your specific NAT service and setting up a NAT profile, you will ensure that the appropriate ports on the Router are
open and that the required application traffic can pass through your LAN. For a list of supported services, go to
section 17 (NAT Services).

NAT Profiles allow you to create specific service settings. The NAT profile may then be associated with a
connection profile, allowing you to customize profiles for specific users. For example, if you want to attach specific
NAT services to a profile, or if you want to set up a different connection setting for a profile, you can create new
NAT profiles and customize them to your preference.

NOTE: You may create up to four NAT profiles and attach an unlimited number of services to each profile.

soft Internet Explorer

JRT=TES

| Fle Edt vien

WESTELL
o

Service
Configuration

Gl = e
current Profile: | Default
sorvica fams [5e 0 5ENE e D &
** * Denotes Custom Service
UPNP Enable [
service Name Service Mode Host Device
IPSEC 4LG Client Dynamic - delete

* if your firewall is enabled, the firevall rules take precedence over the Services.

et cusam e
Crrmenar

\ S/

d |

iscover Better Broadband  Home Status Ci i i ro i Help |

i

®

[ | | mntemet

4

Current Profile

Displays the NAT (Network Address Translation) services that you have selected.

Service Name

select to configure your Router.

Drop down selection menu of NAT (Network Address Translation) service you can

UPNP Enable

Factory Default = Disable

your operating system.

Enabling UPNP (Universal Plug and Play) allows automatic device discovery by
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13.2.1 Configuring UPNP on your Router

Note: To use the UPNP functionality in the Router, your Windows XP operating system must also support UPNP.
Please contact your computer manufacturer to verify that UPNP is enabled in your Windows XP operating system.

To enable UPNP on the Router perform the following steps:

1) Select Services from the Configuration menu.
2) Click the UPNP Enable box in the Service Configuration screen. A check mark will appear in the box.
3) Follow the instructions in the pop-up screens.

4) Click OK to reset the Router.

‘ NOTE: When you are ready to disable UPNP, uncheck the UPNP Enable box in the Service Configuration screen.

If you click the UPNP Enable box in the Service Configuration screen, a check mark will appear in the box, as

shown below.

o

oy e
Current Prafile: [Default =)
" * ' penotes Custorn Service
UPNP Enable
Service Name Service Mode Host Device
IPSEC ALG Client Dynamic detarls delete’

* [f your firewail is enabled, the firewall rules take precedence over the Services.

J

e

L
]

|
[ | | meme v

And the following pop-up screen will be displayed. Click on OK.

Microzoft Internet Explorer E3

@ Do you wigh to save this UPMP configuration?

Cancel |
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If you clicked OK in the preceding screen, the following screen will be displayed. Click on OK to reset the Router.

Microzoft Internet Explorer | x|
The modem must be reset in arder for the new configuration to take affect
Do you wish to reset now?

Cancel |

If you clicked OK in the preceding screen, the following screen will be displayed. The Router will be reset
automatically, and the new configuration will take effect.

“ File Edit ‘fiew Fawortes Tools  Help H = 2

J Links ”H Addiess ﬁ

a

WESTELL

Discover Beiter Broadband  Home Status Configuration Mai Tr ti Help
g J

Resetting Modem Please Wait......

The modem is resetting in order for
the requested changes to take effect
Your page will be reloaded shorthy

4l | Lrl
4

|&] Done T e niemet

After a brief delay, the home page will be displayed. Confirm that you have a DSL sync and that your PPP session
displays UP. (Click the connect button to establish a PPP session).
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13.2.2 Creating a New NAT Service Profile

NAT Profiles allow you to create specific service settings. The NAT profile may then be associated with a
connection profile, allowing you to customize profiles for specific users. For example, if you want to attach specific
NAT services to a profile, or if you want to set up a different connection setting for a profile, you can create new
NAT profiles and customize them to your preference.

NOTE: You may create up to four NAT profiles and attach an unlimited number of services to each profile.

To create a new NAT profile, click new in the Service Configuration screen.

juration - Microsoft Internet Explorer

| Fle Edt Vew Favortes Toos Hel

WESTELL
Discover Batter Broadba

band  Home Status i i 0 Help |
Service
Configuration

= eE»
Current profile: [Defauit 7]
servcs tamg [Soo0eSerice Y e e
‘! Denotes Custom Service
UPNP Enable [
Service Name Service Mode Host Device
IPSEC ALG Client Dynarmic - delete

= If your firewail is enabled, the firewall rules take precedance over the Services.

define custom service
Static NAT

- J
4 | o
2

] [ [ [

If you selected new from the preceding Service Configuration screen, the Create new Service Profile? pop-up
screen will be displayed. Click on OK to begin creating your new NAT service profile. Click Cancel if you do not
want to create a new NAT service profile.

Microzoft Internet Explorer |

@ Create new Service Profile?
Cancel |
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If you clicked OK, the following screen will be displayed. Select “A New Service Profile #1” from the Current
Profile drop-down arrow.

2 Service Configuration - Microsoft Internet Explorer

_iolx]
| File Edt Vew Favores Toos Hel

4?/
WESTELL
L o omsteotes TeE
Service
Configuration
e a— - &
Current Profile: | Default A

Service Name
' ¥ Denotes Custom Service

UPNP Enable [T

Service Name Service Mode Host Device

- - e
* If your firewall is enabied, the firewall rules take precadence over the Services.

e castom s
static NAT

IPSEC ALG client

/ e
a | _>I_I
[&]bone

[ [ [ | mntermet 7

If you selected “A New Service Profile #1” from the Current Profile drop-down arrow, the following screen will

be displayed. This screen shows that you have chosen to create a new NAT service profile. You may create up to
four NAT service profiles and attach an unlimited number of services to each profile.

2 Service Configuration - Micrasoft Internet Explorer

ol x]
| Fle Edt View Favertes Tooks Help

WESTELL

Discover Better Broadband

Home Status Ci i i i Help )
Service
GConfiguration
e -» @D &
Current Profile: |A New Service Profile #1 =

Servics Hame |SelectaSenics

D D
* ' Denotes Custormn Service

UPNP Enable [T

Service Name Service Mode Host Device

et Dynamic «= [ —erete ]
* I your firewall is anabied, the firevall rules take precedence over the Services.

‘define custom service

IPSEC 4LG

L S
J | il
@

[ [ [@meme
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13.2.3 Editing a NAT Service Profile

After you have created a NAT service profile, you may edit the profile’s name. If you select edit from the Service
Configuration screen, the following screen will be displayed. By selecting the edit button, you can make changes to
your profile name, and then add NAT services to or delete them from your profile. Type your new NAT service
profile name in the field labeled Profile Name.

3 Edit Service Profile - Microsoft Internet Explorer HE B I
- I
Edit Service Profile

Profile Name |A Mew Service Profile #1

= &

H

The following screen shows that a new profile name called ‘My NAT Profile’ was entered into the Profile Name
field. If you want save the new profile, click on save. If you do not want to save the new NAT profile, click close.

3 Edit Service Profile - Microzoft Internet Explorer M= B3 I
a I
Edit Service Profile

Profile Name |My NAT Profile

e &
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If you clicked save in the Edit Service Profile screen, the following pop-up screen will be displayed. Click OK to
save your new profile settings. If you click on Cancel, your new profile settings will not be saved.

Microszoft Internet Explorer  [E3

Save this Profile?

Cancel |

The following screen displays the current profile. If desired, you may create a new profile and delete or edit an
existing profile.

7) Service Configuration - Microsoft Internet Explorer

=olx|
| Fie Ede view Favertes Toos Hep

| & ]

WESTELL
Discover Getter Broadband  Home Status

Service
GConfiguration

ing Help ]

Current Profie: [MyNAT Profie =] ey @y =y
! * ! Denotes Custom Service

UPNP Enable [0

Service Name Service Mode Host Device
IPSEC ALG Client Dynarric elata
* [f your firewadl is enabled, the firewall rules take precedence over the Services.

.

BE
B

__
[T [ 8 tntemnet
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13.2.4 Adding NAT Services to a Profile

This section explains how to add NAT services to your NAT service profile. Remember, you may attach an
unlimited number of NAT services to any profile.

NOTE: Westell has developed an extensive list of NAT services and you may select any service from this list. By
selecting your specific NAT service and setting up a NAT profile, you will ensure that the appropriate ports on the
Router are open and that the required application traffic can pass through your LAN. For a list of supported NAT
services, go to section 17 (NAT Services). IPSEC ALG is the Router’s factory default NAT service.

To add a NAT service, select Services from the Configuration menu. Next, Select a NAT service from the options
provided at the Service Name drop-down arrow.

NOTE: You can attach multiple NAT services to your profile. However, for each NAT service that you attach to
your profile, you must first select the new NAT service. Then, you must load the new NAT Configuration, as
explained in section 13.2.2 (Creating a New NAT Service Profile).

In the following screen, “Default’ has been selected at the Current Profile that will host the desired NAT service.
However, you can attach a NAT service to any profile.

— = =
Current Profile; | Default ha
Servins Name |SoI2Cta Senice 2 ~cnabic - I ~derete~ i —edit )
Seled a Service -
UBNP EnablelICQ 2001 b/ACL Instant Messenger

Aliens ve, Predator
anarchy Online
4ge of Empires I: The Canguarors

Service Name |Asheron's Call
Baldur's Gate 1

IPSEC ALG Botlecom [ “detars | S ata
Blizzard Batle. net

* Fyaur firewallBlack and White « [ the Services.

define custom service
Static NAT

. /
4 | of!

&1 [ [ [ |a meerner 7
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For example, the screen below displays America Online as the NAT service selected. After you have selected a

service, click enable.

J Service Configuration - Microsoft Internet Explorer

| Fle Edt Vew Favorites Toos Help

WESTELL
Dis

cover Better Broadband

Service
configuration

Home Status C.

- &

Current Profile: | Default B

Service Name

rerica Online

* ' Denotes Custom Service
UPNP Enable [0

Service Name Service Mode Host Device

IPSEC &LG Client Dynamic

oz |
* If your firevail iz enabled, the firewall rules take precedence over the Services.

]

[ [ [ mternet

A

If you click enable, the following pop-up screen will be displayed. If you click OK, you will allow incoming

connections to be forwarded to a designated local PC. If you click Cancel, you will allow only outgoing connections
from any local PC. Click OK or click Cancel.

NOTE: If you click Cancel in the following pop-up screen, the NAT service you selected in the Service

Configuration screen is still configured; however, it will not be assigned to any device on the local LAN. You must
click OK to host the NAT service.

Microzoft Internet Explorer

2)

Hoszt Service?

Hazt will allow incoming connections to a designated local PC.
Dynamic will only allow outgoing connections from any local PC.

k. = Host, Cancel = Dynamic

Carcel |

|
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If you clicked OK in the preceding pop-up screen, the Host Device screen will be displayed. The Host Device
screen will allow you to select which device will host the NAT service you selected on your local area network. You

must either select the device from the Host Device drop-down arrow or type an IP address in the field labeled IP
Address. If you click on Cancel, the connection will be dynamically assigned. Click on done.

/3 Host Device - Microsoft Internet Explorer

Host Device ISEl||E-982 'I

ME |

IP Address

or specify

one

After you have selected a NAT service and you have saved it to your NAT service profile, the following screen will
be displayed. It shows which NAT service is active for the selected profile.

030-300432 Rev. A

3 Service Configuration - Microsoft Internet Explorer

| Fle Edt view Favortes Taols Help

JRT=TE

-
& |

®
WESTELL
Do sase oo oS G oenootng_tep. ]
Service
Configuration
] ooy ey
Current Profile: | Default =

Service Hame | 58lecta Senice

* ' Denotes Custom Service
UPNP Enable [0

Service Name Service Mode

America Online

e @y

Host Device

Part Farwarding sallo-ge2 = =
IRSEC ALG Client Dpnarmic = [ ~derete ]
* If your firewall is enabled, the firewall rules take precedence over the Services.
et cstom soiee
)
< | >
& [ [ [ tnkemet v
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If you select the details button in the Service Configuration screen, the following screen will display the details of
the selected NAT service. If you click on the delete button in the Service Configuration screen, you will remove
that NAT service from your NAT service profile. Click close to continue.

a Service Details - Microsoft Internet Explorer I
i I

Service Details

Service Name America Online
Type Port Forwarding

Port 1

Protocal: TP
Global Port{s): 5190
Base Host Port: 5190

COSE

H

NOTE: If you would like to set up additional Advanced Service Configuration options, refer to section 14 (Setting
Up Advanced Service Configuration).
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13.3 Firewall Configuration

The following settings will be displayed if you select Firewall from the Configuration menu.

NOTE: Westell recommends that you do not change the settings in the User Defined Firewall Rules screen. If you
need to reset the Router to factory default settings, push the reset button on the rear of the Router.

1o/ x|
L&)
=l
Control outbound traffic initiated from within the focal network.
Inbound traffic may be controlied by configuring Port Forwarding,
© High Blocks all outgoing traffic except Mail, News, Web, FTP, and IPSEC
€ Medium 52me as high, end user can set custom rules through NAT
configuration
& Low Only known security hales are pratected
© Mone all traffic is allowed
€ Custom Customize settings (—=ait ]
Enable: ™
Remoate IP Address: |182168.7.47
=)
- /
gl I [
& [ [ mntemet A
Security Level
High High security level only allows basic Internet functionality. Only Mail, News, Web,
FTP, and IPSEC are allowed. All other traffic is prohibited.
Medium Like High security, Medium security only allows basic Internet functionality by

default. However, Medium security allows customization through NAT configuration
so that you can enable the traffic that you want to pass.

Low Factory Default = Low

The Low security setting will allow all traffic except for known attacks. With Low
security, the Router is visible to other computers on the Internet.

None Firewall is disabled. (All traffic is passed)
Custom Custom is an advanced configuration option that allows you to edit the firewall
configuration directly. NOTE: only the most advanced users should try this.
Remote Logging
Enable Factory Default = Disable
If enabled, the Router will send firewall logs to a syslog server.
Remote IP Address The IP address of the syslog server machine to which the diagnostics logs to be sent.

If you select Edit from the Security Level screen, the User Defined Firewall Rules screen will be displayed. This
screen allows you to change the security parameters on your Inbound and Outbound Firewall rules via the User
Defined Firewall Rules drop-down arrow. If you select Inbound, this will restrict inbound traffic from the WAN to
the LAN. Outbound restricts outbound traffic to the WAN from the LAN. To apply the new settings, click Apply in
the screen labeled User Defined Firewall Rules.
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The information displayed in the following screen depends upon the Firewall security setting you have selected. If
you selected “None” in the preceding Firewall Security Level screen, no values will be displayed in the following
User Defined Firewall Rules screen.

; Firewall Rules - Microsoft Internet Explorer: ;IEIEI
|J File Edit Yiew Favorites Tools Help | :,' |
B

User Defined Firewall Rules M

title [ Security Lewvel Low IN ruf

Outhound
hegin
RulesPass
pass all
RulesDropiddress

drop from addr 0.0.0.0 »>> done, alert 4 [ 0.0.0.0 Source IP
Lddress]

RulesPassUDP

pass protocol udp, to port 53 > done

pass protocol udp, from port 53 > done

RulesDropICHMP
drop protocol icwp >> alert 4 [ICMP Message To WAN IP]
end

Note: The information displayed in this screen
depends on the level of security you have selected.

=
—Tr
=)
H
|&] pone l_l_’_ 0 Internet v

If you clicked Apply in the User Define Firewall Rules screen, the following pop-up screen will be displayed.
Click on OK if you want your new firewall setting to take effect. If you click Cancel, your new firewall settings will
not take effect.

Microsoft Internet Explorer x|

? | Do vou wish ko save these Rules ko Flash
\tr') and switch your Security Lewel ko "Cuskom"?

oK I Cancel |

If you want to save your new firewall settings, click save in the screen labeled User Define Firewall Rules.

NOTE: Westell recommends that you do not change the settings in the User Defined Firewall Rules screen. If you
need to reset the Router to factory default settings, push the reset button on the rear of the Router.
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/3 Firewall Rules - Microsoft Internet Explorer == x|
J File Edit Wiew Favorites Tools Help | ,' |
]
User Defined Firewall Rules [[IliEEk

title [ Security Lewel Low IN rules ] —

hegin

RulesPass

pass all

RulesDhroplddress

drop from addr 0.0.0.0 >» done, alerc 4 [ 0.0.0.0 Jource IF

Lddress]

RulesFassUDP

pass protocol udp, to port 53 >> done

pass protocol udp, from port 53 > done

RulesDropICHMP

drop protocol icwp >»> alert 4 [ICMP Message To WAN IP]

end

Note: The information displayed in this screen depends

on the level of security you have selected.

=
=5

[&] Done ’_l_’_ # Internet él

If you clicked save in the User Define Firewall Rules screen, the following pop-up screen will be displayed. Click
OK when asked Do you wish to save these Rules to Flash and switch you Security Level to “User”? This will

save your new firewall settings. If you click Cancel, your new firewall settings will not be saved.

Microsoft Internet Explorer x|

? | Do you wish to save these Rules ko Flash
\f/ and switch your Security Level to "Cuskom®?

(0] I Cancel |
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If you select Help in the screen labeled User Defined Firewall Rules, the following screen will be displayed. This

screen gives a detailed explanation of the Firewall Rules

File/Buffer Format

The ROL file or buffer formatis divided into two sections. The first portion of the file defines any number of keys and associated values. The
second portion contains the filtering rule definitions.

Key Definition Section

# ey definition consists ofthe key fallowed by the associated value. Avalue is actually a character string. The string s delimited by the open
and tlose square brackets. An example ofa keyword defintion would 1ok like the following

#ife | High securty ROL 2]

The packet iter engine does not use keys. They are intended to provide Information associated with the fle. The user interface treats the key
definition and value pairs as standard text.

Rules Section

The rules section of the ROL fils or buffer s delimited by the begin an end keywords. The rules listed between these delimiters are parsed
and canverted to a decision ree data structure used by the packetfilter engine. The rules listed are implemented sequentially as listed in the
ROL source. Once the packetfilter engine finds a match for a rule itwil note the flter action ta he taken (9ass or drap) and continue ta
campare the following fules with the given packet Unless otherwise instructed (see the description ofthe done action in section 3.2.1.2.3)
Rule Names

ROL ules rmay be given narmes. The packetlogging fality and the user interface uses these rule names. A name applies to all les
fallawing ts deslaration in the Rules Section unil another name is declared or the end statement An identifier (one or mars alohanumeris
characters beginning with an alnha character) on a line by ftself declares a new name for the follawing rule(s).

RDL Comments

Camments begin with the # character. The parser ignores il characters Tollowing the comment character to the end ofthe line

RDL Command Syntax

4n RDL command consists of a filter keyword fallowed by a condition expressian optionally fallowed by ane or moare action keywards.

Filter Condition [, Conaition2, ] [>» Action, ActionZ, ]

The fiter keyword specifies ifthe packetwill be passed ar dropped. The candition defines the portion ofthe packet and the bit string to which
itwill be compared. The action keyword may specify additional action(s) to be taken

Filter Keywords

The RDL filter token may be either passed or dropped.
pass Specifies that the matching packet is 1o be passed onto the associated interface orthe SENS MUK,
drop Specifies thatthe matching packetwill not be forwarded to the associated interface or the SENS MUK,

Con

on Keywords
The condition expression determines ifthe rule is a match for the aiven packet
all Specifies all packets. [fthe all condition is specified in a rule, all other conditions are ignored.

match layer offset (bit-stringlmasKl} Specifies one or mere explicit bt strings and offsets into the layer headerto compare.
This keyword is followed by ihree parameters. The firstnumeric parameter is the header layer, valid values include 2 though ¢
(Ethemet=2,ip= 3, tcpludp/icmpfiamp = 4). The second numeric parameter is the offsetinto the packet 1o begin the
camparisan. T and the third third parameter, is the representation of the bit stiing and comparisian bit maskitself. The bit
stringltis delimited with the open and close curly braces (). A colon delimits the bit sting and mask.If no mask is provided,
maskvalue of all ones is assumed. Each byte of the bit siring and maskis represented by  twa charater hexadecimal
number and is separated bywhite space from the previous bite representation

from 1o [addr ip-addr#masK] | [POrt port_n [port >= port_n | port>= port_n] Specifies particular fields (P address or
TCRIUDP port number) ofthe |P header. The from keyword designates the source fields, and the to keyword designates the
destination fields. One ar more seriptors ofthe fields and their its contents then follows the keyward. & list of descriptors
i to be separated by colan(s). These field descriptors include addr (P address), mask (network mask), and port (TCP or UDP
port numben)

addr Speifies the source or destination IP address field and comparison mask. This keyword s followed by a
IP address in dotted-decimal notation and mask separated by a forward stash. The mask is a number from 1 to
32 and it signifies how many bits of the IP address ars compared. iTno maskis provided, a mask valus of 32 is
assumed

port Specifies the source or destination UDPITCP part number. This keyword is followed by the 18 bit part
ket represented hexadecimal o decimal farmat Using the == of »= operatars allows for matching on
ranges of ports.

protocol tcp [udp |icmp |igmp | valwe Specifies the value of the protocol field found in the IP header. Itis followed by a
parameter that specifies the protocal value. There are builtin keywords for the TGP, UDP, IGMP, and IGMP protocols. If a
different protocol valus is required, it may be represented by a decimal or hexadecimal value between 0 and 255

tep Specifies the TCP protocal
udp Specifies the UDP protacol
icmp Specifies the ICNP protocol
igmp_ Specifies the IGNP protocol

ck |:psh |zrst |:fin Specifies some combination ofthe flag bits found in the TCP header. The
parameters following the keyword shauld be represented in a calon defimited list

Fgmp-type query | report Specifies the IGHP packet type found in the IGMP header. The report type checks for both version 1
and version 2type cotes. No check s made by the parser to verify that the IGMP protocal Is Specified. So tis up to the userty
include the protocal igmp condition in a rule using the igmp-type sondition

Ffcmp-type request| reply Specifies the ICMP packet type found in the ICMP header. No theck is made by the parser to verify
thatihe IGMP protocal is specified. So itis up to the user to include the protocol icmp condition in a ule using the icmp-ype
condition

Action keywords
Specifies any further action to be taken upan a match between the rule condition and the packet content.

log fevef Specifies thatthe contents of any matching packet header should be recorded in the Iog table. The fevef parameter
i & mechanism to indicate the source ofthe log entry. This value ule narme s stored with each Iog entry resulting fram this
rule. The log may subsequently be searched or sorted by this valuee rule name. Log entries appear in the table with a default
severity of 0. The feveJvalue Is represented by a decimal or hexadecimal value between 0 and 255

alert severity[Alerttex] Specifies that the contents of any matching packet header should be recorded oin the log table
with the cormesponding severity value and text explanation. Severity is a decimal number between 0 and 4. The alerttextis
delimited by bracketsBrackets delimit the alert tex

done Specifies that the filtering engine should stap checking any subsequent rules shauld this rule match. This action
provides a mechanisr to optimize the decision tree implemented by the fitering engine

state Specifies that the TCPACMPAIGMP session (particularly the sequence numberinthe tase of TCP and the packet e
and sourceidestination addresses and ports in the sase of ICMP and IGMP) assaciated with this packetwill be added to the
state table maintained by the filtering engine. As long as that session remains in the state table all packets assaciated with
that session are passed without comparing them to the rules decision tree. The fitering enginestate takle logic maintains the
state ofthe session with successive packets and closes or times it out (removes it fom the state table) whenever apprapriate.
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13.4 Wireless Configuration (Models 328W10, 328W11)

WESTELL =
Discover Better Broadband  Home Status C i i ubleshooting Help |
Single Static IP

Services
Firewall
Wireless
Advanced LAN
Advanced WAN

Basic
Security
MAC Filter
Advanced

13.4.1 Wireless Basic

The following fields will be displayed if you select Wireless > Basic from the Configuration menu. If you change
any settings in this screen, you must click save to save the settings.

4 Wireless Configuration - Microsoft Internet Explorer =10 x|

| Fle Edt Vew Favoites Todk Help | & |
(a

WESTELL

Discover Batter Broagband  Home Status G

wireless Configuration

Wireless Configuration

Wireless Operation lm

Network Name (SSID) [oo0n

Channel lE

Mode lm
Frameburst Mode lm

Hide 551D [Disabled =]

=5
. S

4 ol

[&] bone [ [ [ mtemmet V.

IMPORTANT: If you are connecting to the Router via a wireless network adapter, the service set ID (SSID) must be
the same for both the Westell Router and your PC’s wireless network adapter. The default SSID for the Router is the
serial number of the unit (located below the bar code on the bottom of the unit and also on the Westell shipping carton).
Locate and run the utility software provided with your PC’s Wireless network adapter and enter the SSID value. The
PC’s wireless network adapter must be configured with the SSID (in order to communicate with the Router) before you
begin the Router’s account setup and configuration procedures. For privacy, you should change the Network Name
(SSID) value in the Wireless Configuration screen to your desired value.
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Wireless Configuration

Wireless Operation

Factory Default = Enabled.
When disabled, no stations will be able to connect to the Router.

Network Name (SSID)

This string, (32 characters or less) is the name associated with the AP. To connect to
the AP, the SSID on a Station card must match the SSID on the AP card or be set to
“ANY.”

Channel Factory Default = 6
The AP transmits and receives data on this channel. The number of channels to choose
from is pre-programmed into the AP card. Station cards do not have to be set to the
same channel as the AP; the Stations scan all channels, and look for an AP to connect
to.

Mode Factory Default = Mixed

This setting allows station to communicate with the Router.

Possible Responses:

Mixed: Station using any of the 802.11b, 802.11b+, and 802.11g rates can
communicate with the Router.

Legacy Mixed: Same as Mixed, but also allows older 802.11b cards to communicate
with the Router.

11b only: Communication with the Router is limited to 802.11b

11b+: Stations using any of the 802.11b and 802.11b+ rates can communicate with the
Router

11g only: Communication with the Router is limited to 802.11g

Frameburst Mode

Factory Default = Disabled
When selected, this enables/disables the frameburst option.
If enabled, additional algorithms are used for increased throughput.

Hide SSID

Factory Default = Disabled.
If Enabled, the Router will not broadcast the SSID. Stations must configure the SSID
to match the Network Name (SSID) to connect to the Router.

If you clicked save in the Wireless Configuration screen, the following pop-up will be displayed. Click OK to

continue.

Microsoft Internet Explorer Ed I

@ wirelesz access will be interrupted and the wirelezs stations may require reconfiguration, continue?

Cancel |

030-300432 Rev. A

79 December 2004




i

WESTELL
User Guide

13.4.2Wireless Security

The following screen will be displayed if you select Wireless > Security from the Configuration menu.

curity - Microsoft Internet Explorer

View  Fawortes Tools  Help

WESTELL ——————
Discover Better Broadband  Home Status G ing Help
wWireless Securit

wireless Security

Wireless Security Disabled =

4|

[&]Done [ [ [@eeme:

N

Select the desired security option from the Wireless Security drop-down menu.

IMPORTANT: Client PCs can use any Wireless Fidelity (Wi-Fi) 802.11b/g/g+ certified card to communicate with
the Router. The Wireless card and Router must use the same security code type. If you use WPA-PSK or WEP
wireless security, you must configure your computer’s wireless adapter for the security code that you use.
You can access the settings in the advanced properties of the wireless network adapter.

2 Wireless Security - Micrasoft Internet Explorer

=10l x|

| Fie Ede vew Favarites Took Help

| a |

WESTELL
Disc

over Better Broadband  Home Status Ci

Wireless Securit

wireless Security

Wireless Security Discbled =

——WEP F—
s per

[T | [ meermet

i
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13.4.2.1 Enabling WEP

Security

If you select WEP from the Wireless Security drop-down menu, the following screen will be displayed. After you
have entered the appropriate values in the fields provided, click save to save the settings.

A wireless Secur

| Fle Edt view Favortes Tooks Help

rity - Microsoft Internet Explorer (o] x|

1l

(]
WESTELL
Discover Better Broadband

Wireless Securit:

Home Status C

wireless Security

Wireless Security WEP 7]
authentication Type [y =]
ey select e
Key 1 [ [Babit =]
Key 2 [ [eabit =]
Key 3 [ [64bit =]
Key < [ [eanit =]
*FWEP keys: 64 bit (5 text or 10 hexadecimal digits)
128 bit (13 text or 26 hexadecimal digits)
(=5ive-)
AN s

[&] bone

[T [ [ mtermet

b

Wireless Security

Wireless Security

Factory Default = Disabled.

Possible Response:

Disabled: If selected, wireless security will be disabled on the Router and any station
can connect to the AP as long as its SSID matches the AP’s SSID.

WPA-PSK: Selecting this will enable you to set up WPA-PSK security on the Router.
WEDP: Selecting this will enable you to set up WEP security on the Router. The AP
card supports 64-bit, 128-bit, or 256-bit WEP encryption. If WEP is selected, any
station can connect to the AP (as long as its SSID matches the AP SSID).

If wireless security is disabled, the risk of someone nearby accessing the AP is
maximized.

Authentication Type

Factory Default = Open System

Possible Response:

Open System: Open System authentication is the default selection.

Shared Key: To use Shared Key authentication, WEP must be enabled, and a valid
WEP key must be present. Enabling WEP does not force the use of Shared Key
authentication. It is permissible to have WEP enabled and still use Open System
authentication.

Key Select

If selected, the WEP Key is treated as a string of text characters, and the number of
characters must be either 5 (for 64-bit encryption) or 13 (for 128-bit encryption) or 29
(for 256-bit encryption). If not selected, the WEP key is treated as a string of
hexadecimal characters, and the number of characters must either be 10 (for 64-bit
encryption), 26 (for 128-bit encryption), or 58 (for 256-bit encryption). The only
allowable hexadecimal characters are 0-9 and A-F.

NOTE: The WEP key must be the same value and type for both the Router and the
wireless network adapter. “Pass Phrase” is not the same as “text” and should not be
used.
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13.4.2.2 Enabling WPA-PSK Security

If you select WPA-PSK from the Wireless Security drop-down menu, the following screen will be displayed. After
you have entered the appropriate values in the fields provided, click save to save the settings.

ecurity - Microsoft Internet Explorer =10l x|
| Fie Edt Vew Favortes Took Help i ‘
M/
WESTELL =
Discover Betfer Broadband Home Status Ce i Help |
wireless Securit

wireless Security

wpPa Shared Key [
wWPA Group Rekey Interval [0
TEIP hd

Data Encryption

*WRA key: must he & to 63 text characters or 64 hexadecimal |
digits in length

S

4| |
[ [ o neermer

EN

Wireless Security

Wireless Security

Factory Default = Disabled.

Possible Response:

Disabled: Wireless security will be disabled on the Router.

WPA-PSK: Selecting this will enable you to set up WPA-PSK security on the Router.

WEP: Selecting this will enable you to set up WEP security on the Router. The AP card
supports 64-bit, 128-bit, or 256-bit WEP encryption. If WEP is selected, any station can connect
to the AP (as long as its SSID matches the AP SSID).

If wireless security is disabled, the risk of someone nearby accessing the AP is maximized.

WPA Shared This is a passphrase (also called a shared secret) that must be entered in both the wireless router

Key and the wireless client. This shared secret can be between 8§ to 63 text characters (or 64
hexadecimal characters) and can include special characters and spaces. The WPA Shared Key
should be a random sequence of either keyboard characters (upper and lowercase letters,
numbers, and punctuation), at lease 20 characters long, or hexadecimal digits (numbers 0-9 and
letters A-F) at least 24 hexadecimal digits long. The more random your WPA Shared Key, the
safer it is to use.

WPA Group Factory Default = 3600

Rekey Interval The number of seconds between rekeying the WPA group key. A zero “0” means that rekeying
is disabled.

Data Encryption | Factory Default = TKIP

Possible Respone:

TKIP- Selecting this option enables the Temporal Key Integrity Protocol for data encryption.
AES- Selecting this option enables the Advanced Encryption Standard for data encryption.
TKIP/AES- Selecting this option enables the Router to accept either TKIP or AES encryption
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13.4.3 Wireless MAC Filter Table

The following screen will be displayed if you select Wireless > MAC Filter from the Configuration menu.
To enable MAC Address filtering, click the box adjacent to Enable MAC Address Filtering. A check mark will
appear in the box. Next, click save to save the setting. To add or edit a MAC Address setting, click the add button.

me Status Configuration Maintenance Troubl el

When the MAC Addres: nabled, only the stations
that are in this table, ar llowed, will be accepted.
All others will be blocked.
Currently the MAC Address table is empty.

(o

Elowme © o

If you clicked save in the Wireless Filter Table screen, following pop-up screen will be displayed. Click OK to

continue.

Microsoft Internet Explorer B

@ ‘wireless access will be interupted and the wireless stations may require reconfiguration. continue?

] Cancel

If you clicked add in the Wireless Filter Table screen, the following screen will be displayed. Enter the appropriate
values for your MAC Address settings, and then click save to save the settings. Click cancel in this screen if you do
not wish to add MAC Address setting.

3 MAC Information - Microsoft Internet Explorer !EE

MAC Address
Settings
Traffic m

MAC Address 00:00:00:00:00:00

Station Name I

Traffic Allowed: When the MAC Filter is enabled, only stations in the MAC Filter Table
(which are set to “Allowed”) will have access to the AP.
Blocked: This allows the station to remain in the table, but no access to the Router
is allowed.

MAC Address The MAC address assigned to the station that you want to allow access to.

Station Name

The station name or description that the MAC address is assigned to. This is an
optional field that is useful in identifying the station.
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13.4.4 Wireless Advanced Configuration

The following screen will be displayed if you select Wireless > Advanced from the Configuration menu. If you
change the settings in this screen, you must click save to save the settings.

o
[[ Fle et vew Fovortes Tods Heo ¥
=
Beacon Period 200 msecs (rangei1-65535)
RTS Threshold 237 bytes (range:0-2347)
Fragmentation Threshold [2346  bytes (range:256-2345)
F bytes (rangsi1-255)
s)
52 [652 [65s.s [B2lu
802.11g Supported Rates
by
Pe) VEls [VElo [VEliz [VElie [VEles [VElss [VElas [VElsa
- =
Pl | ;l_l
Iij (@ Internet 7

Wireless Advanced Configuration

Beacon Period

The time interval between beacon frame transmissions. Beacons contain rate and
capability information. Beacons received by stations can be used to identify the
access points in the area.

RTS Threshold

RTS/CTS handshaking will be performed for any data or management MPDU
containing a number of bytes greater than the threshold. If this value is larger than
the MSDU size (typically set by the fragmentation threshold), no handshaking will
be performed. A value of zero will enable handshaking for all MPDUs.

802.11b Rates (Mbps)
802.11g Rates (Mbps)

Fragmented Threshold Any MSDU or MMPDU larger than this value will be fragmented into an MPDU
of the specified size.

DTIM Interval The number of Beacon intervals between DTIM transmissions. Multicast and
broadcast frames are delivered after every DTIM

Supported Rates These are the allowable communication rates that the Router will attempt to use.

The rates are also broadcast within the connection protocol as the rates supported
by the Router.

If you clicked save in the preceding screen, the following pop-up screen will be displayed. Click OK to continue.

Microsoft Internet Explorer E

@ ‘wireless access will be interupted and the wireless stations may require reconfiguration, continug?

Cancel
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13.5 Advanced LAN

7w

WESTELL
Dist

cover Better Broadband

Home Status C

Single Static IP
Sernvices
Firawall
Wireless
Advanced LAN »
Advanced WAN

Home

GConnection Overview

ubl ing Help |

DNS
DHCP
Private LAN
Public LAN
VLAN

This section explains the configurable features of the Router that are available if you select Advanced LAN from

the Configuration menu.

NOTE: If the Router is configured for ETHERNET PORT 1, VLAN will not be displayed. You must configure the
Router for DSLATM PORT to access VLAN in the Advanced LAN drop-down menu. Refer to section 13.6.3.1
for details on enabling and disabling DSLATM PORT and ETHERNET PORT 1.

13.5.1 DNS Configuration

The following settings will be displayed if you select Advanced LAN > DNS from the Configuration menu.

2} DNS Configuration - Microsoft Internet Explorer

“ File  Edit “iew Favoites Tools Help

CIoL=|

WESTELL

Discover Bester Broadband fon

Home Status Config

=
— &

Tro ting Help |

DNS Configuration

User Assigned DNS

Domain Name |myh0me.westeH carm

Static Host Assignment

Host Name

|dslrouter
devicewsh

SmartDevice

i

Discovered Local Devices

Mo Discovered Devices

\

IP Address
192.168.1.1 E
192,168.1.1 delete
192.168.1.1
| 33

%,
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User Assigned DNS
Domain Name This field allows you to enter a Domain Name for the Router.

NOTE: Some ISP’s may To add a Domain Name, in the field under User Assigned DNS, type in your new
require the name for domain name and click Set.
identification purposes.

Static Host Assignment
Host Name This field allows you to enter a HOST name for the Router.

To add a new Host name, in the field under Static Host Assignment, type in the Host
Name and the IP address and click Set.
IP Address Displays the IP address that is assigned to the Host Name.

Discover Local Devices
This field displays a list of the computers on the LAN that were assigned a DHCP Address. The DNS name and
IP address entry of each discovered device is displayed. (NOTE: The values in this field will be displayed barring
any propagation delays. If “No Discovered Devices’ is displayed, manually refresh the screen.)

If you want to add a new Host Name and IP address to your DNS server, enter the Router’s Host Name and IP
Address in the fields provided in the Static Host Assignment section.

’a DNS Configuration - Microsoft Internet Explorer M= B I

JEiIe Edit “iew Favortes Toolz Help _

i

WESTELL e
Discover Better Broadband  Home Status Configuration Maintenance Troubleshooting Help |

DNS Configuration

User Assigned DNS

i

Domain Name Imyhomeweatell corm

Static Host Assignment

Host Name IP Address
[dsirouter 192.168.1.1 E
deviceweb 192.168.1.1 -
StnartDevice 192.168.1.1 -
| 1500 [~ add )

Discovered Local Devices

Mo Discovered Devices

.
J | s

.
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The following screen displays a Host Name and an IP Address in the fields. Now click on add.

2 DNS Configuration - Micrasoft Internet Explorer
| Ele Edt Mew Favoites Tooks Help

i

WESTELL

Discover Better Broadband

Home Status Ci [']

DNS Gonfiguration

User Assigned DNS

.

Domain Name imyhome westell.com

l

Static Host Assignment

Host Name IP Address
[asirouter 192.168.1.1
devicewsb 192,168.1.1
SmartDevice 192.168.1.1
dnshamehere 192 168.1.25 EB

Discovered Local Devices

Mo Discovered Devices

If you clicked add, the following screen will be displayed. The Host Name and IP Address have been added to the
Static Host Assignment.

2 DNS Configuration - Microsoft Internet Explorer
| Ele Edt View Favortes Took Help

WESTELL

Discover Better Broadband

DNS Configuration

User Assigned DNS

/

Home Status Config i Maint:

Domain Name Imyhnme westell.com

l

Static Host Assignment

Host Name 1P Address
[dstrouter 192.168.1.1
deviceweh 192.168.1.1 “delete
smartdevice 192.163.1.1 “delete
dnsnamehere 192.168.1.25 “delete
| [i000

Mo Discovered Devices

Discovered Local Devices
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13.5.2 DHCP Configuration (Private LAN)

The following settings will be displayed if you select Advanced LAN > DHCP from the Configuration menu.

onfiguration - Micrs
| Ele Edt Miew Favoites Iook Hel

WESTELL
Discover B

etter Broadband Home Status Ci ion Mai

DHGP Gonfiguration

DHCP Server |Private LAN ¥
Private LAN DHCP Settings

DHCP Start Address [192.168.1.15
DHCP End Address  [182.168.1.47
DHCP Lease Time [y .o .o o

Days Hours Minutes  Seconds

J ol

DHCP Server This setting allows the Router to automatically assign IP addresses to local devices
connected on the LAN. Westell advises setting this to enabled for the private LAN.
Off = DHCP Server is disabled

Private LAN = DHCP addresses will be saved into the Private LAN configuration.
Public LAN = DHCP addresses will be saved into the Public LAN configuration.
This option is only available if the Public LAN DHCP server is enabled.

NOTE: These addresses will be overwritten if the Internet Service Provider
supports dynamic setting of these values.

DHCP Start Address Factory Default = 192.168.1.15

This field displays the first IP address that the DHCP server will provide. The
DHCP Start Address must be within the IP address and lower than the DHCP End
Address. You may use any number from 0 to 254 in this address.

DHCP End Address Factory Default = 192.168.1.47

This field displays the last IP address that the DHCP server will provide. The
DHCP End Address must be within the IP address and higher than the DHCP Start
Address. You may use any number from 0 to 254 in this address.

DHCP Lease Time Factory Default = 01:00:00:00
Displays the amount of time the provided addresses will be valid, after which the
DHCP client will usually re-submit a request.

NOTE: DHCP Lease Time is displayed in the format (dd:hh:mm:ss)*. This value
must be greater than 10 seconds. Seconds must be between 0 and 59, minutes must
be between 0 and 59, and hours must be between 0 and 23.

*(dd = days, hh = hours, mm = minutes, ss = seconds)
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13.5.3 Disabling the DHCP Server

If you click on the drop-down arrow at DHCP Server:, a list of options will be displayed.

If you want to disable your DHCP server, select Off from the DHCP Server drop-down arrow. Click on save.

/] DHCP Configuration - Microsoft Internet Explorer

J File Edit W“iew Favorites Tools Help

|

WESTELL

Discover Betler Broadband Home Status Confi & Maint

DHCP Configuration

DHCP Server IPrivate LAN 'I

Private CP Settings

DHCP Start Address |192.168 115
DHCP End Address IWHE 168.1.47
DHCP Lease Time I-\ ; IU ; IU ; IU

Days  Hours  Minutes Seconds
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If you selected Off at DHCP Server:, the following screen will be displayed. Click on save to save the DHCP
Server setting.

3 DHCP Configuration - Microsolt Intemet Explorer [_ O] <] I

J File Edit View Favortes Took Help |

WESTELL =—————
Discover Beiter Broadband  Home Status Configuration Maintenance Troubleshooting Help )

DHCP Configuration

DHCP Server [Off 'l

e

If you clicked on save, in the preceding DHCP Configuration screen, the following pop-up screen will appear.
Click OK.

Microsoft Internet Explorer |

@ Save and recanfigure DHCP?Y?

STOP: After you disable the DHCP server, you must reboot your PC
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13.5.4 Enabling the DHCP Server

If you want to enable your DHCP Server settings, select Private LAN at the DHCP Server drop-down arrow.

onfiguration -
| Bl Edt Mew Favortes Took Help |

i

WESTELL

Discover Better Broadband

DHCP Gonfiguration

DHCP Server |Private LAN ©

Home Status Cor

PR CP Settings

DHCP Start Address [192.1651.15
DHCP End Address  [192.168.1.47
DHCP Lease Time ,1_ . lu_ . lu_ . ,I]_

Days Hours Minutas  Saconds

ool

If you have recently disabled the DHCP Server for Private LAN, select Private LAN while in the following screen.

Z} DHCP Configuration

icrosaft Internet Explorer

WESTELL

Discover Better Broadband

DHCP Configuration

Home Status Ci

DHCP Server |Off =
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If you selected Private LAN, the following screen will be displayed automatically. Click on save to save your

DHCEP Server setting. If you click on reset, your DHCP Server will be reset to factory default. (Private LAN is the
factory default for the DHCP Server.)

a DHCP Configuration - Microsoft Internet Explorer

]Ei\e Edit  “iew Favoites Tools Help

WESTELL

Discover Bettar Broadband Home Status Config i Maii - | ing Help
i
DHCP Configuration

DHCP Server [Private LAN =]
Private LAN DHCP Settings

DHCP Start Address ITBZ.TBB.T.TS
DHCP End Address |192.168.1.4?
DHCP Lease Time ﬁ_ . 'n_ . l'n_ . 'n_

Days  Hours  Minutes Seconds

e @

If you clicked on save, the following pop-up screen will appear. Click on OK.

Microzoft Internet Explorer E |

@ Save and reconfigure DHCP?Y?
I:an-:ell

STOP: After you enable the DHCP server, you must reboot your PC
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13.5.5 Private LAN Configuration — Configuring NAT

The following settings will be displayed if you select Advanced LAN > Private LAN from the Configuration
menu. (Private LAN is the default configuration for the Router.)

‘NOTE: Private LAN allows you to set up a network behind the Router.

If you change the settings in this screen, click save. If you click on reset, the changes will not take effect.

; Private LAN Configuration - Microsoft Internet Explorer [_ o] %] I
J File Edit “iew Favoitesr Toolz Help

WESTELL e
Discover Helter Broadhand  Home Status Configuration Maintenance Troubleshooting Help |

Private LAN
Configuration

Private LAN DHCP Server Enable [
Private LAMN Enable @

Modem [P address |192.1EE 11
Subnet Mask IZES 2552550

Private LAN DHCP Settings

DHCP Start address |192.168 1.15
DHCP End Address |192.188 1.47
DHCP Lease Time |1_ . ,D_ : ln_ . ID_

Days  Hours  Minutes Seconds

zave I —vesat

) . J y

If you made changes and clicked on save, the following pop-up screen will be displayed. Click on OK. This will
save your Private LAN Configuration settings. If you click Cancel, your new settings will not take effect.

Microzoft Internet Explorer

@ Load new Private LAM configuration’?

Cancel

i
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Private LAN DHCP Server Enable Default = CHECKED

If this box is CHECKED, it enables DHCP addresses to be served from
the Private LAN pool.

Private LAN Enable Default = CHECKED

If this box is CHECKED, it enables the addresses from the Private LAN to
use the NAT interface.

Modem IP Address Displays the Router’s IP address

Subnet Mask Displays the Subnet Mask, which determines what portion of an IP
address is controlled by the network and which portion is controlled by the
host.

DHCP Start Address Displays the first IP address that the DHCP server will provide.

DHCP End Address Displays the last IP address that the DHCP server will provide.

DHCP Lease Time Displays the amount of time the provided addresses will be valid, after

which the DHCP client will usually re-submit a request.

NOTE: DHCP Lease Time is displayed in the following format: (dd:hh:mm:ss)* This value must be greater than 10
seconds. The default = 01:00:00:00. Seconds must be between 0 and 59, minutes must be between 0 and 59, and
hours must be between 0 and 23.

*(dd = days, hh = hours, mm = minutes, ss = seconds).

If the settings you have entered in the Private LAN Configuration screen are incorrect, the following warnings
messages may be displayed via pop-up screens. If this occurs, check the settings in the Private LAN Configuration
screen.

Warning Message Check Private LAN DHCP Settings
Start Address is not part of the Subnet Check the value in the DHCP Start Address field
End Address is not part of the Subnet Check the value in the DHCP End Address field
End Address is below the Start Address Check the value in the DHCP End Address field
Lease time must be greater than 10 seconds Check the values in the DHCP Lease Time fields
Seconds must be between 0 and 59 Check the Seconds value in the DHCP Lease Time field
Minutes must be between 0 and 59 Check the Minutes value in the DHCP Lease Time field
Hours must be between 0 and 23 Check the Hours value in the DHCP Lease Time field

13.5.6 Public LAN Configuration — Multiple IP Address PassThrough

The following screen will be displayed if you select Advanced LAN > Public LAN from the Configuration menu.
Click in the Public LAN DHCP Server Enable box. A check mark will appear in the box.

NOTE: The Public LAN feature, if available from your service provider, allows the Router to use LAN IP addresses
that are accessible from the WAN. Public LAN allows your computer to have global address ability. To utilize the
Public LAN feature on the Router, your ISP must support Public LAN and Static IP. Contact your ISP for details.
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J File  Edit Wiew Fg_vo_rités _lo_al_s Help

3 Public LAN Configuration - Microsoft Internet Explorer

WESTELL

Public LAN
Configuration

Public LAN DHCP Server Enable T
Public L&M Enable r

Public LAN IP Address 192.168.2.1
Public L&N Subnet Mask |255.255.256.0

> &

4

Discover Better Broadband Home Status Configuration Maintenance "'Nl'ﬁr"ouhleshouting Help

The public devices are visible on the Internet unlike a local NAT’ed PC. The example below shows four NAT ed
PCs and one global PC. The arrows show the data path for each flow.

IP (—) NAT

=t

192.168.0.5

Ethernet

IP Router
Modem

—

PPP

WAN
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Public LAN DHCP Server Enable

Default = NOT CHECKED

the Public LAN pool.

If this box is CHECKED, it enables DHCP addresses to be served from

Public LAN Enable

Default = NOT CHECKED

bypass the NAT interface.

If this box is CHECKED, it enables the addresses from the Public LAN to

automatically provide one.

Public LAN IP Address Provides a Public IP Address if the service provider does not
automatically provide one.
Public LAN Subnet Mask Provides a Public Subnet Mask if the service provider does not

If you clicked the Public LAN DHCP Server Enable box, the following screen will be displayed. Click on the

Public LAN Enable box to enable P

ublic LAN.

NOTE: By enabling the Public LAN DHCP Server, you automatically disable the Private LAN DHCP Server on the

Router.

] File Edit “iew Favoites Toolz  Help

3 Public LAN Configuration - Microsoft Internet Explorer

|

WESTELL

Discover Better Broadband

Public LAN
Configuration

Home Status Configuration Maintenance Troubleshooting Help |

Public L&N DHCP Server Enable =

Public LAMN Enable r
Public LAN 1P Address 192.168.2.1
Public LAN Subnet Mask |2b5.265.255.0

Public LAN DHCP Settings

DHCP Start address [192.168.2.15
DHCP End Address  |192.168.2.215
DHCP Lease Time [1_ A T Ig ; Ig

Days Hours Minutes Ssconds

2i|

__E
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If you clicked the Public LAN Enable box, the following screen will be displayed, showing the Public LAN Enable
box selected. Click on save.

3 Public LAN Configuration - Microsoft Internet E xplorer

I File Edt “iew Favoites Took Help |ﬁ
WESTELL

Chsconge Selter: Broadtand Home Status Configuration Maintenance Troubleshooting Help )

Public LAN
Configuration

Public LAN DHCP Server Enable W
Public LAN Enable |7

Public LaN IP Address |192168 21
Public L&M Subnet Mask l255.255.ZEED

Public LAN DHCP Settings

DHCP Start Address |192.168.2 15
DHCP End Address ITEIE.'IEE.E 215
DHCP Lease Time |1 . ID_ . lD_ .o

Days Hours Minutes Seconds

‘ . v o

If you selected Public LAN Enable, or if you made other changes in the Public LAN Configuration screen and
clicked save, the following pop-up screen will be displayed. Click OK to save the new settings. If you click on
Cancel, your new settings will not take effect.

Microzoft Internet Explorer I

Q Load new Public LAM configuration’?

Cancel

:

NOTE: DHCP Lease Time is displayed in the following format: (dd:hh:mm:ss)*. This value must be greater than 10
seconds. The default = 01:00:00:00. Seconds must be between 0 and 59, minutes must be between 0 and 59, and
hours must be between 0 and 23.

*(dd = days, hh = hours, mm = minutes, ss = seconds).

If the settings you have entered in the Public LAN Configuration screen are incorrect, the following warnings
messages may be displayed via pop-up screens. If this occurs, check settings in the Public LAN Configuration
screen.
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Warning Message

Check Public LAN DHCP Settings

Start Address is not part of the Subnet

Check the value in the DHCP Start Address field

End Address is not part of the Subnet

Check the value in the DHCP End Address field

End Address is below the Start Address

Check the value in the DHCP End Address field

Lease time must be greater than 10 seconds

Check the values in the DHCP Lease Time fields

Seconds must be between 0 and 59

Check the Seconds field at DHCP Lease Time

Minutes must be between 0 and 59

Check the Minutes field at DHCP Lease Time

Hours must be between 0 and 23

Check the Hours field at DHCP Lease Time

If you clicked on OK in the Load new Public LAN configuration? screen, the following pop-up screen will be
displayed. This will allow the modem to be reset and the new configuration will take effect. Click on OK.

Microzoft Internet E xplorer X

2)

The maodem must be reset in arder far the new configuration to take affect.
Do you wizh to rezet now?

Cancel

If you clicked on OK in the preceding screen, the following screen will be displayed. The Router will be reset and
the new configuration will take effect.

‘J Fle Edt View Favoiles Took Help

WESTELL
Diss

cover Better Broadband

[| 4= - 7| ”UAeressI“

Home Status C:

Resetting Modem Please Wait......

The modem is resetting in order for
the requested changes to take effect
Your page will be reloaded shortly

o

[ [ |4 intemet i

il |
&] Done

After a brief delay, the home page will be displayed. Confirm that you have a DSL sync and that your PPP session
displays UP. (Click on the connect button to establish a PPP session).

NOTE: Whenever the PPP Status displays DOWN, you do not have a PPP session established. If your Router’s
connection setting is set to “Always On,” after a brief delay the PPP session will be established automatically and
the PPP Status will display UP. If the connection setting is set to “Manual,” you must click on the Connect button
to establish a PPP session. Once the PPP session has been established (PPP Status displays UP), you may proceed
with your Router’s configuration.
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13.5.7 VLAN

The following settings will be displayed if you select Advanced LAN > VLAN from the Configuration menu.

“ Fle Edit %ew Favoites Took Help

/2 VLAN Configuration - Microsoft Internet Explorer [ O[] I

4

WESTELL

Discover Better Broadband

YLAN Configuration

VLAN Enable

/

Home Status Configuration Maintenance Troubleshooting Help |

YLAN Configuration

LAN Port: m

VLAN ID: E

YLAN Priority: @

Outgoing YLAN Tag: lm
(—eave ]

r

S

ol

VLAN Enable

Factory Default = DISABLED
If this box is check, VLAN will be Enabled. This will allow VLAN
tagging to occur according to the data port’s configuration.

LAN Port

This allows you to select the LAN port that you wish to configure.
Possible response:

Ethernet Port 1

Ethernet Port 2

Ethernet Port 3

Ethernet Port 4

USB Port*

WLAN Port

VLAN ID

This allows you to assign a VLAN ID to the port.
Possible response:
1 through 8

VLAN Priority

This allows you to set the VLAN priority for the port.
Possible response:
0 through 7

Outgoing VLAN Tag

This allows you to keep or remove the VLAN tag on the port when data is
outgoing.

*USB Port is available in Models 7400 and 328W10 only.
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To enable VLAN, click on the box adjacent to the VLAN Enable field. A check mark will appear in the box.
Click save to save the settings.

NOTE: For VLAN to function properly, the VLAN ID must be set to a value other than ‘1’ in VLAN
Configuration screen and in the VC 1 Configuration screen when the you are using the Bridge (VLAN Bridge)
protocol. See Advanced WAN section for configuring VC’s (refer to section 13.6.6).

'3 WLAN Configuration - Microsoft Internet Explorer
| e Edt View Favories Toos  Help |

| s [] gt sdshowercas =l @6 |

Discover Better Broadband Home Status Configuration Maintenance Troubleshooting Help |

VLAN Enable ~
LAN Part: [Ethemet Port1 =]
VLAN ID: [T
VLAN Priority: 35
Outgoing YLAN Tag: ,WI
eive)
e /

>
4l | 3

NOTE: If you change the values in the VLAN Configuration screen and click the reset button, the screen will
display the previously set values for the LAN Port you have selected. If you change the settings in this screen, you
must click save to save the new settings.

If you click on save, the following pop-up screen will appear. Click OK in the pop-up screen to allow the new
settings to take effect.

Microsoft Internet Explorer I

@ Save and configure COSY
Cancel |
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13.6 Advanced WAN

This section explains the configurable features of the Router that are available if you select Advanced WAN from

the Configuration menu.

NOTE: If you are using Model 328W 10 or 328W11, options in the Advanced WAN drop-down menu may or may
not be displayed depending on the Router’s WAN Configuration (DSLATM PORT or ETHERNET PORT 1).
However, all menu options are displayed if the Router is configured for DSLATM PORT 1. The following sections

provide further details on the Troubleshooting menu.

If you are using Models 7400, 7401, the following Advanced WAN menu options will be displayed.

Vi{a

savand  Home Status Config

Single Static IP
Senvices
Firewall
Wireless
Advanced LAN
Advanced WAN

Connection Overview

If you are using Models 328W10, 328W11, the following Advanced WAN menu options will be displayed.

NOTE: If Model 328W10, or 328W11 is configured for ETHERNET PORT 1, the QOS option will not be
displayed in the Advanced WAN drop-down menu. You must configure the Router for DSLATM PORT to access
QOS. Refer to section 13.6.3.1 for details on enabling and disabling DSLATM PORT and ETHERNET PORT 1.

WESTELL
Discs

over Better Broadband  Home Status Config

[ ome Single Statc !

Services
Firewall
Wireless
Advanced LAN
Advanced WAN

Connection Overview
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13.6.1 ATM Loopbacks

The following settings will be displayed if you select Advanced WAN > ATM Loopbacks from the Configuration

menu.

NOTE: When the Enable ATM 0/21 box is checked, this feature is enabled. If the box does not display a check
mark, this feature is disabled. If you change the setting in this screen, you must click save to save the setting.
Westell does not recommend that you change this setting.

|] Fiie Edt View Favoites Tools Help _
=
_
(4
WESTELL
Discover Getter Brosdband  Home Statue ©
‘ Enable 4TM 0/21 Loopback W ‘
—_—
@] Dane [ ][4 ntemet 4

Enable ATM 0/21 Loopback: | Factory Default = ENABLED

This option enables the 0/21 loopback, which is used by your ISP.
NOTE: Westell does not recommend that you change this setting.
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13.6.2 VC Configuration (Models 7400, 7401)

The following screen will be displayed if you select Advanced WAN > VC from the Configuration menu. If you
change the Bridge Broadcast, Bridge Multicast, or Spanning Tree Protocol configurations in this screen, click on
the save filter settings button to allow these changes to take effect. If you change any of the Status configurations,
a pop-up screen will prompt you to reset the Router. After the Router has been reset, the Status configurations will
take effect. The edit button allows you to change the VC configuration settings of the Router. Details on the edit
button are explained later in section 13.6.4.

NOTE: The actual information displayed in this screen may vary, depending on the network connection established.

If you are using Model 7400 or Model 7401, the following screen will be displayed.

7} vC Configuration - Microsoft Internet Explorer -0l x|
| Fle Edt Vew Favortes Took Hep | & |
=
®
WESTELL B
Discover Better Band  Home Status bleshooting Help |
Status  VPI VCI Protocol
Enable = 0 35 PPPOE -
Disahle ~ 0 36 Bridge -
Dicable ~ 0 37 Bridge -
Disable = 0 38 Bridge -
Disable = 0 39 Bridge -
Dicable ~ 0 40 Bridge -
Disahle ~ 0 4 Bridge -
Bridge Broadcast 2
Bridge Multicast 2
Spanning Tree Protocol [
J | 3
& [ [ [ [ mtemet A

NOTE: The configuration
specified by your Service
Provider will determine which
Protocols are available to you.

Status Allows you to enable or disable your VC (Virtual Connection)

Displays the VPI (Virtual Path Indicator) value for a particular VC, which is
VPI . .

defined by your Service Provider.

Displays the VCI (Virtual Channel Indicator) value for a particular VC, which
VCI . . .

is defined by your Service Provider.
Protocol Displays the Protocol for each VC, which is specified by your Service

Provider.

Possible Response:

PPPoA = Point to Point Protocol over ATM (Asynchronous Transfer Mode)
PPPoE = Point to Point Protocol over Ethernet

Bridge = Bridge Protocol

Classical IPoA = Internet Protocol over ATM (Asynchronous Transfer Mode).
This is an ATM encapsulation of the IP protocol.
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Bridge Broadcast Factory Default = CHECKED

When this setting is CHECKED, the Router will allow Broadcast IP packets
to/from the WAN.

When this setting is NOT CHECKED, the Router will block Broadcast IP
packets to/from the WAN.

This setting is only valid if one of the Virtual Channels is configured for
Bridge mode.

Bridge Multicast Factory Default = CHECKED

When this setting is CHECKED, the Router will allow Multicast IP packets
to/from the WAN.

When this setting is NOT CHECKED, the Router will block Multicast IP
packets to/from the WAN.

This setting is only valid if one of the Virtual Channels is configured for
Bridge mode.

Spanning Tree Protocol Factory Default = DISABLED

Spanning Tree Protocol is a link management protocol that provides path
redundancy while preventing undesirable loops in the network. For Ethernet
network to function properly, only one active path can exist between two
stations.

When ENABLED, two bridges are used to interconnect the same two
computer network segments. Spanning Tree Protocol will allow the bridges to
exchange information so that only one of them will handle a given message
that is being sent between two computers within the network.

NOTE: Spanning Tree can’t be enabled if VLAN is enabled.
Status Allows you to enable or disable your VC (Virtual Connection)
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13.6.3 WAN Configuration (Models 328W10, 328W11)

The following screen will be displayed if you select Advanced WAN > WAN from the Configuration menu. If
you change the Bridge Broadcast, Bridge Multicast, or Spanning Tree Protocol configurations in this screen,
click on the save filter settings button to allow these changes to take effect. If you change any of the Status
configurations, a pop-up screen will prompt you to reset the Router. After the Router has been reset, the Status
configurations will take effect. The edit button allows you to change the VC configuration settings of the Router.
Details on the edit button are explained later in section 13.6.4.

NOTE: The actual information displayed in this screen may vary, depending on the network connection established.

If you are using Model 328W10 or Model 328W11, the following screen will be displayed.

2} waN Configuration - Microsoft Internet Explorer =10/ x|
| Fle Edt vew Favortes Toos Hep | " ‘
|
.
Discover Beiter Broadband  Home Status G i i ing Help
WAN PORT |DSLATHM PORT hd
Status VPI VCI Protocol
Enable = 0 35 PPPOE -
Disable 0 36 Bridge -
Disable . o a7 Bridge -
Disahle . o a8 Bridge -
Disable * 0 39 Bridge -
Disable = 0 a0 Bridge -
Disable 0 a1 Bridge -
Bridge Broadcast c4
Bridge Multicast ¥
Spanning Tree Protocol
<5vs it s
tll | 3
& [ [ mtemet 7

WAN PORT

Factory Default = DSLATM PORT

Possible Responses:

DSLATM PORT - Selecting this will enable the Router’s DSL transceiver.
This will disable the WAN Ethernet port and allow the WAN interface to use
the DSL port.

ETHERNET PORT 1 — Selecting this will disable the Router’s DSL
transceiver. This will enable the WAN Ethernet port and allow the WAN
interface to use the UPLINK/E1 Port.

Status

Allows you to enable or disable your VC (Virtual Connection)

VPI

Displays the VPI (Virtual Path Indicator) value for a particular VC, which is
defined by your Service Provider.

VCI

Displays the VCI (Virtual Channel Indicator) value for a particular VC,
which is defined by your Service Provider.
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Protocol

NOTE: The configuration
specified by your Service
Provider will determine which
Protocols are available to you.

Displays the Protocol for each VC, which is specified by your Service
Provider.

Possible Response:

PPPoA = Point to Point Protocol over ATM (Asynchronous Transfer Mode)
PPPoE = Point to Point Protocol over Ethernet

Bridge = Bridge Protocol

Classical IPoA = Internet Protocol over ATM (Asynchronous Transfer
Mode). This is an ATM encapsulation of the IP protocol.

Bridge Broadcast

Factory Default = CHECKED

When this setting is CHECKED, the Router will allow Broadcast IP packets
to/from the WAN.

When this setting is NOT CHECKED, the Router will block Broadcast IP
packets to/from the WAN.

This setting is only valid if one of the Virtual Channels is configured for
Bridge mode.

Bridge Multicast

Factory Default = CHECKED

When this setting is CHECKED, the Router will allow Multicast IP packets
to/from the WAN.

When this setting is NOT CHECKED, the Router will block Multicast IP
packets to/from the WAN.

This setting is only valid if one of the Virtual Channels is configured for
Bridge mode.

Spanning Tree Protocol

Factory Default = DISABLED

Spanning Tree Protocol is a link management protocol that provides path
redundancy while preventing undesirable loops in the network. For Ethernet
network to function properly, only one active path can exist between two
stations.

When ENABLED, two bridges are used to interconnect the same two
computer network segments. Spanning Tree Protocol will allow the bridges to
exchange information so that only one of them will handle a given message
that is being sent between two computers within the network.

NOTE: Spanning Tree can’t be enabled if VLAN is enabled.
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13.6.3.1 Enabling DSLATM PORT - Disabling ETHERNET PORT 1
(Models 328W10 and 328W11 only)

NOTE: When using the optional UPLINK/E1 port, Ethernet LAN connection is limited to E2, E3, and E4.
The UPLINK feature is optional. If UPLINK is not enabled, the Router will use DSL and wireless only.

To configure the Router so that it uses the DSL port, select DSLATM PORT from the WAN PORT drop-down
arrow. By selecting DSLATM PORT, you will enable the Router’s DSL transceiver. This will disable the WAN
Ethernet port and allow the WAN interface to use the DSL port.

NOTE: All of the Router’s menu options are displayed if the Router is configured for DSLATM PORT.

2} waN Configuration - Microsoft Internet Explorer =[ol x|
| Pl Edt WVew Favortes Took  Help | o ‘
(a
WESTELL =
Discover Better Broadband Home Status C i i ti Help

WAN Configuration

WAN PORT |DSLATMPORT -

R AT
Status |
[Enebie =] o 35 PPPOE
Disahle = [1} 36 Bridge
Disable = [1} 37 Bridge
Disable = [1} 38 Bridge
[Disabie =] o 39 Bridge
[Disable =] © 40 Bridge
[Disabl= =] © 41 Bridge
Bridge Broadcast 2
Bridge Multicast =2

Spanning Tree Protocol [

Save filter settings

. /

[ | |8 mternet s

&=
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If you select DSLATM PORT from the WAN Port drop-down arrow, the following screen will be displayed. Click
OK.

Microsoft Internet E xplorer

& Thiz change will dizable your WA ethernet port. The WAN interface will uze the DSL port.

If you click OK in the preceding pop-up screen, the following screen will be displayed. Click on OK. If you click
on Cancel, the change will not take effect.

Microzoft Internet Explorer I

@ Are you sure you wizh to change your WaAM part and enable DSL

Carcel |

If you clicked on OK in the preceding pop-up screen, the following pop-up screen will appear. The Router must be
reset to allow the new configuration to take effect. Click on OK.

Microsoft Internet Explorer E3

The modem must be reset in order for the new configuration to take affect.
Do wou wish to reset now'’?

Cancel

H
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If you clicked on OK in the preceding screen, the following screen will be displayed. The Router will be reset and

the new configuration will take effect.

H Fle Edt View Favortes Took Help

WESTELL
Discov

over Belter Broadband  Home Status G i i : i

The modem is resetting in order for
the requested changes to take effect
Your page will be reloaded shortly

il

Resetting Modem Please Wait

H P ”Hum ”HAeressﬁ

o

&] Done

[ [ |4 intemet

4

After a brief delay, the home page will be displayed. Confirm that you have a DSL sync and that your PPP session

displays UP. (Click on the connect button to establish a PPP session).
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13.6.3.2 Disabling DSLATM PORT - Enabling ETHERNET PORT 1
(Models 328W10 and 328W11 only)

To configure the Router so that it uses the WAN Ethernet Port, select ETHERNET PORT 1 from the WAN PORT
drop-down arrow. By selecting ETHERNET PORT 1, you will disable the Router’s DSL transceiver. This will
disable the DSL Port and allow the WAN interface to use the WAN Ethernet Port.

NOTE: If ETHERNET PORT 1 is configured, the Router’s menu options may or may not be displayed. The sections
explained throughout this document will indicate when a menu item is unavailable. The UPLINK feature is optional,
and if UPLINK is not enabled in the .ini file, the Router will use DSL and Wireless only.

7} waN Configuratiol icrosoft Internet Explorer o =]

WESTELL =
Discover etter Brosgnand  Home Status G i i Help

WAN Configuration

WAN PORT |DSLATMPORT A
DSL ATM PORT
Status CETHERMET PORT T ]
Enable - 0o 35 PPPOE -
Disakle * 1] 36 Bridge
Dwsble =] 0 87 Bridge
Disakle * 1] 38 Bridge
Dsble =] 0 39 Bridge
Disahle = 0 40 Bridge
Desble =] 0 41 Bridge
Bridge Broadcast 2
Bridge Multicast =2
Spanning Tree Protocol [~
saven er settings

4 | _>l:I

[ [ |4 mtemet 4

|&

NOTE: If you experience any problems, please reset the Router via the external hardware reset button or via the
procedure defined in section 15.1(Backup/Restore) from the Maintenance menu. Click the restore button adjacent
to ‘Factory defaults become Current configuration’.

030-300432 Rev. A 110 December 2004



