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The Verizon® Wireless Broadband Router provides rcliable, high-speed, Internet access to vour el
phone linc and is capable of data rates hundreds of times faster than a traditional analog modgy
modemns, the Wireless Broadband Router allows you to use the same phone line igr =

communications and high-speed Intermet access, eliminating the nesd for dedicated gh y
needs. In addition, your Wireless Broadband Router supports a variety of networkife
ROZ2.11kg, VDSL, COAX, and WAN Ethernct.

ting small office
t unlike analog
*0Hs voicefax
voice and dafg

koey Features:

Mullimedia over Coay interface (Mo A)
4-PPort 10/]100 BaseT Ethernet LAN switch
Inkcgrated B02.11g Acocss Point
Crobedded Firewall

LP Quality of Service
IGMP Proxy Function

A WARNING /‘23

Risk of electric shock. YVoltages up to 140 Vdc (with reference to
ground) may be present on telecommunications circuits.

O30-300239 Bov. A 5 October 2007
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3.1 FCC Compliance Note

(FOCC 1D CHES100VMX X140}

of the Federal Communication Cemmission (FCC) Rules, These limits arc desi N en =l ble protecton
against harmiul interference in o residential installation, This equip : o

frequency energy, and if oot instalied and used in wecordance with the i
o rmdio corumamications. Howewver, there is no guarantes that mterferen
Il this cquipment does cause harmful interference to radiv or televisi
tuning the equipment OFF and ON, (he uscr is encouraged o try to o
following meagires:

ermined by
more of the

. Reorienl or relocate the receiving Attt

. Increase the separation between the AP the Teceigsr.

- Connect the equipmment to a difgy it fro to wif the

. Consult the dealer or an exg o TV 1 a1 .

. Thix device complies with " U FCC Rul/fCneration is subjest to the following two conditions:
(1} his device ma i - hermiR intcrferendilt and (2} this deviee must accept any interference
received, including iniere afause undc: il operation.

WARNING: While h, 2 ration distMice of at least 20 cm (% inches) must be maintained

bibwesn the colllign PR 5 Sposed LR transmitter in order to meet the FOU RF exposure guidelines.
Making cha : ok is hot Jwitted. Doing 5o may result in the installed syatem excecding

RE exposure ot be M-located ot operated in conjuncton with any other antenng or

radio transmid i follow the instailation insiractions provided in this guide.

Modifications .
equipment. ‘

This cquipment is Jnated 1o connect W the telephone notwork or premises wiring using a comnpatible modular
Jack that is Part 68 compliant. An FCC compliant telephone cord and modular plug is provided with the equipment.
See the Installation Infomnalion sccton of this User Guide for details,

% expressly approved, couid void the users’ rights to operate the

PART 68 - COMPLIANCE REGISTRATION

A plug and jack used to connect this equipment (o the premises wiring and telephone network must comply with the
applicable FCC Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug
is provided with this product. It is designed to be connected to & compatible modular jack that is also compliant. Sec
installation insruction for gotails,

If this terminal equipmen {Modcl 91030} canses harm o the telephone network, the tclephone company may request
you ko discomnect the cquipment until the problem is resolved. The telephone company will netify you in advance if
temporary discontinuance of scrvice is required. If advance notiication is not practical, the telephone company will
notify you as soon as possible. You will be advised of your right to file a complaint with the FCC if you believe
such action iz necessary, If you cxpericnce trouble with this equipment (Model 9100), de not ry to repair the
equipment yoursclf The cquipment cannot be ropaired in the ficld. Contact Yerizon for instructions.

030-300239 Rev, A ) 3 October 2007




Wiraless Rrogdtand Rowter iModel 5100) Liver (uide

The T,Elt:p]?une company may make changes to their facilities, equipment, operations, or procedures that could affect
the aperation of this equipment, 1f this happens, the telephone company will provids advance notice in onder for you
to make the modilications necessary ko maintain nninterrupted service.

If your kome has specialiy wired alarm equipment connected o the wlepbone ling, ensure that they
equipment (Model 5100} docs not disable your alarm equipment. If you have gquestions
alaern equipment, consult your telephone company or a qualified installer.

lation of this
at will disable

This equipment canngt be used on public coin phone service provided by the telepho
equipraent to party line service is subjoot to state tariffs.

cction of this

3.2 Canada Certification Notice

telecommunications network proteclive, operations and safety requi
Terminal Equipment Technical Requiraments docum . ;
operate to the uset™s satisfacton.

This cquipment meets the applicable Ing i i ; aP Specification. This is
confirmed by the registration number. Tl At i fer signifies that registration
was performed hased on 2 Declaratiy try Cilada technical specifications were
. The Ringer Equivalence Number {(REN) is 0.0,
of torminal equipment provides an indication of the
hone interface. The termination oo an sokerface
irement that the sum of the Ringer Equivalence

‘The Ringer Equivalence N
maximum number of tetming

Before insts i . ok thet it is permissible to be commected o the facilities of the
local Telecd -2 e Mt must alse be insialled using an acceptable method of
connection. At compliance with the above conditions may oot prevent degradation
of service in ¢ party line service is subject 1o state tariffs. Contact the state public

alarm equipment, 4 your telephone company or a qualified installer,

If you experience Wouble with this equipment (Model 91003, do not try &0 repair the equipment yoursclf The
equipment cannot be repaired in the field and must b retumned to the manufacturer. Repairs o centified equipment
should be coordinaied by a representative, and designated by the supplier, Contact Verizon for instroctions,

The termination on an interface may consist of any combination of devices subject only io the requirement that the
sum of the Ringer Equivalence Nurnbers of all the devices does not excesd five,

Uscrs should ensure, for their own protection, that the electrical ground commections of the power utlity, telephone
lings, and inwmal, metallic water pipe system, i present, are connocted togcther. This precantion may be
particularly important in mral areas,

-&munoﬂ-&

Users should not attempt fo make such connections themselves, but shoukd contact the
appropriate electrical inspection anthority, or elecirician, as appropriate.

030-300235 Rev. A 7 ' " October 2007
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The following system specifications are requited for optimum performance of the Router.

Conpection Tvpe . Minimum System Reguirements
Pentium® ar equivalent class machines or higher
Microsofte Windows® (XP, 2000, ME, NT 4. j Mactoshe OS X,
or Linuy installed

P & 64 MB RAM (128 MB reoommendged)
F
IS COAX +« 10 ME of free hard drive space
= 10/104 Base-T MNetwork Interface
«  Intermat Explorer 3.5 or later or Ni
, *  Computer Operating Sysem CD
' - 5
- intosha OF X,
ETHERMET

(K1, EZ, B3, B4, WAN)

later or Metscape Mavigator 7.x or later
m CD-ROM on hand

s of higher machines

, 2000, ME, NT 4.0, 98 5E) or

28 MB recommended)

ard drive space

r 5.5 or Metscape Navigator 7.x or later
ilable IEEE 802.11b/g PC adapter

030-300239 Rev. A 8 ' Qctober 2007
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5.1 LED Indicators

This section explaing the front-pancl and rear-pane] LED statcs and descriptions. LEDs 3
operalion and statms.

Ferify the unit's

LED States and Descripilons

Wireless Broadband Router Front
LED State
Solid Green Power is 0N,
Flashing Green
Solid Red o seoonds
OFF
Solid G
BROADBAND Flas
per i= OFF or no VDSL signal detected.
loternet 1N cstablished. VDSL link is Up, and the Router has a
. WAN IF Srcss from TPCP or DHCP; or 3 static 1P is confipured;
r PP neg®ation has successfufly completed (if vsed} and no
ic is detected.
commection established and TP Traffic is passing through device
n either direction}. Note: If the IP or BPP zession (s dropped due
to an idle omeout, the light will remain solid green, if a VDSL
connection is still present. If the session iz dropped for any other
reason, the light is tumed OFF. The light will mam red when it
attcmpts to reconnect and DHCP or PPP fails),
Router has attempted and failed to cetablish TP connectivity fne
Solid Amber DHCY responss, no PPP respomse, PPP authentication failed, no
[P addresz from IPCP, et
OFF Router power is OFF; or Router i3 performing POST; ot Router is
in Bridee Mode;, or Router has not atempted Intetnet conneclivity.
Solid Green Wireless link esiablished
Wireless |LAN activity is present (raffic in cither direction).
[P connection establishad and [P traffic is passing through device
{in cither direction). MNote: If the IP or PPP gession is dropped due
WIRLLESS Flashing Green I an idle imeout, the light will remain solid green, if a VDSL
SETLP connection is stll present. If the scesion is dropped for any othet
rcason, the light is tamed OFF. The tight will tum red when it
attemnpits to regonnect and DHCP or PP fails).
OFF Router power is OFF; or no wireless link; or wirsless Easy Config
oot aciive,
Solid Green Powered device is conpegted 0 the associated port.
El, B2, K3, E4 Flashing Green 104100 Base-T LAN activity is present (traffic in eithet direction).
(Ethernet L AN} OFF Bouter power is OFF, or no cable or no powered deviee is
connected o the agsomated port
MOCA Solid Gireen A physical connection has been established.

030-300239 Rev. A
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Flashing Green Acbvity is present em the MoC A link,
OFF Router power is OFF.
Solid Green Wireless link established
Wizctess LAN activity is present (traffic in cither direction).
IP connection established and 1P maffic is pgglnp through deviee
{in sither direcdon), Mote: If the IF or PP§ on1 12 dropped dus
Flashing Green to ao idic fimecut, the light will remgs ifa VDSL
IRELES:S connection is ml_] present. If the gas ed for any other
W 8 reason, the light is omed OFF, h red when it
attempis o reconocct and
Dcvice attempled (03 ed (no RHCF
Solid Red response, nc PPP res A T i cd, ner 1F
address from [PCP, ¢
CFF Romer power 18 OF
Zolid Green
POWER
Left Ethernet LED at 100 Mbps (traffic in either direction).
established.
N activity at 10 Mbps (traffic in either direction).

*  Power coo or {12 WY barred
e OFF/UN power switch

*  YDSEL comnector (RJ-113

¢ Wireless 802.1 1b/g SMA connector and anterna

030-300239 Rev. A
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Wirciess Anlonna
and Conne e

FIOS COAX Raser
Contectar Bunoz

5.3 Connector Descriptions

The following chan displays the Rout™s rear pancl co

SYMBOL NAME
to the in-home coaxial cabling,
Coax [F(_[]is}'{ F-t gctor Multimedia over Coux Aliiance
the Gataeway’'s 10/100 Base-T Etherngt
ETHER NG { rjack h o a local commumer, Hub, or ather Ethcrnet-
led device.
Conncets the Renter (0 8 broadband modem or router
A moduliglack | via 1100 Basc-T Ethemet, crabling access to the
Intemet or Wide Area Network (WAN],
Connecis the Ronter’s DC 2V power connector W an
12 VDC 3 AC wall jack. Use onky the power supply provided with
the Router kit
. Antenna fot tansmitting and receiving wircless signals
Wireless comnector and stenn2 { ¢ 'wi ki (802.11big) comnected devices,
C
LT oo PO OFF/ON power switch Allows you to irn on or turn ofT the Router,
. . Conpects to a wall jack provizioned with VDSL service
&- .
D VDSL pin RJ-1l modularjack |\ the VDSL jack ofa POTS spitter,

030-300235 Rev, A 1 ' October 2007
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This section explains the hardware mstallation procedures for conmecting to your Router.

6.1 Installation Requirements

To install your Wirgless Browdband Router, you will need the following:
Active VDIL line
Metwork Interface Card (NIC) installed in your PC
BO2.11 b'g wireless adapter (for wireless installation)

»  COAN (for coax installation)

IMPORTANT: Please wail until you have received notgication rom Vi
activated befors installing your Router.

6.2 Before you begin

& & & & & B

VDEL signals m
or any similar gon

P from reaching each telephone, answering maching, fax machine, computer modem
al device. Failure to do so may degrade telephone voice quality and YDSL performance.
Install a microfilter desire to uge the VDSL-equipped line jack for telephone, answering machine, fax machine
ot pther lelephone device connections. Microfileer installation requires no tools or telephone rewiring. Just unplog
the tclephone device from the basebwoard or wall mount and snap in 2 microfilter, next snap in the telephone device.
You can purchase microfiltcrs from your local elecronics retailer, or eontact the orginal provider of your VDSI.
equipiment.

030-300270 Rev, A ) 12 ) October 2007
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6.4 Hardware Installations

The following insttuctions cxplain how o install your Router using 101060 Base-T Lthemet, Wireless or WAN
Ethemet connections, Before you begin, please read the following notes:

NOTE:

i1, if your Ethcrnet card does nat auto-negotiate, sct it to half duplex. Refer to the Gihgng
mmstructions for installing and configunng your Ethernet card.

2. [f you are nsing Router in conjuncton with an Ethernet Hub, Switch, or othg
manufacturer's instructions for proper installation and configuration.

3. When using a Microfilter, confirm that the VDS RJ-11 phooe cable i
DSLHFPN non-filtersd jack.

4. It is recommended that you use 2 surge suppressor (o i e o 3 se onky
the power supply provided with your kit.

5. Additional Ethernet cables may be required the installation m Ausing. Ethcmnet cables
and filters can be purchased at your local g rehailgr

&, The Router supports simultansons s Eitch 1 MoCA configurations, To use
this installation moethod, follow : i i

The Router supports the fall . Er ) h are confipurable through the Router™s Web pages:
VDS, WAN Trhernet g

AN aceess, In this mode you should install the
lowring sections:

. WA L% . th= Router as an Ethemet Gateway (for exanple, w0 connect 10 another
AN gccess). In this mode you should nstall the Router according 1o the
‘Connecting the Router via WAN Ethernel™

r according 1o the instructions in section §.4.4, “Connecting the Router via COAN/Set-top

G30-300239 Rev, A 13 ' Crctober 2007




Wireless Brocdbund Router (Model 011 Liger Guide
6.4.1 Connecting the Router via 10/100 Base-T Ethernet

To connect your Rouler using the 10/100-BaseT Ethornet connection, please foliow the steps below:

1. Comncet the power supply cord to the power connector marked 12 VINC on the rear pancl g outer, Plug

the other end of the power supply into an AC wall socket, and then power up the Ro

2. Connect the Ethernet cable (provided with your kit) from any onc of the faur Etheg
EZ2, E3, E4 on the rear panel of the Router to the Ethernet part on your comp
to three additional PCs to the Router,

NOTE: Usc any of the four LLAN Elhernet jacks on the Rowter's
switch,

ed Etherpet 1,
te coonect up

3. Connectthe BJ-1]1 phone cable from the connector mardked YDSL o
provisioned with ¥SL service on the wall.

IMPORTANT: If you use a microfilter, you must
port of the microfilter,

4. Check to see if the Rouler’s POWER

5. Check to see if the Ruuter's ET
connection is fOnGtioning propy

7. After you have
check to gamef tf

2t cofnection, as cxplaincd later in section 9,
polid green. Solid green indicates that the Internet link has
pence of 1P maffic)

Congratlatin
Router's weh

ct handware installation. Now proceed W section 7 to access the

030-300210 Rev. A ) ' 14 o Cxctober 2007
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6.4.2 Connecting the Router via Wireless

IMPORTANT: If you age connecting to the Router via a wirgless network adapter, the S81D must be the same for
both the Router and your PC’s wireless actwork adapter. The default 3810 for the Router is the serial oumber of the

provided in the Router's Web pages, in the Wireless section, On your PO, locats and run the
provided with your I'C*s wirgless network adapter. Then, enter the Rowtar's $51D value (3
with the Router, the PC's wireless network adapter must be configurcd with the $51 ACY, ¥OU Can
change the SS1D by following the procedures sutlined i seetion 12.2, “Basic Securi

NOTE: Clicnt PCs can use any Wireless 802.1 1bg card to cormmunicare gith
enabled for Wircd Equivalent Privacy (WEP) security. Whenever, WEP iinnd
witeless card must use the same WEP security code type as the one providiil |
alsa located on a label on the bottom of the Rower. Abways check that yo
properly for whichever network setting you use: WEP or WPA. You can
properties of the PL's wireless network adapter,

To network your Router b compasters in your b using a wircless

. Ensure that gach PC o your wire]y 11b/g less brk adapter installed.
o each PC.

or om the rear of the modem and firmly locked into

2. Ensurc that appropriate drivers ve nstalled

3. Muke sure the wircless a
place. Then, orient the and

4. SL cn the rcar pane] of Router 1o the telephone jack
Y ;ﬁug the RJ-11 phone cable from the Router into the vDISL. ‘
5. ded with your kif) from any one of the four Ethernet jacks marked E1,

6. Comoect the pd
Glher end of 1hd

7. Check w see if the Router's POWER LED is solid green. This indicaies that Router is powersd on.

B, Check to see if the Router's BROADBAND LED is solid Green. Thiz means the VISL connection is
funcioning properiy.

9. Check to seg it the ETHERNET LED iz =zolid green. Solid preen indicates that the Etherner connection is
funcrioning properly. Check the ETHERNET LED for the Gthernet jack you are using on the Router.

10, Cheeck bo sec if the Router’s WIRELESS LED is 50lid Green. This means that the Wireless interface is
functioning propetly.

pply cord to the power connector marked 12 WIMC on the rear panel of the Router. Flug the
cr supply into an AC wall socket, and them power up the Router.

11, After yvou have logged on to your aceount and established an Tnternet commection, #s ¢xplained Later in scotion 8,
check to see if the Houter's INTERNET LED iz solid green. Solid green indicates that an Internet link has been
established, (Flashing green indicates the presence of TP taffic.)

Congratulanons! You have completed the Wireless installation for the Rowler. Now procesd 1o section T 1o access
Router’s Web pages,

J30-300239 Rev. A . . L5 . Octaber 2007
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6.4.3 Connecting the Router via WAN Ethernet

This section provides the installaton instructions for connecting the Router via WAN Etherel. The advantage to
using the WAN Ethemer feature is that it allows you 0 connest maltiple devices to your LAN beyvond the pumber of
physical ports provided by your Router. in this configuration, an Gthernet cable is uzed o co the Rouler to a
switch, gateway, or other VDSL device, Then, the other VDSL device makes the WAN co to the Intermer
whilestill allowing you o use many of the networking features provided in the Router,

that was provided with the kit. If vou are using a microfilter at the

d -11 ¥DSL
phone cable from the VDEL port of the VISL device to the YDSL p

NOTE: The VI3§I. device to which you arc connccting wilt functio
surc you have connecied the VDSL device approprigiely. If nceded

2
parel of the Router to the Cthernet port og
attached VDSL device {if it is not alre
NOTE: Later, in Rouler™s Weh |
WAN YDSL Properties sgreet . interface is configured for “Ethernat,” the Rouler's
VDSL ransceciver is not : Instead the VISL deviee to which the Router i3 |
connected will be yg i

3. Connect jacks markcd E2, E3, or EA on the cear panel of

Repeal this step to connect up 1o three additienal PCs to the
4, Kctor marked 12 ¥ on the rear panel of the Router. Plug
AC wall socket, and then power up the Router.

5. Check to B is solid greent. This indicates that the Router is powered on.

6. Check to s L ED) is solid procn. Selid green indicates that the Ethernet conneciion 18
fimetioning pclgic ETHERNET LED for the Rthemet jack you are using on the Router.

T, Adter you ha o your acoount and established an Internct connection, as explained later in section 7,
chack to see i outer’s INTERNET LED is 2olid prevn. Solid preen indicates that an Intermet link has been
cstablished. {Fl

Congratulations! ¥ou heve completed the WAN Ethermet insmllation for your Router. Now progeed to section 7 w
access the Router's Web pages.

03300239 Rev, A T October 2007




Wireless Broodband Raouter (Moded 1K) Liver Cruide
6.4.4 Connecting the Router via COAX/Set-top Box

To comnect your Houter using the COAX connection, please follow the steps below:

hake sure all your sct-top box(es) are tumesd off,

2. Obtain a coax cable and connect one end into your high-spaed wall gutiat port,
set-top box.

3. Powcr up your set-top box.
4. Conpect the power supply cord ta the power connector marked 12 VIRC ; pater. Plg
the other end of the power supply int an AC wall socket, and then p

5. Connect the Ethernet cable {provided with vour kit) from any one of
E2, E3, E4 on the rear panel of the Router 10 the Ethecnet port on yo
to three additional PCs 1o the Routar,

NOTE: Usc any of the four LAN Ethemet jacks
switch,

6. Connect s COAX cable fom the conng
connectar on the wall,

Check 1o sec if the Router’s F

Check to =cc 1f the Route
connection 13 funciigning

Router is powered on.

en, Solid green indicates that the Ethernet
EL for gach Ethemet jack ta which you are

stitished an Internet connection, as explained later in section 9,
D 15 solid green. Solid green indicates that the Intemet link has
f the presence of IP izaffic.)

030-300239 Rev. A ) 17 ' October 2007
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7.1 Logging on to the Router

Thiz section explaing the logen procedures for your Wirsless Broadband Router. This prg
time you want to access of make changes to the Router’s confignrable setlings.

IMPORTANT: Your Router is capable af antomatically sensing protocal typgy
designed to start after you have connected the Router. To access the Ro
Refer to your Windows help screen for information on configuring your
Start, then click Help to access the Windows help screen.

S TOCESS i
1k fl;}l' D‘HCP
C, click

Ta log on to the Router, start your Web brawser, and theg type the fallg

After you type the [P address, press

f192.168.1.1 in oreder to acoess the Router’s
ent Consale, you can ¢hck Add to Favonics. You
enable cookies, 2o to Tools->Intemet Opdans-

This is your first login t
Management Console,

O30-300239 Bev. A 18 . Owtober 2007
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Next, type the default user name (which is 3AMIN} and e default password (which is PASSWOrd) in the fields
provided. Click QK m continue.

.
+——— password

-
After you have entered “admin” an the p g sc’, the: foll§ging screen will prompt you to
enter a new password. Enter the ne c ficlds ided (If desired, you can use "“admin™ &s the uscr
name or change this value to i ¢.) Then 4k OK to continue.

030-300239 Rev. & 19 ; Ctober 2007
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If you clicked OK following screen will appear. The Bouter will atternpt to detect the protocol that will be used o

establish an Inkemer connection.

Ifthe Rowter fails wo detect th g messag Wil appear:

Auto Prot

Check yuur‘

is niffconpecied).

m persists, contact Venzon.
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NMext, enter your Lagin User Name and Login Password in the fields provided, Thess values are provided by
Verzon and are used to identify your request for an ntemet connecton.

Afber you have enlered vour user na“]rﬂ, cli!k\lly to!macr_ ‘
A
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ICyou clicked Apply i the preceding screen, the foliowing screen will appear. This is the main pape of your
Router's Web papes, alse referred to in this docoment as the home page. You can access this page by clicking Main

in the navigation menu located across the top of the Router™s Web pages. Details on this page will be explained in
the following sechions,

|

el
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Ter browse the Internet using your Bouter, you tmust confiom your VIXSL connection and establis
connection with Verizon. The procedures for configuring your Router’s connection settings arg
section.

Internet
ined in this

8.1 Confirming Your VDSL Connection

To determine if the Router has established a VDSL link
BROADBAND LED is solid green. Solid precn indi
BROADBAND LED may flash while the connection is

8.2 Connecting to

After you have log

Router's 1
displa}r ‘lNW

an [otemet connection, the [ntermet Address field will
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To begin your connection schap, at the home page, go w the Quick Links section, and then click the Confipure My
Broadband Coonection link.

En passwilll in the fields provided. {These values are provided by Verizon)
Cli

v - -
The foilowing Quick Setup isp . At this . di the following:
1. From the own list, Paint-to-Point Protocol over Ethernet
(PPPUE).
2.
1 .

Mext, click th ngs Link 0 g0 0 the WAN VDSL Properties screen.
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In the WAN PFPoE Properties screen, select Seitings in the left submenu,

NOTE: To configure additonal WAN PPPoE properties, select Routing and PPP in the left submenu, [f you change
#ny sctiings in these screens, click Apply o save the settings.

If you selected Seetings in (he left submenu, the following screen will appear, Do the fo

1. Select WAN from the Network drop-down list,

2. SBelect WAN VDEL from the Underlying Coanection drop-down Li
3. Click Apply 1o save the settings.

After you click Apply, the Seafus field will display Connected. Next, cli i churm to
the home page.
d
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Atthe bome page, view the Gateway Status panel. The message Go! Your gateway is ready for Internet access
should now be displayed. In addition, the Internet Address field will dizplay the WAN IF address of your Router.

Congratylations! You are ready to browse the Intemet. To quickly access your defalt Web page, click GO TO THE
INTERNET NOW.

F

w
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8.3 Logging Out of the Router’s Web Pages

Liver Cruide

When you are ready to log out of the Router’s web Pages, click the Logowt link in any of the Web screens,

| NOTE: I you want to closc the Router's Wehb page, simple click the “X” in the upper-right co
i Logging out or closing the window does not affect your Intemet connection ar your VDSL ¢o
you will need to log in again when you are ready to access the Router's pages.

the windoar,
. Howewver,
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This section provides instructions on how to nse Macintosh Operaling System 10 with the Router,
instructions [n this scction to create a new petwork cotfiguration for Macintosh QS X,

| NOTE: Macintosh computers must use the Routers Ethernet installation. Refer (o scahi
| Hardware,” for details.

9.1 Opening the System Preference Screen

After you have connected the Router to the Ethernet port of your Macinig . Click the

“Apple” icon in the upper-lefi corner of the screen and

9.2 Choosin e Network Preferences

After sclecting Systern Preferences from the previcus screen, the following screen will appear, Click the Network
ico

Owaty your Bvorite porfersnees te tha tookbar abay

wm a®& O = =
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9.3 Creating a New Location

After clicking the Netwurk icon, the Network screen will appear, Sclect New Location fiom the Location field

= 3

ShowAR © Displmys Soungd Stareup Disk

9.4 Naming the New Log

s \Y

ing screen will appear, I the ficld lzbeled
estell.” Click QK.

Afier selecting New Location
Name ypur new location:,

h

9.5 Selecting the Ethernet Configuration

Adter clicking OK in the preceding screen, the Network scrcen will appear. The Netwerk screen shows the settings
for the newly created location. From the Configure field in the Network scrcen, select Built-in Ethernet. Click
Save to save the settinps.

NOTE: Default settings for the Built-in Ethernet configuration are sufficicnt to operate the Rouler.
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9.6 Checking the IP Connection
To venfy that the computer is communicating with the Router, follow the

Gio te the “Apple™ icon in the upper-lch comer of
In the System Preferences sereen, click the Wety

FA R
5
1
1
]
=
E
=h
o,
(=9
5
=
T
b
=
E
8
3
T

ghis [P address is not displayed, check the Router’s
talling the Hardware,” for instllaton instructions.
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9.7 Accessing Your Router

In your Intemet Explorer Web browser's address bar, type bittp:/¥192.168.1.1, and then pross Enter on your
keyboard,

The Legin serecn will appear. Please refer to the Login

i mﬁunW

IDEMUCOOnS,
A
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[IMPORTANT: The following scctions assurnc that you have active VDSL and Infemet sefvioe.

The Router allows you to mgke chanpes to the configurable festurcs such as comged
configurations, and hrewall settings. The following scctions explain cach featre,a

changes to the Router’s scitings. The navigation menu displayed at the top of each o
the varivus configuration screens of your Router, Whenever you change scigiihe ik Dl must click
Apply to allow the changes to take effect in the Router,

NOTE:
1. if you need help, po 10 the Quick Links section in the home page and y p nk. Clicking
this link takcs you to Vetizon's Online Help site where you can fns . i our VDEL
~ Router.
2. If you click OK or Apply in a screen and then exp i esh T screen; press the

Refresh butten (where applicable) or pr

3 1f you want to logout of the Rower's
affcct your Internet connection: |
username and password in the

Clicking this link does not
in, you will need to enter your

Ta configure the basic sgih i ions provided in sections 11 through 15,
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Lisar Onde

After you have logged on to your Rouler and established a PPP session with Verizon, click Main i
memi. The follewing home page will appear. The homc page allows ¥Ou to view connection i
your Router and o0 quickly access Internct services provided by Verizon. The following zecti

the Main page. The Main page will be referred to as the home page throughout this Ufi

the top navigation

ion reported by
gach panel in
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11.1 Gateway Status

In the home page, the Gateway Status panel allows you 1o view the stats of your Router’s Inlemct connection.
Whenever you have an Internel connection, 4 green check mark is displayed. This signals you 1o Go! You can now
bronwse the Internet. In addition, the Router™s connection type and WAN TP address will also be fayed.

11.2 Quick Links

The Quick Links panel allows access to your broadband connection settings, a
information related to your Router. The following links arc displayed in 4

| Qnick Links

: Configure My Broadband Connection | Click this link to access the Res
Change the Password Needed 1o Click this link ta change Admin

Manage Network Connections Tor new users agll proups on yo

Enable Applications {Games, Web Click this link tilpen a hinnel befwd
Cams, Instant Messaging, other) specificdevice inside your local
Verizon Help _ Clh link §
| Logout LY ink tYAR 0wt o

11.3 Network Conne

In the horme page, th P pandiibllows you fview information aboul devices that are connected
0 your nerworkel . i Rcess ilihared files, you can access the files by clicking the Acress
Shared File ﬂ 3 '-‘ displayfkin the Network Connectinns pane),

Netwd K Connections

Computer Nal L (B) name o MAC address of the device connectad 10 the network.
Conmectipn Ty E ireless connection used to interface with your Router.
Stanis = e statys of the comnccted device: Cifline or Online,

[P Address address assipned to a device on your newotk,

11.4 Start S g

ln the home page, the Start Surfing panel ailows quick access 1o Intemel services provided by Verizan. The
following details are displayed in the Start Surfing panel.

NOTE: The links displayed in the Start Surfing pancl arc specific to the services offered by Verzon and will be
_available caly after you have estabiished an Inietnet connestion with Yerizon.
| Start Surfing )
- Go to the Inernet Now Click this button 1 go to the default page of your Web browser, _
Werizon Click the links in this seciion 10 aceess networldng services provides by Verizon.
{ Shop Westell Click this button to go to Westell's home page.
Music N - Click this button to go to the Verizon Surround - Music page.
Video : Click this button to go te the Verizon Surround - Movics page.
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12.1 Wireless Status

Tt you click Wireless in the top navigation men: and then select Wireless Status in ﬂw i

the following
sereen will appear. This screen allows you o view details aboul your wireless oo

FDTE: If you change the Houter's wircless settings, wircless access to the and wircless

statigns may require raconliguration.
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12.2 Basic Security Settings

I you select Wireless trom the top navigation menu and then select Basic Security Setlings in the laft submenu, the
following screen will appear. Your Router also functions as & wircless access point for wireless devices. To configure
¥OuI wireless settings, enter the appropriate values in the figlds provided Then, click Apply 10 g the seftings 1o

take effect The following table explaims the details of this scresn,

IMPORTANT:

1. If you are connecting to the Router via & wireless network adapter, the CoTIpu
be configured with the Router’s Service Sct TD (SS1DY; that is, the $51D use
muyt be identical to the Router’s $31D. The default $SID for the Routglis 1AM ; it {locaed
below the bar cods on the bottom of the unit and alzp on the shipping d : ity softwats
provided with the wireless nerwork adapter, and then enter the identics ' i
gettings displayed in the Router ima the wireless adapter. For privacy,
seftings to your desired vaiues. 35TD5 ars case sensit :
including spaccs.

2. In order for every computer on your setw con
wircless adapater is using the samc secyg i
Sertings sereen. After you have con
referemer.

ik

seorrivruwd levwn.
vl tm ol ey v il
efrevat i, B et oA P B S
cormrie o almana
A |
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Wireless Settings
Wireless ((ON/OFF) | By default, the wircless featare is coabled To completely wim off the wireless actworking
. feature and the Router's intemal wireless radio, select OFF.
Change 351D Factory Default = 07B40G037157

sitive and must be
's wirclass cargd
ed with the S5I0

The 8510 is the nume of your wireless nctwork, This string is case-gg
30 characters or less, To commect b the Router, the $510 on 2 cog
must be identical the SSIT on the Router. The Router comesgar:
howevet, you can change the S5ID to any name or code,
Charne] This is the channel of the frequency band at which the Rl
The Router fransmits and receives data on thiz challiel.
fromm is pre-programimed into the Romer, A
set to the same channe] as the Router, the w
Eouter to connect to. {In the United States,
For better performance, select a channel tha , B g
other wireless devices such as cordless pho: , P s arc i If " A utornatic”

WEP Security
athorized access to the

allL, it means thal current

y IT"OTHER SECURITY" is
p ' Advanced Sccurity Settings' for
" will disable wireless zecurity and

tect your wireless transmissions. These keys are of
the numbers (-9 and letters 2.b.c.de, and £, The i
0 (for 64/40 bit encryption) or 26 (for 104 bit '
nfigure WEP, key | will be used as the active key.

¢ a5 you will have to enter it inta each device which is coangeting

| WEP Key Length

security key valuz. You sheuld note this value as you will have to enter it
which is connecting wirclessly. i

catcs how many more characters are needed to complete the security key.

ity key is not complete unless this counter indicatss 0.

MFeless clients, such as computers and other devices with wireless cards to cstablish a
ireless connecton o this Router, the clients' scttings, especially the $5i0, chanoel,
wircless mode, and security {i.e., WEP) seltings must match the Router's settings as
surnmarized in the table. If channel is set (o Aulornatic, the Router will determineg the
| optimal chanocl to use. (If serings, particularly if using advance sccurity options, are
! ! changed in other or "Advanced” sccticns, the sections where the changes were made st
! | be consulted for reference.)

Sertings to malch
settings
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12.3 Advanced Security Settings

if you sclect Wireless from the top navigation menu and then select Advanced Security Settings in the 1eft
subimenu, the following sercen will appear. Generally, mast owners of the Router will not need ify these
wireless options.

From this menu, you can change your wireless sceurity level by =electing the dosired EP + 802 1x,
or Wireless Protected Acoess (WPA). You eim also enableddisabic the SSID
If you want w limit connected wircles dievees only to the 802.1 lg (5dMbps] 5 1 big mode

link z2nd sziect the desired mode.

For full access ta all wircless and secuily scitings one on page, click an
link,
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12.3.1 SSID Broadcast

If you clicked the SSID Broadeast Link, the following screen will appear. By disabling the S8TD broadeast, your
Router will no longer send out messages indicating that it is in place. Dhsabling the S8TD broadeast docs not disable
the wircless interface and clients configured with the cormect SSID and wireless sacurity key (w bled) will
still be able to connect,

F 3

W\
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12.3.2 Wireless MAC Authenfication

If you clicked the Wireless MAC Authenticaton link, the following screen will appear. Sct up your MAC Filtering
settings, and then click Apply to save the settings.

A
For example, i ing Mo!dmp—down list, this option will allow only the
devices wh i the Li=ql cooncct to the Router. Mext, click the New MAC Address
Link to add
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If you clicked New MAC Address, the following screen will appear. Entet the MAC address of the device that you
want @ allow aceess ta the Router, Then, click OK o continue.

NOTE: If you enter a duplicat: MAC follo te lid MAC address mmd
click OK w conninue.
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After you have cntered a valid MAC address and clicked QK, the following scrcen will appear, Click Apply to save
the seftings. From this screen, you may add additional MAC address to the list or edit'delete existing MAC addross.
If you make any cheamges, be sure to click Apply to save the changes.

' L4 L 4

anced Security Settings screen will display all the
Be sure to select the desired opiion from the MAC

allow ings o take effect in the Router.

Afier you have entered a vali
MAL addresses that have be
Filteriog Maode

To edit & MAL
“X" icon n
MAC Add

¢ address you want to cdit. To delete a MAC address, click the
a new MAC address, click the plus icon, or click the New
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12.3.3 802.11b/g Mode

[fyou clicked the 802.1thvg Mode link, the following scroen will appear. Access to the Rouler’s wircless nerwork
can he controlled by designating a wirsless LAN technology specification 802.11b {11 Mbps) or 302,11z {54 Mbps).
Lise an option thal is most compatible with your wireless clients,

Sclewt the desined n* lh'st.\ﬂim click‘)ply to save the schings.
il '
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Wireless Broadhand Router (Model 9100}
12.3.4 Other Advanced Wireless Options
If you clicked the Other Advanced Wireless Options link, the following screen will appear. Click Yes to proceod.

The following screen will appear, Enter th

c then click App Lm
tablie explains the details of this screeq,

-
ngs. The fallowing

Advanced Security Setiings

Wirelews Access Poimt

‘The Router also functions as 8 wircless access point for wireless devices,

By default, the wireless feature is enabled, To disable this feahure, cicar the check box.

Enable Wireless
551D

(I

Factory Default= 07B406G037157
The 381D (= the name of your wireless network. This string is case-sengitive and must be

3 characters or less. To connect to the Router, the 3510 on a computer’s wircless card
must be idennical the $510 on the Router. The Rouler comes pre-configured with the S510; i

hewever, you can change the SS1D to any name ot code you want, !

October 2007
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: 8311 Broadcast | Select this check box to enable SSID {a check mark will appear in the box),

When this box is cleared, the Router will not broadeast its SSID.
: When 551D Broadcast is enabled, smy compnter ar wireiess device using the SSID of
| “ANY* can soc the Router, To prevent this from happening, click the Disable option
] button, This will disable SS10 Broadeast so that only the wireless doygces that are
configured with vour S5ID can access your Router.

82,11 Mode - Allows you to limit access to your Router based on technologg
11b enly: Cormmunication with the Router is limited to &
11g only: Communication with the Rowmter is limited to 8 ]
8211 b/g Mixed: Cormputers using 862 11k or i 3 icat: with the

. Router.

Channel This is the channel of the frequency band at : .
The Router transmits andg receives daka o of A . rncls to choose
ftom is pre-progremmed inw the Router, A e kol have to be
set 10 the same channel as the Router; the v g ; 3 :

Router to connect & {In

Network Authentication Dpen System Authenticat : - T H, this will allow any

sclected, a station must
e it can connect to the Routet™s

will allow both Cpen System and Shared Key

MALC Filter Modc Filtering Mode will be deactivared.

will allow only the devices that are configured in

sions. Select a transmission rate from the drop-down List, or select Auto wo allow
er to antomatically select the best ransmission rate.

ear 10 Send {CTS) allows the 802,11 b/ notworks to operate a maximum efficiency.
Auto: Select Auto to activate CTS.

None: Select None to deactivate CTS.

Always: Select Always to allow CTS o always be activated.

CTS Protection

TS Protection Type CTS (Clear to Send) protection mode allews mived 802.1 1 networks to operate at
maximum elhciency.

RTS {Request ta Send) controls what size data packet the low level RF protocal issues tn
an BTS packct.

Helect cls only bo activate this feamire.

Select i _ris 10 activate this feators,

Beucon Interval Enter the beacon interval value.

tin milliseconds) The bracon interval is the time between beacon frame transmissions. Beacons arc
transmiced by the Router to help identify wireless netwarks, Beacons contaitt cate and
capability infprmation. Beacons received by stations can be uzed to identify the wireless
gty points in the arca.

DTIM Interval Enter the DTIM {Delivery Traffic Indication Messape) interval vahie. A DTIM isa
{in milliseconds) countdewn mechanism for the Router. 1t informs wirslesy network clionts of the next
window fot liskning to troadeast and multicast messages.

I Fragmentation Threshold . Setting the fragmentation threshold can increase the reliability of frame transmizsions on
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| {MFDL]) larger tham this value will be fragmented into 3n MPDU of the specified size.
RTS Threshold . Cnter the RTS (Request to Send) threshold. This setting controls what size data packet the
i low level RF protocal issues to wm RTS packet.
| RTS/CTS handshaking will be performed for any data or management MEDU containing a I
number of bytes greater than the threshold. If this value is larger thaggh e M3DU size
{typically set by the fragmentation threshatd), no handshaking wj erformed. A value
of zera will enable handshaking for 11 MPDUs.
i Wireless Securiry When this feature is enabied (the box contains a check g
i and the security type san be confipured.
i When the box {5 clear, wirdless seourity is deact
Security is disabled _
Stadons Security Type . Set the type of security for the Rower’s wird
. options: WPA, WPAZ WPA and WPAZ, &1
i Only. Details on these options are discusged]
| This is the authentication method wsed with

sclitity 16 activatoed,

Wirelags

: following
Authentication

Authentication Method
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12.3.5 Configuring the Stations Security Type
To configure the Router's wireless security type for the wireless nerwork, in the Advanced Security Settings

sereen, select an option from the Stations Security Type drop-down list. The following ssctions describe each
SCCUTEY tye.

""
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12.3.5.1 WPA (Wi-Fi Protected Access v.1)
If you select WP A in the Stadens Security Type drop-down list, the following scresn will appear. WA allows you

1o emable a pre-shared key for your home network or for advanced security for an enterprise network, This option
allows stations that support WPA v_1 1o conneet to the Rowter.

Wireless Secority
nabi

enahled (the bax containg a check mark), wireless security in activated.
wirelcss secunty will be deactivated.

PA

of sceurity for the Router’s wireless network. Choose fram the following oplions;
gihese opbons are discussed later in this section.

FAZ — Allows stations that support WP A v.2 o connect to the Router.

WPA and WPAZ — Allows stations that support WPA and WPAZ o connect to the Rouler.
B02.1x WEP - Allows stations that support 802, 1x WEP 10 cormect to the Router.
Non-802.1x WEP — Allows staticns that support Non-802.1x WEP 10 conmect to the Router.
Authentication Only — Allows stations that support Authentication Only to connect to the Router,
Authentication Method | Factory Defanlt = Personal {Pre-Shared Key)

Pre-Shared Key — WPA stations share a pre-shared key (sring format) with the Bouter and do
not authenticats with the RADIUS server,

802.1x — WPA smtions authenticate with the RADIUS server using EAP-TLS over 802.1x, a
standard foyr passing exiensible authentication protocol {(EAF) for authentication purposes, EAP
1s uscd to communicate authentication information between the supplicant and the anthentication
servet, With 802, 1x, EAY messages are packaged in Ethernet frames, rather than using and PPP.
FPre-Authentication Factory Defanlt — Digabled :
To Enable this feature, click the box (a2 check mark wiil appear in the box). :
WPA Pre-Shared Key | The WPA key can be either § 0 63 text {ASCI) characters or 64 hexadecimal (Hex) characters.
The omly allowsble hexadeocimal characters are: A-F and (-9,

Giroup Key Update The oumber of scconds between rekeying the WPA group key. A valuc of zero means that
Interval {in scconds) rekeving is digghled.
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After you have selected the security type, select the desired suthcntication method from the Anthenticativn Method
drap-down list,

1235.1.1 ; Ilar&d

If vou select ¥
Pre-Shared

tion method for WPA, the fallowing screen will appear. Configuring
that koow the pre-shared key to comoect to the Router.

NOTE: A WPA TR
hexadecimal (Hex
(Hex) characters, B

allowable hexadecimal characters are: 0-9 and A-F.

To configure the WITA Fre-Shared Key, do the following:

I.  Select the string type (ASCI] ur HEX) in the Pre-Shared Key drop-cogwn list,

2. Eneer the desired pre-sharcd key values in the field providad,

3. Seleet the desired option from the Encryplois Algorithm drop-down list.
« TKIF: Sclect this option to enable the Tempomal Koy Integrity Protocol for data encryption,
*  ARS: Select this option to cnable the Advanced Encryption Standard for data coneryption.
« TKIF and AES: Select this option to ¢nable the Router to accept TEIP and AES eperypiion,

4. Enter the desired Group Key Update Interval, and confirm that the adiacem box contsins a check mark. (By
factory default, Ciroup Key Interval is enabled for 900 reconds )

5. Cliick OK to save the wirsless ssitings in the Router.
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\

PA, the follewing screen will appear, Configuring 802, 1x
ber.

12.3.51.2 Authen

If you zele A = thod fi
allows devi TR i o the

To configure o the following:
. Sclect the diglre E Enctyptoin Algerithom drop-down List.
+  TKIP:§ LoD ¢nable the Temporal Koy ntegrity Protoco! for data encryption.

2. Enter the desired Uroup Key Updaic Interval, and confirm that the box contains & check mark. (By factory
default, Group Key Interval iz epabled for 900 seconds.}

3. Configurs the Radius Scrver:
a. knter the Radivs Server IF address in the fields provided.
b. Enter the desited Server Podt value,
c. Enter the Shared Secret

4. Click OK to save the wirgless settings i the Router,
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iy o - own list, the following screen will appear. This option
allows smnid 1k, . & ¢ uter. The configuration semings for WPAZ are similar o
. i instructicns o configuring WPAZ,
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12.3.5.3 WPA and WWPA2

Il you sclect WFAZ2 and WPA2 in the Stations Securbty Type drop-down list, the following screen will appear.

This option allows stations that support both WPA v.1 and WPA v.2 to connect to the Router, nfiguration
settings for this feature are similar (0 the settings in WPA. Please refer to section 12.3.5.1 for | jons on
configuning WPA and WEAZ.

.

’
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12.3.5.4 802 Ix WEP

It you sclcet 802.1x WEP in the Stations Security Type drop-down list, the following screen will appear. The

#U2.1x WEF feature allows you 16 enabic WEP keys for wireless security. In addition, 802.1x WEP security uses a
Remove Awhentication Dial-in Service (RADIUS) server for authentication purposcs. The serve
connected 1o the Router. The Router’s card supports 40-bit or 104-bit WEP encryption, [f 802
station can connect to the Router as long as its SSID and WEP key values match the Rootga’s

canfigured {enabled) for B02.1X WEP (Wired Equivalent Privacy) scourity. W
wireless card must use the same WEFP security code type as the one proviged i
located on a label on the bortom of the Rooter. Always check that your
fior whichever network setting you nse: WEP or WPA. You can confi
the PC’s wireless network adapter.
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123.54.1 Configuring Aulomatic WEF Eneryption Keys

The 802.1x WEP security protocol uses port control with dynarnically changing encryption keys automativally
updated aver the netwotk. To configure 802, 1x WEP o gemerats keys amtomatically, do the foliowage:

scourity keys. A check mark will appear in the box, and the Encryption Key tablg v ; ed from the
ER

NOTE: Dhsable (clear) the Generation Keys Automatically cheok box 4
connect i the Routar

2. Enker the desired Group Key Update Interval, and confirm that the bg
default, Group Key Interval is cnabled for 900 seconds.)

3. Confiyure the Radius Server;
a. Enrer the Radies Scrver [P address in the fields
b. Enter the desired Server Port value.
. Enter the Sharcd Secret.

4, Click OK to save the wireless

da the following:

- The Key Encryption table will appear in the sereen.
s Automatically check box to allow 202.1x-MDS5 stations to

| ryption kcy is treated as either a string of text {ASCII) characters of a setof

i R ) characters. The number of text characters must be either § {for 40 bit cneryption) or 13
1_ {for 104 hir encryption). The sumber of Hex characters most be either 10 {far 40 bit encryption) or 26 (for
{ 104 bit cneryption). The only allowable hexadecimal characters are: A-F and 0-9.

4. Select the Eniry Method {ASCII or Hex) from the drop-dowm list.
Scleet the Key Lenpth {44 bit or 104 hit} fram the drop-down list.

& Enter the desired Grovp Key Update Interval, and confirm that the box contains a check mark. (By factory
defaule, Group Key Interval is enabled for 900 seconds.)

7. Configure the Radius Server by doing the following:
a. Enter the Radius Server IP address in the fields provided.

b.  Emnter the desited Server Pom value,
€. Enter the Shared Seerst,
8 Click OK 10 save the wircless scttings in the Ronger.
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12.3.5.5 Non-802. i1x WEP

if you select Non-8(iL 11 WEP in the Statiens Security Type drop-down list, the fallowing scrcen will appear. The
Mon-802.1x WEF feature allows you to cnable 2 WEP key for wireless scourity without using 2 ROTUS server.
The Router's card supports 40-bit or 104-bit WEP encryption. Whenever Nan-802.1x WEP is my station can
comect to the Router as long as its 551D und WEFP key valnes match the Router's values

Tao canfigare the Rouler [or Noo-802.1x WEP, do the following;

1. Atthe Key Encryption table, select a key {1 through 4) that you wan
Enter the dezired encryption key.

NOTE: A WEP cncryption key is meated s eifher & string of text (2
(Hex) characters. The nurnber of text characters must be either 5 {fo,

I

encrypion). The only allowable hexadecimal
3. Seleet the Entry Mcthod (ASCII or Hex)
4. Sclect the Key Length () bil or 1
5. Click OK w save the wircless

a4
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12.1.5.6 Aathemtication Only
If you select Authentication Only in the Sttions Security Type drop-down list, the following screen will appear.

This feature alicws you 6 eneble wircless security in your Router without nsing encryption keys or a RADIUS
server, However, o station’s 58110 must mateh the Router’s 851D in erder o connect to the Ro%
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This section discusses details about your Router's nobwornk connections, -

13.1 Network Status
Ta view your Router's network settings, from the top navigation menu, select

Netwa ol Mext, click
Network Status in the submenu at the left of the sercen. The following screen aC displays
infermation about the devices connected to your local arsy network {LA.I\i

h Tl fice conrectsd 1o the network. _
‘.—.
1

¥ Displays the number of devices that are connectad to the Router via Ethernet
Comection ou Basr.?T connecton. ) _
rireless: Displays the oumber of devices that are contiected to the Router wirelessly,
Mote: Tf you have computers on your network that arg not being displayed, check the
fircwall sctting on the PCs (0 ensure Gt the fircwal is disabled
1 Status The starus of the Inemet connection.
IP Address The [P addrcss assigned o the computer.,
TP Address Source The method by which the compurer receives its 1P address.
MAC Address The Media Access Controller; the hardware address assigned to the deviced by the
manufacturer,
The interface used to connect the device to the Router, and the number of devices
connecked.
i Ethernct: Displays the number of devices thar are connectad to the Router viz Ethernot
Connacted Devices 10400 BaseT eomnection.

Wirgless: Dizplays the number of devices thar are connected to the Router wiretessly.
Mate: If you have computers on your network that arc not being displayed, check the
| firewall setting on the PCs 1o ¢nsure that the firewall is disabled.

Delete All Devices Click this link to delete all devices from your network.
Click this link to allow the Router to scan the notwork for new devices that may have
recent]y comnected to the nerarack.

Scan for Mew Devices
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13.1.1 Wehbsite Blocking

In the Network Status page, click the Website Bloekdng link. ¥You can configore your Router to restrict access to
certain websites, Click the New Enmiry link.

The fallewing screa L e desiredle in the Restricted Website figld, Then select the
local host ) this ychion, and then a schedule for the resmiction. Click OK 1o
save the
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if you select User Defined from the Schedule drop-down list, the follewing screen will appear, Click the New Fime
Segment Enkry link to sct up a time for the restriction.

' » »
The following screen allows you to time t. Click the New Hours Eange Entry link to add
the tme valucs to the entry. ‘
i
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After you have eiered the desired time values, click OK to save the settings.

L | L »
if you have set up time values ggd ¢ followi will appear. Next, select the desired Days of
Week values and ciick OK. :
- ik
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After you have set up the Hours Range and Days of Week values and clicked OK, the following screen will appear.
If desired, wou can enter & name for this schedele rule in the Name field. This screen shows that rules have bean
added to the Time Segments table. To add additional schedule mules o your Router, repeat the preceding
insructions. Click OK w continue.

sk

r
If you clicked OK, the following sc“. Eu\vcbs‘ which Mm Testrict acoess, and then
click OK.

*

H you clicked DK'pmceding screen, the following screen will appear. To edit an entry, click the pencil icon.
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13.1.2 Block Internet Services

In the Netwark Status page, click toc Block Internet Services link, The following Access Control screen will
appear. This feature allows you 1o block specific computers within the local network (or even the cntire network)
from accessing certain services on the Internct. For example, one computer can be prohibited fio g the
Internet, another computer from transferring files using FTP, and the whole nerwork from oroing email.

To configure Acocss Contral, click the New Entry litk, .
4

I you click w‘ppm: Enter the desired values in this sereen, and then click
QK o save (R
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13.1.2.1 Selecting an Address

From the Address drop-dewn list, select the desired computer for which you want w apply aceess,

After you bave selected a compute
protocol.

ng WH ‘r Pm‘ o section 13.1.2.2 o sclect a

ak
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13.1.22 Selecting a Protocol
From the Protocels drop-down list, select the desired option that you want to prohibit the cornputer from using. To

reply an himl page to the blocked client, click the check hox (2 check mark will appear in the box}. To dizable this
feature click tn cliear the chack box. .

L
After you ha ‘uwing screen will appear. Proceed to secton 13.1.2.3 o configure 2
schedule mle.
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13.1.2.3 Configuring a Schedule Rule

Select the desired schedule from the Schedule drop-dewn list,

For example, if yo p -down list, the following sereen will appear.
Click the desiz on b aru:l ﬂlen select the Wew Time Sepment Entry link.
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Il you clicked New Time Segment Eniry, the following seroen will appear. Click the New Hours Range Entry
link.

La -

If you clicked New Hours E . the ing screciilill appear. Enter the desited stat time and cnd ome
values 1o the fields provided, K ntinue.

A
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If you clicked OK the following screen wil] appear. Next, select the desired Days of Week values aod click OK.

After you have set up Week val clicked OK, the following screen will appear,
If desired, you ¢an i 2 inthe N ficld. This screen shows that rules have been

added to the Tti idol schedule rhles to your Router, repeat the preceding

INEUCOORS
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13.L.24 Complering the Access Control Rule Configuration

1Fyou clicked OK in the preceding Edit Scheduber Rule scrcen, the following screen will appear. Click OK to save
the serlings.

A

\app:‘Thc Rauter iz atternping t resaive the configuration. Click
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If you clicked Reselve Now, the following screen will appear. The mule has been added 1w the list of secority rules.
To disable the security rule for an entry, click the adjaccnt check box, and then click Apply. To add additional
access control rules, click the New Entry link.

W
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13.1.3 Access Shared Files
In the Network Siatus page, click the Access Shared Fileg link to access files from a device on your local netwark.

{The device from which you will access files st have file sharing enabled.) Jf the device has & firewall tumed on,
you will not be able o aceess shared files from the device.

1“\‘ ‘
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13.1.4 View Device Details

In the Network Status pape, click the View Device Details link. The following screen will appeat, Click Befresh
refresh the details on this sereen. After you have finished viowing this scrocn, click OK to return to the Network

Status page.

W
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13.1.5 Enable Application

In the Network Statos page, click the Enable Application 1ink to set up applications for your service profile, such
a5 pon forwarding scrvices. This feature enables applications {Games, Webcams, IM & Others) by opening a tunncl
berween remote (Iaternet) conputers and & specific dovice port inside your local area network (1 . Details on
this sereen arc discussed later in section 14.3, “Port Forwarding.™

Y

L 4
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13.1.6 Rename Device

In the Network Status page, click the Rename Device link to rename a device on your network, 1 the following
screen, type the desired name in the Name field. Mext, click OK to allow the changes to teke effect, Click Cancel 1o

rcum to the Network Siatus page.

e
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13.1.7 Delete Device

In the Network Seaius page, click the Delete Devlee link to remove a dovice from your network,

\

navi o meny, select My Network. Next, select Network
will be displayed. This sereen allows you to access your
network (LAN} settings. The following sections discuss the details

of this screen.
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13.2.1 LAN (NAT) Bridge Properties

Ta view the LAN (NAT) Bridge propedies, in the Network Connections screex, click the LAN (NAT) Bridge
link. Then sclect General in the left submenn. The following screen will appear. This screen displays information

about your LAN connections and allows you 1o access the hardware Ethernct and Wireless pro . You can also
acoess the [P Address Dismibution settings from this soreen by clicking the [P Address Distri link,
A

13,211 net Switch—General
Ta view the H h ieg, in the LAN {NAT) Bridpe Properties soreen, click the LAN
{NATY Hardw. i
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Lf ¥ou clicked LAN {NAT} Hardware Ethernet Switch, the following screcn will appear. If you change the
connection name, click Apply. Then, click OK to return to the Network Consections screen.

v

11.2.12 h Properties—Settings

[f you selec
Ethemct swi

followilg screcn will appear. Enter the desived properties for the
the senm,gs
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13.2,1.3 LAN (NAT} Hardware Etherner Swirch Properties—HW Swirch

[f you select HW Swikch in the left submenu. The following screen will appear. Enter the desired seitings, and then
click Apply @ save the settings, '
Ak

v
ef Switch Properties—Advanced

13.2.14

If yows select A
additional 1P A

u, the following scresn will appear. Click the New IP Address link to add
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[fyou clicked New TP Address, the following scrcen will appear. Enter the TP Address and Subnet Mask, and then
click Apply to savc the sctings.

-
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13.2.2 LAN (NAT) Wireless 802.11g Access Point

To view the LAN wirzless propenties, in the LAN {NAT) Bridge Properties screen, click LAN (NAT) Wirekess
R02.11g Access Point.

A s Paiu‘mpeﬂie&——(}enemf

J3.2.27 LAN |, ir
[f you click COESS t and then click General in the left sgbmeny, the following
sereen will s oM name in this sereen, click Apply. Then, click OK to retum to

the Nerwork
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13,2.22 LAN (NAT) Wireless 802. 1 Ig Access Point Properties—Settings

If you click Settiongs in the left submenu, the following sereen will appear, |f you change any scttings in this screen,
click Apply,
|

13.2.23

i A‘ Point Properties—Wireless Status

If you click u, the following screen will appear, After viewing this screen, click

Cancel o
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13.2.2.4 LAN (NAT) Wireless 882.11g Access Point Properties—8Basic Security Settings

1f wou click Basle Security Settdngs in the left submenn, the following screen will appear. Please rafer to section
12.2, “Basie Securtly Settings,” for details on this screen,
A

;—;uml:;‘u';-";mll-;?'!lu e e
St M et i i b oiligure WEE, by 1wl ke
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13.2.2.5 LAN {INAT) Wireless 802 11g Access Paint Properties—Advanced Security Settings

If you click Advanced Security Settings in the left submenu, the following sereen will appear. Please refer to
gection 123, “Advanced Security Settdngs,” for detzils on this scrcem,
A

11226 \ At&s Point Properties—Advanced
[f you click A i following screen will appear. Click the New 1P Address link 10

configure addi . Then click Apply to zave the semtings.
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13.2.2.7 LAN (NAT) Bridge Properties—Settings

To configure the settings for the Router’s LAN {(NAT) Bridge connecticns, in the Netwoerk Connectivns scroon,

click the LAN (NAT) Bridge iink. The following screen will appeear, Enter the desired values, en click Apply
Lo suve the sethings,
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13.2.2.8 LAN (NAT} Bridge Properties—Routing

To configure the routing values for the Router’s LAN (NAT) Bridge connechons, In the Network Connections
sereen, click the LAN {NAT) Bridge link. Then, select Routing in the left submeau. The following screen will

appear. 3elect the desired sctting from the Routimg drop-down list,
1f wou selected Basic from the Routing drop—down list, the following screen will appear. K ill use basic

routing operations for your LAN 1P raffic. Click Apply to save the settings. ‘

If you sele
configure ad

drop—i'::‘:;. the following acreen will appear. Use this screen to
3 trathi itted across your network. If you change any values m
this screcn, TR A

add & pew Roue, click the New Roate link.
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If you clicked New Roule, the following screen will appear. Enter the appropriate values, and then click OK.

L
If vou clicked OK in the preceding i n wi]l‘a’, Th ows that a Route has
been added. Next, click Apply 1o .

3
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13.2.2.9 LAN (NAT) Bridge Properties—Bridging
To configure the bridging values for the Ronter's LAN {NAT) Bridge cormections, in the Network Connectlons

screen, click the LAN (NAT) Bridge link. Then, sclect Bridging in the left submenu. The follewing screen will
appear. Enter the desired settings, and then click Apply to save the settings. .

W\
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13.2.2. 148 LAN (NAT) Bridee Properties — Advanced
To configure advanced settings for the Router's LAN (NAT) Bridge connections, in the Network Connsctions

goreen, click the LAN (NAT) Bridge link. Then, select Advanced m the left submeny. The fbllowing screen will
appeat. To add a new 1P Address, click the New [P Address link. .

[fyou clicked New um‘é“wg¥n will a‘l Enter the desired values and click Apply.
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13.2.3 WAN VDSL Properties

To view the WAN VDSL propertics, in the following Network Connections screen, click the WAN VDSL link.

13.2.3.1 WAN VDSL

Select General in th
WAN "'.-’DSL COND

This soreen displays mlomnation about your
sereen, cl Appl}r 1o save the semings.
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13.2.3.2 WAN VDSL Properties—Seitings

To cenfigure the settings for vour Router’s WAN VDSL connection, in the WAN VDSL Properties acreen, select
Settings in the laft submenu. The following sereen will appear. Enter the appropdate valucs, and then click Apply to
save the scttiogs.

ol
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13.2.3.3 WAN VDSL Properties—Routing
To configure the roating for your WAN VDSL connection, in the WAN VDSL Properties screen, sclect Routing in

the left submenu. Then, select the desired option from the Routing drop-dowz list, and then click Apply to save the
settings.

1t you setect ad . : list, the following sereen will appear. Enter the desired vaiues,
and then cli : p a new route, click the New Route hnk,
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If you clicked New Route, the following screen will appear. Goter the appropriate values in the fields provided, and
then click OK 1o zave the sertings.

13.23.4 WAN

To configure )
submenu.

r, in tRERW AN \l FProperties screen, select QoS in the loft
Euter esired values, and then click Apply to save the setings.
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13,2.3.5 WAN VDSL Properties—VDSL

If you select ¥DSI. in the left submenu of the WAN YIDSL Properties screen, the fillowing sereen will appear.
View the transceiver information. To refrcsh this screen so that it displays the most curment va]ﬂiuk Refresh.

)

Router, in the WAN ¥DISL Properties screen, select Advanced io
appear. Click the New IFF Address link.

13236

To confipure
the Jeft submen|

October 2007
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If you clicked New IP Address, the following screen will appear, Enter the desired values in the fields, and then
click Apply to save the setlings.

i
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13.2.4 WAN PPPoE Properties—Configuring WAN Ethernet

To vonfipure the Router so that it connects to another DSL device via Ethernet, for E.".I{m';lpie connscing to another
¥DSL device that provides WAN access, you will need to change the WAN interface sctiings in your Router, To do
this, in the following Network Connections screen, click the WAN PPPoE link.

NOTE: When the Router is confipured for this sening, the Eouter's transceiver will i d the WAN
Ethernet port oo the rear of the Router will be used to connest & another VDSL devic,

F 9

13.2.4.1 @,

If yorn clicked en will appear, Next, select Settiogs in the lofi submenu.
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13.2.4.2 WAN PPPoE Properties—Settings

If you sclecied Settings in the 1cfl submenn, the following screen will appear. This screen a_llr:rws you to sellect the
Routcr's WAN Lthemnet port en the rear of the Router for commection to another YVDSL device, through which you
will comnect to the Internet. Click the link labeled Underlying Connection.

»

If you elickd § R+ followil screen will appear. Select Exhernet from the WAN Interface

Z'the WAN interface port, the VDSL port on the rear of the Router will
is the active WANM mterface port.) |
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If you selected Ethernet, the following scresn will be displayed. Enter the appropriate values, and then click Apply
1o save the setings.

| NOTE: If you are using Bthernet as the WAN inierface, be sure to install the Router according to the instructions

provided in section 6.4.3, “Connecting the Router via WAN Ethernet,” '

\

To conft L RV TDISL ection, in the Network Connections screen, click the WA™S
FPPoE ki ; ing 511 - The following screen will appear. Sclect the desired setting
from the Roulie isi ] lo save the scitinps.

13,243 WAN

Routing drop-dows list, the Router will use basic routing vperations for
network. Click Apply to save the seltings,

For cxample, if
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If you selected Advaneced from the Routing drop-down list, the following screen will appear. This soreen allows
you to configure advanced routing operations for WAN IP traffic kansmitted across your network. If you change
any values in this screen, click Apply to save the sedings. To add a new Route, click the New Route link,

[f you clickcd New Route, thtu%r:a\l appear.\r the desired values, and then click OK.
- aak
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[f you clicked OK in the preceding screen, the following scroen will appear. This screen shows that 3 Route has
been added o the Rounng Table. Next, click Apply 1o save the settings.

13.2.4.4 WAN PPPof F

he MNetwork@onnections screen, click the WAN PPPoE link.
Then, seleet PER i A screen will appear. Enter the appropriate values in the ficlds,

e provided by Verzon. |
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13.2.5 LAN (NAT) Multimedia over COAX (MOCA)

‘Fovigw the Router's connection type for COAX (MOCA), in the Network Conneetions screen, click the LAN
(NAT) Multimedia vver COAX {MOCA) link.

(MO Properties—General

scrcen will appear. If you change any values in this sx:réen,

13.2.5.71 LAN (N, u
Mext, solect foll
click Apply“ &
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13.2.5.2 LAN (NAT) Multimedia over COAX (MOCA) Properties—Settings

To configure the Router's MO A connection settings, in the LAN (NAT) Multimedia over COAX (MOCA)
Properties scroen, select Settings in the left submenu. Goter the desired values in this screen, and then click Apply
w save the selungs,

13.2.53 7 r L {MOCA) Properties—MOCA

To confi fi L In (NAT) Muoltimedia over COAX (MO{CA) Properties
screen, select i 1, etiter the desired valucs in this screen, and then click Apply to save
the setings.
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Hyou clicked the ¥iew LAN MoCA Nade Detailed Stats, the following screen will appear. Aficr viewing this
screen, click Close (o relurm o the preceding scresn, To refiesh this screem click the Refresh button.
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13.2.6 New Connection

To rreate a now network connection, n the Netwark Connections screer,, click the New Cunnection link.

'Na . Clgse the ly! of network connection you want

If you clicked New Conneclion, thd
al . ‘Then ¢lick Nexl to continue.

NOTE: The nerwork gl = ined by Verizon, The Router's defanlt netaark

N
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For exampte, if you click Advanced Conmection in the Conneetign Wicard screen and then click Next, the
fillowing sereen will appear. Click the desired conncetion type, and then click Next 1o continue.
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If you clicked Next, the following screen will appear. Chovse @m underlying deviee for your connection. Then, ¢lick
Mext o contioue.

Y

For example, if you selected WAN wing 3¢ will Appar. Ent!},mu: Login User Name and

Lugin Password in the fields i

NOTE: The Login values arc Wvided by Verizon, B
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After you have entered your user name and pasyword, click Next to continue.

[f you elicked Next, the following screen wa . Ve g fully l!e!ﬂps needed 0o create
the following connection. Fress Finls it i the e ol to be eatahlished,
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13.2.7 Quick Setup

To quickly sct up your network connection and wircless seitings, in the Network Connectiens screen, click the
Chuiek Setup button.

Y » L
Lf you clicked Quick Setup, ol ill app fier you have Anished configuring the setings in
this screen, click Apply to sa c sopnTs
- ik
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13.2.8 Status

To view the slalus of the Router's comnections, in the Network Conoectivas screom, click the Statns batton, The
following screen will appear. This screen displays connection infortnation for deviees comnected to your Router, Al
this screen, do any the following:

+  Tutn off Automatic Refresh by elicking the Antomatic Refresh Off button. i Refresh is

enabled, the sereen will be updated antomatically o display the most cunen
Manually refresh this sereen by clicking the Refresh button.

+  Click the links in this séreen o access the Ronter*s connection in
s Click Chose t return to the Network Connections screen.

vem oo
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13.2.9 Advanced

To view additional conncction settings, in the Network Coanections scroen, click the Advaneed bution.

If you ¢licked Advanced in

accass the Roper’s T

r
wﬁz\e fnllawi\ﬂa! will appear, Lise the links in this screen to
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If you click Wireless in the top navigation menu, the following screen will appear. Click Yes 1o pir:r:d.

14.1 General Firewall Sg ‘ \

curity feaures. The Router’s fircwall security
network by prohibiting certain types of inbound

ecific firewall rules.

e top navigation menu 1o go to the home page. In the Quick
Clicking this link mkes you 1o Verizon's Online Help siw,
VDSL Romer.

030-300239 Rev, A 08 ' : October 2007




Wireless Broadband Router (Model 91001 Lr5er Craigs

Ceneral Firewall Settings i

Maximum Security MHigh security level only allows bazic ITntemet finctionality. Only Mail, News, Web, ]
(Migh) FTP, and IPSEC are allowed. All other traffic is prohibited. ]
Typical Security Like High security, Medinom security only allows bagic [ntenet fi ;
(Medium} default. However, Medium security allows custormization through

go that you can enable the raffic that you want to pass. Thisge

security level,
Minimum Security Low sccurity setting will allow all waffic except for knolg
[ Low) security, your Router is visible to other computerg
Black P Fragments Select this check box to atlow the Router to Blod

can prevent hackers from using fragmented Wi .

Nete. Some VPN and UDP services uae 1P § nesd (o be

dizabled. If you hawve questions about this fe

14.2 Access Control

If you seiect Firewall Settings in the top
following screen will appear. This fea
the znbire network) from accessing
from surfing the Intomet, anoth
incoming email. To configurd

the local nepaork (or even

e comnputer can be prohibited
using FI'P and the whole network from receiving
try link.
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If you clicked New Entry, the following soruen will appear. Enter the desired values in this screen, and then click
OK to save the scttings.

e
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14.2.1 Selecting an Address

From the Address drop-dewa list, sclect the desired computer oo which you want this rule applied.

r
After you have selected a cumpmr,ﬂ'&m“wm‘:«ed ‘,M‘LE,E 1o select a protocol.
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14.2.2 Selecting a Protocol

From the Protocals drop-down list, scleet the desired option that you want to prohibit the computer from using. Tao

reply an hunl page to the blocked client, ¢lick the check box {a check mark will appear in the bow). To disable this
feaware, click to ctear the check box.

|
After you ha o ‘Inwing screen will appear. Proceed 1o section 14.2.3 © configure a
schedule rule,
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14.2.3 Configuring a Schedule Rule

Selest the desired schedule from the Sehedule drop-down list.

For cxample, if y s bedule d.‘duwn list, the following screen will appear. Click
the desired i i . then select the New Time Sepment Entry link.
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It you clicked New Time Segment Entry, the following screen will appear. Click the New Hours Range Encry
link, :

- L4
The follewing soreen will ap e ces il start fms end time vaiues in the fields provided, 2nd then
click OK w continue.
A
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If you clicked DK the following serecn will appear. Next, select the desired Days of Week vahues and click OK.

Afler you bave eotered va chi 0K, the'Wlllowing sereen will appear. If desired, you can
enter a name for th € For exam . this screen shows that rules have been added o
the Time Segments it the mules fo Runxter, repeat the preceding imstructions. Click
OK o conty
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14.2.4 Completing the Access Control Rule Configuration

If you clicked OK in the preceding Edit Scheduler Rule serecn, the following scresn will appear. Click O to save
the settings.

If you click i | app;’l'he Router is atempling o resolve the configuration. Click
Resolve No i

(0-300233 Rev. A 117 o Oectaber 2007




Wireless Broadband Router (Model B100) Liser {Fride

If you clicked Resalve Now, the following screen will appear. The rule has been added to the list of security rules.

Tor disable the security rule for an cotry, click the adjacent check box, and then click Apply. To add additional
acoess control rules, click the New Entry link.

W
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14.3 Port Forwarding

If you select Firewall Settings in the top navigation meny and then select Port Forwarding in the left submenu, the
following screen will appeat,

By default the Router blocks all extzral users frem connecting to your network. However, v
specific applications on your netwark (0 be accessible from the tcmet. Port Forwardin
enable applivations (Gamcs, Webcams, IM & Others) by openmg a tunnel bebwecn

a specific device port inside your local area network (LAN). Services on the LAN wil
Internet nsers,

&
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14.3.1 Setting Up a User Defined Port Forwarding Rule

Ta setup a user-delined port forwarding rie, in the Security scroen, click the New Entry Link.

: appcar. InYle Local Host field, enter a locat host naroe or [P
1f will use a Wolic IP address, click the check box next o

NOTE: Onl T T . provigiPa specific service or application. If you use public IP
addresses in g p st first obtain them from Verizon,
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Mext, from the Protoool drop-down list, select User Delioed.

IF you selectd recn ‘& appear. Click the New Server Poris link.

NOTE: At lgad % defned before you can coter & scTvics name.
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If you clicked the New Server Ports link, the following serecn will appear,

‘ v
Wext, selact the desired protocol from a‘ ﬂmp“ list, ‘ \
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For example, il you selected TCP, from the drop-down list, the following soreen will appear. Select the desired
source and desination port settings from the drop-down lists.

-w
To set up a range of ports, select “Range” % Suuilrts me-dom lists.

L
Mext, enter the d”n‘ge values in the ficlds provided, and then click 0K to continue.
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If clicked OK in the preceding screen, the following screet will appear, Next, enter the desired service name in the
Service Name field, and then click OK to save the seitings,

w
If you ciicked OK, the following scrg ar. i hich you to assign this nser-
defined port forwarding rule. To ass : i i ify Public IF Address check
box.
NOTE: Only one cogy Al 5 N i ice or applicanion, If you use public r
addresses in your 1 L ;. : ;
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At the Add Port Forwarding Rule screen you can enter the narme of a local host ar click the Specify Public IF
Address check box to indicat: the host or IP Address to which the port forwarding rule will be assigned.

If you clicked the Specify Public 1
address in the fields provided. ‘

ﬁn box,“]om!mm w‘appea:. Enter the appropriate 1P
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From the Forward te Port drop-down list, select the desired option to indicate the port to which taffic will be
forwarded

L4 v
For example, if you selected ard to drop-doam list, the following screen will appear.
Mexkt, enter the desired port V‘ j ld, and theielick OK o contine,
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After you have entered a local host, specified a port, and clicked OK in the preceding screen, the following sercen
will appear. The user-defined rule bas been added to the port forwarding table, and the status is Active. You may
need m click Resolve Now while the Router is agempting to save the rule to the local host,

If you want ko disabla N~ g x Qi to the h*nmz or [P address. Then click Apply to save the
seming,
il
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14.3.2 Configuring a Schedule Rule

To set up 4 schedule rule, in the Add Port Ferwarding Rule screen, select User Defined from the Schedule drop-

down list.
A

Mex, click th to schedule 4 titne parameter.
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Tf you clicked New Time Segment Entry, the following scresn wilt appear. Click the New Hours Range Entry
link.

If you clicked Mew Hongs Ra o folling screen appear. Enter the desired start and end time
values in the fields ‘ K nhnue,
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Lf you clicked QK the following screen will appear. Next, select the desired Days of Weck, and then click OK.

If you have set up the Hours Rangs
This sereen shows that 2 nile has

schedule roes to your Ronter t,

w
ek v cl* OK, llowing screcn will appear,
Time § ty table, is process 10 add additional
oK ntnue,
i
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I you clicked OK, the following scteen will appear. Enter the domain name in the local Host field or click the check
bt w0 specify a public 1P address, Then, click OK o continue.

[f you clicked OK, the fullms‘nﬁ . Chick A\ to gave the sepings.
il
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14.3.3 Setting Up a Predefined Port Forwarding Rule '

Ta set up a predefined port forwardimg rule, at the Security screen, click the New Eniry liok.

-In h Lacal Host field, enter a local host name or 1P
e 1T ill use 2 public IP address, click the check box next to

If you clicked Xg
address of

NOTE: Cnly
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M, select a predefined service fiom the Profocel drop-down list

| NOTE: For your convenicnee, Router provides predefined protocols for applicalions, games, and VPN-specific
| Programs.
The screen below displays the protocols of basic services provided in the Router. Tf you sele Ul Services

from the Protoce] drop-down list, all available services will be displayed io the drop-
]

AP
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After you have selected a predefined service, the following screen will appear. Wext select an aption fro the
Forward to Port drop-down list to indicate the port t0 which waffic will be forwarded,

if you selected the ard to ;t drop-down list, the following sceeen will appear,
Click OK to cggin
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Mext, set up a schedule using the instuetions explained in section 14.3 2, “Configuring & Schedule.” After you have
set up & schedule, enter the address of the lacal Host, and then click OK to save the seftings,

H you clicked i L“nk appc*e predefined part forwarding rule hay been assigned.
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14.4 DMZ Host

If you setect Firewall Setlings in the top navipation menu and then select DMZ Host in the left submenu, the
following screen will appear. The DMZ {Demilitarized) Host feature aliows the user to forward gllolicited inbound
WAN raffic 0 any single IP on the LAN. One computer on your LAN will be fully expos Internet. The
designated computer will be connected to your network without regard o firewall seen tions. Usc this
feature in cases where you want 60 use loternet services that arc not available in theg F & list, such as
Web pames or video—conferenging.

WARNING: The computer that is configured as 3 DMZ Host will not ha

Tu configure & computer for DMZ Host, click the DIMZ Hose 1P Addresgil=c oo . [P Address
of the computer that you want (0 be acecsuible fiom the Internet. Click A el

To disahle DM Host {if previously enabled), click to olilr the check box i iy 1 the: sertings,
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14.5 Port Triggering

If you select Firewall Seftiogs in the top navigation menu and then sclect Port Triggering in the lek submenu, the
tollowing sereen will appear. Yo can define port triggering rules to dynamically open the firewal] for specific
protocels or ports. The specified potts will be opened for incoming traffic. Port ttiggering can for dynamic
part fcnvarde configuration. By setting port trigpering rules, you can allow inbound traffic at a specific
LAN host, using parts different than thase used for the outbound traffic. This is called becanse the
outbound traffic rigpers the ports 1o which inbound raffic is directed. ‘

14.5.1 Se Port Triggering Rule

Tosetupa . in the Add drop-dowm list, select User Defined.
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14.5.1.1 Canfi'gnriﬂg Ourgoing Tricger Ports

If you selected User Defined in the preceding screem, the following screen will appear. Enter the desired name in she
Service Name field. Next, click the New Trigger Ports link to configure outgoing iripger ports.
' A

If you click
drop-down

MMM &\n will appear. Select the desired protocol from the Protocal
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For example, il you selected TCP from the Protocol drop-down bst, the following screen will appear. Scloct the
desired source and destination setings from the drop-down lists.

For example, if you selected Si
port vahses, and then click OK to 32

w
ter the (dfred source port and destination
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I you entered source and destination port values clicked QK in the preceding screen, the following screen will
appeat. If vou desire to configure incoming trigger port, proceed to sechion 14.5.1 .2, Ctherwise, click OK (o
contimme.

If vou clicked OX, the following sc . Cli! m!e the e.m!gs If you want to edit a le,
click the pencil icon next to le willhto cdit. Toflote 4 mule, click the “X™ ieon odxt to the rule that
you want to delete.

N
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14.5.1.2 Configuring Incoming Trigger Ports

To configure incoming trigper ports, in the Edit Port Trigpering Rube sereen, olick the New Opened Ports Lok,

1f you clicked New “P“ng\“ will a;u. Select a protocol fiom the Protocol drop-down
list. .
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For example, if you select LDP, the following screen will appear. Select the desired source port and destination port
setings from the drop-down lists.

Meui, coter the desired source and
lk

valu:s!u\ﬁc]d!oﬁd:ﬂ,‘ click OK to continue.
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[f you clicked OK, the [ollowing scroen will appear. Click OK 10 continue,

Il you clicked OK, the following sc
list of ripgering services. Click Ap)

rule that you want to cdit. To te

w
sh the ing mle has been added to the
0 want wo &dil a rile, chick the peocil icon next to the

t i the rule that you want 1o delete,
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14.5.2 Setting Up a Predefined Port Triggering Rule

To sct up a predefined port trigpering rule, in the Add drop-down List, select 2 predefined service.

After you have scl 1 will ap . The service that you selected will be displayed.
Click Apply to save .
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14.6 Remote Admin

If you =clect Firewall Settings in the top navigation meny and then select Remrote Administration in the 1cft
submenu, the following sereen will appear.

It is possible to access and control your Router not anly from within the home nerwork, but al
Thiz allews you to view or change settings while traveling. It also enables you to allow vl s¢
change scttings or help you troubleshoot functionality or communication issuss from g i
access to your Router is blocked by defanlt to ensurs the security of your netwark, r : pur RRter supports
the following scrvices, and you can use the Remote Adminisration screen to 56 L qervices if they
arc necded.

WARNING: With Remole Administration enabled, your network will b

To configure Remote Administration, enter the appruprif gettings, and 1
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14.7 Static NAT

If you sclect Firewall Setlings in (he lop navigation meonu and then select Static NAT in the lcft submenu, the
following screen will appear.

MNOTE: A block of static 1P addresses must be purchased fiom Yerizon to configure this fee

Static NAT aliows LAN devices to use public [P addresses (different from the Rﬂu % acir=ss), The LAM
Jdevices are still configured with private TP addresses {either statically or dytanigs ' Traffic
hetween the LAN devices and the Internet is 611 NAT ed, but the Statc NﬁLT gk A aciol from specific

devices to use a distinet public TP address; and packets sent to different p
specific devicas.

With Static NAT, devices that are behind the firewall and that are confip
hawve public 1P addresses on the Intemet This allows an fgternal host, su
{privatc} [P address and still be reachable over e

To configure Static NAT, click the New I'PT li

>
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[f you clicked New IP Address, the following scresn will appear. Next, from the Network Object Type drop-dowm
list, select the desired objeet typs.

. - -
For example, if you select LP r e folldling screen Wil appear. Enter the appropriate [P address, and then
click OK to continue.

A
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If vou clicked OK, the following screen will appear. To add a rule to this IP address, click the New Entry link.

Ifyon clicked New i . Beldor the desired values for your MAT/NAPT rule, and
then click n‘ &)
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After you sclect toe desired MAT/NAPT rules, click OK 10 contnuc.
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If you clicked OK, the fallowing screen will appear. This screen displays the active rules for the designated address.

L
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14.8 Advanced Filtering

If you select Firewall Sedtings in the top navigation menu 2nd then zelect Advanced Filtering in the left submenu,
the following scraen will appear.

Advanced fltering is designed o allow comprehensive controd over the firewall’s behavi
input and output rules, control the order of logically similar sets of rules and make a
apply to WAN and LAN devices.

This sereen is divided into two sections, onc for Input Rule Sets and the
configuring inbound and outbound traffic, respectively. Each section co
thres main sthjects:

+ Initial rules - rules defined bere will s applied first
=  LANMWAN rules - rules can be defingd per each

«  Final rules - nilex defined here will be applied last,

To ada rules to [nput or Ouiput miesﬂ
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For example, if you clicked the New Entry link for input LAN (NAT) Bridge Rules, the following screen will
appear.

Select ome of the following operatio

Ny V"
Select Drop to deop

L) i 215 p CP Reset MACME Host Unreachable packets o the sender,

» . : rets rel o this session.
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1f vou clicked OK, the following screen will appear. The rule is now active.

-
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14.9 Security Log

If you select Firewall Settings in the top navigation menu and then select Securily Loy in the left submenu, the
following scroen will appear,

tain 100G
aldest entry 15

This sereen alerts you of neteworthy information seat e Router from the Intetnet. The screen
entries, but a maximum of 50 eniries are displeyced at a time. Once 100 entries have be
remived 1o make space for the new entries az they oocur. In this screen, do any of thegol

& Click Close to close the security log screen.
*  Click Clear Log o remove all entries from the log.
+  Click Save to save the saitings 1o a ayslog server.

¢  Click Setiings to configure the security sel:tmgs Clicking this
configuration options for selecting the informatjgn that you wan

+  Click Relresh to refresh the security log screg

To confipurs the scl:;urity lop settings, click
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If you clicked Settings, the following screen will appear. Sclest the desired settings by clicking the check boxes.
Then, click Apply to save the semings.
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14.10 Connections

If you select Firewall Settings in the top navigation menu and then select Connections in the left submens, the
following sereen will appear.

ious details
display
a detailed

The conneetions list displays all the connections that are currently open on the firewall, as we
and statistics. You can use this list to cloze undasired connections by elicking the “X™ i
includes the protocol type, the different ports it uses, and the direction of the secured
list, click the Advanced butvon,

)
If yvou clicked ‘““g screen will appear. To clese a connection, click the adjacent *XC* icon.

030-300239 Rev, A 156 ) Dctober 2(N7




Wireless Brogdband Rourer {Model 9700} {ser Orniddfe

the left
on the

If you sclect Parental Controls in the lop navigation menu and then selact Website Restrictions
submenu, the following screen will appear. This feature aliows you to block LAN access 1o ¢
internet or o cortain Web sites. To configure a website restriction, click the New Entry Iii.

“’il!{:ﬂl’. Tn the Restricted Website ficld, enter the desired
ou can eater & valid [P address or domein name. Next, select a host
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After you have sclocted a local host, the following screen will appear, Click OK to conrinue, To add a user-dafined
hast ta your list of restricted aceess, click User Defined in the Add drop-down list.

If you selectad Um‘l,‘ﬂ‘m‘ﬂl ﬂppcﬂr‘ck the New Entry link,
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If you clicked New Entry, the following sereen will appear. Select the desired object type from the Network
Object Type drop-doam fist,

NOTE: You can select any option from the Neswork Object Type drop-down Yist, and then configure the screen
accord

ingly. '

For example, if you selected
provided, and then cli K

l‘ﬁfﬁ\ng scr*z\ﬂl appear. Enter the desired IP address in the field
ol
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If you clicked OK, the following scresn will appear. Enter the desired description in the Network Ohject
Description field, and then click OK tw continue.

Neat, sclect the desired schedule h‘“z dmp‘d‘list. lthen cliclOK to continue.
ik
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For example, if you selected Always, and then clicked OK in the preceding screen, the following scieet will appear.
This screen shows the IP address with an active website mstriction. In this cxample, the PC that has TP address
*192.168.1.4" will be prohibited from aceessing the specified Web site.

NOTE: If the Status field displays Resobving, this means that the Router {5 aftempting t0 locate (bl restricted Web
site. Click Resolve Now; the restrictcd Web site will be resolved into the [P address that you
Stutus ficid will display Active.

the box adjacent to the [P address. Then, click Apply to allgw
sta splays Disatded, the computer will bave permission to
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16.1 Dragnostics

1f you click the Diagnostics lick in the Advanced screen, the following scresn will appear. Using this screen, you
can tun the following diagnostics tests:

* Tora a PING rest, type the appropriate [P address or host name in the feld ¢click Go.

* Torun a Traceroute test, type the appropriate [P address or host name in the then click Go.

'
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For example, if ¥ou coter a host name in the Destination field and then click G, the following screen will appear.
This scroen shows thal the Ping test sueceeded. Click Close 10 retumn to the Advenced screen.

3
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16.3 Reboot

If you click the Reboot link in the Advanced screen, the following screen will appear. Rebooting the Router allows
the Rouker to be restaried. Click OK to allow the Router to reboot

0 reset the

IMPORTANT: The Reboot feamre does not reset the Router to factory default settings.

Router to factory defanlt settings, follow the instuctions m section 16.2, “Restore
F 9

If you clicked QK.
Afterwards, you wi

the ﬂovkhp\‘lﬂse w‘brief mament white the Router is rehooting.
1 bt
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164 MAC Cloning

If you slick the MAC Clﬂning link 1n the Advanced sereen, the following sereen will sppear. A Media Access
Control {MAC) address is a hexadecimal code that identifies a device on a nemork, such as a I'Tlﬂliﬁﬂ All nerworking

your network device. 1f you use MAC Cloming, you can simply enter the MAC address of the uter into youwr
Wireless Broadband Rowter, bypassing the need to contact the service provider with “nev - e
(from the Wireless Broadband Router).

To eonfigure MAC Cloning, enler the MAC Address of the Bouter you ate rep)
semings.

NOTE; By defauly, this screen displays the MAC address of the Wireless
with the MAC address of your “old"” Router and click Apply.

-

165 A

if vou click the
set up stattc DHC
connection, chck

1o the Advanced screen, the following screen will appear. This screen allows you th
10ns using Host Mames, 1P Addresses, or MAC addresses. To contigure a static DHCP
Static Conoertion link.
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If you clicked New Static Connection, the firllowing screen will appear. Enter the appropciale values m the ficlds
provided, and then elick OK to continuc,

ind then c].ic,
static DHCP

mm‘ﬁm‘l Vo

For example, if you enter an [P Address and a MAC a
The screcn shows that the entry has been added fp the li
DHOCP connection, click the diagnostics iﬂ

A

g!-; will appear.
a dizgnostics test on a

then click Close DHCTP Connections scrocn.

Ifyou clicked m“ixxz Tollowing screen will appear. Review the stalus of the dizpnostics test, and
ral
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16.6 Users

[f you click the Users link in the Advanced screen, the fallowing screen will appear. This feature allows you to
configure uswer settings in the Router.

16.6.1 Vsers—Addin

ot an suthorized user, you will not be allowed to change
canpot be configured unless the vser is logeed in.) Contact your
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16.6.2 Users—Adding a New User

Lf you click the New Lzer link, the following screen will appear. This screen allows specific users w have

administrative permissions in the Router. -

chick DK to save the changes.

NOTE: The User® P A A ot least G¥Maracters, and should congist of standard characters
: ATA ppace and any of these characters (@" |W=+c=|]*?,;. Also, nser
ight causc connectivity problems on Windows 98 hosts.
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After vou have entered the appropriate values and click OK, the following screen will appear. The user information
has been added to the Router. If desired, repeat the preceding instructions to add additional wsers to the administator
permissioas list,

B

030-300239 Kev. A ' 171 October 2007




Wireless Brogdband Rourer fMoedef 9100} Liver Cuide
16.6.3 Users—Removing a User

To remove & user [rom the list, click the “X™ iecon. The following sereen will appear. Click OK o cantinne.

16.6.4 Group d GRp ‘
Toaddan n ink.
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If you click the New Group, the following screen will appear. Using this screet, you e configure additional groups
in the Router. Al this sereer, do the following:

Emter a Group Name of your choice.

2.  Enter a deseription of your choice.

3. If you want to assign administrative permissions to the groap, click the Group M inistraipr
check box; otherwise, leave thiz box compty.
4. Click OK o save the settings. \
N

»
After you ha i oli DK, the following screen will display the group attroibutes.
Click Clo .
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16.6.5 Groups—Add a User to a Group

To set up new uscrs for a group, ¢lick the User link in the Groups section of the screen. The following screen will
appear, Lsing this surecn, you can assign users (o a desighated group.

At this screen, do the following:

1. Entera User narne of your choice.

2. Enter a description of your choice.

3. If you want to assign administrative permissions to the user, click the p AdWinisirator
check box; otherwise, leave this box cmpty.

4. Click OK to save the seftings. ‘

After you b i clicked OK, the follewing screen will display the proup atiributes.
Click Close
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16.7 Quality of Service

This feature allows you to configure Quality of Service parameters in your Router, Network-based applications and
traffic are growing al a high mate, producing an ever-increasing demand for bandwidth and netwopiiik:

Bandwidth and capacity cannot be expanded mfinitely, requitng that bandwidth-demanding s be: delivered over
existing infrastructure, without incurring additional expensive mvestments. The next logi ensuring opiimai
use af existing resources arc Quality of Service (QoS) mechanisms far mn,gestiml kad oidance. Quality
of Service refers 1o the capability of a nctwork device to provide betier service 1g sei ; . This is

16.7.1 General

If you click the Quality of Service lick in the Advan LT u, the
following screen will appear. This sereen allows you to et - S propriate sctinpes,
and then click Apply.

NOTE: Choosing a new QoS profile will
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16.7.2 Traffic Priority

1f you click the Quality of Service ok in the Advanced sereen and then elick Traffie Priority in the 16ft submenu,
the following screen will appear. This screen allows vou to configore QoS o prioritize input and autput traffic.

Traftic Prionity manages and avoids traffic congestion by defining inhound and outbound poris faor each
device oo the Router, These mles determine the priority that packets, traveling through receive. Qs
parameters (DSCP marking and packet prioriey) are set per packet, on an application
Q05 can be configured using flexible rules, according to the following param

»  Spurce/destination [P address, MAC address, or host name

« Device

«  Soures/destination ports

*  Limit the mle for specific days ang hours
The Rouler supports two priority marking methods for t prioritizati

« DSCP .

= 802.1p Priority

The matching of packets by rules,
Router's firewall mechanism.
the swme CoS pararmeters, bo

hm-based and uses the
with the same atinbutes receive

i o
Omnce
bo and
1

To set up a traffic pri i
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If you chicked New Entry, the following screen will appear. At this screen, do the following:

1. Select the desired Source Address, Destination Address, aod Protocol options from the drop-dowan Lists.
2. Click the Device check box if yon will apply the settings 1o 2 device. By default this box i cleared.
3. Scleet the desired option from the Set Priority drop-down list, {Zera is the lowest prl el.)
4. Click OK v save the seftings. ‘
d

W
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16.7.3 Traffic Shaping

if you click the Quality of Service link in the Advanced sercen and then click Traflie Shaping in the left submenu,
the following soreen will appear.

Tratlic Shaping is the solution for manaping and avoiding congestion where the network mee broadband
bandwidth, Typical networks use 4 100 Mbps Ethernet LAN with a 100 Mbps WAN inte
most bottlenecks occur. A traffic shaper 15 essentially a regulated queuc that aceepts
packets and transmits them in & steady, predictable stream 20 that the network is got o traffic,

While traffic priority allows basic prieritization of packets, raffic shaping i definitons,
such as:

»  Bandwidih limit for each device

»  Bandwidth limit for classes of rules

+  Pricrihzation policy

«  TCP serialization on a device
AddiGomally, QoS trmific shaping nules cag
has no defnitions of its own. This eng
‘The matching of packets by

Router™s firewall m

parameters by i ! en ik cquent conmections. For instance, QoS rules can be defined on
SIP, and th i [ ar g feven if the data ports are unknown). Applications that
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If you clicked New Entry, the following scrcen will appear. Select & devies from the Devire drop-down list. Then,
click 0K to continue,

will appear. Enter the
the TCP Serialization

After you have setected a device and clic
bandwidth valucs for transmit (Tx) and dmm:d
drop~down list. Neat, click the desi nIa
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For example, if you clicked New Eniry in the receive [Rx) scction, the fellowing screcn will appear. Enter the
desired nmame and then click OK to continue.

yau can do the
following:

»  To cdit a rule, click the

o [[yow do ool want m"la
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In this example, the Class 2 link that was created in the precoding scrocn has been selected for editing. Enter the
desired values, and then click Resolve Now. Click OK to continue.

w
will . Thisereen shows thal the class priooty
click Apply. Chherwise, click OK to continue,

If you elicked OK in the preceding
has been changed. If you change an
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IE you clicked OK, the following screen will appear. The values that you have configured will be displayed in this
soreen. To repeat this process, click the New Entry link.

g
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16.7.4 DSCP Settings

If vou click the Quality of Service link in the Advanced screen and then click DSCP Settings in the left submcnu,
the following scroen will appear.

Familiarity with the Dilferentiated Services model is essential to mderstanding DSCP. D1ffer Services
{Diffserv) is a Class of Service {CoS}) oodcl that enhances best-effon Intemest services Iy :
users, service requirementy, and other oriteria. Packets are specifically marked, allowigs
different levels of service, as appropriate for voice calls, video playback, or oth g epflications, via
priocty queving or bandwidth allocation, or by choosing dedicated routes for : ;

Diffserv defines a field in TP packet headers referred to as the Differemi 4
rowters passing waffic 1o a Diffscry-enabled network will gpically mark T ciflith W appropriate
DSCP. The DSCP markings arc used by Diffsery nefwork rovters (o ap e (R T =l

particular queuc handling or scheduling behavior 1o packets.

The Router provides a table of predefined DECF valucs, il . e method. Any
of the existing DSCP setting can be edited or d,
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16.7.5 802.1P Settings

I wou ¢lick the Quality of Service link in the Advanced screen and then click $02.1P Settings in the left submenn,
the follewing screen will appear,

The [EEE 802.1p priority marking methed is a standard for prioritizing network traffic at the d Mag sub-
layer. 802, 1p imitic is sirnply clazsified and sent to the destination, with oo bandwidh reg ;

pricriky. By defanit, the h:ghest priority is sever, which might be asslguad to g : alues five and
six may he applied to delay-sensilive applications such as interactive : . TR A | A through one
runge from controlled-load applicatons down o “loss eligible™ oaflic. i ; A e raffic and is

used a5 a best effort default, iovoked automatcally when ne other value

A packet can match more than one rule. This means the following:

s The first class rule has precedence over all o
rcached}.

+  The first traffic-prionty (classl

PSCP setting of the class

Seleot the desired va]uei Tm

d then Apply to save the settings.
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16.7.6 Class Statistics

If you click the Quality of Service link in the Advanced screen and then click Class Seatistics in the leit submenu,
the follewing sereen will appear,

The Router provides accuerate, real-time mformation on the taffc moving through the define
exarnple, the amount of packets sent, dropped, or delayed are just a fow of the para
shaping class.

NOTE: Class statistics will be availablc only after defining at lcast one class {g
any values).

If you der hot want the screen to refresh autornatically, click Automatic

‘V
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16.8 Remote Administration

If you click Advaneed in the top navigation menu and then select the Remote Adminigtrative link, the
following scroen will appear.

it is possible to access and control your Router not only from within the home netwark, but &
[ntermet. This allows you to view or change settings while maveling, It also enables you 1g i on to
change settings or help you troubleshoct functienality or commumication issues from :
Brmote access to your Router is blocked by default to ensure the scourity of Foug ne
Router supports the following services, and you may use the Remote Adminis :
selectively enable these services if they are needed.

WARNING: With Remote Adminisirgtion enabled, your network will b

To configure Remote Administration, enter the appmpﬁf settinps, and
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16,9 DINS

If you ¢lick Advanced in the top navigation menu and then select the DNS link, the following serecn will
appear.

The Router contains 4 built-in DNS server. When ar 1P address is assigned, the Router will in the
new device for a machine name vsing several well-known networking protocols. Any I ill
dynamically be added to the DNS scrver’s table of local hosts.

Do any of the following:
*  Torename the domain name, click a host name Tink.
*  Toadd a host name, click the New DNS Entry link,

i ‘t following screen will appear, Enter the desired
ys, Mext, click OK to continue.

NOTE: Narmn:Rs i g a. etters, digits and the special chatacters dash (-), underscore
{_)and dot{.} L beiaFeharacters may not appesr at the beginning of at the end of a E

R can be 15 63 chamacters.

If you have cotered values in the preceding soreen and clicked OK, the foflowing screen will appear, The
changes have been saved W the Router.
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)

afae link, the

16.10 Personal Domain (Dynamic D

If you click Advanced in the top navigation
following sereen will appear.

\

lect the rrm
be toa hestname, allowing a

nemet. Typically, when connecting ta the
ponl of 1P addresscs, and this address is

signing addresses eabends the usable

n name. This allows o user to access a

Drynamic DINS (otnain Name
compuiter om the necwork 10 be
Intetnel, the service provider 2
used only for the duratigmef s
pool of available [P o

device from a : e - ways have the same [P address,
When using ovided by the service provider changes, the DNS
databage ch pe. i the IP address of the computer changes often, its

The following screen will appear. Enter the appropriate values in the fietds provided, and then click OK to continue.
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NOTE; Your scrvice provider will provide you with the appropriate values (0 use in this screen, |

o link, ﬂle‘llnwing sereen will appear. Epget
Ids provided to access your accounl,

your S

if you click the Click Here to Loi
i ice) in th

the user name and password {gaevid

MNOTE: The screen di differ fro actual sereen.
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16.11 Network Objects

If you ciick Advanced in the top navigation menu and then select the Network Objects tink, the following screen
will appear. A network object is a set of host names, 1P address or MAC addresses. Security rules can be applicd o a

distinct LAN subset using the Network Ohjects feature,
To configure a now network object, click the New Entry Liok. ‘
1

tlullnw‘ing screen will appear, Enter the desired object
the New Entry link in this =crecn.

If you elick &
description i d,
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1 you J._:Hckad New Entry, the following screen will appear. Select an option from the Network Object Type drop-
down list, and then cnter the appropriate values in the fields provided. Click OK 1o continue,

T | 4 »
If you have entered the desineggial e prdiding clicked OK, the following scteen will appear. The
netwark object has been confi . OK v the b ralion.
Y
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If you clicked OK, the following screen will appear. The network ohjsct has been saved to the Rouler. Click Close
o return to the Advaneed screen.

e
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16,12 Protocol

If you click Advanced in the top navigation menu and then selcet the Protocol link, the following sereen will
appear. For your convenience, the Router supports protocals for Applications, Games, and ¥ PN-specific programs.
The following chart provides port‘protosol information for the supported services. The Protocol 15 divided
into two main sections: Basic Service and Advanced Service. The following sections explain of each

SETVICE. ‘
|

»
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16.12.1 Basic Service

Tao acgess the basic protocol scrcen (if you are in the Advanced sereen), click the Basic button,
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It you clicked the Basic button {n (he preceding screen, the following scroen will appear.

At this screem, you can di the following:

»  Configure a new user-detined pont for a protocol by ciickimg the New Entry lick.

*  Configere ports for predefined protocols by clicking the desired link. '
F 9

eid Lﬂmﬂ‘ Service

| service, click the desired link.

16.i12.11
To configure
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For example, if you clicked FTP in the preceding screen, the following sereen will appear. Next, click the TCP link
to configure the service protocol vahes,

Y 4 v
I you clicked TCP in the EdIggery following! will appear. Enter the desired values, and then
click OK 1o continue.
_—
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if you have entered values and clicked QK in the preceding sereen, the following sezeen will appear. A protocol
service has been configured. Click OK to save the scitings.

If you clicked OK in the preceding lmnring! wi]l!car. The col service has been saved to
the Router, ‘
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16.12.1.2 Configuring o User-defined Protocel Service

Ta configure the Router for o user-defined protoco! service, click the New Entry link.

will‘pear. Enter a service name and service description in the
liok.
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If you clicked New Server Poris, the following screen will appear. Select a protocol from the drop-down list, and
then enter & protocol number. Click OK o continne,

. - -
I vou clicked OK, the 1b1mw‘m¥1:;\. Click u‘n save the scHings.
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1f your clicked OK, the following screen will appear. The prowcol sattings have been saved to the Rouoter,

W
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16.12,2 Advanced Protocol Service

To access the Advaneed screen (if you are in the Basic screen), click the Advanced button. The following advanced
Protocels screen will appear,

Al the Advanced screen, you van do the Tollowing:

*  Configure predefined application by clicking the desired link.

* Configurs 3 sew user-defined application by clicking the New Entry |j
16.12.2.1 Configuring a Predefined Application
To configure the Router for a predefined appticarion, chck the desired Li
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For example, if you clicked the link of a predefined service in the preceding screen, the following screen will
appear. If desited, enter a description in the Service Description ficld. Next, click the desired TCP gr UDP link.

sCreeh appear. Select the desired source port and
then click

5, WO gelect 2 single port or a range of ports. In this example, the
oo O thaoh 65535, And the range for the Destination port can be any
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After you have entered the desired values and ¢lick OK in the preceding screen, the foltowing screen will appear.
The TCP protocol values have been configured. Next, click OK to save the settings.

-
1F you clicked OK, the m to the K‘v and the follewing serecn will display the entry,
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1612.2.2 Configuring a New User-Defined Application

To configure new uscr-defined application, click the New Server Ports link in the Edit Service screen.
Ak

If you click ri ing scn‘will appear, Select the desired protocol from the Protocol
drop-down 1 th ber.
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For cxampte, this sereen shows sppropriate valuss, click OK Lo continoe,

if you clicked OK, the foilo ill apr ‘The UD Pt vahies have been confignred. Mext, click QK
save the setings. ‘
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If you clicked OK, the following screen will appear. The user-defined UDP port settings have heen saved to the
Router,

\

16.13 UPnP

If you click - Tt them selact the UPeP link, the following screen will appear.
This feaiure =R R Ot ¢ LAM. Universal Plug-and-Play is a networking
architecture 1 o g netwdlking equipmwent, software and peripherals. Products that have
UPnP an scalliiess ; e with other Universal Plug-and-Play cnabled devices, without the
need for user ciilAs ; LR . 0F praduct-specific device drivers.

To configure U ucs and then click Apply o save the settings,
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16.14 System Settings

If you click Advanced in the top navigation mena and then select the Syatem Sewtings link, the following screen will
appear. Usc this page o configare various system scitings. Enter the desired senings and then click Apply to save the

scthogs.
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16.15 Configuration File

If you click Advanced in the top navigation meny and then select the Configuration File link, the following screen
will appear.

[ IMPORTANT: Do not change the scttings in this page unless instructed by Vetizos.
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16.16 Date and Time Rules

If you ¢lick Advanced in the top navigation menn and then select the Date and Time link, the following screen witl
appear. Enter the desired values in this screen, and then click Apply to save the settings.

16.17 Sch

p navigation menu and then selest the Scheduler Rules link, the following serden will

If you click Adva
ctions discussed in seeton 13.1.2.3 “Configuring & Schedule Ruls,” to configure this

appear, Please reh:
feature.
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16.18 Firmware Upgrade

If yvou click Advanced in the top navigation menu and then select the Firmware Upgrade link, the following screen

update file stored o an neetnet server.

|IMPDHTAJ\'T: The configurable settings of your Reuter may be crased during

Do any of the following:

s Salect the desired opSon from the Upgrade from the Internet d

| NOTE: The URL must be ia the format: pro
» http, https, fip or thp. Either user or passw

NOTE: If you click Chee
firmvwars update filed

ailable,” this indicates that the

=  Click Force Uggrradd badarh: : le and to antomatically update the Router
: i aild 3 t be coonected to the Intemet to usce this option.

ware update file from a local hand drive or CD-ROM on your
equircd for this opticn.
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16.19 Routing

If you click Advanced in the top navigation menu and then select the Routing link, the following screen will
appear. You can choosc to sctup your Routet (o use static or dynamic routing, Dynamic rowting awomatically
adjusts how packets travcl on the network, whereas static routing specifics a fixed cowring path: (galliphbaring
destinations.

16.19.1 Basic Routing Settings
To creats a new tonte, click the New Rowbe link . If you changs any seuin‘n “ jc pRRto save the
serings.

1o CcOnOnue.

If you clicked N“‘“ng screen will appear. Configure the zettinps m this screcn, and then click OK
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16.19.2 Advanced Routing Settings

To configurc advaneed routing sertings, ¢lick the Advanced button in the Routing screen.

W
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If you clicked the Advanced buiton, the firl lowing screen will appear. 11 you change any settings in this screen, click
Apply 1o save the settings.
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16.20 IGMP Configuration

If you click Advanced in fhe top navipation menu and then select the IGMP Coafiguration link, the following
screen will appear. This sercen allows you to configure IGMP LAM Proxy confipuration scitings 1 your Router.

The Router supports [GMP multicasting, which allows hosts connetted 1o 2 network 10 be up EVCr an
important change oceurs in the network. A multicast [s simply a message that is sent st
group of recipients, Fach member of the multicast group will reccive all messages

IGMP proxy enables multicast packets to be routed according to the IGMP req)
Toquesting o join malticast groups. To coable FSMP Proxy, click the adjyaent
itt the box. Next, enter the appropriale values in the fields provided and ctﬁ
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16.20.1 New Membership Filter

If you clicked the New Membership Filter link in the preceding screcn, the following screen will appoar.

Select the desined * M ﬁ]\nu want Lﬁ:, Then click Apply to save the settings,
allln
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16.20.2 New Multicast Address

If you clicked the New Multicast Address link in the preceding screen, the fallowing screen will aprear. Enter
multicast address and then click Apply.

If you clicked Apply, the ad la‘m the I1st\duhncast Addresses.
il
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16.20.3 IGMP Status

If you click Advanced in the top navigation menu and then select the IGMP Status kink, the followin B screen will

appear.
| NOTE: If IGMP proxy is not cnabled, the 1GiMP Proxy Status panel will be empty, ‘ N

menu Y then select the PPPoE Relay link, the following screen will
lay on PPPoE connections, while keeping irs designated

To ackvate PT check mark will appear in the box). Click Apply to save the settinps.
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16,22 1P Address Distribution

If you click Advanced in the top navigation mens and then select the IP Address Distribution link, the Tolloaning
soresn will appear.

Your Router's Dynamie Host Configuration Protocol {DHCP) scrver makes it possible 1o geeil) mputem that
are configured as DHCP clients to the home network. It provides a mechanism for atlges N1 e and
delivering network configuration paratmcters to such hasts, The Router’s defanlt DH N bridge

A client (host) sends out a broadeast message on the LAN requesting an server then
checks its list of available addresses and leases a local [P address to the b

simullancouslty designates this IP address as “taken,” At this point the ho
duration of the leasc.

LAN {(NAT) Bridge liok, the following sereen will appear. Enter
ded, and then click Apply to save the scitings.

Ter configure
the desired D
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If you click System Monitoring in the top navigation men, and then click Full Status/System
of Coanections in the left submenu, the following screen will appear. This screen displays o
for devices connected to your Router. At this scroen, you can do any of the folloaring:

*  Turn off Automatic Refresh by clicking the Automatic Refresh OFf huiton, o
enabled, the sereen will be updated avtomaticalty o display the most

s Manually refresh this screen by clicking the Refresh button,

o Click the links in this sereen to access the Router’s connection sqilng

+ (Click Close to return to the Netwark Connections screen.

Maonitoring
informzation

Refresh is

Y NS
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§f you click System Manitoriog in the top navigation menu and then click System Log in the left submenu, the
following scrcen will appear. This soreen display the details of your system’s logged ovents. To save the sysiem log,
click Save Log, and then follow the instroctons ta save the lox o the desired lacation.

Systers Log
e es i) chaed

Proms e Befreml b U opriis Sl Aabs

m ﬂ#hl‘ﬂhﬂhm
___ mﬂ.mnmmmmu
mm
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Coneact your [nternet service provider for technical suppart

System Requirements for 10100 Base-T/Ethernet

+ Pcotiume or cquivalent class machines or »
higher '

» Microsofte Windowss (X, 2000, ME, NT
4.0, 9% 53E) Macmoshe 05 X, or Linux
installed
64 MB RAM (128 MB recommendad) . et 3, Ethernet 4
10 MB of free hard dove spacc
107100 Base-T Network [nterface Car
(NIC)

#  Internet Explorer 3.3 or highe
Mavigator 7.x or higher 0% CO

Computer Operating 3 VDSL: RJ-11, 6-pin modular jack-VDSL
Ethemet Foar B-pin BJ-45 modular jacks
WAN: E-pmn RI-45 modular jack

Power: Barre] connector

Power
s  Power Supply: 120 VAC 1o 12 VI wall-
mOoUnt power supply

DMimensions
« Height 1.9in. {4.8 cm)
= Width: 1.3 in. (274 cim)
s Dwepth: 5.75 in. {14.6 cm}

. Weight
higher «  Approx. 132 Ib (0.60 kg)
+  Microsofes Windows® (XP, 2000, MLC,
9% SE) installed Enviroamental
64 MB RAM (128 MB recommended) = Relative Aumidity: 5 to 95%, non-condensing
10 MB of free hard drive space = Storage Tempesature: -200 °C w 85 °C
Internel Explorer 5.5 or higher or (-4 °F to 185 °F}
Metscape Mavigator 7% or higher a  Arbient Temperaturs: 23 %C {73 °F)

+  Computer operating system CD-ROM
EMC/Safety/Regnlatory Certifications
FCL Part 15, Class B

FCC Part 68

ANSIUL Standard 60550-]
CAMN/CSA C222 No_ 6000-1
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READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CA ULLY. THIS
SOFTWARE I8 COPYRIGHTED AND LICENSED (NOT S0LD). BY INSTALLIN OPERATING
THIS PRODUCT, YOU ARE ACCEPTING AND AGREEING TO THE TERNE IS5 LICENSE
AGREEMENT. IF ¥OU ARE NOT WILLING TO BE BOUND BY THE ! 15 LICENSE
AGREEMENT, YOU SHOULD PROMPTLY RETURN THE SOFT'WA l : WARE TO
WESTELL TECHNOLOGIES, INC, THIS LICENSE AGREEMEN

AGREEMENT CONCERNING THE SOFTWARE BETWEEN YO /
INC., {REFERRED} T(} AS "LICENSOR"™, AND IT SUPE
REPRESENTATION, OR UNDERSTANDING BETWEEN THE P4

1. License Grant. Licensor hereby grants to you, and yan accept, a
Bisk (CD) and the computer programs eontainedgetherein in mafh
(collectively referred tw as the "SOFTWARE"),
autherized in this License Apreement, The
systems for which you have paid license g
bol assign, sublicense, transfer, pledge.
agres that you may not nor alla
SOFTWARE.

tation, only as

with the number of
pu agree that you will
License Agreement. ¥ou
ibke, or otherwise translate the

You may retain the SOFT

SOFTWARE in an :
Manual for backn
Licensor's copgariph

nly. In addition, you may make one copy of the
omly. You may make one copy of the User's
FTWARE or the User's Manual shall include

1, Licenzofgl K and agree that the SOFTWARE and the User's Manwmal are

g : under L.S. copyright law. ¥You further acknowledge and agree
that all right, e SOFTWARE, intloding associated intellectual property rights,
are and shall . This License Agreement does not convey to you an interest in or to the
SOFTWARE, right of mse revocable in accordance with the terms of this License
Agrécment,

3, License Fees, p
granted under thisWicense Agreement.

4. Term. This License Agreement is effective upon your opening of this packege and shall continue until
terminated. You may terminate this License Apreement at amy time by returning the SOFTWARE and all
copies thereof and extracts there from to Licensor. Licensor may terminate this License Agreement apon the
bresch by you of any term bhervof Upon such termination by Licensor, you agreo to return to Licensor the
SOFTWARE and all copies and poritons thereof.

5. Limitation of Liability, Licensor's cumulative liability 1o youn ar any other party for any loss or damages
resulting from any claims, demands, ar actions arising aut of or relating to this Agreement shall not exeeed
the license fee paid to Licensor for the use of the SOFTWARE. In no event shall Licensor be Liable for aomy
indirect, incidental, consequential, special, or exemplary damages or kst profits, evea if Licensor has been
advised of the porsibility of such damapes. SOME STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, 30 THE AROVE
LIMITATION OR EXCLUSIHOIN MAY NOT APPLY TG YOI
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6. Governing Law. This License Agreement shall be construed and governed in accordance with the laws of
the State of TMlinois. You sobmit to the jurlsdiction of the state and federal conrts of the siate of [IHoois and
agree that veoue is proper in those conrts with regard to any Hilpation arising under this Agreement,

ainst the other
ddition to any

7. Cosis of Litigation, II any action is brought by either party to this License Agreement
party regarding the subject matter hereol, the prevailing party shall be entitled to recoy:
other reliel granted, reasonahie atiorney fees and expenses of litiration.

8. Severahility, Should any term of this License Agreement be declared w)id ar
competent jurisdiction, such declaration shall have no effect on the remai

9. No Waiver. The fallure of aither party o enforce any rights
the other party in the event of any breach hereunder shall not b party a5 tp
subsequent enforcement of rights or subsequent actions in the event

i
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