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1 GENERAL INFORMATION

1.1 Product Description

Model - ATS-1190, ATS-1192 and NX-1700E
Product Type — Intentional Radiator(s)

Product Components or Parts - The device(s) are printed circuit boards housed in molded plastic
enclosures and are connected to a remote controller via single multi wire cable. The device(s)
receive power from the controller circuitry and not directly from the AC mains.

Product Function - The device is part of a door access system that utilizes proximity cards for
activation of a door strike relay.
1.2 Applicable FCC Authorization Procedure
The authorization procedure selected for this product is Certification Thisis based on the table in
Paragraph 15.201(b).
1.3 Related Submittal(s)/Grant(s)

There are no related grants as part of this report.
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1.4 Tested System Details

The FCC ID’s (where available) for al equipment other than the product being evaluated, including
inserted or plug-in cards, which have grants, plus descriptions of al cables used in the tested system are
as follows:

# Device Description / Manufacturer Model No. Serial No.
FCC ID (if any)

D1 [main control board/ GE-Interlogix ATS-4000 None
None

D2 (computer and printer interface/  |GE-Interlogix ATS-1801 None
None

D3 (8 meg expansion module / GE-Interlogix ATS-1832 None
None

D4 |1 meg expanson module / GE-Interlogix ATS-1832 None
None

D5 [remote arming station (RAS)/ GE-Interlogix ATS-1100 None
None

D6 |door controller / GE-Interlogix ATS-1170 None
None

D7 |data gathering panel / GE-Interlogix ATS- 1201 None
None

D8 [(data gathering panel / GE-Interlogix ATS-1210 None
None

D9 |data gathering panel / GE-Interlogix ATS- 1220 None
None

D10 (door controller / GE-Interlogix ATS-1250 None
None

D11|NA NA NA NA

D12 [main controller / GE-Interlogix NX-8E None
None

D13 [remote arming station (RAS)/ GE-Interlogix NX148E None
None

D14 plug in class 2 transformer Universa UB16401 JO1C
(NX-8E Sys) /
None

D15 [plug in class 2 transformer / Bader Electric None None
None

D16 |[EUT card reader / GE-Interlogix ATS-1190 None
None

D17 |EUT card reader / GE-Interlogix ATS 1192 None
None

D18 [EUT card reader / GE-Interlogix NX1700E (Master) [02025541
none

D19 |EUT card reader / GE-Interlogix NX1700E (Slave) 02025551
None
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Cable Descriptions

# CableUse/ Manufacturer | Connectors | Shielding Type/ Length
Description In/Out Shield Bonding (meters)

C1A |NX1700E Master / 1/0O line MM Cables PC / polarized 4 |None/ None 0.92
pin female

C1B [NX1700E Master / 22AWG 4 wire |Genesis PC / polarized 4 [None/ None 193
pin male

C2A [NX1700E Slave/ 22AWG 4 wire  |[MM Cables PC / polarized 4 [None/ None 0.92
pin female

C2B [NX1700E Slave/ 22AWG 4 wire  |Genesis PC / polarized 4 [None/ None 3
pin male

C3  |NX148E/ 22AWG 4 wire Genesis PC/PC None/ None 2.6

C4  [Class 2 direct plug in transformer / |None PC/PC None/ None 13

18AWG 2 wire
C5 |[I/OBuss/ 22 AWG 16 wire None PC/PC None/ None 2.65
C6 [Class 2 direct plug intransformer / |Basler Electric PC/PC None/ None 275
18AWG 2 wire

C7A (/O] 22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin male

C7B [I/O/22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin femae

C8 |ATS-1190/1/Oline None PC /PC None/ None 333

C9A [I/O/ 22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin male

CI9B (/O /22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin female

C10 |I/OBuss/ 22 AWG 16 wire None PC/PC None/ None 3

C11A (I/O/ 22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin male

C11B (/0 / 22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin female

C12 |I/OBuss/ 22 AWG 16 wire None PC/ PC None/ None 3

C13A [I/O/ 22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin mae

C13B [I/0/ 22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin female

C14A (/O] 22AWG 4 wire Genesis PC / polarized 4 [None/ None 13
pin mae

C14B (/0 / 22AWG 4 wire Genesis PC / polarized 4 [None/ None 13
pin female

C15A |ATS1192/ 1/0 None PC / polarized 4 [None/ None 25
pin male

C15B [I/0/ 22AWG 4 wire Genesis PC / polarized 4 [None/ None 1.3
pin female

C16 |I/OBuss/ 22 AWG 32 wire None PC/PC None/ None 3

C17 |AC mains/ 18 AWG 3 wire Lord Hero PC / appliance  |None/ None 13
plug cap

C18 |I/OBuss/ 22 AWG 32 wire None PC/PC None/ None 3

C19 |AC mains/ 18 AWG 3 wire DaTung PC / appliance  |None/ None 1.3
plug cap
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1.5 Test Methodology

Both conducted and radiated testing were performed according to:

FCC Part 15, Subpart C (2002) and ANSI C63.4-1992

1.6 Test Facility

The pre-compliance emissions chamber, open area test site and conducted measurement test station used
to collect the data in this report is located on the first floor of:

Underwriters Laboratories Inc.
2600 N.W. Lake Road
Camas, WA 98607

Phone: 360-817-5500

This site has been fully described in a report, submitted to the FCC, and accepted in a letter dated May
5, 2000 (Registration No.: 91042).

1.7 Test Equipment — Radiated Emission M easurements:

v Type Manufacturer | Model No. Serial # | Calibra- | UL
tion Due | 1D
) Receiver System Hewlett Packard 8572A 3020A00455 | 1-15-03 601
v
? BiConiLog Antenna EMC Test Systems | 3141 1204 8-14-03 1163
v
2 Biconnical Antenna Electro-Metrics EM-6912A 113,121 10-30-02 702
v
? Log Periodic Antenna | Electro-Metrics EM-6950 913 10-25-02 530
v
2 Loop Antenna. Electro-Metrics EM-6872 140 1-18-03 538
v
1.8 Test Equipment - Conducted Voltage measurements
v Type M anufacturer Model No. Serial # | Calibra- | UL
tion Due | 1D
v~ | Transient Limiter Electro-Metrics EM-7600 112626 1-18-03 803
?
) LISN Fischer Custom FCC-LISN-50/250-25-2 | 01014 10-31-02 1363
v
) LISN Fischer Custom FCC-LISN-50/250-25-2 | 01015 10-31-02 1364
v
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v Type Manufacturer Model No. Serial # | Calibra- | UL
tionDue | ID

- Spectrum Analyzer | Advantest R3361D 81729342 3-20-03 839

v

- Presel ector Advantest R3351 82970023 3-20-03 840

v

1.9 Traceability of Measurements

Unless otherwise indicated calibration of equipment referenced within this Report is traceable to NIST.
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2 PRODUCT LABELING AND USER INFORMATION

2.1 Label for Part 15 Certification or Verification

Paragraph 15.19 (a) of 47 CFR Ch. 1 (Aug. 20, 2002 Edition) states “In addition to the requirementsin
part 2 of this chapter, a device subject to certification, or verification shall be labeled as follows:”

In accordance with Paragraph 15.19(a)(3) of CFR 47; the device shall bear the following statement in a
conspicuous location on the device; subject to the additional conditions given below. The layout and
size are only for illustration purposes:

This device complies with Part 15 of the FCC rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference,
and (2) This device must accept any interference received, including
interference that may cause undesired operation.

In accordance with Paragraph 15.19(a)(4); where a device is constructed in two or more sections
connected by wires and marketed together, the above statement is required to be affixed only to the
main control unit.

In accordance with Paragraph 15.19(a)(5); when the device is so small or for such use that it is not
practical to place the above statement on it, the statement shall be placed in a prominent location in
the instruction manual or pamphlet supplied to the user or, alternatively, shall be placed on the
container in which the device is marketed. However, the FCC identifier or the unique identifier, as
appropriate, must be displayed on the device.

2.2 Information to User

In accordance with Paragraph 15.21 of CFR 47; the user’s manual or instruction manual for an
intentional or unintentional radiator shall caution the user that changes or modifications not expressly
approved by the party responsible for compliance could void the user’ s authority to operate the
equipment.
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3 SYSTEM TEST CONFIGURATION

3.1 Justification

The following paragraphs are to ANSI C63.4-1992 unless otherwise indicated.

In accordance with paragraph 6.1 and 11.1, the EUT and accessories, if any, were operated at the rated
(nominal) operating voltage (120 Vac/60H2) with typical load and/or test conditions to simulate typical
operation. All necessary parts of the system were exercised and the test conditions have been
documented in this report.

The EUT and accessories, if any, were placed in atypical configuration in accordance with paragraph
6.1.1, 6.1.2 and 6.2.

The interconnecting cable lengths were the most typical of all applications of normal usage. Where the
cable length was unknown, cables of 1 m nominal length were used. The interconnecting cabling used
was the specific cabling marketed with the EUT in practical applications or was the same specified in
the user manual. This complies with paragraph 6.1.4.

The excess cable length was draped over the back edge of the tabletop and bundled in the center in a
serpentine fashion using 30 - 40 cm lengths, where necessary, to keep the cable a minimum distance of
40 cm from the conducting ground plane. This method is described in paragraph 6.1.4.

The power cord(s) of the peripheral equipment was not bundled. These power cords were draped over
the rear edge of the table and routed down onto the floor to the second LISN or through the turntable
center opening. The power cords were not draped over the top of any LISN. Thisisin accordance with
paragraph 6.1.4.

3.2 EUT Exercise Software

The device(s) do not use software.
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3.3 Special Accessories

Special accessories or components provided as part of the device that support compliance, or that if
removed, would require aretest are as follows:

Manufacturer Modd Number | Serial Number Description
Far-Rite 2643102002 None Solid coreferrite
API Delevan CFI-14.2¥6.35*28.5 | None Solid coreferrite
N/A N/A N/A Metal can over PCB on the ATS-1801

3.4 Equipment Modifications

To achieve compliance to ClassB levels, the following changes were made by Underwriters
Laboratories Inc. during compliance testing:

a. Fair-Rite solid core ferrites were put on both lines (Phl and Neutral) of the AC mains input
to boards ATS-4000. Two passes of the mains wire was put through the center of the ferrite.
See modification photographs, 6.19 and 6.20.

b. API solid core ferrites were put on both lines (Phl and Neutral) of the AC mains input to
boards ATS-1250. Three passes of the mains wire was put through the center of the ferrite.
See modification photographs, 6.17 and 6.18.

c. Addition of ashield (metal can) over PCB components on the ATS-1801. See modification
photograph 6.21

Specific reason for modification: _To meet class B limit requirements

The above modification(s) were made to the tested device for the reason(s) indicated and will be
implemented on al production models of this equipment.

Applicant Signature Date

Typed/Printed Name Position
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3.5 Configuration of Tested System

The following test configuration represents the worse case configuration for emissions. The emissions
measurements made in this configuration represent the worst-case emissions for this system.

The EUT(s) was tested to the applied standards requirements for tabletop devices.

For the intentional radiators, it was found that the associated equipment (AE) was interfering with the
maximization process of the measurements. The AE was removed from the tabletop leaving the
intentional radiator to make more precise measurements.

Further description of test setup:

The EUT’ s were rotated about their axis to find the worst-case emissions during the preliminary
measurements to determine orientation for final measurements.
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4 BLOCK DIAGRAM(S) OF TEST SETUPS FOR ATS 1190, ATS1192 and
NX-1700E

Note The ATS-4000, and NX-8E are separate operating systems.

C5

C6

D6
ATS1170
D7
ATS1201

Block Diagram of Model ATS-1190, ATS-1192

D15
Class 2

Transformer

D10 D1
ATS1250 ATHA000
C7A/B D4 C19 D2
ATS1832 ATS1801
C8 D3
C18 ATS1832
C9A/B C14A/B
D16 D9 D5 D17
ATS1190 ATS1220 | C10 ATS1100 ATS1192
RAS
C11A/B
D8
ATS1210 | C13A/B
C12
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Block Diagram of Model NX-1700E

D12
NX8E
Controller
C4 C2A/B Cl1A/B C3
D14 D19 D18 D13
Class 2 NX1700E NX1700E NX148E
Transformer Slave M aster RAS
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5 BLOCK DIAGRAM(S) OF THE ATS-1190, ATS-1192 and NX-1700E

ATS 1190 ATS 1192 CARD READER BLOCK DIAGRAM

1/ INTE RFACE
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o e e
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oec ¥, 08,07

TAMPER
LED 5, RS AND Q1

ATS-1190 and ATS-1192 BASIC OPERATION

BASIC OPERATION

The ATS 1190 and ATS 1192 are part of a Access Control and Security System (ATS 3000 / 4000) The
ATS 1190 and ATS 1192 were designed to read RFID Transponders when they are in close proximity to
the readers. In atypical installation a ATS 1190 or ATS 1192 card reader would be mounted close to an
entry way door. The 1/O interface would provide both 12 DC power and RS 485 data buss connections
to the main control panel (ATS 3000/ 4000). Also, Wiegand & Magnetic stripe protocol data transfers
are possible. When a valid user would require access through the entry way they would place their
Transponder card in close proximity to the reader. The readers are continually polling every 170 Ms by
enabling the 125 Khz carrier for 20Ms. During this polling the magnetic field produced by the reader
would couple enough energy to the Transponder to provide operating power. Once the Transponder is
powered up Viathe magnetic field it would begin to modulate the 125 Khz carrier with the data pre-
programmed with in the transponder. Once modulation is detected by the RFID Controller the datais
then passed on to the Main Processor. This causes the Main Processor to stop the 20 Ms polling and run
continually until the Transponder stops transmitting (moved away from the reader). The Data collected
from the Transponder is processed by the reader’ s Main Processor and sent along to the main control
panel (ATS 3000/4000) viathe I/0O interface. Data would then be received back from the main control
for LED, Buzzer and relay control.

Additional functions provided by the main control panel would include the operation of electric door
locks were the user could now gain access.
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CIRCUIT DESCRIPTION

I/O Interface:

The /O Interface is comprised of J1, and 8 conductor shielded cable used for the interconnection to the
Main Control Panel (ATS 3000/ 4000). R1 -6, R13, R14 and R10 are used for input current limiting
resistors. R11, R12, R7 and R8 are used as pull-up resistors. TVS], TVS3, and TV are used for input
transient protection. U4 is used for R$485 data transfer between the ATS1190 / ATS1192

and the Main Control Panel while U5 C and D are used for Wiegand or Magnetic stripe data transfer to
the ATS1250 Doorl to 4 inputs when operating in the offline mode.

12VOLT POWER SUPPLY AND 5VOLT REGULATOR: The 12 Volt Power Supply and 5 Volt
Regulator is comprised of Z1,C1, C2, D1, which are used for input filtering, input transient protection,
and reverse power protection. VR1 isa5 volt liner regulator. TV S5 is used for transient protection. C3
provides output filtering.

MAIN PROCESSOR: Main Processor consists of U1 micro controller which processes data and
controls RFID controller and LED, Buzzer and relay functions. U3 EEPROM provides nonvolatile
memory. BC1 and BC4 are used for high frequency power supply bypass. R27 is used for data line pull-
up and R28 is for DI/DO data anti collision.

8Mhz CLOCK: The 8Mhz clock consists of X1 a8 Mhz crystal, C6 and C7 to form a8 Mhz oscillator.
This oscillator is used for the clock for both the Main Processor and the RFID controller.

LED, BUZZER AND RELAY DRIVERS: The LED, Buzzer and relay Drivers consists of LED 1-4,
Q2, Q3, R22 and R24 which are used for programmable visual annunciation. B1, R29, R32 and Q4 are
used for programmable audible annunciation. U5 A and U5 B R16, R17, R18, R19, R20, C8 ard BC6
are used for input sensing for LED switching when in Wiegand or Magnetic Stripe mode. Q5, R31, R30
and Z2 provides an open collector output to drive asmall load such as arelay.

TAMPER: The ATS 1190, ATS 1192 provides aoptical tamper switch which senses the unit being
removed from it’s mounting surface. It consists of LED5, R25 and Q1.

RFID CONTROLLER: The RFID controller consists of U2 which divides the 8Mhz clock by 64 to
produce the 125K hz carrier frequency. It also provides modulation and demodulation function from the
carrier. It also provides the Transponder Antenna drive circuitry. C4 and C5 provide filtering for U2
input circuitry and BC2 provides high frequency power supply bypassing.

TRANSPONDER ANTENNA: The Transponder Antenna consists of LA which isasmall wire coil
used to produce a magnetic field when driven by the 125Khz signal produced by U2. RS, Caand RV
provide impedance matching.
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BASIC OPERATION

The NX-1700E are part of a Access Control and Security System (NX SERIES CONTROL PANEL)
The NX-1700E were designed to read RFID Transponders when they are in close proximity to the
readers. In atypical installation a NX-1700E card reader would be mounted close to an entry way door.
The I/O interface would provide both 12 DC power and RS 485 data buss connections to the

main control panel (NX SERIES CONTROL PANEL). Also, Wiegand & Magnetic stripe protocol data
transfers are possible. When a valid user would require access through the entry way they would place
their Transponder card in close proximity to the reader. The readers are continually polling every 170
Ms by enabling the 125 Khz carrier for 20Ms. During this polling the magnetic field

produced by the reader would couple enough energy to the Transponder to provide operating power.
Once the Transponder is powered up Viathe magnetic field it would begin to modulate the 125 Khz
carrier with the data pre-programmed with in the transponder. Once modulation is detected by the RFID
Controller the data is then passed on to the Main Processor. This causes the Main Processor to

stop the 20 Ms polling and run continually until the Transponder stops transmitting (moved away from
the reader). The Data collected from the Transponder is processed by the reader’s Main Processor and
sent along to the main control panel (NX SERIES CONTROL PANEL) viathe I/O interface. Data
would then be received back from the main control for LED, Buzzer and relay control. Additional
functions provided by the main control panel would include the operation of electric door locks were the
user could now gain access.
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CIRCUIT DESCRIPTION

I/O Interface:

The /O Interface is comprised of J1, and 8 conductor shielded cable used for the interconnection to the
Main Control Panel (NX SERIES CONTROL PANEL). R8 and R10 are used for input current limiting
resistors. R7 is used as pull-up resistor. Z4 and Z5 are used for input transient protection. Q6 and Q7 are
used for data transfer between the NX-1700E and the Main Control. R1 - R6 and LED 6 are used for
biasing Q6 and Q7.

12VOLT POWER SUPPLY AND 5VOLT REGULATOR:

The 12 Volt Power Supply and 5 Volt Regulator is comprised of Z1,C1, C2, D1, which are used for
input filtering, input transient protection, and reverse power protection. VR1 isa5 volt liner regulator.
Z3 is used for transient protection. C3 provides output filtering.

MAIN PROCESSOR:

Main Processor consists of U1 micro controller which processes data and controls RFID controller and
LED, Buzzer and relay functions. U3 EEPROM provides nonvolatile memory. BC1 and BC4 are used
for high frequency power supply bypass. R27 is used for data line pull-up and R28 is for DI/DO data
anti collision.

8Mhz CLOCK:

The 8Mhz clock consists of X1 a8 Mhz crystal, C6 and C7 to form a8 Mhz oscillator. This oscillator is
used for the clock for both the Main Processor and the RFID controller.

LED, BUZZER AND RELAY DRIVERS:

The LED, Buzzer and relay Drivers consists of LED 1-4 , Q2, Q3, R22 and R24 which are used for
programmable visua annunciation. B1, R29, R32 and Q4 are used for programmable audible
annunciation. Q5, R31, R30 and Z2 provides an open collector output to drive asmall lo ad such asa
relay.

TAMPER:

The NX-1700 provides a optical tamper switch which senses the unit being removed from it’s mounting
surface. It consistsof LED5, R25 and Q1.

RFID CONTROLLER:

The RFID controller consists of U2 which divides the 8Mhz clock by 64 to produce the 125K hz carrier
frequency. It aso provides modulation and demodulation function from the carrier. It al'so provides the
Transponder Antenna drive circuitry. C4 and C5 provide filtering for U2 input circuitry and BC2
provides high frequency power supply bypassing.

TRANSPONDER ANTENNA:

The Transponder Antenna consists of LA which is a small wire coil used to produce a magnetic field
when driven by the 125Khz signal produced by U2. RS, Caand RV provide impedance matching.
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6 CONDUCTED AND RADIATED MEASUREMENT PHOTOS

Figure 6.1 - Conducted Voltage Emissions M easur ement Configuration (AT S-1190)

Figure 6.2 - Conducted Voltage Emissions M easur ement Configuration (AT S-1190)
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Figure 6.3 - Conducted Voltage Emissions M easur ement Configuration (ATS-1190)

Figure 6.4 - Conducted Voltage Emissions M easur ement Configuration (ATS-1192)
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Figure 6.5 - Conducted Voltage Emissions M easurement Configuration (NX-1700E)

Figure 6.6 - Conducted Voltage Emissions M easurement Configuration (NX-1700E)
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Figure 6.7 - Radiated Emissions, Precompliance, 3m Chamber

Figure 6.8 - Radiated Emissions, Precompliance, 3m Chamber
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Figure 6.9 - Radiated Emissions, Precompliance, 3m Chamber

Figure 6.10 - Radiated Emissions, Precompliance, 3m Chamber
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Figure6.11 - Radiated Emissions, Precompliance, 3m Chamber

Figure 6.12 - Radiated Emissions, Precompliance, 3m Chamber
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Figure 6.13 - Radiated Emissions, Open Area Test Site (ATS-1190 and 1192)
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Figure 6.15 - Radiated Emissions, Open Area Test Site (NX1700)
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Figure 6.17 - Madifications To The Device (AT S-1250)
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Figure 6.19 - M odifications To The Device (AT S-4000)

Figure 6.20 - M odifications To The Device (AT S-4000)
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Figure 6.21 - Modifications To The Device (AT S-1801)
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7 CONDUCTED EMISSIONS DATA
7.1 Conducted Emissions Test Procedure

This test procedure was performed in accordance with the Conducted V oltage Emissions Test Procedure
SOP-0179, in accordance with ANSI C63.4-1992 and FCC Part 15 (2002).

The conducted emissions were measured using two steps.

Theinitial, qualitative, survey of conducted emissions was performed using a spectrum analyzer
scanning with peak detection. For this step, the frequency range was divided into at least six sub-ranges,
and a separate scan was taken for each. For each sub-range scan, the spectrum analyzer was swept at
least four times in max-hold mode to capture time varying emissions. The scans for each line were
plotted and al emissions shown, for which quasi-peak measurements were to be performed, were
marked.

The final, quantitative, measurement was made on the configuration and mode of operation that
produced the highest emission relative to the limit, on the emissions recorded as “marked traces.” These
were exported to a spot frequency table, which was used to automatically perform a quasi- peak
measurement on each frequency. A 9 kHz bandwidth was used.

The EUT was set to operate with the AC mains on and the transponder (card) not in the field of the
sensor (polling mode).

7.2 Conducted Emissions Test Results

The emissions measurements made in this configuration are deemed to represent the worst-case
emissions for this system. The preliminary peak scans for each line are provided on the following
pages. Emissions requiring quasi-peak measurements are marked numerically. Additional emissions
may aso be marked.

The final quasi-peak compliance data for the lines tested is provided on separate pages following the
preliminary peak scans.

The measurements are in compliance since the quasi peak measur ement(s) did not exceed the
limit. And the average measurement did not exceed the average limit. The minimum margin
between quasi-peak measurement(s) and quasi-peak limit was—33.10 dB(uV/m) at 19.25 MHz for
the ATS-1190, -11.05 dB(uV/m) at 0.55 MHz for the ATS-1192. —16.68 dB(uV/m) at 29.99 MHz for
the NX-1700E Master/Slave. The minimum margin between aver age measurement and average
[imit was -15.37 dB(uV/m) at 0.55 MHz for the ATS-1192
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