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Important Safety Information

WARNING: TO PREVENT FIRE OR SHOCK HAZARD, DO NOT EXPOSE THIS PRODUCT TO RAIN
OR MOISTURE. THE UNIT MUST NOT BE EXPOSED TO DRIPPING OR SPLASHING. DO NOT
PLACE OBJECTS FILLED WITH LIQUIDS, SUCH AS VASES, ON THE UNIT.

CAUTION: TO PREVENT ELECTRIC SHOCK, THIS EQUIPMENT MAY REQUIRE A GROUNDING
CONDUCTOR IN THE LINE CORD. CONNECT THE UNIT TO A GROUNDING TYPE AC WALL
OUTLET USING THE POWER CORD SUPPLIED WITH THE UNIT.

CAUTION: THIS PRODUCT WAS QUALIFIED UNDER TEST CONDITIONS THAT INCLUDED THE
USE OF THE SUPPLIED CABLES BETWEEN SYSTEMS COMPONENTS. TO ENSURE
REGULATORY AND SAFETY COMPLIANCE, USE ONLY THE PROVIDED POWER AND INTERFACE
CABLES AND INSTALL THEM PROPERLY.

CAUTION: DIFFERENT TYPES OF CORD SETS MAY BE USED FOR CONNECTIONS TO THE MAIN
SUPPLY CIRCUIT. USE ONLY A MAIN LINE CORD THAT COMPLIES WITH ALL APPLICABLE
PRODUCT SAFETY REQUIREMENTS OF THE COUNTRY OF USE.

CAUTION: INSTALLATION OF THIS PRODUCT MUST BE IN ACCORDANCE WITH NATIONAL
WIRING CODES AND CONFORM TO LOCAL REGULATIONS.

CAUTION: DO NOT OPEN THE UNIT. DO NOT PERFORM ANY SERVICING OTHER THAN THAT
CONTAINED IN THE INSTALLATION AND TROUBLESHOOTING INSTRUCTIONS. REFER ALL
SERVICING TO QUALIFIED SERVICE PERSONNEL.

CAUTION: CHANGES AND MODIFICATIONS NOT EXPRESSLY APPROVED BY MOTOROLA FOR
COMPLIANCE COULD VOID USER’'S AUTHORITY TO OPERATE THE EQUIPMENT.
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IMPORTANT SAFETY INSTRUCTIONS — When using your telephone equipment, basic safety
precautions should always be followed to reduce the risk of fire, electric shock, and injury to persons,
including the following:

Read all of the instructions listed here and/or in the user manual before you operate this
equipment. Give particular attention to all safety precautions. Retain the instructions for future
reference.

This device must be installed and used in strict accordance with manufacturer’s instructions as
described in the user documentation that comes with the product.

Comply with all warning and caution statements in the instructions. Observe all warning and
caution symbols that are affixed to this equipment.

Comply with all instructions that accompany this equipment.

Do not overload outlets or extension cords, as this can result in a risk of fire or electric shock.
Overloaded AC outlets, extension cords, frayed power cords, damaged or cracked wire insulation,
and broken plugs are dangerous. They may result in a shock or fire hazard.

Route power supply cords so that they are not likely to be walked on or pinched by items placed
upon or against them. Pay particular attention to cords where they are attached to plugs and
convenience receptacles, and examine the point where they exit from the product.

Place this equipment in a location that is close enough to an electrical outlet to accommodate the
length of the power cord.

Place unit to allow for easy access when disconnecting the power cord of the device from the AC
wall outlet.

Do not connect the plug into an extension cord, receptacle, other outlet unless the plug can be
fully inserted with no part of the blades exposed.

Place this equipment on a stable surface.

It is recommended that the customer install an AC surge protector in the AC outlet to which this
device is connected. This is to avoid damaging the equipment by local lightning strikes and other
electrical surges.

Do not cover the device, or block the airflow to the device with any other objects. Keep the device
away from excessive heat and humidity and keep the device free from vibration and dust.

Wipe the unit with a clean, dry cloth. Never use cleaning fluid or similar chemicals. Do not spray
cleaners directly on the unit or use forced air to remove dust.

Operate this product only from the type of power source indicated on the product’s marking label.
If you are not sure of the type of power supplied to your home, consult your dealer or local power
company.

Do not use this product near water for example, near a bathtub, washbowl, kitchen sink or laundry
tub, in a wet basement or near a swimming pool.

Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a
remote risk of electric shock from lightning.

Do not use the telephone to report a gas leak in the vicinity of the leak.

Use only the power cord and batteries indicated in this manual. Do not dispose of batteries in a
fire. They may explode. Check with local codes for possible special disposal instructions.

CAUTION: To reduce the risk of fire, use only No. 26 AWG or larger (e.g., 24 AWG) UL Listed or
CSA Certified Telecommunication Line Cord.

Disconnect TNV circuit connector(s) before disconnecting power.
Disconnect TNV circuit connector before removing cover.

Upon completion of any service or repairs to this product, ask the service technician to perform
safety checks to determine that the product is in safe operating condition.

SAVE THESE INSTRUCTIONS
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FCC Compliance Class B Digital Device

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one of the following measures:

. Reorient or relocate the receiving antenna.
. Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

. Consult the dealer or an experienced radio/TV technician for help.

CAUTION: Changes or modifications not expressly approved by Motorola for compliance
could void the user’s authority to operate the equipment.

Canadian Compliance

This Class B digital apparatus meets all requirements of the Canadian Interference Causing
Equipment Regulations. Cet appareil numérique de la classe B respects toutes les exigences
du Réglement sur le matériel brouilleur du Canada.

Wireless LAN Information

The HH1620 Wireless VolP products are wireless network products that use Direct Sequence
Spread Spectrum (DSSS) radio technology. These products are designed to be inter-operable
with any other wireless DSSS type product that complies with:

Wireless LAN and your Health

The HH1620, like other radio devices, emit radio frequency electromagnetic energy, but
operate within the guidelines found in radio frequency safety standards and recommendations.

Restrictions on Use of Wireless Devices

In some situations or environments, the use of wireless devices may be restricted by the
proprietor of the building or responsible representatives of the organization. For example,
using wireless equipment in any environment where the risk of interference to other devices
or services is perceived or identified as harmful.

If you are uncertain of the applicable policy for the use of wireless equipment in a specific
organization or environment, you are encouraged to ask for authorization to use the device
prior to turning on the equipment.

The manufacturer is not responsible for any radio or television interference caused by
unauthorized modification of the devices included with this product, or the substitution or
attachment of connecting cables and equipment other than specified by the manufacturer.
Correction of interference caused by such unauthorized modification, substitution, or
attachment is the responsibility of the user.

The manufacturer and its authorized resellers or distributors are not liable for any damage or
violation of government regulations that may arise from failing to comply with these guidelines.

FCC Certification

The HH1620 contain a radio transmitter and accordingly have been certified as compliant with
47 CFR Part 15 of the FCC Rules for intentional radiators. Products that contain a radio
transmitter are labeled with FCC ID and the FCC logo.

Caution: Exposure to Radio Frequency Radiation.

To comply with the FCC RF exposure compliance requirements, the separation distance
between the antenna and any person’s body (including hands, wrists, feet and ankles) must
be at least 20 cm (8 inches).
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Canada - Industry Canada (IC)
The wireless radio of this device complies with RSS 210 and RSS 102 of Industry Canada.
This Class B digital device complies with Canadian ICES-003 (NMB-003).

Caring for the Environment by Recycling

When you see this symbol on a Motorola product, do not dispose of the product with
residential or commercial waste.

Recycling your Motorola Equipment

Please do not dispose of this product with your residential or commercial waste.
Some countries or regions, such as the European Union, have set up systems to
o collect and recycle electrical and electronic waste items. Contact your local
I authorities for information about practices established for your region. If collection
systems are not available, call Motorola Customer Service for assistance.

Regulatory, Safety, Software License, and Warranty Information Card

This product is provided with a separate Regulatory, Safety, Software License, and Warranty
Information card.

THIS PRODUCT IS IN COMPLIANCE WITH ONE OR MORE OF THE STANDARDS LISTED
ON THE REGULATORY, SAFETY, SOFTWARE LICENSE, AND WARRANTY
INFORMATION CARD. NOT ALL STANDARDS APPLY TO ALL MODELS.

NO WARRANTIES OF ANY KIND ARE PROVIDED BY MOTOROLA WITH RESPECT TO
THIS PRODUCT, EXCEPT AS STATED ON THE REGULATORY, SAFETY, SOFTWARE
LICENSE, AND WARRANTY INFORMATION CARD. MOTOROLA’'S WARRANTIES DO
NOT APPLY TO PRODUCT THAT HAS BEEN REFURBISHED, RECONDITIONED, OR
REISSUED BY YOUR SERVICE PROVIDER.

Copyright © 2006 Motorola, Inc.

All rights reserved. No part of this publication may be reproduced in any form or by any means or used to make any
derivative work (such as translation, transformation or adaptation) without written permission from Motorola, Inc.

Motorola reserves the right to revise this publication and to make changes in content from time to time without
obligation on the part of Motorola to provide notification of such revision or change. Motorola provides this guide
without warranty of any kind, either implied or expressed, including but not limited to, the implied warranties of
merchantability and fithess for a particular purpose. Motorola may make improvements or changes in the product(s)
described in this manual at any time.

MOTOROLA and the Stylized M Logo are registered in the US Patent & Trademark Office. Microsoft, Windows,
Windows Me, Windows XP, Windows 95, Windows 98, Windows NT, Windows 2000, DirectX, MSN, and NetMeeting
are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.
Microsoft Windows screen shots are used by permission of Microsoft Corporation. Wi-Fi is a registered trademark of
Wireless Ethernet Compatibility Alliance, Inc. AOL is a registered trademark and Instant Messenger is a trademark of
America Online, Inc. QuickTime is a registered trademark of Apple Computer, Inc. Net2Phone is a registered
trademark of Net2Phone, Inc. Battle.net is a registered trademark of Blizzard Entertainment. Unix is a registered
trademark of The Open Group.

The following websites are not sponsored, affiliated, or controlled by Motorola: www.dyndns.org, www.changeip.com,
and www.ntp.org. All other product or service names are the property of their respective owners.
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Overview

1. Overview

Congratulations on purchasing the Motorola® HH1620 Wireless VolP Gateway.

The HH1620 includes both an 802.11b/g wireless access point and a 4-port Ethernet router. It
also enables up to two standard analog telephones to use digital telephone services over a
broadband Internet connection. The broadband connection can be any high-speed data
service through either:

. A cable modem connected to coaxial cable from a cable television company

. A DSL (digital subscriber line) modem connected to telephone wiring from a telephone
company

You can connect up to four computers or other Ethernet devices directly to the HH1620. By
adding hubs or other routers, you can expand your network up to the recommended
maximum of 16 connected devices.

The computers on the HH1620 network must:
. Have a 10Base-T or 10/100Base-T Ethernet adapter
. Be running Microsoft® Windows®, Macintosh® OS, Linux®, or UNIX®

So it is both wireless and wired, providing the foundation for a truly customized network full of
options.

Using the HH1620, you can share files, pictures, peripherals, printers and more with everyone
else on the network. By connecting a broadband modem (cable, DSL or other), you can also
share a single high speed Internet connection.

The HH1620 offers both the popular 802.11b wireless standard as well as the nearly 5-times-
faster 802.11g standard, providing you the ultimate in flexibility and speed. With Wi-Fi®
Protected Access (WPA™) included, your wireless connections are robust and secure, giving
you the security to communicate without fear that your signal might be compromised.

The HH1620 comes loaded with Performance Enhancement technology that accelerates your
wireless network and your fun. This new technology boosts wireless performance among
compatible Motorola devices up to 35% faster than over standard 802.11g networking.

Upgradeable firmware keeps the router’s control software up-to-date. The HH1620 captures
the latest technology in a package that stays current, protects your home network, and
provides you easy home network management.

HH1620 Wireless VolP Gateway 1
User's Guide
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Features
The HH1620 Wireless VolP Gateway provides:
. Up to two lines of robust, full-featured telephone and fax service

. Voice-over-data prioritization so you can speak on the phone while using the Internet
with no reduction in voice quality

Overview

. Full network connectivity in a single unit, eliminating the cost and clutter of stand-alone

routers and hubs
. VPN pass-through support for remote access to enterprise applications
. Portability to plug into any broadband connection (cable or DSL)
. Plug-and-play installation
. Compact, low-profile design
. Easy Web-based configuration

. Support for features such as caller ID, call waiting, three-way calling, and call forwarding

. Firewall to help protect your network against external attacks
. Connects the laptop wirelessly and allows you to roam unfettered

. Supports a multitude of devices that operate with both 802.11g and 802.11b wireless
communication standards

. Protects your wireless communications using Wi-Fi Protected Access (WPA), Wi-Fi

Protected Access version 2 (WPA2TM), 802.1X, and Wired Equivalent Privacy (WEP)

security algorithms

. Supports peer-to-peer communication using built-in Wireless Distribution System (WDS)

functionality

Box Contents

Your box contains the following: —

AC Adapter: Connects the HH1620 to an AC electrical 'i:f? r_f' A
outlet (the plug shown is for the USA; yours may look oy M
different) SRR |

Ethernet Cables: Blue cable connects the Internet port
on your HH1620 to your cable or DSL modem Yellow :

f
cable connects an Ethernet port on your HH1620 to a S
p y LQ-\J.‘- -\?\\\EM

4

computer or other network device M

Quick Start Guide: Provides instructions to quickly set up =
and configure your voice gateway

Telephone Cables: Connect the ADSL port on your
HH1620 to the wall jack. And connect the TEL Port on ﬁ%

your HH1620 to your telephone. 5
:'-i|||-|-i:,'

In addition to your HH1620, you also need:

o
Elbermsid
Cahble

Quick Sfar

Giuide

. An established DSL or cable Internet connection
. One or two touch-tone telephones
. One or more computers with these minimum requirements:
Ll Pentium-class processor or faster
. 16 MB of memory
Ll 10 MB of hard disk space available
= Windows® 98, Windows 98 SE, Windows Me®, Windows NT®, Windows XP™
. A 10/100Base-T category 3 or better straight-through Ethernet cable with RJ-45

terminators for each computer to be wired to the network (the yellow cable provided with

the voice gateway connects one computer)

HH1620 Wireless VolP Gateway 2
User's Guide
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If you purchased your HH1620 voice gateway from a retail location, you must first activate
your Xxxxx® Phone Service. You will need to provide the WAN MAC ID on the bottom of the
HH1620.

Precautions

Postpone installation until there is no risk of thunderstorm or lightning activity in the area.
To prevent overheating the HH1620, do not block the ventilation holes on the unit.

Do not open the HH1620.

A We recommend powering your HH1620 through a surge protector or universal power
supply (UPS).

Caution!

Gather Information
You may need to obtain the following information about your high-speed Internet connection:
. For a DSL connection only, your user name and password

. For a cable modem connection using static IP addresses only, your IP address, subnet
mask, default gateway, and DNS server IP address or addresses

If you already have a router, we recommend printing its configuration screens to use for
reference during Basic Configuration.

Connect the HH1620

. If you already have a router, use instructions A: Installation With an Existing Router.

Note: If you have more than one computer connected to a single Internet connection,
you have a router.

. If your cable or DSL modem has a built-in router with multiple computers connected, you
should also use instructions A.

Note: Some cable data and DSL providers supply modems containing a router. If your
modem has multiple Ethernet ports, it probably contains a router. If you are not sure, call
your cable or DSL provider and ask them whether your modem contains a router.

. If you have a standard cable or DSL modem with just one computer connected, use
instructions B: Installation With a Standard Modem.

You can place the HH1620 on a flat surface horizontally or vertically. For vertical installation,
insert the voice gateway into the supplied base stand. The voice gateway slides snugly into a
notch in the stand to keep it stable.

HH1620 Wireless VolP Gateway 3
User’'s Guide
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@ Installation With an Existing Router
g@ - A
EEEEEEEN *I
Cable or DSL modem

9.

To AC
power =

el

Computer to configure ou must connecta phone  Opticnal phone or fax machine
the HH1E520 to the Phone 1 port for & second line from Vonage

Unplug your cable or DSL modem power cord or adapter.

Unplug your router power cord or adapter. Please leave your modem and router connected to the
cable or phone line that provides your Internet connection.

Disconnect one computer from your router.
Connect one end of the blue Ethernet cable to an Ethernet port on your router.

Connect the other end of the blue Ethernet cable to the blue Ethernet port labelled Internet on the
rear panel of your voice gateway.

Connect one end of the yellow Ethernet cable to the Ethernet 1 port on your voice gateway.

Connect the other end of the yellow Ethernet cable to the Ethernet port on the computer you
disconnected in step 3.

Plug your cable or DSL modem power cord or adapter into an AC power outlet. Refer to the
instructions provided with the modem.

IMPORTANT: Before you continue, be sure to allow enough time for your modem to complete its
start-up process. Refer to the information provided by the modem manufacturer. For example,
startup for a Motorola SURFboard cable modem is complete when its Power, Receive, Send, and
Online lights are on and no longer flashing.

Plug your router power cord or adapter into an AC power outlet. Be sure to allow enough time for
your router to complete its start-up process. Refer to the instructions provided with the router.

10. Connect the power adapter supplied with your voice gateway to the Power connector on its rear

HH1620 Wireless VolP Gateway 4
User’s Guide
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11.

12.

13.

14.

Overview

panel.

Plug the other end into an AC power outlet.

This turns on your voice gateway. The HH1620 does not have an On/Off power switch. The Power
light on the front panel performs a series of blinks as described in “Front Panel” on page 3. You
should not unplug your voice gateway when it is not in use.

IMPORTANT: Before you continue, be sure to allow enough time for your voice gateway to
complete its start-up process. HH1620 startup is complete when the Power light on its front panel
lights solid green. This usually takes a few minutes.

We recommend plugging the HH1620 power adapter into an electrical outlet that is grounded and
equipped with a surge protector or UPS.

Turn on your computer. The Ethernet 1 light on the HH1620 front panel should light.

IMPORTANT: Before you continue, be sure the HH1620 Power, Ethernet 1, and Internet lights are
all on.

On your computer, open a Web browser such as Microsoft Internet Explorer, Netscape
Navigator®, or Mozilla Firefox®.

Check your Internet connection by visiting any website.
If your Internet connection does not work, see “Troubleshooting” on page 66.
If your Internet connection works, go to C “Connecting Your Telephone” on page 12.

Installation With a Standard Modem

To AT
power

Cable or DSL modem

- Opticnal phone or fax machine
for a second line from Yonage

£ i i g
You must connect a phons “1“--n,',,/ = = ;

to the Phone 1 port

1. Shut down your computer properly. Follow the instructions provided with the computer.

2. Unplug your cable or DSL modem power cord or adapter.

3. Disconnect any cables connecting your computer to the modem. Please leave your
modem connected to the cable or phone line that provides your Internet connection.

HH1620 Wireless VolP Gateway 5

User's Guide
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Hint: Your modem should remain off for about 10 minutes to “clear its memory” so it can
recognize the HH1620 when you turn it back on. You can continue with the installation
during this time.

4. Connect one end of the blue Ethernet cable to the Ethernet port on your modem.

5. Connect the other end of the blue Ethernet cable to the blue Ethernet port labeled
Internet on the rear panel of your voice gateway.

6. Connect one end of the yellow Ethernet cable to the Ethernet 1 port on your voice
gateway.

7. Connect the other end of the yellow Ethernet cable to the Ethernet port on your
computer.

Hint: Your modem should remain off for about 10 minutes to “clear its memory” so it can
recognize the HH1620 when you turn it back on. You can continue with the installation
during this time.

Note: If your high-speed Internet connection was through USB and your computer does
not have an Ethernet adapter, see “Troubleshooting” on page 66 for information.

Optionally, you can connect up to three more computers directly to the other HH1620
Ethernet ports (2, 3, or 4) using Ethernet cables. You can purchase additional Ethernet
cables from any electronics or computer retailer.

8.  Plug your cable or DSL modem power cord or adapter into an AC power outlet. Refer to
the instructions provided with the modem.

IMPORTANT: Before you continue, be sure to allow enough time for your modem to
complete its start-up process. Refer to the information provided by the modem
manufacturer. For example, startup for a Motorola SURFboard cable modem is
complete when its Power, Receive, Send, and Online lights are on and no longer
flashing.

9. Connect the power adapter supplied with your voice gateway to the Power port on its
rear panel.
10. Plug the other end into an AC power outlet.

This turns on your voice gateway. The HH1620 does not have an On/Off power switch.
The Power light on the front panel performs a series of blinks as described in “Front
Panel” on page 3. You should not unplug your voice gateway when it is not in use.

IMPORTANT: Before you continue, be sure to allow enough time for your voice gateway
to complete its start-up process. HH1620 startup is complete when the Power light on its
front panel lights solid green. This usually takes a few minutes.

We recommend plugging the HH1620 power adapter into an electrical outlet that is
grounded and equipped with a surge protector or UPS.

11. Turn on your computer. The Ethernet 1 light on the HH1620 front panel should light.

IMPORTANT: Before you continue, be sure the HH1620 Power, Ethernet 1, and
Internet lights are all on.

12. On your computer, open a Web browser such as Microsoft Internet Explorer, Netscape
Navigator®, or Mozilla Firefox®.

HH1620 Wireless VolP Gateway 6
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13. Check your Internet connection by visiting any website.
If your Internet connection does not work, continue with step 14.
If your Internet connection works, go to C “Connecting Your Telephone” on page 12.

14. Depending on whether your high-speed Internet service is cable or DSL, do one of the
following:

Cable modem users:

First, as mentioned in step 3, be sure your cable modem remained off for at least 10 minutes
before you turned it back on.

If leaving the cable modem unplugged for at least 10 minutes does not correct your problem,
you may need to register your HH1620 with your cable provider. Please contact them to
update your information. You need to provide them with the WAN MAC ID on the bottom of
the HH1620.

When your Internet connection works, go to C “Connecting Your Telephone” on page 12.

DSL modem users:

You may need to configure PPPoE to work with your HH1620:

. On a computer connected to one of the HH1620 Ethernet ports, open a Web browser.
. In the Address field, type http://192.168.15.1 and press ENTER.

. In the Username and Password fields, type router and click Log In. The HOME page
is displayed.

. Click SETUP followed by WAN Configuration. From the Type drop-down list, choose
PPPoE:

. Type the Username and Password you normally use to log in to your DSL service.

. In the Keep Alive field, type 0 to ensure that your DSL link is always active.

. Click Connect to start your Internet connection.
. Click Save. Go back to step 13 to test your Internet connection.

. For details and more screen shots, see “Logging In to the HH1620” on page 14 and
“WAN Setup for PPPoE (DSL)” on page 18.

When your Internet connection works, go to C “Connecting Your Telephone” on page 12.

Connecting Your Telephone
1. Inthe United Kingdom, connect your BT telephone cord to the Telephone Jack Adapter.
Connect the adapter to the green Phone 1 port on the HH1620.

In the United States, connect a telephone cord to the green Phone 1 port on the
HH1620.

If you only subscribed to one phone line from Xxxxx, you must connect your phone to
the Phone 1 port.

2. If you subscribed to a second phone or fax line from Xxxxx, connect a telephone or fax
machine to the Phone 2 port.

3. Check for a dial tone. If you hear a recording instructing you to connect your phone to
the Phone 1 port, please do so. If you hear neither this message nor a dial tone, refer to
“Troubleshooting” on page 66.

4. If you hear a dial tone, to complete your installation:
. In the United Kindom, call 0207 993 8973.
. In the United States, call 1-800-342-1791.
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Basic Configuration

The HH1620 provides a graphical user interface (GUI) to configure Ethernet, router, DHCP,
and security settings.

It is much easier to configure your local area network (LAN) using a HH1620 than with
traditional networking equipment. For basic operation, most default settings require no
modification.

If DHCP is enabled on all of the computers on your home network (LAN), you do not need to
change any of the default LAN settings. Unless you have sufficient networking knowledge, we
recommend not changing any LAN settings.

For information about advanced configuration, see “Advanced Configuration” on page 23.

Logging In to the HH1620

On a computer connected to the HH1620, open a Web browser.

In the Address or Location field, type http://192.168.1.1 and press ENTER to display:
In the Username field, type admin.

In the Password field, type the admin.

a ks owbdpeE

Click OK to log in to the main page:

2N DSL Router, - Microsoft Internet Explorer

Eile Edit Wiew Faworites Tools Help

P A = A
@Back . d lﬂ \E.] _I\J 7 ! Search "r_":'Favorites 6-‘7 b

Address | &] htep:/f192.168.1.1

Quick Setup
This Quick Setup will guide you through the steps necessary to configure your DSL Router,
Device Info i .
Quick SEtip ATM PVC Configuration
Advanced Setup Select the check box below to enable DSL Auto-connect process,
IRagmmstics DSL Autn-connect
Management
|'§| Done Q Internet

WAN Configuration

1. Login to the HH1620 (see “Logging In to the HH1620” on page 14).

2. Click Quick Setup.

3. Click WAN Configuration.

4.  From the Type drop-down list, choose one of:
PPPoE PPPoE is used with all DSL modems See “WAN Setup for PPPoE (DSL)” on
page 18
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Static For some cable modems, the cable company assigns the cable modem a
static (unchanging) IP address. You must provide the IP address, subnet mask, default
gateway, and one to three domain name server (DNS) addresses.

See “WAN Setup for a Static IP Address (Cable Modem)” on page 19.

DHCP Most cable modems have a dynamic IP address assigned by the cable
company DHCP server. Typically no additional configuration is needed for the HH1620.
See “WAN Setup for DHCP (Cable Modem)” on page 20.

WAN Setup for PPPoE (DSL)

WAN Setup for a Static IP Address (Cable Modem)

WAN Setup for DHCP (Cable Modem)

LAN Configuration

If DHCP is enabled on all of the computers on your home network (LAN), you should not need
to change any of the default LAN settings. For information about enabling DHCP, see
“Configuring TCP/IP” on page 54.

Unless you have sufficient networking knowledge, we recommend not changing any LAN
settings.

Figure

Field or Button Description

Subnet IP Sets your LAN subnetwork IP address in dotted-decimal format. We
Address recommend not changing the default 192.168.1.1.
Netmask Sets the HH1620 subnet mask, in dotted-decimal format. The default is

255.255.255.0, which enables the HH1620 router to support up 253 users
connected through multiple hubs, switches, routers, or wireless access
points.

Default Gateway |Sets the default gateway IP address for your network, in dotted-decimal
format. It must be in the range for the subnet specified by Subnet IP
Address and Netmask. We recommend not changing the default

192.168.1.1.

Host Name Sets the voice gateway host hame. It can contain any alphanumeric
characters, except spaces.

Domain Sets the domain name. It is used in conjunction with the host name to

uniguely identify the voice gateway. To access the web pages of the voice
gateway you can type 192.168.15.1 (the IP address) or mygatewayl.rgw
(hostmame.domain).

Advanced Setup

This section describes the Advanced Setup menus.
The ADVANCED menu provides the following links:
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Understanding Functions

Before installing your wireless router, please take a few minutes to review the wireless
networking functions described in this section.

Router

Generally, routers connect two networks together. The HH1620 connects your home network
with the Internet, which can be thought of as a very large network.

The router’s firewall inspects each packet of data as it flows in from the Internet before
delivering it to the appropriate PC. Network Address Translation (NAT) protects the privacy of
the IP addresses of devices on your home network, by translating them into a single address
when visible to the public Internet. This is how your network remains protected and private on
the Internet.

LAN (Local Area Network)

A local area network provides a full-time, high-bandwidth connection over a limited area such
as a home, building, or campus. Ethernet is the most widely used LAN standard.

TCP/IP

Transmission Control Protocol/Internet Protocol (TCP/IP) comprises the backbone of the
Internet. IP moves packets of data between nodes while TCP verifies delivery from client to
server. Every device you hook up to your wireless router identifies itself with an IP address.

You are able to assign devices on your network with either a static or dynamically assigned IP
address.

Static IP Address
A static IP address is a fixed address that is assigned manually to a device on the network.

Static IP addresses must be unique and cannot be shared, therefore they are used in
situations where the address should never change, like print servers or PC servers.

If you are using your wireless router to share an Internet connection, your Internet Service
Provider (ISP) might have assigned you a static IP address, which you will use when
configuring your router. See Section 3: Configuration.

Dynamic IP Address

A dynamic IP address is a temporary IP number, dynamically or randomly generated by a
DHCP server. The address lasts only as long as the server allots, usually in the space of a
day or two. When the IP address expires, the client is automatically reassigned a new IP
address, ensuring smooth communication.

If you are using your wireless router to share an Internet connection, your ISP might have
assigned you a dynamic IP address, which you use when configuring your router. See
Section 3: Configuration.

DHCP Server

A Dynamic Host Configuration Protocol (DHCP) Server assigns IP addresses to clients
connected to the router. A client is any device that can connect with your router. The client
(PC, gaming device, etc.) is automatically assigned an IP address every time a device is
added to your network, which frees you from manually assigning IP addresses.

HH1620 Wireless VolP Gateway 10
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Sample Home Network Diagram

Your wireless router serves as the centerpiece of your network, allowing you to share files,
printers, and the Internet connection. A sample home network is shown below:

@

Wireless Laptop

Networking

Internet

HH1620
Voice Gateway

Desktop

The Internet communicates with the modem, which in turn communicates with the router.

The router acts as the gateway to your network; it sends devices information such as
requests for Internet access, file sharing, or multiplayer games. The router controls the
information for your network, intelligently routing the information to its required destination
while at the same time protecting your network from the public domain.

Router Physical Description

The following sections describe the physical characteristics of your router.
For instructions on installing your router, see Section 2: Installation.

Back of Router

The following illustration shows the HH1620 back panel:

A Using a power supply with a different voltage rating than the one included with
the HH1620 will cause damage and void the warranty for this product.

WARNING!
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Feature

Description

Power

Connector for a 12 V adapter that you plug into an AC power outlet

Reset
Button

Resets your router or resets the router to the default login settings.

If the router experiences trouble connecting to the Internet, briefly press and
release the Reset button to reset the router. This retains the router’s
configuration information.

To reset the router to the factory defaults, press and hold the Reset button for
more than five seconds. This clears the HH1620’s Username, Password, IP
Address, Subnet Mask and Operation Mode.

LAN 1,2,3

These three ports connect the router to your LAN or home network using
Ethernet cables. This enables communication among clients, such as PCs or
print servers, on the network. The LAN ports support either 10-BASE-T or 100-
BASE-T transmission speeds as well as straight-through and crossover
Ethernet cables.

Any of these three ports can also serve as an uplink port to other network
devices, such as another router or switch, which allows you to extend your
network.

WAN

This port serves as an uplink port to other network devices, such as router or
switch, which allows you to extend your network.

TEL1, 2

Connect your HH1620 to the standard analog telephone(s) using this port with
your supplied RJ-11 cables.

This enables your HH1620 to make calls via the Internet.

ADSL

Connect your HH1620 to the ADSL wall outlet using this port with your supplied
RJ-11 cable.

This enables your HH1620 to access the Internet.

USB

This port connects the router to your computer using USB cables.

Printer Port

This port connects the router to printer using a USB cable. This feature is used
to share the printer on the network.

Antenna The antenna is used for wireless connections. You are able to rotate the
antenna to gain the best signal reception.
HH1620 Wireless VolP Gateway 12
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Top Case of HH1620
The following illustration shows the HH1620 front panel:

The LEDs of the router indicate its operational status.
LED Description

LED

Description

Power

Indicates the unit is powered on.

Status/Alarm

The Status LED will flash when performing a self-test/booting up or is
registering with the service provider. The Status LED will flash green slowly
when the system is connected with the service. The Alarm LED will light solid
red if the self-test or boot up fails. The Alarm LED will flash red slowly when
the system is ready but cannot receive an acknowledgement from the
service.

Prov

This LED flashes when the device has established a connection and
received authorization from your service provider.

WAN

When a connection is established the 10 or 100 LED will light up solid. The
LED will blink to indicate activity. If the 10 or 100 LED does not light up when
a cable is connected, verify the cable connection and make sure your device
is powered on.

LAN1-3

When a connection is established the 10 or 100 LED will light up solid on the
appropriate port. The LEDs will blink to indicate activity. If the 10 or 100 LED
does not light up when a cable is connected, verify the cable connections
and make sure your devices are powered on.

Phonel-2

This LED displays the VolIP status and Hook/Ringing activity on the phone
port that is used to connect to your normal telephone(s)/fax machine and
regular telephone line. If a phone connected to a phone port is off the hook
or in use, this LED will light solid. When a phone is ringing, the indicator will
blink.

ADSL

When a DSL connection is established, this LED will light up solid. The LED
will blink to indicate activity. If it does not light up when a DSL cable (RJ-11

line) is connected, verify the cable connection and make sure your device is
powered on.
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2. Installation

This section will help you:
. physically install your HH1620, and
. establish a first connection between a PC and the HH1620.

Once this first connection is made, you can configure the HH1620 to support all of the other
wired and/or wireless connections you need.

Physical Installation of the HH1620

Positioning Your HH1620 for Optimal Wireless Performance

The HH1620 uses a radio transmission technology defined by the Institute of Electrical and
Electronics Engineers (IEEE) called 802.11 Wireless Fidelity (Wi-Fi). This standard is
subdivided into distinct categories of speed and the frequency spectrum used, designated by
the lower case letter after the standard.

For example, your router supports both the ‘b’ and ‘g’ specifications. The 802.11b
specification transmits data rates up to 11 Mbps while the 802.11g specification transmits
data rates up to 54 Mbps. These are theoretical standards so your performance may vary.

The radio waves radiate out in a donut-shaped pattern. The waves travel through walls and
floors, but transmission power and distance are affected. The theoretical distance limit is
1,000 feet (305 meters), but actual throughput and distance varies.

Both standards operate in the 2.4 GHz range, meaning other electrical appliances also might
interfere with the router — televisions, radios, microwave ovens, or 2.4 GHz cordless
telephones. Therefore, positioning your router where it encounters the least interference helps
maintain a better connection.

The following lists the expected wireless range of the router. This table is only a guide and
coverage varies due to local conditions.

Data Rate Open Area Closed Area

54 Mbps Up to 100 ft (30m) Up to 60 ft (18m)

11 Mbps Up to 900 feet (275 m) Up to 160 feet (49 m)
5.5 Mbps Up to 1300 feet (396 m) Up to 200 feet (61 m)
2 or 1 Mbps Up to 1500 feet (457 m) Up to 300 feet (91 m)

To achieve the best wireless performance, review these guidelines before deciding where to
place your router:

. Placing your base station in the physical center of your network is the best location
because the antenna sends out the signal in all directions.

. Placing the router in a higher location, such as on top of a cabinet, helps disperse the
signal cleanly, especially to receiving locations on upper stories.

. If possible, position your router so there is direct line of sight between the router and
your other home network devices.

. Avoid placing the router next to large solid objects like computer cases, monitors, walls,
fireplaces, etc. This helps the signal penetrate more cleanly.

. Other wireless devices like televisions, radios, microwaves, and 2.4 GHz cordless
telephones can interfere with the signal. Keep these devices away from the router.

. Mirrors, especially silver-coated, can reduce transmission performance.
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Hardware Setup

Hardware setup includes:

Antenna Installation: connecting the antenna to the router

Physical Placement: how and where you physically place your router
Electrical Connection: how to connect the power cord

Antenna Installation

When shipped, the antenna for the HH1620 is not connected to the router. To attach the
antenna to the router:

1. Locate the antenna port on the back of the router (the threaded knob).

2. Screw the antenna connector clockwise on to the threaded knob until firmly seated. Do
not over-tighten.

Physical Placement

1. Place the router in the desired location and follow the procedures below for connecting
and configuring the router.

2. Follow the installation procedures for connecting and configuring the router.
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Electrical Connection

Your router does not have an On/Off power switch and therefore will only be powered on by
plugging in the power adapter.

I}
i

To power

supply

1. Connect the power adapter to the router's Power port, found on the back of the router.

2. Plug the power adapter into a grounded and surge-protected power outlet. The Power
LED on the front panel lights green when connected properly.

Establishing Your First Connection to the HH1620

Once the HH1620 is placed, you can now establish your first PC connection to the HH1620.
There are three ways to choose from to accomplish this:

. If your first connection will be a wired connection (i.e., an Ethernet cable will connect the
PC and the HH1620), you can follow the step-by-step easy install process with the
included HH1620 Installation Wizard CD-ROM. (recommended)

. If your first connection will be a wired connection, but you do not wish to use the
HH1620 Installation Wizard CD-ROM, you can manually install this first wired
connection.

. If your first connection will be a wireless connection, you can manually install this first

wireless connection.
Easy Install Process

Run the Installation Wizard program from the supplied CD-ROM to quickly set up your
network. Once your network is up and running, for advanced configuration, see Section 3:
Configuration.

The Installation Wizard will automatically run once you place the CD-ROM in your PC's CD-
ROM drive. It will confirm that the antenna and electrical connections have been made, and
then lead you step-by-step through setting up your HH1620 in a typical configuration as a
wired/wireless router.

Manual Install — Wired Connection

If you are manually connecting your PC with an Ethernet cable to the router, your PC must be
installed first with an Ethernet adapter. You need two Ethernet cables for this procedure, one
to connect the router to the modem and one to connect a PC to the router.

Figure

1. If you are currently running broadband to a single computer: Unplug the Ethernet cable
that runs between your modem and PC from the back of your PC and plug it into the
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port labeled WAN on the back of your router.
If you are not running broadband to a single computer: Connect an Ethernet cable to the
WAN port on your router.

2. Connect the other end of the same cable to your cable or DSL modem. You have now
connected the router to the modem. It will be necessary to restart your cable or DSL
modem after making this connection.

3. To connect the PC to the router, use a second Ethernet cable and connect it to the
Ethernet port on your PC.

4. Connect the other end of the same cable into one of the LAN ports on your router. You
have now connected your PC to the router.

5. Your PC’s Ethernet adapter may need to be configured to work with the HH1620.
By default, the HH1620 has a LAN IP Address of 192.168.1.1, and dynamically assigns
an IP Address to connected devices. The PC will not communicate properly with the
HH1620 if the Ethernet adapter is not configured either:
(a) to accept a dynamic IP Address, or

(b) with a compatible static IP Address (i.e., 192.168.10.x, where X is a number between
2 and 254).

To make any necessary adjustments to your PC’s Ethernet Adapter, you can follow the
instructions in this section under Configuring Computers to Communicate with the
HH1620.

NOTE: You can make wired connections between the HH1620 and other devices by
repeating Steps 3, 4, and 5 with each of those devices.

6. Once the PC is communicating with the HH1620, you can proceed to Section 3:
Configuration to access the built-in Web-based Configuration Utility and configure the
HH1620:

. For a typical HH1620 configuration as a wired/wireless router, review and adjust as
necessary only those configuration options designated as “commonly used” or
“recommended”. These fields are labeled with white letters.

. For advanced HH1620 configuration, review and adjust any and all configuration
options as desired. Field codes requiring more advanced knowledge to configure
are labeled with black letters.

Manual Install — Wireless Connection

When first configuring your router, it is recommended that you have an Ethernet

cable connected to the router. Performing the INITIAL configuration using a

wireless connection is not secure and is not recommended. After you have

finished the initial configuration of the router, your connection will be secure and
WARNING! you can safely use either a wired or wireless connection.

If you are connecting your client wirelessly to the router, you can use the Motorola WPCI810G
or WPCI810GP, a wireless PCI adapter for your desktop PC. If you have a laptop, the
Motorola WN825G or WN825GP wireless PC card adapter provides access. A Motorola
WUB830G wireless USB adapter can also provide access for desktops or laptops.
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1. If you are currently running broadband to a single computer, unplug the Ethernet cable
that runs between your modem and PC from the back of your PC and plug it into the
port labeled WAN on the back of your router.

If you are not running broadband to a single computer, connect an Ethernet cable to the
WAN port on your router.

2. Connect the other end of the same cable to your cable or DSL modem. You have now
connected the router to the modem. It will be necessary to restart your cable or DSL
modem after making this connection.

3. Your PC’s wireless adapter may need to be configured to work with the HH1620.
By default, the HH1620 has a LAN IP Address of 192.168.1.1, and dynamically assigns
an IP Address to connected devices. The PC will not communicate properly with the
HH1620 if the wireless adapter is not configured either:

(a) to accept a dynamic IP Address, or

(b) with a compatible static IP Address (i.e., 192.168.10.x, where X is a number between
2 and 254).

To make any necessary adjustments to your PC’s wireless adapter, you can follow the
instructions in this section under Configuring Computers to Communicate with the
HH1620.

4. To connect the PC to the HH1620 through a wireless connection, use your PC’s
wireless adapter utility to verify:
(a) the selection of the SSID (Service Set Identifier) of the HH1620, which by default is
set to motorolaABCDEF012345, where the final 12 characters represent the HH1620's
Wireless MAC address (see the image below to identify the HH1620's Wireless MAC
address from the product label),

fig

(b) that authentication is set to Open, since the HH1620 by default has no wireless
authentication enabled, and

(c) that no encryption is enabled, since the HH1620 by default has no wireless
encryption enabled.

Refer to your wireless adapter's documentation for instructions on how to review and
adjust these settings.

NOTE: You can make wireless connections between the HH1620 and other devices by
repeating Steps 3 and 4 with each of those devices, but it is recommended to wait until
after securing your wireless network to do so.
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5. Once the PC is communicating with the HH1620, you can proceed to Section 3:
Configuration to access the built-in Web-based Configuration Utility and configure the
HH1620:

. For a typical HH1620 configuration as a wired/wireless router, review and adjust as
necessary only those configuration options designated as “commonly used” or
“recommended”. These fields are labeled with white letters.

. For advanced HH1620 configuration, review and adjust any and all configuration
options as desired. Field codes requiring more advanced knowledge to configure
are labeled with black letters.

In either case, it is recommended that you first use the Web-based Configuration Utility
to establish security measures on your wireless network, and re-connect securely to the
HH1620, prior to making any other changes to the HH1620.

Configuring Computers to Communicate with the HH1620

Each computer that will be part of your network needs to communicate with the router. To do
this, you may need to configure each PC’s network settings to automatically obtain an IP
address.

This section includes information on configuring computers with the following operating
systems:

. Windows® 98SE
. Windows Me®
. Windows® 2000
. Windows XP™

Determine the operating system for each computer you will include in your wireless network
and follow the steps to configure the network settings for that PC.

Configuring Windows 98SE and ME
1. Select Start > Settings > Control Panel.

2. Double-click Network. The Network window is displayed.

MNetwork 7]
Configuation | Idenification | Access Control |

The following network components are installed:

85} DialUp Adapter o
4 2Com Diagrostic Communcistion Madule [Da Mat Delete)

Y~ TCR/P -> 3Cam EtherLink 104100 FCI For Complete PC §

4 TCPAP -» Dial-Up Adapter

=} File and printer shating for Miciosoft Metworks -
»

Add... | Remove | Propesties |

Primary Metwork Logon
|Wndnws Lagaon ﬂ

File and Pt Shanng... I

Description
TCP/IP iz the protocol you use to connect to the Intermet and
wade-area networks,

0K Cancel |

3. Onthe Configuration tab, select the TCP/IP line the for the appropriate wired or
wireless Ethernet adapter on your PC. There may be multiple adapters installed —
choose only the one that is configured for your adapter. In the example above, a 3Com
Ethernet adapter card is installed and is the appropriate choice.

4. Click Properties. The TCP/IP Properties window is displayed.
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TCP/IP Properties HE I TCP/IP Properties 2=l
Bindings I Advanced I MetBI0S | Bindings I Advanced I MetBI0S |
DNG Corfiguration | Ciateway | WING Configuation | Address DMS Configuration | Gateway | WiINS Configuration  IP Address
Ain [P address can be autnmalica_l\_l,l aszighed to thiz computer An |P address can be automatically assigned to this computer.
I wour network. dm_e_s nhiot ztomatically assign IP addrasses_, ask If paur netwark, does not automaticzlly azeign IP addresses, ask
your network. administratol for an address, andthen type it in vour network administrator for an address, and then type it in
the space below. lhe space below.

Dbtain an P add ' Dbtain an IF address automatialle
™ Specify an IP addre:

" Specify an |P address:

¥ Detect connection to network media

Canrel Cancel
Windows 98SE Windows ME

Click the IP Address tab.

Select Obtain an IP address automatically.

Click OK.

Click the Gateway tab and confirm that the Installed Gateway field is blank.

Click OK twice. Windows may ask for the Windows Installation disk. First check to see if
the installation files are installed at c:\windows\options\cabs. Otherwise, load your
Windows CD and follow the prompts.

© 0 No O

10. Restart your computer to save your settings.

Configuring Windows 2000
1. Select Start > Settings > Control Panel.
2. Double-click Network and Dial-Up Connections.

3. Double-click the Local Area Connection appropriate for your wired or wireless Ethernet
adapter.

Local Area Connection Stak 21 ]

4. Click Properties.
The Local Area Properties window is displayed.
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Local Area Connection Properties.

General ' Shanng | Aulhentication |

21x

Connect using

B3 3Com EtherLink <L 10/100 PLI For Complete PC Manage

Components checked are uzed by this connection
v B Client fot Micro
v ._’Jiule and Prink
¥ § AEGIS Protocol IEEE &

oft Metwork 2

crosoft Medwork s

T v2 300

ClIniternet Pr

Inetall Uruntal Properte:

Dezcrphtion

ocol/Intetnet Protocal The default
ol that provides comemuricaton
ched network.s

¥ Show icon in tackbar when connecied

OF. I Cancel

5.  Ensure the box next to Internet Protocol (TCP/IP) is selected.

6. Click to highlight Internet Protocol (TCP/IP) and click Properties.
The Internet Protocol (TCP/IP) Properties window is displayed.

2] x]

Generd |

Vou can get IP seltings azsigned aulomabcally § your netveork supports
ths capabdlity. Othervase. you need to atk your network administiator for
the appropriate IP seltings

& Dbtan an P address automatical
" Jge the tolowing IP address

————
ER—

o Jbtar DMS server address automatically

" Jse the following DNS server addresses

——
—

Advanced i

7. Select Obtain an IP address automatically. Click OK twice to exit and save your
settings.

8. Restart your computer to save your settings.
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Configuring Windows XP

This configuration assumes you have retained the default interface for Windows XP. If you
are running the ‘Classic’ interface, please follow the instructions for Windows 2000.

1. Select Start > Settings > Control Panel.
2. Double-click Network and Dial-Up Connections.
3. Double-click the Local Area Connection appropriate for your wired or wireless Ethernet

adapter.
-+ Local Area Connection Status @@
General | Support |
Conhection
Status: Connected
Duration: 00:00:11
Spesd: 100.0 Mbps
Aictivity =
Sent — ﬂ - Received
Butes: 34493 1,180
)

Cloze

4. Click Properties.
The Local Area Properties window is displayed.

-4 Local Area Connection Properties

General | Advanced

Connect using

B8 3Com EtherLink =L 105100 PCI For Complete PC Manage

Thiz conection uses the following items

¥ 2065 Packet
¥ %= Intemet Prot

| Properties

otocol The defaull

zss0n Control Protocol/Intemnet
0 mrication

Wy of that provad
acros: diverse mterconnected ritwork

[#] Show icon in rotilication atea when connected

5.  Ensure the box next to Internet Protocol (TCP/IP) is selected.
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6. Click to highlight Internet Protocol (TCP/IP) and click Properties.
The Internet Protocol (TCP/IP) Properties window is displayed.

- _ S
Internet Protocol (TCP/IP) Properties

General | Aremate Configuration

You can get IP selings asngned automabicaly d pour network supprts
thiz capabdity Othervaze, pou need lo stk your network admirestiatos for
the appeopriate P seltings

) Obtan an IP sddiess automatically

{0 Uge the followng IP address

() Obtam DNS sarver address automaticaly

) Use the following DNS server addieszes

[ cence
7. Click Obtain an IP address automatically. Click OK twice to exit and save your
settings.
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3. Configuration

This section describes how to use the Web-based Configuration Utility built into your HH1620
Wireless Broadband Router. This utility allows you to customize the HH1620 to meet your
specific needs.

The Web-based Configuration Utility provides several pages of configuration options.

These configuration options are factory set to default values, based on the typical use of the
HH1620 as a wired/wireless router. When you login to the utility for the first time, you will find
all options set to these factory defaults, unless you have already made changes by running
the HH1620 Installation Wizard CD-ROM.

In fact, if you have already used the HH1620 Installation Wizard CD-ROM to initially set up
your router, in many cases you will not need to adjust any other configuration options.

Where adjustments of configuration options are required, additional online help is provided
through “rollover” descriptions. While using the Web-based Configuration Utility, as you roll
your mouse cursor over the name of any configuration option, a brief description of that option
will be displayed.

The screenshots shown are intended for reference only; your version of firmware
may differ slightly.

Note

Accessing the Web-Based Configuration Utility

Logging In

1. Once the router is connected, open your web browser. In the URL field enter
http://192.168.1.1 (the router’s default IP address). Press the Enter key.
The login window will appear (the HH1620 login window is shown in the example below):

| iddress €] http:ji192.188.1.1

2. Enter the User Name. The default factory setting is admin.

3. Enter the Password. The default factory setting is admin.
Once you have logged in, for security reasons you should change the User ID and
Password. See below.

Connect to 192.168.1.1

Wwebadmin
User name: | €% admin |
Password: , ssses
I oK l l Cancel
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4. Click OK to enter the Web-based Configuration Utility.
The Main page will appear when entering the Web-based Configuration Utility.

Overview of Configuration Pages

Navigation Between Pages

The Web-based Configuration Utility is made up of nine configuration pages, each with
configuration options tied to different functions of the HH1620. A “selection bar,” listing all of
these configuration pages, appears at the top of each configuration page.

Figure 3-2 Configuration Page Selection Bar

HEE HEE SR0 BMEEw IAD P
ebE -0 Q[ 4 Qus GBEneE Jsr 3 B-SE-E

Device Info

Board ID: OE3SEVI

Diagnostics

Device Info

Advanced Setup Software Yersion: 1513_121605-3.05L.04,5ip.071142pR0190a,d17d
Wireless Bootloader (CFE) Version: |1.0.37-5.8

Yoice Wireless Driver Yersion: |3.131.35.0.cpe0.1

wWireless Driver Yersion:

2.131.35.0.cpe0. 1

Management
Device Info This information reflects the current status of your DSL connection,
Advanced Setup
Wireless Line Rate - Upstream (Kbps):
Voice Line Rate - Downstream (Kbps):
Diagnostics LAN IP Address: 152.168.1.1
Management Default Gateway:
Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.1

torola Inc. All rights r

xR " T QmeRR

You can access any page by moving the cursor over a specific configuration page title in the
selection bar, and clicking on the page title.

These configuration categories are as follows:

Device Info:
Advanced Setup:
Wireless:

Voice:
Diagnostics:
Management:

What follows are page-by-page descriptions of the configuration options available.
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The Device Info Category
It is the first page you see when entering the Web-based Configuration Utility.
Summary
t Internet Explozer o] x|

WEO #®EED WRE BWREQW TAD SHEW |
T -4 -DH A Dz mxneE Ge 3 B-SHE-E
[ 60414 Motamole_converted_honhimbindes him x| PBE B 2|6 -

Device Info
Board ID: DEITIW
Device Info
A B Software Version: 1513_121605-3.05L.04.2ip.g7 1142pB019ba.d17d
Wireless Bootloader (CFE) Yersion: 1.0.37-5.5
Yoice Wireless Driver Yersion: |3.131.35.0.cpe0.1
Diagnostics Wwireless Driver Version: |3.131.35.0.cpe0.1
Management
Device Info This information reflacts the current status of your DSL connection.
Advanced Setup
Wireless Line Rate - Upstream (Kbps):
Yoice Line Rate - Downstream (Kbps):
Diagnostics LAN IP Address: 192.168.1.1
M. t
anagemen Default Gateway:
Primary DNS Server: 192.162.1.1
Secondary DNS Server: 192,168.1.1

e T Qe

WAN
This page shows the statistics of each PVC on your HH1620.

The DSL Status page displays current information on the DSL line performance. The page
refreshes regularly to represent the latest status.
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e e e e TR ¢ ————

BEO REOD wRE H
“r—E -2 - Q[ il Que wnosE Oxe 3| B-o9= 2
LD [&] rge92 16811 =] Pz mm >
=

& -

BROADCOM.

WAN Info

Con. A P
Device Info VPI/VCI on Category Service Interface |Protocol | Igmp Qos State Status Address

Summary
WA 0/35 1 UBR pppoe_0_35_1 [ppp_0_35_1| PPPOE |Disabled |Disabled |Enabled

Statistics

Route

ARP

DHCP
Advanced Setup

ADSL Link
Dionivry

Wireless
Voice
Diagnostics
Management

] i : [ ewsm

Statistics — LAN
This page shows the statistics of each connection on your LAN.

i<
BEE MHE wA0 IWAEW TAD HEe Q%
CE-H -2 - Q| Que umsE Twe 3 B-S= EH
D) €] hip 192168 1.1/
=

=] Pz

& -

BROADCOM.

Statistics —- LAN

Interface Received Transmitted

Device Info

Bytes (Pkts [Errs Drops |Bytes |Pkts Errs |Drops
Ethernet eth1 [307241|2971|0 u] 520139 {1756 |0 0
o 4438 7 [u] 0
1] [u] [u] 1] 0
o [ul [ul o (o]

Summary
WAN

Ethernet eth0 (D 0 0
LAN USE o o o
WAN Wireless 0 o |0

ATM
ADSL
VDSL Reset Statistics
Route
ARP
DHCP
Advanced Setup
Wireless
Yoice
Diagnostics

Management

@ ' Y
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Statistics — WAN

DSL Router - Microsoft Internet Explorer

Eile Edit Wiew Faworites Tools Help

() Back - ) a2 N D ssarch
@ & Ij \_1 S !

Address | &] htp:/f192.168. 1, Lfmain.html

Statistics - WAN

Service VPIfVEfProtocnl Interface Received Transmitted
Device Info Bytes PktsErrs Drops Bytes Pkts Errs Drops
Summary pppoe_0_33| 0/33 | PPPoE ppp 033 14238 (13 [0 | 0 (1406 13 |0 | O
WAN

Statistics em————
L stics
LAN

WAN
ATM
ADSL
VDSL
Route
ARP
DHCP
Advanced Setup
Diaghostics
Management

Q Q Internet

Statistics — ATM

2l DSL Router - Microsoft Internet Explorer

File Edit Wiew Faworites Tools Help

@Ba:k - Iﬂ \E\] _;‘J /--'Ssarch b

Address | @] hetp:/f192.168. 1, 1fmain.html

ATM Interface Statistics
In | Out | In In | InHec ":,"i“".fl':'i'd Not | InPII I;';B '"Tc'r‘;“'t ;’;f&“g In GFC
Device Info Octets | Octets Errors |Unknown | Errors P Enahle | Errors YR Errors
Errors Cells | Errors Errors
Summary Errors
WAN 5768 2880 u] o o 1] 1] o a u] u] o
Statistics
LAMN AALS Interface Statistics
WAN In Octets |Dut Octets |In Ucast Pkts |Dut Ucast Pkts |In Errors |Dut Errors (In Discards (Out Discards
ATM 8768 2880 31 20 o ] 0 0
ADSL
VDSL AALS VYCC Statistics
Route ¥PI/YCI |CRC Errors | SAR Timeouts |Dversized SDUs | Short Packet Errors Length Errors
st 0/33 0 o 0 0 0
DHCP
Advanced Setup
Diagnostics
Management

& Internet
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Statistics — ADSL

DSL Router - Microsoft Internet Explorer

Eile Edit Wiew Faworites Tools Help

() Back - ) a2 N D ssarch
@ = Ij \J L |

gvarites E-ﬂ [

Address | &] htp:/f192.168. 1, Lfmain.html

Statistics - ADSL
Made: G.oMT
Device Info Type: [Irterleave
Summary Line Coding: Trellis on
WAN Status: Mo Defect
Statistics Link Power State: Lo
LAN
DownstreamUpstream
WA SNR Margin (dB): 213 15.0
ATM Attenuation (dB): 16.0 5.0
ADSL Output Power (dBm): 6.1 5.3
VDSL Attainable Rate (Kbps): 0408 1160
Route Rate (Kbps): 2048 512
ARP K (number of bytes in DMT frame): 65 17
DHCP R (number of check bytes in RS code word):[12 16
Advanced setup S (RS code word size in DMT frame): 2 2]
z < D (interleaver depth): B2 =
Diagnostics
Delay (msec): 16 16
Management
Super Frames: 4836 Ae34
Super Frame Errors: o n
RS Words: 164454 #1089
RS Correctable Errors: 0 o
RS Uncorrectable Errors: o Tl iy

Q Q Internet

Statistics — VDSL

2l DSL Router - Microsoft Internet Explorer

File Edit Wiew Faworites Tools Help

@ Back - > Iﬂ \E\] _;‘J J ) Search

gvorites 5“

Address | @] hetp:/f192.168. 1, 1fmain.html

Statistics -- YDSL2
Device Info
Summary Downstream Upstream
WAN BO Traffic Type:
Statistics BO Rate (Kbps):
;?:N B1 Traffic Type:
ATM B1 Rate (Kbps):
ADSL
VDSL Derived Second Counters:
Route Current 15 min ES:
SEEP Current 15 min SES:
Advanced Setup Current 15 min UAS:
Diagnostics Current 24 hours ES:
Management Current 24 hours SES:
Current 24 hours UAS;
Anomaly Counters:
Bearer 0:

Q & Internet
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The Advanced Setup Category
Itis the
WAN Setup
BRE BEE BRO HNEEW IAD HEO .q@ ) @I ﬁ

CL-H -2 - Q@ | Qus rmsE Oxr 3| B-SoH
D) €] hip 192168 1.1/
=

=] Pz

& -

BROADCOM.

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure Wal interfaces,
Choose Save/Reboot 1o apply the changes and reboot the system,

Device Info

Con.

YPL/YCI Service Interface |Protocol Qos |vlanld | State |Remove | Edit

LAN

NAT

Security

Routing

DNS

DSL

Print Server

Port Mapping

IPSec

Certificate
Wireless
Yoice
Diagnostics
Management

o |Category

Igmp

LBER

0/35 1

pppoe_0_35_1

PRPOE | Disabled | Disabled

ppp_0_35_1 M#a  |Enabled r

Edit |

Add Remuvel Save/Reboot

>2000-2006 Broadeem Corpe

on. All rights reserved.

&

T emsRE

Yu can click edit to modify an existing WAN interface or tick Remove checkbox and click
Remove button to delete a WAN interface.

Type Details ISP Data required
Dynamic IP |Your IP Address is . ADSL parameters (VPI and VCI) may be
Address allocated automatically, required, if they cannot be detected
when you connect to you automatically.
ISP. . Some ISP's may require you to use a particular
Hostname or Domain name, or MAC (physical)
address.
Static Your ISP allocates a . ADSL parameters (VPI and VCI) may be
(Fixed) IP  |permanent IP Address to required, if they cannot be detected
Address you. Usually, the automatically.
connection Is "Always |« |p Address allocated to you, and related
on-. information, such as Network Mask, Gateway IP
address, and DNS address.
PPPOE, You connect to the ISP | ADSL parameters (VPI and VCI) may be
PPPoA only when required. The required, if they cannot be detected
IP address is usually automatically.
allocated automatically. | yUser name and password are always required.
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. If using a Static (Fixed) IP address, you need the
IP address and related information (Network
Mask, Gateway IP address, and DNS address)

IPOA (IP Normally, the connection ADSL parameters (VPI and VCI) may be
over ATM) |is "Always on". required, if they cannot be detected
automatically.

. IP Address allocated to you, and related
information, such as Network Mask, Gateway IP
address, and DNS address.

LAN Setup
Configure the DSL Router IP address and Subnet mask for LAN interface.

Blc ) & | ‘m

=] prz \s@#s |@ o

/3 DEL Router it

splorer
HFEE HHE R FAREW IO HEH

CE-E -9 - D[ | One GeeRE Owr 3 B-S52 EH
D) &) hpnoz168 1.1

BROADCOM.

Local Area Network (LAN) Setup

Configure the DSL Router 1P address and Subnet Mask for Lan interface. Save bution only saves the LaM configuration data.

Device Info Save/Reboot button saves the LAN configuration data and reboots the router to make the new configuration effective.
Advanced Setup
WAN 1P Address: 192.168.1.1
conpyama D oo E— IW
NAT
Security M Enable UPnP
Routing
DNS ™ Enable IEMP Snooping

DSL

i ' Disable DHCP Server
Print Server

@ Enable DHCP Server

HTEE T Start IP Address: W
IPSec
Certificate End IP Address: IW
Wireless Leazed Time (hour):[24
Voice
Diagnostics
Management |

I™ Comfigure the second IP Address and Subnet Mask for LaM interface

“P2000-2005 Broadcam Corparation. All rights rezenied

[SET] [T ommes

IP Address IP address for the HH1620, as seen from the local LAN. Use the default value
unless the address is already in use or your LAN is using a different IP
address range. In the latter case, enter an unused IP Address from within the
range used by your LAN.

Subnet Mask |The default value 255.255.255.0 is standard for small (class "C") networks.
For other networks, use the Subnet Mask for the LAN segment to which the
IAD-200 / IAD-200W is attached (the same value as the PCs on that LAN

segment).
Enable UPnP
Enable IGMP [IGMP Snooping provides a dynamic user registration mechanism to decide
Snooping whether to multicast packets or not to the specific user in the specified group.
Enable/Disable| If Enabled, the HH1620 will allocate IP Addresses to PCs (DHCP
DHCP Server clients) on your LAN when they start up. The default (and

recommended) value is Enabled.

. If you are already using a DHCP Server, this setting must be Disabled,
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and the existing DHCP server must be re-configured to treat the
HH1620 as the default Gateway.

. The Start IP Address and End IP Address fields set the values used by
the DHCP server when allocating IP Addresses to DHCP clients. This
range also determines the number of DHCP clients supported.

Universal Plug and Play (UPnP) is a distributed, open networking standard that uses TCP/IP
for simple peer-to-peer network connectivity between devices. An UPnP device can
dynamically join a network, obtain an IP address, convey its capabilities and learn about other
devices on the network. In turn, a device can leave a network smoothly and automatically
when it is no longer in use. UPnP-enabled devices may communicate freely with each other
without additional configuration. Disable UPnP if this is not your intention.

NAT — Virtual Servers

You can configure the HH1620 as a virtual server so that when the remote users accessing
services such as the web of FTP at your local site via public IP addresses can be
automatically redirected to local servers configured with private IP addresses. In other words,
depending on the requested services, the HH1620 redirects the external service request to
the appropriate server (located at another internal IP address).

. Blc &\ ) T%

EEE #HE RO AMAEW TAD HEm
=] Pz

CL-H -2 - Q@ | Qus rmsE Oxr 3| B-SoH
D) €] hip 192168 1.1/
=

& -

BROADCOM.

MAT -- ¥irtual Servers Setup

Wirtual Server allows you to direct incoming traffic from WM side {identified by Protocol and External port) 1o the Internal server

Device Info with private IP address on the LAN side, The Internal port is required only if the external port needs o be converted to a different
Advanced Setup port nurmber used by the server on the LAN side. & maximurm 32 enfries can be configured.
WAN
LAN add | Remove
NAT
Virtual Servers Server External Port External Port — Internal Port Internal Port |Server IP e
N n Name Start End Start End Address
Port Triggering

DMZ Host
Security
Routing
DNS
DSL
Print Server
Port Mapping
IPSec
Certificate

wireless
Voice
Diagnostics
Management

-2005 Broadeom Corporation. All rights reserved.

B S pmwEs

NAT — Port Triggering

Triggers are used to deal with application protocols that create separate sessions. Some
applications, such as NetMeeting, open secondary connections during normal operations, for
example, a connection to a server is established using one port, but data transfers are
performed on a separate connection. A trigger tells the device to expect these secondary
sessions and how to handle them.

Once you set a trigger, the embedded IP address of each incoming packet is replaced by the
correct host address so that NAT can translate packets to the correct destination.
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BROADCOM.

MAT -- Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by the remaote parties, Port Trigger

Device Info dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates a TCPAUDP connection to & remote
Advanced Setup party using the ‘Triggering Ports', The Router allows the remate party from the WaN side to establish new connections back o the
WAN application on the LAN side using the 'Open Ports'. A maximum 32 enfries can be configured.
LAN

add | Remove
NAT

Virtual Servers

Application Trigger Open Remove

oS Name Protocol | Port Range | Protocol | Port Range

Security

Start ‘ End Start |End

Routing
DNS
DSL
Print Server
Port Mapping
IPSec
Certificate
wireless
Yoice

Diagnostics

Management

EES ' S pmmEs

NAT — DMZ Host

A DMZ (De-Militarized Zone) is added between a protected network and an external network,
in order to provide an additional layer of security. When there is a suspected packet coming
from WAN, the system will forward this packet to the DMZ host.

You can assign the public IP address of your Internet Connection(s) to a specific device on
your local network. You might want to do this if:

. You do not want to use the Network Address Translation engine of your HH1620.

. This device is running server applications such as web server and you want it to be
accessible from the Internet.
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BROADCOM.

Device Info

Advanced Setup
WAN
LAN
NAT
Virtual Servers
Port Triggering

Security

Routing

DNS

DSL

Print Server

Port Mapping

IPSec

Certificate
wireless
Yoice
Diagnostics
Management

-] prE \sﬁs |@ <

NAT -- DMZ Host

The DEL router will forward IP packets from the \WaMN that do not belong to any of the applications configured in the Yirtual Servers
table to the DMZ host computsr,

Enter the cormputer's IP address and click "apply" to activate the DMZ host,

Clear the IP address field and click "apply" to deactivate the DMZ host,

DMZ Host IP Address:
Savesapply |

[E1=m

[ emsme

This feature allows the DMZ computer on your LAN to be exposed to all users on the Internet.
If you enable DMZ function, you must configure an IP address of the PC to be used as the

“DMZ Host".

DMZ Host IP Address: The IP address of the DMZ host viewable at the WAN (external) side.

Security — IP Filtering — Outgoing
When you define an outgoing IP filter rule, you instruct the HH1620 to examine the traffics it

sends to determine whether it meets criteria set forth in the rule. If the traffics match the
criteria established in the rule, the traffic will be blocked.
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Dutgoing IP Filtering Setup

By default, all outgoing IP fraffic from LAN is allowed, but some 1P traffic can be BLOCKED by setting up filtsrs,

Device Info
Advanced Setup Choose Add or Remove to configure outgoing 1P filters,

WAN
LAN Filter Name |Prutu|:ul ‘Suurce Address / Mask |Suurce Port ‘Dest. Address / Mask |Dest. Port |Remuve |

NAT

Security Add | Remmove

1P Filtering

Incoming
Parental Control
Routing
DNS
DSL
Print Server
Port Mapping
IPSec
Certificate
Wireless

Yoice

Diagnostics

B ' D | pmmes
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Security — IP Filtering —Incoming

When you define an incoming IP filter rule, you instruct the HH1620 to examine traffics it
receives to determine whether it meets criteria set forth in the rule. If the traffics match the
criteria established in the rule, the traffics can be accepted (forwarded towards its destination).

B &) & | o=

& -

BI

BRE HREED WA #REW IAO FAD
CL-H -2 - Q@ | Qus rmsE Oxr 3| B-SoH
D) €] hip 192168 1.1/
=

=] Pz

BROADCOM.

Incoming IP Filtering Setup

By default, all incoming 1P traffic from the \Wak is blocked when the firewall is enabled. However, some IP traffic can be ACCEPTED
Device Info by setting up filkers,

Advanced Setup
Choose add or Remove to configure incaming IP filkers,

WAN
LAN
e Filter Name |VPI/VI:I |Protul:o| |50url:e Address / Mask |Source Port |Dest. Address / Mask |Dest. Port ‘Remuve ‘
Security
IP Filtering ﬂ REIETE
Outgoin:

Parental Control

Routing
DNS
DSL
Print Server
Port Mapping
IPSec
Certificate
wireless
Voice

Diagnostics

-2005 Broadeom Corporation. All rights reserved.

B S pmwEs

Security — Parental Control

The Parental Control feature enables management users to block Internet access from
specified LAN hosts for specified periods. Ensure that either the system time is specified
directly or SNTP is enabled.
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BROADCOM.

Time of Day Restrictions -- A maximum 16 entries can be configured.

Device Info

|Username |MAI3 |Mon |Tue |WEd |Thu |Fri |Sat |Sun ‘Start |Stop ‘Remuve ‘
Advanced Setup

WAN dd | Rermove
LAN
NAT

Security
1P Filtering

Routing
DNS

DSL

Print Server

Port Mapping
IPSec
Certificate
wireless
Yoice
Diagnostics

Management

@ ; ' S pmmEs

For example, if you want to restrict web access to Mon-Fri from 5pm to 11pm, you could
create a schedule selecting Mon, Tue, Wed, Thu, and Fri and enter a Start Time of 5pm and
Stop Time of 11pm.

The parental control rule itself will remain on the system and will be in effect for same time
period each subsequent day until you delete (remove) the rule.

Routing — Default Gateway
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Routing -- Default Gateway

If Ensble Automatic Assigned Default Gateway checkbox is selected, this router will accept the first received default gateway

Device Info assighment frorm one of the PPPoA, PPPOE or MER/DHCP enabled PVC(s). If the checkboy is not selected, enter the static default
gateway AND/OR a Wal interface, Click 'Save/apply' button 1o save it.
Advanced Setup
WAN
MNOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboot the router to get the
Eal automatic assigned default gateway,
NAT
Security ¥ Enzble Autormatic Assigned Default Gateway
Routing

Static Route
RIP
DNS
DSL
Print Server E——— |
Port Mapping
IPSec
Certificate

wireless
Yoice
Diagnostics
Management

B ' D | pmmes

Routing — Static Route

Generally, you will use either Static Route or RIP (Routing Information Protocol) although they
can be used simultaneously.
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Device Info

Advanced Setup
WAN
LAN
NAT
Security
Routing
Default Gateway

RIP

DNS

DSL

Print Server

Port Mapping

IPSec

Certificate
wireless
Yoice
Diagnostics
Management
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Routing -- Static Route (A mazimum 32 entries can be configured)

Destination |5ubnet Mask |Gatewav ‘Interface ‘Remuve |

dd | Remove

&

[ emsme

Routing — RIP

RIP is an Internet protocol you can set up to share routing table information with other routing
devices on your LAN, at your ISP’s location, or on remote networks connected via the ADSL

line.
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Routing -- RIP Configuration

To activate RIP for the device, select the 'Enabled' radio button for Global RIP Mode, To configure an individual interface, select the
Device Info desired RIP version and operation, followed by placing & check in the 'Enabled’ chedkbox for the interface. Click the 'Save/apply'

Advanced Setup button to save the configuration, and to start or stop RIP based on the Global RIP mode selected.
WAN
LAN

NAT

Global RIP Mode @ Disabled € Enabled

Interface ¥PL/YCI| Yersion | Operation Enabled
Security b0 | deny | 2 3] [Bew v O
Routi

outing bpp_0_35 1 0/35 A |Passwe 2 |

Default Gateway

Static Route p——
ave, |
RIP ; Y

DNS
DSL

Print Server

Port Mapping
IPSec
Certificate
wireless
Yoice

Diagnostics

Management

& = o DL

In order for the Router to communicate with other devices using RIP, you must
also enable the other devices to use the protocol.

DNS

Domain Name System (DNS) servers map the user-friendly domain names that users type
into their Web browsers (e.g., "www.motorola.com") to the equivalent numerical IP addresses
that are used for Internet routing.

HH1620 Wireless VolP Gateway 40
User's Guide




@ MOTOROLA

Configuration
A5 2 = - H =l
BEE #BE SR BHEEw IAD HEO "(@ A @I ﬁ

CEE-o0 - D0 Qe mxeRE Gwe 35BS 5 E

BROADCOM.

Device Info

Advanced Setup
WAN
LAN
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DNS Server Configuration

If 'Enable Automatic Assigned DMS' checkbox is selected, this router will accept the first received DS assignment from one of the
PPPo, PRPOE of MER/DHCP enabled PYC(E) during the connection establishment. If the checkbox is not selected, enter the primary
and optional secondary DMS server 1P addresses, Click 'Save’ button to save the new configuration, You must reboot the router to
make the nes configuration effective,

[¥ Enzble sAutomatic Assigned DNS

NAT
Security
Routing

DNS Server
Dynamic DNS

DSL
. Save
Print Server

Port Mapping
IPSec
Certificate

wireless
Yoice
Diagnostics

Management

[E1=m
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DDNS — Dynamic DNS

DDNS is useful when you have a host (running for example, a web server) that receives a
dynamically assigned IP address from a DHCP server. A user on the Internet would typically
access the host by entering its name in their web browser. A DNS server on the web would
then resolve the name to its associated numeric IP address, as required for Internet protocol
processing. However, when a host's IP address is dynamically assigned (for example, by a
DHCP server), it may change frequently. In this scenario, a DNS server may have outdated
data and may not be able to resolve a host name to the current IP address.

When a host is registered with a DDNS service provider, the provider is automatically notified

by the host of any change in its IP address and the provider then propagates the change
throughout the DNS server system.
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Dynamic DNS

The Dynarnic DNS service allows you to alias 3 dynamic IP address o a static hostname in any of the many dormaing, allowing your
Device Info DSL router to be more easily accessed from various locations on the Internet.

Advanced Setup
WAN
LAN
NAT
Security

Choose Add or Refnove to configure Dynarmic DNS,

| Hostname | Username | Service | Interface | Remove |

Routing A_ddl RS
DNS
DNS Server
SR
DSL
Print Server
Port Mapping

IPSec

Certificate
wireless
Yoice
Diagnostics

Management
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Dynamic DNS (DDNS) is very useful when combined with the Virtual Server feature. It allows
Internet users to connect to your Virtual Servers using a URL, rather than an IP Address.

This also solves the problem of having a dynamic IP address. With a dynamic IP address,
your IP address may change whenever you connect, which makes it difficult to connect to you.

The Dynamic DNS service allows you to assign a dynamic DNS host name (for example
john.dyndns.org) to a broadband connection even if it is using a dynamic IP address. As soon
as the device gets a new IP address, the dynamic DNS server updates its entry to the new IP
address.

On the Configure page, you can assign a Dynamic DNS host name to a broadband
connection. Proceed as follows:

1. Click Add.

2. Create an account at the Dynamic DNS service of your choice, for example:
. www.dyndns.org
. WWW.No-ip.com
. www.dtdns.com

3. Type the user name and password of your Dynamic DNS service account in the
corresponding fields.

4. If necessary, click the broadband connection to which you want to assign the Dynamic
DNS hostname in the Interface list.

5. Inthe Service list, click your Dynamic DNS service.

6. Inthe Host box, type the host name you want to assign to this interface (for example
myspeedtouch.dyndns.org).
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DSL
Select the modulation types, line pair and capability that you want the HH1620 to support.

ufer iternet Explorer
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DSL Settings
Select the modulation below,
Revicaiinty F G.Dmt Enabled
Advanced Setup
v
e F G.lite Enabled
LAN ¥ T1.413 Enabled
DAl | 4D5L2 Enabled
Security
: F snnexL Enabled
Routing
DNS FF sDsSL2+ Enabled
= I annexi Enabled
Print Server
Port Mapping Select the phone ling pair below,
PSec @ Inner pair
Certificate
i © Quter pair
Wireless
poice Capability
Diaghostics
J ! Bitswap Enable
Management
I Sra Enable
Savefspnly Advanced Settings

& =m — ' Y

Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (G.992.1); G.lite (G992.2))
EOC specified in ITU-T G.992.1

ADSL2 G.dmt.bis (G.992.3)

ADSL2 G.lite.his (G.992.4)

AnnexL: Annex L, also known as Reach Extended ADSL, extends DSL line reach, making it
possible for Telcos to offer DSL service to subscribers who are more than 18,000 feet from
the CO (central office).

ADSL2+ (G.992.5)

SRA (Seamless Rate Adaptation): SRA makes dynamic data transfer rate changes to
accommodate temporary noise conditions on the line thus preventing dropped connections.
AnnexM: Annex M doubles upstream data rates. With this new feature, Telcos can create and

offer business subscribers an approximately 2.5 Mbps symmetrical data service providing
with businesses a low-cost alternative to T1 or G.SHSDL data services.

Printer Server

HH1620 includes an integrated printer server that allows a printer shared between multi
computers on your LAN. USB port to connect to a USB printer and includes a Windows-based
print server software application, so users on the network can share the printer. The print
server is also capable of TCP/IP printing.
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WAN
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Security
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Print Server settings
This page allows you 1o enable / disable printer support,

™ Enable on-board print server,

Savefapply |

[E1=m

[ emsme

Printer Status

Shows the status of the printer attached to the router.

Raw TCP Port Printing  |Shows the “IP Address” and “TCP Port” values that you need to

enter when you configure your computer to use the printer in TCP
Raw mode.

LPD/LPR Printing

Shows the “IP Address” and “Queue Name” values that you need
to enter when you configure your computer to use the printer in
LPR/LPD mode.
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Port Mapping

Port Mapping supports multiple ports to PVC and bridging groups. Each group will perform as
an independent network. You must create mapping groups with appropriate LAN and WAN
interfaces before you can use this feature.

BI
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Port Mapping -- A mazimum 16 entries can be configured

Port Mapping supports multiple ports to PYC and bridging groups. Each group will perform as an independent network, To support

Device Info this featre, you must create mapping groups with appropriate LAN and Wan interfaces using the add button, The Remove buthon
Advanced Setup will remove the grouping and add the ungrouped interfaces o the Default group, Only the default group has 1P interface.

WAN

L6 ™ Enable virtual ports on [ethl

NAT

Security .

. Group Name |Interfaces Remove |Edit

Routing

DNS Default etho, ethl, USE

DSL

Print Server Add | Remove |

e
IPSec
Certificate
Wireless
Yoice
Diagnostics
Management

-2005 Broadeom Corporation. All rights reserved.
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IPSec

Internet Protocol Security (IPSec) is a standards-based VPN that offers flexible solutions for
secure data communications across a public network like the Internet. IPSec is built around a
number of standardized cryptographic techniques to provide confidentiality, data integrity and
authentication at the IP layer.
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IPSec Tunnel Mode Connections

Add, edit or remave IPSec tunnel rmode connections from this page.

Device Info

Advanced Setup |Enah|e |Eonnection Name | Remote Gateway |Local Addresses |Remote Addresses | ‘
WAN

LAN Add Mew Connection |
NAT

Security

Routing

DNS

DSL

Print Server
Port Mapping

Certificate

Wireless
Yoice
Diagnostics
Management
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Local Certificates

Add, View or Remove certificates from this page. Local certificates are used by peers to verify your identity.
Device Info Maxirmurm 4 certificates can be stored.
Advanced Setup
WAN
LAN |Name |ln Use ‘Suhiect |Tvpe ‘Actinn ‘

NAT
Security Create Certificate Request | Import Certificate |

Routing

DNS

DSL

Print Server
Port Mapping
IPSec
Certificate

Trusted CA
wireless

Voice
Diagnostics
Management

[E=m T emsRE
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Certificate — Trust CA
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Trusted CA (Certificate Authority) Certificates

Add, Wiew or Remave certificates from this page. Ca certificates are used by you to verify peers' certificates.
Device Info Maximum 4 certificates can be stored,
Advanced Setup
WAN
LAN
NAT
Security Impart Certificate
Routing
DNS
DSL

Print Server

|Name |Sub]'ect |Tvpe |Action |

Port Mapping
IPSec
Certificate
Local
Wireless
Yoice
Diagnostics

Management

[ ] hitp:#1152. 1681, Licertoa cond Paction=view [T & rsms
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The Wireless Category

Basic

This page allows you to configure features of the wireless LAN interface. You can
enable/disable wireless LAN interface, hide the network from activate scans, set wireless
network name and restrict the channel set based on country requirements.
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Wireless — Basic

This page allows vou to configure basic features of the wireless LaM interface. You can enable or disable the wireless LAN
Device Info interface, hide the network from active scans, set the wireless network name (also known as SSI0) and restrict the channel set
Quick Setup bagzed on counfry requirements,

Advanced Setup Click "Apply" to configure the basic wireless options,

¥ Enable Wireless

Basic
Security [ Hide Access Point

MAC Filter

SSID: IBrDadcom
Wireless Bridge

Advanced BSSID:  02:10:13:01:00:05

Quality of Service Country: |UN1TEID STATES =

Station Info

Voice

0 0 [T Enable Guest SSI1D
Diaghostics
Management Guest 5510 Guest

Savesspply |

orporation. Al righ

[ &7 ttp:7192.168.1 1 wlgos.cmd T T s

Enable Enable this if your want to use Wireless Access Point function. If not tick, no

wireless stations can use the wireless function, and all connections must be
made via the wired LAN.

Hide Access |Select Hide to hide the SSID in so a station cannot obtain the SSID through
Point scanning.

SSID The SSID (Service Set IDentification) is a unique name to identify the
HH1620 in the wireless LAN. Wireless stations associating to the HH1620
must have the same SSID.

Enter a descriptive name of up to 32 printable characters (including spaces,
alphabetic characters are case-sensitive).

BSSID The BSSID (Basic Service Set Identifier) is the MAC address of the wireless
station in an Access Point (AP) in an infrastructure mode BSS.

Country

Guest SSID

Restrict
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Security

WEP encryption scrambles the data transmitted between the wireless stations and the access
points to keep network communications private. It encrypts unicast and multicast
communications in a network. Both the wireless stations and the access points must use the
same WEP key.

The HH1620 allows you to configure up to four 64-bit, 128-bit or 256-bit WEP keys but only
one key can be enabled at any one time.
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Wireless — Security

This page allows you 1o configure security features of the wireless LAN interface, You can sets the network authentication rmethod,

Device Info

Advanced Setup

selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the
encryption strength,
Click "apply" to configure the wireless security options.

Wireless
e ] Select SSID: [Broeeom =]
Security
MAC Filter Metwork Authentication: Open =
Wireless Bridge
Advanced WEP Encryption: IW
Quality of Service
Station Info
Voice Savefapply |
Diagnostics
Management

EES S pmmEs

The SSID (Service Set IDentification) is a unique name to identify the HH1620 in the wireless
LAN. Wireless stations associating to the HH1620 must have the same SSID. Enter a
descriptive name of up to 32 characters (including spaces; alphabetic characters are case-
sensitive).

WEP (Wired Equivalent Privacy) encrypts data frames before transmitting over the wireless
network.

Select Disable to allow all wireless stations to communicate with the access points without
any data encryption. Or, select 64-bit WEP, 128-bit WEP or 256-bit WEP to use data
encryption.

64-bit WEP: Enter 5 characters or 10 hexadecimal digits (0-9 and A-F).
128-bit WEP: Enter 13 characters or 26 hexadecimal digits (0-9 and A-F).
256-bit WEP: Enter 29 characters or 58 hexadecimal digits (0-9 and A-F).
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MAC Filter

MAC address filtering means sifting traffic going through the HH1620 based on the source
and/or destination MAC addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:04. You need to know the MAC addresses of the devices to configure this

page.

You can configure the HH1620 to give exclusive access to devices (Allow Association) or
exclude them from accessing the HH1620 (Deny Association).
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Wireless — MAC Filter

MAC Restrict Mode: @ Disabled € allow € Deny

Device Info

Advanced Setup

Wireless MAC Address | Remove
Basic
s [eeree|

Security

Wireless Bridge
Advanced
Quality of Service
Station Info
Voice
Diagnostics

Management
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Wireless Bridge
This page allows you to configure wireless bridge feature of the wireless LAN interface.
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Wireless — Bridge

This page allows you 1o configure wireless bridge festures of the wireless LAN interface, You can select Wireless Bridge (ako

Device Info

Advanced Setup

known as Wireless Distribution System) o disables acess point functionality, Selecting Acess Point enshles access point
functionality, Wireless bridge functionality will still be available and wireless stations will be able o associate to the 4P, Select
Digzbled in Bridge Restrict which disables wireless bridge restriction. Any wireless bridge will be granted access. Selecting Ensbled

Wireless
) or Enabled{Scan) enables wireless bridge restriction. Only those bridges selected in Remote Bridges will be granted access.
Basic Click "Refresh” to updats the remote bridges, Wait for few seconds o update,
Security Click "Save/apply" to configure the wireless bridge options,

Fil

AP Mode: Access Polnt

Ry Bricge Restrict: Disabled

>

Quality of Service
Station Info
Voice
Diagnostics

Management

Refresh Savefépply

-2005 Broadeomn Corporation. All rights resenved.
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AP Mode |Wireless Bridge (Wireless Distribution System): This mode allows you to disable

access point functionality.

Access Point: This mode allows you to enable access point functionality, and
wireless bridge functionality will still be available and wireless stations will be
able to associate to the AP.

Bridge This selection allows you to enable/disable the wireless bridge restriction. If

Restrict disabled, any wireless bridge will e granted access. Only those bridges selected
in Remote Bridges will be granted access.
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Configuration

This page allows you to configure advanced features of the wireless LAN interface, including
channel, transmission rate fragmentation threshold, beacon interval and so on.
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Device Info

Advanced Setup
wireless

Basic

Security

MAC Filter
Wireless Bridge

Quality of Service

Station Info
Yoice
Diagnostics
Management
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Wireless - Advanced

This page allows you o configure advanced features of the wireless LAN interface. vou can select a particular channel on which to
operate, force the ransmission rate 10 a particular speed, set the fragmentation threshold, set the RTS threshaold, set the wakeup
interval for clients in power-save mods, set the beacon interval for the access point, set xPress mode and set whether short or

long prearmbles are used,

Click "apply" to configure the advanced wireless options,

AP Isolation:

Band;

Channel:

Rate:

Multicast Rate:

Basic Rate:
Fragrentstion Threshold:
RTS Threshold:

DTIM Iriterval;

Beacon Interval;

¥PressT™ Technology:
S4g™ Mode:

949 Protection:
Regulatory Mode:
Pre-Ketwork Radar Check:

Off =

24GHz- #0211 =

Current; 800988720

At

=

gz

T emsRE

The Xpress Technology is one of the popular performance-enhancing WiFi technologies,
designed to improve wireless network efficiency and boost throughput. It is more efficient in
mixed environments, and it can work with 802.11a/b/g networks.

When Xpress is turned on, aggregate throughput (the sum of the individual throughput
speeds of each client on the network) can improve by up to 27% in 802.11g-only networks,
and up to 75% in mixed networks comprised of 802.11g and 802.11b standard equipment.

The technology achieves higher throughput by re-packaging data, reducing the number of
overhead control packets, so that more useful data can be sent during a given amount of time.

54q

54g® is Broadcom's Wi-Fi chipset designed for maximum performance IEEE 802.11g
wireless networks. 54g® is found in leading brands of high-performance wireless products
that deliver greater speed, improved reach, and the latest, toughest security that is configured
with the push of a button.

Quality of Service

Quality of Service (QoS) referrs to both a network’s ability to deliver data with minimum delay,
and the networking methods used to pvovide bandwidth for real-time multimedia applications.
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WMM is designed to support consumer and corporate applications and works with all three
802.11 wireless physical layer standards - 802.11a, 802.11b and 802.11g. The specification
provides basic prioritization of data packets based on four categories - voice, video, best
effort and background.

Select to enable or displays WMM. WMM (Wi-Fi MultiMedia) enhances QoS at wireless driver
level. It provides a mechanism to prioritise wireless data traffic to and from the associated
(WMM capable) stations.

If your enable WMM feature, you may need to decide whether to broadcast HH1620's
network name or not. Broadcasting allows you to easily recognize your wireless network in
the list of available networks. Once you have configured your wireless clients, it is
recommended to disable this feature.
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WYIM{Wi-Fi Multimedia) Settings

WIMMAATEFT Multimedis): Disabled +
pexicelinio WM Mo Ackniowledge ment: Disabled |+
Advanced Setup
Witeless Savefapply VWME Settings
Basic
Security
MAC Filter

Wireless Bridge
Advanced
(.. Quality of Service |
Station Info
Voice
Diagnostics

Management
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Station Info
This page shows authenticated wireless stations and their status.
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Wireless - Authenticated Stations

This page shows authenticated wireless stations and their status,

Device Info
Advanced Setup |ESSID |Assn|:iated Authorized |

wireless
Basic Refresh
Security

MAC Filter

Wireless Bridge
Advanced

Quality of Service

Yoice

Diagnostics
Management

-2005 Broadeom Corporation. All rights reserved.
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The Voice Category
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voice sip i preferred ptime

Internet telephony or Voice over IP (VolP) can be defined as the transfer
over your Internet connection.

of telephone calls

You can make Internet and PSTN telephone calls using tradition analogue phones connected
to your HH1620. HH1620 provides additional lines without the need for additional copper

pairs. It allows you to make and receive calls simultaneously.
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Yoice —- SIP configuration

Enter the SIP parameters and click Start/Stop to save the parameters and start/stop the vaoice application,

Device Info

Advanced Setup Interface name: Tul) - Biridge vl

Wireless

Locale selection; US4 - United States =

Preferred codec: wone v
Diaghostics e =]
Management Preferred ptime: B

SIP domain narne:

I Use SIP Proxy.

™ Usa SIP Outhound Proxy,

™ Use SIP Registrar,

B ' D | pmmes
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™ Usa SIP Outhound Proxy,

Device Info

Advanced Setup

wireless

Yoice I Use SIP Registrar,
SIP

Diagnostics

Management

M Remnte server for SIP Ing messages.

Log IP Address: 192,16%.1,100
Log port: 55533

Extension: Passward:
i I
9 |

Start SIP client
Stop SIF clisnt:

& | D g

Select the Codec that is more suitable than the other Codecs.

HH1620 Wireless VolP Gateway 55
User’s Guide



Q) morororLa S
Configuration

You can also connect a fax machine to your HH1620 to send and receive faxes over your
Internet connection or the PSTN phone line.

Your ISP should provide you with the following SIP configuration parameters:
Uniform Resource Identifier (URI)

User name

Password

IP address and port number (usually 5060) of the provider’s registrar

IP address and port number (usually 5060) of the provider’'s SIP proxy server

The SIP URI is a unique name used to identify and locate your telephone. The SIP URI can
have a numerical format or the format user@host.

Example:

1234567
username@hostname.org
username@192.168.10.1
1234567@hostname.org

If your ISP gives you an URI in the format containing an ‘@’, your ISP will tell you whether the
‘@’ can be formed on your phone by dialing ‘1’, **’ or ‘#'.

Connect TEL port(s) to your phone(s) or fax.

If you want to make phone calls using the regular telephone line. Connect PSTN port to the
telephone output of your DSL splitter or the telephone wall outlet to allow regular phone calls
with the dame telephone set.

Configure Internet Telephony
Enable the telephony service
Assign phone numbers
Configure the telephony service

Enter the Registrar Server address to register end point.
Enter the Registrar port number that is between 1024 and 32768. By default, it is 5060.
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The Diagnostics Category

This feature allows you to perform a series of testing. This activity can be useful in solving
network problems.

Fle Edit “ew Favorites Tools Help '

Back - ] % | ;\] ) Search 7
4 Ll |

Address | @] http:f192,188.1,1fmain. hbml

v B ks ™

pppoe_0_33 Diagnostics

our modern is capable of testing your DSL connection. The individual tests are listed below. 1f 2 test displays a fail status, click
Device Info "Rerun Diagnostic Tests" at the battom of this page to make sure the fail status is consistent, 1 the test continues to fail, click
Advanced Setup "Help" and follow the troubleshooting procedures.

Diagnostics

Test the connection to your local network
Management

Test your ENET(1-3) Connection: FAIL Help
Test your ENET4 Cohnection: PASS Heln

Test the connection to your DSL service provider
Test ADSL Synchronization: PASS  Heln

Test ATM DAM F3 segment ping: PASS  Help
Test ATM DAM F5 end-to-end ping: PASS  Heln

Test the connection to your Internet service provider

Test PPP server connection: PASS  Help
Test authentication with ISP: PASS  Help
Test the assigned IP address: PASS  Help
Ping default gateway: PASS  Help
Ping primary Domain Name Server: PASS  Help

Test With Oak F4

&) Done ) Internet
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The Management Category

Settings — Backup
This page allows you to backup the HH1620's current settings.

Once you have the HH1620 working properly, you should backup the information to have it
available if something goes wrong. When you backup the settings, they are saved as a file on
your computer. You can restore the settings from this file.

/3 DEL Router it

splorer
#EE HFEE wR FAREW IO HEH
CE-E -9 - D[ | One GeeRE Owr 3 B-S52 EH
D) &) hpnoz168 1.1

=] prz \s@#s |@ o
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Settings - Backup

Backup DSL router configurations, You may save your router configurations to a file on your PC

Device Info

Advanced Setup

wireless Backup Settings
Yoice

Diagnostics

System Log

Internet Time
Access Control

Update Software
Save/Reboot

“P2000-2005 Broadcam Corparation. All rights rezenied

o] [T ommes

To create a backup file of the current settings:
1. Click Backup Settings Button.
2. Locate where you want to save the file, rename it if you like, and click OK.

DO NOT power off the HH1620 while processing. Restart the HH1620 after the
upgrade is complete. Your previous configuration will be lost and you need to re-
configure the settings.

Note
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Settings — Update
Use this to download a copy of the current configuration, and store the file on your PC.

- CEIERNCIN ‘=

-] prE \sﬁs |@ <

ZJDSL R et Explorer
BRE HKBEED @WRO BHREW IAOD HEQ

CEE-o0 - D0 Qe mxeRE Gwe 35BS 5 E
D) &) hip 192168 1.1/
=
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Tools -- Update Settings

Update DSL router settings, You may update your router settings using your saved files,

Device Info

Advanced Setup Seftings File Name: I HIE.,

Wireless
Yoice Update Settings
Diagnostics
Management
settings
Backup
Restore Default
System Log
Internet Time
Access Control
Update Software
save,/Reboot

EES ' S pmmEs

To perform the Update process:
1. Click Browse button and indicate the location of the update DSL setting file.
2. Click Update Settings button to commence the setting update.

3. Wait about 2 minutes for the process to be completed and reboot the HH1620. A
window appears letting you know that the HH1620 has been successfully restored to
previous settings.

DO NOT power off the HH1620 while processing. Restart the HH1620 after the
upgrade is complete. Your previous configuration will be lost and you need to re-
configure the settings.

Note
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Settings — Restore Default
You might consider a reset to factory defaults as described below.
You can choose between:

. Software reset

. Hardware reset

A reset to factory default settings deletes the configuration profile settings. Therefore, after
the reset, a reconfiguration of your HH1620 will be needed.

Be aware that a reset to factory defaults will reset all configuration you made to
the HH1620.

a ) £ rer

#REE REE RO FREW IROD SEE
CEE-o -0 0 | Qs armeE e 3 B-9=2 5
D) &) hip 192168 1.1/

- CEIERNCIN ‘=
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Tools -- Restore Default Settings

Restore DSL router settings to the factory defaults,

Device Info

Advanced Setup
Wireless Restore Default Settings

Yoice
Diagnostics
Management
Settings
Backup
Update
oo ey
System Log
Internet Time
Access Control
Update Software
Save/Reboot

EES S pmmEs

Software Reset

1. Make sure that you need to reset all configurations to default and click Reset Default
Settings button.

2. Wait for the HH1620 reset to default settings and return to its home page.
3. You need to re-configure your settings to reform the all the connections.

Hardware Reset
1. Make sure the HH1620 is turned on.

2. Use a pen or an unfolded paperclip to push the recessed reset button on the back panel.
The reset button is marked with a red circle. Push it until the power LED lights red - this
will take about 7 seconds.

3. Release the reset button.
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4. The HH1620 restarts.
5. You need to re-configure your settings to reform the all the connections.

System Log

The System Logs page records various types of activity on the HH1620. This data is useful
for troubleshooting, but enabling all logs will generate a large amount of data and adversely
affect performance.

You can view data generated or acquired by routine system communication with other
devices, such as the results of negotiations with the ISP’s computers for DNS and gateway IP
addresses.

Since only a limited amount of log data can be stored in the HH1620, log data can also be E-
mailed to you PC. Click Configure System Log button to configure this feature.

The System Log table gives you an overview of the last event logs that have been recorded
since the HH1620 was turned on.

The Configure system log page allows you to configure the events shown in the System Log
table.

Current Time The current time on the HH1620 is displayed.

Log Data Current log data is displayed in this panel.

Internet Time

/3 DSL Router splorer E Q @ \ @ [ =T
#RE EEE wRE BRREW TAD SEW N / | ﬁ
CE-E -9 - D[ | One GeeRE Owr 3 B-S52 EH
HBHED) [&) hepn192.168.1.1/ =] BB > & -

BROADCOM.
Time settings
This page allows vou 1o the modern's time configuration.
Device Info
Advanced Setup T automatically synchronize with Internet time servers
wireless
Yoice
Diagnostics
Management
Settings
System Log
!
Access Control Szl |

Update Software
Save/Reboot

& = e [ | R
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Tick the button to user the default Internet time server to get
the time from Internet.

Access Control — Services

te s

Configuration

BREE REED HRE FHRBEW IRD HEW
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Access Control — Services

A Service Confrol List ("SCL") enables or dissbles services from being used,

Device Info

Advanced Setup

Wireless
Voice Services |LAN WAN
Diagnostics FTP I Enable | [T Enable
Management
5! HTTR ¥l Enable | [T Enable
Settings
System Log 1CrMP Enable | [0 Enable
InternetTlme S5H ¥ Enable | [T Enable
Access Control i
Services TELMET | ¥ Enable | T Enable
IP Addresses TFTR F Enable | [T Enable
Passwords

Update Software
Save/Reboot

Savesapply |

[E1=m
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Access Control — IP Addresses

BREE REED HRE FHRBEW IRD HEW

CEH -2 -0 0 a| Ges armeE Gxe 3 B9

D) &) hip 192168 1.1/
=
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Device Info

Advanced Setup

Wireless

Yoice

Diagnostics

Management
Settings
System Log
Internet Time
Access Control

Services

Passwords

Update Software
Save/Reboot

-] prE \sﬁs |@ <

Access Control — IP Address

The IP Address Access Contral mode, if enabled, permits access o local management services from IP addresses contained in the
Acess Confrol List, If the Access Confrol mode is disabled, the systerm will not validate IP addresses for incoming packets, The
services are the system applications listed in the Service Confrol List

Asccess Control Mode: @ pisable 0 Enable

IP Address |[Remove
add | Rernove

&

[ emsme

Access Control — Passwords
On this page you can change the default user.

ter -

#RE &REE R BEREW IROD HED

i<

<[

CEE -2 -9 [H 4| Qs mxewrE Oxe 3| B9S2 0

D) &) hp /192,168 1.1/

BROADCOM.

Device Info

Advanced Setup

wireless

Yoice

Diagnostics

Management
Settings
System Log
Internet Time
Access Control

Services

IP Addresses

Passwords
Update Software
Save/Rehoot

= puE \s@&a »

& -

Access Control -- Passwords

Arcess to your DSL router is controlled through firee user accounts: adrnin, support, and user,

The user name "admin® has unrestriched access 1o change and view configuration of your DSL Router,

The user name "support” is used o allow an ISP technician to access your DSL Router for maintenance and to run diagnostics.

The user name "user" can access the DSL Routsr, view configuration settings and statistics, as well a5, updste the routsr's
software,

Usze the fizlds below to enter up to 16 characters and click "apply" 10 change or creste passwords, Mobe: Password cannot contain 3
spare.

Username:

=

Mew Passwiard: I
Canfirm Passwiard I

0Old Passward:

Savesspply |

ez

[T emmE
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1. Select the username from the drop-down list to change it password.
2. Type the old password, new password and confirm (re-type) password.
3. Click Save/Apply to confirm your choice.

Update Software
The firmware (software) in the HH1620 can be upgraded by using your web browser.

You must first download the upgrade file to you local hard drive, then proceed the update
process.

L Router - Microsofi Internet Explorer

Fle Edit Mew Favorites Tools Help s
~ ) , " - a . 5
@Back - |ﬂ Iﬂ (| A ! Search 1. Favarites 6“ = | :“i

address | &] hitpiff192.168.1,1jmain, bl v|Beo ks

Tools -- Update Software

Step 1: Obtain an updated software image file from your 15P.

ied‘\';::clt:'c:ns;etup Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.
Diagnostics Step 3: Click the "Update Software" button once to upload the new image file.
Management

Settings MOTE: The update process takes about 2 minutes to complete, and your DEL Router will reboot,

System Log

1R-069 Client Software File Name: [ Browse.. |

Internet Time

Access Control Update Software

Update Software

Save/Reboot

'él] Done 0 Internet

To perform the Update process:

1. Click Browse button and indicate the location of the upgrade file.

2. Click Update Software button to commence the firmware upgrade.

3. Wait about 2 minutes for the process to be completed and reboot the HH1620.

DO NOT power off the HH1620 while processing. Improper operation could
damage the Gateway. The HH1620 will restart automatically after the upgrade is
complete. Your previous configuration will be lost and you need to re-configure
Note the settings.
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Save/Reboot

After changing the HH1620's configuration settings, you must save all of the configuration
parameters to FLASH to avoid them being lost after turning off or resetting your HH1620.
Click Save/Reboot to write your new configuration to FLASH.

.
BRE WHE BAO BNAEW IS0 HEB
CE-H -2 - Q| Que umsE Twe 3 B-S= EH
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BROADCOM.

Click the button below to save and reboot the router.

Device Info Save/Reboot

Advanced Setup

wireless

Voice

Diagnostics

Management
Settings
System Log
Internet Time
Access Control
Update Software

o E g

-2005 Broadeom Corporation. All rights reserved.

B S pmwEs
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4. Troubleshooting

This section details possible solutions to common problems that might occur in using the
router.

Contact Us

If you are unable to locate a solution here, please access our website at
http://www.motorola.com/homenetworking for the latest information. You can also reach us 7
days a week, 24 hours a day at 1-877-466-8646.

My HH1620 does not work.

If none of the LEDs light up, make sure that:

. The HH1620 is plugged into a power socket outlet.

. You are using the correct power supply for your HH1620 device.
. The HH1620 is turned on via the push button at the back panel.

Note: The power requirements for your HH1620 are clearly indicated on the
identification label on the bottom of the HH1620.

If the LAN LED does not light up, make sure that:
. The LAN cable is securely connected to the 10/100Base-T port.

. You are using the correct cable type for your Ethernet equipment, that is UTP CAT5 with
RJ-45 connectors.

My computer is experiencing difficulty connecting to the wireless network.
. Ensure that your router is powered on and that the Wireless LED is on.

. Ensure that your wireless adapter (PClI card, Notebook or Ethernet adapter) is installed
correctly and is active.

. Ensure that your wireless adapter’s radio signal is enabled. Review your adapter’s
documentation for further instructions.

. Ensure that your wireless adapter for your PC and the wireless router have the same
security settings that will allow your computer to access the wireless network. Also,
verify that the list of Restricted Wireless MAC Addresses (on the WIRELESS Page of
the Web-based Configuration Utility is not configured to block your PC.

. Ensure that your wireless adapter is within range of your router or is not behind an
obstruction. For example, metal structures will interfere with the signal, as will 2.4 GHz
cordless phones, and microwaves.

. Ensure that your router’s antenna is connected and that your PC’s wireless adapter
antenna is also connected.

My computer is experiencing difficulty in connecting to the router.

. Ensure that all of your cabling connections are firmly connected. This includes the
cables from the wall to your modem, between the router and modem, and, if available,
from the router to your PC.

. Ensure that your LEDs are not lit Red or not at all. For further information about LED
descriptions, see Section 1: Overview.

. Ensure that you are using Ethernet cables and not telephone cables between the router
and modem or router and PC. See the illustration below. Ethernet cables use a wider
RJ-45 style plug using 8 wires where telephone style plugs use the smaller RJ-11 style
plug using 4 to 6 wires.
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The plug on the left is RJ-45; the plug on the right is RJ-11 — use only RJ-45.

. Ensure that your Ethernet adapter is enabled. To check the status of your adapter, click
the monitor icon in the System Tray at the bottom right of your screen.

E gﬂﬂi
You can also check the status of the Ethernet adapter by selecting Control Panel >
Network and Dial-Up Connections.

My broadband modem already uses a built-in router.

Because the two routers will cancel each other out, turn off the NAT function in the modem to
enable access for your router. Refer to your modem’s documentation for further instructions.

| can login to HH1620.

If your HH1620 is cannot be reached due to misconfiguration, you might consider a hardware
reset to factory defaults as described in section 1.2.3.

However, note that resetting the HH1620 to its factory settings will revoke all the
changes you made to the configuration.

Note

The performance of HH1620 is poor.

Make sure that the HH1620 is installed and configured as instructed in the Installation and
Setup Guide or as instructed by the Service Provider.

The wireless performance of HH1620 is poor.

Choose automatic channel selection or carefully select a radio channel that does not interfere
with other radio channels.

Make sure both the WLAN client adapter and the HH1620 are allowed to connect through
wireless channels as defined for local regulatory domain.

Check the location of the HH1620 in the building.

Check the signal strength, indicated by the wireless client manager. If the signal is low, try to
place the HH1620 or to direct the HH1620's antenna for optimal performance.
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I would like to test to see if my Internet connection is live.

Use the ping command to test the connection. Before attempting, ensure that Obtain an IP
address automatically has been selected in the computer’s settings and that you have an IP
address assigned. Refer to Configure Your Computers in Section 2: Installation, for further
details.

1. Openacommand prompt by clicking Start and Run.

2. For Windows 98 and ME, in the Open field, type command and press Enter or OK.
For Windows 2000 and XP, type cmd. Or, navigate using your Start button to
Programs>Accessories>Command Prompt.

3. Inthe Command window, type ipconfig.

. You should see an IP address for your network adapter:

Ethernet Adapter Local Area Connection:
Connection-specific DNS Suffix: Example.example.example.com.

IP Address. . ..........:192.168.110
Subnet Mask . ..........:255.255.255.0
Default Gateway . ........:192.168.11
4. Inthe Command window, type ping followed by the Router’s IP address and press Enter.
. If you receive a reply (the first word will be Reply...), then your computer is
connected to the router. Proceed to Step 4.
. If you do NOT receive a reply, repeat steps 1 — 4 on a different computer to verify

that the first computer is not the cause of the problem.

Your computer’s Default Gateway’s IP address may also be your router’s IP
address.

Verify the router’s IP address by logging on to the router's Web-based
Configuration Utility and reviewing the IP Address field on the LAN Page.

5. In the Command window, type ping followed by your ISP’s default gateway and press
Enter.

. If you receive a reply (For example: Reply from 216.109.125.72...), then your
connection to the Internet is live.

. To verify the ISP default gateway’s IP address, log on to the router’'s Web-based
Configuration Utility and verify the Default Gateway field on the WAN Page.

. If you do NOT receive a reply, repeat steps 1 - 5 on a different computer to verify
that the first computer is not the cause of the problem.

| cannot access the Web-based Configuration Utility for the router.
Verify your Ethernet connection to the router.

. Verify that the IP address of the PC being used to configure the router is on the same
network as the router’s configuration IP address.

. The IP address of your network adapter must be on the same network and not a
duplicate of any others on the network (for example: 192.168.10.10 and using a subnet
mask of 255.255.255.0 can be used to login to the router’s default IP address of
192.168.10.1). To adjust the IP address for your PC, refer to Configure Your Computers
in Section 2: Installation.

. Verify that you can ping the router on this IP address.
. In the Command window, type ping and your router’s default IP address and press Enter.
. If you have changed the factory configured default IP address of the router, you will

need to set your network adapter accordingly.

. Verify you are entering the correct URL in the browser. The default is http://192.168.10.1.
If you think you have changed the IP address used to configure the router and cannot
remember it, you must reset the unit back to factory defaults. To do this, press and hold
the reset button for more the 5 seconds. This clears the router’s user settings, including
Username, Password, IP Address, and Subnet mask.
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. Once the router is reset to factory default, re-verify the Ethernet connectivity and IP
address issues.

How do | extend my wireless network to cover more area?

You need more than one access point with WDS (Wireless Distribution System) enabled to
expand your wireless network. For example, if you are running HH1620, you will need another
wireless Access Point (AP), most likely a WA840G or WAB40GP (but you can use another
HH1620; just ensure that you do not run two DHCP servers at the same time).

Set up both the HH1620 and the WA840 with the same wireless SSID, the same channel
number, and the same WPA Pass Phrase or WEP keys. It is suggested that you also enable
the Wireless Bridge Restriction Mode to limit the exposure of your wireless network to outside
users. The wireless MAC address of the other AP needs to be added to each AP’s list of
Recognized Bridges, that is, the WA840's wireless MAC address needs to be in the HH1620's
list of Recognized Bridges, and vice versa.

Once enabled, your laptop can now roam between the two APs, thereby extending your
wireless network.

| cannot browse past the first screen of the Web-based Configuration Utility.
Sometimes, especially when upgrading, some leftover files may be in your Internet Cache.

Flush your cache and restart your unit to fix. From Internet Explorer's menu, select Tools >
Options and click Delete Files to clear your cache.

How do | match WEP keys between the router and my wireless clients?
Some wireless cards do not support WPA, and in turn cannot accept a WPA Pass Phrase.

For compatibility with these clients, WEP Encryption must be enabled on the SECURITY
Page of the Web-based Configuration Utility, with at least one WEP Network Key entered.

Using the utility provided with your wireless client, you must enter the same key that is
entered in the HH1620. If more than one WEP Network Key is entered in the HH1620, refer to
the Current WEP Network Key Index to determine which key to enter in your client device,
and then enter the Current WEP Network Key Index as the client’'s Key Index.

x|

Key index [advanced) }- ﬁ

I Metwork Key is provided for me sutomatically
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| cannot make a call via VolP.
. Your telephone is correctly connected to the HH1620.
. Your telephone is working on the PSTN network:
Connect your phone directly to PSTN.
Try to make a phone call.
. Your phone number, user name, and password is configured correctly.
. The registrar's and proxy server's |IP address and port number are configured correctly.
. The PWR, PPP and VolP Ready LEDs are on.

S

As soon as the VolP Ready LED turns on, you will hear a click, indicating the
switch from PSTN to VolP.

Note

| cannot make a call via PSTN (the regular phone line).

. Your telephone is correctly connected to the HH1620.
Note: If the HH1620 is turned off, phone calls are always routed over PSTN.

. Your telephone is working on the PSTN network:
«  Connect your phone directly to PSTN.
«  Try to make a phone call.

. The Forced FXO service is activated, or whether your service provider requested you to
dial an extra prefix for making calls via PSTN.

If VoIP is enabled (VolP Ready LED is on), and when making a forced FXO call,
you will hear a click, indicating the switch from VolP to PSTN.

Note

How to reset my HH16207?

You might consider a reset to factory defaults as described below.
You can choose between:

. Software reset

. Hardware reset

A reset to factory default settings deletes the configuration profile settings.
Therefore, after the reset, a reconfiguration of your HH1620 will be needed.

Software reset Proceed as follows:

1. Gotothe HH1620 Web pages.

2 In the menu, select Management > Restore Default.
3. Click Restore Default Settings. The HH1620 restarts.
4

The HH1620 returns to the HH1620 home page (unless the IP address of your computer
is not in the same subnet as the default IP address of the HH1620, being 192.168.1.1).

Hardware reset Proceed as follows:
1. Make sure the HH1620 is turned on.

2. Use a pen or an unfolded paperclip to push the recessed reset button on the back panel.
The reset button is marked with a red circle. Push it until the power LED lights red - this
will take about 7 seconds.
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3. Release the reset button.
4. The HH1620 restarts.
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Appendix. Device Specifications

Default IP Address

192.168.1.1

Default Subnet Mask

255.255.255.0 (24 bits)

DHCP Pool 192.168.1.32 t0 192.168.1.64

Default Password admin

Built-in Switch Three auto-negotiating, auto MDI/MDI-X 10/100 Mbps RJ-45
Ethernet ports

USB ports

PHONE Ports

2 RJ-11 FXS POTS ports.

RESET Button

Restores factory defaults

Antenna One non-detachable external dipole antenna, 2dBi
Dimensions 248 W x 168 D x 37 H mm

Weight 3509

Power Specification 12VvDC 1A

Operation Temperature 0°C~40°C

Storage Temperature -20°~60°C

Operation Humidity

20% ~ 95% RH

Storage Humidity

20% ~ 95% RH
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Glossary

This glossary defines terms and abbreviations used in this manual.

10/100Base-T
Adapter

Ad-Hoc Network

Broadband

Broadband
Provider
BSS

Cable Modem

Coaxial Cable
(Coax)

DDNS

Default Gateway

DHCP

DMZ

DOCSIS

See Ethernet.

A device or card that connects a computer, printer, or other peripheral
device to the network or to some other device. An Ethernet adapter
connects a computer to the LAN.

A temporary local area network connecting AP clients together, usually just
for the duration of the communication session. The clients communicate
directly to each other and not through an established, such as through a
router. Also known as IBSS (Independent Basic Service Set).

High-speed telecommunication over a wide range of frequencies, typically
256 Kbps or faster. Broadband enables more information to be transmitted
in less time. The most common broadband service types available to
homes and small-offices are cable modem and DSL. Both cable modem
and DSL are much faster than a traditional dial-up Internet connection.

If you have a cable modem, the cable company from which you subscribe
to high-speed data service. If you have a DSL modem, the telephone
company from which you subscribe to DSL service.

Basic Service Set. A configuration of Access Points that communicate with
each other without resorting any infrastructure. Also known as Ad-Hoc
networks. Also see ESS.

A device enabling a broadband connection to the Internet over cable
television lines. It requires a subscription for high-speed data service from
your local cable provider.

A type of wire consisting of a center wire surrounded by insulation and a
grounded shield of braided wire traditionally used mainly to carry cable
television signals. The shield minimizes electrical and radio frequency
interference.

Dynamic Domain Name System enables you to assign a fixed host and
domain name to a dynamic Internet IP address. It is used when you are
hosting your own web server, FTP server, or another server behind the
router.

A designated router that forwards all traffic not addressed to a host on the
local subnet.

A Dynamic Host Configuration Protocol server dynamically assigns IP
addresses to client hosts on an IP network. DHCP eliminates the need to
manually assign static IP addresses by “leasing” an IP address and subnet
mask to each client. It enables the automatic reuse of unused IP
addresses. The HH1620 can simultaneously be a DHCP client and a
DHCP server:

. A DHCP server at xxxx headend assigns a WAN IP address to your
HH1620.

. The HH1620 contains a built-in DHCP server that assigns private IP
addresses to each computer on its LAN.

A “de-militarized zone” is one or more hosts logically located between a
private LAN and the Internet. A DMZ prevents direct access by outside
users to private data. (The term comes from the geographic buffers located
between some conflicting countries such as North and South Korea.) In a
typical small DMZ configuration, the DMZ host receives requests from
private LAN users to access external web sites and initiates sessions for
these requests. The DMZ host cannot initiate a session back to the private
LAN. Internet users outside the private LAN can access only the DMZ host.
You can use a DMZ to set up a web server or for gaming without exposing
confidential data.

The Data-Over-Cable Service Interface Specification define a standard
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interface for cable modems to deliver data between a cable network and
computer systems. Euro-DOCSIS is DOCSIS adapted for use in Europe.

The Domain Name System is the Internet system for converting domain
names to IP addresses. ADNS server contains a table matching domain
names such as Internetname.com to IP addresses such as 192.169.9.1.
When you access the Web, a DNS server translates the URL displayed on
the browser to the destination website IP address. The DNS lookup table is
a distributed Internet database; no one DNS server lists all domain-to-I1P
address matches.

A unigue name, such as motorola.com, that maps to an IP address.
Domain names are typically much easier to remember than IP addresses.

Method of representing an IP address or subnet mask using four decimal
numbers called octets. Each octet represents eight bits. In a class C IP
address, the octets are “network.network.network.host.” The first three
octets together represent the network address and the final octet is the
host address. In the HH1620 LAN default configuration, 192.168.15
represents the network address. In the final octet, the host address can be
from 2 to 254.

To copy a file from one computer or other network device to another. You
can use the Internet to download files from a server to your home
computer. Your voice gateway downloads its configuration file and
firmware from XXXX.

In a cable data or DSL network, the direction of data received by your
computer from the Internet.

Software that enables a computer to interact with a network or other
device. For example, there are drivers for printers, monitors, graphics
adapters, modems, Ethernet, USB, and many others.

A digital subscriber line enables a broadband connection to the Internet
over traditional telephone lines that support DSL. You need a subscription
for DSL service from your local telephone company.

Direct-Sequence Spread Spectrum. DSSS is a transmission technology
used in WLAN transmissions where a data signal at the sending station is
combined with a higher data rate bit sequence, or chipping code, that
divides the user data according to a spreading ratio. The chipping code is a
redundant bit pattern for each bit that is transmitted, which increases the
signal's resistance to interference. If one or more bits in the pattern are
damaged during transmission, the original data can be recovered due to
the redundancy of the transmission.

An IP address that is temporarily leased to a host by a DHCP server. The
opposite of static IP address.

An Extended Service Set (ESS) is a set of two or more BSSs that form a
single subnetwork. See also BSS.

The most widely used type of local area network (LAN). The most
commonly installed Ethernet networks are called 10Base-T. 10Base-T
provides transmission speeds up to 10 megabits per second (Mbps),
usually over twisted-pair wire. Fast Ethernet (100Base-T) provides
transmission speeds up to 100 Mbps.

A message generated by a device to inform an operator or the network
management system that something has occurred.

A type of connector used to connect coaxial cable to equipment such as
the HH1620.

A security software system on the HH1620 that enforces an access control
policy between the Internet and the HH1620 LAN.

Code written onto read-only memory (ROM) or programmable read-only
memory (PROM). Once firmware has been written onto the ROM or
PROM, it is retained even when the device is turned off. Firmware is

HH1620 Wireless VolP Gateway 74

User’'s Guide



@ MOTOROLA

Flow
GUI
Hexadecimal

HFC

Host

Hub

ICMP

IGMP
Internet
IP

IP address

IPSec

ISP
LAN

MAC

MHz

Multicast

NAT

NAPT

Network

NIC

OOB DTMF
PING

upgradeable.
A data path moving in one direction.
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A base-sixteen numbering system that uses sixteen sequential numbers (0
to 9 and the letters A to F) as base units before adding a new position. On
computers, hexadecimal is a convenient way to express binary numbers.

A hybrid fiber/coaxial cable network uses fiber-optic cable as the trunk and
coaxial cable to the subscriber premises.

Any computer or similar device supporting end-user applications or
services with full two-way network access. Each host has a unique host
number that combined with the network number forms its IP address.

On a LAN, a device that connects multiple hosts to the LAN. A hub
performs no data filtering. See also router.

Internet Control Message Protocol is a protocol used for error, problem,
and informational messages sent between IP hosts and gateways. ICMP
messages are processed by the IP software and are not usually apparent
to the end-user.

Internet Group Management Protocol
A worldwide collection of interconnected networks, all using TCP/IP.

Internet Protocol is a set of standards that enable different types of
computers to communicate with one another and exchange data through
the Internet. IP provides the appearance of a single, seamless
communication system and makes the Internet a virtual network.

An Internet Protocol address identifies a computer or other device on a
TCP/IP network. Networks using the TCP/IP protocol route messages
based on the destination IP address.

The Internet Protocol Security protocols are authentication and encryption
standards for secure data exchange over the Internet.

Internet service provider

A local area network provides a full-time, high-bandwidth connection over a
limited area, such as a building, campus, office, or home. The computers
and other devices you connect to your voice gateway, except for the
telephones, form a LAN. Ethernet is the most widely used LAN standard.

address The Media Access Control address uniquely identifies each device
that can be connected to an Ethernet network. It is permanently written to
read-only memory (ROM) at the factory and printed on your HH1620.

Mega hertz. A measure of frequency; one MHz means one million cycles
per second.

A data transmission sent from one sender to multiple receivers. See also
broadcast and unicast.

Network Address Translation is a standard for a LAN to use one set of IP
addresses for internal traffic and a second set of IP addresses for external
traffic.

Network Address Port Translation is the most common form of translation
between public and private IP addresses.

Two or more computers connected to communicate with each other.
Networks have traditionally been connected using some kind of wiring.
Network interface card is another name for network adapter. A NIC is

installed in an expansion slot or can be built-in. Every Ethernet NIC has a
MAC address permanently saved in its ROM.

Out-of-Band Dual-Tone Multi-Frequency protocol for voice traffic.

A network utility that tests host reachability by sending a small packet to
the host and waiting for a reply. If you PING a computer IP address and
receive a reply, you know the computer is reachable over the network. It
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also stands for “Packet InterNet Groper.”

On a computer or other electronic device, a port is a socket or plug used to
physically connect it to the network or to other devices. In TCP/IP, a port is
a number from 0 to 65536 used logically by a client program to specify a
server program. Ports 0 to 1024 are reserved.

A mechanism that enables incoming communication with specified
applications. Primarily used for gaming applications.

“Plain old telephone service;” basic analog telephone service. POTS uses
the lowest 4 kHz of bandwidth on twisted pair wiring.

Point-to-Point Protocol is a method to establish a network connection or
session between hosts.

Point-to-Point Protocol over Ethernet is a specification for connecting to the
Internet used with DSL modems.

Point-to-Point Tunneling Protocol encapsulates other protocols to create
VPNs. It is developed jointly by several vendors.

An IP address assigned to a computer on the HH1620 LAN by the DHCP
server on the HH1620 for a specified lease time. Private IP addresses are
used by the HH1620 LAN only; they are invisible to devices on the Internet.
See also public IP address.

The public switched telephone network is the traditional circuit-switched,
voice-oriented telephone network. See also POTS.

A public IP address is visible to devices on the Internet. See also private IP
address.

quality of service

Routing Information Protocol enables routers to exchange routing
information with other network routers. Any RIP-enabled router:

. Sends automatic update packets containing its routing table
periodically (every 30 seconds)

. Accepts periodic updates from other routers and adds, deletes, or
modifies routes in its routing table accordingly

. Responds to requests for its routing table

Real Time Protocol for voice traffic.

The most common type of connector for household or office phones.
The most common type of port for Ethernet networks.

The ability to transfer your wireless session from one AP to another AP
seamlessly.

On IP networks, a device connecting at least two networks, which may or
may not be similar. A router filters data based on the IP address,
examining the source and destination IP addresses to determine the best
route on which to forward it.

A table listing available routes that is used by a router to determine the
best route for a packet.

Server A dedicated computer that supplies files, data, or services to other “client”
computers or devices.

SIP Session Initiation Protocol for voice traffic.

S-MTA A standalone media terminal adapter converts analog voice signals to and
from a standard telephone to digital data that can be transmitted through a
broadband connection over the Internet.

SSH secure shell

Stateful A type of firewall that tracks each connection traversing all firewall

Inspection interfaces to ensure validity. In addition to examining the source and
destination in the packet header based on static rules, a stateful inspection
firewall:
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. Examines packet headers on context established by previous packets
that traversed the firewall

. Monitors the connection state and saves it in a table
. Closes ports until a connection to a specific port is requested

. May examine the packet contents up through the application layer to
determine more than just the source and destination

A stateful-inspection firewall is more advanced than a static filter firewall.

A type of firewall that examines the source and destination in the packet
header based on administrator-defined rules only.

IP address An IP address that is permanently assigned to a host. Normally,
a static IP address must be assigned manually. The opposite of dynamic
IP address.

A bit mask that is logically ANDed with the destination IP address of a
packet to determine the network address. A router routes packets using
the network address.

A part of a network; commonly abbreviated “subnet.” When subnetting is
used, the host portion of the IP address is divided into a subnet and host
number. Hosts and routers use the subnet mask to identify the bits used
for the network and subnet number.

Transmission Control Protocol provides reliable transport over the network
for data transmitted using IP. It defines rules and procedures for data
exchange.

The Transmission Control Protocol/Internet Protocol is a set of protocols
that provides rules for communication between networks. It is the
worldwide internetworking standard and the basic communications protocol
of the Internet.

Trivial File Transfer Protocol is a very simple protocol used to transfer files.

A point-to-point data transmission sent from one sender to one receiver.
This the normal way you access websites. See also multicast.

Universal Plug and Play protocol.

A universal power supply provides battery back-up for a specified time
during a power outage.

In a cable data or DSL network, the direction of data sent from your
computer to the Internet.

Universal Serial Bus

A device that provides network connectivity to one or more client
computers using radio signals over a wireless connection. One example
you could use with your voice gateway is the Motorola Wireless Access
Point WA840G.

Voice over Internet Protocol is a method to exchange voice, fax, and other
information over the Internet. Voice and fax have traditionally been carried
over telephone lines using a dedicated circuit for each line. VolP enables
calls to travel as discrete data on shared lines.

The company from which you purchase VolP telephone service.

A virtual private network is a private network that uses “virtual” connections
(tunnels) routed over a public network (usually the Internet) to provide a
secure and fast connection, usually to users working remotely at home or
in small branch offices. A VPN connection provides security and
performance similar to a dedicated link (for example, a leased line), but at
much lower cost.

WAN A wide-area network provides a connection over a large geographic area,
such as a country or the whole world. The bandwidth depends on need
and cost, but is usually much lower than for a LAN. For the voice gateway,
“WAN” refers to the VolP and broadband provider networks.
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WAP

WEP

Wi-Fi

WLAN
WME

WMM

WPA

Wireless Access Point or Wireless Access Protocol. See also Access
Point.

Wired Equivalent Privacy encryption protects the privacy of data
transmitted over a wireless LAN. WEP uses keys to encrypt and decrypt
transmitted data. The access point must authenticate a client before it can
transfer data to another client. WEP is part of IEEE 802.11b.

Wireless fidelity (pronounced why'-fy) brand name applied to products
supporting IEEE 802.11b/g.

Wireless LAN.

Wireless Media Extensions (WME) is another acronym commonly used for
WMM features.

Wi-Fi Multimedia, which optimizes the multimedia (e.qg., voice, video)
sharing over the network.

Wi-Fi Protected Access. A security regimen developed by IEEE for
protection of data on a WLAN.

World Wide Web An interface to the Internet that you use to navigate and hyperlink to

information.
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Software License

Motorola, Inc., Connected Home Solutions (“Motorola”) 101 Tournament Drive, Horsham, PA 19044 IMPORTANT:
PLEASE READ THIS SOFTWARE LICENSE (“LICENSE”) CAREFULLY BEFORE YOU INSTALL, DOWNLOAD OR
USE ANY APPLICATION SOFTWARE, USB DRIVER SOFTWARE, FIRMWARE AND RELATED
DOCUMENTATION (“SOFTWARE”) PROVIDED WITH MOTOROLA'S VOICE GATEWAY PRODUCT (THE “VOICE
GATEWAY PRODUCT"). BY USING THE VOICE GATEWAY PRODUCT AND/OR INSTALLING, DOWNLOADING
OR USING ANY OF THE SOFTWARE, YOU INDICATE YOUR ACCEPTANCE OF EACH OF THE TERMS OF THIS
LICENSE. UPON ACCEPTANCE, THIS LICENSE WILL BE A LEGALLY BINDING AGREEMENT BETWEEN YOU
AND MOTOROLA. THE TERMS OF THIS LICENSE APPLY TO YOU AND TO ANY SUBSEQUENT USER OF THIS
SOFTWARE.

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS LICENSE (I) DO NOT INSTALL OR USE THE
SOFTWARE AND (II) RETURN THE VOICE GATEWAY PRODUCT AND THE SOFTWARE (COLLECTIVELY,
“PRODUCT”), INCLUDING ALL COMPONENTS, DOCUMENTATION AND ANY OTHER MATERIALS PROVIDED
WITH THE PRODUCT, TO YOUR POINT OF PURCHASE OR SERVICE PROVIDER, AS THE CASE MAY BE, FOR
A FULL REFUND.

The Software includes associated media, any printed materials, and any “online” or electronic documentation, as well
as any updates, revisions, bug fixes, or drivers obtained by you from Motorola or your service provider. Software
provided by 3rd parties may be subject to separate end-user license agreements from the manufacturers of such
Software.

The Software is never sold. Motorola licenses the Software to the original customer and to any subsequent licensee
for personal use only on the terms of this License. Motorola and its 3rd party licensors retain the ownership of the
Software.

You may:
USE the Software only in connection with the operation of the Product.

TRANSFER the Software (including all component parts and printed materials) permanently to another person, but
only if the person agrees to accept all of the terms of this License. If you transfer the Software, you must at the same
time transfer the Product and all copies of the Software (if applicable) to the same person or destroy any copies not
transferred.

TERMINATE this License by destroying the original and all copies of the Software (if applicable) in whatever form.
You may not:

(1) Loan, distribute, rent, lease, give, sublicense or otherwise transfer the Software, in whole or in part, to any other
person, except as permitted under the TRANSFER paragraph above. (2) Copy or translate the User Guide included
with the Software, other than for personal use. (3) Copy, alter, translate, decompile, disassemble or reverse engineer
the Software, including but not limited to, modifying the Software to make it operate on non-compatible hardware. (4)
Remove, alter or cause not to be displayed, any copyright notices or startup message contained in the Software
programs or documentation. (5) Export the Software or the Product components in violation of any United States
export laws.

The Product is not designed or intended for use in on-line control of aircraft, air traffic, aircraft navigation or aircraft

communications; or in design, construction, operation or maintenance of any nuclear facility. MOTOROLA AND ITS
3rd PARTY LICENSORS DISCLAIM ANY EXPRESS OR IMPLIED WARRANTY OF FITNESS FOR SUCH USES.

YOU REPRESENT AND WARRANT THAT YOU SHALL NOT USE THE PRODUCT FOR SUCH PURPOSES.

Title to this Software, including the ownership of all copyrights, mask work rights, patents, trademarks and all other
intellectual property rights subsisting in the foregoing, and all adaptations to and modifications of the foregoing shall
at all times remain with Motorola and its 3rd party licensors. Motorola retains all rights not expressly licensed under
this License. The Software, including any images, graphics, photographs, animation, video, audio, music and text
incorporated therein is owned by Motorola or its 3rd party licensors and is protected by United States copyright laws
and international treaty provisions. Except as otherwise expressly provided in this License, the copying, reproduction,
distribution or preparation of derivative works of the Software, any portion of the Product or the documentation is
strictly prohibited by such laws and treaty provisions. Nothing in this License constitutes a waiver of Motorola’s rights
under United States copyright law.

This License and your rights regarding any matter it addresses are governed by the laws of the Commonwealth of
Pennsylvania, without reference to conflict of laws principles. THIS LICENSE SHALL TERMINATE
AUTOMATICALLY if you fail to comply with the terms of this License.

Motorola is not responsible for any 3rd party software provided as a bundled application, or otherwise, with the
Software.

U.S. GOVERNMENT RESTRICTED RIGHTS
The Product and documentation is provided with RESTRICTED RIGHTS. The use, duplication or disclosure by the
Government is subject to restrictions as set forth in subdivision (c)(1)(ii) of The Rights in Technical Data and

Computer Software clause at 52.227-7013. The contractor/manufacturer is Motorola, Inc., Connected Home
Solutions, 101 Tournament Drive, Horsham, PA 19044.
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