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What is EnGenius Cloud?

EnGenius Cloud is a modern cloud-based management platform, where teams manage wireless/wired
network devices with a state-of-the-art visualized GUI and features for Al and serverless technologies.

Other Languages: HA:E

Before You Begin
To start using the EnGenius Cloud service, you must prepare the following:

e At least one supported EnGenius Cloud wireless access point or switch.

e An existing network with an Internet connection including DHCP and DNS configuration.

@ You can also install the "EnGenius Cloud" mobile app (available for both iOS and Android) for
easier device registration and monitoring.

Supported Web Browsers

The EnGenius Cloud is primarily accessible with a web browser. Before signing up for the EnGenius Cloud
service or logging on to the web interface to manage your network, first verify that you are using a supported
browser.

The following table lists the web browsers that EnGenius Cloud supports:

Browser Release

Google Chrome 57.0.2987.110 and later
Mozilla Firefox 52.0 and later

Microsoft Edge 80.0.361.103 and later

If you use an unsupported web browser, you may experience issues displaying elements on the web
interface.

Getting Started

This session will assist you in setting up a new network on the EnGenius Cloud web application. For easier,
faster setup, use the EnGenius Cloud for iOS or EnGenius Cloud for Android mobile apps. No matter which


https://docs.engenius.ai/engenius-cloud-jp/

version you start with, you can always switch seamlessly between the web and mobile.

@ This article is not meant to be a comprehensive list of everything EnGenius Cloud, but rather a
stepping stone to get started in the most informed way possible.

Signing Up

Before you start to manage EnGenius devices, you must first sign up for the service.

Registering EnGenius Cloud is similar to other web-based platforms and can be done either with a social
media account (e.g. Google or Facebook) or by creating an account from scratch. You will need to provide
your email address, company name, physical address, and phone number. Furthermore, you must
determine the country in which your account will be hosted. That is, all relative device information, user
configurations, and client statistics will be kept in the corresponding region of servers (Oregon for US and
Frankfurt for other countries). This enables EnGenius Cloud to protect customer data and comply with
requirements like GDPR for customers within the European Union.

‘ @ Support for signing up with EnGenius Partner Portal is already available.

Logging On
Once your account has been created, you can login to EnGenius Cloud in the following steps:

1. Open a web browser to https://cloud.engenius.ai/ . This will bring up the main login page.

@ EnGenTus Don't have an account?  ( SIGN UP

Sign in to EnGenius Cloud

Enter your details below

Email
EnGenius Cloud mai

| cloud.demo@engenius.ai ‘

The Al-Driven Cloud for
Smart Networking

Password Forgot your password?

L N N J
Cloud Intro

SIGN IN

or



https://cloud.engenius.ai/

2. Enter your EnGenius Cloud email address and password and click the Sign in button.

3. For EnGenius Partner who has account on EnGenius Partner Portal already, you can simply click on "E
Partner" button, and EnGenius Partner Portal will pop up login page for you to use Single-Sign-On
capability of Partner Portal to log on to EnGenius Cloud

4. For Google and Facebook users, you can also click on "Google" or "Facebook" button to use your
account on Google and Facebook to log on to EnGenius Cloud

5. EnGenius Cloud will create a new default Organization and Network for every new account based on
the email address as unique user identification. (note: If someone is invited to an Organization or Network,
this account won't have default Organization and Network.) If you have multiple accounts created on
EnGenius Cloud, EnGenius Cloud will merge your accounts based on the "email address"” of the account.
For example, if you have created a new account on EnGenius Cloud using the same email address as your
google account, then you're able to login to this email account either through Google account authentication
with Google account password, or through EnGenius Cloud Login with the password while you created the
EnGenius Cloud account.

Registering Devices to Organization

Register a device to EnGenius Cloud inventory by using the serial number located on the device.

Registering a device

Registering devices with a serial number is easy. Just enter the serial numbers of your devices, one per line,
then click the Register button.

+ 8F Network & Switch Details Q A english v Donnalin

Register Devices X

Register Manually With Mobile APP

OR

/352 FMQR code//




Assigning Devices to Network

Before devices on EnGenius Cloud can be managed and configured, they must first be added to a network
that you have created.

Adding Devices to a Network

1. Navigate to Organization > Inventory.

ORGANIZATION

‘Team Member

=— EnGenius._Taipei /%' 8F

2. Select one or multiple devices as required.

[ Inventory
|
1 1-170f 17 | "B Assign to Network = & Remove from

Model Serial Number MAC Network Registered Time

ECW120 1940C21111RP B8:DC96:79:F2:84 BF 2019-05-03 17:41:41
ECW120 1940C2111K3K 88.0C:96:79:F3:53 9F 2019-05-08 15:55:53
ECW120 1940C21111K1 88.DC96:79.-F2.AE 8F 2019-05-08 15:55:533
ECW120 1940C2111133 88:DC:96:79:F2:81 8F 2019-05-08 15:55:53
ECW120 1940C21111 7P 88:0C96:79:F2:CC 7F 2019-05-08 15:55:53
ECW120 1940C2111IW7 B88:0C96:79:F2,C0 9F 2019-05-08 15:57:33
ECW120 1940C211114R 88.0C96:79:F2:C9 7F 2019-05-23 09:53.53
ECW120 1940C21113V6 88.D0CH6:7A:34.6C 2019-06-06 16:16:50
ECW120 1940C2111KD2 88:0C:96:79:F3:4D 9F 2019-06-21 09:55:33
ECW120 3029C21R7489 B8:DC:96:7C:A0SE 9F 2019-07-03 13:56:00
ECW120 3029CZ1R742V 88:0C96:7CA0:28 9F 2019-07-03 13:56:00
ECW120 3029C21R74JT 88:DC:96:7C:A0:31 1F 2019-07-03 13:56.00
ECW120 3029C21R74VH B88.DC:96:7C:A0:4F 8F 2019-07-08 13:56:12
SkyKey 1958MN21113N 00:AABB.CCDD:22 8F 2019-05-22 17:43:56
ECS1008P 194008111103 B8:DC96:ABFF B0 8F 2019-05-20 11:26:51
ECS1552FP 1930H4F11R1P 88:0C96:79:92.C8 7F 2019-06-05 10:19.59
ECS1528FP 1930H2F11FD7 £8.0C96:79:99.93 2019-06-06 16:25.55

5] = EnGenius Taipei/~8F [El Inventory
Al Used  Unused
1 —
| search 111-170f17 = 3 Assign to Network | @ Remove from Network | [} Unregister Device = + Register Device
B 1ype v Model Serial Number MAC Network Registered Time Registered By
i O ae ECW120 1940C21111RP 88:DC:96:79:F2:84 o 20190503 17:41:41 senaocloud@gmail.com
O ae ECW120 1940C2111K3K 88:DC:96:79:F3:53 oF 2019-05-08 15:55:53 senaocloud@gmail.com
O ae ECW120 1940C21111K1 88:DC:96:79:F2AE o 2019-05-08 15:55:53 senaocloud@gmail.com
O ae ECW120 1940C2111133 88:0C:96:79:F2:81 oF 2019-05-08 15:55:53 senaocloud@gmail.com
AP ECW120 1940C211117P 88:DC:96:79:F2:CC 7* 2019-05-08 15:55:53 senaocloud@gmail.com
loud I
AP ECW120 1940C21111W7 88:DC:96:79:F2:C0 oF 2019-05-08 15:57:33 senaocloud@gmail.com
loud I



AP ECW120 1940C211114R 88:DC:96:79:F2:C9 7F 2019-05-23 09:53:53 senaocloud@gmail.com

AP ECW120 1940C21113VG 88:DC:96:7A:34:6C 2019-06-06 16:16:50 roger liu@senao.com

: AP ECW120 1940C2111KD2 88:DC:96:79:F3:4D 9F 2019-06-21 09:55:33 senaocloud@gmail.com
: AP ECW120 3029C21R7489 88:DC:96:7C:A0:5E 9F 2019-07-03 13:56:00 senaocloud@gmail.com
O ap ECW120 3029C21R742V 88:DC:96:7C:A0:28 oF 2019-07-03 13:56:00 senaocloud@gmail.com
: AP ECW120 3029C21R74JT 88:DC:96:7C:A0:31 1 2019-07-03 13:56:00 senaocloud@gmail.com
] ap ECW120 3029C21R74VH 88:DC:96:7C:A0:4F 8F 2019-07-03 13:56:12 senaocloud@gmail.com
[] ezMaster Skykey 1958MN21113N 00:AA'BB:CC:DD:22 8F 2019-05-22 17:43:56 senaocloud@gmail.com
[ switch ECS1008P 194068111103 88:0C:96:AB:FF:80 oF 2019-05-20 11:26:51 senaocloud@gmail.com
: Switch ECS1552FP 1930H4F11R1P 88:DC:96:79:92:C8 7F 2019-06-05 10:19:59 senaocloud@gmail.com
Switch ECS1528FP 1930H2F11FD7 88:0C:96:79:99:93 2019-06-06 16:25:55 senaocloud@gmail.com

3. Click Assign to Network.

Inventory e

emove Network  [J Unregister Device < Register Device

11117 of 17 | % Assign to Network

B Type v Model Serial Number MAC Network Registered Time Registered By
0 ap ECW120 1940C21111RP 88:0C:96:79F2:84 8F 2019-05-08 17:41:41 senaocloud@gmail.com
] ap ECW120 1940C2111K3K 88:0C:96:79:F3:53 oF 2019-05-08 15:55:53 senaocloud@gmail.com
0 ap ECW120 1940621111K1 88:0C:96:79F2AE 8F 2019-05-08 15:55:53 senaocloud@gmail.com
] ap ECW120 194062111133 88:0C:96:79:F2:81 aF 2019-05-08 15:55:53 senaocloud@gmail.com
0] ap ECW120 19406211117P 88:0C:96:79:F2:CC 7 2019-05-08 15:55:53 senaocloud@gmail.com
] ap ECW120 1940C21111W7 88:0C:96:79:F2:C0 oF 20190508 15:57:33 senaocloud@gmail.com
0 ap ECW120 194062111148 88:0C:96:79:F2:C9 7 20190523 09:53:53 senaocloud@gmail.com
AP ECW120 1940621113V 88:0C:96:7A:34:6C 2019-06-06 16:16:50 roger.liu@senao.com
0 ap ECW120 19402111KD2 88:0C:96:79:F3:4D oF 2019-06-2109:55:33 senaocloud@gmail.com
] ap ECW120 3029C21R7489 88:0C:96:7C:A05E oF 2019-07-08 13:56:00 senaocloud@gmail.com
O ap ECW120 3029C21R742V 88:0C:96:7C:A028 oF 2019-07-08 13:56:00 senaocloud@gmail.com
] ap ECW120 3029C21R74JT 88:0C:96:7C:A031 1" 2019-07-08 13:56:00 senaocloud@gmail.com
0 ap ECW120 3029C21R74VH 88:0C:96:7C:A04F 8F 2019-07-08 13:56:12 senaocloud@gmail.com
[] ezMaster SkyKey 1958MN21113N 00:AA'BB:CC:0D:22 aF 20190522 17:43:56 senaocloud@gmail.com
[] switch ECS1008P 194068111103 88:0C:96:ABFF 80 8F 2019-05-20 11:26:51 senaocloud@gmail.com
[] switch ECS1552FP 1930H4F11RIP 88:0C:96:79:92:C6 7F 2019-06-0510:19:59 senaocloud@gmail.com
Switch ECS1528FP 1930H2F11FD7 88:0C:96:79:99:93 2019-06-06 16:25:55 senaocloud@gmail.com

Device Setup

This section will provide device setup information to let users prepare ECW access points and ECS
switches for device integration with EnGenius Cloud.

ECW AP Installation

ECW AP Package Contents

-ECW120

N\ Qe g /

Cloud Managed



IMUoor ACCESS FOITL QuIcK Installation Luide

e £

Mounting Bracket  Mounting Screw Kit  T-Rail Mounting Kit
ECW120 Package Contents
-ECW220

-ECW230
-ECW336

Cloud Managed

Indoor Access Point Quick Installation Guide
Celling Mount Base Ceiling Mount Base Mounting kit
(9/16" T-Rail) (15/16" T-Rail)

ECW220/230/ECW 336 Package Contents

-ECW215

Cloud Managed Quick Installation Guide
ndoor Access Point

T WA |
Y MTRNES
mmET -G

Junction plate(short) Junction plate(tall)  Mounting Screw Kit

ECW?215 Package Contents



Minimum Access Requirement

Power source option - An ECW AP device can be powered by an 802.3af/at-compliant POE device or by
DC12V input

@ Do not use both power sources at the same time.

Ethernet port:

e LAN (PoE): Uplink port accepts an 802.3af/at power source.
e LANZ: Data link if this port is built on a device.

Connect the AP to Internet:

You need to find a way to let the Cloud AP be able to access internet, so it can be managed by EnGenius
Cloud.

e Connect the uplink LAN port to a switch port or port of router: This is the most common way to let
AP be able to access Internet. (Note: please make sure the port is internet accessible by connecting a
notebook to the port and browse the internet)

e Use your existing Cloud-managed ECW AP to mesh the new AP: Sometimes the place the AP
installed is not accessible with Ethernet cable, then you can leverage EnGenius Mesh technology to
mesh the new AP to your existing cloud-managed ECW AP.

e After internet connected, you will see Power LED blinking until the AP is able to communicate with
EnGenius Cloud and the LED becomes steady lid. Usually it will take about 8 mins if there is new
firmware available to upgrade.

o If the LED keeps blinking, then there could be some issues like no IP address, or local proxy server
setting required...etc. To set static IP or Proxy, or managed VLAN, you can login to Local Access Page
through Managed SSID of the AP.

ECS Switch Installation

ECS Switch Package Contents

* For 13" and 19" 1U ECS series  + For Desktop type ECS
model series model

(ECSTXXX/ECS2XXX/ECS5xxx series)  (ECS1008P)

+ ECS Managed Switch + ECS Managed Switch
+ Power Cord ~ Power Adapter
+ RJ-45 Console Cable + Power Cord

+ Rark Mnunt Kit + Cronind Serewr Kit



+ Quick Installation Guide + Rubber Footpads
+ Wall Mount Kit
+ Quick Installation Guide

Connecting to ECS Switch

A) Connect the supplied power adapter (or power cord) to the switch and plug the other end into an
electrical outlet. Verify the power LED indicator is lit on the switch. Wait for the switch to complete boot up. It
might take few minutes to complete the process.

B) Connect one end of a category 5/6 Ethernet cable into the gigabit (10/100/1000) Ethernet port on the
switch’s front panel and the other end to the Ethernet port on the computer. Verify that the LED on the
Ethernet port of the switch is green.

Login to the ECS Switch Local Access Page

The switch's default IP address setting is DHCP client mode, which will get an IP address from the DHCP
server. It will automatically change to static IP address assignment if the switch cannot get an IP address
from the DHCP server within two minutes of booting up.

If your switch cannot get an IP address from local DHCP server, or you would like to use static IP address
assignment, you may follow the below procedures to manage your computer connection to the switch via a
static IP address.

IP address configuration on your computer:

A) Once your computer is on, configure the settings of your network adapter. Open Network Connections >
Local Area Connection > Internet Protocol Version 4 (TCP/IPv4) > Properties

Networking



w Lonned using:
' W¥  Ernsdoom NetXirems 57« Gigabit Controllor ‘
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The uees the folowing tame:

[ 9% Clen for Microsoft Networks

Eoos Packst Scheduler

¥ M Fikc ond Printer Sharing for Microsoft Networks
W s Broadcom Advanced Server Program Dilver
¥ s Intemet Protocal Version & (TCP/IPvE)
(IS i emiet Protoool Yersion 4 (TCP /1P vd)
<& Uink-Layer Topolegy Discavery Mapper 1/O Drver
™ -+ Link-Layer Topology Discavery Responder

s

Description

T Control Py I/Intemet Protocal. The defauk
wide area retwork protocol that provides communication
across diverse interconnected networks

B) Select Use the following IP address and make the following entries:

e |P Address: 192.168.0.10 (or any address in the 192.168.0.x network)
e Subnet mask: 255.255.255.0

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your netwark
administrator for the appropriate IP sattings.

() Obtain an IP address automaticolly
(@) Use the following IP address:

TP address: 192 .168 . 0 . 20|
Subnet mask: 25 . 25.;» ] 255 . D

Default gateway:

~) Obtain DNS server address automatically

(@) Use the followring DNS server addresses

Preferred DNS server:

Alternate DNS server:

|| validate settings upon exit

Login to ECS Switch

A) Open a web browser on your computer. In the address bar of the web browser, enter the ECS switch IP
address and hit enter.

B) The default username is admin and the password is password. We strongly recommend that you



*Your model number may be different in the web browser interface.

EnGenius®

ECS1552FP

C) ECS Switch local access page will appear.

| & L) (U] =3

up Upgrade Reset Reboot Logol

*nGenius®

ECS1552FP 48-Port Gigabit PoE+ L2 Managed Switch with 4 10G SFP
Summary
Device Name ECS1552FP
Summary FW Version 3.01.045
IP Settings Serial Number: 1970H4F11K1R
ARP Settings Base MAC Address: 33:0C:96:7D:DF:18
Static Route Check Code: 6cad053a
Nelohbor Tabl System Uptime: 7 days, 2 hours, 36 mins
System Time
Fan Status: OK

Port Settings
SFP Information
DHCP Snooping
DHCP Relay
PoE
EEE

L2 Feature
VLAN
Management
ACL

QoS

Security
Monitoring

Diagnostics

@ Instead of default DHCP settings on ECS switch, users may choose a static IP address setting for
their deployed network. Remember to open System > Static Route to setup the static IP
address/gateway settings on the switch in this case.
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Troubleshooting ECW AP

1. Check the LED Status to see if any problem encountered. If Power LED keeps flashing for over 10
minutes, then there could be Cloud connection issues.

2. Use your mobile phone to scan if Default SSID of the AP found. (you have to be around the AP location)
From the Default SSID, you can also identify which stage the AP is stuck on. See details of Default
SSID.

3. To troubleshoot the connection issue, you may login to Local page:

1. Use your client device (e.g., a laptop, mobile device, or tablet) to 1! the SSID: “EnMGMTxxxx"
(xxxx is the last four digits of LAN MAC which can be found on the back of the device) and connect
toit.

2. Enter the URL in web browser: http://EnGenius.local or the IP 192.168.1.1 to access the device’s


http://engenius.local/

user interface. You can review device status after logging into the AP with the default
account/password ( default admin account/ password : admin/ admin.)

Issue: Cannot find Default SSID
1. Check for available wireless networks (Check if a known default SSID is being broadcast).
2. If a default SSID is being broadcast, connect your device to it.

3. If no known default SSIDs are present, set up a manual wireless network connection. For the SSID name,
use 'ENMGMT, e.g. ' ENMGMTxxxx', where the x's are replaced with the last four digits of the LAN MAC
address.

4. After connecting, open a web browser and connect to one of the local access page addresses.

LED Status

ECW120 LED

Status LED / Color State
Power LED .

Cloud Connected Solid On
Orange

. Power LED

Connecting to Cloud Flash

Orange
. . LAN LED

No LAN Physical Connection Off
Blue
LAN LED .

LAN Connected Solid On
Blue
LAN LED

LAN Transmitting Flash
Blue

A 2.4G/5G )

Wi-Fi Interface On Solid On

Blue/Green

2.4G/5G



Wi-Fi Transmitting Blue/Green Flash

Firmware Upgrade All LED's Flash

Mesh LED
Mesh Enabled Flash

Blue

——

ECW115 LED

Status LED Color State
Power Up AP Orange Static
Waiting Period (before being

Orange Flash (slow)
added to Cloud)
Connected to Cloud Blue Static
Reset to Default Blue Flash (quick)
Error or Disconnected Orange Flash (quick)
Firmware Upgrading Orange/Blue Flash

Default SSIDs

@ Default SSIDs (only available before ECW AP is managed by EnGenius Cloud)



Potential known default SSID names along with potential causes/solutions:

EnMGMTxxxx-Initializing

Cause: AP is in bootup sequence.
EnMGMTxxxx-SSID_name>-No_Eth

Cause: AP does not have an Ethernet connection.
Solution: Check if the Ethernet cable is unplugged.
EnMGMTxxxx-No_IP

Cause: AP cannot get an IP address fromthe DHCP server. Solution: Check the AP's IP address
configuration.

EnMGMTxxxx-IP_Conflict

Cause: AP’s IP address conflicts with another device’s IP in the same network.

Solution: Check the AP's IP address configuration.

EnMGMTxxxx-Gateway_ERR

Cause: AP is unable to connect to its default gateway.

Solution: Check the AP's IP address configuration and connectivity to its default gateway.
EnMGMTxxxx-Proxy ERR

Cause: AP could not access Internet through an HTTP/HTTPS proxy.

Solution: Check the AP’s proxy configuration in Miscellaneous Settings.
EnMGMTxxxx-DNS_ERR

Cause: AP could not resolve the domain name fromthe DNS server.

Solution: Check the AP's IP address configuration.

EnMGMTxxxx-Cloud_ERR

Cause: Everything appears to work normally, but device is unable to connect to cloud server. Solution:
Check cloud server status with EnGenius.

EnMGMTxxxx-No_Cloud_Configure

Cause: AP’s S/N has not been added to any network.

Solution: Check whether the AP has been added in the inventory and has been added to a
network.

EnMGMTxxxx-Cloud_Configured
Everything is working as it should!
EnMGMTxxxX

Cause: An AP has never connected to the EnGenius cloud or has been factory reset.

Login to Local Access Page

If you have problem getting the access point to Cloud, you can login to Local Access Page to do IP settings



and diagnostics.

1. Use your client device (e.g., a laptop, mobile device, or tablet) to find the SSID: “EnNMGMTxxxx” (XXXX is
the last four digits of the MAC address, found on the back of the device) and connect to it.

2. Under your web browser, enter the URL http://EnGenius.local or the localhost IP address (192.168.1.1)
to access the device’s user interface. You can review device status after logging into the AP with the
default admin account/password (default account & password: admin/admin)

By default, EnGenius cloud access points (ECW series) are assigned an IP address dynamically by the
DHCP server. If you encounter issues with IP address assignment, please double check that the IP settings

include IP address, subnet mask, gateway, proxy, and management VLAN. If any issues still exist, you may
change your IP assignment from "DHCP mode" to "Static IP" via the following procedure:

EnGenius®

O Device Overview

!
J

Name ECW120 P Address 10328101
MO ECW120 MAC Aodress 00 DCOO EEEE 30
Senal Number 000000000001 Current Finmware viD3

©® Cloud Overview

Cloud Regisyabon YES
Date of Regrstraton 201062 503854
Last Update Time 2010621 503004
Local Network

. Connected to local network successfully
= 1P poceess 1026900
o Gateway 103261
«  Gat bom LAN DHCP

Internet
@ Connected to Internet successtully

EnGenius Cloud

@ Connected to ezmCloud successtully
@ Oevice registered

ECW AP's Local Access Page

@ By default, EnGenius cloud access points (ECW series) are assigned an IP address dynamically
by the DHCP server. If you encounter issues with IP address assignment, please double check
that the IP settings including IP address, subnet mask, gateway, proxy, and management VLAN. If
any issues still exist, you may change your IP assignment from "DHCP mode" to "Static IP" via the
following procedure:



http://engenius.local/

B) SRS 7 SEHING nAMPRPBHRCP client” to “Use Static IP”
c) Configure the IP address, gateway, net mask, and proxy policy as required.

d) Reconnect this device to the LAN again if necessary.

Local Access Page Options

Every device's status page includes useful information about the status of the device, basic configuration
options (such as setting a static IP), and other tools. The following section will explain the items available on
the device status page.

ECW Access Points provide the following information and configuration options on their local status page:

Device Status Section

Contains information regarding the device overview, EnGenius Cloud overview, and network connectivity
information.

EnGenius®

Name ECW160 IP Address 192.168.2.122
Model ECW160 MAC Address 83:DC:96:TE:FC:F3
Serial Number 1970CCE1KD15 Current Firmware vi28e

@ Cloud Overview

Cloud Regisfration YES
Date of Registration 2019/8/15 F41:56:30
Last Update Time 2019/9/4 T43:43:24

<. Network Connectivity

Local Network

@ Connected to local network successfully
« |Paddress:192.163.2.122
« Gateway: 1921632254
o Get from LAN DHCP

Internet

. Connected to Internet successfully

EnGenius Cloud

. Connected to ezmCloud successfully
. Device registered

Device Status on Local Access Page



Device Overview

Provides information regarding the name, model, serial number, IP address, MAC address, and current

firmware.

Cloud Overview

Provides information about the Cloud registration status, date of registration, and time of last update.

Network Connectivit

Provides connectivity

y

information to local network, Internet, and EnGenius Cloud.

Local Setting Section

Provides settings for |
configuration items (s

Pv4 / IPv6 address, management VLAN, firmware upgrade, and other miscellaneous
uch as HTTP/HTTPS Proxy). Users can also reboot the device or reset the device to

factory default settings from here.

=

EnGenius®

Device Status = Local Setting =

IPv4 Settings

= As DHCP Client: Get IP from LAN DHCP Server (default)
Use Static IP

IPv6 Settings « Link-local Address

Spanning Tree Protocol (STP) Settings

Status Enable « Disable

Management VLAN Settings

» Untagged
Tagged VLAN ID 4094  (1~4094)

Firmware Upgrade

Drag & drop firmware file to upgrade here ‘
BEER | ASiFEOEE 0 B’x
Miscellaneous

HTTP Proxy

Address 192.168.10.25

Port 80

« Authonzation
HTTPS Proxy Copy HTTP settings

Address 192.168.10.25
Port 80
+ Authorization
No Proxy for 192.168.100.0/24 192.168.110.0/24

Local Setting on Local Access page



@ The HTTP proxy only allows all default manage ment traffic from the EnGenius ECW device to be
sent through a proxy.

Label information

ECW AP's

The first step is to get the serial numbers of the Cloud equipment you want to add to your cloud account. The
serial number can be found on the box of the Cloud AP (ECW) or Cloud switch (ECS). An example of each
is below:

PN: LR TIEERRRN i

ECW220 1

SRR e
1970X211DDDD 2

oo UM e EAI
eAnc: B ORI D
A cefr

Fig 1: ECW Serial number on box

1. Model number of ECW AP

2. Serial Number of ECW AP (This string of information that is added in the Cloud GUI)
3. Hardware version on ECW AP

The serial number for an ECW AP can also be found on the sticker on the back on the unit (check where you
plug in the Ethernet cords into the ECW AP)

-




| - V|

Fig 2: Back of AP

Below is an example of the sticker on the back on an ECW220 AP.

Fig 3: Sticker on back of ECW AP

As you can see the sticker on the back of the AP has the MAC address of the AP as well. It has the following
items:

1.Model of AP
2. Serial number of ECW AP (This string of information that is added in the Cloud GUI)
You can also find the serial number of the ECW AP In the GUI of the ECW AP, when you login into the unit.

Highlighted below is the information needed to add the AP to the Cloud GUI, if the information is obtained
via login to the ECW AP locally in the web GUI.

=

EnGenius®

Name ECW120 IP Address 172.16.25.110
1 Model ECW120 MAC Address 88-DC-96:7C-A7-99
ZSerlaI Number  1950C211111T  Current Firmware vi32 3

Fig 4: Local Login information
1. Model of the AP

2. Serial Number of ECW AP (This string of information that is added in the Cloud GUI)

3. Firmware version the AP is currently running



ECS Switches

Below is the sticker that is on the box of the ECS switch

D

EnGenius’ e

24-Port Gigabit Managed Switch with 4 SFP+ Slots

g LT T e T T

1402A0097304
>N AATERARARMMNMIAPD s O 0
19BOH221KXXX 2 13361"93532
CEFE @ & = m
HW: v1003 SW: v3.01.064 4 Made in Taiwan ____ USOX |

Fig 5: Sticker on the ECS box

1. Model of the ECS switch

2.Serial Number of ECW AP (This string of information that is added in the Gloud GUI)

3. Hardware version of the ECS switch

4.Firmware version that the switch came shipped with

Below is the information you find when you login to the ECS switch locally and go to System > Summary

from the left hand column.

£ System

Summary
Summary
Device Name: ECS1008P 1
FW Version V1121201072 3
Serial Number 1990G811R55Q
Base MAC Address: 88:DC:96:51:BB:BB
Check Code: Sebaffff
System Uptime: 4 days, 4 hours, 24 mins




Fig 7: ECS Switch local login screen
1. Model of ECS Switch

2. Serial Number of ECW AP (This string of information that is added in the Gloud GUI)

3.Firmware version the switch is currently running

Working with Organization Trees

EnGenius Cloud adopts an organization tree structure to let user define the scope of their managed
networks. All device managing or monitoring functions can be applied to different scopes as laid out in the
user's tree. That gives VAR or MSP users great flexibility in managing their networks.

The current organization tree structure consists of three levels, from largest to smallest:

e Organization - A grouping of one or more hierarchies under the umbrella of a single license.
e Hierarchy View - A cluster of networks, which may be geographically concentrated or spread out.

e Network - A set of network devices united by a single configuration set.

The organization tree definition is shown on the top left corner of the web GUI as follows:

== (Organization / O3 Hierachyviews / % Network

How-to Videos

How to build your company networks in EnGenius Cloud

Real world E EnGenius Cloud
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—
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= i Sales team
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Mapping to the Cloud
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https:/lwww.youtube.com/watch?v=sN2y44Yzi7s&feature=youtu.be&t=5

Organization

A collection of hierarchy views and networks that are part of a single organizational entity, such as a
company or school district. Each organization is the owner of a single license.

Adding an organization

Click Menu > Create Organization button to create organization

= Ssenao 2 Dashboard Qa0

» org Apple
» [ orgAsus

» org Engenius

> org Zoo

Edit Organization

Edit a organization if you need to update any its current settings (for example, if you want to change the
Organization name, Country, TimeZone.)

Follow these steps to edit a Organization.


https://www.youtube.com/watch?v=sN2y44Yzi7s&feature=youtu.be&t=5

1. Click Menu > Find the Organization you want to edit > Edit
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2. Update Network Settings as required

Create New Organization

Country
|Canada

Time zone
| (GMT-8:00) Pacific Time (US & Canada) ]

3. Click Apply

Delete Organization

If you no longer need a Organization that you previously created, you can delete it.



Follow these steps to delete a organization

1. Click Menu > Find the Organization you want to edit > Delete
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2. Popup is displayed and click Confirm

Hierarchy View

A hierarchy view is a group of networks and/or nested hierarchy views. It follows a tree-like structure much
like folders on your computer's operating system.

Adding a hierarchy view

You can create hierarchy views for a new organization or an existing organization, or even within an existing
hierarchy view. Click Menu > Choose organization or hierarchy view > Add hierarchy view
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Edit hierarchy views
1. You can edit the name of a hierarchy view name by clicking Menu > Choose hierarchy view > Edit

p = EnGenius_Taipei /%" 8F £ SsID

£o

'l Q search 9

f1-40f4  WDelete  + Addss!
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2. Change the Hierarchy View name and click Apply.

Edit Hierarchy View

X Cancel  Apply




Delete Hierarchy View

You can delete hierarchy views by clicking Menu > Choose hierarchy view and then clicking on the
garbage icon.

== James test /%" VCXVXVXCZV C3J Access Points BETA P @
Q Search
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Network

A network contains a list of devices and relevant information, such as configuration, SSID, radio settings,
and firmware upgrade history. Each network contains a single configuration set for its devices, so if you have
multiple configurations for devices, you can create a separate network to handle that.

Adding a network

1. Click Menu > Choose organization or hierarchy > Create network
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Everything is OK!
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2. Enter a name for the network, select the country, time zone, and then click Create.

Create New Network
Name
test

Country

Taiwan

TimeZone
(GMT+08:00) Asia/Taipei
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@ If total networks in an Organization are more than 500, Users might experience unexpected slow

responses orissues on Cloud.

Edit Network

Network name, country, and timezone can be edited as needed. Follow the steps below to edit a network.

Choose network > Edit
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Delete Network

If you no longer need a network that you previously created, you can delete it.

Follow these steps to delete a network.

1. Click Menu > Choose network > Delete
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2. Popup is displayed. Click Confirm.

Managing Devices



Managing Access Points

Once you created Orgs and Networks to define the scope of managed networks, next step is to add the
devices to the managed network and manage them. To manage the Access Points in a Network, trigger the
toolbar menu at the left-hand side: Manage > Access Points.

Add an AP to Network

Click on Add from Inventory button. You can then pick the devices registered to the Org previously and
add them to current Network.

@ Must Know:

One device can only be added to one network. All devices in the same network should apply the
same network-wide settings except the settings are overridden individually.

@ Tips:
when you have multiple Org/Networks, you can stay in the AP list page and directly change the
scope of Org/Networks. The systemwould lead you to different AP list pages quickly.

Quickview Panel

Single click on the row of a AP (anywhere but hyperlink). It invokes a Quickview Panel that helps showing
important status and key configurations for you. User can quickly finetune settings and do comparisons
among different APs without going in and out different pages.

== EnGenius_Taipei /5" 8F 3 AP List £fe

Search fl140f4 ZMoveto ' B Remove from Network = 4 Add from Inventor

Name MAC Model Name Channel WAN IP LAN IP FW Version Network Uptime Last Update Actions

l []  8F_806_meetingRoom [ 88:DC:96:79:F2:81 ECW120 o D 211.23.68.201 192.168.0.6 1.08 8F 4d 8h 45m 4 minutes ago B Details

[ ] 2.11 GB 8 MB

g o Radic & Enable Channel Tx Power Channel Width
oriine Clients Download Upload
246 Enable v 3 v sdbm v 20 v Disable
Throu ut v Locatiol

56 Enable v Auto v Tidbm ¥ 80

17:00 23:00 5:00 11:00

nel Utilizatio SSID: SNGUEST
Status: &
— Mo Maaa o - = AR e & Enable

17:00 23:00 5:00 11:00 W Hide

l [  8F_812.meetingRoom & 88:DC:96:7C:AQ:4F ECW120 [« Xass} 211.23.68.201 192.168.0.63 1.08 8F 4d 8h 46m

-—m e Teatrin AT e - ey S s



¥r_vesige Goraon 14 BELGYO/YFZAE EGWIZY

I [] 8F_Beside Sunny & 88:DC:96:79:F2:B4 ECW120

Customize Radio Settings

- wr
@ @

211.28.08.201

211.23.68.201

192.108.0.08 Ly

192.168.0.36 1.08

o zin/m

8F 21h7m

s minutes ago | vetans

3 minutes ago 8 Details.

It's pretty common that for some cases you need to set channel or Tx power for specific APs. This would
require the capability to override network's default radio settings.

Follow these steps to customize the radio settings for an AP.

1. Choose an access point from the list to show its expanded settings.

3 Access Points
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2. In the Radio section, click the checkbox below the lock icon to override default settings.
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Customize SSID settings

Although APs in the same network share the same SSID settings, sometimes you just do not want a specific
AP to enable all SSIDs in the network. For example, you don't want the SSID of financial department to be
enabled and accessible everywhere. In the Quickview Panel, you can also finetune and override SSID

settings.

Follow the steps to override network-wide settings and enable or hide the SSID of a network.

1. In the WLAN section, click on the checkbox near lock icon to override default settings.

3 Access Points
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List  Meap Floor Pians
11150f15 @ Remove from Network | + Add from Inventor
[] Name MAC Model Name  Channel WAN IP LANIP FW Version Network Uptime Last Update Actions
I [] Linko_3F_Office01 @ 88:DC:96:76:FA:7F ECW120 o O 220.132.176.115 192.168.30.87 1210 TrialZones 11h6m 4 minutes ago B Details () Reboot
I [] Linko_3F_Office02 @ 88:DC:96:76:FATC ECW120 o O 220.132.176.115 192.168.30.5 1210 TrialZones 11h6m 11 minutes ago [ Details () Reboot
= 8 5.32GB 928.57 MI ad Mest
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3. Click Apply.

J = senaotinko 3 Access Points ] M2 ®
List lep  Floor Plans
Search 1 1-150f 15 | S Moveto | T Remove from Network | 4 Add from Inventor
] Name MAC Model Name WAN IP LANIP FW Version Network Uptime Last Update Actions
I [] Linko_3F_Office01 @ 88:DC:96:76:FA7F ECW120 o O 220.132.176.115 192.168.30.87 1210 TrialZones 11h6m 4 minutes ago B Details () Reboot
I [] Linko_3F_Office02 @ 88:DC:96:76:FA7C ECW120 o O 220.132.176.115 192.168.30.5 1210 TrialZones 11h6m 11 minutes ago B Details () Reboot
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56 O @ Auto v Auto 40 ocation

Manipulate APs in a Network

Once you have APs added to the network, you can apply more actions on the APs:

e Move

Select one or multiple access points and click to move the AP(s) to another hierarchy view/network.

e Remove

Select one or multiple access points and click to remove from the current org/hierarchy view/network.

Diag Tools

This allows you to run the diagnostic tests that can help the Network administrator to troubleshoot.

Under AP detail page > you can easily see the “Diag Tools” icon

< ECW220 @

Model Name
Firmware
Serial NO.
MAC Address

Configuration

— @ EnGenius Nangang Office / toBranding Dept. / %' 8F office &

ECW220

1535
1970X211D3FG
88:DC:96:7E:C7:E8

Up-to-date

3 Access Points » ECW220

IP Address 10.10.40.154 Channe Auto(CH11) / HT20
Subnet Mask 255.255.255.0 Tx Power 11dBm

Gateway 10.10.40.1 Antenna Gain  4dBi

Topology St €& crame CH40 / HT80
LEDLight & @l Tx Power 1768m

LED Biinking (@)

Antenna Gain  5dBi

0 e

fo

A

Diag Tools [ ]



Summary Logs  Clients

SSID INFORMATION

=

& # SSID Enabled Hidden Radio Security Captive Portal Clients in 5 mins(2.4G/5G)
O 1 EnGenius_Mesh [~} [ ] 56 ) WPA2-PSK None 3(0/3)
THROUGHPUT N All'ssiDs v | @Dy v
Clients ® Total @ Download @ Upload @ Clients Traffic
10 3 Mbps
8
. 2 Mbps
( ! M\ AV qﬂ—\ //L 1Mo}
A
Under Manage > Access Points > Dlag
= Senao /[ Nangang / % 8F Network 2 AP List Q O 0 A e
List
Q Search X w 1-6 of 6 => Moveto @ Remove from Network + Add from Inventor
"] Name Vv MAC Model Nme 2.46 56 WAN IP LANIP FW Version Mesh Mode L]
I [ Ecw120 [@ AD:00:00:62:00:00 ECW120 (6 ) 211.72.124.13 192,168 0 (8] DelaiIIQJ Diag I') Reboot & Upgrades & Configuration
I ) Ecwi20 [@ AD:00:00:62:00:00 ECW120 211.72.124.13 192.168.0.75 sim_v4.0 & ap
I 1 Ecw120 [ A0:00:00:62:00:00 ECW120 [ 6 ] 211.72.12413 192.168.0.75 sim_v4.0 X AP
I 0] Ecw120 [@ A0:00:00:62:00:00 ECW120 (6 ] 211.72.124.13 192.168.0.75 sim_v4.0 & Gateway
I Ol ecwi20 [@ A0:00:00:62:00:00 ECW120 [ 6 ] 211.72.12413 192.168.0.75 sim_v4.0 & Gateway
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e Diag Tools are all “real-time”

e AP diagnostic tools includes (1) Activity: CPU/Memory/Throughput/Channel Utilization(2) Speed test /
Ping (3) traceroute (4) All channel utilization (5) Live Clients + (6) Spectrum Analyzer

e Except Spectrum Analyzer is for “S” models only, (1)-(5) are all available for all models

e Activity: The info is as now and we add “non-WiFi” channel utilization % to let users know how much of
the total channel utilization rate is from non-WiFi, so users can know if the interfering is from other AP or
the environment of the channel is dirty and got high white noise.

e For the Speed test, users can choose one from the “Test Server” list (detected by AP) and do a speed test,
so when users have an issue on “slow connectivity” issue, the admin can check ifit's due to “Slowuplink”
of AP or due to dirty WiFi between clientand AP.

e Ping: We put 3 default servers for users to check the latency change. User can also define their  own
server for the ping test.

ECS1128FP(4) ECW230S

W230S > Diag Tools .
@ imercat 172.20.6.77 - 172.20.6.10!

P NETWORKACTIVITIES <\ SPECTRUM & LIVE CLIENTS

Traceroute

Most wwwgoogie cen | Mas Mop 8 T Lantupdated 30211118 " Traen

V722015284 TN 15254 6077 o2&

1049422124 Ped-2302 Nt et ERTH 1%

2201201461 PepA-3311 Surwt st
220130 1445 PCPa-3211 hinet et

- - - — - >y

T

\‘

e Traceroute: By default, we set the destination site to Google for the traceroute, and max hop is set to 8,
which can be changed by the user. Traceroute allows user to know “the path” from the AP to the
destination and will list every router/gateway (hop) and its latency, so if the destination is unreachable,
then there must be some setting issue on router/gateway; and from the latency of each hop, the user will
know the “slow uplink” is caused by which router/gateway. When the latency is over 10ms, the color will
change to yellow, and if > 40ms, the color will change to red.



All channel utilization: This is a useful tool that user can easily see how dirty each channel is at a
glance, and decide if he wants to change the channel of the AP manually. “Green” is “WiFi” traffic and

“Orange” is “non-WiFi” interfering. By mouse-over, you can see the details of how much the % of WiFi

and non-WiFi.

W2308S > piag Tools

b NETWORK ACTIVITIES

v SPECTRUM & LIVECLIENTS

Frequency Spectrum @

POWER (d8m)

CHANNELS

ECS1128FP(4)
% Internet
@rrerne 20677
X Deactivate
0246 OS6
M 10N

ECW230S

T7172.20.6.108

e For the spectrum analysis tool (spectrogram or waterfall graph), we provide a rolling timeline view of

signal strengths measured. The upper part shows the signal strength (RSSI) detected and the color
indicates how many sources have been detected. The Lower part is the timeline view to let users know
that, for example, channel 8 is dirtier than others, which might not be able to show from glance view of

all channel utilization at the time, because the interfering source might not emit continuously but in high

frequency.

Live Clients

Q_ search Y 1-13 of 100
Name MAC SSID IP Band 0s RSSI Download Upload
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST 192.168.0.164 ‘ | ES 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST  192.168.0.164 (2.4 3 all-ze 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST 192.168.0.164 ‘ | ES 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST 192.168.0.164 E ‘ | T 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST  192.168.0.164 3 allze 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST 192.168.0.164 @ ‘ allze 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST  192.168.0.164 3 | 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST 192.168.0.164 2.4G ‘ | ES 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST ~ 192.168.0.164 «© o | B 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST 192.168.0.164 @ ‘ | B 493.62 MB 76.84 MB



SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST ~ 192.168.0.164 3 | BT 493.62 MB 76.84 MB
SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST  192.168.0.164 «© ™3 allss 493.62 MB 76.84 MB

SNWL1234567890 B4:6B:FC:27:B5:91 SNGUEST ~ 192.168.0.164 [ 56 J 3 | En 493.62 MB 76.84 MB

In the Live clients, you can monitor the clients that are connected to specific AP. You can use it when the AP
feature plan is PRO.

@ In the AP Basic feature plan, we only allow you to use the Diag tool in 1 min, after 1 min, Diag
tools will be deactivated. If you want to use it longer, you can switch the AP feature plan to PRO.

you can use the diag tool when the AP firmware is 1.x.35 or above.

Configure and Check AP Details

For each AP, there are more settings available to configure and fine-tune the system. In addition, EnGenius
Cloud collects and aggregates lots of data reported by AP periodically. Sophisticated graphs and tables are
available in the AP detail page to ease the monitoring and tracking on an AP. To get all the details, at AP list
page, hover your mouse cursor on the row of AP you interested. A Details button is shown and click on it to
get into AP detail page.

= EnGenius_Taipei /*8F 0 AP List £fq

fl1-40f4 S Moveto [ Remove from Network =+ Add from Inventor

Name MAC Model Name Channel WAN IP LAN P FW Version Network Uptime Last Update Actions

8F_806_meetingRoom (& 88:DC:96:79:F2:81 ECW120 o 211.23.68.201 192.168.0.6 1.08 8F 4d 8h 45m 4 minutes ago I B Details I
8F_812_meetingRoom (& 88:DC:96:7C:A0:4F ECW120 o 211.23.68.201 192.168.0.63 1.08 8F 4d 8h 46m 3 minutes ago B Details
8F_Beside Gordon & 88:DC:96:79:F2:AE ECW120 @ © 211.23.68.201 192.168.0.64 1.08 8F 21h7m 3 minutes ago B Details

8F_Beside Sunny [ 88:DC:96:79:F2:84 ECW120 & © 211.23.68.201 192.168.0.36 108 8F 21h7m 3 minutes ago B Details




Summary

The first TAB page summarizes AP's current settings and states. All details of configurations and statistics
are shown in this page.

SSID

The SSID section allows you to check and configure the exact SSID settings for this AP.

e SSID: shows the SSID name.

e Radio: shows the Radio (2.4GHz or 5GHz bands) turned on in this AP.
e Security: security type seton the SSID.

e Captive portal: shows authentication type for captive portal.

ETA -P @
< Linko_3F_Office01 @

— Senao_Linko 3 Access Points > Linko_3F_Office01

Model Name  ECW120 IP Address 192.168.30.87 EX CHS/HT20/ 18dBm
Firmware 1.210 Subnet Mask  255.255.254.0 @&  Auto(CH149) / HT40 / Auto(22dBm)
Serial NO. 1950C21TWFTX Gateway 192.168.31.254
MAC Address  88:DC:96:76:FA;7F LED [ o)
Summary Logs  Clients v Apply

SSID INFORMATION

N B . N . N Throughput

# ssiD Radio Security Captive Portal Clients in 5 mins(2.46/56) 24609)

1 SENAOWL @ & WPA2-PSK None 13(1/12)

2 SNGUEST [2.4c X 56 WPA2-PSK None 3(0/3) ;x: 28 ﬁz kK

x:

Throughput
5G(bps)

THROUGHPUT N SENAOWL v & Day v

Clients ® Total @ Download @ Upload @ CLIENTS Traffic Tx 32272 K

8Mbps Re 2663K , [N\ A
6Mbps
4 Mbps

2Mbps

— 0bps

16:00 1800 20:00 2200 0:00 200 400 600

Throughput

The Throughput section allows you to check the throughput statistics for this AP. Note that you can control
the filters to get different results based on your requirement:

e By SSID
e By Time (daily/weekly/monthly)

= EnGenius_Taipei /¥ 8F 3 Access Points » 8F_812_meetingRoom

< 8F_812_meetingRoom @&

Summary Logs Clients v Apply
3 EnGenius_Screenly a O WPA2-PSK None 0(0/0)
4 test12 a O WPA2-PSK Voucher Service 0(0/0)




THROUGHPUT N SNGUEST v b4

Clients Total @ Download @ Upload @ CLIENTS Traffic
10 8 Mbps
° 6 Mbps
Throughput

4 Mbps 2.46G(bps)

Lty s>

0bps
16:00 1800 1200 14:00

Mesh Disabled
& Enabled Channel Tx Power Min. Bitrate Client Limit Channel Width

O a Auto v 11dBm v 1Mbps. v 64 20

246,
© O /] 153 v 11dBm v 6Mbps v 127 80

NETWORK

Auto configuration :

Radio

The Radio section allows you to configure individual radio settings. The default radio setting will be followed
by the network radio setting. If you want the radio settings of an access point to be different from the default,
you can override them with custom values.

RADIO Mesh Disable
& Enable Channel Tx Power Min. Bitrate Client Limit Channel Width
2.46 Enable v 1 v Auto v 9Mbps v 127 20 v
56 Disable v Auto v Aute v 6Mbps v 127 40 v

IP Addressing

This section allows you to configure IP address settings for the AP individually.

IP ADDRESSING

IP Assignment () static © oHep

IPv4 Address 192.168.0.53

Subnet Mask 255.255.255.0

Gateway 192.168.0.1

DNS Server1 8.8.8.8

DNS Server2 168.95.1.1

Management VLAN Disabled v

e DHCP: You can choose to auto assign IP addresses if there is a DHCP server in the network.

e Static: Allows you to manually assign an IP address.
Enter the IP address you wish to assign to the access point and fill in the subnet mask, default gateway,



and DNS server address.
e |PV4 Address: Enter the IP address for the access point.

e Subnet Mask: Enter the subnet mask for the access point.
e Gateway: Enter the default gateway for the access point.
e DNS Server 1: Enterthe primary DNS server name.

e DNS Server 2: Enter the secondary DNS server name.

Photos

When an AP is just installed, you can take a photo (or several) on the AP and uploaded it to EnGenius
Cloud as a property data for the AP. It's helpful for the installer to memorize where and how he installed the
AP,

@ Good to Know: Itis easier to take photo and upload it in Cloud-to-go App.

Logs

The EnGenius Cloud Log contains several logging subsystems that each have unique data retention and
export options available. Datasets like device event, system configuration, and analytics are used for starkly
different purposes (business intelligence, operations, risk management, etc.) and are reflected in the native
logging capabilities. In the Log TAB page, the system list all the device logs for current AP. If you need to
track events across a network, check Device Events for more details.

= EnGenius_Taipei /% 9F 3 AP List > 9F_906_meetingRoom £¢
< v Appl
9F_906_meetingRoom & System Metr
‘ oz Pl = 2.4G Auto(CH1) = 56 Auto(CH40) Q = @ ceu
1940C2111K02 255.255.255.0 iy e 2k
 — 88:DC:96:79:F3:4D 192.168.0.1 o o
Q Sea Y @Eror - Waming @ General
Memory
Time ssip Client Event Type Description / Detail 69 %
I Jul-25 16:51:24 SNGUEST 54:99:63:C1:F1:41 802.11 Disassociation Band: 2.4G
Vap: 0
Channel: 1
Reason: 3

Aid: 5339635fd3d27

I Jul-25 16:51:24 54:99:63:C1:F1:41 802.11 Disassociation Throughput 2.4G

TX: 34.4 Kbps
I Jul-25 16:47:21 30:52:CB:28:6E:28 802.11 Disassociation RX: 0 bps
I Jul-25 16:47:21 SNWL 30:52:CB:28:6E:2B 802.11 Disassociation Band: 56
Vap: 1
Channel: 40

Reason: 3

Aid: 5d3960b289c1b Throughput 56

I Jul2516:43:38  SNGUEST 20:39:56:AE:99:C8 802,11 Disassociation Band: 2.46 TX:37.76 Kops

VoD ‘\ RX: 648 bps
Channel: 1 |
Reason: 3 |
Aid: 5d3965bb508d0 \
Il
I Jul-25 16:43:38 20:39:56:AE:99:C8 802.11 Disassociation
| suesiezzse 20:39:56:AE:99:C8 80211 Disassociation
I Jul-25 16:22:52 SNGUEST 20:39:56:AE:99:C8 802.11 Disassociation Band: 56

Vap: 0




Filtering

2021-12-18 15:38:36 2021-12-25 15:38:36 Thne Severity Type Select Al Unselect Al ssiD
Error »
i % Dec 2021 Jan 2022 _ Today WLAN Client Connection
Warnin
Yesterday ming WLAN Client Control -
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Last 1 Hour General WLAN Radio MAC Ad
1 2 3 4 Lasti2Hurs Client Roaming
5 6 7 8 9 10 M 3 Device Status
Last 24 Hours
12 13 14 15 16 17 18 Mesh
Last 7 Days
19 20 21 22 23 24 25 bl Switch Port Status
Last 14 Days RS
t v Apply
Log Filter

While the device log provides a thorough timeline of events on the AP, it is usually unnecessary to view all
events. The following options are available to filter down the event log as needed.

Filtering By SSID or Client

Filtering events to a specific client can help troubleshoot individual connectivity issues. Entering the MAC
address, hostname, or custom name in the Client field will display only events affecting that client, excluding
other client information and device events. For the same reason, SSID field can be used to filter out events
related with other SSIDs.

Filtering By Date and Time

The event log shows all events for clients and devices, starting with the most recent event by default. The
date and time filters are useful to display only events that happened at or before the specified time.

Filtering By Severity
The event log are categorized in different severity:

e Error
e Warning

e General

You can also set the filter to only show the logs with dedicated severity.

Filtering By Event Type

The following types of events will be reported by ECW access points:

WLAN Client Connection

WLAN Client Control

WLAN Radio

Client Roaming

Device Status



® Mesh
e AirGuard

The filter also support all types of events listed above.

Clients

Clients page provides comprehensive details of wireless clients that ever managed by the access point.

< 8F_RD_01®
Model Name ~ ECW230S IP Address 192.168.0.53 Channel CH1/ HT20
Firmware 1.5.41 Subnet Mask 255.255.255.0 Tx Power 11dBm
Serial NO. 2180V411DD5P Gateway 192.168.0.1 Antenna Gain 5dBi M
MAC Address  88:DC:96:9A:43:60 Topology Show @ Channiel Auto(CH56) / HT80
Configuration ~ Up-to-date LED Light & ® Tx P 17dB . ra
it o Diag Tools | |
LED Blinking @ Antenna Gain  6dBi
Summary Logs Clients
Q, Time:5min Y ® | : BRSO
1l 1-40f4 & Live Cients & Access Control v @ Export v W
] Client Name MAC Access  Last Seen SSID P 0S  Vendor RSSI Rate Band Dow
) w s102468nb @ F8:34:41:77:50:29 - 5 minutes ago SNWL 10.0.80.102 58  IntelCor all 156M (56 ] 147
] hAd 102285NB [ CO0:B8:83:E9:8B:03 & 5 minutes ago SNWL 10.0.80.131 2= nteicor il 108oM D 203

This page is filtered for current AP and supports all features as same as in Managing Clients. To get more
details, please refer to the Managing Clients section.

@ Tips:
e To browse the clients page by page, you just need to scroll down the page to the end of
screen. The web system will automatically load next page for you.

e The clients in the list are historical data reported by AP minutes ago. If you want to see clients
connecting with AP in realtime, click on the Live Clients link. It will lead you to the diag tools
which give you an update of client list in seconds.

Realtime Diagnostics

EnGenius Cloud provides powerful diag tools to track every details of your network in REALTIME. To trigger
the Diag Tools, simply click on the diag button shown below:

-a /



/N

Diag Tools | |

Please referto Diag Tools to get more details.

LED Control

On the top of AP detail page, the are two buttons available to control AP LEDs instantly.

! 8F_RD_01 =

Model Name
Firmware
Serial NO.
MAC Address

Configuration

ECW230S

1.5.41
2180V411DD5P
88:DC:96:9A:43:60

Up-to-date

IP Address 192.168.0.53

Subnet Mask 255.255.255.0

Channel

Gateway 192.168.0.1
Topology Show

LED Light & ®

LED Blinking (@)

Tx Power

Antenna Gain

Channel
Tx Power

Antenna Gain

CH1/ HT20
11dBm
5dBi ‘/

Diag Tools [ |

Auto(CH56) / HT80
17dBm
6dBi

e LED Light: This allows you to enable or disable all LEDs on the AP. This is helpful if users does not
want to LEDs of AP interfering their vision at night.

e LED Blinking: Click light bulb icon. LEDs on the AP will blink for 10 seconds. This helps the installer to
find and identify a AP.

Managing Switches

Click Manage > Switches to access this screen and double-click the organization/hierarchy view/network
on the tree to change the scope.

G = csena Nangang / % 8F Network [J Switch List Q A English ~ Donnalin
] st Map Floor Plans REFRESH
Q 1, 1-70f 100 () Reboot =5 Moveto [ Remove <+ Add From Inventc

»

v Name MAC Model Name WAN IP LAN IP Port{Active/Total) ~ FW Version Uptime Actions 1
E | ECS1128 [& A0:00:00:62:00:00 ECS1128 211.7212413  192.168.075 1/28 sim_va4.0 24 days, 19:27:46 B Diagnose  {J Replace

| ECS1128 [& A0:00:00:62:00:00 ECS1128 211.7212413 192.168.0.75 1/28 sim_v4.0 24 days, 19:27:46 B Diagnose  {J Replace

| ECS1152 [ A0:00:00:62:00:00 ECS1128 2117212413 192.168.0.75 4/28 sim_v4.0 24 days, 19:27:46 B Diagnose  §J Replace

Port view ® 100/10Mbps @ 1Gbps @ 10Gbps O Disconnected @ Disabled 4 PoE + Uplink VLAN STP



RSTP: Enable
< | 1234 24 501 50 >
1 3 5 7 9 n 13 15 17 19 21 23 25 27

® ® Name : EW123F PoE
Tagged 13,1517,20 Used / Total : 240W/350W
2 4 6 8 10 12 14 16 18 20 22 24 26 28 Un(agged 12,14,16,18
| ECS1128 (& A0:00:00:62:00:00 ECS1128 2117212413 192168.0.75 1/28 sim_v4.0 24days, 1927:46 B Diagnose  (J Replace
| ECS1128 (£ A0:00:00:62:00:00 ECS1128 2117212413 192168075 1/28 sim_v4.0 24days, 192746 B Diagnose  (J Replace
| ECS1128 (& A0:00:00:62:00:00 ECS1128 2117212413 192168075 1/28 sim_v4.0 24 days, 19:27:46 Diagnose  (J Replace
| ECS1128 (& A0:00:00:62:00:00 ECS1128 2117212413 192168075 1/28 sim_v4.0 24days, 192746 B Diagnose  (J Replace
] A

The Switch List page lists all switches within your organization/hierarchy view/network, and allows you to
choose each switch to view the port status, VLAN, STP and PoE.

The following describes the functions in this screen:
Move to: Select one or multiple switches and click to move the switches to another hierarchy view/network.

Remove From Networks: Select one or multiple switches and click to remove the switches from the current
organization/hierarchy view/network.

Add From Inventory: Click this button to add switches from your existing inventory.

Detail: Click to display the individual switch details.

PoE scheduling

This allows you to view and configure POE schedules that can be applied to the ports. Below screens
display the existing schedules visually. Click Manage > Switch lists > detail > POE scheduling to access
this screen

= @ Test Org /v Test Network 3 Switches > ECS1528FP(6) 00 £0

< ECS1528FP(6) @ > | Realtime Meters
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