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Foreword

Thank you for purchasing R105 Industrial Router (“the Router” or “the Product”). This manual
intends to provide guidance and assistance necessary on setting up, operating or maintaining the
Product. Please read this manual and make sure you understand the structure and functionality
of the Product before putting it into use.

Intended Users

This manual is intended for:

e Network architects

e Network administrators

e Technical support engineers

e Other users
Copyright
Vantron Technology, Inc. (“Vantron”) reserves all rights of this manual, including the right to

change the content, form, product features, and specifications contained herein at any time
without prior notice. An up-to-date version of this manual is available at www.vantrontech.com.

The trademarks in this manual, registered or not, are properties of their respective owners.
Under no circumstances shall any part of this user manual be copied, reproduced, translated, or
sold. This manual is not intended to be altered or used for other purposes unless otherwise
permitted in writing by Vantron. Vantron reserves the right of all publicly released copies of this
manual.

Disclaimer

While all information contained herein has been carefully checked to assure its accuracy in
technical details and typography, Vantron does not assume any responsibility resulting from any
error or features of this manual, nor from improper uses of this manual or the software.

It is our practice to change part numbers when published ratings or features are changed, or
when significant construction changes are made. However, some specifications of the Product
may be changed without notice.

R105 Industrial Router | User Manual 1 www.vantrontech.com
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Technical Support and Assistance

Should you have any question about the Product that is not covered in this manual, contact your
sales representative for solution. Please contain the following information in your question:

e Product name and PO number;
e Complete description of the problem;

e Error message you received, if any.
Vantron Technology, Inc.

Address: 48434 Milmont Drive, Fremont, CA 94538
Tel: (650) 422-3128

Email: sales@vantrontech.com

Regulatory Information

The Product is designed to comply with:
e Part 15 of the FCC Rules

e |IC

e PTCRB

Please refer to Appendix for Regulatory Compliance Statement.
Symbology

This manual uses the following signs to prompt users to pay special attention to relevant
information.

' Caution for latent damage to system or harm to personnel

b Attention to important information or regulations

R105 Industrial Router | User Manual 2 www.vantrontech.com



mailto:sales@vantrontech.com
http://www.vantrontech.com

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

General Safety Instructions

The Product is supposed be installed by knowledgeable, skilled persons familiar with local and/or
international electrical codes and regulations. For your safety and prevention of damage to the
Product and other equipment connected to it, please read and observe carefully the following
safety instructions prior to installation and operation. Keep this manual well for future reference.

e Do not disassemble or otherwise modify the Product. Such action may cause heat
generation, ignition, electronic shock, or other damages including human injury, and may
void your warranty.

e  Keep the Product away from heat source, such as heater, heat dissipater, or engine casing.

e Do not insert foreign materials into any opening of the Product as it may cause the Product
to malfunction or burn out.

e To ensure proper functioning and prevent overheating of the Product, do not cover or block
the ventilation holes of the Product.

e Follow the installation instructions with the installation tools provided or recommended.

e The use or placement of the operation tools shall comply with the code of practice of such
tools to avoid short circuit of the Product.

e  Cut off the power before inspection of the Product to avoid human injury or product
damage.

R105 Industrial Router | User Manual 3 www.vantrontech.com
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Precautions for Power Cables and Accessories

/. Use proper power source only. Make sure the supply voltage falls within the specified range.
Always check whether the Product is DC powered before applying power.

Place the power cable properly at places without extrusion hazards.

/. Use only approved antenna(s). Non-approved antenna(s) may produce spurious or excessive
RF transmitting power which may violate FCC limits.

A Cleaning instructions:
e Power off before cleaning the Product
e Do not use caustic or aggressive liquids, vapor, or spray
e Clean with a damp cloth
e Do nottry to clean exposed electronic components unless with a dust collector
. Power off and contact Vantron technical support engineer in case of the following faults:
e The Product is damaged
e The temperature is excessively high
e Faultis still not solved after troubleshooting according to this manual
. Do not use in combustible and explosive environment:
e Keep away from combustible and explosive environment
e Keep away from all energized circuits
e Unauthorized removal of the enclosure from the device is not allowed
e Do not change components unless the power cable is unplugged

e In some cases, the device may still have residual voltage even if the power cable is
unplugged. Therefore, it is a must to remove and fully discharge the device before
replacement of the components.

R105 Industrial Router | User Manual 4 www.vantrontech.com
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CHAPTER 1 HARDWARE DESCRIPTION
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1.1 Product Overview

Vantron R105 industrial router offers different options for industrial 10T connectivity,
including cellular, Wi-Fi, Ethernet, and virtual private network (VPN) to meet diversified
networking requirements. It offers mid- and high-speed CAT 4 cellular networks with
major carriers supported. It implements 5 gigabit Ethernet jacks. With Wi-Fi IEEE 802.11
b/g/n/ac supported, R105 offers IEEE 802.11ax (Wi-Fi 6) as an option to customers to
meet higher communication needs.

R105 industrial router supports multi-channel failover to maintain secure and stable
network access. With BlueSphere GWM, a web-based cloud platform for centralized
management of mass routers and gateways, you can further configure and manage the
router remotely. R105 is very suitable for application in industrial automation, smart
home, smart city, etc.

R105 Industrial Router | User Manual 6 www.vantrontech.com
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1.2 Unpackaging

The Product has been carefully packed with special attention to quality. However, should

you find any component damaged or missing, please contact your sales executive in due
time.

Standard accessories Optional accessories

1 x R105 router Im ] 1x 12V DC Power

adapter & power cord

Y
2 X 4G LTE antenna \\J 1 x DC power
|
‘i‘ connector

(magnetic stick)

((( ’)) ((( )))

2 x Wi-Fi antenna 2 X 4G LTE antenna

(rubber stick) (rubber sucker)
s 4
/ / 1 x DIN rail
(/@ mounting bracket / /
o (attached)

> Actual accessories might vary slightly from the list above as the customer order might
be different from the standard configuration options.

R105 Industrial Router | User Manual 7 www.vantrontech.com
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1.3 Specifications

R105

5 x RJ45, 10/100/1000Mbps

(1 x WAN & 4 x LAN)

2.4GHz & 5GHz, IEEE 802.11 b/g/n/ac, AP & Client
Optional: Wi-Fi 6, IEEE 802.11 b/g/n/ac/ax

Ethernet

Communication Wi-Fi

4G LTE LTE CAT 4, multi-carrier supported
WAN protocol PPP, DHCP
Console 1 x Console for local configuration

1 x RS485, isolated

Serial port 1x R$232, isolated
1/0s SIM slot 2 x SIM slot
Antenna (SMA conn.) 2 x LTE antenna 2 x Wi-Fi antenna
Grounding Enclosure & PCB
Power in 1 x 3.81mm Phoenix terminal block
3 x Cellular signal strength indicator Lx Interngt in'dicator

LED indicator 1 x Power indicator 1x WLA!\I |r.1d|cator

System Control 1 x System indicator 1xWAN |n<':l|cator

4xLAN indicator
Button 1 x Pinhole reset button
Dimensions 150mm x 115mm x 35mm
Enclosure Metal
. Installation DIN rail mounting, panel mounting, wall mounting
Mechanical )
IP rating IP30
Drop test 6 ft. drop test
Cooling mode Fanless
Power Input 9-36V DC, over-current protection, reverse polarity protection
(O VantronOS
Network management SNMP v2c/v3
Networking protocol  IPV4, HTTPS, TCP & UPD, NTP client and server, ARP, TLS
VLAN Supported
E;\;lf(;irr:anagement BlueSphere GWM
Software Link detection Heartbeat detection, automatic re-connection
Device log Retrievable
Network reliability Multi-channel failover, backup between Ethernet, Wi-Fi, 4G LTE
Dual SIM Dual SIM failover, automatic switch
IP application Ping, Traceroute, DHCP Server/Client, DDNS
IP Routing Static routing, dynamic routing
NAT Supported
Firewall Supported (Stateful)
. Access control MAC address, IP address
Security )
Data security PPTP, L2TP, GRE, IPSec, OpenVPN
Wi-Fi security 64/128-bit WEP, TKIP, WPA, WPA2, WPA3, AES, WPS
. Temperature Operating: -20°C~+60°C Storage: -40°C~+70°C
Er::\:;:‘zri\tr;:)ennt Humidity Storage: RH 5%~95% (non-condensing)

Certification FCC, IC, PTCRB, AT & T, Verizon, T-Mobile

R105 Industrial Router | User Manual 8 www.vantrontech.com
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1.4 Definition of Interfaces

1.4.1 Front view

9

M3

o =
= =
5 3 5

LAN1

Indicator/Interface Description
1 Wi-Fi status indicator
2 Network connectivity indicator
3 Power indicator
4 System status indicator
5 Ethernet port status indicator
6 4G LTE signal strength indicator
7 Console port for debugging the device (baud rate: 57600)
8 WAN port, mapped as eth0.2 in VantronQOS, working in the
WAN area by default
9 4 x LAN port, mapped as eth0.1 in VanrteonQOS, working in

the LAN area by default

R105 Industrial Router | User Manual 9 www.vantrontech.com
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Description of the LED indicators

1.  Wi-Fi status indicator
Wi-Fi status
The Wi-Fi module is turned on
There is Wi-Fi connectivity
The Wi-Fi module is turned off
2. Network connectivity indicator
Network connectivity of the Router

There is no internet access through any of
the available connectivity routes

The router has internet access from any of
the routes

3. Power indicator

Description
The indicator turns solid green
The indicator blinks

The indicator is off

Description

The indicator is off

The indicator blinks at an interval of 1 second

When the Router is powered on, the power indicator will turn solid green.

4. System status indicator
System action
System bootup in process

System running properly

System reboot, upgrade or factory reset

5. 4G LTE signal strength indicator
Signal strength
>67%
Between 38% and 67%
<38%

6. Ethernet port status indicator

Description
The indicator is off
The indicator blinks at an interval of 1 second

The indicator blinks quickly at an interval of
0.3 seconds

Description
The three indicators turn solid green
The bottom two indicators turn solid green

The bottom indicator blinks

When these Ethernet ports are successfully connected, the LED corresponding to the interface
will turn solid green, and the indicator blinks when date is transmitted.

R105 Industrial Router | User Manual
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1.4.2 Leftside view

Interface Description
1 Wi-Fi antenna connector 1
2 Pinhole RESET button
3 Power terminal (9V-36V DC)
4 Primary 4G LTE antenna connector
5 Secondary 4G LTE antenna connector
6 RS232 & RS485 serial connectors
7 Wi-Fi antenna connector 2

Description of the RESET button
1. Ashort press of the button for 0 ~ 2 seconds will restart the Router.
2. Along press of the button for 3 ~ 6 seconds will factory reset the Router.

3. Along press of the button for 6 ~ 10 seconds will factory reset the Router with all user data

cleared.

R105 Industrial Router | User Manual 11 www.vantrontech.com
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1.4.3 Right side view

Interface Description
1 Micro SIM slot 1
2 Micro SIM slot 2
3 Grounding screw
4 SIM slot baffle

1.4.4 Back view

Interface 1 Description

1 DIN rail bracket

R105 Industrial Router | User Manual 12 www.vantrontech.com
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1.5 Serial Port Description

The terminal block incorporates an R$232 port and an RS485 port with pinout description

as follows:
No. Signal Device name Port Type Description

1 RX I RS232 receive signal

2 TX /dev/ttyS1 comM1 0 RS232 transmit signal
3 232.GND NC RS232 isolated ground
4 485. GND NC RS485 isolated ground
5 A /dev/ttyS2 CcCom2 I/O RS485 A signal

6 B I/O RS485 B signal

For RS232 port connection: RX-TX, TX-RX, GND-GND

For RS485 port connection: A-A, B-B, GND-GND

Input the following command to open the serial port with a serial port communication
program (e.g., microcom):

Ccom1:
~# microcom /dev/ttyS1 -s 115200
CcomM2:

~# microcom /dev/ttyS2 -s 115200

R105 Industrial Router | User Manual 13 www.vantrontech.com



http://www.vantrontech.com

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

CHAPTER 2 GETTING STARTED
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2.1 Setting up the Router

Before you proceed with configuration of the Router, follow the steps below to finish

hardware connection.

1. Hold the Router uprightly;

|

cooesae
secssa
LR
cesea
eeooe
XN
esosa
o000

%7 Top of the bracket
@

®

2. Place the Router on the DIN rail at an angle;

3. Fit one side of the DIN rail to the clip at the top of the DIN rail bracket, behind the

triangle fixer;

4. Push the Router down to compress the bracket;

R105 Industrial Router | User Manual 15 www.vantrontech.com
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5. Release the Router when there is enough space for the other side of the DIN rail to
fit in the downside of the DIN rail bracket;

6. Gently swing the Router to make sure the it is fastened on the DIN rail;

7. Insert an activated Micro SIM card into either of the SIM slots with the gold-colored
contacts facing up and the clipped side inward;

5 00 0@ o0 00000 a6 6 0 a0

0 O0O0® 000008 Q0 Q0

0000000000808 0.0, @
- SH'I@
_ e

8. Push the Micro SIM card in to secure it;

9. Install the Wi-Fi antennas (rubber stick) to the WLAN antenna connectors;

R105 Industrial Router | User Manual 16 www.vantrontech.com
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10. Install the LTE antennas (rubber stick /magnetic sucker) to the LTE antenna

connectors (if only one antenna is shipped, install to the LTE 1 connector);

11. Tighten the rotating heads to secure the antennas in proper position;

12. Connect one end of an Ethernet cable to the WAN port of the Router and the other
to a live Ethernet port;

13. Connect one end of another Ethernet cable to a LAN port of the Router and the other
to a host computer or client device depending on your use;

i> Skip the Ethernet connection steps if you choose wireless network connection.

R105 Industrial Router | User Manual 17 www.vantrontech.com
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14. Connect the terminal end of the DC power connector to the power terminal of the
Router and the round end to the adapter;

R ‘ N g

t‘.;»}‘: If you are using the power connector supplied by Vantron:
(AR Red wire:
/L,' 2 ed wire: PWR (+)

/ Black wire: GND (-)

15. Plug the adapter to a DC power outlet that meets the supply voltage requirement
(9V to 36V) to turn on the Router;

16. The power indicator will turn solid green upon power application.

> The antennas might be different from what used for illustration here. Should you have
any trouble installing the antennas, please contact the sales executive for solution.

R105 Industrial Router | User Manual 18 www.vantrontech.com
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2.2 Router Login

The Router is designed to allow network connectivity with minimal configuration. That
being said, you can configure the network settings and customize the Router from
VantronOS interface.

1. Input the LAN port IP address of the Router in your browser to log in the VantronOS
web interface (default: http://172.18.1.1/).

°  Default user: admin / Super user: root

°  Default password: admin / Super user password: rootpassword
< G @ A Notsecure | 172.18.1.1/cgi/gateway A 9y a3 m = @
VantronOS

VantronOS

Welcome

/€ 2002-2023 Vantron Technology, Ltd. All Rights Reserved

2. For SSH login, use the LAN port IP address (default: http://172.18.1.1/).

°  Port: 22

°  Account: root

o

Password: rootpassword

i> The web login address coincides with the LAN port IP address of the Router, so you
might have to change the login address when you reset the IP address.

> SSH login is disabled by default, refer to SSH Access included in 3.13.3 for more details.

R105 Industrial Router | User Manual 19 www.vantrontech.com
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2.3 Password Change

It is up to you to decide whether you would like to change the login password after

logging in VantronOS.

1. Navigate to System > Administration;

2. Input the original password for the current user;
3. Input a new password and confirm the password;
4. Save the settings and apply;

5. The system will log out automatically;

6. Login with the new password.

2.4 Language Change

Currently the system supports simplified Chinese and English. The system language is set
to automatically follow your browser language by default. You can change the system

language by navigating to System > System > Language and Style.

System

Here you can configure the basic aspects of your dewvice like its hostame or the timezone.

System Properties

General Settings  Logging ~ Language and Style

Language | auto
Dezign | xo0s2

Auto: System language based on the browser language (default)
English: English interface

Simplified Chinese: Simplified Chinese interface
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2.5 Interfacing with Vantron Gateway Management Platform

BlueSphere Gateway Management Platform ("GWM") is a cloud-based management
portal that empowers organizations to seamlessly provision, monitor, and manage
Vantron loT communication devices, including gateways, routers, and DTUs. By leveraging
BlueSphere GWM, organizations can streamline device setup, ensure real-time visibility
into device performance, and effortlessly control device configurations. This contributes
to enhanced operational efficiency and improved decision-making.

Before you can use the BlueSphere GWM for remote management of Vantron loT devices,
please make sure the following prerequisites are met:

e  You have obtained a license for login to the BlueSphere GWM
e The DMP agent is installed on the device for remote management

e The DMP agent is “enabled” (Refer to 3.10.4 DMP Agent for the configuration)

e The serial number of the device is added to the BlueSphere GWM
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CHAPTER 3 ROUTER SETUP VIA VANTRONOS
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3.1

Introduction to VantronOS

VantronOS is an intelligent operating system developed by the Vantron team, featuring
independent system and function development. It is built upon the Linux system and
optimized for embedded hardware. The operating system follows a modular design and
plug-in expansion approach, utilizing the Linux kernel with a built-in firewall to ensure
secure internet connectivity for Vantron loT communication devices, protecting them
from potential attacks.

VantronOS incorporates a user-friendly Ul interface based on the MVC framework,
providing a simple and efficient setting entry for users. Additionally, it offers seamless
interfacing with various cloud management platforms, including the self-developed
BlueSphere GWM, as well as popular platforms like Azure, Alibaba Cloud, Huawei Cloud,
and RootCloud. This enables users to remotely monitor, operate, and diagnose devices
without the need for on-site technical support engineers. VantronOS facilitates the
interconnection and interaction between users and the Industrial Internet of Things,
enhancing the overall efficiency and convenience of device management.

> In the following sections, should you find any features not displayed in the VantronOS
interface as an ‘admin’ user, please log in with the root account.

> Make sure to save all settings and changes before exit to let them take effect.
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3.2 Status

This page provides the overall information of the Router, including stable operation
duration, number of devices connected to the Router via wireless or Ethernet connection,
default routing, hardware information, traffic statistics, etc.

L Overview

L Quick Start >
b Virtval Tomel >
i Network >
% Customization >
5 Hardware >
Q Services >
T Services >
[+ System >
X Logout >

Overview

Stable Operation:

Oh 12m 555 @
®

Diagnostics

@

Interface:
lanPl lanP2 lanP3 lanP4 wan.P0

-, O . P
2 1000baseT 1000baseT 100baseT
‘half-duplex: full-duplex balf-duplex full duplex. full-duplex

1:0.08 KB/
wa: |:0.74KBis @

Traffic Distribution  Application Protocals

Traffic / Host

&

18:C0:4D:43:2

:?- > g
?E: fireea @

Interface: wan

Protocal: dicp @
Address; 192,168 1922

MAC: 18:9b:a3:16:14:14
RX:3.46 MB

TX: 664 35 KB
Connected: 0h 12m 225

Model: VI-M2M-R105
Serial Number: 857 @
Address:172.18.1.1

at e =

Default Route: :

192.168.19.222

Connections / Host

3

5 hosts
5.19 MB downioad
213K 1.66 MB sptoad

5.43 K connections

Host MAC c ? Download (Bytes / Packets) Upload (Bytes / Packets)
= 18.C0:4D43.AD:3B 213K 334 MB $.87KP 123 MB TI1KP,
= CE.T6FOF2ETER s 802.84 KB 122KP 209.47KB 106 KP

18.9B:A5:16:14:14 253K 582.51KB 164 KP 176.55 KB 206 KP
= other 397 0B oP 41.71KB 136P
VantronOS-14... 18:9B:A5:16:14:13 3 0B oP 3288 1P

Description of the numbered areas

1. Firmware version and auto refresh on/off (click to switch the mode)

2. Stable running duration of the Router since network connection

3. Current working status of the Ethernet ports

(LAN2, LAN4, and the WAN port are connected in this case)
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4. A collection of the network diagnostic tools (refer to 3.7 for details)

5. Instant outbound traffic

6. The model, serial number, and management address of the router in use
7. System log information

8. Kernel log information

9. Number of clients connected to the Router via Wi-Fi

> You will access Wi-Fi settings upon a click of the number.

10. Address information of clients connected to the Router via Ethernet

Address
4000-ac
ce:76:0-1:e7:e8

-Address
24

11. Details of the router connectivity

> The illustrative image varies with the communication module on the Router.

12. Default route currently used by the Router

13. Traffic distribution of clients connected to the Router displayed by MAC addresses

i> Clicking on each MAC address in the table at the page bottom will get the detailed
traffic information of the clients.

14. Traffic of application layer protocols

> HTTPS, HTTP, and QUIC represent the top 3 protocols for data download and upload.
HTTPS, HTTP and DNS represent the top 3 protocols for device connection.
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3.3

Quick Start— Auto Routing

Automatic routing ensures that the Router maintains Internet access when multiple links

are available. It features automatic link detection, automatic route switching, and

recovery.

The default link detection and data forwarding are prioritized based on the following rule:

Ethernet > Wi-Fi > LTE > others.

S 5o , Auto Routing

Quick setting avto routing for multi WAN

& Quick Start P8 | EccbicDisabie | Enable

L g meomontiag Ruaning Mode [ Static Mode

4} Virtual Tunnel >

Link Detect Policy ‘ Detect Customized IP Addresses

|8

Interface EnableDisable Detect Gateway Detect Customized IP Addresses
Multiple IP Separated by spacss @

& Network » ple [P Separated by s

wan ‘ Enable ) ‘ Disable v
i Costomization >

el ‘ Enable v ‘ Disable
- e || [ Enable ~| | Disable v
& srices N Track Interface Live Status @

Active Standby
. wan (eth0.2 celll (4g-cellD)

€ system ~ Ontine (tracking active)  Online (tracking active)
b S > Track Interface log @

<2023-@8-17 @3:49:17> 33 Notify event online
<2023-@8-17 @3:49:17> 33 Notify event online
<2023-@8-17 @3:49:18> 33 Motify event linkswitch  gw 192.168.19.222

Description of the numbered areas

1. Enable/Disable route tracking

<2023-08-17 03:49:17> 33 Notify event track stop if wwan@ dev wlan® gw 192.168.28.1

<2023-08-17 @3:49:17> 33 Notify event track start if wan dev ethe.2 gw 192.168.19.222
<2023-08-17 03:49:17> 33 Notify event track start if celle dev 4g-celle gw 10.64.64.64
if celld dev 4g-celld gu 10.64.64.64
if wan dev eth@.2 gw 192.168.19.222

<2023-@8-17 @3:49:26> 33 Notify event track_start if wlan@ dev wlan® gw 192.168.28.1
<2023-08-17 @3:49:26> 33 Notify event track_stop  if wlan@ dev wlan® gw 192.168.28.1

2. Mode of the automatic routing (refer to the details below)

3. Automatic link detection policy (refer to the details below)

4. Enable/Disable link detection for a specific network interface

In the screenshot above, wan stands for Ethernet connection, cell0 for cellular
connection, and wwanO for Wi-Fi connection.

5. Enable/Disable gateway detection

6. Customized IP address detection (heartbeat or gateway address)

7. Edit the auto routing rule of a specific network interface (refer to the details below)

8. Link status

9. Link detection log and service running log
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Mode of the automatic routing

Mode
Static mode =
(Default) 2.
1.
2.

Dynamic mode

Description
The user-designated link priority takes precedence;

If the user does not designate the link priority, the default
rule will apply.

The default rule governs the entire routing policy;

The user-designated link priority will be disabled.

This is not recommended when special applications are
installed on the Router that rely on the designated link
priority.

Automatic link detection policy

Policy
1.
Detect customized IP
addresses
2.
(Default)

Description

You can set IP addresses for a specific network interface. If
these IP addresses have packets received and transmitted,
the interface is active and set “Online”;

If the Router is located at a place without access to
external network, please change the policy to “Detect
gateway” or add some IP addresses that the Router can
detect.

This policy is to identify the IP address of the gateway on the
current network.

Detect gateway You are recommended not to apply this policy for P2P/PPP
connection scenarios, in which circumstance, verifying the
public network IP address (such as 8.8.8.8) is recommended.

Note:

1. Please choose an appropriate policy based on the device’s network position and the

network access protocol used by the network interface.

2. If you have configured for both “Detect customized IP addresses” and “Detect
gateway”, the gateway detection will take precedence.

3. If you have selected “Detect customized IP addresses” but have not provided any IP

address, it will automatically switch to gateway detection.

4. Refer to the next page on editing the routing rules for more details.
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Clicking on the Edit button behind an interface will direct you to the rule editing page as

follows.

Advanced Setting

Interface

Interface -
EnableDisable ‘ Enable
Metric |10

@ Metric, Range:1-233
Count ‘3

(@) times
Timeout ‘5

(&) seconds
Tnterval |10

(@) seconds
Detect Gateway ‘ Disable
Detect Customized IP Addresses ‘ Factory default

(@ Multiple IP Separated by spaces

©

Description of the numbered areas

1. Enable/Disable the route tracking on this interface

2.  Gateway metric (The smaller the number, the higher the priority)

00 © 6 © PO

- T

3.  The count of total messages sent in case of a detection timeout (3 by default)

4. The timeout for a single tracking (5s by default)

5. Tracking interval, defined as from the completion of one tracking to the initiation of

the next tracking (10s by default)

6. Enable/disable gateway detection

7.  Select the default IP addresses (‘factory default’) or customized IP addresses (‘custom’)

for IP detection
8. Save & Apply the settings

9. Go back to the automatic routing page
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3.4

34.1

Virtual Tunnel

A virtual private network (VPN) lets you use the Internet to securely access your network
remotely. The Router supports such VPN protocols as PPTP, L2TP, GRE, IPSec, and
OpenVPN to ensure data confidentiality and undisturbedness.

You can configure the Router either as an OpenVPN server or an OpenVPN client based on
needs.

OpenVPN Server

This page provides virtual private network based on SSL connection and transmission,
which features simple and flexible configurations, better security, and no interference.

== O>larus ”
OpenVPN Server
L Quick Start O @
Local Tame o945
s e o
.- OpenVPN Server Enable |j @
i psec Froto [ TcP Sorver Ipvi ENO)
L VPN Client Work mode | tun [Working in route mode] v @
Port [1194 ©)
i Network * WAN DDNS or P | 192 168.19.225 (eth0 2) v @
(@ Select valid WAN IP or Input DDNS or public P
B Users Manage >
Clieat Network [10.80.0265256256.0 @
@ VPN Client Network IP with subnet
£ Customization >
Client Settings route 10.8.0.0 255 255255 0 x
o comp-izo adaptive x
5 Hardware > @
redirect-gateway def! bypass-dhcp x
dhcp-option DNS 10.8.0.0
L services & @ Set route 10.8.0.0 255.255.255.0 and dhcp-option DNS 10.8.0.0 base on your router
. Extension Configuration comp-1z0
& System >
X Logout >
4
@ ()The Exteasion Configuration you would like to appead to .ovpa file for openvpn clisat
DpecVEN Gl cooniz flle @ Download .ovpn file
&) Ifyou are using I0S clieat, please download this .ovpn file and sead it via Emai to your [0S device
© [T o

Follow the steps below to build an OpenVPN server:

1. Synchronize the Router time with the browser (local) time;
2. Enable the server or not after the server is built;

3. Select a protocol (TCP by default);

> TCP provides an ordered delivery of data from the user to server (and vice versa),
whereas UDP is not dedicated to end-to-end communications, nor does it check the
readiness of the receiver.
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10.

11.

12.

Select a working mode between tap and tun (tun by default);

Tap bridges two ethernet segments at different locations, so use tap if you need to
connect to remote network (remote desktops, PLCs, controllers, etc.). If you only need
network connection, then use tun.

Set a port that the server is to monitor;

Choose the WAN port IP or DDNS or public IP that the server is to monitor;

Assign a virtual IP network for the clients;

The basic configurations sent to the clients (not applicable to the tap working mode);
The extension configurations sent to the clients;

Download the configuration file for client connection (not necessary for server setup);
Save & Apply the settings;

Status of the OpenVPN server after the setup.

OpenVPN Server

openvpn server is running—- ,the pid number: 23162

Advanced Setting allows you to set the authentication method, certificate authentication

options, and renew the system certificate.

Run Log displays the details after the server setup.
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3.4.2 VPN Client

To connect the Router to a VPN server and use it as a client, navigate to Virtual Tunnel >
VPN Client for specific settings.

C=n ™
dial success TPvd: 10.8.0.1/255.255.255.0 Uptime:0h 2m 49 RX: 0 B TX: OB the pid number: 16301
L} Quick Start >
User VPN Internet Server VPN tornet
4} Virtual Tunnel v Devices Client Provider Server
}-- OpenVPN Server b4 .
| o e ) e o> (( )) B () e ---fmN-->
L VPN Clieat = «-- ¥ <« <-- L
& Netwi 2>
o B General Setting | Pur log
T . .
B® Users Manage 5 Locad T Mor Aug 28 05:39:19 2023 _ @
. S G Coni ©)
Customization >
Ensbled @
5 Hardware > Configuration Type @ Use ovpn file v
L Services > Uplosd ovga fle @ Choose local file: Nofle chosen | Upload @
. Authentificate Mode Use Certification v
& System el @ Update automatically, please don't chenge it manually.
MTU ( : ) [1360
X Logout > o
Metric 10
‘Poer/Intranet detection @ dsale v
@ Support multi B, Eg: 1080110803
Use custom DNS servers @
© T

Description of the numbered areas

1. Synchronize your VPN time with the browser (local) time

2. Select a WAN protocol for the virtual line (OPENVPN & PPTP available)
3. Click to switch to the protocol

4. Check or uncheck the box to enable/disable the protocol

i~ Only when the protocol is enabled will subsequent options be displayed. The
subsequent options correspond to the type of WAN protocol selected.

5. If you select OpenVPN as the WAN protocol, you’ll have to continue with the
configuration using a .ovpn file

> If you select PPTP as the WAN protocol, you shall input the PPTP server IP, user name
and password as indicated.

6. Select the .ovpn file from the local directory for configuration

7. Upload the file

o

Select to use a certificate or username & password for the authentication

> The mode will update automatically, leave it as is.
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10.

11.

12.
13.
14.

Set the MTU

Set the gateway metric (between 1 and 255)
The smaller the number, the higher the priority.
Disable/Enable heartbeat detection

Select custom and enter the IP address for heartbeat detection to enable the
mechanism.

Enter a custom DNS server
Save & Apply the settings
Status of the VPN client after the setup

VPN Client

dial success IPv4: 10.8.0.1/255.255.255.0 Uptime:0h 7m 45 RX: 0 B TX: 0 B the pid number: 16301

3.5 [IPSec Connection

3.5.1 Prerequisites

An R105 industrial router (‘G1’ for short)

A supporting device (gateway/router) that runs on VantronOS and supports IPSec (‘G2’
for short)

Certificates for the router and the supporting device:
Assume that the IP addresses of the G1 and G2 are as follows:
Gl— LANIP: 172.18.2.1, WANIP: 192.168.9.78
G2— LANIP: 172.18.3.1, WANIP: 192.168.9.82
Assume the certificates of the two devices are as follows:
Gl—

X509 root certificate: rootca.cert

X509 certificate: 78.cert

Private key: 78.priv.key

Public key: 78.pub.key

G2—

X509 root certificate: rootca.cert

X509 certificate: 82.cert

Private key: 82.priv.key
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Public key: 82.pub.key
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3.5.2 Certificate Setup

e Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Certificate Management to
upload the certificates (take G1 as an example):

IPSEC Status IPSEC Setting
£ sams >
IPSEC Setting IPSEC certificate management
L Quick Start > IPSEC Connections
x509ca informations
Create Connection In Guide
i oty m Name Filesize Subject Action
4} Virtual Tunnel v . "
- IPSEC policy x309 informations
R Authentication Management m Name Filesize Subject altNames subjkey Action
7 PSEC s e private key informations
e
| m N; Filesiz bjkey Actic
L VPN Client Virutal IP Pools e e subjley ction
IPSEC Setting public key informations
m Name Filesize subjkey Action
& Network >
IPSEC Certificate Config
B Users Manage * TEAEG Kunning Status X309 RootCA [ Choose Fie | rootca cert @
Shme Lo X509 Certificate [ Choose Fils | 78 cert @
™ : =
8 Cislomizetion 2 () Restast B | Choose File | 78.privkey @
N
Reload
= "~..~f Public Key | Choose File | 78.pubkey @
5 Hardware > ( )Step
(@) st ‘ [ : ) ok || cancel
O Services > —
oKk |
Auto generate one pair of private and public key
(4 System > Filename |
Generate
X Logout > I:

Follow the steps below to upload the certificates.
1. Select the X509 root certificate;

2. Select the X509 certificate;

3. Select the private key;

4. Select the public key;

5. Click OK to upload the certificates for G1.

The above screenshot only illustrates how to upload the certificates for G1. Please follow
the same way to upload the certificates for G2.
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You can use the tool located at the bottom of the page to generate a pair of private and
public keys, which, however, can only be used as public key authentication.

private key informations

ID Name Filesize subjkey
1] 22 pubkeypem 1675 78:4a:52:0a:88:2e:13:2c:60:5d:06:ed:e7:35:d5:b8:0e:46:8a:02
1 82 privkey.pem 1679 30:7a:34:15:92:a4:67:20:21 :e9-6¢c:ae:aT-ea-31:b0:70:al :e4:82

public keyv informations

D Name Filesize subjkey
0 82.pubkeypem 451 T8:4a:5a:9a:88:2e:13:2¢:60:53d:96:ed:e7:35:d3:08:9e:46:8a:02
1 82 privkeypem 451 30:7a:34:15:92:a4:b7:20:21:e9:6¢c:8e:a7-ea3f-00:70:al :ed 82
IPSEC Certificate Config

X309 RootCA [ Choose File | rootca.cert
X309 Certificate I@' 73.cert

Private Key 78.priv.key
Public Key [ Choose File | 78.pub key

‘ 0K ‘ ‘ Cancel

Auto generate one pair of private and public key
Filename | test @
Generate @

private key informations

ID Name Filesize subjkey
0 @ 1675 aT-ec:00:06:04:75:63:06:eb:52:af abrb1Tercd-ae:40:50:32:4d
ik 22 publkey.pem 1675 78:4a:52:9a:88:2e:13:2c:60:5d:96:ed:e7:35:d5:b8:9e:46:8a:02
2 82 privkey pem 1679 30:7a:34:15:92:a4:67:20:21:9:6c:ae:a7:ea:3£:09:70:al:e4:82

public key informations

D Name Filesize subjkey

0 451 a7:ec:00:6:44:75:63:d6:eb:52-af:abb1 Tercd:ae:40:50:32:4d
1  82.pubkeypem 451 T8:4a:5a:9a:88:2e:13:2¢:60:5d:96:ed:e7:35:d5:b8:9e:46:82:02
2z  82prvikeypem 451 30:7a:34:15:92:a4:b7:20:21:e0:6c ae:aT ea: 3700 T0:al :ed:52

Description of the numbered areas

1. Input a file name for the keys

2. Click Generate to generate the keys
3. Newly generated private key

4. Newly generated public key

Action
Delete
Delete
Action
Export | Delete
Export | Delete
Action
Delete
Delete
Delete
Action
Export | Delete
Export | Delete
Export | Delete
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3.5.3 Secret Setup

This configuration only applies when pre-shared key (PSK) is selected as the secret type.

e Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Secretes Management to

configure a local secret (take G1 as an example):

= stans >
€ Quick Start >
4F Virtual Tunnel v
+ OpenVPN Server
- IPSEC
e VPN Client
& Network >
B e >

IPSEC Status

IPSEC Setting
IPSEC Connections
Create Connection In Guide
IKE policy
IPSEC policy
Authentication Management
Certificate Management
Virutal IP Pocls
IPSEC Setting

IPSEC Running Status

IPSEC Setting

IPSEC secrets management

m

Enable

IPSEC Secrets Config

Name

Enable

Secret Type

PSKID[]

Secret

Follow the steps below to set a local secret.

1. Assign a name for the secrete;

Name Auth Tdentify(ID) Secret Action
| local_pwd @

| Enablea v @

| PSK(Pre-Shared Key) ~ @

| 192 168.9.78 @

| pwdtest @

Cancel

2. Select Enabled from the dropdown list to enable the secret;

3. Select PSK as the secret type;

4. Input the PSKID: 192.168.9.78 (WAN IP of G1);

5. Input a password;

6. Click OK to save the secret.
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e Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Secretes Management to
configure a remote secret (take G1 as an example):

IPSEC Status IPSEC Setting
£ Status >
IPSEC Setting IPSEC secrets management
Q Quick Start > IPSEC Connections
) ) ID  Enable Name Auth Identify(ID) Secret Action
Create Connection In Guide
o =i local pwwd psk 192.168.0.78 pwdtest Edit | Delete

IKE policy
1F Virtual Tunnel v
: IPSEC policy

IPSEC Secrets Config

} OpenVPN Server Authentication Management
- = .
e Certificate Management Enable | Enabled ) @
L. VPN Client Virutal IP Pools Secret Type | ol
. (Pre-Shared Key) ¥ ®
PSKID[] | 192.168.9.82 @
i Network >
Secret | testpwd @
e Users Manage > IPSEC Running Status m IE

Follow the steps below to set a remote secret.

1. Assign a name for the secrete;

2. Select Enabled from the dropdown list to enable the secret;
3. Select PSK as the secret type;

4. Input the PSK ID: 192.168.9.82 (WAN IP of G2);

5. Input a password;

6. Click OK to save the secret.

IPSEC secrets management

ID Enable Name Auth Identify(ID) Secret Action
0 = local pwwd pak 192 168.9.78 pwdtest Edit | Delete
1 x| remote pwd psk 192 168.9.82 testpwd Edit | Delete

The local secret of G1 acts as the remote secret of G2, and the remote secret of G1 acts
as the local secret of G2.
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3.5.4 IPSec Connection Setup

172.18.2.5/124 A — — D 172.18.3.5/24
192.168.9.78/24 192.168.9.82/24
172.18.2.6/24 B G1 G2 E 172.18.3.6/24
172.18.2.1/24 172.18.3.1/24
rohg e c — — F 172.18.3.7/24

Introduction to the above scenarios

e Scenario 1: Host-to-Host, G1 connects with G2 via IPSec, and subnets are not
connected

e Scenario 2: Site-to-Site, G1 connects with G2 via IPSec, and subnets are connected

e Scenario 3: Remote access (Server), D connects to G1 via IPSec with access to
subnets of G1

e Scenario 4: Remote access (Client), A connects to G2 via IPSec with access to subnets
of G2
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STEP 1: Enabling IPSec

. IPSEC Status TPSEC Setting
= Status >
IPSEC Setting IPSEC Setting
L Quick Start > IPSEC Connections
Create Connection In Guide IPSEC Basic Setting

4F vVirtval Tunnet  ~ Ll B @
IPSEC policy

Loglevel

- OpeaVPN Server Authentication Management
L psEc Secrets Management
' Certificate Management IPSEC Security Setting
‘-~ VPN Client
Virutal IP Pools Enable Aggressive Mode For IKREVI + | |
IPSEC Setting @ Bk o
& Network >
IPSEC and IKE Proposals Configration
B Users Manage > IPSEC Running Status IKE Proposals configrations
aes128-sha1-prishal-modp2043
iy Status: Stopped aes256-sha256-prisha256-modp2048
%' Customization >
5 Hardware >
L services >
& System > IPSEC Proposals configrations
aes128-shal
X Logout >

‘ Control

I}

I}

IKE NON-AEAD proposals
Encryption Tnleiy | PRF DH Gromp

v v - v

IKE AEAD proposals
AEAD Encryption PRF DH Grosp

- v -

Add

IPSEC Non-AEAD proposals
Encryption Trtegrty DH Group(PES)

~ v v

IPSEC AEAD proposals
TEAD Ercryption DHGrompFFs)

| | Cancel ‘

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSEC Setting

2. Enable IPSec settings

3. Click OK to save the setting

After the settings are loaded, the status of IPSec will change to ‘running’ as follows.

IPSEC Running Status
Stamus: Running

") Restart
Reload
3 Stop
() Start
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Configurations for scenarios 1 and 2:
G1 setup
i .7 IPSEC Status IPSEC Setting
£ Status >
IPSEC Setting IPSEC IKE Policy
£ Quick Start > IPSEC Comnections . ;
m Enable Name Version local address remote address Action.
Create Connection In Guide
@ IPSEC IKE Policy Config
}..opmwx Sovies Authentication Mamgemert e [ 1082 @
rpsgr Seerets Masagement b [ Enabied b @
i.-w.\'czm ‘m;lepl:l::gm focaleess \ 192.1689.78 @
IPSEC Setting A [ 152168980 @
i Network > +Advanced (®)
e .
Description of the numbered areas
1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IKE policy
2. Assign a name to the policy
3. Select Enabled from the dropdown list to enable the policy
4. Input the local address: 192.168.9.78
5. Input the remote address: 192.168.9.82
6. Click OK to save the settings
G2 setup
- IPSEC Status IPSEC Setting
& Status >
IPSEC Setting IPSEC IKE Policy
o T ? LA ST S S ID  Enable Name Version local address remote address Action
Create Connection In Guide = 10,82 IKEv2+IKEvl 192168978 192.168.9.82 Edit | Delete
©
; IPSEC policy =
b-- OpexVPN Server o geSEC IKE Policy Config o
immm Secrets Management ‘ ot
i Certificate Management Healis | Enabled v @
=R pa " Pocls Lol Adiee [ 102162082 @
IPSEC Sefting i
&t R B s ‘ 192.168.9.78 @
+Advanced
B Users Manage > IPSEC Running Status oK Cancel

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IKE policy

2. Assign a name to the policy

3.

Click OK to save the settings

Select Enabled from the dropdown list to enable the policy
Input the local address: 192.168.9.82

Input the remote address: 192.168.9.78
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Configurations for scenario 3 (swapping the configurations of G1 and G2 will get you the

configurations for scenario 4):

G1 setup

Status >
] Quick Start >

;---Qoen‘?.‘iSu\u

-« IPSEC

VPN Clientt

e Network »
B Users Manage »
} Customization >
B Hardware >
L Services >
& System »
X Logout t

Description of the numbered areas

IPSEC Status

IPSEC Setting
IPSEC Connections
Create Connection In Guide

(e ot | 7)
IPSEC policy

Secrets Management
Certificate Management
Virutal IP Pools
IPSEC Setting

IPSEC Running Status

Status: Running
() Restart
(@) Reload
() Stop
) Stant

OK

IPSEC Setting

IPSEC IKE Policy

ID  Enable Name
0 = o 82
1 = to_78

Version
IREw2+KEv]
IKEv2+IKEv]

IPSEC IKE Policy Config

local address
192168078
192.168.9.82

remote address Action

192.1689.82 Edit
1921689.78

e [ 1082

fhe Enabled

EmaninE [ 192188.978

i emnte A | 192 168.9.82

OE®E

+ Retry IKE Negociate Times
+ rekey time

+ reauthentication time

+ DPD(Dead Peer Detection)

+ DSCP(Differentiated Services Code Point)

+ Encap UDP

o f

available

to_82

+ MOBIKE(RFC4535 - IKEv2 Mobility and Multihoming Protocol)

(0] e [

Fanral 1

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IKE policy

2. Assign a name to the policy (to_82)

3. Select Enabled from the dropdown list to enable the policy

4. Input the local address: 192.168.9.78

5. Input the remote address: 192.168.9.82

6. Click Advanced to access the advanced settings

7. Click Virtual IP Pools

8. Select ‘Responder’ as the role of G1

9. Double click the available ‘to_82’ IP to select it

10.Click OK to save the settings

| Delete
Edit | Delete
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G2 setup
= IPSEC Status IPSEC Setting
&= Status >
IPSEC Setting IPSEC IKE Policy
£ Quick Start > IPSEC Connections - :
i _ ID  Enable  Name Version Tocal address remote address Action
Create Connection In Guide 0 0 82 IKEv2+IKEv] 192.1689.78 192168982 Edit | Delets
7 B A~IKEv 2 ; i
T IKE policy @ 1 to. 78 IKE+2-IKEx1 192168982 192168978 Edit | Delete
. IPSEC policy
- OpeaVEN Servs Authentication Manzgement IPSEC IKE Policy Config
. Secrets Management Name [os @
H Certificate Management
L~ VPN Client S — ik | Enabled v @
IPSEC Setting Seeliiies [ 192168982 @
& Network > Remote Adess [ezresars ®
Eu o - Advanced @
Jsers Manage > .
IPSEC Running Status + TKE Version
Status: Running +IKE P 1
™ Customization > Sl
() Restart ~Virtual IP Pools @
®) Reload ,
5 Hardware > I' Sl o Rk ‘ As a Inifiator b
(C)stop
(st Virtual IP Address @ ‘ i
L services 2 | + Retry IKE Negociate Times
0K
+ rekey time
4
v >
& + reanthentication time
+ DPD(Dead Peer Detection)
X Logout >
+ DSCP(Differentiated Services Code Point)
+ Encap UDP
+ MOBIKE(RFC4555 - IKEv2 Mobility and Multihoming Protocol)
K] D) oK ‘ ‘ Cancel

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IKE policy
2. Assign a name to the policy (to_78)

3. Select Enabled from the dropdown list to enable the policy

4. Input the local address: 192.168.9.82

5. Input the remote address: 192.168.9.78

6. Click Advanced to access the advanced settings

7. Click Virtual IP Pools

8. Select ‘Initiator’ as the role of G2

9. Input a virtual IP (0.0.0.0)

10.Click OK to save the settings
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STEP 3: IPSec policy configuration

Configurations for scenario 1:

G1 setup
g 5 IPSEC Starus IPSEC Setting
B IPSEC Setting IPSEC Policy Informations
€ Quick Start > IPSEC Connections "
e D Enable Name mode local ts remote ts
e IPSEC Policy Config
- IPSEC policy
sic Secrets Management Enable ’ﬁ @
e :::Zj;ﬁ?mm Temrotiod Tunnel v @
IPSEC Setting Local Address(Traffic Selector) ’W @
Ao o e ®
+Advanced
B Users Manage > IPSEC Running Status [ X — l
Description of the numbered areas
1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy
2. Assign a name to the policy (to_82)
3. Select Enabled from the dropdown list to enable the policy
4. Select Tunnel as the transport mode
5. Input the local address: 192.168.9.78
6. Input the remote address: 192.168.9.82
7. Click OK to save the settings
G2 setup
& su ) IPSEC Status IPSEC Setting
- IPSEC Setting IPSEC Pelicy Informations
O Quick St 2 R D Enable Name mode Tocal ts Temote ts
) IPSEC Policy Config
- OpmVEN S e e L= [ — O]
L msEc Secrets Mansgement EiE Enadled ~ @
:L—\‘P,\ Client ‘?‘:ur:r;;i;:gmm oo Mcds Tunnel v @
IPSEC Setting Loalutssit Stec o) 192.168.9.82 @
ATt . Remote Address(Traffic Selector) [omess | @
+ Advanced
B UsessManage > IPSEC Running Status (O | [ po— ‘

Description of the numbered areas

1.

2.

Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy

Assign a name to the policy (to_78)

. Select Enabled from the dropdown list to enable the policy

Select Tunnel as the transport mode
Input the local address: 192.168.9.82
Input the remote address: 192.168.9.78

Click OK to save the settings

Action
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Configurations for scenario 2:

G1 setup
= IPSEC Status IPSEC Setting
£ Status >
IPSEC Setting IPSEC Policy Informations
£ Quick Start > IPSEC Connections :
e piy) Enable Name mode local ts. remote ts
@ IPSEC Policy Config
}-- OpexVEN Serv: Authentication Managernent = [ szt @
L omsec Sectets Management ke [ Enabied v @
v Gl ::::c;;ﬁgmm Tzt boce [ Tunne: v @
IPSEC Setting e G ) ‘ 172.182.124 @
3 S Remots Address(Traffic Selector) [2mamms @
B +Advanced
Users Manage > IPSEC Running Status ‘ @ o ‘ ‘ P ‘
Description of the numbered areas
1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy
2. Assign a name to the policy (to_82_site)
3. Select Enabled from the dropdown list to enable the policy
4. Select Tunnel as the transport mode
5. Input the local address: 172.18.2.1/24 (LAN IP of G1)
6. Input the remote address: 172.18.3.1/24 (LAN IP of G2)
7. Click OK to save the settings
G2 setup
= IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Policy Informations
€} Quick Start > IPSEC Connections g
it Gt la e D Enable Name mode local ts remote ts
® IPSEC Policy Config
;}---Opfn\?\'SmE{ sk verion rogemest Ham: [ 1078 sne @
i Secrets Management Eall [ Enadiea i @
Lo Gl ‘:‘.:;Eizagmm TS B v @
IPSEC Setting L ) | 172.183.1/24 @
ah Network > RemotedhEdeaCiac Seok) [172182124 @
+Advanced
[ Users Manage > IPSEC Running Status o 1 e |

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy
2. Assign a name to the policy (to_78_site)

3. Select Enabled from the dropdown list to enable the policy

4. Select Tunnel as the transport mode

5. Input the local address: 172.18.3.1/24 (LAN IP of G2)

6. Input the remote address: 172.18.2.1/24 (LAN IP of G1)

7. Click OK to save the settings
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Configurations for scenario 3 (swapping the configurations of G1 and G2 will get you the

configurations for scenario 4):

Virtual IP setup of G1

8 i . IPSEC Status
IPSEC Setting
L} Quick Start > IPSEC Connections
Create Connection In Guide
] IPSEC policy
:r OpenVPN Server Anthentication Management
;_ - IPSEC Secrets Management
- Certificate Management
L-- VPN Client @
IPSEC Setting

Description of the numbered areas

IPSEC Seiting

IPSEC virtual ip address pools

D Enable Address

Virtual IP Address Pool config

Name | to_s2 @
Enable | Enabled i @
Address | 10.107.024 @

[OLIN)

Cancel |

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Virtual IP Pools

2. Assign a name to the policy (to_82)

3. Select Enabled from the dropdown list to enable the policy

4. Input a virtual address: 10.10.7.0/24

(2}

. Click OK to save the settings

IPSec policy of G1

IPSEC Status
% Status >
TPSEC Setting
L Quick Start > IPSEC Connections
Create Conzection In Guide
4F Virtwal Tunnel v ey
: IPSEC policy | (1)
* OpenVPN Server Authentication Management
e Secrets Management
H Certificate Management
e Virutal IP Pools
IPSEC Setting
& Network >
B Users Manage £ IPSEC Running Starus

Description of the numbered areas

PSEC Setting

IPSEC Policy Informations

bis) Enable Name mode
IPSEC Policy Config

Name | fo_82_server @
Erebie | Enabled v @
Transport Mode |Tuml 5 @
Local Address(Traffic Selector) | T @

Remote Address(Traffic Selector) |

+Advanced

Cancel

(@

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy

2. Assign a name to the policy (to_82_server)

3. Select Enabled from the dropdown list to enable the policy

4. Select Tunnel as the transport mode

5. Input the local address: 10.10.7.0/24

6. Click OK to save the settings
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Navigate to System > Terminal > Settings to enable the terminal.

Setting
E sttus > ‘ ‘
Terminal
O‘ Quick Start > Terminal not num!
Enable Disable | disable b
4k Virtval Tonael > disatle ;
- [
& Network >
T [
[ Users Manage >
£ Customization >
B Hardware >
L services >
t-- System
L~ NBM Setting.
-~ Adminisiration

Log in with root account (default password: rootpassword), and input the following
command to add the IP to G1.

ip address add 10.10.7.2/24 dev ethO

IPSec policy of G2

- IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Policy Informations
£} Quick Start » IPSEC Connections
m Enable Name mode local t=
Create Connection In Guide
e IKE policy .
1; Virtual Tunnel v e @ IPSEC POll('y C(}ﬂﬁg
r OpenVPN Server it et Sk t0_78._client @
L mskc Secrets Management Enable | Enabled - @
i Certificate Management
] . Transport Mode g @
-~ VPN Client Virutal IP Pools | Tunnel
IPSEC Setting Local Addresy(Traffic Selector) |
5 Ntk 5 Remote Address(Traffic Selector) | 10107.024 @
w + Advanced
Users Manage > .
IPSEC Running Starus | @OK | | Rrea |

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSEC policy
2. Assign a name to the policy (to_78 client)

3. Select Enabled from the dropdown list to enable the policy

4. Select Tunnel as the transport mode

5. Input the remote address: 10.10.7.0/24

6. Click OK to save the settings
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STEP 4: Authentication management

Three ways are available for the authentication: certificate, PSK, and public key.

Certificate authentication

Configurations of G1 for local authentication

= IPSEC Status
= Status >
IPSEC Setting
L Quick Start » IPSEC Connections
Create Connection In Guide
4k Virtual Tunnel v SaErigy
. IPSEC policy
_IPSEC Secrets Manapement
: Certificate Management
Ve Virutal TP Pools
IPSEC Setting
. Network >
B Usess Manage > IPSEC Running Status
_ Status: Running
i Customization > i
B Hardware >
o

Description of the numbered areas

IPSEC Setting

IPSEC Authentication Management

D Enable Name Authentication Method Identify(ID) Key Action

IPSEC Authentication Config

N

B | Enalea v @

D

AteficatioxMeted | Gortncie v @

Choose Certificates selected available
Th.cert

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Certificate is the default authentication method

5. Double click the available ’78.cert’ certificate to select it

6. Click OK to save the settings
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Configurations of G1 for remote authentication

IPSEC Status ~ IPSEC Seiting
2 stas >
IPSEC Setting IPSEC Authentication Management
£ Quick Start > IPSEC Connecti
Q R D Enable Name Authentication Method Identify{ID)
Create Connection In Guide
o IKE policy
4} Virtual Tunnel » RO PR .
_ IPSEC policy IPSEC Authentication Config
| Auythentication Management |® Name | S — @
#h Network > Secrets Management Ensbl
. 2 | Enabled v @
Certificate Management
. ji]
B Usess Manage > Virual IP Pools | |
IPSEC Setting Autbeniostion Metrod " Gorypeate = @
™ Customization > Choose Certificates elontod Available
- : T8.cert
| BEERE > IPSEC Running Status ©
Status: Runing
£ services »
‘i e
& System » | (6)@( | | e ‘

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Certificate is the default authentication method

5. Double click the available '78.cert’ certificate to select it

6. Click OK to save the settings
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Configurations of G2 for local authentication

IPSEC Status IPSEC Setting
2 status b :
IPSEC Setting IPSEC Authentication Management
L+ Quick Start > IPSEC Connections
Q D Enable Name Authentication Method Identify(ID) Key Action
Create Connection In Guide
: IKE policy
4} Virtual Tunnel v S : 0 3
_ IBSEC policy IPSEC Authentication Config

s ] = ) @

i ; Secrets Management

L. IPSEC = Enable

i G ifvals Manmgronent | Enaplea i @

L VPN Client Virutal IP Bools D

IPSEC Setting Authentication Method ‘ S - @
& Network > Choose Certificater seiected available
E . 82.cert
SRR R IPSEC Running Status

" Status: Running
£ Customization > §

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Certificate is the default authentication method

5. Double click the available "82.cert’ certificate to select it

6. Click OK to save the settings
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Configurations of G2 for remote authentication

IPSEC Status ~ IPSEC Seiting
2 stas >
IPSEC Setting IPSEC Authentication Management
£ Quick Start > IPSEC Connecti
Q R D Enable Name Authentication Method Identify{ID)
Create Connection In Guide
o IKE policy
4} Virtual Tunnel » RO PR .
_ IPSEC policy IPSEC Authentication Config
| Auythentication Management |® Name | S — @
#h Network > Secrets Management Ensbl
. 2 | Enabled v @
Certificate Management
. ji]
B Usess Manage > Virual IP Pools | |
IPSEC Setting Autbeniostion Metrod " Gorypeate = @
™ Customization > Choose Certificates elontod Available
- : 82.cert
| BEERE > IPSEC Running Status ©
Status: Runing
£ services »
‘i e
& System » | (6)@( | | e ‘

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Certificate is the default authentication method

5. Double click the available "82.cert’ certificate to select it

6. Click OK to save the settings
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PSK authentication

Configurations of G1 for local authentication

IPSEC Status IPSEC Setting
£ status > |
IPSEC Setting IPSEC Authentication Management
€ Quick Start > IPSEC Connections : . .
D Enable Name Authentication Method Tdentify(ID)
Create Comnection In Guide
= IKE policy
4} virtual Tunnel > policy s _er .
_ IPSEC poticy IPSEC Authentication Config
Authentication Management @ Name ‘ Hefom @
1 Network > Secrets Management Ensbl
) o | Enabled v @
Certificate Management
: D
[ tsers Manage 5 Virutal TP Pools ‘ 192168978 | @
[EEHG o Authentication Metrod [ poeipre-Shared Key) v ®
™ Customization > preshared key need to set preshared key? goto 'secrets manapement’ add vour secrets.
== Hardware > TPSF " Runnina Qtatne QE‘) Cis | | A ‘

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Input the ID same as that set in Secret Management (192.168.9.78)

IPSEC secrets management

D Enable Name Auth Identify(ID} Secret Action
(1] = | local pwwad peke 192.168.9.78 pwdiest Edit | Delete
1 & e P =S TOLT68 982 testpwed Edit | Delete

5. Select PSK (Pre-shared key) from the drop-down list as the authentication method

6. Click OK to save the settings
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Configurations of G1 for remote authentication

= IPSEC Status IPSEC Setting
= Status >
IPSEC Serting IPSEC Authentication Management
£ Quick Start > IPSEC Connections i - }
ID Enable Name Authentication Method Identify(ID)
Create Connection In Guide 0 Iocal,_cent PSK(Pre-Shared Key) 192.168.0.78
1F Virtwal Tumnel > IRE ol
IPSEC policy s e .
B IPSEC Authentication Config
Authentication Management @
i Netwerk > Secrets Management S | remote_cert @
(fe:hﬁc:lte Manasement Ensble | ——— o @
[# Users Manage » Virutal IP Pools D
IPSEC Setting [ 192168082 @
O i, » i GH6)
preshared key need to set preshared key? goto 'secrets management’ add your secrets.
B Hardware > -
IPSEC Running Status ok (6 Cancal

Description of the numbered areas

1.

2.

Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

Assign a name for the certificate (remote_cert)

. The certificate is Enabled by default

Input the ID same as that set in Secret Management (192.168.9.82)

Key

Action

Edit

Delete

IPSEC secrets management

D Enable Name Auth Identifv(ID) Secret
] = local poowd psk 192.168.9.78 pvdtest
1 = | remote pwd ek 192.168.0.82 testpwd |

Edit
Edit

Action
| Delete
| Delete

5. Select PSK (Pre-shared key) from the drop-down list as the authentication method

6. Click OK to save the settings
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IPSEC Status IPSEC Serting
B suns >
IPSEC Setting IPSEC Authentication Management
L Quick Stant > IPSEC Comnections . . . . .
ID  Enable Name Authentication Method Identify(ID) Key  Action
Create Connection In Guide
IKE policy
4} Virtwal Tumnel v L ot :
_ IPSEC policy IPSEC Authentication Config
| e ] (D) e [ ®
o Secrets Management
i IPSEC e Enable
i Certificate Management | Lt b @
HRERSCARE Virutal IP Pocls & [ 122168082 @
IPSEC Setting Authentication Mefhcd | PSK(Pre-Shared Key) = @
@ Network > preshared key need to set preshared key? goto 'secrets management add your secrets.
; Cancel
Friooe: - | [Eeese

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Input the ID same as that set in Secret Management (192.168.9.82)

5. Select PSK (Pre-shared key) from the drop-down list as the authentication method

6. Click OK to save the settings

Configurations of G2 for remote authentication

= IPSEC Status IPSEC Setting
£ Status >
IPSEC Setting IPSEC Authentication Management
L Quick Stant > IPSEC Connections N - ; . .
ID  Enable Name Authentication Method Identify(ID} Key Action
Create Connection In Guide 0 local_cert PSK(Pre-Shared Key) 192.168.9.82 Edit | Delete
4} Virtual Tannel v B
0 IPSEC policy . N 9
e Lt IPSEC Authentication Config
| L Authentication Management @
s PSEC Secrets Management e | remote_cert @
i Certificate Management Erahls
‘ . Enabled oy
t-- VPN Client Vi 1P Pools | @
D
IPSEC Setting [ 102168078 @
i Network > Athenticztioneteed [ ps(pre Shared Key) v @
preshared key need to set preshared key? goto 'secrets management' add your secrets.
B UsersManage > IPSEC Running Status [@ok |[ come

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

Input the ID same as that set in Secret Management (192.168.9.78)

5. Select PSK (Pre-shared key) from the drop-down list as the authentication method

6. Click OK to save the settings

R105 Industrial Router | User Manual

53 www.vantrontech.com



http://www.vantrontech.com

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

Public key authentication

This authentication requires to upload the public key of G1 (78.pub.key) to G2 and
upload the public key of G2 (82.pub.key) to G1.

Configurations of G1 for local authentication

- IPSEC Status IPSEC Serting
£ Status >
IPSEC Setting IPSEC Authentication Management
L Quick Start > IPSEC Connecti
2L onasetons ID Enable Name Authentication Method Identify(ID)

Create Connection In Guide

IKE policy
4} virtual Tunnel > By oogs :

_ IPSEC policy IPSEC Authentication Config
| Authentication Management | @ Name | e @

& Network > Secrets Management Enable

Certificate Management | Enzket 54 @

2 D
B Users Manage > Virutal IP Pools |

IPSEC Setting AuthemticationMetod [ g ey o @
™ Customization > Choose public keys el kbl

- 22 pub key @
5 Hardware 3 78 pub key
£ Services >
v 1

& System > @ o | | p—

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Select Public key from the drop-down list as the authentication method

5. Double click to select '78.pub.key’

6. Click OK to save the settings
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Configurations of G1 for remote authentication

IPSEC Status IPSEC Setting
2 st >
IPSEC Setting IPSEC Authentication Management
€ Quick Start > IPSEC Connections ;
i . ID Enable Name ication Method Ii ify Key Action
Create Connection In Guide 0 = local_cert Public Key 78 pubkey Edit | Delete
1k Virtwal Tumnel > fhom
IPSEC policy o 4
B IPSEC Authentication Config
Authentication Management @
th Network > Secrets Management A | remote_cert @
Certificate Management
§ cate zement Fnable | it - @
B Users Manage > Virutal IP Pools o
IPSEC Setting |
£™ Customization > 5 At | b ey & @
Choose public keys selected available
B Hardware > N 78.pub.key
82 pub key
€ services » ®
& System >

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Select Public key from the drop-down list as the authentication method

5. Double click to select '82.pub.key’

6. Click OK to save the settings
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Configurations of G2 for local authentication

- IPSEC Starus IPSEC Sertting
= Status >
IPSEC Setting IPSEC Authentication Management
L Quick Start > IPSEC Connecti
2 OrEEnons D Enable Name Authentication Method Identify(ID)
Create Connection In Guide
IKE policy
4} virtual Tunnel > By P .
_ IPSEC policy IPSEC Authentication Config
| Authentication Management | @ Name | e @
& Network > Secrets Management
i | Enabled v @
Certificate Management
o D
B Users Manage > Virutal IP Pools |
IPSEC Setting AvhenestionMebod "oy iy % @
£ Customization > Choose public keys selected available
z 78 pub key @
5 Hardware > 82 pub key
L Services >
"« § 1
& System > I(g) T | | p—

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Select Public key from the drop-down list as the authentication method

5. Double click to select '82.pub.key’

6. Click OK to save the settings
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Configurations of G2 for remote authentication

IPSEC Status
E st »
IPSEC Setting
€ Quick Start > IPSEC Connections
Create Connection In Guide
1k Virtwal Tumnel > fhom
IPSEC policy
Authentication Management @
e Network > Secrets Management
Certificate Management
B Users Manage > Virutal IP Pools
IPSEC Setting
£™ Customization >
5 Hardware »
€ Services »
& System >

Description of the numbered areas

IPSEC Setting

IPSEC Authentication Management

ID Enable Name ion Method

L ify Key Action

0 = Tocal_cert Public Key

IPSEC Authentication Config

82 pub.key Edit | Delete

A | remote_cert @

Hos | Enabiea v @

& |

Authentication Method | Public Key = @

Choose public keys selected available
82 pub key
78.pub.key

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Select Public key from the drop-down list as the authentication method

5. Double click to select '78.pub.key’

6. Click OK to save the settings
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STEP 5: Configurations for IPSec connection

G1 setup
= IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Connections
& Quick Start > IPSEC Connections | (1) ) o " : .
ID Enable Name IKE Policy Local Auth Remote IPSECPolicy  Action
Create Connection In Guide
. IKE policy
/i 2 =
- IPSEC Connection Config
i IPSEC palicy
i e Name
b+~ OpentN Server Aritientication Manspement [ 1082 @
T Secrets Management Enzble | Enabled - @
I Certificate Management )
L VN Clieat i L [ o2 v @
B Virutal IP Pools =
IPSEC Setting Lol ek selected available
Iocal_cert .
i Network > [z'ﬁf: ﬁ;ﬁce it @
B Users Manage > IPSEC Running Status
. Status: Running o
¥ Customization > [ Remote Authentication et alable
( )Restart
3 local_cert
5 Hardware > remote_cert
L Services >
& System > CECE selected e
to_82 @
X Logout >

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSEC Connection

2. Assign a name for the connection (to_82)

3. The certificate is Enabled by default

4. Select a previously created IKE policy (‘to_82’ in this case) from the drop-down list

5. Double click a previously created local authentication policy (‘local_cert’ in this case)
to select the policy

6. Double click a previously created remote authentication policy (‘remote_cert’ in this
case) to select the policy

7. Double click a previously created IPSec policy (‘to_82’ in this case) to select the policy

8. Click OK to save the settings
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G2 setup

IPSEC Status IPSEC Setting

€ stams >

Create Connection In Guide

- IKE policy
]PSEP;:L!, IPSEC Connection Config

Name

* Cra it Authentication Management
e Secrets Management Ensble
| Certificate Management IKE Policy
t-~ VPN Client Vi 1P Pools Z
IPSEC Setting Local Authentication
i Network >
B Users Manage > IPSEC Running Status
Status-Running
™ Customization > Remote Aufhentication
() Restart
(@) Reload
5 Hardware > <
() Stop
() start
£ Services >
IPSEC Policy
& System k4
X Logout >

Description of the numbered areas

IPSEC Setting IPSEC Connectiens

£} Quick Start » IPSEC Connections| @ e
nable  Name

IKE Policy

Local Authentication Remote Authentication IPSEC Policy Action

[to78 @
‘ Enabled b @
‘ to_78 ¥ @
selected available
local_cert
remote_cert @
selected available
local_cert
remote_cert
selected available
to_78 @

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSEC Connection

2. Assign a name for the connection (to_78)

3. The certificate is Enabled by default

4. Select a previously created IKE policy (‘to_78’ in this case) from the drop-down list

5. Double click a previously created local authentication policy (‘local_cert’ in this case)

to select the policy

6. Double click a previously created remote authentication policy (‘remote_cert’ in this

case) to select the policy

7. Double click a previously created IPSec policy (‘to_78’ in this case) to select the policy

8. Click OK to save the settings
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STEP 6: Reloading the IPSec program

Click the radio button before Reload and then OK to reload the program.

IPSEC Running Status

Stams: Running

Festart

@ Reload
'_ Top
| Start

OK

STEP 7: IPSec connection

IPSEC Status

0
connection details
IPSEC policy status
certificate list
virtual ip pools
IPSEC configrations

IPSEC Setting

IPSEC connection lists informations

ID IKE Name local address
0 to 82 102.168.0.78
ID IPSEC tunnel local ts
1 to 82 172.18.2.0/24

Description of the numbered areas

remote address
192.168.9.82

remote ts

172.18.3.0/24

Version Action
IKEv12 Up | Down
mode

TUNNEL @Lp Down

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Status> Connection list

2. Select the connection setting and click Up

When the connection is added to IPSEC IKE SAS, the connection is established

successfully.

IPSEC Status IPSEC Setting
IPSEC Status IPSEC connection lists informations
connection list
ID IKE Name local address remote address Version Action
connection details
0 to 82 162.168.9.78 192.168.9.82 IKEv1/2 Up | Down
IPSEC policy status
e ID IPSEC tunnel local ts remote ts mode
certificate list 3
1 to 82 172.18.2.0124 172.18.3.0124 TUNNEL Up | Down
virtual ip pools
IPSEC configrations
TESHE oc IPSEC IKE sas
ID IKE Name local address remote address Version Action
1 to 82 192.168.9.78 102.168.9.82 IKEv2 Dovn
IPSEC tunnel local ts Temote ts mode
to_82-13 172.18.2.0/24 172.18.3.0/24 TUNNEL Down
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3.6 Network

Users can change the settings related to the available network interfaces in the Network
page.

3.6.1 Interfaces

All the network interfaces currently available and configurable are displayed under

Network > Interfaces.

Interfaces

Interface Overview @

. Taron Uptime: (b 26m 47c
VEN VPN server MAC-Address: 02:0C-29-A3:9B:6D

RX:533KB (178 Plas)
TX 4168 KB (326 Phts)
IPv4: 192,168 43.10024

AN LAN Uptime: O 26m 555
MAC-Address: 18:90B:A5:16:14:13
MB (10488 Phts)
T nMe @i re)  (2)
IPv4: 172.18.1.124

CELLO 4G
szl
VENCLL VPN client
RX:0B (0Pits.)
- TX: 0B (0Pits)
AN WAN
as
WWAND Wi-Fi client

Take the LAN port for example, the numbered areas are as follows:

1.
2.

6.

7.

Interface overview

Interface traffic details

Restart the interface manually

Edit the interface settings

Delete the interface (available only when you log in as a root user)
Instantaneous traffic of the interface

Add a new interface (available only when you log in as a root user)

L
1-000B/s
1-0.00Bs
%:116KBis

@ {:118KB/s

Edit Delete
0.00B

000B

Edit Delete
0.00B:

000B

Edit Delete
DIKEs
189KB/s

Edit Delete

1:0.00 MB/s
1:1.762+13 MBis

> The interfaces may differ from what is shown above as certain interfaces are related to

your prior settings and the communication modules available on the device.
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The following section illustrates on how to edit the LAN port and WAN port settings of the

Router.
3.6.1.1 LAN

e Common Configurations

Clicking on the Edit button behind the LAN port will allow you to access the configurations
of the LAN port, and General Setup is displayed by default.

Interfaces - LAN
On this pags vou can confizgnre the nerwork interfsces. You can bridgs several interfacas by ticking the “bridge interfaces™ fisld and enter the names of several nerwork Barfaces saparated by spaces. You can also use
Common Cenfiguration

General Setup  Advanced Sstrings

Stamuz 24 Device: br-lan

Uptime: 24h 4m 10z
@ M a1:1'

RX: 164.28 M
TX: 1.08GE (1

(862113 Pkts)
085604 Dz}
IPv4: 172181000

Protocol | Static address bl
Bv4 address @ 172.18.1.1
IBv4 netmask @ | 255.255.255.0 hd

Description of the numbered areas
1. Status of the interface
2. The IP address of the LAN port

3. The LAN port subnet mask

In the Advanced Settings next to the general setup:

- Interfaces - LAN
& Status >
On this page you can config) 2 You can bridgs s by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You czn also use YT AN notation INTERFACE. VLANNR (2.2, €100, 1).
O Quick Start > | common Configuration
General Setup  Advanced Settings  Physical Settings
4} Virtual Tunnel >
Override MAC address 18:9B:A516:14:13 @

Use gsteway metric 0 )

Description of the numbered areas

1. MAC address cloning

2. Setthe MTU (keep the default setting)

3. Set a gateway metric (keep the default setting)

> Be sure to save the settings before you exit the page.
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There is a Physical Settings tab next to Advanced settings when you log in with the root
account, allowing you to configure the LAN port for network bridge.
Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use

VLAN snotation TNTERFACE .VLANNR (g.,2.: ethe.1).
Commeon Configuration

General Setop | Advanced Settings | Physical Settings

Bridge interfaces @

@ creates a bridge over specified interface(s)

Enable $TP @ D
©)

(&) Enables the Spanning Tree Protocol on this bridge
Interface

* Ethernet Adapter: "erspan0”

1% Ethernet Switch: "eth("

% Switch VLAN: "eth0 1" (lan)
H 5 Switch VLAN: "eth0 2" (wan)

¥ Wireless Network: Master "Vantron-237CA6" (lag)

[] iz custom Intertuce:

Description of the numbered areas

1. Enable the interface for network bridge

2. Enable STP protocol

3. Select the interfaces for bridge connection

> Be sure to save the settings before you exit the page.
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e DHCP server

In the General Setup page of DHCP Server, DHCP could be set up with more details:

DHCP Server
General Setup  Advanced Seiings

Ignore mnterface |

() Dizable DHCE for thiz interface.

Start @ |1:|0

() Lowest leased address as offset from the network address.

Limit ® | 150

() Maximmum mummber of leazed addresses.

Lesse time | 12n

) Expiry time ofleased addreszes, minimum iz 2 minutes (2m).

Description of the numbered areas

1. Disable the DHCP service

i If disabled, the DHCP service will not be available to the client devices connected to the
LAN port of the Router.

2. DHCP start address
3. Maximum number of leased addresses (up to 150)

4. Expiry time of leased addresses (min. 2m)

Advanced Settings of DHCP Server:

DHCP Server

Genersl Semup | Advamced Seftings

Dyzamic DHCE @
g Dynamically sllocats DHCP addresses for clients. If disabled, only clients having static leases will be zerved.
Force @ |
1 Force DHCP on this network even if another server is detected.
IPy4-Nemask @ |
\g) Overnide the nevmask sent to clients. Mormally it is calculated from the subnet that is served.
DHCE-Options @ | E

i Define additional DHCP options, for example "6,192.168.2.1,192. 168. 2. 2" which advenizes different DNS
servers 1o clients,

Description of the numbered areas

1. Enable allocation of DHCP addresses for client devices

N

Force enablement of DHCP service (to bypass other servers)
Override the netmask sent to clients

Normally it is based on the subnet that is served.

o w

Add different DNS servers for client devices

- Be sure to save the settings before you exit the page. Clicking on Back or Refresh will get
you back to the general information of the network interface.
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3.6.1.2 WAN

e General DHCP settings

Clicking on the Edit button behind the WAN port will allow you to access the
configurations of the WAN port, and General Setup is displayed by default.
Interfaces - WAN

On this page you can configure the network interfaces. You can bridze several interfaces by ticking the *bridze interfaces" field and enter the names of several network interfaces separated by spaces. You can also use

Common Configuration
Gemeral Setup  Advancad Sartings

Status

Protocol @ ‘ DHCP client b
Hostaame to send when requesting DHCP @ ‘._.Em—(rlcg.iqi..'

Description of the numbered areas

1. Status of the WAN port

2. Select a WAN protocol (DHCP client by default)

3. Input a hostname of the Router for requesting DHCP

> Be sure to save the settings before you exit the page.
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e Advanced DHCP settings

If you have selected DHCP client protocol, advanced settings are available after you have
finished the setup as mention above.

Interfaces - WAN

On this page vou can configwre the networlk interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter {he names of several nefwork interfaces separated by spaces. You can also use YL AN notation INTERFACE. VLA (5.2, ethd. 1)
Commen Configuration

General Setup | Advanced Settings  Physical Settings | Firewall Settings

Bring up on boat 4
Force link ]
@ Set interfece propertie: regardles: of the ink carrier (If set, camier sense events do not ivoke hotplug handlers).
Use defant zateway
© Hfanchecked, no defaultroute iz configured
Use DNS servers advertised by peer

(@ Ifunchecked, the advertised DNS server addresses are ignored

Use gatenay metric o

Override MAC address

OIONO MCICROIS)

E
[18:98:A515:1414
‘1

Override MTU 500

T

Description of the numbered areas
1. Check the box to bring up the port upon device boot

2. Force link (once the box is checked, hotplug handlers will not be invoked after a link
change)

w

Enable Use default gateway
Enable Use DNS server advertised by peer

If this option is disabled, you will need to define a DNS server.

AN VAR

Set a gateway metric

o

MAC address cloning

N

Set the MTU

i~ Be sure to save the settings before you exit the page.
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e General Static protocol settings

To activate static address protocol, select Static address from the protocol drop-down list
under General Setup of the WAN port and click Switch protocol.

Interfaces - WAN

notation INTERFACE .VLARNR (2. ethd. 1)

Common Configuration

General Setup

Status 37 Device: eth0.2
Uptime: Ok {m 315
MAC: 18:9bas:1
RX: 2430KB 2 5)
TX: 2.87 KB (44 Pkts
IPv4: 192.168.19.54

Protocol | ‘ Static address =

Really switch protocol? Switch protocol

Upon a click of Switch protocol, you'll need to input the IPv4 address, subnet mask, IPv4
gateway, and the IPv4 broadcast.

Interfaces - WAN
‘On his page vou can confizure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use JLAN notation INTERFACE. VLANNR (g2, the.1).

Common Configuration

General Setup | Advanced Seftings | Physical Settings | Firewall Setfings

Status.

Protocol @ | Static address. v

Pt adress @ [102.162.19.54

[Pt netmack (@) [=zsassasso v

[P gateway @ [102.168.10.220

[P broadeast [

Use custom DI servers G [192:168.10.28
DNS Rebinding

Rebind protection @ []

{@ Refised to parse private address packets

DHCP Server

General Setup

Tenore inferfzce @

of ]
Description of the numbered areas
1. Current protocol
2. Input an IPv4 address
3. Input an IPv4 netmask
4. Input the IPv4 gateway
5. Seta custom DNS server (can be provided by the carrier or self-defined)
6. DNS re-binding protection (if enabled, parsing of private IP data will be refused)

7. Disable DHCP service (keep the default settings)
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8. Save & apply the settings
> Leave the field as is if not applicable.

> When static address protocol is selected, DHCP server will be automatically disabled.
i~ The advanced settings are basically same as those for DHCP protocol.

i~ Be sure to save the settings before you exit the page.

Other available WAN protocols include PPPoE, GRE tunnel over IPv4, and relay bridge. The

settings are dependent on the specific protocols. Clicking on Back or Refresh allows you
to return to interface settings.

There is a Physical Settings tab next to Advanced settings when you log in with the root
account, allowing you to configure the WAN port for network bridge.

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several intexfaces by ticking the "bridge inferfa

field and enter the names of several network interfaces separated by spaces. You can also use YLAN notation INTERFACE , VLANNR (5,2, tha. 1),
Common Configuration

General Sefup  Advanced Settings | Physical Settings  Firewll Settings

Bridge interfaces

@ creates a bridge over specified interface(s)
Interface 2! Ethernet Adapter: -cell0" (cell0)
spanl’
g
Swatch VLAN: "eth0.1" (lan)

Switch VLAN: "efh0.2" (wan)
Ethemmet Adapter: "tap0’” (ipncli)

) @ Wireless Network: Client "vantron,_test§_5G” (

: ) » Custom [nterface:

Description of the numbered areas
1. Enable the interface for network bridge

2. Select the interfaces for bridge connection

There is a Firewall Settings tab next to the Physical settings tab when you log in with the
root account, allowing you to create or designate a firewall zone.

Interfaces - WAN

On this page you can

network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network nterfaces separated by spaces. You can also use YL AN notation INTERFACE. VLANNR (.2, =thd. 1)
Common Configuration

General Setup | Advanced Settings  Phycical Settings | Firewall Settings

Create ! Assign firewall-zone

O ham g

) vpm: (empm)
(@) fmns pncti - v @ et
() wmpectfed or-creme [

@ Choose the firewall zone you went to assign to this interface. Select wnspeciied to remove the interface from the assoeiated zone or ll out the creare field
define & new zone and attach the interface to it

When ‘unspecify or create’ is selected, you can remove the interface from the associated
firewall zone or create a new zone.
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3.6.2 Wireless (WIFI)

You can switch between AP and client modes for wireless connection.

3.6.2.1 Wi-Fi— AP Mode (General settings)

Wireless(WIFT)
WIFI Settings.
. General Sefting  Advanced Sewing
Stats Mode: Master | SSID: Ventron-2B3322
BSSID: 0C-CF:§9:28:88:92 | Encryption: mixed WPATWPA2 PSK (CCMP)

Channe Tx-Pawer: 20 dBm
Signal: 37 dBm | Noise: 95 dBm
Bitrate: 300.0 Meivs | Country: US

& Network 3 WIFI mode ‘ AP b Lﬁ“

3 31D @ ‘ Vanton 288892
- WirelessWIFD) Channel @ ‘ 1{2412MHz) ~
Encryprion @ ‘ WPA-FSKWPAZPSK Mixed Mode %
Cipher @ ‘ Farce CCMP (AES) ~
Ker @ ‘ ........ fory
Associated Stations
Nefwork ALAC-Address Host Signal / Noise RX Rate / TX Rate
P —" @ DE:A2:A07" 1721 3785 dEm 650 Mbivs, OMHz
65.0 Mbit's, OMHz

T

Description of the numbered areas

1. Setan SSID for the Router

i> The ID name shall not contain special characters including S, 5, \.

2. Select a Wi-Fi channel

3. Select an encryption method (the following options vary with the encryption method)
4. Select an encryption algorithm

5. Assign a Wi-Fi password (no less than 8 characters)

6. List of currently connected devices

> Be sure to save the settings before you exit the page.
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3.6.2.2 Wi-Fi— AP Mode (Advanced setting)

| Wireless(WIFD) |

WIFI Settings

General Setting  Advanced Setting

EnableDizable WIFI

WIFI Frequency

Network

Associated Stations

Network MAC-Address

Description of the numbered areas

1. Turn on/off Wi-Fi

@ Disable WIFI

@ [o . o
[ i
[ ] [estiog
I #
@ l_ wpneli
|_‘ W
I___ create

(@ Choose the networld(s) you went to attech to this wireless interface or fill out the create field to define a new network.

Host Signal / Naoise

No information available

2. Select a Wi-Fi frequency (determined by hardware)

3. Click to switch the frequency

4. The network interfaces to which Wi-Fi belongs

i> As modification of field 2 will have impact on the Wi-Fi signal, the web interface will

return to the general settings page upon a click of the switch button.

> Be sure to save the settings before you exit the page.
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3.6.2.3 Wi-Fi - Client Mode

When the Router is set as a client on a wireless network, the page below allows you to
make changes to the network settings.

> A wwan0 port will be added (as shown in the Interface page) when the Wi-Fi client
mode is enabled.
‘Wireless{WIFI)

WIFI] Settings

General Setting | Advanced Setting

Statuz @ SSID: ? | Mode: undefined

o Wireless ks disabled or not associated
WIF] mode [ cient v (@)
Protocol ‘ OHCP - @

i@ Defzult DHCE, if the WIFI access pomnt needs to specify IF, please select Static
Wifi Client Setting

Select SSID ® Mac/Bssid @ Key @

‘ 62% ; vantron_tesi8_5G ~ | Auto v |

m®nnuerlinn

Description of the numbered areas
1. Switch to Client mode

2. Select DHCP protocol to automatically get an IP or Static protocol to specify an IP for
the Router

3. Select a wireless network for internet access

4, Select the MAC address of the access point or leave it to ‘Auto’ if not sure
5. Input the password of the access point

6. Click Scan WIFI to refresh the Wi-Fi list if the target SSID is not identified

> Be sure to save the settings before you exit the page.

When the Router is successfully connected as a client, there will be the network
information next to the Scan WIFI button.

Wireless(WIFI) ‘
WIF1 Settings
General Setting ~ Advanced Setting

Statue Mode: Client | SSID: vantron tesi8 3G
BSSID: 68:77:24:38:4C:A8 | Encryption: WPA2 PSK (CCMP)

% Channel: 48 (5.240 GHz) | Tx_Power: 20 dBm
2% Signal: -66 dB | Noise: -90 dBm
Bitrate: 260.0 Mbit's | Country: 00

WIFI mode ‘ Client hd

Protocol ‘ DHCP v
@ Default DHCP, if the WIFT access point needs to specify TP, please select Static

Wifi Client Setting

Select SSID Mac/Bssid K

| 62% ; vantron_tesi8_5G ~v || Auto ~ F

21| Connected: Oh 4m 523 \/
IPaddr: 192.168.28.101
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3.6.2.4 Wi-Fi— AP + Client Mode

This mode enables you to use the Router as an AP to allow client devices to join after it
connects a Wi-Fi AP as a client.

Wireless(WIFT)
WIFI Settings
General Setting  Advanced Settinz
Statue & SSID: 7| Mode: undefined
ose irelass i divabled or not assoclated
WIFLmode [ aP<ciient v @
SSID [vantron 747832
Wi-Fi AP settings
Chanzel [ 1i2a120r12) v @
Encryption [ weapsiwPa2 PSK Mied Mode @
Cipher [ Force comp (aEs) ¥ ®
ey | ........ 2 @
Wifi Client Setting
Select SSID Mae/Bssid Key Wi-Fi client settings
= @) @) g
62% - vantron_tesi8_5G I Auto v ‘
No connection
Associated Stations
Network MAC Address Host Signal / Noice

No information availasle

Description of the numbered areas

1. Switch to AP + Client mode

2. Setan SSID for the Router

3. Select a Wi-Fi channel

4. Select an encryption method (the following options vary with the encryption method)
5. Select an encryption algorithm

6. Assign a Wi-Fi password (no less than 8 characters)

7. Select a wireless network for internet access

8. Select the MAC address of the access point or leave it to ‘Auto’ if not sure
9. Input the password of the Wi-Fi

i~ Click Scan WIFI to refresh the Wi-Fi list if the target SSID is not identified.
> Be sure to save the settings before you exit the page.

Status of the connectivity is as follows when the settings take effect.

Wifi Client Setting

Select 351D Mac/Bssid Key
‘ 62% ; vantron_test8_5G || Auto | | 12345678
Connected: Oh 0m 57
Associated Stations
Network MAC-Address Host Signal / Noise
#¥ Client "vantron_test8_5G” (wlan0) 68:77:24:38:4C:A8 2 4l -67/-52 dBm
% Master "Vantron-T47B3E” (wlanl) CE:76:FF2ET.E8 ? a 37/ .9 @Bl
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3.6.3 4G/LTE

Before you configure for 4G/LTE, be sure to install the activated SIM card and the LET
antennas following the steps set out in 2.1.

Confirm with your sales executive whether the 4G module is AT&T or Verizon pre-certified.
If so, when you apply for SIM cards from the carriers,

°  provide Verizon with the pre-certified module name VT-MOB-CELL-mPCle.
°  provide AT&T with the pre-certified module name VT-MOB-MPCIE-4G.

After installation, the 4G signal indicators on the Router will light up to indicate the signal
strength. Navigate to Network > 4G/LTE for more settings.

4G/LTE

SIM Card: Feady Sig: 31(100%%) GETIP: 10.147.122.79 IMEI: 869218068976040 @

SIM] Card Setting  SIM2 Card Setting || Adwvanced Setting Fimlog || 4G traffic

Exbin Diaab]e@ | enable v
CID Value | 1

@ CID, default:1
PDP Type | IPV4 Only v

(@ PDP Type: ALL or IPV4_Cmly or IPV6_Only

@O ©® ®O

AFN |cmnet

Dhal number ~0g#

PAP/CHAP username |y0ur_userr|ame

PAP/CHAP password | ............. ]
Network Status & Device: 4g-celll

Uptime: 0h 2m 17z

RX: 304 B (7 Pltz.)
TX: 328 B (8 Pkt=)

IPv4: 10.147.122.79

Flegister Status: Rezister Home
Fegister Tipe: LTE
Fegister Network: CHINA MOBILE(46000)

Modem Firmware: EC200ACNDAROIADTMIE

Device node: Quactel EC2004

SV iz using: =ml

SIMI Card State: Inzerted

SIM1 Card IMSI: 460008001191840

SDM1 Card ICCID: 39860061121602B41840
SIM2 Card State: Mot Inzart

SIM2 Card IMSI:

SIM2 Card ICCID:
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Description of the numbered areas

1.
2.

10.
11.

>
>

Connection status information (including SIM card status, signal strength, IP, and IMEI)
Set up SIM card 1/2

Enable/Disable the SIM card

Input the CID value

Select a PDP type

Input the APN provided by the carrier

Input *¥99***1# for SIM cards from AT&T and *99***34# for SIM cards from Verizon
Enter the username provided by the carrier for PAP/CHAP authentication

Enter the password provided by the carrier for PAP/CHAP authentication

Current network interface status

Detailed information of the SIM cards

Leave the field as is if not applicable or if you are not sure.

PAP/CHAP username and password are to be specified only if your carrier has setup
APN with user name and password.

i If you have inserted a SIM card into SIM slot 2, you can click the SIM2 Card Setting tab

for more settings.

In the Advanced Setting page, you can further configure the cellular network.

4G/LTE

SIM Card: Not Insert Sig: ((0%) GETIP: 0.0.0.0 IMEI: 869218068576040

SIM! Card Sefting  SIM2 Card Seting | Advanced Setting  Rumlog 4G maffic

Restart Module

Redial Interval | 500

Cellular Info Fresh Interval | 10

o @

Description of the numbered areas

1.
2.

3.

>

Click to restart the 4G module
Time interval for automatic restart of the 4G module when it is offline
Time interval for auto refresh of the cellular information

Be sure to save the settings before you exit the page.
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The Run Log tab next to the Advanced Setting tab displays the last 50 log entries of the
module.

4G/LTE

SIM Card: NotInsert Sig: 0{0%) GETIP:(.0.00 IMEI: 8692]18068976040

SIMI Card Setting || SIM2 Card Setting | Advanced Setting | Rumlog 4G traffic

Last 5@ track log entries. Newest entries sorted at the end :

[2823:08:

:36] INFO [cellulard]: cell® request modem initialize: not need

:55:36] WARNING [cellulard]: celle reload config wwan

:36] INFO [cellulard.settings]: package wwan interface=cella.

:36] WARNING [cellulard.settings]: cellular_advanced attrs[e] wci wmtu not exist
:36] WARNING [cellulard.settings]: cellular_advanced_attrs[1] uci fw_idx not exist
:55:37] INFO [cellulard]: serial port /dev/tiyuUsBl create pthread success

:37] INFO [cellulard]: cell® create cmdfd pthread success

:55:37] INFO [cellulard]: celle init AT pert success

:55:38] INFO [cellulard]: cell@ simslot init: current use simslot idx:e

:55:48] INFO [cellulard]: cell@ requset generic init dene

:55:48] INFO [cellulard]: celle request modem initialize: not need

141] INFO [cellulard]: cell@ reguest vendor: Quectel

141] INFO [cellulard]: celld request Modem MName: EC288A

1651417 INFO [cellulard]: cell@ request FW Version: EC288ACNDARG1ABTMIE

141] INFO [cellulard]: celld reguest IMEI: 869218068376040

INFO [cellulard]: celld model is ready.

WARNING [cellulard]: celld® reload config wwan

INFO [cellulard.settings]: package wwan interface=cella.

WARNING [cellulard.settings]: cellular_advanced_attrs[e] uci miu not exist
WARNING [cellulard.settings]: cellular_advanced_attrs[1] wci fw_idx not exist
[2823:88:21 11:21:32] INFO [cellulard]: serial port /dev/ttyUsEl create pthread success

FA@72:@e 19 190411277 TREN Trallolzedls ralle frasts cmddd othessd comrace

Under the 4G traffic tab, traffic information measured in real time or on the monthly and
daily basis is available. You can also set the interval for submitting the temporary in-memory

database to the persistent database directory.

4G/LTE

SIM Card: NotInsert Sig: 0{0%) GETIP:0.0.0.0 IMEI: 865218068076040

SIM1 Card Setting | SIM2 Card Setting | Advanced Setting  Runlog | 4G traffic

real traffic T:000B/: L:0.00B/s (:)

month traffic 3320MB @

day traffic 33.29MB

Commit interval 1h - compromise between risk of data lo v

(@ Interval at which the temporary in-memory database 15 committed to the persistent databaze directory.

Description of the numbered areas
1. Real-time traffic

2. Data used in the current month
3. Data used in the day

4. Time interval for submitting the temporary database to the persistent database
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3.6.4 Static Routes

This is an advanced function allowing you to specify interface rules for route access.
Example:

Requirement: When the Router has both 4G and WAN network interfaces, the internal
network (192.168.0.0 - 192.168.255.254) is accessed via the WAN port by the internal
server. Other data access is realized via the 4G interface.

Click Add to set a new static route.

Routes
Routes specify over which interface and gateway & certain host or network can be reached.
Static IPv4 Routes

Interface— Target IPy4-Netmask IPy4-Gateway Metric MTU Route type

Eost-JP or Natwork. @ iftarzst is 2 nstwork @ @

[wan  ~ ‘192.16&.0 0/16 255.255.255.255 |192_1sa.9.222 ‘0 |'sa: | unicast v| | Delete

Description of the numbered areas

1. Select an interface to configure the route

2. Input the IP address of the host

3. Input the subnet mask (255.255.255.255 by default)

4. Input the address of IPv4 gateway

5. Gateway metric (The smaller the number, the higher the priority)
6. Setthe MTU

7. Select a route type (refer to the details next page)

> Be sure to save the settings before you exit the page.
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Description of the route type:

Type Description
Unicast The route entry describes real paths to the destinations covered by
nicas
the route prefix.
Local The destinations are assigned to this host. The packets are looped
oca
back and delivered locally.
The destinations are broadcast addresses. The packets are sent as link
Broadcast
broadcasts.
. IP datagrams are sent to a group of interested receivers in a single
Multicast

transmission. It is not present in normal routing tables.
The destinations are unreachable. Packets are discarded and the ICMP
Unreachable message of host unreachable is generated. The local senders will
receive an EHOSTUNREACH error.
The destinations are unreachable. Packets are discarded and the ICMP
Prohibit message of communication administratively prohibited is generated.
The local senders will receive an EACCES error.
The destinations are unreachable. Packets are discarded silently. The
local senders will receive an EINVAL error.
The destinations are any cast addresses assigned to this host. They are
Anycast mainly equivalent to local with one difference that such addresses are
invalid when used as the source address of any packet.

Blackhole
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3.6.5 Firewall

o Black List and White List

The black and white list feature allows you to enable/disable the forwarding of specific
addresses.

White list policy: All addresses but those added to the Access Control Rules have the
access

Black list policy: All addresses but those released to the Access Control Rules are blocked

Scenario 1: To block the internet access of 172.18.4.199

|Bla:kAa¢lWhilrLisl| Port Forwards | | Custom Rules

Firewall - Black And White List
Disable or allow formanding of certsin addresses by setting a black and white list

General Settings

Smategy Type WhiteListStrategy ® pdlll Switc

Access Control Rules
Name Protocol Source MAC address Source IP Source Port Dest TP Dest Port Action Enable/Disable
This section contains no values yet

Hew Access Control Rules

Name Protocol Source MAC address Source IP Dest [P Action

New Access Conirol Rules | P @V | v [172.18.4.199 @ | | drop @’

Description of the numbered areas

1. Select the white list strategy and click the button behind to switch to the strategy
2. Select the IP protocol

3. Input the source IP

4. Select ‘drop’ as the action for the target address

5. Click Add to add the address to the access control list

i> Be sure to save the settings before you exit the page.
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Scenario 2: To block the TCP communication between 172.18.4.199 and the external

network via port 80

|mukm“m1.m| Port Forwards || Custom Rues

Firewall - Black And White List

Disahle or allow forwarding of certain addresses by setting a black and white list

General Settings

Strategy Type @ WhiteListStralegy v
Access Control Rules
Name Protocol Source MAC address Source TP Source Port Dest TP Dext Port Action Enable/Disable
This section contains mo values yet
New Access Control Rules
Name Protocol Source MAC address Source TP Source Port Dest TP Dest Port Action
[ New Accass Control Rul| | TCP V® v|[irz10418  (3) | [20 Q@ | anof 53

Description of the numbered areas

1. Select the white list strategy and click the button behind to switch to the strategy

2. Select the TCP protocol

3. Input the source IP

4. Input the destination port

5. Select ‘drop’ as the action for the target IP and port

6. Click Add to add the IP and port to the access control list

> Be sure to save the settings before you exit the page.
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Scenario 3: To release 172.18.4.199 for internet access

|mkammr‘ Port Forwards || Custom Rules

Firewall - Black And White List

Digzble or allow forwarding of certain addresses by setting a black and white list

General Settings

Strategy Type ®| BlackListStrateqy Rl Switch Strategy
Access Control Rules

Name Protocol Source MAC address Source [P Source Port DestIP

Dest Port Action Enable/Disable
This section eontains no values vet
New Access Control Rules
Name Protocol Source MAC address Source IP Dest IP Action
New Access Control Rules | P @ | v 172184199 @ | ‘ accgpt@

Description of the numbered areas

1. Select the black list strategy and click the button behind to switch to the strategy

2. Select the IP protocol

3. Input the source IP
4, Select ‘accept’ as the action for the target IP
5. Click Add to release the IP from the access control list

> Be sure to save the settings before you exit the page.
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Scenario 4: To allow the TCP communication between 172.18.4.199 and the external

network via port 80

‘ Black And White List | Port Forwards | | Custom Rules

Firewall - Black And White List

Disable or allow forwarding of certain addresses by setting a black and white list.

General Settings

Access Control Rules

Strategy Type @ ‘ BlackListStrategy adll

Description of the numbered areas

Name Protocol Source MAC address Source IP Source Port Dest IP Action Enable/Disable
This section contais no values yet
New Access Control Rules
Name Protocol Source MAC address Spurce IP Source Port Dest Port Action
B £
[New Accass control Rul [1er || v [1m2184100 @ | |20 @ [ accapi/

1. Select the black list strategy and click the button behind to switch to the strategy

2. Select the TCP protocol
3. Input the source IP

4. Input the destination port

5. Select ‘accept’ as the action for the target IP and port

6. Click Add to release the IP and port from the access control list

> Be sure to save the settings before you exit the page.

Add
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e Port Forwards

The forwarding controls the traffic between zones and may enable MSS clamping for
specific directions. Only one direction is covered by a forwarding rule. To allow
bidirectional traffic flows between two zones, two forwarding setups are required with
the dest ports reversed.

Example of port forwarding (To forward port 3222 of the WAN port to port 22 of the LAN
host 172.18.1.174):

Port Forwards

General Settings Filter Rules | | Custom Rules

Firewall - Port Forwards

Port forwarding allows 7emote computers on the Intemet to comnsct fo 2 specific computer or servics witkin the private LAN

Port Forwards
Name Match Forward to Enable
- 17216, ot 321 Detete
New port forward
Name Protocal External External port Internal Internal IP address Internal port @
zome zone
© ) ©) ® ® ® @
‘3222“32 | TCP+UDP v ‘ wan v ‘3222 | lan v | 172.18.1.174 (WIM-20210305RYJla v | (22 m

Description of the numbered areas

1. Rule name

2. Protocol (TCP/UDP/TCP + UDP are supported)

3. External zone: WAN

4. External port: 3222

5. Internal zone: LAN

6. LAN host: 172.18.1.174

7. Port number of the target host in the internal zone: 22

8. Add the rule (mandatory)

Custom Rules

Custom rules allow you to execute arbitrary iptables commands which are not otherwise
covered by the firewall framework. The commands are executed after each firewall
restart, right after the default rule settings have been loaded.

Black And White List | | Port Forwards ‘ Custom Rulez |

Firewall - Custom Rules

Custom rules allow you to execute arbitrary iptables commands which are not otherwise covered by the firewall framework The corumands are executed after each firewall restart, right after the default ruleset has been loaded.

# This file is interpreted as shell script.
# Put your custom iptables rules here, they will
# be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated on reload, so

# put custon rules into the roct chains e.g. INPUT or FORHARD or into the
& special user chains, e.g. input wan rule or postrouting lan_rule.

#

# 2822-93-88 Fix restart Firewsll will clear ddos mangle rules
/sbin/hotplug-call firewall restart
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3.7 Diagnostics

Tools available in Diagnostics are explained below:

Tool Description
Pin To test the connectivity and measure the response time between the
e router and external IP addresses on the internet
To access information about the path that network traffic follows,
Traceroute . . .
including the number of hops and the response time of each hop
To query the Domain Name System (DNS) to obtain information
Nslookup query ¥ ( )

about domain names, IP addresses, and DNS records

3.8 VTShark

The VTShark feature provides a flexible way to follow up and verify network issues. You
can use wireshark to open and check the packets captured.

8 status - Start network capture
Interface @ seconds, packets Filter @ Actions @

Cl Quick Start > ‘ oy |30 | SEenns Ve Start capture
1k Virwal Tonnel >

j“-- Interfaces

Wireless(WIFT)

4GITE

jL-- Static Routes

jn-- Firewall

j}--- Diagnostics

b VTShak

Description of the numbered areas

1. The interface from which the packets are captured (all interfaces are selected by
default)

2. The measurement by which the data packets are captured (by seconds or by packet
counts as explained below)

3. The filter for capturing the designated packets (more details are available at
https://www.tcpdump.org/manpages/pcap-filter.7.html for advanced filtering)

4. Start the data capturing
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Packets capturing by seconds and by packet counts:
Measurement Description

To specify a time duration for data capturing.

For instance, you can input ‘10/20/30..." for the data capturing, which
indicates that the capture will stop in 10/20/30 seconds.

Seconds
The system supports up to 500,000 packets for the time-based data
capturing. The capture stops after reaching this limit, even if it has
not reached the preset time duration.
To specify the count of packets for data capturing.
For instance, you can input ‘100/200/500..." for the data capturing,
which indicates that the capture will stop when 100/200/500 packets
Packets have been captured.

The system supports up to 10 minutes (600 seconds) for the packet-
based data capturing. The capture stops after reaching this limit,
even if it has not reached the preset packet counts.

In the following scenario, the capture targets at all interfaces for the http packets from
‘tcp port 80’ for 30 seconds.

Start network capture

Interface seconds, packets Filter Actions
any v 130 seconds v | tcp port 80 Start capture
Tue Aug 22 81:58:85 UTC 2823 --- vishark start to capture...
Tue Aug 22 81:58:05 UTC 2823 --- ifname: any
Tue Aug 22 81:58:85 UTC 2823 --- timeout : 38 seconds
Tue Aug 22 81:58:85 UTC 2823 --- packages : 5000088
Tue Aug 22 81:58:05 UTC 2823 --- filter : tcp port 88

tcpdump: listening on any, link-type LINUX SLL (Linux cooked v1), capture size 262144 bytes
521 packets captured

539 packets received by filter

@ packets dropped by kernel

Tue Aug 22 ©81:58:35 UTC 2823 --- wvishark capture finished...

Result

vishark result peapl Delete
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Clicking the result w

wireshark.

ill download it to the local directory and you

can open it with

(T )+
No  Time v Destination Protocel. Langth ete =
10.000000  102.168,9.17 102.108.0.214 T 60 80 - 56048 [ACK] Seq=1 Ac 51047204 Toecr=2850531738
2 woeeas  197.108.9.210 192,108,9.17 TP 68 [TOP AKed unsien segeent] 56948 - B9 [AOK] Seq=1 ACK=2 WI1<501 Lerd TVA=2559534707 TSecr=25104639 —_

5 9.419839 192.168,9.17 192.168.9.214 I3 137 B0 - 56548 [PSH, ACK] S2q=2 ACK=338 Win=796 Len=60 TSval=251947813 TSecr=2650534993 [TCP segnent of a reassembled PDU]

7 6420358 192.168.9.17 192.168.9.214 e 599 B0 - 56948 [PSH, ACK] Seqm7i AcK=44B Win=796 Len=531 TSval=251947814 TSecr=2559535157 [TCP segment of & reasseabled PDU]

89.420840 192.168,9,214 192.108.9.17 e 68 56748 - 8@ [ACK] Seq=448 Ack=802 Win=501 Len=8 TSval=2650535158 TSecr=251947814 =
4 9 9.425332 102.168,9.17 IRy 73 HTTP/1.1 266 OK , JavaScript Object Natation (application/json)

10 9.425652 192.168.9.21 192.168.9.17 e 68 56998 ~ BO [ACK] S£Q=148 ACK=80T WIN=501 Len=9 TSval=2S50535162 TSecr=251947819 =

11 1.425788 102.163.9.17 102.168.9.214 ] 58 [TCP Keep-Alive] 5 - 56848 [ACK] Seq=686 Ack=448 Win-796 Len-0 TSval-251948820 TSecr-2558535162

12 1.426438 192.168.9.214 192.168.9.17 Tep 68 [TCP Kemp-AlLve ACK] 58348 - B0 [ACK] Seq=438 Ack=687 Win=501 Len=9 TSvAl=2550536163 TSecr-251947819 il

13 2.428093 162.168,9.17 192.168.9.214 ) 68 [TCP Koop-Alive] 89 - 50948 [ACK] Seq=696 Ack=448 Win=798 Lon=D TSval=331940822 TSecr=2550530163

14 2.428955 192.168,9.214 192.168,9.17 Tcp 68 [TCP Keep-Alive ACK] 56948 - B9 [ACK| Seq=443 Ack=6a7 Wir T$val=2550537165 TSocr=251947819 |
{ 18 3.257115 102.168,9.218 102.168.0.11 HTe 515 GET _check_status?_ =g,

16 3.757321 192.168,9.17 192.168.9.214 TP 58 83 - 56048 [ACK] Seq=607 Ack=B35 WIN=795 Len=8 TSvAl=251950651 TSec =

17 3423845 102.168.9.17 192.168.9.214 e 137 B0 - 56048 [PSH, ACK] Seq-607 AcK=BSS WLN=79% Len-63 TSval-251950817 TSec u L
¥ Frame 3: 15 bytes on wire (4120 Bits), 515 bytes captured (4120 bits) 80 6 0B 61 68 06 fc 34

b Linux cooked capture vi

[

b Transaissien Contral Pratocol, Sre Port

» Mypertext Transfer

¥ vesharkresultpeap

6848, Dst Port:

rnet Protacol Version 4, Src: 102.168.3.214, Dst: 192,168.9

88,

seq: 1, Ack: 2,

45 99 01 73 30 de 49 00
8 a8 90 11 6o 74 66 50

Len: as7

3a 2

28 5B 31 31 30
36 84 30 2
b

ork/vtsh

o 1auth=b
85078430
ey

Packets: 18 Displayed: 118 (100.0%)

RR AR 31 A2 A

Prfile: Dsfault
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