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Foreword

Thank you for purchasing HAP101 Wi-Fi HaLow Access Point (“the device” or “the Product”). This
manual intends to provide guidance and assistance necessary on setting up, operating or
maintaining the Product. Please read this manual and make sure you understand the structure and
functionality of the Product before putting it into use.

Intended Users

This manual is intended for:

e Network architects

e Network administrators

e Technical support engineers

e Other users
Copyright
Vantron Technology, Inc. (“Vantron”) reserves all rights of this manual, including the right to change

the content, form, product features, and specifications contained herein at any time without prior
notice. An up-to-date version of this manual is available at www.vantrontech.com.

The trademarks in this manual, registered or not, are properties of their respective owners. Under
no circumstances shall any part of this user manual be copied, reproduced, translated, or sold. This
manual is not intended to be altered or used for other purposes unless otherwise permitted in
writing by Vantron. Vantron reserves the right of all publicly released copies of this manual.

Disclaimer

While all information contained herein has been carefully checked to assure its accuracy in
technical details and typography, Vantron does not assume any responsibility resulting from any
error or features of this manual, nor from improper uses of this manual or the software.

It is our practice to change part numbers when published ratings or features are changed, or when
significant construction changes are made. However, some specifications of the Product may be
changed without notice.
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Technical Support and Assistance

Should you have any question about the Product that is not covered in this manual, contact your
sales representative for solution. Please contain the following information in your question:

e Product name and PO number;
e Complete description of the problem;

e Error message you received, if any.

Vantron Technology, Inc.

Address: 48434 Milmont Drive, Fremont, CA 94538
Tel: (650) 422-3128

Email: sales@vantrontech.com

Regulatory Information

The Product is designed to comply with:
e Part 15 of the FCC Rules
e |IC

Please refer to Appendix for Regulatory Compliance Statement.
Symbology

This manual uses the following signs to prompt users to pay special attention to relevant
information.

Caution for latent damage to system or harm to personnel

i Attention to important information or regulations

HAP 101 | User Manual 2 www.vantrontech.com
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General Safety Instructions

The Product is supposed be installed by knowledgeable, skilled persons familiar with local and/or
international electrical codes and regulations. For your safety and prevention of damage to the
Product and other equipment connected to it, please read and observe carefully the following
safety instructions prior to installation and operation. Keep this manual well for future reference.

e Do not disassemble or otherwise modify the Product. Such action may cause heat generation,
ignition, electronic shock, or other damages including human injury, and may void your
warranty.

e  Keep the Product away from heat source, such as heater, heat dissipater, or engine casing.

e Do notinsert foreign materials into any opening of the Product as it may cause the Product to
malfunction or burn out.

e To ensure proper functioning and prevent overheating of the Product, do not cover or block
the ventilation holes of the Product.

o  Follow the installation instructions with the installation tools provided or recommended.

e The use or placement of the operation tools shall comply with the code of practice of such
tools to avoid short circuit of the Product.

e  (Cut off the power before inspection of the Product to avoid human injury or product
damage.
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Precautions for Power Cables and Accessories

/I Use proper power source only. Make sure the supply voltage falls within the specified range.
Always check whether the Product is DC powered before applying the power.

Place the power cable properly at places without extrusion hazards.

/Ay Use only approved antenna(s). Non-approved antenna(s) may produce spurious or excessive
RF transmitting power which may violate FCC limits.

Cleaning instructions:

Power off before cleaning the Product

Do not use caustic or aggressive liquids, vapor, or spray

Clean with a damp cloth
e Do not try to clean exposed electronic components unless with a dust collector
/v Power off and contact Vantron technical support engineer in case of the following faults:
e The Product is damaged
e The temperature is excessively high
e Faultis still not solved after troubleshooting according to this manual
/. Do not use in combustible and explosive environment:
e Keep away from combustible and explosive environment
o Keep away from all energized circuits
e Unauthorized removal of the enclosure from the device is not allowed
e Do not change components unless the power cable is unplugged

e In some cases, the device may still have residual voltage even if the power cable is
unplugged. Therefore, it is a must to remove and fully discharge the device before
replacement of the components.
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CHAPTER 1 HARDWARE DESCRIPTION
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1.1

Product Overview

Vantron HAP101 Wi-Fi HaLow access point (“the AP”) is designed in compliance with the
prominent IEEE 802.11ah (Wi-Fi Haow) standard with IEEE 802.11 b/g/n (2.4GHz Wi-Fi) as
an option. It offers a complete Wi-Fi connectivity solution for loT developers who seek for
wireless connections with energy efficiency, extended coverage, obstacle penetration,
effortless accessibility, etc.

HAP101 supports up to 1km coverage at ultra-low power consumption while still
delivering optimal performance with data rates up to 150 Mbps (2.4GHz Wi-Fi) and 32.5
Mbps (Wi-Fi HaLow), respectively. By complying with the IEEE 802.11ah standard, HAP101
supports operation in the sub 1GHz license exempt RF bands to avoid the crowded 2.4GHz
frequency band. It enables stable connection of over 8,000 clients when working at the AP
mode, making it an ideal solution for replacing complex networking requirements in
confined spaces.

HAP101 is designed for large-scale dense deployment of low-power stations to eliminate
multiple access points in application scenarios such as smart home appliances,
surveillance systems, industrial process control, logistics and asset management,
portables and wearables, smart city facilities, etc.
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1.2 Unpackaging

The Product has been carefully packed with special attention to quality. However, should
you find any component damaged or missing, please contact your sales executive in due
time.

Standard accessories:

e HAP101 Wi-Fi HaLow access point
e 1x2.4GHz Wi-Fi antenna

e 1x Wi-Fi HaLlow antenna

e 1 x Qualified certificate

Optional accessories:

e 1x12V/1A power adapter
e 1xPower cord

e 1xDC power connector

e 1 x RS485 terminal connector

> Actual accessories might vary slightly from the list above as the customer order might be
different from the standard configuration options.
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1.3 Specifications

HAP101

CPU MediaTek 580MHz MIPS® CPU

Wi-Fi HaLow SoC Morse Micro MM6108
System

Memory 256MB

Storage 64MB

Standard: IEE 802.11 b/g/n

Frequency range: 2.412GHz ~ 2.462GHz
2.4GHz Wi-Fi Channel bandwidth: 20/40 MHz

Data rate: up to 150 Mbps

Antenna: 1T1R

Standard: IEE 802.11 ah
US: 903.5MHz~926.5MHz Europe: 863MHz~868MHz
Japan: 916.5MHz~927.5MHz Korea: 917.5MHz~923.5MHz

WLAN Features
Frequency

o range
Wi-Fi HaLow Singapore: 866MHz~869MHz & 920MHz~925MHz

Channel bandwidth: 1/2/4/8 MHz
Data rate: up to 32.5 Mbps @8MHz or 15 Mbps @4MHz
Working mode: AP, STA configurable

Fast Ethernet 1 x RJ45, 10/100 Mbps

Serial port (Optional) 1 x RS485 (4-pin terminal, 5V output, baud rate: 115200)

1/0

1 x Wi-Fi HaLow antenna

Antenna
1 x 2.4GHz Wi-Fi antenna

o 1 x Power indicator 1 x WLAN activity indicator
LED indicators
System Control 1 x Wi-Fi HaLow activity indicator 1 x Error indicator

Button 1 x Restore button

Dimensions 110mm x 73mm x 28mm (with wall mount)

Casing material Plastics (UL94, SP6 compliant)

Mechanical

Installation Wall mounting

Heat dissipation Fanless

Input 9V ~ 40V DC

Power

Port 3-pin terminal (Over-current protection, reverse polarity protection)

Operating system VantronOS

VPN OpenVPN, IPSec

Software Device management

Vantron BlueSphere GWM

platform

Upgrade Local upgrade, OTA upgrade

2.4GHz Wi-Fi 64/128-bit WEP, TKIP, WPA, WPA2, AES, WPS

Security
Wi-Fi HaLow WPA3
Temperature Operating: -20°C ~ +60°C Storage: -40°C ~ +85°C
Environment o .
. Humidity <95% RH (non-condensing)
Condition
Certificate FCC, IC
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1.4 Definition of Interfaces

1.4.1 Front view

&V GND A B -
WEN

Indicator/

Description
Interface P

1 x Power indicator

LED indicators 1 x WLAN indicator
1 (Refer to the

details below) 1 x Error indicator

1 x Wi-Fi HaLow indicator

Short press (0~2 seconds) = Restart the device

Pinhole restore .
2 Press for 3~5 seconds Factory reset the device

button Factory reset the device, with

Press for 6~9 seconds
user data cleared

3 WAN port (100Mbps), operating in the WAN area by default
4 RS485 (baud rate: 115200)

5 Power terminal (9V~40V DC)

6 Mounting brackets (screws recommended: M3 x 8mm)

HAP 101 | User Manual 9 www.vantrontech.com




Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

Description of the LED indicators

1. Power indicator

When the device is powered on, the power indicator will turn solid green.

2. WLAN indicator

2.4GHz Wi-Fi status Description

The Wi-Fi module is turned on The indicator turns solid green

There is Wi-Fi connectivity The indicator blinks

The Wi-Fi module is turned off The indicator is off

3. Errorindicator

The error indicator blinks when there is an error.

4, Wi-Fi HaLow indicator

Wi-Fi HaLow status Description

The Wi-Fi HaLow module is turned on The indicator turns solid green

There is Wi-Fi HaLow connectivity The indicator blinks

The Wi-Fi HaLow module is turned off The indicator is off
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1.4.2 Back view

uocUEeN

Interface Description
1 Secondary 2.4GHz Wi-Fi antenna connector
2 Wi-Fi HaLow antenna connector
3 Primary 2.4GHz Wi-Fi antenna connector (if only one 2.4GHz Wi-Fi antenna is

shipped, connect it to this connector for better signal strength)

4 Mounting brackets (screws recommended: M3 x 8mm)
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1.5 Serial Port Pinout

5V GND A B

HAP101 optionally includes an RS485 connector for serial communication. The pinout

description is as follows:

No. Signal Device name Port Type Description
1 VCC P 5V output
2 GND P Ground
/dev/ttyS1 com1
3 A I/0 RS485 A signal
4 B 1/0 RS485 B signal

Port wiring: A-A, B-B, GND-GND
Input the following command to open the port with a serial port communication program

(e.g., microcom) for serial communication:

~# microcom /dev/ttyS1 -s 115200

12 www.vantrontech.com

HAP 101 | User Manual



Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

CHAPTER 2 GETTING STARTED
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2.1 Setting up the Device

Before you proceed with configuration of HAP101 access point, follow the steps below to
finish the hardware connection.

1. Place the device on a flat surface;

2. Mark the drilling positions on the surface through the screw holes on the mounting
brackets;

3. Drill two holes on the marked positions for two M3 x 8mm screws (drill bit: 2.5mm for
0.5mm thread pitch, hole depth: ~8mm);

4. Use two M3 x 8mm screws to fix the device (screw anchors might be necessary);
5. Tighten the screws to fix the device;
6. Install the flat antennas to the WLAN antenna connectors;

If there is only one WLAN antenna, install it to the connector silk screened as ANT.
WLANI.

7. Install the longer antenna with a slim round tip to the Wi-Fi HaLow antenna connector;

8. Connect the device to a 12V DC power source to start the device.
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2.2 Web Login

HAP101 is designed to allow network connectivity with minimal configuration. That being
said, you can configure the network settings and customize the device in VantronOS web

on a host computer.

Depending on how the host computer is connected to the Internet, there are three ways
to log in to VantronOS for HAP101.

Login Internet Connection of the Host

Method Computer VantronOS Login for HAP101

Use the 2.4GHz WLAN IP of HAP101 as

Option 1  2.4GHz Wi-Fi connection to HAP101 .
the login address

Option 2 Sharing the same Ethernet Use the VLAN IP of the device as the
P connection with HAP101 login address
. Sharing the same Ethernet Use the WAN port IP of HAP101 as the
Option 3 . . :
connection with HAP101 login address

It is important to note that when logging in to VantronOS for HAP101, the IP address of
the host computer must be on the same network as HAP101. This network alignment is
essential for successful connectivity and operation.

Since the Ethernet jack of HAP101 operates in the WAN area by default, the WAN port IP
address of the device cannot be determined without removing the upper cover to debug
the device using the debug UART located therein.

Therefore, to save the trouble of removing the upper cover involved in option 3, you are
advised to identify the 2.4GHz WLAN IP of the device or the VLAN IP of the device for
VantronOS login initially, and then proceed with determining the WAN port IP address for
later use.
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2.2.1 Login via the 2.4GHz WLAN IP

Prerequisites:
e HAP101 in operating in 2.4GHz Wi-Fi AP mode

e The host computer is connected to HAP101 via the 2.4GHz Wi-Fi

Steps:
1. Power on the device and the 2.4GHz Wi-Fi will be operating in the AP mode by default;

2. Connect the host computer to the 2.4GHz Wi-Fi of the device using the SSID and default
password provided on the device label (like the following);

WETIII [l e
Halow MAC: 18:9B:A5:16:D8:6E
\WLAN MAC: 40:D6:3C:B9:41:31
WAN MAC: 18:9B:A5:16:D8:69
Username: admin Password: admint
Halow SSID: MM6108-AP-DB6E
WLAN SSID: MM6108-AP-4131

| HaLow/WLAN Password: vantroni

3. Check the details of the wireless connection on the host computer and identify the
gateway IP of the 2.4GHz Wi-Fi;

4 & 5 Control Panel > Networkand Intemet » Network Connections vl | Se
File Edit View Advanced Tools

Organize = Connect To Disable this network device Diagnose this connection Rename this connection View status of this connection 2

Bkl VAN ol wian states X =
W
Al o i | General o

Network Connection Details:
Connection - Property Valus
IPv4 Connectivity: Internet Connection-specfic DN... lan
ﬁ:j:;;:hww- ) "EM”'::;:: Description TP-Link Wireless USB Adapter
Physical Address 54759506 EABC
SSID: Vantron-894131 DHCP Enabled Yes
Duration: 00:01:01 P4 Address 172181112
Sored: 300,000k P4 Subnet Mask 255,255.255.0
Signal Quality: ﬂﬂ! Lease Obtained Fiday, January 19, 2024 352.21 FM
Leass Expires Saturday January 20, 2024 41536 AM
Details. .. Wireless Properties IPv4 Default Gateway 1721811
v e 7
b = P4 DNS Server 1721811
S e L! — eabed 1Pvd WINS Server
> NetBIOS over Topip En Yes
Bytes: sz | 223,568 Linkdocal IPv6 Address  feB0-2976:2638:8c354bas .29
IPVE Defaut Gateway
) _ ) IFv6 DNS Server
®rroperties | | EpDisable Diagnose
Close Close.
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4. Use the gateway IP of the 2.4GHz Wi-Fi identified in the prior step as the address for
VantronOS login;

= O S | A Matcecues | [172.9801)caigatowsy s

Vantron0s e

Paswword

5. The login account and password are provided on the device label;

Vantronl st
Halow MAC: 18:9B:A5: 18 DB:6E
WLAN MAC 40 DG 3C:B8:41:31

WLAN ssno ' MM6108-AP-4131
. Halow/WLAN Passwaord: vantront

FD In case you need higher permission on VantronOS, you can log in as the super user.

Super user: root // password: rootpassword

6. Navigate to Network > Interfaces to check the interface information of HAP101 (the
2.4GHz Wi-Fi is bridged on the virtual LAN port that provides DHCP service to connected

devices).
Interfaces
5 Status >
Interface Overview
L Quick Start >
Uptime: 1h 3m 335
e MAC-Address: 18:08:45:16:D8:60
RX: 86.83 KB (909 Pits )
1} Virwal Tunnel > prep—— S
ot

B Users Manage >

.- Tnterfaces

! Add interface...
- Wireless(WIFT)

Uptime: 0k 0 0s
MAC-Address: 18:98:45-16:D8:69
RX: 8.45 MB (40048 Plts.)
TX 53346 KB (3275 Pl )
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2.2.2 Login via the VLAN IP

Prerequisites:

e The host computer and HAP101 are connected to the same Ethernet network

e The host computer supports VLAN settings

Steps:
Actual settings may vary slightly from the screenshots below.

1. Connect both HAP101 and the host computer to the same router/switch for Internet
access;

2. Open the Network & Internet Settings on the host computer;

3. Right click the network adapter and select Properties;

L Ethernet 1
_Fnabled
W @) Disable

Status
Diagnose

) Bridge Connections

Create Shortcut

9 Delete

& Rename

| |$ Properties |

4. Click the Configure button in the middle, then click the Advanced tab;

Networking  Sharing

Connact using:
@ Realtek Gaming GbE Family Controller

This connection uses the following items:
Kl & Client for Microsoft Networks i

¥ T File and Printer Sharing for Microsoft Netwerks
¥ B QoS Packet Scheduler
Wy Internet Protocol Version 4 (TCP/IPwE)

| & Microsoft Network Adapter Multiplexor Protocol
¥ 4 Microsoft LLOP Protocol Driver
Wy Internet Protocol Version 6 (TCR/IPWG)

W . Link-laver Toooloay Discoverv Responder ¥
<

Description
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5. Select Priority & VLAN from the list, and make sure the value is Priority & VLAN
Enabled;

General Advanced Drver Detals Events Power Management

The following properties are avaiable for this network adapter. Click
the property you wart to change on the left, and then select its value

on the right.
Property: Value:
Jumbo Mty al Priority & VLAN Enable

Large Send Offload V2 (IPv4)
Large Send Offload V2 (IPvE)
Maximum Number of RSS Queue
Network Address

NS Offload

Receive Side Scaling

Speed & Duplex

TCP/UDP Checksum Offload (IPvd
TCP/UDP Checksum Offioad (IPvE.
VLAN ID

Wake on Magic Packet

Wake on Pattern Match

WOL Speed v

6. Move down to the VLAN ID attribute and input ‘10’, then click OK to confirm the

settings;
Property: Value:
bo M ~ [ T =
::’:g: s«:: Offioad V2 (1Pva) I‘b— I

Large Send Offload V2 (1PvE)
Maximum Number of RSS Cueus
Network Address

NS Offload

Priority & VLAN

Receive Side Scaling

Spaed & Duplex

TCR/UDP Checksum Offfoad (IPvd
TCRAUDP Checksum Offload (IPvE
WLAN ID

Woke on Magic Packet

Wake on Pattern Match

WOL Speed v

e

7. Wait a moment and check the network adapter settings;
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8. Use the IPv4 default gateway to log in VantronOS for HAP101;

Network Connection Details:

Property Value

Connection-specific DN...  lan

Description Realtek Gaming GbE Family Controller
Physical Address 18-C0-4D-43-AD-8B

DHCP Enabled Yes

IPv4 Address 172181115

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Monday, June 24, 2024 7:24:23 PM
Lease Expires Tuesday, June 25, 2024 7:27:51 FM
IPv4 Defavit Gateway

IPvd DHCP Server 1721811

IPv& DNS Servers 1721811

IPv4 WINS Server

NetBIOS over Tepip En Yes

Link4ocal IPv6 Address  fe80::8ccl: 50 6eBf. 50355

IPvE Default Gateway

IPv6 DNS Server

1 I Close I
9. The login account and password are provided on the device label.

Vantion | e
Halow MAC: 18:9B:A5:16:D8:8E

WLAN MAC: 40:D6:3C:B9:41:31

a8 QB A5:16: DBBQ

WLAN SStD MM61 DB—AP—4131
. Halow/WLAN Password: vantronl

.: In case you need higher permission on VantronOS, you can log in as the super user.

Super user: root /Y password: rootpassword
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2.2.3 Login via the WAN Port IP

1. Connect the host computer to a router/switch for Internet access;
2. Connect HAP101 to the same router/switch using an Ethernet cable;

3. Connect the host computer to the 2.4GHz Wi-Fi of HAP101 using the SSID and default
password provided on the device label;

4. Login to VantronOS via the steps set outin 2.2.1 or 2.2.2;

5. Navigate to Network > Interfaces to identify the WAN port address of HAP101;

Interface Overview

Uptime: 1h 1m 395

MAC-Address: 18:9B:A5:16:D8-69
RX: 0B (0 Plts)

e 1] TX: 0B (0Pkts)

¥ %33\& TPv4: 172181 124

Uptime: 1h Im 335
MAC-Address: 18:9B:45:16:D8:69
RX:E. 36NEB (39464 Plcts)

ath0 ]IPvi 192 168 10. 1"3 25

6. Use the WAN port IP of HAP101 as the address for VantronOS login;

€ 5 C @ A Notsecure [192.168.19.128)cgi/gateway

Username

|admin

Password

7. The login account and password are provided on the device label.

N aniOn e

Halow MAC: 18:9B:A5/16.D8:6E

-WLAN MAC: 40:D6:3C:B3:41:31
A 18 QB A5:16: 0869

WLAN S8ID: MMG108—AP—4131
. HaLow/WLAN Password: vantren1

D In case you need higher permission on VantronOS, you can log in as the super user.

Super user: root /Y password: rootpassword
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2.3 SSH Login

Depending on how the host computer is connected to the Internet, there are two ways
for the SSH login of HAP101.

Option 1— 2.4GHz Wi-Fi connection to HAP101: Use the 2.4GHz WLAN IP of the device as
the login address.

Option 2— Sharing the same Ethernet connection with HAP101: Use the WAN port IP of
the device as the login address.

Make sure the IP address of the host computer is on the same network as HAP101. Refer
to 2.2 for how to identify the 2.4GHz WLAN IP or WAN port IP of the device.

Use the following information for the login. Refer to 3.12.3 for the specific login steps.

Port Account Password

22 root rootpassword

SSH login with the 2.4GHz WLAN IP of HAP101:

o H compre x | not supported by server)
* SSH-browser ]
+ X11-forwarding : x (disa ot sup ed by server)

» For more info, ctrl+click on h

* S5H-b : v
» X11-forwarding :

» For more ctri+click ol

BusyBox v1.31.1 () built-in shell (ash)

root@antron0s-D86g:~# [
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Wi-Fi HaLow related settings of the device are modified and saved via the HaLow WIFI

menu in VantronOS. Therefore, please select either option provided in 2.2 to log in to

2.4 Wi-Fi HaLow Connection
VantronOS before you proceed.
2.4.1 AP mode

The device is operating in the AP mode by default. To allow other HaLow stations to connect

to the device, please follow the steps below:

1. Navigate to Network > HaLow WIFI;

2. Check the general settings of the device as a HaLow access point, and modify the

configurations as necessary;

Haken WITT
B s s | |
HaLow WIFI Settings
CF Quick Sean > | ConeratSemg Aciaoere semny
Stams
Ak Virtual Timuet » () -
B Uicntausge 3 n
WIFT made 2)
£ (3) [Mmesos-apzaca

Assoclated Stations

Description of the numbered areas

1) Status of the connectivity

Setmesh ALAE Addrs Howt

Signal / Nohe BN Rate | TX Rate

o mpbrmasion aailshle

© [ e

2) Select AP as the Wi-Fi HaLow mode and click Switch Mode to confirm if necessary

3) Modify the SSID of the device if necessary

4) Select an encryption protocol

5) Set a password for the Wi-Fi HaLow connection

6) Save and apply the settings
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3. Modify the advanced settings as necessary;

[mton i
Halow WIFI Settings
Creneral Sattimy Advanesd Svteing

Esable Disabie WIFI ( “‘J Disable WIFI

Ograniag Dandwagty (:_.:.\ BMH: v EZEr3 \H
Chamzel \__1 12 v

Protected Manspemest Fraces
Beacse lnterval (ma)

DTIM Paricd

Network - ol =T

) Chiocre B netninrki(s) 700 Wwant bo sftach B thes winsleds mterface or fill oot the crans Beld 10 define & new setwork
Associated Stations

Network MAC-Addres Hie signal / Noine BN Rate | TX Rate

O

@)

o | o B2
Description of the numbered areas
1) Disable/Enable Wi-Fi HaLow
2) Select a bandwidth from 1, 2, 4, and 8
3) Click the button to confirm the change if necessary
4) Select a channel from 12, 28, and 44
5) Select a protected management frame
6) Inputthe beacon interval
7) Selecta DTM period
8) Set a maximum inactivity period (between 1 and 65536)
9) Select to bridge the interface to WAN or not
10) Select an interface to bridge
11) Save and apply the settings
You can keep the default values if not sure.

4. Keep the corresponding settings of the HaLow stations in line with the AP-mode
HAP101 for Halow connection, then check the connection status in VantronOS
(Network > HaLow WIFI > Associated Stations) for the AP-mode HAP101.

Associated Stations

Network MAC-Address Host Signal / Noise RX Rate / TX Rate
W Cilaster AME108-AP-20CA") OCBF:74:87:D7:60 VantronOS-DSGA lan (172.18.1.203) 64/ 0 dBm 3.4 Mbit's. IMHz, MCS 7. Short GI
0.3 Mbit's, IMHz, MCS 0
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2.4.2 Station mode

The device also supports operation in station mode to connect to an existing HaLow access

point. Follow the steps below to connect to an existing HaLow AP.

1.

2.

Navigate to Network > HaLow WIFI;

Under the General Settings tab, select the Client mode from the drop-down list and
switch to this mode;

| Client v

Wait a few seconds to allow the change to apply;

Select an IP address protocol between DHCP and STATIC;

Select the encryption protocol to match that of the target access point;
Select an SSID from the list and input the password for the access point;

wifi Client Setting

Sedret 5511 MacRid Koy

T2% | MM5 108-AP-DTER v | Aun w | |vantron

44% - MMG108-AP-3154
~ Custam =

EI B v

If the target SSID is not included in the list, click the SCAN WIFI button to refresh the
list, then input the password;

No connection

Save and apply the settings;

Wait a few seconds for successful connection.

Wifi Clisnt Satting

Sebect SSID MacHasid Kry
| 2% . MMST08-AP. 075D v | Ao ~ ! |vantroni
mm Connected: *:i?‘

gl P 17
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2.5 Password Change

Itis up to you to decide whether you would like to change the login password after logging
in to VantronOS.

1.

Navigate to System > Administration;

Input the original password for the current user;
Input a new password and confirm the password;
Save the settings and apply;

The system will log out automatically;

Log in with the new password.

2.6 Language Change

Currently the system supports simplified Chinese and English. The system language is set
to automatically follow your browser language by default. You can change the system
language by navigating to System > System > Language and Style.

System

Here you can configure the basic aspects of your device like its hosiname or the timezone.

System Properties

Language | auto b

General Settings  Logging Language and Style

Design | xos2 v

Auto: System language based on the browser language (default)

English: English interface

Simplified Chinese: Simplified Chinese interface
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2.7 Factory Reset the Device

There are two options to factory reset the device, one from both the hardware perspective

and the other from the software perspective. Once factory reset, the device will be restored
to Wi-Fi HaLow AP mode and 2.4GHz Wi-Fi AP mode by default.

2.7.1 Hardware reset

Device Reset

Factory reset

Factory reset with
user data cleared

2.7.2 Software reset

Action Description

Long press of the restore Clear customized device
button for about 3s™ 5s settings

Clear user data saved in
system files

Long press of the restore
button for about 6s~ 9s

1. Login VantronOS through any of the methods set out in 2.2 depending on your network
connection of the host computer;

2. Navigate to System > Backup/Flash Firmware > Backup/Restore in VantronQOS;

L ]
-

Reboat

Backup

Hesat to defaults:

Rasharn baskup:

1 Vir »

Restore
i | e
= ’
(o »
LA ]

Fiermware Update  BachupfReators  Configuration

O Cuck st 5 | clish Genarsts archive” 10 dowricad a tar archive of she surrens configuration fles.

so comiguration Rt you can upicad & pnsviniady gansrased Backip archive hara. To retat the firmuiars 45 At inial ciate, cisk "Pardorm recat” (ol potiibia with quatids imagerh
RERE |

£ Custorn files feertificates. scrigts) many remdin on the system. To peverit this, perom & factony-
reat first

3. Click the Perform reset button in red;

4. Customized settings will be restored to default.

T

reset in VantronOS.

You can find more in 3.12.6 about backing up the current configurations before device
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CHAPTER 3 DEVICE SETUP IN VANTRONOS
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3.1

Introduction to VantronOS

VantronOS is an intelligent operating system developed by the Vantron team, featuring
independent system and function development. It is built upon the Linux system and
optimized for embedded hardware. The operating system follows a modular design and
plug-in expansion approach, utilizing the Linux kernel with a built-in firewall to ensure
secure internet connectivity for Vantron loT communication devices, protecting them from
potential attacks.

VantronOS incorporates a user-friendly Ul interface based on the MVC framework,
providing a simple and efficient setting entry for users. Additionally, it offers seamless
interfacing with various cloud management platforms, including the self-developed
BlueSphere GWM, as well as popular platforms like Azure, Alibaba Cloud, Huawei Cloud,
and RootCloud. This enables users to remotely monitor, operate, and diagnose devices
without the need for on-site technical support engineers. VantronOS facilitates the
interconnection and interaction between users and the Industrial Internet of Things,
enhancing the overall efficiency and convenience of device management.

In the following sections, make sure to save all settings and changes before exit to allow
them to take effect.
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3.2 Status

This page provides the overall information of HAP101, including stable operation duration,
number of devices connected to the device, default routing, hardware information, traffic
statistics, etc.

Ak Vartial Tunnel »

ur &a @@ m_‘_e

B Uiers Manupe >

#a Nework 3 Laiitien: lj
wan
Mo =
Y Cumomieation +
s d e —— X a
(D]
B Hardwae 3
Traffic Distribution  Aspbestion Protocots
4= ooy
L Servsces H i i3
@ Tratfic | Host © Cossections | Host
& Svstem »
T
X Loy i 10.25 KB gownices
L0148 K e

470 cronection:

o Comections _Uphead (stes Tackes)
e Sl duwws L aur
- 2 F0KB] £

Description of the numbered areas

1. Firmware version and auto refresh on/off (click to switch the mode)

2. Stable running duration of the device after establishing a network connection
3. Current working status of the Ethernet port

4. A collection of the network diagnostic tools (refer to 3.7 for details)

5. The model, serial number, and management address of the device

6. System log information

7. Kernel log information

8. Number of clients connected to the device via 2.4GHz Wi-Fi

i You will access the Wi-Fi settings upon a click of the number.
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3.3

9. Address information of clients connected to the device via Ethernet (N/A to the device)

10. Details of the network that the device is connected to

11. Default route currently used by the device

12. Traffic distribution of clients connected to the device displayed by MAC addresses

i Clicking on each MAC address in the table at the page bottom will get the detailed traffic

information of the clients.

13. Traffic of application layer protocols

Quick Start— Auto Routing

Automatic routing might be beneficial when HAP101 is running in the 2.4GHz Wi-Fi station
mode or Wi-Fi HaLow station mode. It ensures that the device maintains Internet access
when multiple links are available. It features automatic link detection, automatic route
switching, and recovery.

The default link detection and data forwarding are prioritized based on the following rule:
Ethernet > Wi-Fi (STA) > Wi-Fi HaLow (STA) > others.

The following screenshot demonstrates the network priority of the device when it has both
Ethernet and 2.4GHz Wi-Fi connections.

Tracking Status

Online - Gateway: 192.168.19.222 @

Tracking Config

Enable

Interface @
wan(eth0)

wwan0(apelil)

Enabled - @
=

@ G

ethemet  Active

wifi Standby

Track Interface log @

<2024-92-01 02:26:17>
€2024-92-01 92:26:18>
<2024-02-91 02:26:39>
<2024-82-01 02:26:39>
<2024-02-01 02:26:39>
<2024-92-01 @2:26:39>
<2024-82-01 82:26:40>
<2024-02-91 ©2:26:41>
<2024-02-01 02:26:41>
42024-02-01 02:26:42>

<2024-02-91 02:26:26>

€2024-62-01 02:26:50>
<2024-02-01 @2:27:00>
<2024-82-01 82:27:00>

30 Notify event online

3@ Notify event linkswitch
38 Notify event track stop
30 Notify event track stop
30 Notify event track_start
3@ Notify event track start
38 Notify event linkswitch
30 Notify event online

30 Notify event online

30 Notify event linkswitch

@ WIR [m(n'a@lmes Timeout Metric  Policy  Detection Destination

Gateway Multiple IP Separated by spaces

|| T | | OR v|[68:8822355510.0.1 114.114.114.114 4222 160.76.76]
v

f I JF 1F 10 ][or v|[68B82235551001 114114 1141144222 180.76.76
5

if wan dev ethd gw 192.168.19.222
gw 192.168.19.222

if wan dev eth® gw 192.168.19.222
if wwan@ dev apcli® gu 172.20.10.1
if wan dev etha gw 192.168.19.222
if wwan@ dev apclio gw 172.20.10.1

if wwan@ dev apclie gw 172.20.10.1
if wan dev ethe gw 192.168.19.222
gw 192.168.19.222

31 ping 192.168.19.128 -> 192.168.19.222 success.
31 ping 172.20.10.2 -» 223.5.5.5 success.

31 ping 152.168.19.128 -> 182,168.19.222 success.
31 ping 172.20.10.2 -> 223.5.5.5 success.

31 ping 192.168.19.128 -> 192.168.19.222 success.
31 ping 172.20.18.2 -> 172.20.1@.1 success.

31 ping 192.165.19.128 -> 192.168.19.222 success.
31 ping 172.20.10.2 -> 172.20.1@.1 success.

31 ping 192.168.19.128 -> 192.168.19.222 success.
31 ping 172.20.18.2 -> 172.20.18.1 success.
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Description of the numbered areas

1. The interface information and status of the current connection

2. Enable/Disable link detection for the device (once disabled, there will be no tracking
information)

3. Current network interfaces

4. Type of the network interfaces that the device is connected to

5. The status of the current network interfaces

6. Enable/Disable the specific interface (once disabled, this interface will be offline)

7. Select to ping the gateway of the interface or not

8. The settings for tracking the interface

9. The tacking log of the interfaces

3.4 \Virtual Tunnel

A virtual private network (VPN) lets you use the Internet to securely access your network

remotely.

You can configure the AP either as an OpenVPN server or a VPN client based on needs.

3.4.1 OpenVPN Server

This page provides virtual private network based on SSL connection and transmission,
which features simple and flexible configurations, better security, and no interference.

- smms »
A Guack Srant "

Oy P Serves

e

VI Gl
i Nenwork »
B 1sers Manage >
¥ Custorization »
B Hud >
L3 Services >
& System »
X Logoa 3

OpenVPH Server

apenvpa server s nat runt (1)
Local Tt

Ensbie
Pross
Waek mede
Bery

WAN DONS e [P
Climss Netrark

Cliexs Semiaga

Eatensics Confpaation

Ogee\VIN Client confip file

TP Sarves 1w =lle)
tun [Working in routs mode] ¥ (3)
194 ()

192168.19.225 [olh0 2) v (&)
) Sebsct vaia AN 1P ot Lagor DIINS o0 polis [¥
10800 255 285.255.0 )
%] VEN Cliems Network [P with sabeet o
voxn 10.0.0.0 255 255 255.0
e — i~

(8)
ediect-gatewiny deft typass-dhop . =

dhep-option ONS 10800
40 Setroune 10500 145,255 25910 smd dhep-option DS 10.5.0.0 base oa oot poster

[comperan

43 {11 The Exsensicen Configaranion yos woshd lilin b appessd 1o rpas Ble fox opessipo claern

(i) | Dewnicad .cven file

G T vou ave wsing 0I5 climes, phasar diwsload this oripe file s wemd i via Fannil 0 s [OF devion

© [T O

HAP 101 | User Manual

32 www.vantrontech.com




Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

Follow the steps below to build an OpenVPN server:

1. Synchronize the device time with the browser (local) time;
2. Enable the server or not after the server is built;

3. Select a protocol (TCP by default);

i~ TCP provides an ordered delivery of data from the user to server (and vice versa),
whereas UDP is not dedicated to end-to-end communications, nor does it check the
readiness of the receiver.

4. Select a working mode between tap and tun (tun by default);

i~ Tap bridges two ethernet segments at different locations, so use tap if you need to
connect to remote network (remote desktops, PLCs, controllers, etc.). If you only need
network connection, then use tun.

5. Seta port that the server is to monitor;

6. Choose the WAN port IP or DDNS or public IP that the server is to monitor;

7. Assign a virtual IP network for the clients;

8. The basic configurations sent to the clients (not applicable to the tap working mode);
9. The extension configurations sent to the clients;

10. Download the configuration file for client connection (not necessary for server setup);
11. Save & Apply the settings;

12. Status of the OpenVPN server after the setup.

OpenVPN Server

openvpn server is running—- the pid number: 23162

Advanced Setting allows you to set the authentication method, certificate authentication
options, and renew the system certificate.

Run Log displays the details after the server is set up.
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3.4.2 VPN Client

To connect HAP101 to a VPN server and use it as a client, navigate to Virtual Tunnel > VPN
Client for specific settings.

(8- |
talvmcoens Dl 1080259 154 245 Ut 2z 493 B 05 TXC 0 the pif nmmber-1501 (1)
€ Quick Sun >
User VeN Internet Server VPN TAlarmiat
Devices Client Provider Server .
++ DpaaPN Seever =z =F Y
o = : » ( )) > -
¥ = « « < < 3
Netw
i T | cesasEag iy
B e Manage H Pl Tion
A AN Pressest @) (@)
™ Costominition ] \: "
Esatied (a)
B Hardware ¥ Cenfipsrinion Tips QE:' Usn v B -
O it y | Upest e (6)  Choone ol e Troone Fie |tz e chomes | Upload :_FJ
Authesthcate Mods (8) | s conscanon ¥
& Syoem » = Cndse 25 e . 1
¥ o Update sstoemsncally, plesse st shange # masely
T &)
¥ Logout 3 ) |2
boemic @ [
Y
Pess Tutiacet detecicn. ™ v
 Suppetomi P Ep 10501 10803
Use cuntoem DS mpevms @ | B
REY Sove & Apply | Seve
@ B e

Description of the numbered areas

1. Synchronize your VPN time with the browser (local) time

2. Select a WAN protocol for the virtual line (OPENVPN & PPTP available)
3. Click to switch to the protocol

4. Check or uncheck the box to enable/disable the protocol

[i> Only when the protocol is enabled will subsequent options be displayed. The subsequent
options correspond to the type of WAN protocol selected.

5. If you select OpenVPN as the WAN protocol, you’ll have to continue with the
configuration using a .ovpn file

i~ If you select PPTP as the WAN protocol, you shall input the PPTP server IP, user name
and password as indicated.

6. Select the .ovpn file from the local directory for configuration
7. Upload the file
8. Select to use a certificate or username & password for the authentication

i> The mode will update automatically, leave it as is.
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3.5

9. Setthe MTU

10. Set the gateway metric (between 1 and 255)

li- The smaller the number, the higher the priority.

11. Disable/Enable heartbeat detection

> Select custom and enter the IP address for heartbeat detection to enable the mechanism.
12. Enter a custom DNS server

13. Save & Apply the settings

14. Status of the VPN client after the setup

User Management

User management allows you to add new users or edit the existing users to assign different
permissions to different roles.

To add a new user, click the button below the existing user information.

Users

Users Overview

ADAIN. SSH Access: Disabled

Group: users .
Date Added: Fri Anz 4 09:28.43 2023 - e

Last Entry: Fi Aug 4 0928:43 2023

¢t

H

In the new page, you can create the user and enable certain features for the user.

Add New User

2 st >

User Configumation
€ Quick Start > User Name. ’mm“‘w— @
trarnp [ 4 @
1} virtual Tunner > -
SSH Access e > @
& Network > Enable Network Mezs

Interfaces| | Wineless(WIFD)| | 4GLTE| |Routes ]7 Firewall || Anti DDos

T
B UsersManage v g

- Bt Users [ | VPN Cliet| | OpeaVPN Server| | PSEC

Ensble Extend Memus @
O & > J Info Modify| | Cuﬂnm?mgnmx m,[mgm:m(mm
Enble Services Mems
H Hardware > -
[ | Pynamic DNS|[ | RCtoPLC
O s s || Enable Hardnare Mems
[ | se21ce
& system > Enable System Mermus
[ |system| | Administation| | Mount Points| | Backup/ Flash Fimuware | |Reboot| | NBM Setting [I] Tenninal
X Logout > — =

Enable Connect Menus

B

Auto Routing.

o T e =
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Description of the numbered areas

1. Inputausername

2. Select a group for the new user

3. Enable SSH access or not for the new user

4. Expand the menus to enable specific functions for the new user

5. Save the settings before you exit

After creating the user, it will be added to the user list. The Edit and Delete buttons behind
a user allow you to enable/disable certain features for this user or delete this user.

ADMIN

Users

Users Overview

GENERAL USER

Collscting .. - Delets
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3.6 Network

Users can change the settings related to the available network interfaces in the Network

page.

3.6.1 Interfaces

All the network interfaces currently available and configurable
Network > Interfaces.

Interfaces
Interface Overview @

Uptime: 1h 40m 105
MAC-Address: 18:98:43:16:D8:68
RX: $1.25 KB (683 Pkts.)

LAN  Virtual LAN port

) TX: 17.52KB (161 Pktz)
Ely IPvd: 172181124
Uptime: 05 13m 515
gAY WAN MAC-Address: 18:9B:A5:16:D8:69
RX: 16.81 MB (90563 Plts.)
Ir TX: 12.99 MB (37892 Pkts)
= IPv4: 192.168.10.12824
T Uptime: 0h 4m 17
WWARD  Wi-Fi client MAC-Address: 42:D6:3C:09:41:31
RX: 16.80 KB (139 Pkis.)
- TX: 10 74 KB (124 Pkts )

TPv4: 172.20.10.228

are displayed under

Delete

1:000B's
1:000Bs

& peleie
1.000B/s
1:000Bs

Delete

1:0.00Bs
1:0.00B/%

Take the WAN port for example, the numbered areas are detailed as follows:

1. Interface overview

2. Interface traffic details

3. Restart the interface manually

4. Editthe interface settings

5. Delete the interface

6. Instantaneous traffic of the interface

7. Add a new interface

i~ The interfaces may differ from what is shown above as certain interfaces are related to

your prior settings and the communication modules available on the device.
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The following section illustrates on how to edit the network interfaces.

3.6.1.1 LAN

The bridged LAN port is for assigning IP addresses to clients connected to HAP101 via
2.4GHz Wi-Fi. You can modify the interface information as necessary.

e Common Configurations

Clicking on the Edit button behind the LAN port will allow you to access the configurations
of the port, and General Setup is displayed by default.

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enfer the names of several network interfaces separated by spaces. You can also use YL AN aotation
INTERFACE.VLANNR (g, ethe.1).

Common Configuration

General Setup  Advanced Settings  Physical Settings

Status 4 Device: brlan

Uptime: Oh 34m 20s

@ MAC: 18:9b:25:16:d8:69
RX: 96.03 KB (345 Pkts )
TX:25.09KB (226 Pkt )
IPv4: 172.18.1.1
Protocol | statc adress v
IPvd address @ [1721811
1P netaask: @ [ 2552552550 v

Description of the numbered areas
1. Status of the interface

2. The IP address of the port (you can modify as necessary)

3. The LAN port subnet mask

In the Advanced Settings next to the general setup:

Interfaces - LAN
Om e page : s 3 St v i e b e
Common Configuration

Genemsl Semy | Advaneed Semings  Frmes] Semegs

s pacer LAY Botmne NTERFACE, YLAWR (RR; 4TR. 1L

Ve MAC s 18PEAS 181413

Description of the numbered areas

1. MAC address cloning

2. Setthe MTU (keep the default setting)

3. Set a gateway metric (keep the default setting)

i~ Be sure to save the settings before you exit the page.
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There is a Physical Settings tab next to Advanced settings, allowing you to configure the LAN
port for network bridge.

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can alza use VL AN notation
INTERFACE.VLANNR (g.g - ethd.1)
Common Configuration

General Setup | Advanced Seftings | Physical Settings

Bridzs interfaces @
) creates & brides over specified intecface(s)
Enable §TP @ ]

(@) Easbles the Spanning Tree Protocal oa this bridge

Tateifacs |>‘ * Ethemnet Adapter: "erspan0”
[ 2! Ethcmet Adapter:"eth0" avam)
@ H 19 Software VLAN: "eth0.10° (lan)
7] Ethemet Adapter: "tund” (vpu)
W 5 Wieless Netuvork: Master "MMSLOS-AP-4131" (las)

v

_Wireless Netwerk: Master "MIM6108-AP-" (lan)

| 42 Custom Interface:

Description of the numbered areas

1. Enable/Disable the interface for network bridge

2. Enable/Disable STP protocol
3. Select the interfaces for bridge connection

i Besure to save the settings before you exit the page.
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e DHCP server

In the General Setup page of DHCP Server, DHCP could be set up with more details:

DHCP Server
General Setup | Advanced Settings
Tgnors interface [

() Dizable DHCP for this interface.

Start @ |1:|o

) Lowestleazed address ac offtet from the network address.

Limit @ |150

(i) Maximum number of leased addrezzes.

Laase ime @ |121

() Expiry time of leased addresses, minims = 2 minutes {2n).

Description of the numbered areas
1. Disable/Enable the DHCP service

[i~ If disabled, the DHCP service will not be available to the client devices connected to the
LAN port of HAP101.

2. DHCP start address
3. Maximum number of leased addresses (up to 150)

4. Expiry time of leased addresses (min. 2m)

Advanced Settings of DHCP Server:

DHCP Server

Ganeral Ssmp | Advanced Settings

Dynamic QHCP @

) Dvnzncally allocet DHCP addresses for clisnts, If dissbled, anly clisats having stanic leases will be sarved
o)

@ Force DHCP on this network even if anothar server is detaéted
IPyd-Nemask @ |

) Override the natmask sent to clients. Normally it i calculared from the subnet that is served
DHCP-Options @ |

@ Define additional DHCP options, for example "6,192.188.2.1,192. 168, 2. 2" which advertises different DNS
zarvers to clients.

Description of the numbered areas

1. Enable/Disable allocation of DHCP addresses for client devices
2. Force enablement of DHCP service (to bypass other servers)

3. Override the netmask sent to clients

i> Normally it is based on the subnet that is served.

4. Add different DNS servers for client devices

i~ Be sure to save the settings before you exit the page. Clicking on Back or Refresh will get
you back to the general information of the network interface.
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3.6.1.2 WAN

o General DHCP settings

Clicking on the Edit button behind the WAN port will allow you to access the configurations
of the WAN port, and General Setup is displayed by default.

Interfaces - WAN

On this page you can configure the network: interfaces. You can bridge several interfaces by ticking the "bridge interfaces” feld and enter the names of several network interfaces separated by spaces. You can also use YL AN notation

INTERFACE.VLANNR (g2 eth.1)
Common Configuration
General Setup  Advanced Seftings  Physical Settings  Firewall Settings

Status 2 Device: eth0)
Uptime: Oh 37m 595
@ MAC: 18:0b:25:16:48:69
RX: 13.18 MB (66502 Pkts )
TX: 11.85 ME (20020 Pkts.)
IPv4: 19216819128

Protocal @ ‘ DHCP client .

Hostname to send when requesting DHCP @

VantronGS-D869

Description of the numbered areas

1. Status of the WAN port

2. Select a WAN protocol (DHCP client by default)

3. Input a hostname of HAP101 for requesting DHCP

i~ Be sure to save the settings before you exit the page.
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o Advanced DHCP settings

Interfaces - WAN

O this page v g Vo cam brids interfagen by ficking e idge mnerdioer” Beld and separated by spaces. You can alse we YLAN noation THTERFACE, VLA (18- £ere. 1)
Common Configuration
Cenenal Sotmp | Advanced Settings | Prawical Settings | Froewall Semings

r
Birieg um o b \_D
Fuce link @
™ et oo prsperiesregasdless f he ik camer (1 et camer e e d st s Botplug bandlers)
=
Uie Sefiech gy (S |
O axbeched oo defiult vule  tiedipand
s D8 e b @)
@ Huinshecked i advemioed IONE server adiresses e gmored
Tae mreay meri "‘:-‘J 0
-
Croveride MAC addsens '\:.I |1s_gﬂ_,.s,-,~, 114
Ovunde MU D [

Z e

Description of the numbered areas
1. Check the box to bring up the port upon device boot

2. Force link (once the box is checked, hotplug handlers will not be invoked after a link
change)

3. Enable Use default gateway

4. Enable Use DNS server advertised by peer

[~ If this option is disabled, you will need to define a DNS server.
5. Set a gateway metric

6. MAC address cloning

7. Setthe MTU

i Be sure to save the settings before you exit the page.
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There is a Physical Settings tab next to Advanced settings, allowing you to configure the

WAN port for network bridge.

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use JAN aotation

INTERFACE.VLANNR (E_ 2 etha.1).
Common Configuration

General Sefup  Advanced Seftings | Physical Settings  Firewall Settings

Bridge iterfaces @
@ creates a brides over specified imerface(s)
Enatte ST @

(@) Enables the Spanning Tree Protocol on this bridge

Tatertace \_| .* Ethernet Adapter: "erspant”
7 Ethernet Adapter: "eth0” (uza)
u 7 Software VLAN: "eth0.10" (lag)
@ u | Ethernet Adapter: "tun0” (vps)
||| . wiretess Network: Master "MMS6108-AP-4131" (1an)

| # Wireless Network: Master "MM6108-AP-" (lag)

|| i Custom tatectace:

Description of the numbered areas

1. Enable/Disable the interface for network bridge
2. Enable/Disable STP protocol

3. Select the interfaces for bridge connection

i Be sure to save the settings before you exit the page.

Under the Firewall Settings tab, you can choose the firewall zone to assign to this interface.
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e General Static protocol settings

To activate the static address protocol, select Static address from the protocol drop-down
list under the General Setup tab of the WAN port and click Switch protocol.

Interfaces - WAN

On this page vou can configure the network interfaces. You can bridge several interfaces by ticking the "bridge iaterfaces” feld and enter the sames of several network interfaces separated by spaces. You can also use JLAN notation
INTERFACE . VLANNR (g,g;: £th. 1).
Common Configuration

Genersl Setup

Statos 4 Device: eth0
Uptime: 0h 40m 15
MAC: 18:9b:25:16:d8:69
RX: 13.46 MB (68024 Pkts)
TX: 12.40 MB (20749 Pits)
TPv4: 192.163.19.128

Protocol | [ static address v]

Really switch protocol? Switch protocol

Upon a click of Switch protocol, you’ll need to input the IPv4 address, subnet mask, IPv4
gateway, and the IPv4 broadcast.

Common Configuration

General Setup  Advanced Settings | Physical Settings  Firewall Settings

Slag . Device: et
Uptime: Oh 43m 225
MAC: 13:9b:25.16.45:69
RX: 13.93 MB (70693 Pkts )
X MB (21976 Phts )
IPv4: 192.168.19.128

Protocol @ [ Static adress v
[Pvt address @ [192.168.19 10

i Ep— @ [ 256.2863550 v

[P gateway @ [192.168 15 222

IPv4 broadcast ‘

Use custom DNS servers @ [192168.19.28
DNS Rebinding

Rebind protection @ il

(@) Refused to parse private address packets

DHCP Server

General Setup

Tzaore interface @

(@ Disable DHCP for this interface.

Description of the numbered areas

1. Current protocol

2. Input an IPv4 address

3. Input an IPv4 netmask

4. Input the IPv4 gateway

5. Set a custom DNS server (can be provided by the carrier or self-defined)

6. DNS re-binding protection (if enabled, parsing of private IP data will be refused)

7. Disable/Enable the DHCP service (keep the default settings)
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[i~ Leave the field as is if not applicable.
[i~ When static address protocol is selected, DHCP server will be automatically disabled.
[i~ The advanced settings for static protocol are basically same as those for DHCP protocol.
[i~ Be sure to save the settings before you exit the page.

Other available WAN protocols include PPPoE and relay bridge. The settings are dependent
on the specific protocols.

There is a Physical Settings tab next to Advanced settings, allowing you to configure the
WAN port for network bridge.

Interfaces - WAN
INTERFACE . VLANNR (g g - etha.1).

Coemmen Configuration

General Setup  Advanced Settings | Physieal Settings | Firewall Seftings

— @
(@) creates a bridge over specified interface(s)
Enable STP. @

(& Enables the Spanning Tree Protocol on this bridge
Interface

7| *! Ethernet Adapter: "erspan0®
L2 Ethernet Adapter: "eth0” (zn)
1% Software VLAN: "eth0 10" (fam)

@ u A Ethemet Adapter: "run0” (xpa)

| ¥ Wireless Network: Master "MM6108-AP-4131" (lan)
| # _Wireless Network: Master "MM&108-AP-" (lan)

* Custom Interface:

Description of the numbered areas

1. Enable/Disable the interface for network bridge

2. Enable/Disable STP protocol
3. Select the interfaces for bridge connection

There is a Firewall Settings tab next to the Physical settings tab, allowing you to create or
designate a firewall zone.

Interfaces - WAN

i ek page v ess, coergmure the merwerk imerfaces Vou can

oy ticking e “hrieipe interdhors” field and enter the mames of severl newosk imirsiases sepaied by ypaces Yom cer sies e VLA novsicn DTERFACE, VLANR (g, £thd. 1}
Common Configuration

Geeenl Sy Advanced Semmgn Phynioal Serings Firewall Serings
Comate | Assiyn fiserall zone

T e
Ypu: fenpn)
@ wme el | owant @ et fwansi

srphc e o crea:

@ Cioown the fuwwall e
defime 1 new 2on,

£t aseign o s anbes . Sebecd sl Lo remire L sterface lrom the exmcriated sous or ll ot the crvaste S
merriace 0

When ‘unspecify or create’ is selected, you can remove the interface from the associated
firewall zone or create a new zone.
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3.6.2 Wireless (WIFI)

You can switch the device between AP and client modes for the 2.4GHz Wi-Fi connection.

3.6.2.1 Wi-Fi— AP Mode

8 i 3 WIFI Settings
Teable Disabled WINT (_) Enatie -
O Quick: S ] WEFL Mode | v
b Virnual Tonnel 3 Mode: » MO AR 4151
RSSID: (73 Pk
Channel; = 21
B Uscos Mamage ]

Blarace:
S5I
& Netverk Bl ...
Teteefacen P

= Advance Seftings

Aapty s
A

Associated Stations

) s ®
Diagncsscy CPIL-CILOND STHR 00 e prdl A B rd

Description of the numbered areas

1. Enable/Disable the Wi-Fi module

2. Select the Wi-Fi mode (AP for demonstration)

3. APinformation

4. Modify the SSID for the AP

[i~ The ID name shall not contain special characters including S, , \.

5. Select an encryption protocol

6. Assign a Wi-Fi password (no less than 8 characters)

7. Advanced Wi-Fi settings, including country code, frequency band, and channel
8. Click Apply to allow the modifications to take effect

9. List of currently connected devices
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3.6.2.2 Wi-Fi - Client Mode

When HAP101 is set as a client on a wireless network, you can further configure the device
here.

i Awwan0 port will be added (as shown in the Interface page) when the Wi-Fi client mode
is enabled.

Before switching HAP101 to Wi-Fi client mode, please connect the host computer and
HAP101 to the same router/switch, and use the WAN port IP to log in VantronOS for
HAP101.

WIFI Settings

; w
EnableDisabled WIFL @ Enable 7
WIFI Mode @ Client v

Mode: STA SSID: Vantron
= Lucine a
K @
FVISE-HW @

= Vantron-md-testing

| Scan wifi @

Description of the numbered areas
1. Enable/Disable the Wi-Fi module

2. Select the Wi-Fi mode (Client for demonstration)
3. Click the target access point and input the password for connection
4. Click the Scan wifi button to refresh the Wi-Fi list if the target SSID is not identified

When the AP is successfully connected as a client, the network information will be
displayed above the SSID list.

Mode: STA SSID: Tuce
BSSID: EA:E0:64:27.FA:B6 Encryption: pal2
Channel: 6(2.437 GHz) TxPower: 20 dBam
Signal: 42 dBm. Noise: 95 dBm.
Bitrate: 300 Mbit's Country: Us
Connected: Oh 1m s IPaddr: 17220102
= Lucine & Advance Settings
FVTSE-HW @
TVIsc o
 OxESB3SBESAF9SEABSAD &

You can further configure the device MAC and IP protocol by clicking the Advanced
Settings option after the SSID.
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3.6.3 Wi-Fi HaLow

Refer to 2.4 for the Wi-Fi HaLow settings for both AP and station modes.

3.6.4 Static Routes

This is an advanced function allowing you to specify interface rules for route access.

Click Add to set up a new static route.

Routes

Routes specify over which interface and gateway a certain host or netiwork can be reacked.

Static IPv4 Routes

Interface—  Target

IEy4-Gateway Metric MTU Route type
Host IP or Network @ @
~|[192182.00116 255 25,255 255 [192188.8.222 [o [1500 [ unicast v| | Delew

Description of the numbered areas

1. Select an interface to configure the route
2. Inputthe host IP address of the destination
3. Input the subnet mask of the destination (255.255.255.255 by default)
4. Input the IPv4 gateway address as the exit interface/next hop
5. Gateway metric (The smaller the number, the higher the priority)
6. Setthe MTU
7. Select a route type (refer to the details next page)
[i~ Besure to save the settings before you exit the page.
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Description of the route type:

Type Description

The route entry describes real paths to the destinations covered by

Unicast .
the route prefix.
Local The destinations are assigned to this host. The packets are looped
oca
back and delivered locally.
The destinations are broadcast addresses. The packets are sent as link
Broadcast
broadcasts.
. IP datagrams are sent to a group of interested receivers in a single
Multicast

transmission. It is not present in normal routing tables.
The destinations are unreachable. Packets are discarded and the ICMP
Unreachable | message of host unreachable is generated. The local senders will
receive an EHOSTUNREACH error.
The destinations are unreachable. Packets are discarded and the ICMP
Prohibit message of communication administratively prohibited is generated.
The local senders will receive an EACCES error.
Blackhole The destinations are unreachable. Packets are discarded silently. The
local senders will receive an EINVAL error.
The destinations are any cast addresses assigned to this host. They are
Anycast mainly equivalent to local with one difference that such addresses are
invalid when used as the source address of any packet.
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3.6.5 Firewall

e General Settings

The following is a summary of the configuration items that the firewall can define. The
minimum firewall configurations usually contain a basic setting item, at least two zones
(LAN and WAN) and a forwarding to allow packets to be forwarded from LAN to WAN.

General Settings define the global settings that do not depend on a specific area. The
following options can be defined:

Mandatory
Name Type or not Default value Description
. INPUT chain default strategy
Input String N ACCEPT (ACCEPT, REJECT, DROP)
. OUTPUT chain default strategy
Output String N ACCEPT (ACCEPT, REJECT, DROP)
Forward String N REJECT FORWARD chain default strategy

(ACCEPT, REJECT, DROP)
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A zone section groups multiple interfaces and serves as a source or destination for
forwardings, rules and redirects. Masquerading (NAT) of outgoing traffic is controlled on a

per-zone basis.

‘ Ceneral Settings H Part Forwards thaaz Rales H Custom Rules

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow:

General Settings

Input

e

a S = Outpat | accept

efwol
g Forward | o

Zones

3

y@ Zom:rnm@mgs Input Output

lan L L@ = fwan |acceu( - ‘alx:epl v | accepl ¥
o wan e potg T | 42750 fvan 37 | = TRETECT | e ‘ wocel | et v

Description of the numbered areas

1. Zone names

2. Zone forwarding model description

3. Default policy (ACCEPT, REJECT, DROP) for incoming zone traffic
4. Default policy (ACCEPT, REJECT, DROP) for outgoing zone traffic
5. Default policy (ACCEPT, REJECT, DROP) for forwarded zone traffic
6. Masquerading (NAT)

7. MSS clamping

8. Zone editing

A click of the Edit button following each zone will direct you to the

:\hsq:d.ing )BS@npmg @
B -
m Delete

detailed zone setting

page where general settings, advanced settings and forwarding rules are available.
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e Port Forwards

The forwarding controls the traffic between zones and may enable MSS clamping for
specific directions. Only one direction is covered by a forwarding rule. To allow bidirectional
traffic flows between two zones, two forwarding setups are required with the dest ports
reversed.

Example of port forwarding (To forward port 3222 of the WAN port to port 22 of the LAN
host 172.18.1.174):

General Settings ‘ ‘ Port Forwards

Filter Rules ‘ | Custom Rules

Firewall - Port Forwards

Pert forvarding allovs remete camputers on the Internet to connset to 2 specific sompater or servics within the private LAY,

Port Forwards.
Name Match Formard to Enable
i iRt helre
New port forward
Name Protocol External External port Internal Internal IP addresz Internal port @
20me 20ne 2
0) ® ® ® ® @
|3222tﬂ | TCP+UDP v ‘ wan V¥ |3222 | Ian v | 172.18.1.174 (WIM-20210305RYJ la v |22 m

Description of the numbered areas

1. Rule name

2. Forward protocol (TCP/UDP/TCP + UDP are supported)
3. External zone: WAN

4. External port: 3222

5. Internal zone: LAN

6. LAN host: 172.18.1.174

7. Port number of the target host in the internal zone: 22

8. Add the rule to allow it take effect

e Custom Rules

Custom rules allow you to execute arbitrary iptables commands which are not otherwise
covered by the firewall framework. The commands are executed after each firewall restart,
right after the default rule settings have been loaded.

Black: And White List || Port Forwards | Custom Rales

Firewall - Custom Rules

Custom rules allow you to execute arbitrary iptables commands which are not otherwize covered by the firewall framework. The commands are executed after each firewall restart, right after the default ruleset has been loaded.

# This file it interpretsg as shell script.
# Put your custom iptables rules here, they will
# be executed with each firewall {re-jstart.

# Internal uci firewall chains are flushed and recreated on reload, so

# put custom rules into the root chains e.g. INPUT or FORWARD or into the
# special user chains, e.g. input_wan rule or postrouting lan_rule.

P

# 2022-03-88 Fix restart Firewall will clesr ddos mangle rules
/sbin/hotplug-call firewall restart
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3.7 Diagnostics

Tools available in Diagnostics are explained below:

Tool Description
Pin To test the connectivity and measure the response time between the
- AP and external IP addresses on the internet
To access information about the path that network traffic follows,
Traceroute . . .
including the number of hops and the response time of each hop
To query the Domain Name System (DNS) to obtain information
Nslookup query ¥ ( )

about domain names, IP addresses, and DNS records

3.8 VTShark

The VTShark feature provides a flexible way to follow up and verify network issues. You can
use a network traffic tool (e.g., Wireshark) to open and check the packets captured.

Start network capture

Tnterface @ semnr]s,packﬁ:@ Filter @ Actions @

£ Quick Start > [omy v |30 ‘ seconds v | |fiter start capture

=
= Status ¥

1F Virtual Tonnel >

B Users Manage >

Description of the numbered areas
1. Theinterface from which the packets are captured (all interfaces are selected by default)

2. The measurement by which the data packets are captured (by seconds or by packet
counts as explained below)

3. The filter for capturing the designated packets (more details are available at
https://www.tcpdump.org/manpages/pcap-filter.7.html for advanced filtering)

4. Start the data capturing
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Packets capture by seconds and by packet counts:
Measurement Description

To specify a time duration for data capturing.

For instance, you can input ‘10/20/30...” for the data capturing, which
indicates that the capture will stop in 10/20/30 seconds.

Seconds
The system supports up to 500,000 packets for the time-based data
capturing. The capture stops after reaching this limit, even if it has not
reached the preset time duration.
To specify the count of packets for data capturing.
For instance, you can input ‘100/200/500..." for the data capturing,
which indicates that the capture will stop when 100/200/500 packets
Packets have been captured.

The system supports up to 10 minutes (600 seconds) for the packet-
based data capturing. The capture stops after reaching this limit, even
if it has not reached the preset packet counts.

In the following scenario, the capture targets at all interfaces for the http packets from ‘tcp
port 80’ for 30 seconds.

Start network capture

Interface seconds, packets Filter Actions
any w130 seconds ¥ | |tcp port 80 Start capture
Thu Feb 1 09:05:27 UTC 2024 —-- vishark start to capture...
Thu Feb 1 09:@85:27 UTC 2024 --- ifname: any
Thu Feb 1 @9:@5:27 UTC 2024 --- timeout : 3@ seconds
Thu Feb 1 @9:85:27 UTC 2024 --- packages : 500000
Thu-Feb 1 @9:85:27 UTC 2024 --- filter : tep port 8@

tcpdump: listening on any, link-type LIMUX SLL (Linux cooked vl), capture size 262144 bytes
144 packets captured

149 packets received by filter

@ packets dropped by kernel

Thu Feb 1 @9:85:57 UTC 2024 --- vtshark capture finished...

Result

tshark sesultpoay | Delete
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Clicking the result will download it to the local directory and you can open it with a network
traffic tool (e.g., Wireshark).

() B E mE i

=
:

™ source Destination Protocol. Length info
192,168,827 102.168.9.214 Ter 5880 - 56048 [ACK] S
| 19730808234 192,188.9.47 e BB [T0P ACKAA URBiN SReRt] SEME ~ G TAGK] SHG=1 AH=2'MIN-581 Lar-d THVA1-JBSY524721 TSeci=251046203 —_—

Sodman izioer 192:100,9.234 TCR 137 60 - SGaAD [N, ACK] Seq=E ACK=4AD WLI=TaD Lar=09 TOVAL=2TIITAL) Toecr=23593346ST, [1CR Segreni of & reassemoisd POV
TO.a6e 192.108.9.07 152.108.9.214 TCP 509 B9 ~ SGU4B. [PSH, ACK] Seqr1 ACksAs8 W 547815 TSeEr=2asdssist (TCP SHRETN O A TEATSHDLEd POU]
oA 1021089200 192.166.9.47 ch 6 50348 B0 (ACK] Seq=448 Ack=00 Nin=5e1 Lun-d TSua1=2850835158 Tecr=201047814 =
4 veemm mpasear 192.168.9.210 NITP/3. T3 KTTR/A2 260 OK . JavassrIpt Oject Nokasson (spplicationjsen)
o 192,168,020 192.188,8.17 o 68 55945 - B0 (AGK] $eqe448 ACKSBUT WINSSEY Lened ToYAL-2SSOBIEIG2 Toeor2BIONTIIO ==
Himsme  wimea 192.158.8.214 o ©5 [TCR Keep-Alive] 85 - 56948 [ACK] Seq=505 AcK=415 Win=785 Len-D TSval-25194aR20 Toecr=7530535152
121426438 192.168.0.214 192 188.9.17 Tep 60 [1CP Xeep-Alive ACK] 56948 . 89 [ACK] Seq=418 Ack 550538163 TSecr=251047819 pr—
1248083 02.08.9.47 192.168.9.218 e 58 [TCP Kowg:ALiva] 50~ 56344 [ACK] Soq=60% Ack=+4¢
102.168.9.214 192.168.9.17 Tew 8/ [TCP Keup-Alive ACK] 56948 — B8 [ACK] Sens4ds Acks —
} ———— 192:150.9.17 WITS 538 GET /cguigstemysaomanmatuora vishare. chec_stat
16 3.257321 102.168.9.17 192.166.9.214 L 68 B9 - 56943 [ACK] S 796 Len-@ TEval-2510950651 TSecr-2559537094 'l
Taene s 152.155.9.214 TP 43700 - 55948 (PSH, ACK] Seqe357 Ack=BO5 Win=795 Len=33 TSvalsZSI95081T TSecr=2559S37S84 [TCP sequent of & reasseneled PII]
o (4120 Wita), 515 Bytes (4126 bits) = B 2 =t
59 ge 1 oo 1o o 20 01 40 e
Sro: 102.165.0.214, Dst: 103.166.9.1 e
Src Port: 55548, st Porti 60, Sem: 4, Ack: 2, Lens 447 entyacm innates
1633 HTT
[ % 1
R Packts e Dreptapec TR 190.0m) Prtie: et
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3.9 Customization

Customization provides features to allow users to customize the device or system.

3.9.1 Custom Program

Custom program allows users to upload scripts or programs (sh/bin) to the device and run
them at the device startup.

2 Stams >

'Add custom programs support binish. -
€ Quick Start > Enable for boot File name

@ fete bootscript vtehark vestlt peap

b Virtval Tumnel >

Upload File
e Network > &

Action View Iwgs@

Custom Program

B Users Manage > Action

Success! file: vishark result peap: save to: letc/bootscript
¥ Customization v @

! Custom Program

oo IPK installer

Description of the numbered areas

1.
2.

Select a script to upload

Upload the script to HAP101

Add time Size

202308-22 02:19:40 836K

[ Cnoose File | No file chosen @ Upload

ENEN - b
[eee] ®

© E B

When the script is uploaded successfully, the file name and file directory will be

displayed here

Enable the script, and it will run automatically next time when the device starts up

If more than one script is uploaded, you can move any of them up or down to rearrange
the script order, and edit/delete the script

Check the script log

Save & Apply the settings

HAP 101 | User Manual

56

www.vantrontech.com




Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

3.9.2 IPK Installer
With IPK Installer, customers can install self-compiled IPK packages to HAP101. Vantron
industrial protocol packages are also uploaded from here.
Upload
Upload file o "/usr/ipk_upload”
Choose local file: Choogli No file chasen Upload @
Download
Download file
Pat on Route: [ Download  (5)
Upload file list
No packages removed Installing ple_protocol (3.11.1-168) toroot_ Configuring pic._protocol. install success @
File name Modify time Attributes Size Remove Install Stat
plc_profocol-R102 PKR-3.11.1-168_20230118.ipk 2023-08-2202:29:42 TW-I-I-- 3.1MB Remove Install Installed
®
Description of the numbered areas
1. Selectan .ipk file from the local directory
2. Click Upload to upload the file to the device
3. You can delete or install the file after the .ipk file is uploaded
4. Install the file and wait a moment, there will be a prompt for the installation status
5. You can also input a file path on the device to download the specific file
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3.9.3 Manufacturer Info Customization

Once you need to customize the manufacturer information shown in the GUI, navigate to

Customization > Manufacturer Info Modify, and select OEM from the OEM Mode drop-

down list.

Manufacturer Info Modify

Customize the Device Manufacturer Information

OEM Mode @ ‘ OEM v

Matufacturer Info Example @ Download example tarball

Upload Banner/Welcom OS Name/Logos/Copyright Title Files Choose local file: Choose File | No file chosen | Upload @

File saved to " tmpoem bammer prg” type-regular @ @

File name Enable  Type Add time Size

/mnt'USER, SPACE cem bamer prg [] ‘ el T | 20230822 03:1229 29K Delste

o BT ER

Description of the numbered areas

1.

Select the OEM mode

Download the illustrative .tar file to the local directory

Select the target file from the local directory

Upload the file to HAP101

The path of the file on the device will be displayed here

Choose to enable the file or not for next startup

Select the type of the file

Save & Apply the settings

The three modes that customers can choose from the drop-down list based on needs are

explained as follows.

Mode

Vantron

Standard

OEM

Description

All the information displayed in VantronOS will be Vantron-related

Some of the information displayed in VantronOS will be “Gateway” by
default, and some information like the copyright will be left blank.

All the information displayed will be user tailored

HAP 101 | User Manual

58 www.vantrontech.com




Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

3.9.4 UDMP Agent

Vantron BlueSphere Gateway Management Platform ("GWM") is a cloud-based
management portal that empowers organizations to seamlessly provision, monitor, and
manage Vantron loT communication devices, including gateways, routers, and DTUs. By
leveraging BlueSphere GWM, organizations can streamline device setup, ensure real-time
visibility into device performance, and effortlessly control device configurations. This
contributes to enhanced operational efficiency and improved decision-making.

Before you can use BlueSphere GWM for remote management of Vantron loT devices,
please make sure the following prerequisites are met:

e  You have obtained a license for log in to BlueSphere GWM

e The UDMP agent is installed on the device for remote management
e The UDMP agent is “enabled”

e  The serial number of the device is added to BlueSphere GWM

You can modify the settings of the UDMP agent here.

o , | UDMP Agent Configure
T son

Agent s remming.— the pid mersher: 4142 (1)
O Quick Siant » -

Bumng Viewisps (5
b Vinaal Tusnel » Ensble Deatie ((2) | enable v

Serv Ao &) [aws -
B e > =

\.7\I

Description of the numbered areas
1. Status of the UDMP Agent

2. Enable/Disable the Agent

3. Select the cloud server

4. Save & Apply the settings

5. View the connection log
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3.10 Hardware

3.10.1 Ser2TCP

Serial to TCP provides an easy way to convert local serial data into Ethernet data and
enables two-way communication with remote devices. Each conversion rule can be
independently configured to server-side or client-side mode. You can also add, edit or
delete a conversion rule on this page.

Ser2TCP
Aol that cusvens senal to TCF
Device LEnalrle Disabk Eaud Rate
The speed e device post should sperme
ety Do Disable | 115200 - “ Deiete
—— Disatio v | s . “ onie

Serial list and details

Serial dev Bawd Rate Stams Called by PID Program namr
devmytd 57600 using 441 vhin aalefient
devmySi 5600 idle el oull

dee s well idle el i

e

3.10.2 Ser2net Environment Setup and Verification

e Prerequisites
° An HAP101

A Linux host computer (Ubuntu for demonstration here)
° A USBto TTL serial adapter

DuPont cables

Connect the serial port of HAP101 to the host computer as follows (refer to 1.5
for the wiring)
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e Client mode
(1) Settings on VantronOS web interface

Ser2TCP

A tool that converts serial to TCP

Device Enable/Disable Baud Rate
Tha spead the devics port should operste at.

devittyDemo | Disable v|| 115200 ": et
devityUSBO | Disable v'| 115200 L4 Dele
devittyUSB1 | Disable = | 9600 4| Detate

l Enable @ £ 3 l 115200 @ v

Bo

Serial list and details

Baud Rate Status Called by PID Program name
115200 uging 362 /ehin/ackfirst
9600 using 26413 null
null idle oull oull
9600 using 26413 muall
(devitty 9600 using 26415 mill
/dev/tyUSB2 9600 using 26413 aull

T £

Description of the numbered areas

1. Click Add to add a conversion rule

2. Select Enable from the drop-down

3. Set the Baud rate of the serial port (115200)
4. Save the settings

5. Click Edit after the rule to access the advanced settings page
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Advanced Setting

Enable/Disable | Enable v
Work mode ‘ Work as client ™
Server and port [192.168.93 1-6088

(@ Ez 177665678
i ‘ IdevittyS1 v
Baud Rate | 15200

@ Tho spoiat i divi port il opeiaia at
Timeout ‘20

@ Seconds
Data Bits [ sois ~
Parity ‘ None ~
Stop Bits [1 v

Description of the numbered areas

1. Enable therule

2. Select the Work as client mode

@O0 ® @0 ®e6

e )

3. Input the server address and port number (Ubuntu host shall be the server, and port

number is user-defined)

4. Select the serial device from the drop-down list (software node of the serial port is

/dev/ttyS1 as described in 1.5)

5. Select 115200 as the baud rate (the default value will be the one selected when setting

up the rule)
6. Seta timeout value
7. Select “8 bits” for the data bit
8. Select “None” for parity
9. Select “1” as the stop bit

|li- Be sure to save above settings before you exit.

(2) The Ser2net process is running as follows:

uart2net -c -d 192.168.93.1 -p 8888 -t /dev/ttyS1 -b 115200 -a 8 -r none -s 1 -0 20
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(3) Settings on the Ubuntu host

° Use a serial communication program (e.g. microcom) to access the serial port in

terminal A (assume that the device name for the USB to TTL serial adapter is
identified as /dev/ttyUSB1)
sudo microcom -p /dev/ttyUSB1 -s 115200

Monitor the designated port (8888 as assigned in prior steps)

tcpudp_test tcp server:tcpudp_test -p 8888

Input data in terminal A and open another terminal (B) to receive the data (the
topology is as follows)

Connected via the serial cable(s)
Serial port (Terminal A) R3485

send datal datal

R TR P R =

Sernal port

Ubuntu host HAP 101

P2 192.168.931 IP: 192.165.19.128

PRt e o e sl

Server (Terminal B)

192.168.93.1: 8888 datat Client

receive datai
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e Server mode
(1) Settings on VantronOS web interface

Ser2TCP

A tool that converts serial to TCP

Device Enable/Disable Baud Rate
Tha spead the devics port should operste at.

devittyDemo | Disable v|| 115200 ": et
devityUSBO | Disable v'| 115200 L4 Dele
devittyUSB1 | Disable = | 9600 4| Detate

l Enable @ £ 3 l 115200 @ v

Bo

Serial list and details

Baud Rate Status Called by PID Program name
115200 uging 362 /ehin/ackfirst
9600 using 26413 null
null idle oull oull
9600 using 26413 muall
(devitty 9600 using 26415 mill
/dev/tyUSB2 9600 using 26413 aull

T £

Description of the numbered areas

1. Click Add to add a conversion rule

2. Select Enable from the drop-down

3. Set the Baud rate of the serial port (115200)
4. Save the settings

5. Click Edit after the rule to access the advanced settings page
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Advanced Setting

EnableDisable ‘ Enable v
Work mode ‘ Work as server i
Part ‘ 10

=] 065535
Protocol ‘ Telnst .
Desice IdevittyS0 s
Baud Rate [ 115200 v

(&) The speed the device port should operate at
Timeout ‘ 0

@ Seconds
Data Bits [ 8bits v
Parity ‘ None

Stop Bits ‘ 1

Description of the numbered areas
1. Enable the rule
2. Select the Work as server mode

3. Input the port number (user-defined)

O © @o® ©®EOG

X =

4. Selecta protocol from the drop-down (Telnet for instance, see 3.10.3 for the difference

between the protocols)

5. Select the serial device from the drop-down (software node of the serial port is

/dev/ttyS1 as described in 1.5)

6. Select 115200 as the baud rate (the default value will be the one selected when setting

up the rule)
7. Setatimeout value
8. Select “8 bits” for the data bit
9. Select “None” for parity
10. Select “1” as the stop bit

[i> Be sure to save above settings before you exit.

(2) The Ser2net process is running as follows:

Jusr/sbin/ser2net -n -c /tmp/ser2net.conf
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(3) Settings on the Ubuntu host

°  Use a serial communication program (e.g., microcom) to access the serial port in

terminal A (assume that the device name for the USB to TTL serial adapter is
identified as /dev/ttyUSB1)
sudo microcom -p /dev/ttyUSB1 -s 115200

Monitor the designated port (10 as assigned in prior steps) in terminal B using
Telnet protocol

telnet 192.168.19.128 10

Terminals A and B can send and receive data in both directions (the topology is as
follows)

Connected via the serial cable(s)
Serial port (Terminal A)

zend datai datat RE5435

g P P =

receive data2 R T S B el por

=%
g
i
)

B

HAP 101
IF: 192.168.19.128

Ubuntu host

1P 192.163.93.1

ot
Client {Terminal B) datad
telnet 192.168.19.128 10 [€-----m---emmsmsmmmncccanan oo Server
senddataz  [TTTTTTTTTTTTTITITTToTTrTTes o 192 168.19.125:10

receive datal

3.10.3 Protocol comparison

Under the server mode, two protocols are available which are differentiated as below:

1) Raw: enables the port and transfers all data as-is between the port and the long
integer.

2) Telnet: enables the port and runs the telnet protocol on the port to set up telnet
parameters.
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3.11 Services

Dynamic DNS is a technology in domain name system (DNS) that automatically updates the
content of Name Server, often in real time, with the active DDNS configuration of its
configured hostnames, addresses or other information.

Input a name of the subdomain or root domain and click Add button, and you will be
directed to the setup page of the dynamic DNS. Then you can edit the service as needed.

Dynamic DNS
Overview

Lookup Hostname Enabled Last Update Process ID

N:
My Registered TP Next Update Start / Stop

This section contans no values yet

3.12 System

3.12.1 System

Apart from the device settings you might make in the previous sections, here you can

configure the device in more details, including the host name, time zone, administrative
password and so on.

System
Hare vou can configure the basic aspacts of your davice ke its hostuams or the imezone.
System Properties

Ceneral Settings | Logzing | Languazeand Style

e s [ ©
Hostname VantrenOS-B4A7 @
Timezone urc ¥ ®

Time Synchronization
Enable NTP client
Provide NTP server

NTP server candidates

L syvtem

Description of the numbered areas

1. Synchronize the device time with the browser (local) time
2. Change the name of the host
3. Select atime zone
4. Enable/Disable NTP online time adjustment
5. Start the NTP server (the AP is used as the NTP server)
6. NTP online time server
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For log-related settings, click the Logging tab next to the General settings tab.

System
Here vou can confipure the basic aspects of your device hike its hosname or the timezone.

System Properties

General Settings Logging  Language and Style

Syt Iog bt s |64
%] kB
Extemal zystem log server 0.0.0.0
External syztem log server port 514
External syztem log server protocsl | UDP |

Wirite system log to file Amp/system.log

Conzole log output level | Error w

Cron Log Level | Warning v

QPO®OLG ©®

Description of the numbered areas

1. Buffer size of the system log

2. Address of the log server

3. Port of the log server

4. Protocol used by the log server
5. Path of the file for the system log
6. Output level of the console log

7. Cronlog level

For language settings, please refer to 2.6.
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3.12.2 Netlink Bandwidth Monitor (NBM) Setting

e General Settings

Netlink Bandwidth Monitor - Configuration

The Netlink Bandwidth Moniter (nlbwmon) 1s a lightweight, efficient traffic accounting program keepins track of bandwidth usage per hest and protecal.

Ceneral Settings  Advanced Settings  Protocs] Mapping

Mecounting penod @ | Day of month hd

{@ Choose "Day of mouth” to restart the accounting pericd monthly on a specific date, e.g. every Jrd. Choose
“Fied interval to restart the accounting period sxaetly svery N days, haginning 3t 2 given date.

TDhie data @ | 1 - Restart every 1st of month 4

(@ Day of month to restart the accounting peried. Use negative valuss to count towards the end of month, ez "-5"
to specify the 2Tth of July or the 24th of Februrary.

Local interfaces @ T
|7 PRt

| g

@ Only conmtrack streams from or to any of these networks are counted.

Local subnsts @ 192.168.0.0416 =

172.16.0.012 x

10.0.0.08

(@ Only conntrack streams from or to any of these submets are counted.

Description of the numbered areas

1. Set how long you would like the monitoring activities to be reported

2. Specify a date in a month for restarting another round of monitoring activities
li> Applicable when Day of month is selected in 1.

3. Select the interfaces to monitor

4. Local subnets
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Under the Advanced Settings tab, you can further set up the monitoring activities.

Netlink Bandwidth Monitor - Configuration

The Netlink Bandwidth Monitor (slbwmen) is a lightweight, efficient traffic aceounting program keeping track of bandwidth usage per host and protocol
General Settings  Advanced Settings  Protocol Mapping

Mximmum entries @ [10000
(@ The maximum amount of entries that should be put into the database, setting the limit to 0 will allow databases to grow
indefinitely.

Preallocste datsbase [

@ Whether to preallocate the maximum possitle database size in memory. This is mainly useful for memery constrained systems
which might not be able to satisfy memory allocation afler longer uptime periods.

Compress database @
 Whether t0 gzip compress archive databases. Compressing the database les makes accessing old data slightly slower but
helps to reduce storage requirements
Stored periods @ ‘10
(@ Maximum number of accounting periods o keep, use zero to keep databases forever
Commit interval @ ‘ 24h - least flash wear at the expense of ¢
& Iterval at which the termporary in-memory database i committed fo the persistent database directory:
Refresh interval @ ‘ 30 - refresh twice per minute for reasoni v
] Interval at which traffic counters of still established are refreshed from nethnk
Database directory @ [wariibinitamon

{9 Database storage directory. One file per accounting period will be placed into this directory:

Description of the numbered areas

1. Set the maximum count of entries to store in the database (‘0’ for no limit)

2. Check the box to pre-allocate a database (more frequently applicable to devices with
less memory space)

3. Check the box to compress the database
4. Maximum count of reporting periods to store (‘0’ for no limit)
5. Time interval for submitting the temporary database to the persistent database

6. Time interval for refreshing the traffic counters from the netlink information

7. Directory of the database

Protocol Mapping can be used to distinguish traffic types per host. Each mapping takes one

line, with the first value being the IP protocol, the second value being the port number, and
the third value being the name of the mapping protocol.

Netlink Bandwidth Monitor - Configuration

The Netlink Monitor )isa ight, efficient traffic program keeping track of bandwidth usage per host and protocol.

General Settings ~ Advanced Settings ~ Protocol Mapping

1@ Protocol mappings to distinguish traffic types per host, one mapping per line The first value epecifies the IP protocol, the secand value the port mumber and the third column i the name of the mapped protocol

19 I0F

2 @ I1G¥

4 @ IP-in-IP
& 28 FTP

€ 21 FTP

& 22 55H

& 23 Telnet
6 25 SMTP
£ 53 DNS

17 53 DHS
£ 28 HTTP
17 88 QUIC
& 189 FOF2
£ 118 FOP2
& 123 NTP

& 127 matmTne
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3.12.3 Administration

You can reset the password for accessing the device in the Administration menu. Please

refer to 2.5 for details.

SSH Login

Step 1: Navigate to System > Administration in VantronOS, and enable dropbear;

SSH Access

L
Dropbear i running—
EeableDissble
Interface O @) = @
7Y pleddsv:
S—
warc
wnspecified
@ Listen culy on the given interface or, if unspecifisd, on all
[ System v
T Fort O 2

(@) Specifies the listening port of this Drapbsar mstancs

Password authentication O

@ Allow SSH password authantication
SSH-Keys O

Hers you can paste public SSH-Key: (ons per lne) for SSH public-key authentication

Description of the numbered areas

i~ Administration

1) Select a port to access (When “unspecified” is selected, all the ports will be monitored.)
2) Specify a port for monitoring (port 22 by default)

3) Allow SSH password authentication

4) Add SSH-Keys for public key authentication

Step 2: Open an SSH emulator (PuUTTY or MobaXterm recommended) in the Windows host;
Step 3: Launch an SSH session on the SSH emulator;

Step 4: Input the IP address of the device (WAN port IP or 2.4GHz WLAN IP) and keep the
default port No. (22) unchanged;

3] I | o e J, |

88H | Telnet Rsh dmcp  RDP VNC FTP SFTP  Serial File She

r Bookmark settings

Secure Shell (SSH) session

% Cancel
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Step 5: Click OK to start the session;

Make sure the IP address of the host computer is on the same network as HAP101. Refer to
2.2 for how to identify the 2.4GHz WLAN IP or WAN port IP of the device.

SSH login with the WAN port IP of HAP101:

H

SSH compr
SSH-bra

ted by server)

by server)

d by server)

irted by server)
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3.12.4 Terminal

When navigating to System > Terminal, users can enable the Web terminal for logging in
the shell of the device.

Web Terminal

Enable Disable

disable v
@ disable
Interface enable
o e e

Web Terminal

Enable Dizable | enable ¥

Interface | All d

Tertinal @ Please click here to open Web Terminal

Step 1: Select enable from the drop-down list;
Step 2: Save the change;

Step 3: Click the link to open the web terminal.
Login account: root

Login password: rootpassword (invisible while typing)
| Vantron05-D869 login: root
Password:

BusyBox v1.31.1 () built-in shell (ash)

VZO0R9a3 . FOP8d-83 Built at

rootiiVantron0s-D86g9:~4# ]
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3.12.5 Mount Points

You can enable/disable automount and check the mounting information here.

B s g [ et Fotts
Global Settings
© Gsick san A T .
4 Vimai Toemet %
Motnted file systems
Elenytrm Mowst Point (7 Unmossi
s Nemrerk 4 sevrsot @ L 9]
gl =p
" devhaegd ol
A ition :
Commaon > | LT
st do 3
B Hardwar » PP VsER EBACE 438 - &)
—— e USER, EPACE 0B 4408 () unanount
— Emm=

Description of the numbered areas

1. Disable/Enable automatic mount
2. File path on the device

3. Mount point directory

4. Available space in the mount point
5. Space used in percentage

6. If you have previously mounted a file to the device, you can manually unmount the file
here

To manually mount a file, click the Click Disable Automount button first and then proceed
with the settings.

Click Disable Automount
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Mount Points

Global Settings
Automount Filesystem Click Enable Automount
Bouskt-S=e Mount Detect

(@ Find enabled configurations and mount

Mounted file systems

Filesystem Mount Point Available Used Unmount
Jdevitoot rom 000B/ 15.00MB 100% (15.00 MB)
mpts /mp 109.80MB/ 12227 MB 10% (1247 MB)
/devimtdblockl0 foverlay 1791 MB/23.62MB 24% (5.72 MB)
overlayfs:/overlay ! 17.91 MB/23.62 MB 24%(5.72 MB)
tmpfs idev 51200KB/51200KB 0% (0.00B)
Mount Points
Mount Points define at which point a memory device will be attached to the filesystem:
Enabled Device Mount Point Filesystem Options Root

o
Eo

Description of the numbered areas

1. Detect the available mount points

2. Click Add to add a mount point

Click the Edit button behind the newly added mount point for more settings.

Mount Points - Mount Entry

Mount Entry
General Settings  Advanced Settings

Enable this mount @

uum @ | 2ac1bc0-b8d7dcT-coR2TIO8- 1137 cObEY |

Mount point

() If specified, mount the device by it UUID instead of a fixed device node

@ | Use as external O\renayj {Foveﬂay)r v
() Specifies the directory the device 1s attached to

3. Check the box to enable the mount point after creation

4. Select/Input the UUID of the device (you can also use the partitional label instead of the

uuID)

5. Select the mount point

HAP 101 | User Manual

75 www.vantrontech.com




Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

Then click the Advanced Settings tab to access advanced settings.

Mount Points - Mount Entry
Mount Entry

General Settings | Advanced Settings

Filesystem @ ‘ auto <)
@ The flesystem that was used to format the memory (5.8, g3
Mount options @ [tefauits

@ See"mount” manpage for details

© B

6. Select the file system for formatting the memory

7. Input the mount options

8. Save the settings and click the Back or Refresh button to return to the general settings

Mount Points.
Mount Points define at which point 2 memory device will be attached to the Hlesystem
Enabled  Device Mount Point Filesystem Options Root
UUID: eaclbel0-b8d7d0 T-co627108-1137c0b6 feverlay squashfs defanlts overlay “ Delete

The mount point is created as above.

3.12.6 Backup/Flash Firmware

The Backup/Flash Firmware menu allows users to update the firmware, backup/restore
user settings, and restore factory settings (clear user settings).

Firmware Update

Firmware Update BackupRestore Configuration

Flash new firmware image

Upload a sysupprade imape here to replace the running firmware form local (Device model: VI-M2M-AMMG108-AP )

Keep settings: @
Image: @ [ Choose File | X0S_Webu...000-03.x0s [RELILELEL ETeTHN @

Uploading 17% 3 2M/18. 1M :

Description of the numbered areas

1. Check the box to keep the user settings while upgrading the device (not recommended)
2. Select the new firmware from the local directory

3. Click the button to upload the firmware

4. Upload progress of the package
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When the detailed information of the firmware is displayed, check if the firmware is correct,
then click Proceed to start the upgrading;

Firmware Update  BackupRestore | Configuraticn

Flash Firmware - Verify
The flash image was sploaded. Below is the checksum and file size listed, compare them with the original file to ensure data intesrity.
Click "Proceed” below to start the flash procedure

« Checksum
MD5: d854816831e1dd6T1bcBI9835e650e3b
SHA236: db538324195e075ab1aafb 8550684077 878023b779b014c 207dc57c 21231
- Size: 1910 MB
+ Configuration files will be kept.

o

It will take some time for the upgrade and DO NOT power off the device when the firmware
upgrade is in process;

System - Flashing...

comprter o srack e drvyor agen, deprrdimy o v sellings

The login page will be refreshed once the upgrade finishes and you can log in to check the
firmware version on the homage.

I mmmcmr_mr OD00-03 Built st 2024-01-30 12:45:27
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Under the Backup/Restore tab, you can back up your settings and download the package,
including the configuration files and pre-set folders, restore the factory settings of the
device, and upload a backup package saved before.

Firmware Update  Backup/Restore  Configuration

Backup

Click "Generate archive” to download 2 tar archive of the cumrent configuration files,

P w @

Restore

To restore configuration files, you car upload 2 previously generated backup archive here. To reset the fimware to its initial state, click "Perform reset” (only possible with squashss fmages)

Reset to defauits: _ @
@ Choose File | No file chosen Upload archive... @

(& Custom fles (certificates, scripts) may remaia on the system. To prevent this, pecform a factery-reset first

Restore backup:

Description of the numbered areas

1. Click the button to back up the system configurations (include only the configuration
files and preset files other than user files or programs)

2. Factory reset the device (user configurations will be cleared)
3. Select a backup package from the local directory to restore the backup settings

4. Upload the package

Under the Configuration tab, you can customize the configuration files or directories to be
retained during the upgrade.

Backup file list
Fiommare Updsie  Backup Restere | Configuradon
Than in & it of shell gleb paterns for manching files and dmecticies to inchide Smng mruzgrade Modified filet in e 2cafip and certain other confipetions are sstsmatically presérved

Shaw cment batoup Ble Lt Opan st ;\’ \i

= jetciexample.cont
retcioootecripes

o e

Description of the numbered areas
1. Input the configuration file or directory to be retained during the upgrade
2. Click Submit to confirm the setting

3. Open the list of configuration files kept during the upgrade
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3.12.7 Reboot
Make sure you don’t have any ongoing process before rebooting the device.

3.13 Logout

You will exit the web interface with a click on the Logout tab. If you need make changes to
any of your settings, you can log in the web again with default account (root) and password
(rootpassword). Make sure you have saved the changes before logout.
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CHAPTER 4 USE CASE
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4.1 Application Topology

A typical use case for HAP101 devices is to monitor the status of connected cameras.

@ Wi-Fi HaLow (STA)
interpet L =
A i Ethernet [ g‘,

Ethernet Camera
HAP 101 (H2} 172.18.2.b

2.4GHz Wi-Fi (STA) + Wireless bridge mode

Wi-Fi HaLow {(AP)

’ 2.4GHz WieF7 iy Wi-Fi HaLow (STA)
E . HCAM26 Hal ow Camera

172.18.2.c
Wiraless router
HAP 101 (H1)
Wireless Router Mode
DHGP Server 172.18.2.1

: Wi-Fi Halow (STA)
Ethernat :
' Etharnaf
AR

HAP 107 (H3)
Wiraless bridge mode

PC2
1T2.18.2.d

PC1 PC 1 can ping PC 2 and the cameras
172.18.2.2
PC 1, PC 2, and the cameras can access Internet through the wireless router

In the above topology, three HAP101 devices are used.

« H1, H2, and H3 operate in 2.4GHz Wi-Fi AP mode and Wi-Fi HaLow AP mode by default;
o H1lis later set to 2.4GHz Wi-Fi station mode and connected to a wireless router;

o« H2&H3 are then set to Wi-Fi HaLow station mode and connected to H1 via Wi-Fi HaLow;

« An Ethernet camera is connected to H2 via Ethernet with IP address on the same
network as H1;

« HCAM26 HalLow IP camera is connected to H1 via Wi-Fi HalLow;

« The Ethernet jack of H1 is modified from its default WAN area to LAN area in order to
enable the DHCP service;

« PC 1 is connected to H1 via Ethernet, and PC 2 is connected to H1 via Ethernet after
wireless bridging;

« PC1, PC2, and the cameras can access Internet through the wireless router, and the
status of the cameras is trackable on both PC 1 and PC 2.
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4.2 Setup of H1 (HaLow AP mode)

1. Connect PC 1 to the HaLow-AP-mode HAP101 (H1) via 2.4GHz Wi-Fi using the WLAN
SSID and password provided on the device label (like the following);

Vantionim [N ieen
HalLow MAC: 18:9B:A5:16:D8:6E
WLAN MAC: 40:D6:3C:B9:41:31
WAN MAC: 18:9B:A5:16:08:69
Username: admin Password: admini
HaLow S5ID: MM6108-AP-DB6E
|WLAN SSID: MM6108-AP-4131
! ow/MWLAN Password: vantroni >

2. Check the details of the wireless connection on PC 1 and identify the gateway IP of the
2.4GHz Wi-Fi;

4 # > Control Panel > Networkand Intemet » Network Connections vl | Se
File Edit View Advanced Tools

Organize = Connect To Disable this network device Diagnose this connection Rename this connection View status of this connection el

o W [t oL stotes =
M i o |
Al o i General o

Network Connection Details:
Connection Property Valus

IPv4 Connectivity: Internet Connection-specfic DN... lan

ﬁ:j:;;:hww- ) "em"r':::‘:: Description TP-Link Wireless USB Adapter
Physical Address 54759506 EABC

SSID: Vantron-894131 DHCP Enabled Yes

Duration: 00:01:01 P4 Address 172181112

Soeed: 300,000k P4 Subnet Mask 255,255.255.0

Signal Quality: !ﬂﬂ Lease Obtained Fiday, January 19, 2024 352.21 FM
Leass Expires Saturday January 20, 2024 41536 AM

Details. .. Wireless Properties | IPv4 Default Gateway 1721811
v e
L = IPy4 DNS Server 1721811
st — DN — reconed 1Py WINS Server
s NetBIOS over Tepip En...  Yes

Bytes: a3 | 223,568 Linklocal IPv6 Address  feB0:2976.:2638 8c351bas %29

IPE Defaut Gateway
_ ) IFv6 DNS Server
¥ Froperties ) Disable Diagnose
Close | Close
| e =)
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3. Loginto VantronOS for H1 as the super user using the gateway IP identified in the prior
step;

Super user: root  password: rootpassword

& =5 QO m A Notsecure | [172.18.1.1fcgi/gateway A

VantronOS [Foat

Login

4. Navigate to Network > Interfaces to check the interface information of H1 (the 2.4GHz
Wi-Fi is bridged on the virtual LAN port that provides DHCP service to connected

devices);
Interfaces
g Status >
Interface Overview
£ Quick Start >
LAN Uptime: 1h 3m 355
} MAC-Address: 15:98:45-16 D869
4} Virtual Tunnel » RX: 86.83 KB (909 Pirs )

i 1y TX: 18735 KB (468 Phis.)
v (‘fff@ TPv4: 172131 1/24

! Users Manage >
Uptime: Oh 0m Oz
MAC-Address: 18:9B:A5:16:D8:69

_ RY: § 45 MB (10045 Pits )
i Network v & TX: 53346 KB (3275 Phts.)
athl

L. Tnterfaces

Since the virtual LAN IP addresses of all HAP101 devices are set to the same by default.
To ensure valid dynamic IP assignment to H2 and H3 that will be connected to H1 in the
following steps, please change the LAN IP of H1 to a different one (e.g., 172.18.2.1).

5. Click the Edit button behind the LAN port;

Interfaces
Interface Overviaw
Lax Uptime: 05 =Sy .
- MAC-Addren: 159803150808
RX: $6.41 K8 {774 P
G TX;: 50,26 KR {263 Pk )
e QE: = TPvdi 132884 124
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6. Inputa new LAN IP (e.g., 172.18.2.1) for H1 under the General Setup tab and save the

changes;
Commaon Configuration

Sutoy

P! addeems

DHCP Server

Lmers milerlacs

&9 Davice: bilas
Upsbme: 18 31im 150
MAL: Oehe T4 Se Tc?
RX- 45 KB (7] Pin}

T 173 KB (19 Pitn)

v 1721811
| Stabe adaress -
| asszss 2850 7
L
) Diasile DHCE for ehis imerfuce.

100

) Eonumat beakect ackdrens an iffiet fizam the metwied sddreis,
[

3 Mavamur: nizszbe of Inaved addersrs

 ——

9 Exp minimoe i

=
|

7. Re-connect PC 1 to H1 via 2.4GHz Wi-Fi and log in to VantronOS using the new gateway

IP (LAN IP);

e 4 O A Mot secure|  VTEAS2 Hgido Ry

Vantron0S

8. Navigate to Network > Interfaces > LAN > Edit > Physical Settings;

9. Uncheck the box before Software VLAN: “eth0.10” (lan) and save the change;

Common Configuration
Gomwral St Advarced Settw Plhivaical Sertings

Bridge wieifaces

Teterface

) crextés a bridge over spacified imterfacels)

) Ennbles the Spansieg Tres Protoccd an this bradge

;
ﬁ.
a

! Ethemnel Adupies. "eh0" (iqn)
WIS Waeles: Network: Mase MMBI0S AP 4087 (La)
4 % Wieeless Newwerk: Musses "MMS108AP.DEECT (1zm)

| 2 Cusoem Taterfiee:
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10. Navigate to Network > Interfaces > LAN > Edit > Physical Settings again;

11. Check the box before Ethernet Adapter: "eth0” (wan) and keep the other options
unchanged;

Common Configuration
General Setup | Advanced Settings | Physical Settings

Bridge interfaces
@ creates a bridge over specified interface(s)

(@) Enables the Spanning Tree Protocol o this bridge

Enable STP

Interface [ ] & Eternet Adapter: "erspant®

check m 42! Ethernet Adapter: "eth0" (wan)

| 5 Software VLAN: "eth0.10" (22)
J % Wireless Network: Master "MIM6108-AP-40B7" (lag
v

8 Wareless Network: Master "MM6108-AP-D86C” (lag)

[ ] 2 Costomn tertace:

12. Save the changes and the LAN port settings will be as follows;

Common Configuration

General Setup  Advanced Settings | Physical Settings

Bridge interfaces

@) creates 3 bridge over specified interface(s)
Ezable §T2 ]

@ Enables the Spanning Tree Protocol on this bridge
Interface

[ | ¢ Ethemet Adapter "erspant’

! Ethernet Adapter: "eth0" (lan. wan)
8 Wireless Network: Master "MM6108-AP-40B7" (Lz0)

8 Wireless Network: Master "MM6108-AB-DS6C" (laa)
| & Cusmm].uted:lcs'|

13. Return to the Interfaces window, and click the Delete button behind the WAN port to
change the Ethernet jack of H1 to LAN;

-

t 80084
LORE

14. After the WAN port is deleted, the LAN port status will be changed to the following:

Common Configuration

General Setup  Advanced Seftings  Physical Settings

Bridge interfaces
{@ creates & bridge over specified intecface(s)

(@ Enables the Spanning Tree Protocel on this bridge
Interface

|| . Ethemet Adapter: "erspang”

¢/ Ethernet Adapter: "eth0" (laz)
8 Wireless Network: Master "MM6108-AP-40B7" (fan)
8 Wireless Network: Master "MM6108-AP-DSSC" (1an)

» Custom Interface:

i > Steps 8-14 tell how to set the Ethernet jack from WAN to LAN for connecting the host
computer. You can refer to 2.2.2 for VLAN settings on the host computer so that you

can login VantronOS for HAP101 from the host computer without performing these
steps.
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15. Use an Ethernet cable to connect H1 and PC1, and log in VantronOS for H1 with the
gateway IP (LAN IP) set in step 6;

16. Navigate to Network > Wireless (WIFI);

17. Change the mode of H1 to Wi-Fi client;

WIFI Settings

Enable/Disabled WIFL

Enable v
WIFT Mode 4P p
AP
Mode: ap iz MM6108-AP40BT
BSSID: 40.D6:3CBOA0ET Bt pk2
Channel: 1(2 412 GHz) Tx-Power: 20 dBm
Signal: -47 dBm Noise: 95 dBm
Bitrate: 300 Mbit's Country: us
S [ Mg 108-4p-4087
ooyt = =
Key ‘ et a

+ Advance Settings
18. Power on the wireless router and connect it to Internet;
19. Return to the VantronOS web page;

20. Select the SSID of the wireless router and enter the password to connect H1 to the
wireless router via 2.4GHz Wi-Fi;

Enable/Disabled WIFI

| Enable v
WIFI Mode | Cent S
Mode: STA SSID: Vantron
T VESF-PM2 &
= vantron_test] &
= om a
7 JKAF-KF &

21. Navigate to Network > HaLow WIF;

22. Make sure H1 is operating in the HaLow AP mode and take down its SSID, encryption
protocol and password for future use in case the device label lacks such information.

‘HaLow WIFI

HaLow WIFI Settings

General Setting  Advanced Setting

Status Mode: Master | SSID: MM6108-AP-DS6C
BSSID: 18:9B:A5:16:D8:6C | Encryption: WPA3 SAE (CCMP)
Channel: 12 (908 000 GHz) | Tx-Power: 21 dBm
Signal: 0 dBm | Noise: 0 dBm
Bitrate: 0.0 Mbit's | Country: US

WIEL made ‘ P =
ssD [Mms108-AP-Da6C

Encryption ‘ SAE -

Key ‘\/anlmm -]

=
Associated Stations
Network MAC-Address

No information availabls
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4.3 Setup of H2 and H3 (HaLow STA mode)

1. Use the WLAN SSID and password provided on the device label to connect PC 2 to H2
via 2.4GHz Wi-Fi;

2. ldentify the gateway IP of the 2.4GHz Wi-Fi as per step 2in 4.2;

3. Log in to VantronOS for H2 as the super user using the gateway IP identified in the
prior step;

Super user: root  password: rootpassword

4. Navigate to Network > Halow WIFI > General Setting to set the Wi-Fi HaLow mode of
H2 to Client;

| BaLow WiEL
B St 3 1!
Halow WIFI Settings
£ Guick Sun > | GenrmiSening  Agvieces Senig
Stana
Ak Virmual Tunsel 3

Sigaal Nadue: 0 dBm
Bitrate: 0.0 Mbuw's | Country: US

E Users Manage 2

L e A | swich wode [
Frotoes] DHCP et

1§ Defitt HCE i the WIFL accens pesmt needs 10 specidy T8, pleaac aeloss Stasic

Eeerprice SAE -

| Wifi Client Setting

5. Connect H2 to H1 via Wi-Fi HaLow;

wifi Client Setting

Select SSID Mac/Bssid Key

‘ 72% ; MMG108-AP-D86C V|| Auto | [vantront

U [o] Commected: 05 0m 22
- TPaddr: 172.182.222

6. Navigate to Network > Halow WIFI > Advanced Setting and enable the Relay feature;

=

B S >
Halow WIFI Settings
O Quck Stan > Gepenad Seting  Advamced Secting
Erabic Disable WIF] Bisable WIFl
b Virtual Tusmel ]
PBroterted Mansgemess Frames |1 ~
B Users Manage H
W Py WAN Asd WWANT
Inherficn Wifi Client Setting
+— Wireleas(WIFL) Seleer SEITH Aag Bazid Koy
[175, MMG108-AP-DBSC futa v ‘f.,m.,m\
Halow WIFL

7. Follow the prior steps to connect H3 to H1 via Wi-Fi HaLow.
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4.4

Setup of the Cameras and Connection Testing

Use a USB Type-A to Type-C cable to connect HCAM26 HalLow IP camera to the host

computer;
Enter the device shell and connect it to H1 via Wi-Fi HaLow using ABD commands;

Next time the HaLow camera will re-connect to H1 automatically in case of unexpected
failures.

Use an Ethernet cable to connect an Ethernet camera to H2;

Set a static IP address for the camera on the same network as H1 in case it cannot
obtain a valid IP address automatically;

Use an Ethernet cable to connect PC 2 to H3, and PC 2 will automatically obtain an IP

on the same network as H1;

Use the ping command with the destination Ethernet IP address to confirm whether
PC 1 or PC 2 can receive replies from the cameras or the other PC. This will verify the
connectivity between PC 1, PC 2, and the cameras;

Finally, PC 1, PC 2, and the cameras can access Internet through the wireless router,
and you can use PC 1 or PC 2 to ping the other PC and the cameras.
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CHAPTER 5 DEBUGGING THE DEVICE
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In the event that you need to debug HAP101, please follow the steps below to set up the
device.

1. Unscrew the upper cover of HAP101 from the bottom and remove it;
2. Find the debug UART (J2) located behind the RJ45 jack;

3. Use a USB-to-TTL adapter to connect the debug UART to a host computer (TXD-RXD,
RXD-TXD, GND-GND);

4. Power on HAP101 with a 12V DC power adapter;

5. Lauch a serial communication program and open a serial session for HAP101 using the
parameters below.

Baud rate Data bit Polarity Stop bit

57600 8 None 1
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CHAPTER 6 DISPOSAL AND PRODUCT WARRANTY
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6.1 Disposal

When the device comes to end of life, you are suggested to properly dispose of the device
for the sake of the environment and safety.

Before you dispose of the device, please back up your data and erase it from the device.

It is recommended that the device is disassembled prior to disposal in conformity with local
regulations. Please ensure that the abandoned batteries are disposed of according to local
regulations on waste disposal. Do not throw batteries into fire or put in common waste
canister as they are explosive. Products or product packages labeled with the sign of
“explosive” should not be disposed of like household waste but delivered to specialized
electrical & electronic waste recycling/disposal center.

Proper disposal of this sort of waste helps avoid harm and adverse effect upon surroundings
and people’s health. Please contact local organizations or recycling/disposal center for more
recycling/disposal methods of related products.
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6.2 Warranty

Product warranty

VANTRON warrants to its CUSTOMER that the Product manufactured by VANTRON, or its
subcontractors will conform strictly to the mutually agreed specifications and be free from
defects in workmanship and materials (except that which is furnished by the CUSTOMER)
upon shipment from VANTRON. VANTRON's obligation under this warranty is limited to
replacing or repairing at its option of the Product which shall, within 24 months after
shipment, effective from invoice date, be returned to VANTRON’s factory with transportation
fee paid by the CUSTOMER and which shall, after examination, be disclosed to VANTRON’s
reasonable satisfaction to be thus defective. VANTRON shall bear the transportation fee for
the shipment of the Product to the CUSTOMER.

Out-of-Warranty Repair

VANTRON will furnish the repair services for the Product which are out-of-warranty at
VANTRON'’s then-prevailing rates for such services. At customer’s request, VANTRON will
provide components to the CUSTOMER for non-warranty repair. VANTRON will provide this
service as long as the components are available in the market; and the CUSTOMER is
requested to place a purchase order up front. Parts repaired will have an extended warranty
of 3 months.

Returned Products

Any Product found to be defective and covered under warranty pursuant to Clause above,
shall be returned to VANTRON only upon the CUSTOMER's receipt of and with reference to
a VANTRON supplied Returned Materials Authorization (RMA) number. VANTRON shall
supply an RMA, when required within three (3) working days of request by the CUSTOMER.
VANTRON shall submit a new invoice to the CUSTOMER upon shipping of the returned
products to the CUSTOMER. Prior to the return of any products by the CUSTOMER due to
rejection or warranty defect, the CUSTOMER shall afford VANTRON the opportunity to
inspect such products at the CUSTOMER'’s location and no Product so inspected shall be
returned to VANTRON unless the cause for the rejection or defect is determined to be the
responsibility of VANTRON. VANTRON shall in turn provide the CUSTOMER turnaround
shipment on defective Product within fourteen (14) working days upon its receipt at
VANTRON. If such turnaround cannot be provided by VANTRON due to causes beyond the
control of VANTRON, VANTRON shall document such instances and notify the CUSTOMER
immediately.
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Appendix Regulatory Compliance Statement

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates and can
radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) This device must accept
any interference received, including interference that may cause undesired operation.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s
authority to operate this equipment.

RF Radiation Exposure Statement:

1. This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance
of 20cm between the radiator and your body.

2. The device has been evaluated to meet general RF exposure requirement.
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IC Statement

This device complies with ISED’s licence-exempt RSSs. Operation is subject to the following
two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause

undesired operation.

Under Industry Canada regulations, this radio transmitter may only operate using an antenna
of a type and maximum (or lesser) gain approved for the transmitter by Industry Canada. To
reduce potential radio interference to other users, the antenna type and its gain should be
chosen so that the equivalent isotropically radiated power (e.i.r.p.) is not more than that
necessary for successful communication.

Le présent appareil est conforme aux CNR d’ ISED applicables aux appareils radio exempts de
licence. Lexploitation est autorisée aux deux conditions suivantes:

1. Le dispositif ne doit pas produire de brouillage préjudiciable, et

2. Ce dispositif doit accepter tout brouillage regu, y compris un brouillage susceptible de
provoquer un fonctionnement indésirable.

Conformément a la réglementation d'Industrie Canada, le présent émetteur radio peut
fonctionner avec une antenne d'un type et d'un gain maximal (ou inférieur) approuvé pour
I'émetteur par Industrie Canada. Dans le but de réduire les risques de brouillage radio
électrique a l'intention des autres utilisateurs, il faut choisir le type d'antenne et son gain de
sorte que la puissance isotrope rayonnée équivalente (p.i.r.e.) ne dépasse pas l'intensité
nécessaire a |'établissement d'une communication satisfaisante.
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