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1 Introduction.

I 1.1 precautions

@ The copyright of this manual belongs to our company. No part of this manual may be reproduced,
reprinted, or redrafted in any form or by any means without the prior written consent of our
company.

@ Specifications, design, and other information in this manual are subject to change without notice
for improvement and may differ in part from the product you purchased.

@ While every effort has been made to ensure the accuracy of the contents of this manual, please
contact us if you have any questions or if there are any errors or omissions.

©® The PCWL-0500 is intended for use in general commercial environments and as indoor IT
equipment. We will not be liable for any damage caused by using the PCWL-0500 in any other
environment.

PCWL-0500 is not dustproof or drip-proof as expected for outdoor use.

©® PCWL-0510 is dustproof and drip-proof equivalent to IP67 for outdoor use, but should not be used
in an environment exposed to direct sunlight. The internal temperature may become very high
relative to the ambient temperature, which may interfere with operation.

@ Do not use the product for purposes that require a high level of safety, such as use in medical
facilities or in systems that directly or indirectly involve human life.

@ When the product is used in a system environment that requires higher reliability and safety than
general, please take responsibility for safety design and adequate measures against failures and
other defects.

@ PCWL products are manufactured for use in Japan only. Use of PCWL products outside of Japan is
at your own risk. We do not provide maintenance or technical support outside of Japan.

@ PCWL products should be used in accordance with the methods described in this manual. In
particular, pay close attention to the cautions and warnings and do not use the product in such a
manner.

@ We will repair or replace PCWL products under certain conditions, but we do not guarantee the loss
or corruption of stored data.

@ PCWL shall not be liable for any damages arising out of the transaction of PCWL products unless
we have been intentionally or grossly negligent, and the maximum liability shall be limited to an
amount equal to the purchase price of the product.

@ If a PCWL Product has an unknown defect and we deem it necessary, we will repair the defect free
of charge or replace it with an equivalent product, but we will not be liable for any damages based
on such defect.

@ This manual is based on the latest firmware version at the time of preparation. Please note that
some items are not supported by older versions.

In the case of PCWL-0500 Firmware version: v1.0.4




For PCWL-0510 Firmware version : v1.0.4

I 1.2 Warning.

@ © & ©

@
@

@

Do not install PCWL products in areas that are constantly hot.

Do not install inside electrical appliances or near equipment that is expected to generate heat.

Do not modify, disassemble, or repair PCWL products yourself.

PCWL products are inspected for dustproof and drip-proof tightness at the time of shipment; never
disassemble PCWL5 series products, as the dustproof and drip-proof performance is not
guaranteed.

If abnormal sounds, smells, or smoke are detected, immediately unplug the PCWL5 series product
from the power supply, then disconnect the power supply from the surrounding equipment.

Do not drop or shock the PCWL product. If the product is dropped or impacted, unplug it
immediately.

If a liquid or foreign object gets inside the PCWL product, immediately unplug it from the power
supply.

Regarding AC adapters for optional PCWL products

Do not process, overheat, or repair.

Install the product so that it will not get caught in walls, shelves, etc.

Do not pull or apply weight.

Do not heat the product, for example, by bringing it close to a hot appliance.

Be sure to hold the plug when unplugging the power supply.

Use the cable in such a way that the cable connections, etc. are not extremely bent.
Do not move the equipment while it is connected.

Make sure the AC adapter is properly and completely plugged into the outlet.

The AC adapter should be plugged into the DC jack of the main unit and securely attached.
Never connect an AC adapter other than the one supplied with the PCWL product.
The DC input of PCWL products is 12V£5%.

Avoid static electricity from the human body and other equipment.

POO®O®O®OWEE

Do not snag or pull on the cables connected to the PCWL product.

When disposing of PCWL products, please follow the guidance of your local government authorities.

I 1.3 Prohibitions




Do not store or install the product in the following places Doing so may adversely affect the product or

cause a fire.

v

Locations where static electricity or strong magnetic fields are generated

Where vibration occurs

Wall surface that may fall due to insufficient installation strength

Low in places where people pass by

Direct sunlight

Around fire or equipment that emits hot air, or in places where hot air can accumulate

Locations where there is a risk of electrical leakage or water leakage

I 1.4 Precautions Regarding Radio Waves

PCWL products have received technical standards conformity certification as radio equipment for low-

power data communication system radio stations based on the Radio Law. Therefore, a radio station

license is not required to use this product. PCWL products are intended for use in Japan. Please contact us

for the technical standards conformity certification of each country in which the product is to be used

overseas at your own risk.

@ PCWL products have been certified for technical standards compliance, so disassembly,

modification, or removal of the certification label is prohibited.

©® IEEE802.11a/n/ac/ax W52 and W53 are prohibited for outdoor use by Japanese radio law.

©@ Application for registration station is required to use the 4.9GHz band. PCWL-0500 cannot use

4.9GHz band, please use PCWL-0510 when using 4.9GHz band.

When using PCWL-0510 with the optional directional antenna (model name: PCAT-1115), be sure
to specify "directional" as the antenna type. When connecting the directional antenna to the
access side, specify the antenna type for the access side; when connecting to the backhaul side,
specify the antenna type for the backhaul side. If a directional antenna is connected and used
with "Standard" selected, it will not comply with the Radio Law.

Since this product is compatible with IEEE802.11b/g/n/ax, do not use it near microwave ovens or
near objects using radio waves in the vicinity of 2.4 GHz.

The radio channels of IEEE802.11b/g/n/ax (2.4 GHz band) compatible products are used by some
industrial, scientific and medical equipment, premises radio stations and specified low power radio
stations.

Note that IEEE802.11b/g/n/ax (2.4 GHz band) may cause radio interference with the
aforementioned devices and radio stations, so be sure that they are not operating nearby.

When 5GHz band (W53, W56) of IEEE802.11a/n/ac/ax is selected, communication may be
temporarily interrupted by the DFS function to avoid interference from weather radar, etc. PCWL

products have greatly improved the interruption time compared to previous models. However,




when radar waves are detected simultaneously on multiple channels, the interruption time may
be as long as one minute.

@ The communication speed nominalized in the IEEE802.11a/b/g/n/ac/ax standard is the maximum
speed in the standard that connects wireless devices. Actual communication speeds will vary
depending on the device (wireless terminal, etc.), environment, and usage conditions. Please

note that the speeds quoted are not guaranteed.

I 1.5 Security precautions

Wireless LAN uses radio waves to connect PCs and other terminal devices to wireless access points
(hereinafter referred to as "APs") to exchange information, making it much more convenient than a wired
connection using LAN cables, and enabling network connections anywhere within range of radio waves.
Network connection is possible anywhere within the range of radio waves.

On the other hand, if the network can be connected as long as the signal is within range, there is a risk

of the following problems if security settings are not properly configured.

@ The contents of communications may be understood. A malicious third party may intentionally
intercept radio waves and view the contents of communications, including personal information and
e-mail content.

@ There is a risk of unauthorized intrusion. A malicious third party may access the network without
authorization and steal personal or confidential information. There is also the risk of unauthorized
information being transmitted through spoofing. Furthermore, intercepted data may be falsified

and distributed, or viruses may be introduced.

The AP feature of PCWL products has a security system to address these issues. Security risks can be
avoided by properly configuring and using security-related settings.

Since the security settings of the device may not be appropriate for your environment by default, please
be sure to make the correct settings by yourself before using the device as an AP to avoid security
problems. Please be aware that security settings may be broken by unknown means.

Please note that we are not responsible for any damages caused by such problems with the
specifications of wireless communication, regardless of whether or not security settings have been

configured.

I 1.6 Definition of Terms

terminology Definition.

node PCWL mainframe.

Parent Unit/Core | Node connected to the router using a LAN cable




Subsidiary/Branch | Core node or a node that is relay-connected to other nodes via PicoCELA Wi-Fi

mesh
back hole PicoCELA Wi-Fi mesh network/network relaying each node
rerouting Backhaul optimal path reconstruction or its operation
STA/Station General term for PCs, smartphones, and other terminals
PicoManager Cloud services provided by PicoCELA

Service that allows remote operation and management of node monitoring,

diagnostics, configuration, etc.




2 Packaging and product appearance and name

Thank you for purchasing this product. Before using this product, please check the package contents. If

any item is missing, please contact your dealer or us.

I 2.1 PCWL-0500 Package Contents

name of product volume

PCWL-0500 main unit

Antenna for backhaul line/access line

Antenna for Bluetooth (antenna with BT notation)

Antenna for Radar Scanning (antenna with RDR notation)

Attachment for mounting

safety precautions

PCWL-0500 Welcome Card

O |IN| OO V| DI N| -
e

I 2.2 PCWL-0500 Product appearance and name

<Top case




<Front panel

PCWL-0500 @

@® Back hole side antenna terminal. Attach the supplied Wi-Fi antenna. Attaching an antenna other than
the supplied one or the one specified by us may violate the Radio Law.

<Bottom case

2
} willl ® I

Slit for mounting panel
Mounting screw holes for VESA mount

SXS)
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<Rear panel

LERY) (S W

@ ussa0 @
8]

ETH-DOWN ETH-UP

= 0 00 0O
L E ; E ; o] (o 4y 5 B 2 %
DC12v POE AEACUTE RESET \
7 — —10 11
8 ! L—o

@  Access side antenna terminal
Antenna terminal on the access line side. Use the supplied antenna or the antenna specified by us.

Attaching an antenna other than the one specified by our company may violate the Radio Law.
® Antenna terminal for Bluetooth
This is the antenna terminal for Bluetooh. Do not install any antenna other than the supplied one as it
may violate the Radio Law.
® DCinput
Power supply terminal using AC adapter; use our optional AC adapter.
DC input: 12V+£5

@ LAN terminal (RJ45)
Eth-up terminal : The parent unit is connected to the upper-level Internet line with a LAN cable.

The child unit is connected to the upper node with a LAN cable during wired backhaul
construction.
To feed power to the main unit via POE, connect to the Eth-up terminal.
Eth-down terminal: Connects to a PC for accessing the monitoring system's management screen.
Connects to lower-side nodes with a LAN cable when constructing a wired backhaul.
When connecting an external device such as a network camera to this
unit via LAN cable, connect it to the Eth-down terminal.
I will do so.

Reroute Switch
When the Reroute switch is pressed, the backhaul route is constructed. It is also used to check the signal

strength of the backhaul line at the location where the equipment is installed or to intentionally
reconstruct the route.

©® USB 3.0 terminal
USB3.0 compatible devices such as USB memory sticks and surveillance cameras can be connected.

Reset switch

This switch is used to reset the unit.
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Please note that a long press for more than 10 seconds will return all settings to factory defaults. If you
have forgotten your login ID or password or wish to return to the default settings, press and hold for

more than 10 seconds.

@ Status indicator lamp
PWR PWR: Displays power supply status and source of power supply
LINK LINK: Displays backhaul connection status and connection radio wave strength
INET INET: Displays the status of the connection to the Internet
PM: PicoManager Activation Status and Connection Status PicoManager: Displays
PicoManager activation status and connection status
BLE BLE: Display the status of the BLE scan function.
STAT STAT: Displays the backhaul operation mode of the monitoring system

(core/branch/wired backhaul)

switching off the
No power supply

light

When powered by DC12V *When powered by AC adapter of
Orange light

optional product

When POE is supplied *When operating by receiving POE power
Red light

from the Eth-up port

switching off the In branch mode: When backhaul route construction is not

light completed

At device startup
Flashing for 2
In branch mode: After constructing a backhaul route during
seconds (each
o) rerouting, the backhaul route blinks for 2 seconds in a color
color
corresponding to the RSSI level.

High-speed

Fast flashing RSSI level color while the branch node is searching
flashing (each

for backhaul channels
color)

Slow blinking

(each color)

When CAC is required due to radar wave detection, it blinks at low
speed in a color corresponding to the RSSI level

In branch mode: When backhaul is connected and RSSI level is

Red light

less than -65 dBm

In branch mode: Backhaul connected and RSSI levels below -55
Yellow light

dBm and above -65 dBm

In branch mode: Backhaul is connected and RSSI level is less than
Green light

-45 dBm and greater than 55 dBm
Blue light In core mode
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In branch mode: when backhaul is connected and RSSI level is
above -45 dBm or when wired backhaul is connected
switching off the
T When communication with the external Internet is not possible
ight
Orange light If communication with the external Internet is possible

switching off the
Before activation

light
Orange high-
When auto-activation is performed
speed blinking
Slow blinking Activation completed, PicoManager connection process in progress
orange (unconnected)
Orange light Communication with PicoManager is established.

switching off the

- When BLE data collection of the monitoring system is disabled
I9

Green light When the monitoring system's BLE data collection is enabled

switching off the

light

When the operation mode of the monitoring system is the parent
Yellow light

unit (core)

When the operation mode of the monitoring system is child
Green light

(branch)

Light blue light Operating in wired backhaul (branch only)

@ Antenna terminal for radar scan
Antenna terminal for radar scanning for high-speed DFS; install the supplied antenna labeled RDR.

Do not install any antenna other than the supplied one as it may violate the Radio Law.

<Mounting plate



<Backhaul/Access side antenna

<Antenna for BT/Radar Scan

(1=

The antenna for BT is compatible with 2.4 GHz and the antenna for Radar Scan is compatible with 5

GHz. Be sure to use the specified antenna(s) as antenna(s).
Connect the antenna to the antenna terminal. Performance cannot be guaranteed if the wrong antenna
is connected.

BT" and "RDR" are printed on the antenna, so please check when installing.

14



I 2.3 PCWL-0510 Package Contents

name of product

volume

PCWL-0510 main unit

1

Backhaul line antenna

Antenna for access line

Antenna for Bluetooth (antenna with BT notation)

Antenna for Radar Scanning (antenna with RDR notation)

safety precautions

PCWL-0510 Welcome Card

Ll

O IN|oolUn| | W[IN|IHF

Attachments for wall mounting: quantity in parentheses
RJ45 waterproof connector (2)
M8 x 100 screws (2)
M8 x 35 screws (4)
M8 spring washer - (4)
M8 washer - (4)
M8 nuts (4)
M6 x 14 screws (4)
Mounting brackets (1)
Anchor screws (4)

Plastic anchors (4)

15




I 2.4 PCWL-0510 Product appearance and name

<Top panel

<Front panel

1
| L
R el o e
@& 6 & ©

® Antenna terminal for backhaul side. Attach the supplied antenna for the backhaul (BH).
Attaching an antenna other than the supplied one or the one specified by us may violate the
Radio Law.

16



<Bottom panel

2 3
RaR. A | a 8.
,— N
@.\
ﬂ —> © ¢ «—— @‘
L]
@ O o< >0 @© @
0
— & o —— !
(5 (<]

@ Mounting screw holes for VESA mount
These are screw holes for mounting VESA (100x100) brackets.

® Screw holes for included mounting hardware
These are screw holes for attaching the included mounting hardware to the main unit.
@ Screw holes for general mounting hardware

These are screw holes for attaching the mounting bracket of the Pole Clamp/PCWL-0410.
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<Bottom panel

®

®

‘ =

N

G

DC 12 -

AP

7 T 9 J 10J 11 | 12
8 J—

ST @

BE @

N @

NET @ C
N @
R @ |
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Access side antenna terminal
Antenna terminal on the access line side. Use the supplied antenna or our specified antenna.
Attaching antennas other than those specified by us may violate the Radio Law.
Antenna terminal for Bluetooth
Antenna terminal for Bluetooh. Do not install any antenna other than the supplied one as it may
violate the Radio Law.
Eth-up terminal (RJ45)
The parent unit is connected to the upper-level Internet connection with a LAN cable.
The child unit is connected to the upper node with a LAN cable during wired backhaul
construction.
When supplying power to the main unit via POE, connect to the Eth-up terminal
Eth-down terminal (RJ45)
Connects to a PC when accessing the monitoring system's management screen.
Connects to lower-side nodes with a LAN cable when constructing a wired backhaul.
When connecting an external device such as a network camera to this unit with a LAN cable,
etc., also connect it to the Eth-down terminal.
Reroute Switch
When the Reroute switch is pressed, a backhaul route is constructed. Also, the location of the
equipment
Used to check the signal strength of the backhaul line or to intentionally reconfigure the route.
Reset switch
This switch is used to reset the unit.
Note that a long press for more than 10 seconds will return all settings to factory defaults.
If you forget your login ID or password or want to return to the initial state, press and hold for
more than 10 seconds.

Please do so.

18




@ DC input
Power supply terminal using AC adapter; use our optional AC adapter.
DC input: 12V+£5
@ Antenna terminal for radar scan
Antenna terminal for radar scanning for high-speed DFS; install the supplied antenna labeled
RDR.
Do not install any antenna other than the supplied one as it may violate the Radio Law.
@ Status indicator lamp
PWR PWR: Displays power supply status and source of power supply
LINK LINK: Displays backhaul connection status and connection radio wave strength
INET INET: Displays the status of the connection to the Internet
PM: PicoManager Activation Status and Connection Status PicoManager: Displays
PicoManager activation status and connection status
BLE BLE: Display the status of the BLE scan function.
STAT STAT: Displays the backhaul operation mode of the monitoring system

(core/branch/wired backhaul)

switching off the
No power supply

light

When powered by DC12V *When powered by AC adapter of
Orange light

optional product

When POE is supplied *When operating by receiving POE power
Red light

from the Eth-up port
switching off the In branch mode: When backhaul route construction is not
light completed

At device startup
Flashing for 2
In branch mode: After constructing a backhaul route when
seconds (each - - -
rerouting is executed, the backhaul route is displayed blinking in a

color) ;

color corresponding to the RSSI level for 2 seconds.
High-speed

Fast flashing RSSI level color while the branch node is searching
flashing (each

for backhaul channels
color)
Slow blinking When CAC is required due to radar wave detection, it blinks at low
(each color) speed in a color corresponding to the RSSI level

In branch mode: When backhaul is connected and RSSI level is
Red light

less than -65 dBm

In branch mode: Backhaul is connected and RSSI level is below -
Yellow light

55 dBm and above -65 dBm
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Green light

Blue light

switching off the
light

Orange light
switching off the
light

Orange high-
speed blinking
Slow blinking
orange

Orange light
switching off the
light

Green light
switching off the
light

Yellow light

Green light

Light blue light

In branch mode: Backhaul is connected and RSSI level is less than
-45 dBm and greater than 55 dBm

In core mode

In branch mode: when backhaul is connected and RSSI level is

less than -45 dBm or when wired backhaul is connected
When communication with the external Internet is not possible
If communication with the external Internet is possible

Before activation

When auto-activation is performed

Activation completed, PicoManager connection process in progress
(not connected)

Communication with PicoManager is established.
When BLE data collection of the monitoring system is disabled

When the monitoring system's BLE data collection is enabled

When the operation mode of the monitoring system is the parent
unit (core)

When the operation mode of the monitoring system is child
(branch)

Operating in wired backhaul (branch only)

@ Antenna terminal for radar scan
Antenna terminal for radar scanning for high-speed DFS; install the supplied antenna labeled RDR.

Do not install any antenna other than the supplied one as it may violate the Radio Law.



<Mounting bracket

<Backhaul/Antenna for access
Backhaul antennas support 4.9 GHz and 5 GHz, and access antennas support 2.4 GHz.

Be sure to connect the specified antenna to the antenna terminal. If the wrong antenna is connected
Performance cannot be guaranteed.

BH" (for backhaul) and "AP" (for access) are printed on the antenna.
k=) T

<Antenna for BT/Radar Scan
The antenna for BT is compatible with 2.4 GHz and the antenna for Radar Scan is compatible with 5

GHz. Be sure to use the specified antenna(s) as antenna(s).

Connect the antenna to the antenna terminal. Performance cannot be guaranteed if the wrong antenna

is connected.
T0£2

BT" | 1e antenna, so please check when installing.
SR 3 >

3 Mounting method

I 3.1 PCWL-0500 installation method

PCWL-0500 installation instructions are described.

@ Attach the antenna for the relay line. Attach it to the antenna connection terminal on the upper front panel of

the main unit.
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® Attach the antennas for Bluetooth (BT terminal) and for radar scan (RDR terminal). Attach the antenna

marked "BT" to the BT terminal and the antenna marked "RDR" to the RDR terminal.

: ©)

@  Attach the supplied panel to the wall or ceiling, then install the main unit on the panel.
Install the supplied panels on the wall or ceiling.
*Please prepare anchors and screws of the appropriate standard for the material of the walls and ceilings
where they will be installed.

The weight of the main unit with the antenna attached is approximately 2.0 kg.
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Wall or ceiling Attached panel M3 Screw

® The mounting orientation of the panel and main unit is as follows
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Insert the panel's pawl into the slit in the body, push the body downward, and secure it firmly

®
with the fixing latch.

®-1: Insert the panel nails (4 places) into the slits in @.

®-2: Push the main unit downward with the claw
inserted into the slit.

“""l'

/‘

®-3: Fixing latch to the fixing latch holder
of the main unit with the fixing latch.
Push the main unit downward so that it

I 3.2 Antenna mounting direction for PCWL-0500

The PCWL-0500 attached antenna is an omni antenna. The HPBW (Half Power Beam Width) of the
attached antenna radiates radio waves horizontally in all directions of 360 degrees, vertically in 50 degrees
for 2.4 GHz and 25 degrees for 5 GHz. Depending on the mounting direction of the backhaul antenna and
the access antenna, radio interference may occur, resulting in significant degradation of communication
quality and performance. When installing the antennas, use the backhaul antenna and the access antenna

in @ non-opposing relationship.

Recommended Antenna Orientation

Refer to the following pictures to ensure that the antennas on the backhaul side and the access side do

not face each other.
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The antennas are installed in a direction where none of the antennas on the backhaul side and

the access side are opposite each other.

Deprecated antenna installation orientation

Do not install the antenna in the direction shown in the photo below, as this will cause radio interference

and significantly degrade communication quality.

8 antennas facing each other

Four antennas facing each other

8 antennas facing each other
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An installation where any of the antennas on the backhaul side and the access side are

opposite each other.
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I 3.3 How to remove PCWL-0500

PCWL-0500 removal instructions are provided.

@ Float the fixing latch from the top with

%/ a thin spatula-shaped object.

: /
i W\

\
\

panel by pushing the main unit upward
with the fixing latch in the air.

H @ The main unit can be removed from the
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I 3.4 How to install PCWL-0510

PCWL-0500 installation instructions are described.

® Attach the antenna for the relay line. Attach it to the antenna connection terminal on the upper front panel of

the main unit.

o@\ﬁ

@ Attach the antennas for Bluetooth (BT terminal) and for radar scan (RDR terminal). Attach the antenna

marked "BT" to the BT terminal and the antenna marked "RDR" to the RDR terminal.

4

Assemble the included mounting hardware.

® Attach the supplied mounting brackets to the main unit, then install the mounting brackets on the wall or
pole.
Install the supplied mounting brackets on the wall or pole.
*Please prepare anchors and screws of the appropriate standard for the material of the walls and ceilings
where they will be installed.

The weight of the main unit with the antenna attached is approximately 3.6Kg.
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This section describes how to mount the PCWL-0410 to a pole, wall, or camera tripod. Also described is

how to install the R145 waterproof connector. The mounting bracket is made of steel, which may rust, but

this will not affect the strength of the mounting (period of about 10 years) or the operation or

performance of the equipment or antenna.

I Mounting on a pole

I Wall Mounting Method

I 3.5 How to remove PCWL-0510

PCWL-0510 removal instructions are provided.

29




4 Installation method

This section describes the installation procedure when the installation is performed with the factory
default settings. If you wish to change the settings, please refer to "5 Changing Settings" below before

installation.

I A7v7 1 Prepare the necessary equipment

[J Internet connection environment
One LAN port for PCWL is required on the device connected to the Internet (router, hub, etc.).
] LAN cable ............ 1 pc
A cable is required to connect PCWL to the Internet.
[0 PoE powered equipment or our optional AC adapter
When PCWL is powered by PoE power supply, a PoE power supply compatible device is required. Not required
when powered by AC adapter (sold separately).
0 PC with built-in wired LAN port
*If your PC
does not have a wired LAN port, use a USB-to-wired LAN adapter.
[0 PCs with built-in wireless LAN port or Wi-Fi enabled devices such as iPhone
[0 Packing set

Device, 8 antennas for BH/AP, 2 antennas for BLE/Radar Scanning, attachment for installation

I A7v7 2+ Check the Internet connection.

Beforehand, check to see if Internet access is available.
® Check to see if there is any communication equipment (e.g., modem) purchased or rented from the provider

or line provider at the time of the Internet contract.

() E
ﬁ
Internet Internet

Wired

) @0 e,)

telecommunicati

telecommunicatio

. on eauipment
n equipment

@ Connect the communication device or wired router, etc. to the PC with a LAN cable.

telecommunication

telecommunication

equipment equipment
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® Check if you can connect to the Internet in this state.
Ex) For Windows PCs, check that the IP address is correct in "Local Area Connection" under "Network

Connection" and that the Internet site can be displayed by launching a browser or other device.

@ Once the connection is confirmed, disconnect the LAN cable and proceed to the next step.

I A7v7 3« Temporarily install PCWL (parent unit/core) to connect to the Internet

1. If you have purchased only one PCWL, please use that PCWL as the parent unit (core); if you have purchased

two or more PCWLs, please select any one PCWL as the parent unit (core).

2. Since the factory default setting is set to the child unit (branch), connect the main unit to a PC and change the

setting to the parent unit (core) on the WEB UI screen by following the procedure from step 3 onward.

3. Connect the LAN terminal of the PC to the Eth-down terminal of PCWL (PCWL-0500 is used as an example)
with a LAN cable, and connect the power supply to DC IN.

Ay

9 _ = © © |
Mlef.itite J

@
1 luuuuguu \—zuuuguuuu r

4. Set the IPv6 address of the PC to the following address
IPv6 address on PC side = FD00:5043::062B:BBFF:FEF0: XXXXX
XXXX is an arbitrary value in hexadecimal (0 to F)

Subnet prefix length: 64

<Example of Window 10

@® Open "Control Panel" < "Network and Sharing Center" and select (click) the target "Ethernet". The
following screen will appear and select "Properties".
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2%
Eilh
IPva i FYRD-9 PUEABL
IPv6 i FYRD-9 PUEABL
XTATDREE: ax
HARE: 00:15:15
RE: 100.0 Mbps
FEHI(E)...
BRI
a— 22
=
Jiee 4416 15,965
Sr0r71p)  GEpiTaD) SHR(G)
BIL3(C)

@ Select "Internet Protocol Version 6 (TCP/IPv6)" on the following screen and click "Properties".

¥ 1-9xyb 2070741 ¥
EST R/ -~ =

BREORE

@ ASIX AX88179 USB 3.0 to Gigabit Ethernet Adapter
ER(O)...
COEERIROEEEERLET(0):

[ @ Baos (ryh 27525 A
a AV5-2yb TORIN /(-3 4 (TCP/IPv4)

4 Microsoft Network Adapter Multiplexor Protocol

. Microsoft LLDP 7ORJJL K54 /(-

B (/5% ORI /(-3 6 (TCP/IPve)

4 Link-Layer Topology Discovery Responder

. Link-Layer Topology Discovery Mapper I/O Driver v

KKK EOR

>

~

JO/F4(R)

m
¥

A JAM=JUN)...
L]

TCP/IP version 6, BEBRINLIXTXEFY NI -TRDBEER

®BId. BFO/V5-Fyb TORINTY.

oK Fovtl

® On the following screen, enter the PC's "IPv6 address" and "subnet prefix" and click "OK".
IPv6 address on PC side = FD00:5043::062B:BBFF:FEF0: XXXXX
XXXX is an arbitrary value in hexadecimal (0-F) (1000 in the example below)

Length of subnet prefix: 64
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@ Calculate the IPv6 address of PCWL according to the following rules.
I. Check the MAC address affixed on the rear panel.
(Example.)
PCWL MAC address = 042BBB012345

II. Split the upper 3 bytes and lower 3 bytes of the MAC address.
042BBB (fixed) +012345

III. Change the split upper "042BBB" to "062BBB" and insert "FFFE" between the upper and lower levels.
062BBB+FFFE+012345 = 062BBBFFFE012345

IV. Separate the above by ":" every 16 bits according to IPv6 address notation.
062B:BBFF:FE01:2345" is the lower 64-bit address.
The upper 64 bits are fixed "FD00:5043:0000:0000".
These upper 64 bits + lower 64 bits are the IPv6 address (128 bits) of the PCWL-0500.

(For example.)
PCWL IPv6 address = FD00:5043::062B:BBFF:FE01:2345

® Start a PC browser (Google Chrome recommended), enter the PCWL IPv6 address converted in http://d#&I(C
@, and access the PCWL WEB UI screen.

http://[FD00:5043::062B: BBFF:FE01:2345]

FLWFT x
cn 1ttp://[FD00:5043::062B:BBFF:FE01:2345]
77y & E2vFUFN201° @ 074V |NodeMana

Recommended browsers: Google Chrome, Microsoft Edge, Firefox

® When you access PCWL, you will see the following login screen.

Access will be available approximately 2 minutes after power-on.
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PicoCELA

TECHNOLOGY

XXXXXXXXX

The factory default user name is "admin" and the password is "picocela".

Enter the information as shown in the screen above and click the "Login" button.

*If the login screen does not appear, please check the connection status of the LAN cable, the IPv6 address

setting of the PC, or the PCWL

Please check your IPv6 address settings.

After successful login, you will be redirected to the top screen. You can choose a white or black

background color for the administration screen.

This manual is explained on a black background screen.

screen

Q- PCWL-0500
PouCELA Webui2 ID: 042BBB010001

@5vsak =0

&= N Help display

v bhDO—2

—— Fy hI—T E—F

5GHz APEEE
WAN AN
Trnore Setup and

main menu - WANA 25 —JT—R

Selection of i PP RLATNSAR

various settings

Setting-related

¥ PicoManagerBSaiE

B TFIVT—=23>

B ovrFur

©2019-2022 PicoCELABHS=H - V7 b7z 7 54 kR
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Each icon in the screen is explained below.

The icons in the header are placed with a button for switching the screen background color and language.

as PCWL-0500

WebUI2 D 042885010001 Background color
selection button on
admin screen language switch

button

The footer contains buttons for "Save" and "Apply changes" of the configuration data, as well as buttons
for uploading and downloading the configuration files.

Click on the Configuration File button to display the Upload Diagram and Download button.

Button to upload a
configuration file held
externally to the device
Click "Apply
Settings" to reflect
the uploaded
settings

changed settings to - | ~ —_

Button to save

the device
Changes are not
reflected on the

Button to output the current
device setting status in the
device's own file format

After changing the parameters
EERERTS and saving, the "Apply
changes" button becomes
active

Click this button to apply

rhannaoc

@ Change to parent unit (core) configuration
Select (click) "Settings—Backhaul" from the main menu on the left side of the screen to move to the following
screen.
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Ny TR—IL

=HTFT 1™

56Hz APSEE
2.4GHz APZE

358 APEE

& FFR
! PicoManagerE5&=FE
B FIUT—<3

B) ogrsr

100% (-0dB)

Change the operation mode to "core".

Click "Save" at the bottom of the screen to save settings and apply changes.

Connect the Eth-up terminal of the PCWL configured as the parent unit (core) to the upper network with a
LAN cable.

&

Internet

telecommunication

equipment

After turning on the PCWL, the startup is complete when the device lamps light up as shown below (it takes
about 2 minutes to start up).

€]
@

oo ETHFE

©
S o Chs

sssssssss

usm

ﬁowsngd:

STAT
BLE O
PM
INET
LINK @
PWR

PWR Lit orange (when DC power is supplied) or lit red (when PoE power is received)
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STAT Yellow light on (core display)

LINK LINK : Blue light (core display)

INET Lit orange (Internet connection status); unlit indicates no Internet connection is available.
PM, BLE : Lighting status is irrelevant.

*The startup operation behavior (LED display) changes depending on the channel (W52, W53, or W56) used

for the relay line.

For details, please refer to "14.2 About DFS" below.

A7¥7 4 + Temporarily install PCWL( child/branch)

If you have purchased only one PCWL, skip this step; use one unit as the parent (core) unit.
1.

The factory default state is the child (branch) setting; if set to the parent (core) setting on the WEB UI

screen, change to the "branch" setting in the General: Operation Mode on the Backhaul Settings screen in
Step 4.

Place the PCWL configured as the parent unit (core) in close proximity (power ON), connect power to the
child unit (branch), and confirm that the Power light turns on. The Link light blinks and then lights up

depending on the signal strength of the BH connection.

LINK ®

STAT @
BLE O
PM
INET
PWR

PWR Lit orange (when DC power is supplied) or lit red (when PoE power is received)

STAT STAT: Lit green (branch indication)

LINK Lit according to the signal strength of the BH line
Blue (RSSI = -45 dBm or higher), green (RSSI = -45 to -55 dBm), yellow (RSSI = -55 to -65 dBm)
Red (RSSI=-65dBm or less)

INET Lit orange (Internet connection status); unlit indicates no Internet connection is available.

PM, BLE : Lighting status is irrelevant.

After startup, press the Reroute button on the front panel for about 1 second, and when the Link lamp blinks

3 to 4 times and then lights up, the connection with the parent unit (core) is complete.

PM
INET
LINK @

STAT @
BLE O
PWR

Use the LINK lamp with the following lighting colors.
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Lit blue RSSI is above -45dBm (good signal condition)

Lit green RSSI is -45 to -55 dBm (good signal condition)

Yellow light on : RSSI is -55 to -65 dBm (available radio wave condition)

Lit red : Below -65dBm (radio wave condition not suitable for use)

*The red light can still be used, but the transmission speed will be reduced and the communication

quality will be worse.

If the Link LED does not blink or light up, press the reroute button again and confirm that the Link LED lights
up.

Perform operations 1 through 3 for the number of child units (branches).

*QOperating behavior (LED display) at startup varies depending on the channel (W52, W53, W56) used for the
relay line.

For details, please refer to "14.2 About DFS" below.

4. Determine the installation location. Be sure to check the signal and communication status with a temporary

installation.

I 27275 : Check the link (connection) between parent and child

1. Press the reroute button on the PCWL farthest from the parent unit (core).

% In fact, it does not matter which PCWL reroute button is pressed; all devices communicate with each other simply by

pressing one, even if there are multiple PCWLs.

2. After pressing the reroute button for a while, the LINK lamp will blink several times and then light up.

©

B ETOOWN  ETHUP

I5]

ow . e mmoure
= = X =
= 4 = W =z =
57 @ &~ = I &

If the light is lit, that PCWL is available. The color of the light indicates the signal strength.

©® If red is displayed, communication quality (including speed) may be low due to weak
connection strength.

©® Use an RSSI value of yellow lighted (recommended is green or blue lighted) or higher.

©® If it does not light up, the PCWL interconnection (link) has failed.

©® Check the connection strength (lighted color) on all installed child units.

In either case, reexamine the location of the PCWL and install it in a location where the signal

strength from the reroute button is stable.
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3. Make sure that the Link lamp is lit on all the children (branches) of the installed PCWL.

4. Check that the INET lamp is lit (orange). If the light is off, Internet connection is disabled. Check that the

INET light on the parent unit (core) is lit. If the INET light on the parent unit (core) is off, check the connection

to the upper network.

I A7v7'6 : Connect to the Internet with a Wi-Fi device

Actually connect to the Internet wirelessly using a Wi-Fi device. Follow the connection instructions for the

appropriate device.

For Windows (Windows 10)

X This is the connection method when your environment is a PC with built-in wireless LAN in Windows 10.

. Open the control panel

. [Click on "Network and Internet" and then on "Connect to Network" in the Network and Sharing Center.

Select the factory-set SSID "PicoCELA_A" or "PicoCELA_G" in Wireless Network Connections and click the
Connect button. The factory default security setting is WPA2-Personal and the passphrase is "picocela"; enter
"picocela" as the passphrase when connecting to Wi-Fi. To change the security settings, follow the procedure
described in "7.6 Access Point Settings" in "7 Advanced Settings for the Device" below.

Please be sure to change the passphrase when actually using the device.

Verify that you are connected. Click the wireless network connection icon in the system tray at the bottom

right of the screen and confirm that "PicoCELA_A" or "PicoCELA_G" is displayed as "connected".

. Check the connection by launching a browser or other device and displaying a page on the Internet.

For iPhone, iPad, etc.

X This is how to connect with an iPhone, but others can be connected in much the same way.

1.
2.
3.

4.

Tap [Settings

Tap [Wi-Fi

Select the factory-set SSID "PicoCELA_A" or "PicoCELA_G" in the Wireless Network Connection and click the
Connect button. The factory default security setting is WPA2-Personal and the passphrase is "picocela"; enter
"picocela" as the passphrase when connecting to Wi-Fi. To change the security settings, follow the procedure
described in "7.6 Access Point Settings" in "7 Advanced Settings for the Device" below.

Please be sure to change the passphrase when actually using the device.

Go back to the top page, tap [safari], view a page on the Internet, etc. to check the connection.

For Android Smartphone, etc.

% Please refer to the operation manual of your Smartphone for details as the menu differs depending on the

device.
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1. Touch [Settings

fé“ Internet" or "Wi-Fi".

2. Select a menu item such as "Network and

3. Select "PicoCELA_A" or "PicoCELA_G" from the displayed SSIDs and tap "Connect". The factory default
security setting is WPA2-Personal and the passphrase is "picocela." Enter "picocela" as the passphrase when
connecting to Wi-Fi. To change the security setting, follow the procedure described in "7.6 Access Point
Settings" in "7 Advanced Settings for the Device" below.
Please be sure to change the passphrase when actually using the device.

4. Confirm that the selected "PicoCELA_A" or "PicoCELA_G" is displayed as "Connected" by the operation in step
2.

5. Go back to the top page, tap "Google Chrome" or other browser, and check the connection by viewing the

page on the Internet, for example.

I #7277 : perform the main installation

Once the connection is confirmed, perform the main installation of PCWL.
Since the location and height of the temporary installation site and the main installation site may change

slightly, press the reroute button at the main installation site just to be sure that the link can be established.

I A7v7 8 1 If you want to extend the area

If you wish to extend the wireless LAN area, purchase an additional PCWL. Perform steps 3 and 5-8 of this step
for the purchased PCWL.
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5 About setting changes

Although you can easily build or expand your wireless LAN area with the factory default settings, you can change

the settings to improve convenience, security, operability, and performance in the following cases.

» I want to set communication security (change from factory settings)

» I want to use the SSID that matches the name of the store or service. (The factory default settings are fixed to
"PicoCELA_A" (5GHz band) and "PicoCELA_G" (2.4GHz band).

» Separate SSID for each access point (ex. separate SSID for conference room and office)

» [ want to add SSIDs (I want to change security settings for each SSID)

» There are other wireless LAN access points or wireless LAN routers in the building or on the floor (performance
is degraded due to interference)

» Separate networks (e.g., for employees and for visitors)

etc., the settings can be easily changed using PCWL's web configuration screen.

If you want to set up security,
Access the web configuration screen and set the SSID security-related settings.
See "7.6 Access Point Settings" in "7 Detailed Settings of the IF1-WF01" below for details on setting items and
methods.
If you want to use an SSID that matches the name of the store or service,
Access the web setup screen, select "SSID", and set any character string. See "SSID Settings" in "7.6 Access
Point Settings" below for setting items and methods.
If you wish to have separate SSIDs for each access point,
On each PCWL, access the web screen, select "SSID", and set a different arbitrary character string as the
"SSID". Refer to "SSID Settings" in "7.6 Access Point Settings" below for setting items and methods.
You want to set up VLANs and separate networks,
Assign a VLAN ID to each SSID and configure the office network, guest network, etc. The setting items and
methods include
For details, please refer to "VLAN Table" in "7.2 VLAN" and "SSID Settings" in "7.6 Access Point Settings"
below.
It's not.
Performance is degraded due to interference caused by other wireless LAN access points or wireless LAN
routers,
Access the web setup screen, select "5GHz/2.4GHz Radio Settings" and change the channel. Channels are
described in detail in "14.1 About Channels" below. Refer to "5GHz/2.4GHz Wireless Settings" in "7.6 Access
Point Settings" below for setting items and methods.
If you want to separate networks,
In each PCWL, access the web screen, select "Backhaul Settings," and specify "Channel" and "Common
Encryption Key" to separate the networks. For details on setting items and methods, refer to "7.1 Backhaul

(relay line) Settings" in "7 Detailed Settings of the IF1-WF01" below.
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6 How to operate PCWL's management screen

After successful login, you will be taken to the top screen. The administration screen consists of a header
section, footer section, main menu, and settings/operation area as shown below.

@

“" WebuI2 2

a
HoEnS =
@5 >ak-k BE screen switching

v bD—2

Help screen display

manmen
*y I E—F IL—5 E—F
Selection of -
various SettingS . WAN LAN DHCPH—/ |

——— Al e m 1o

St e I WAN-{ >4 —JT—2R ETH_UP port
I 2=l

AL IP7 KL RN 5T

Ll 27— 5% Setup and

& TR

W PicoManageriliss Save Settings, Settings File Upload/Download
button, Apply Changes button

The Apply changes button is activated when a
3] ovror parameter with saved settings exists.

& TFIUT—=>3>

©2019-2022 PicoCELABRESH - Y Z 727 S4BV 2R

I 6.1 Screen header and footer icon operation

Each icon in the screen is explained below.

Header icons include a button for switching screen background color, a button for switching language,
and a button for displaying help.

Help display button
Click to view a
description of each
parameter in the
screen

Screen background

language
switch button

The footer has buttons for saving configuration data, uploading and downloading configuration files.

Button to save
changed settings to
the device

Click "Apply
changes" to reflect

Button to download
configuration files
held externally to the
device

Click "Apply
changes™ to reflect
the uploaded
settings

After changing the
settings, the "Apply
changes" button will
become active. Clicking

Button to output the
current device setting
status in the device's




I6.2 Help Screen Operation

Clicking on the Help button displays an explanation of each parameter that can be set within that

screen.
Please set each parameter in conjunction with Chapter 7, "Detailed Settings of the IF1-WF01.

?" Click to

ﬁ TrasE 0 . = & VieW

b e

-k 7 — -k
FwbI—TE—F L-ZE-F ENMSICERENET,

MEEIF I A=a—ic&3 [7

Fl MERRHE TN, WS : 7 AR TS

WAN LAN YHCPH—) T, WSO AFY T EUR P HEEY,

Fy I—2

7+ AHOFy FO—SRRCSOET, L0EER
ENTEET.

P7 EL AZSA R
—_— [ =l

WAN-{ 25— J1—X ETH_UP port

TUySE—F
ES 2]l —FELTEALEY, HitE SE-RT
P ESEAE. bRy RO—S0L— RS0, Sile

Help Display Screen
Scrolling operation allows you to scroll the display

in the screen
Click the Heln hiittan tn rlear the arreen

LANBIRIROREN TEEY
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7 Detailed settings of the monitoring system

More detailed settings can be configured according to the network environment of the office or other
location where the system is installed. After logging in, the "Settings" screen will appear.

To set up the monitoring system, first determine and set the operating mode of the backhaul (relay
line) of the monitoring system.

I7.1 Backhaul (relay line) settings

Select "Settings" from the main menu. Select "Backhaul" from the submenu. This chapter describes the
settings for the parent unit (core). For the child unit (branch), only the items that can be configured are
displayed.

After changing the settings, click the "Save" button. To apply the saved settings to the device, click the

"Apply changes" button. All settings saved in each screen will be applied to the device.

I Operation mode setting

Specifies the operating mode of the IF1-WF01. Core (parent unit) is an operation mode in which the unit
is connected to the Internet connection via a LAN cable. Branch (child unit) is a mode in which the core
(parent unit) or branches (child units) wirelessly build a backhaul (mesh network) with each other and
relay (communicate) via a Wi-Fi connection.

When a core (parent unit) is specified, the network mode can be specified. Specify whether the unit is to
be used as a router to connect directly to the WAN line or in bridge mode to connect to a higher-level

router.

Specify backhaul operation mode
Iy Ik—IL Set core (parent machine)/ branch

EEE— 37 Specifies the operating mode of the
core (parent unit)

v -2 E-F

Specify backhaul common
encryption key

Mesh networks are built between
devices that share a common key.
*Be sure to change the key to any

For more information on common encryption keys, please refer to Chapter 13.4, "Dividing the Network".

(data) item Contents Possible values Factory setting
[BACKHOLE]. Specifies the backhaul operation mode of the Core (parent unit) Branch (Child)
Operation Mode monitoring system (PCWL). Branch (Child)
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Designates the core (parent unit) and branch (child
unit)

[BACKHOLE] Specifies the network mode of the device. router mode bridge mode
When the above operation mode is specified as
core, you can specify either router mode, which
connects directly to the WAN line, or bridge mode,
which connects to an upper-level router.

If the operation mode is specified as branch, it
operates in bridge mode.

network mode bridge mode

[BACKHOLE] Network identifier can be specified half-width alphanumeric | PCWL-05xx
symmetric Mesh networks are constructed between devices character
encryption key with the same common encryption key. 6 to 255 characters

If this common encryption key is different, the
same mesh network will not be created

When dividing a mesh network, set a separate key
for each mesh network for the common encryption
key

*If the common encryption key is used with the

factory default settings, it may connect to devices

that are not expected.

I Wireless Setup

Select the "Wireless" tab to display the Wireless Settings screen.

Core mode screen]

In case of core setting, specify
backhaul line radio output ON/OFF for

Specify indoor or outdoor
installation environment

Specify the frequency band of the

Specify bandwidth for backhaul

FrFL Specify backhaul line channel

735 F AT : Specify antenna for backhaul line

Specifies the transmission output

E3=0) 100% (-0dB)

Branch mode screen]
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AL—JE3OrossesF rrIEESRELTT.

RiR

=

100% (-0dB)

(data) item

Contents

Possible values

Factory setting

Wireless]

radio frequency band

In case of core setting, radio output ON/OFF
setting of backhaul line is available

Be sure to enable it for wireless connection to the
branch machine.

When operating the core alone, the radio output of
the backhaul line can be deactivated

Check: Enable (output
ON)

Unchecked: Disabled
(output OFF)

Check: Enabled

Wireless]

Specify the installation environment
When indoor is selected, W52, W53, and W56 CH

indoor (court, pool,

indoor (court, pool,

environment etc.) etc.)
can be set. When outdoor is selected, only W56 CH
can be set. outdoors
(When used outdoors, the use of W52 and W53 CH
is prohibited by the Radio Law.
Wireless / core setting | Sets the frequency band for the wireless backhaul 5GHz 5GHz
frequency band line
This unit can only be specified for 5 GHz
Wireless / core setting | Sets the bandwidth of the communication channel 20MHz 40MHz
bandwidth used by the wireless backhaul line 40MHz
80MHz
160MHz
Wireless / core setting | Sets the communication channel to be used for The environment, 36
channel wireless backhaul frequency band, and
bandwidth define the
channels that can be
specified.
Wireless] Specifies the antenna to be connected to the standard standard
Antenna Type backhaul side of the unit directivity
Select "Standard" if you wish to use the antenna
supplied as a standard accessory
*Directional antennas can be used with the PCWL-
0510 outdoor unit
*Qperation with a directional antenna connected
while the standard is selected may violate radio
laws.
Wireless] Sets the transmit output 10% (%) 100%.

Transmission output

Controlling the output can reduce the radio
coverage area
Transmission output level of 100% depends on

antenna type

25%.
50% of
100%.
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I Backhaul route update setting: at core setting

You can configure how to update the route construction of the wireless backhaul. Select the "Route

Update" tab to display the Route Update Settings screen.

' Specify whether to periodically

When periodic route updates
are enabled

(data) item

Contents

Possible values

Factory setting

[Pathway update].
periodic route

update

You can specify whether to perform periodic

backhaul route updates

Unchecked: Invalid
Check: Enabled

Check: Enabled

[Pathway update].
routing update

interval

Allows you to set the cycle settings for route
updates

Unit is specified in seconds.

1-65535

300 sec.

I Restoration settings in case of backhaul route failure: when core is configured

You can configure the repair method when the wireless backhaul line fails due to equipment failure, etc.

and the route is disconnected. Select the "Route Repair" tab to display the Route Repair Settings screen.

- Specify whether to enable the route

Specify the number of consecutive un-received

Sending interval of packets for route

(data) item

Contents

Possible values

Factory setting

[Path repair].
Path Failure

Detection

You can specify whether to enable route failure
detection

If enabled, route updates are performed
immediately after failure detection

Even if disabled, when the above-mentioned
periodic route update is enabled, the periodic route

update reconstructs the routes except for the failed

Unchecked: Invalid
Check: Enabled

Check: Enabled

detection interval

failure detection

devices.
[Path repair]. Allows you to set the detection counter value for 1 to 255 10
Number of detection | route failure detection
counts Specifies how many consecutive packets for route
failure detection cannot be received to determine
that a route failure has occurred.
[Path repair]. Specifies the sending interval of packets for route 1 or more 10 (1 second)




The specified unit is 100msec.

I Backhaul special settings

You can specify restrictions on the construction of backhaul lines and on the operation of access points
in the event of route failures. Other."
tab to display the settings screen.

Setting screen when selecting a core].

TO—FFvA Mty MEX 4
EEER s Specify the maximum number of times to

RSSHESIPEIER Specify local RSSI moving average

et R MU S Specify routing matrix coefficients

g7 Specify activation of move

#971—D e S o Cify mobile group ID

AFNREEE—F Designation for redundant

Eth-upl) >R Specify whether or not to detect abnormalities on the

Specify VLAN ID for wired backhaul

BRI JLVLANS D
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The setting screen when a branch is selected.

e |

U—JE-F

R ERAPA T

Leaf mode enable

gl:l— F+vZ bl v MEAERE

O—JLORSSIEEHTTEMET

RSSIEFEI LN

W—T A 2 AU 258

Eain—7

BHEI0— D

iR/ —FMACF FFL-A

FrFFFEFEFEFF

BE (Y IR JILVLANS D

Specify to stop AP output in

Upstream node designation for

(data) item

Contents

Possible values

Factory setting

Other/Branch settings

leaf mode

Can be specified to prohibit the construction of
routes under itself

When leaf mode is specified, no backhaul route will

Unchecked:
Possible to construct

a route under the

Unchecked:
Possible to construct

a route under the

be constructed under the specified child control of control of
The child specified as valid will be the end of the Check:
route Prohibits construction
of subordinate routes
Other/Branch settings | If a device fails and the route is disconnected, the Unchecked: Unchecked:

AP off in case of

communication of the child APs that cannot

Continued AP

Continued AP

path failure connect to the host can be stopped for each communication communication
device. Check:
Stop AP
communication
Other You can specify the maximum number of broadcast | 1~ 3

Maximum number
of broadcast control

packet transmissions

packets to be sent for backhaul construction
Normally, three times is recommended, but if there
are many nodes that are isolated from the route,
increasing the number of transmissions may solve

the problem.

Other/Branch settings

Only branches can be set

Unchecked: Not used
Check: Use

Unchecked: Not used
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Use local RSSI

Individual RSSI moving average coefficients can be

Operation with factory

moving average used instead of RSSI moving average coefficients settings is
coefficients sent from the core recommended
Other You can specify the weighting of RSSI values to be | 0 to 3
RSSI moving referenced in the optimal route construction Operation with factory
average coefficient Increasing the RSSI value increases the weight of settings is
the past history value recommended
Others You can specify whether to prioritize the route Specified in 5 steps usual

routing metric

factor

construction type by reducing the number of hops

or by RSSI value.

Other

movement group

When the monitoring system is mounted on a

mobile device, the nodes in the mobile device can

Unchecked: Invalid
Check: Enabled

Unchecked: Invalid

enable be grouped together
Only one node in a grouped node county is
configured to communicate with the outside
(outside the mobile unit)
Other A group ID can be assigned to each mobile unit 1~ 1
IMG-ID Groups can be divided by separating IDs for

adjacent mobile units, etc.

Other / When core
mode is set
core redundancy

mode

When this mode is enabled during core redundancy
operation, connection to the existing route is made
at core startup

Search backhaul routes for a certain period of time,
and if no route with the same backhaul key exists,
start with the configured backhaul channel and
bandwidth

Unchecked: Invalid
Check: Enabled

Unchecked: Invalid

Other / When core
mode is set
Confirmation of Eth-

up link

When core redundancy mode is enabled, the
system detects failures on the Eth-up port. If a
failure is detected, the backhaul and access-side
radio waves are shut down.

Branch machines with backhaul connections to this
core automatically transition to the backhaul route

configured by the other core.

Unchecked: Invalid
Check: Enabled

Unchecked: Invalid

Other/Branch settings
upstream node MAC
address

Valid only in branch

mode.

Only branches can be set

When constructing a route, the upper node to be
connected can be specified regardless of the radio
wave status.

Specify the upper node MAC address to be
connected

If FF:FF:FF:FF:FF:FF:FF:FF:FF is specified, the
optimal route is determined and an automatic
route is constructed

(Note) If a MAC address that does not exist in the
route is specified, it will not be connected to the

upper node.

MAC address

FF:FF:FF:FF:FF:FF:FF

Other

cable backhaul

Specifies the VLAN ID for wired backhaul

connections between nodes via network devices

0 to 409
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VLAN ID tag

such as HUBs, when VLAN ID=0 tags are not
allowed

All nodes connected by wired backhaul must have
the same ID and an ID that does not duplicate

other VLAN IDs
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I 7.2 Network configuration: in router mode (parent unit/core only)

Display the main menu and select "Settings—Network". Router mode can only be configured for

"Parent/Core". The "Subscriber/Branch" operating mode is only available in Bridge mode.

After changing the settings, click the "Save" button. To apply the saved settings to the device, click the

"Apply changes" button. All settings saved in each screen will be applied to the device.

I WAN-side network configuration: Eth-up port connection

This section describes how to set up this unit when it is used by connecting its Eth-up port to the upper

network with a LAN cable.
Select the "WAN" tab to display the WAN Settings screen.

Fy hO—2

Display of the network mode
Fv hI—2E-F -5 E—F

A . 5 Designation of WAN-side

WAN-A 59— J1—X ETH_UP port interface

IP7 LA BOIPY FLA Designation of WAN-side IP address

allocation method

PP LA

YT xw - IRH 255.255.255.0

BRI N

When static IP address is selected for
WAN IP address assignment, specify IP
address, subnet mask, default gateway,

t=h>-4UDNS eg. 8888

(data) item Contents Factory setting
network mode The mode specified in the network mode of the backhaul configuration is
displayed
To change this mode, change it on the backhaul setting screen

Settings in router mode Contents Factory setting
[WAN]. Specifies the WAN-side interface ETH_UP port
WAN Interface ETH_UP port: When connecting this unit's ETH_UP port to a host

ETH_UP port router with a LAN cable

PPPoE PPPoE: When connecting to ONU via PPPoE protocol
[WAN]. Select the IP address allocation method for the WAN side DHCP
IP address allocation DHCP: When an IP address is automatically assigned by the upper
scheme router via DHCP
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DHCP Static IP address: To assign a static IP address
static IP address
[WAN]. When "Static IP address" is specified as the IP address allocation IP address:
IP address method, specify a fixed IP address on the WAN side 10.0.0.3
IP address: Specify the fixed IP address of the monitoring system on
the WAN side
[WANT]. Specifies the subnet mask on the WAN side 255.255.255.0
subnet mask Subnet mask: Specify the subnet mask on the WAN side
[WANT]. Specify the address of the WAN-side gateway gateway
gateway 10.0.0.1
[WANT]. Specify the IP address of the DNS server on the WAN side Domain Name System
Domain Name System DNS: Specify the IP address of the primary DNS server 8.8.8.8
secondary DNS Secondary DNS: Specify a secondary DNS server if needed secondary DNS
unspecified

I WAN-side network settings: PPPoOE connection

This section describes the case in which the device is connected directly to the ONU with a LAN cable

and connected using PPPoE settings.

PPPoE

Select PPPoE

WAN-AA 25— Jx1—A

J—ID
{25 —Fw FH—ER TO/ TS e.d. picotaro@picocela.com
ENEI—HIDEADLTLEZN

KAT—F
25 —Fwy hH—EX TS SR
ENREAD— FEADLTLEZW

MTU
MTUIC DL T 29 —Fw b H—EX Fo 1454
I FiosmuatE LT EEn

Y—EXE ATS3Y) ©.9- pppoe-

Please refer to the connection setting
information from your provider and set it up.

O—AupP (AF=3>) e.g.8.8.8.8

e.g.8.8.8.8

UE—MP (AF33>)

When PPPoE is selected for | Contents Factory setting
WLAN connection
[WAN]. Specify the authentication ID (user name) for the Internet connection blank space
user ID provided by your provider.
(Example) picocelal234@eo 00 ®. ©@.jp
[WAN]. Specify the password for Internet access provided with your authentication | blank space
(computer) password ID by your contracted provider.
[WAN]. Set the optimal MTU size according to your network line. Please check with | 1454
MTU your provider for details.
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Standard PPPoE: 1492

B Flets: 1454
[WAN]. Specify the name of the service for Internet access provided by your blank space
Service name (option) provider along with your authentication ID.

Operation without specification is also possible.

[WAN]. If a global fixed IP address is assigned by the provider, set the local fixed blank space
Local IP (optional) IP address for the PPPOE link

[WAN]. If a global static IP address has been assigned by the provider, set the blank space
Remote IP (optional) remote side static IP address for the PPPoOE link

I LAN-side network settings

This section describes the settings for the LAN side of the device. Select the "LAN" tab for the settings.

Check with your network administrator for the IP address to be set.

Fy hD—2

Fy - E—R

WAN
Specify IPv4 address

PP LA 192.168.2.1

Y gy YRS 255.255.255.0 Specify subnet mask

LAN-side setting Contents Factory setting

LAN] Specifies the IP address of the LAN side 192.168.2.1
IP address

LAN] Specifies the subnet mask on the LAN side 255.255.255.0
subnet mask

I DHCP Server Settings

When using the device in router mode, the DHCP server of the device can be used. This section

describes how to set that up. Click on the "DHCP Server" tab to configure the settings.
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Ry hD—2

Fy hI)—22E-F

DHCPH—JT
BIPY FL-A

BTPPELA
PP LR : 205

FFIA U—AHE

L9 E—F

LAN DHCPH—) (

= Specify DHCP server as

192.168.2.50 Specify starting IP address for

192.168.2.254 Specify the IP address of the end

Specify IP address lease period

(data) item

Contents

Factory setting

DHCP server
DHCP Server

Specify whether to enable the DHCP server function.
Unchecked: Invalid
Check: Enabled

Check: Enabled

DHCP server
starting IP address

Specifies the starting address of the IPv4 address range to be distributed

when the DHCP server is enabled.

192.168.2.20

DHCP server

terminating IP address

Specifies the end address of the IPv4 address range to be distributed

when the DHCP server is enabled.

192.168.2.100

DHCP server

address lease period

Specifies the lease period of IPv4 addresses to be distributed when the
DHCP server is enabled.

Specified unit is minutes

120 min.
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I7.3 Network settings: in bridge mode, in branch mode

This section explains how to configure the backhaul settings when the bridge mode is selected as the

network mode and the branch mode is selected as the backhaul operation mode. When operating the

parent unit (core) in bridge mode, install a router in the upper network and connect it to this unit.

I LAN-side IP address setting

Click the " LAN" tab and set the LAN-side IP address.

Fy hO—2

Fv IS E-—F

LAN

IP7 LA AR,

YT ey b NAD

tzh>-4DNS

Select IP address allocation

method
BHIPF FL-X

192.168.1.254

255.255.255.0

192.168.1.1 .
server) is set.

When DHCP is selected, the IP address
obtained from the upper router (DHCP

When a static IP address is selected, the
left column is displayed and the IP

e,

subnet mask

(data) item Contents Factory setting
LAN] Specify DHCP or static IP address as the LAN-side IP address allocation DHCP
IP address allocation method
scheme
LAN] Specify the fixed IP address and subnet mask for the LAN side IP address:
When static IP address is IP address: Specify the fixed IP address of the device on the LAN side 192.168.1.254
selected Subnet mask: Specifies the subnet mask on the LAN side subnet mask

IP address 255.255.255.0

Domain Name System

secondary DNS

DNS: Specify the IP address of the primary DNS server
Secondary DNS: Specify a secondary DNS server if needed

LAN] Specify the IP address of the LAN-side default gateway gateway
gateway 192.168.1.1
LAN] Specify the IP address of the DNS server on the LAN side Domain Name System

8.8.8.8
secondary DNS

unspecified
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I7.4 VLAN Settings

If VLANs are to be established in the network construction, configure the VLAN settings in advance and
assign the configured VLAN ID to each SSID.

Display the main menu and select "Settings". Select "VLAN" from the submenu.

After changing the settings, click the "Save" button. To apply the saved settings to the device, click the

"Apply changes" button. All settings saved in each screen will be applied to the device.

I VLAN table settings

Click on the "VLAN Table" tab to configure settings related to terminal-to-terminal communications for

each VLAN ID assigned in the network.

I Default VLAN / Native VLAN (untagged)

Select the "VLAN Table" tab to display the following screen and configure the default VLAN settings. The

default setting is to allow all communication between terminals in the same backhaul.

VLAN I 23 L FE HRILE-R

To change the terminal-to-terminal communication settings, click "V" on the far right to display the

following screen.

VLAN ID: 9721, e Please put v if you want to
prohibit terminal-to-terminal

SfeE—F DAZLEF communication via the same

SRR backhaul communication
[ Bty ot ESEhrsrasEt 73
‘/_IJ"J— et Upl iR ST — o1 IL—F—OEslE
RElEFIangd

In addition to "Custom Mode," users can select either "Office Mode," which allows all terminals to
communicate with each other, or "Guest Mode," which prohibits all terminals from communicating with

each other and only allows Internet connection (with a gateway router).
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Office mode selection screen]

VLAN ID: 4773 L B A0 zEx—F

#rE—F A7 ZE-F

Displays terminal-to-
SHRSESORE FEOEn SRDTIEE): terminal
 EBsSDlciEE SN Sat s :
+ E1i3BSSIDEth-DownVLAN ID& DSE
Bt B T s e Bk
" J7./— FEhUplciie s T TS

Guest mode selection screen]

VLAN ID: £24743 L

Displays guest mode

BMEE—F terminal-to-terminal

SRRSO T oo SR DT (=)
¥ EBssDiCERE SN S EE
X Bi:SBSSIDEthDown VLAN ID& OHBE
X By LSS T TS SR

' J7./—FahUplcsie e s — o ML—5—

v" indicates permission, "X" indicates prohibition.

I VLAN ID and various settings

To assign a VLAN ID, click the "+" button to display the following screen.

Click to add VLAN ID
table

VLAN I0: 27773 L

VLAN ID table added

VLANID: 2

A new VLAN ID table will be added. Click on the added VLAN ID table to display the Advanced Settings

screen.

When the unit is in core configuration or router mode

The following is the configuration when the backhaul setting of the device is the core setting and in
router mode. First, specify the VLAN ID and operating mode.

The "office mode" permits all communications between terminals connected to the device.
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VLANID: 2

Set VLAN ID

Set the mode of

HAI+ZE—F

SRR EORER FREOED &0 F ¥ ) . -
 FI—BSSIDICEf= ik e i Displays terminal-to-
+ P SBSSIDEth-Down VLAN ID& (DE{E terminal
" F=J T S5R— LB EddE—VLAN DPER{E -
+ O J— FEh Uplc B RE e — b A —5—

The "v" indication indicates permission.

Guest mode" prohibits all communication between terminals connected to the unit. Each terminal is only
allowed to communicate with the gateway router and is allowed to connect to the external Internet

through the router.

VLAN ID: 2

HAPE—F

Displays guest mode
RIS ORE R FROED S0 3 (L terminal-to-terminal
X F—BSSIDICER =T i & i —
3 P SESSIDEt-Down VLAN 1D & s
X A=)y Ik LB EEHOR—VLAN DFAEEE
" 1FJ— FEplicEReEns S — oz L—5—

The "X" symbol indicates prohibition.

Selecting "Custom Mode" allows you to configure each communication setting individually.

VLANID:-2

DASLE—F

AR T " "
F—BSSID{E—F v-L)AOEMENE Select terminal-to-terminal

(®) R-BSSDATOREANTTS communication settings within
FA—BSSIDATOEEIEETS il il

oI

BSSIDAHDREIE
[[] mCssomoskmsae =13
[[] musssomoi-mEiEe:7c13
— A-VLANFOMEMBEE A DT TS (E—/ y I8 JLARME. Eth-Down

U M)

OF /— FEth UplcER=E=Nr sy — oo+ L—F — S OBRRERIZF o =1

\/3?

The following table describes the operation when each item is specified.

- Communication settings within the same BSSID (same channel)
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choice

action when specified

Communication within the same BSSID is permitted

Specified to allow communication between terminals connected to

2.4GHz and 5GHz channels of the same device.

Communication within the same BSSID is denied

Specified to prohibit communication between terminals connected

to 2.4GHz and 5GHz channels of the same device.

Communication within the same BSSID is done by

each BSSID setting

7.X Refer to the SSID setting of the access point and specify after
each SSID

Communication settings outside BSSID

choice

action when specified

Turn off inter-device communication between

devices with the same SSID

Specified to prohibit communication between terminals connected
to 2.4GHz and 5GHz when the same SSID is specified for both

2.4GHz and 5GHz for the same device (node)

Turn off terminal-to-terminal communication

between different SSIDs

Specified to prohibit communication between terminals connected
to different SSIDs when multiple SSIDs are specified for the same

device (node).

Turn off communication between terminals in the
same VLAN (communication in the same backhaul,

subject to Eth-down)

Specified to prohibit communication between terminals connected
to the same VLAN (same VLAN ID) with multiple devices (multiple

nodes) and multiple SSIDs.

When in router mode, be sure to make the following settings

L] &3

BAIPF FL-A

IPF FL-ABSAE

FF EL-Z

bl e

DHCPH—J(

REIPF FL-X

eg 192.168.1.200

BTIPFFLR

eg 120

7 FLAU—2 0

To assign the IP address of the device to the

Enable DHCP server to distribute IP
addresses to terminals connected to the

Specify IP address allocation
method, IP address, and subnet

DHCP server related settings

B#DIPF EL-Z{DNSUL-—)

Permission setting for WEB UI screen
connection from terminals with IPv4

Loy

Permission setting for WEB UI screen
connection from terminals with IPv6

LDl
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(data) item Contents

VLAN IPv4 In router mode, enables the assignment of the device's IP address within the relevant VLAN

interface

IP address allocation scheme Assigns the IP address of the device within the VLAN interface

When the backhaul setting is in router mode, allocation by DHCP is not possible.

IP address Specifies the IP address to be assigned to the relevant VLAN interface
subnet mask Specifies the subnet mask of the IP address to be assigned
DHCP Server Enables IP address assignment from the DHCP server of the IF1-WF01 to the terminal

connected to the VLAN ID.

starting IP address Specifies the starting address of the allocated IP address

terminating IP address Specifies the end address of the allocated IP address

address lease period Specifies the lease period of the allocated IP address

DNS Server Select whether to specify the DNS server with the DNS relay function or the IP address of

the DNS server; if you select IP address specification, specify the IP address of the DNS

server.

WebUI access prohibited Enable to prohibit access to the WebUI (management screen) from terminals connected to

the relevant VLAN ID with an IPv4 address
(IPv4)

WebUTI access prohibited Enable to prohibit access to the WebUI (management screen) from terminals connected to

the relevant VLAN ID with an IPv6 address

(IPVv6)

When the unit is in branch setting or bridge mode

This section describes the settings when the backhaul setting of the device is set to branch or bridge
mode. First, specify the VLAN ID and operating mode.

The settings for Office mode, Guest mode, and Custom mode are the same as those in the previous
section. Please refer to the previous section for the settings.

The following table describes the VLAN interface configuration conditions depending on the operating

mode setting.
1. When office mode is selected
VLAN IPv4 and beyond need not be configured.

Only the WebUI access prohibition setting should be specified according to the operation.

2. When guest mode is selected

Configure VLAN IPv4 and beyond according to the following table.
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3. When "Turn off communication between terminals in the same VLAN" is selected in custom
mode

Configure VLAN IPv4 and beyond according to the following table.

4. In the case of a configuration with Radius servers in a specific VLAN

For the VLAN in which the Radius server is located, configure VLAN IPv4 or later according to

the following table.

To assign the IP address of the device to the

[ w3

FF FlL-ABSAE BHIPF FL-Z

eg 192.168.1.234

IRV R IRT

Pvif— Oz

H—rITAPF LR eg 19216811

W|EIPvaY — O X

H—OTAPPELRUZ b

MACT#'— hox - BE

H—pROTMACF FL-ZUZ |-

AL P

WebUIF &t 2 Sl (IPvd) [] &%

WebUIF 2 A Sk (IPv6) O &=

(data) item Contents

VLAN IPv4 Address Enable to assign the IP address of the device to the relevant VLAN interface.

IP address allocation scheme Specifies the IP address assignment method of the device to the VLAN interface

Select whether to obtain an IP address from a DHCP server or set a static IP address

IP address If a static IP address is selected, specify the IP address to be assigned

subnet mask Specifies the subnet mask of the IP address to be assigned

IPv4 Gateway Specifies activation of communication with the gateway

gateway IP address Specify the IP address of the gateway

Multiple IPv4 address lists In the case of a network environment with multiple gateways (e.g., redundant), enable it

and specify the IP address in the next section.

If the previous section is enabled, specify the gateway IP address

gateway IP address list
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When specifying multiple IP addresses, separate them with ",".

MAC Gateway Settings If the VLAN interface in question cannot be assigned an IPv4 address, the gateway setting
can be specified by MAC address.

Enable to specify by MAC address

Gateway MAC Address List If the previous section is enabled, specify the MAC address of the gateway
MAC address must be specified in the format 11:22:33:AA:BB:CC

When specifying multiple MAC addresses, separate them with ",".

WebUTI access prohibited Enable to prohibit access to the WebUI (management screen) from terminals connected to

(IPv4) the relevant VLAN ID with an IPv4 address

WebUTI access prohibited Enable to prohibit access to the WebUI (management screen) from terminals connected to

the relevant VLAN ID with an IPv6 address
(IPv6)

Configure Eth-down port, management VLAN, and VLAN for PicoManager connection

The user can configure the Eth-down port, the management VLAN and the VLAN for PicoManager
connection of the device.

Please refer to the following table for setting.

PicoManager

Tl

Eth-down VLANE— |-

42 FVLAN ID

PicoManagerfEFIVLAN ID

(data) item Contents

Eth-down VLAN mode Specifies the VLAN mode of the communication interface connected to the eth-down port
with a LAN cable
Trunk mode sends packets with tags

Access mode sends only the specified VLAN ID without tags

Management VLAN ID Specify the VLAN for management of WEB UI, etc.

For PicoManager connection You can set individual VLAN IDs to connect to PicoManager. VLAN IDs for individual

configuration must be set in the VLAN table in advance.

VLAN ID

65




I 7.5 Router Function Configuration

The PCWLS5 series products can use the firewall and port forwarding functions newly added to the PCWL5
series products. To use PicoManager, please refer to Chapter 11 "PicoManager Connection Settings" for pre-
registration and activation.

A separate contract is required to use PicoManager's node configuration function. Please contact your
local distributor or PicoCELA for the contract procedure.

I Firewall Feature Configuration

When the parent unit (core) is used in router mode, the firewall function can be configured: go to the
node list in PicoManager and click on the £} configuration icon for the parent unit (core).

Select "Security" from the tabs on the left side of the screen, then select the Firewall tab.

JSeIect the Firewall tab

RERIT, X—ITHO RiE Fi

TPAT H—h
Ry kT —

BERIL—IL—E
L—LREEBZHONSIRICERAThES. L—LOBREES v 7Oy 7TANYRAETT.

TFaIUT

VLAN - 7] #fE Zoral
o | @D | WAN => LAN v‘ ‘ 29%L v‘ [D.G.O.D I/ E : Iauga I In,u.a.o ]/E : [808() I | 534 V‘ ‘ AT V| "}
2.4GHz AP
1 | LAN == WAN v‘ ‘ 102 v‘ [o,o.o.o l/ E : Iesssz l Io.u.a.o ]/E : [65532 l | ubP v‘ ‘ i v| v

To add a rule, click the "+" button to display the settings table.
Refer to the table below for each setting item. The settings are applied in the order of the highest

setting. The order of settings can be changed by drag & drop.

Setting items Configuration details
Enable button This button activates the setting. Grayed-out status does not reflect the setting.
Directions. Sets the direction in which data packets are sent.

WAN=LAN": Packet setting in the direction of transmission from the WAN side to
the internal LAN

LAN=WAN": Packet setting for the direction of transmission from the internal
LAN to the external WAN side

VLAN ID Specify the VLAN ID to be configured
VLAN ID can be a preconfigured VLAN ID in the VLAN table
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sender Specify the IP address, subnet mask, and port number of the source terminal to
which the rule is applied

Subnet mask must be specified by prefix length

Example: 255.255.255.0 = 24

If port number is "blank", all port numbers are covered

destination (of Specify the IP address, subnet mask, and port number of the destination
transmission) terminal to which the rule is applied

Subnet mask must be specified by prefix length

Example: 255.255.255.0 = 24

If port number is "blank", all port numbers are covered

protocol Specifies the protocol to which the rule is applied

Protocols that can be specified: TCP, UDP, TCP+UDP, any (all)
operation Allows or prohibits the set communication
delete button Click on the trash to delete settings

I Configure port forwarding functionality

When the parent unit (core) is used in router mode, the port forwarding function can be configured:
display the node list in PicoManager and click the configuration 'b1 for the parent unit (core). Select

"Security" from the tabs on the left side of the screen, then select the "Port Forwarding" tab.

[
Z Select the Port Forwarding tab

ZFAT el
2y kT —
w2 - Sr—IL Tt T—F
BREPRIL—IL—E
-
TV TS M—ME LB 3600 SRCBERESNET. L—LOBERES v I&F Oy 7TANBARTT,
VLAN 5 LANIP7 F LR /F—F ZOoralL

0 [15555 l |192A168.2A135 I:l5555 I | {31 V‘ v

2.4GHz AP |
1 [10022 l |192A168.2A135 l:lzz I | uppP v‘ '

2 18080 192.168.2.136 ;| 80 B A
5GHz AP [ l l ll I |EE ‘ L

To add a rule, click the "+" button to display the settings table.
Refer to the following table for each setting item. The settings are applied in the order of the highest

setting. The order of settings can be changed by drag & drop.

Setting items Configuration details
Enable button This button activates the setting. Grayed-out status does not reflect the setting.
WAN Port Specifies the source port number
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LAN IP address/
port

Specifies the IP address of the LAN-side device to be published as a server, etc.

Specifies the destination port number when forwarding packets to a specific

device on the LAN side to be published as a server, etc.

protocol

Specifies the protocol to which the rule is applied

Protocols that can be specified: TCP, UDP, any (all)

delete button

Click on the trash to delete settings
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I 7.6 Access Point Settings

Display the main menu and select "Settings". Select "5GH/2.4GHz AP Settings" or "Common AP
Settings" from the submenu.
After changing the settings, click the "Save" button. To apply the saved settings to the device, click the

"Apply changes" button. All settings saved in each screen will be applied to the device.

I 5GHz/2.4GHz wireless configuration

Set the radio frequency band for the AP line. This unit can be configured for 5 GHz and 2.4 GHz band
Wi-Fi connections.
When using both 5GHz and 2.4GHz bands, "5GHz AP Settings" and "2.4GHz AP Settings" must be set

respectively in the side menu.

5GHz AP setting screen]  [2.4GHz AP setting screen] 1 [ 5GHz AP setting screen]  [2.4GHz AP

setfing screen]  [2.4GHz AP setting screen | 246Hz APZEE

REERTE
BBFF
e

FrLHm
FrRIA2 13EFA LG

Frb

A¥Fv ol -
fvi:r:lannm}\;l:ﬁm M See the

See the
24651

following table,

following table, DTIMERES

100% (-0dB)

100% (-0dB)

HE S
= 5
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(data) item

Contents

Possible values

Factory setting

5G/2.4G AP Settings

radio frequency band

Specifies whether or not each frequency band is used
If disabled, the AP function for the frequency band in

question will not be available

Check: Enable
Unchecked: Disabled

Check: Enable

5G AP Settings Specify the environment in which this equipment is to 5G: Indoor/outdoor 5G: Indoor
environment be installed in the 5 GHz band only
When indoor is selected, W52, W53, and W56
channels can be selected. When outdoor is selected,
only W56 channel can be selected.
5G/2.4G AP Settings 2.4GHz: Specify IEEE802.11b/g/n/ax 2.4G: 11b/g/n 2.4G: 11ax
wireless mode 5GHz: IEEEB02.11/a/n/ac/ax can be specified 5G: 11a/n/ac 5G: 11ax
5G/2.4G AP Settings Specifies the bandwidth of the communication channel | 20MHz 2.4G: 20MHz
bandwidth to be used 40MHz 5G: 40MHz
The bandwidth that can be specified depends on the | 80MHz
frequency band and radio mode 160MHz
2.4G AP Settings Specify to restrict channel selection in the 2.4GHz Check: Enabled Unchecked:
channel restriction band Unchecked: Invalid Invalid
When channel restriction is enabled, channels 12 and
13 cannot be selected.
Even if "Auto" is specified for the channel setting in the
next section, 12ch and 13ch are not selected.
5G/2.4G AP Settings Specifies the communication channel to be used Configurable channels | 2.4G: Auto
channel Configurable channels vary depending on wireless are defined by radio 5G: Auto

mode, bandwidth, and indoor/outdoor settings
When you change the wireless mode, bandwidth, or
indoor/outdoor settings, please re-configure the
channel settings

*Please specify a channel away from the channel set in
the backhaul setting and the channel set in the 5GHz
AP setting.

mode, bandwidth,
indoor/outdoor

When set to Auto, the
channel is
automatically selected

at startup.

5G/2.4G AP Settings

Specifies the optimum channel search interval

Once every 24 hours

Once every 24

Scanning Interval (channel scan interval) when "Auto" setting is selected | Once every 12 hours hours
for channel setting Once every 8 hours
Shortening the channel search interval may affect | Once every 6 hours
high-speed DFS performance.
5G/2.4G AP Settings DTIM (Delivery Traffic Indication Message) 2.4G: Values from 1 2.4G: 2
DTIM Period transmission interval can be set to 255 5G: 2
5G: Values from 1 to
255
5G/2.4G AP Settings Can specify the standard packet size when sending 2.4G: 0 to 2347 2.4G: 2347
RTS Threshold RTS (Request to Send) packets values 5G: 2347
5G: 0 to 2347 values
5G/2.4G AP Settings Specifies the transmission output 2.4G: 2.4G: 100
Transmission output Controlling the output can reduce the radio coverage 10%/25%/50%/100 5G: 100

area

5G:
10%/25%/50%/100

70



5G/2.4G AP Settings When terminal disconnection is enabled, the RSSI
terminal disconnection value of the STA side (PC or other terminal side) is
checked, and if it is lower than the specified RSSI
value, the connection of the STA is disconnected from
the AP side, allowing the STA to move to an AP with a

higher signal level

5G/2.4G AP Settings Specifies the RSSI threshold for disconnection when -45dBm to -95dBm 2.4 GHz:
RSSI threshold terminal disconnection is enabled in the previous -65dBm
section 5GHz: -65dBm
5G/2.4G AP Settings Specifies the beacon cycle (unit: msec). A shorter 2.4G: 15-65535 2.4G: 100
Beacon frame beacon cycle makes it easier for Wi-Fi-connected 5G: 15-65535 5G: 100
transmission interval terminals to detect the access point, but reduces

communication efficiency.

5G/2.4G AP Settings Specifies the number of retransmissions in case of 2.4G: 1-14 2.4G: 7
maximum retransmission | frame transmission failure (e.g., Ack not received). 5G: 1-14 5G: 7
counter

I SSID setting

Set the SSID for the AP line. This unit can be configured for 5GHz and 2.4GHz band Wi-Fi connections.

PIEARA> b

| 5GHz APEEE

= PicoCELA e WPAZ-PSK

@ OPEN

@ oPen Clicking on each SSID will display a
@ open detailed screen and allow you to change
@ opeN each setting value

@ oPeN
@ OPEN

@ oPenN

I SSID settings: General settings (name, security settings related, etc.)

Display the detail screen and set the SSID name, authentication and encryption method, passphrase,

etc.
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PIOCARA> B

| 5GHz APEE

PicoCELA @ WPA2PSK

AN ’T Enable or disable SSID

E &

Set any SSID name

Set the authentication/encryption

Set passphrase for accessing SSID

Set to enable stealth SSID usage

Permission/prohibition of terminal-to-

Set the maximum number of

Settings are the same for 5G/2.4GHz.

(data) item

Contents

Possible values

Factory setting

Wireless Settings
SSID

Specify SSID enable/disable setting

If disabled, the target SSID will not be sent

A total of 16 SSIDs can be registered: 8 SSIIDs at 5
GHz and 8 SSIDs at 2.4 GHz.

Check: Enabled

Unchecked: Invalid

SSID#1:
5G: Enabled
2.4G: Enabled
SSID#2 or later:

invalid
Wireless Settings Specify SSID. Half-width SSID#1:
Name alphanumeric 5G: PicoCELA_A
characters, Japanese 2.4G:
PicoCELA_G

SSID#2 or later

unset

Wireless Settings
Authentication and

encryption methods

Specify authentication and encryption methods
If "Open" is set, communication security with the
terminal is not guaranteed; WPA2 and WPA3 are
recommended.

WEP is not supported

If Enterprise is specified, please configure the Radius

server

*OWE mode (Wi-Fi Enhanced Open) is a new WF
security standard for public networks based on
Opportunistic Wireless Encryption (OWE)

Ensures privacy through encryption in unsecured,

open networks

[OWE Configuration Example]
<OWE only mode>

Open

WPA2-Personal
WPA/WPA2-Personal
WPA2-Enterprise
WPA/WPA2-Enterprise
WPA3-Personal
WPA2/WPA3-Personal
WPA3-Enterprise
WPA2/WPA3-
Enterprise
WPA3-Enterprise
(192bit mode)

OWE

SSID#1:
WPA2-Personal
SSID#?2 or later:
OPEN
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1. set "OWE" as the authentication and encryption
method

Set "None" for OPEN SSID

In this case, only terminals that support OWE can be
connected.
<OWE Transition mode>

1. set SSID#1 to "OWE" (*Stealth setting is not
available)

Set SSID#2 to "OPEN

Set "SSID#2" to the OPEN SSID of SSID#1

Disclose SSID#2 to users

Each terminal connects to SSID#2, and OWE-
enabled terminals use OWE mode.

The OWE-supporting terminal is connected with
SSID#1 at SSID#1 and the OWE-unsupporting
terminal is connected with SSID#2

Non-OWE-compliant terminals are connected with
"Security Protection

The network is not "done".

SSID#1 and SSID#2 cannot have the same name.

Wireless Settings This setting is required when "OWE" is selected for None None
OPEN SSID authentication and encryption method SSID set to OPEN on
the device

Please refer to [OWE Setting Example] above for the

setting method.

*The same OPEN SSID cannot be specified from

multiple SSIDs set in OWE
Wireless Settings When WPA2-Personal, WPA/WPA2-Personal, WPA3- When WPA2-Personal, | SSID#1:
pass phrase Personal, or WPA2/WPA3-Personal is specified, a WPA/WPA2-Personal, picocela

password is specified

or WPA2/WPA3-

SSID#2 or later

Be sure to change the passphrase to any passphrase Personal is selected: unset
from the factory setting to protect your At least 8 and up to
communication security. 63 single-byte
alphanumeric
characters
When WPA3-Personal
is selected:
Up to 128 single-byte
alphanumeric
characters
Wireless Settings You can specify whether to use stealth mode, which Unchecked: Invalid 2.4G: Disabled
stealth SSID does not perform beacon notification for SSID Check: Enabled 5G: Disabled
(ESSID).
Wireless Settings The maximum number of terminals that can be 1-128 2.4G: 128
Number of terminals connected can be specified for each SSID 5G: 128

I SSID setting: Radius setting

73




If you specify one of the following for "Authentication and Encryption Methods", please configure the
Radius server settings. This section describes the settings for the primary. When setting up a secondary,

please refer to the primary.

- WPA2-Enterprise

- WPA/WPA2-Enterprise

- WPA3-Enterprise

- WPA2/WPA3-Enterprise

FPIOECZARAL>bH

| 5GHz AP:EE

= PicoCELA @ WPAZEAP

RadiusZ37E VLAN
Specify whether to use shared or individual Radius

HaRadiusDiER =

MFEHEORdiusEFERTY. TERFETOSSDICEMLET.

Specify the IP address of the Radius server to be

Radiust—J{ e.g. 192.168.1.1 or server.domain

Specify port number of Radius server to use

RadiussR— I~

N Specify the password for the Radius server to be

Radius 7 1™ =71 2 5—J% e.g. 192.168.1.1 or server.domain

Radius 7 1™ >t >+ R—b . . .
e The following Radius accounting servers are

Radius 7 1150 > 20 KZAD—F

(data) item Contents Possible values Factory setting
Radius Settings WPA2-EAP/WPA-EAP mixed mode and WPA2/EAP Unchecked: Not used Check: Use
Use of shared Radius selection Check: Use
settings Specifies whether to use the shared Radius setting
when
Radius Settings WPA2-EAP/WPA-EAP mixed mode and WPA2/EAP IP address: Not
Radius Server selection set
Radius Port Hours, Port number:
Radius Password Specify the IP address of the shared or individually 1812
configured Radius server Password: Not
Specifies the port number of the shared or individually set
configured Radius server
Specify password for shared or individually configured
Radius servers
Radius Settings WPA2-EAP/WPA-EAP mixed mode and WPA2/EAP IP address: Not
accounting server selection set
accounting port Hours,
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accounting password

Specifies the IP address of the shared or individually
configured Radius accounting server

Specifies the port number of the shared or individually

Port number:
1813

Password: Not

configured Radius accounting server set
Specify password for shared or individually configured
Radius accounting server
Radius Settings You can set the string that will be used as the NAS half-width unset

NAS-Identifier

Identifier in the Radius request. The setting is

optional and can be left unset.

alphanumeric
character
Blank, Japanese is not

acceptable.

I SSID setting: VLAN setting

To configure VLAN settings for each SSID, click the "VLAN Settings" tab to display the VLAN Settings

screen.

Specify if VLANs are enabled

If VLAN is enabled, specify VLAN ID

When VLAN is enabled, specify
enhancement or prohibition of

terminal-to-terminal

communication prohibited

between terminals connected within the same BSSID
In the VLAN table settings, under "Communication
settings within the same BSSID".
This setting is available only when "Communication
settings within the same BSSID are configured in

each BSSID setting" is specified.

Check: Prohibited

(data) item Contents Possible values Factory setting
VLAN] Specifies whether VLANs are used Unchecked: Invalid 5G: Disabled
VLAN Check: Enabled 2.4G: Disabled
VLAN] Select the VLAN ID specified in the VLAN table VLAN ID specified in
VLAN ID Please set the VLAN configuration in the VLAN table in | the VLAN table

advance
VLAN] Specify whether to allow or prohibit communication Unchecked: Permitted

I SSID setting: MAC address filtering setting

For each SSID, you can configure settings to allow or prohibit access to the SSID by the MAC address of

the connecting terminal. Select the "MAC Filter" tab to display the MAC Address Filtering Settings screen.
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PR Select filtering designation method

Invalid if not used

Permitted if not on prohibited list
Prohibited if not on the list of permitted
Use the filter of the built-in Radius server

MACY FLZ ¢ AT
) Z Mo ESHETT S

FRIUA MO MESHEHEETS

Radiustf—) WOMACF FL-A 71 L& ERTS

=" PicoCELA_A

WEUE FCRLIESENT TS

If it is not on the prohibited list, select
"Allow" when you select "Allow

MAC address to which access is
prohibited

MACF FL-Z 1 2UT

MACF FL-AgutUZ -

(data) item Contents Possible values Factory setting

MAC Filter invalid invalid

MAC address filtering

Specify MAC address filtering settings
Allowed if not on the
prohibited list
Prohibited if not on
the permitted list
Using the Radius
server's MAC address

filter

MAC Filter
MAC address block list

Specify the MAC address to prohibit connection

When "Allow if not in the prohibited list" is selected,
the registered MAC address will be prohibited from
accessing the system.

Please refer to the following example to describe the
format of the MAC address (the same applies to the
description in the case of prohibition)

Use ":" (colon) to separate bytes in the MAC address
and "," (comma) to separate between MAC
addresses. Do not insert a space after the comma.

(Example)
"AA:AA:AA:AA:AA:AA,BB:BB:BB:BB:BB:BB:BB"

MAC address

The number of
addresses that can be
set is

Max 1000 addresses

no designation

MAC Filter

MAC address authorization

list

Specify the MAC address to be allowed to connect
When you select "If it is not in the allow list, prohibit",

the registered MAC address will be allowed access

MAC address

The number of
addresses that can be
set is

Max 1000 addresses

no designation
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MAC Filter Specify "Use Radius server MAC address filter Follow Radius server

Use Radius server Please refer to the chapter "12 Application Usage specifications
Settings" in the built-in Radius server configuration
method described below for how to use the MAC

address filter function of the Radius server and

configure it.

I Common AP Settings

This section describes the items to be set for the 5GHz and 2.4GHz bands in common. Settings cannot
be made for each frequency band or SSID. Select "Common AP Settings" from the side menu to display

the settings screen.

s o

802.11k GFEEL+R—I)

(data) item Contents Possible values Factory setting
Common settings Specifies the keep-alive transmission cycle 60 to 3600 120
Keep-alive period
(seconds)
Common settings Specifies the antenna to be connected to the access standard standard
Antenna Type point side of the device directivity
Select "Standard" when using the antenna supplied as
a standard accessory
*Directional antennas can be used with the PCWL-
0510 outdoor unit
*Qperation with a directional antenna connected while
the standard is selected may violate radio laws.
Common settings Specify whether or not to use the fast roaming Unchecked: Invalid
802.11k (proximity function by IEEE802.11k Check: Enabled
reporting) *High-speed roaming function reduces network
downtime during roaming if the PC or smartphone
terminal also supports IEEE802.11k.
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I 7.7 system setup

Display the main menu and select "Settings". Select "System" from the submenu. After changing the
settings, click the "Save" button. Click the "Apply changes" button to apply the saved settings to the

device. All settings saved in each screen will be applied to the device.

I System Log Settings

You can configure the system log output settings. This section describes how to configure the settings.

Click on the "Syslog" tab to configure the settings.

“AHFAENET

Specify Syslog output

Level 6 - informational

(data) item Contents Possible values Factory setting
Syslog Logs can be configured to be output to an external Disable: Unchecked validation
validation server Enable: Check
Syslog IP address of the external server that outputs Syslog can unset
Server address be set
Syslog You can set the level of log output to an external server LevelQ0: emergencies Level 6
Syslog Type Level 1: alerts

Level 2: critical
Level3: ERRORS
Level 4: warnings
Level 5:
NOTIFICATIONS

Level 6: informational

Level7: Debugging
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I Time setting

You can retrieve time data and configure time-related settings. The following describes how to set this

up (select the Date/Time tab).

Enable setting for getting time

O &4

Specify NTP server address or domain

e.g. 192.168.1.1 or server.domain

Specifies the cycle for obtaining time

Specify the time zone of your

Asia/Tokyo

Button to set date and

Thu Jun 18 18:19:25JST 2020 (1)

Current date

(data) item Contents Possible values Factory setting
Date and Time You can set whether to retrieve time information from Disable: Unchecked nullification
NTP Enable an NTP server Enable: Check
Date and Time Specify the IP address or NTP server domain name of unset
NTP Server the NTP server
Date and Time You can set the update interval to retrieve time 3 hours 24 hours
time update interval information from an NTP server 6 hours
12 hours
24 hours
48 hours
Date and Time You can set the time zone for the region where the Time zone of each GMT+9:00

time zone

equipment will be installed

country

Tokyo, Seoul

Date and Time

Date and Time

Displays the current date and time inside the unit

Click on the clock button for manual setting

I Account Settings

You can set up or change the account for logging in to the monitoring system. This section describes

how to set it up.




ZOF) A 2O

J—4H4
TOF R HOEN

ICRAT—F
COFHI DI T—F

Specify the host

Specify login ID

Specify login password

(data) item Contents Possible values Factory setting
host name You can set the name of the host name half-width PCWL-0500
host name alphanumeric
character
account You can set the login name to access the WEB Ul half-width admin
login name settings screen. (If you change the login name, the next | alphanumeric
time you log in, you will be able to access only with the character
login name you set.
account You can set a password to access the WEB UI settings half-width picocela
(computer) password screen. The next time you log in, you will be able to alphanumeric
access the screen by entering the password you set. character
Be sure to set and keep your password!
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8 Check status (operating condition)

The operational status of the monitoring system can be checked on the status screen. You can also
select items displayed on the status screen to display them on the dashboard. This section describes the
items displayed on the status screen and how to display them on the dashboard.

Display the main menu and select "Status.

I 8.1 system status

Select "Status—>System" from the main menu to display system-related information.
System-related status can be checked for the following

Basic Information

Temperature information of equipment

CPU utilization

Memory usage

Disk utilization

Switch for display on
dashboard
Items that are turned on

USB Related Information

Event Record

will be displayed on the

- CRUAMERESERESIST)

Fri Apr 2 ISI0:SS IST 200 (1)
2 iy, T3 hesrs, 70 rdenrimn, 1 amessds

Status Information

wmwmm memmas 0 mem
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I 8.2 Network Status

Select "Network" from the submenu to view network-related status. The items displayed are as follows
- Gateway Information
- Internet Related Information
+ ETH-up port related information
- ETH-DOWN Port Related Information

S OFF - Ak @@ 2oF -

192168.2241 18.238.20133
a ; 8888

.
OfficeVPN{ER ®

Eth-down

.
1000Mb/s = F 10D0Mb/s

I8.3 Backhaul (relay line) status

Select "Backhaul" from the submenu to display backhaul-related information.

The following screen shows backhaul routes and information on each node.

Iy IRV TS : :
Manual route information update

a7 (xL—7 (FH with a click
: | The display is updated

Each icon can be used to control

Indication of backhaul
operation status

Click to view details
BH route indication (red
line)

Display of RSSI values for
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Displays link information for each node in the backhaul.

Iy OR—IL V>

Filter

J—Fip #./—FKip =TI

042BBB001E74 042BBB0027FE -39 [-43, -85, -81] dBm

STFNFS % 2 #E) (o b EE/ b HERR FEEHER $./— FESMAC

-41 [43,-86, -81] dBm 400.0 MBit/s VHT-MCS 9 40MHz short GI VHT-NSS 2 1.39 MB 0.28 MB 525 seconds 100 ms 04:f0:21:4c:ea:77

RE 10 - 21116

(data) item

Contents

node ID

Own node ID (MAC address)

Parent node ID

Upper-level node ID (MAC address) connected by backhaul

signal

RSSI values with upper connected nodes (values in parentheses are per

antenna)

signal mean

Average value of the above Signal over a period of time (values in

parentheses are for each antenna)

received bit rate

Receiving side bearer rate *Not actual throughput

received byte

Total amount of data received since equipment startup

Sent Byte

Total data volume sent since equipment startup

connect time

Backhaul connection elapsed time

inactive time

Time after backhaul connection, when no data communication is

occurring

Parent Node Wireless
MAC

MAC address of the parent node's backhaul-side wireless LAN
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I 8.4 access point status

Select "Access Points" from the submenu to display access point-related information.

5GHz Access Point Related Information
2.4GHz access point related information

AP Information Distribution (802.11k) Related Information

POERA R+ Switch for display on dashboard

5GHz @&@@®» - OFF - 24GHz

® =% Enabled setting

IIS:ZI::::HE:;_D: . N
I pernprrm——n e Specify status data acquisition cycle
Sl If OFF, status at the time of status

screen display

APIEHALA ad®» o oF - Proximity reports

EELT—F L ]

I8.5 Node access method via backhaul

Each node for which a backhaul route has been constructed can access each node via the backhaul

network to check its status. The access method is described below.

@ Confirmation of settings

To access each node via backhaul, please make sure that all nodes have the following settings

VLAN ID in  VLAN table: Accessibility to each node according to the untagged operation mode
setting
Operation mode: Access to each node via backhaul is allowed in office mode
Operation mode: No access to each node via backhaul when in guest mode
Operation mode: Custom mode and when "Disable inter-terminal communication via same
backhaul" is enabled

does not allow access to each node

84



@ Displays the following backhaul statuses

I\ IiR—IL IS

= rd AL—F ]

Click the node you want to access

® Click the node you want to access in the graph to display the following screen

button to log in to the selected node

Node ID D42BBB0D0D271A

Wlan BH address 04:f0:21:4b:3e:00
Wilan BH channel 36 (5180 MHz), width: 40 MHz, centerl: 5190 MHz
Wilan BH type mesh point

DFS agent
PBE
BH WPA supplicant

Node mac address 04:2B:BB:00:27:1A
WAN IPv4 None and log in to the node

LAN IPv4 1921681.254 [ When accessing with an IPv4 address
Eth-up IPv4 None
IPv6 fdD0:5043::062b:hbff-feD0:271a [A

and log in to the node
When accessing with an IPv6 address

IPv6(internal)
Time
Count

@ Enter the user name and password from the login screen to log in to the node.
For each node selected in the backhaul graph, you can make settings, check status, perform

diagnostics (described below), and perform maintenance operations.
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9 diagnostic function

The monitoring system can perform throughput measurement between backhaul devices (between

nodes) and Internet speed measurement utilizing an Internet speed measurement site.

I 9.1 Network Throughput Measurement

Network throughput measurement can measure the throughput of backhaul lines between devices
(between nodes) using iperf3 installed in the unit.

This section describes the procedure for measuring network throughput.

I A7»71 1 Log in to the management screen of the device to be measured.

The following connection configuration is used as an example.

base unit Child 1 Child 2 Child 3

MAC address:042BBB0O0OXXXX

»

\7Vhen measuring the throughput duringrthis period (2Hop)

Log in to one of the units to be measured (the parent unit in the example shown in the figure above),

select Diagnostics from the main menu, and then select Network Throughput from the submenu to display
the Throughput Measurement screen.

iPerf3th—/(ELT R
et

iPerf3234( P2
ELTRITTD

H=N

iPerf3t—) WDIPvA/IPvE P L 2 FE (3
FQDNEAD LTS EZE N

U2 SR Uy k=l 3w KD—42

CALTVNS /S — FOBREAETYT
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I A7>7 2 : Designation of iperf3 client

Designate the device to be measured (in this case, Child 2) as an iperf3 client.

*Please execute when you connect a separate PC to
SRS SR - the AP for measurement and start this unit as an

———T ] — _
After specifying a server from the list, the Run button

Ee;;:;—.’(uLDIPvdePvﬁ.T’FL/Zi?.’:HFQDN?&.lJJL;T( FEEL is activated and when CIiCkedr the measurement

YR MASE Gy 27—l &y FO—2IERBLTWS S/ — FOBRER

ETY

Click to display the MAC address of the
node connected to the backhaul route
Specify the MAC address of Child 2 from
the list

042BBB002543

Measured results are displayed as history
Click on the button to view its history
History will be deleted when moving from one

#1 [OK] 2021/03/11 14:42:33 °

#2 [OK] 2021/03/11 14:43:01 °

BE
Click "History" to download and upload

historical data

To specify Iperf options, click "Options" and set each parameter.

H4h 08 Specify the time to

TCP or UDP specified as measurement |

prjn | Sl (®) TCP () uDP

U—2 O] &5 Specify to measure in the reverse |

Ew kL [bytes] Specify bit rate (bandwidth limit)
s oA ; Default settings are unlimited TCP and 1 Mbps UDP

DevE | Specify window size |
D g X

KwIF Specify buffer size
HAX

Specify the interval for

Specify to truncate the first n
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I #7¥7 3 : Display of network throughput measurement results

If the measurement is successfully performed, the following results are displayed, confirming the

throughput of the backhaul line between devices in the installation environment.

throughput
iPerfat—/(ELT _ ==
RTTD _ » o _ ) | measurement

ELTRTTS

H—=J{

iPerf3H—) UDIPwA/IPv6 F L ZETE

FODNEAD LT LIS 3 00 0 0 5

UZ FprSE L Ny =)L v FO—42 ) - T T T Tt
CMULTNS /— FOBREAIRETS e i

D4ZBBBDOZZAD

ipar Done.

throughput
140 Mbps

120 Mibp=
100 Mbp=
20 Mbps
60 Mg
40 Mg
20 Mg

0 Mips
Throughput

165 MBytes 138 Mbits/sec 9

Sent Send Throughput Retransmita
EEE—

164 MBytes 137 Mbits/sec

Received Receive Throughput
I
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I9.2 Internet Speed Measurement

This unit can perform Internet speed measurements. Perform measurement by an external speed
measurement site and display the measurement results. Select Internet Speed from the submenu to
display the Internet Speed Measurement screen. Specify the server to connect to and click "Execute" to
run the measurement. The measurement results will be displayed as follows. When "Auto" is selected for
the speed measurement destination (server), the device will automatically select a measurement site close

to the installation location and perform the measurement.

A5 —Fy b RE—k

Designate a speed

Perform

#1[OK] 2021/03/11 15:42:56 °

Displays the measurement history
Click PLAY button to view historical data
When the screen is moved to another screen, the

#2 [OK] 2021/03/11 15:43:58 °

S Click "History" to download and upload
L2 historical data

So-net(150.249.205.68)

OPEN Project (via 20G SINET)(Tokyo) 6.74km

The measurement results are displayed as follows

Speed measurementDisplays

nformation ahoiit the connection

So-net(150.249.205.68)

OPEN Project (via 20G SINET)(Tokyo) 6.74km Display measurement results
Download bytes (MB), speed (bps)

91MB 143MB Upload bytes (MB), speed (bps)

Download Upload

72.86Mbps 114.43Mbps

Download Speed Upload Speed

*[Attention.
Internet speed measurement is a measurement function that utilizes external sites and OSS. Therefore,
the measurement results are not guaranteed by our company, as they are affected by the state of the line

and the state of the external site. Please use these values as reference values for monitoring when the
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unit is installed or in the installation environment. In addition, if a site specification change occurs, the

measurement function may not be available until the firmware of the main unit has been updated.

I 9.3 access point scan function

This unit can collect information on access points in the vicinity. You can investigate suspicious access

points, etc., and check radio interference conditions. Select "AP Scan" from the submenu to display the

Access Point Information Collection scree Click "Execute" to collect information

on nearby access points

*When executing AP scan, 2.4GHz or
5GHz AP function may experience a
communication performance

#1 [OK] 2021/03/1117:22:16 o

#2104 21/ 172229 @ ' Displays the measurement history

Click the button to display historical data
When the screen is moved to another screen, the

Click "History" to view historical o
data AoO—k imer-54b8a0(b..

_._rm-439cB3-g(6.
aterm-36eac7-g(6..

WOODCROP-SG25(30..

Displays information on detected
access points in the vicinity

I 9.4 Confirmation of reachability

You can check the reachability between devices and measure the response time using the Ping

command. Select "Reachability" from the submenu to display the reachability check screen.

of the instrument to Specify the number of
measure response time. i i

mec tn

www.google.co.jp
B Displays ping

#1[OK] 2021/0311173331

#2 [OK] 2021/03/11 17:33:38 °

FEE

Displays the measurement history
Click the button to display historical data
When the screen is moved to another screen, the 91




10 Maintenance Functions

This section describes maintenance-related operations such as firmware updates for this device.
Select "Maintenance" from the main menu.

I 10.1 Reboot equipment

You can execute a restart of the monitoring system from the administration screen. Select "System"

from the submenu and click "Execute" on the reboot. It takes approximately 2 minutes to restart the
device.

AT A

Restart the monitoring

BEs

F7—LDI7EH

SEVME

I 10.2 Firmware update

The firmware update of the device can be performed from the Administration screen. Select "System"

from the submenu and click "Run" for the firmware update.
SAT A

BiEH

55— T P Update firmware

SEFIME

Please follow the procedure below to update the firmware.

@® Obtain the latest firmware version from PicoCELA or your distributor

@ Click the Firmware Update button in Maintenance, select the latest firmware version you have
obtained, and click "Open".
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+ A9vo-K I T pewl-0400-2.2.15-ow.img.gz 2020/07/24 11:11 GZ J74 39,405 KB I
W FRIbyT
= Fraxvk
= EoFv v
TPANANY v| nze8 TP Cozmape) v
54(0) Frutl

® Perform a firmware update
Click "Confirm" on the screen below to execute the firmware update. If you wish to initialize settings

together with the firmware update, tick the Initialize Settings checkbox and click "Confirm" to

perform the firmware update and initialization at the same time.

J7—I\TIx POEH

pcwl-0400-2.2.15-ow.img.gz FEALEIT 1 ?
0O =East
Fr>tL =

Firmware updates can also be performed from PicoManager (recommended method), and nodes
connected to PicoManager (PCWLS5 series products) can be upgraded at once.

PicoManager is prepared with the latest firmware.

I 10.3 initialization

You can restore the settings of the device to the factory defaults from the administration screen. Select

"System" from the side menu, and click "Execute" under "Initialize Settings".

AT

BES

I7—hAIT FEH

SR Reset internal settings to factory

Initialization of settings can also be performed by pressing the reset button on the device itself for at

least 10 seconds.
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I 10.4 Backhaul Maintenance

Backhaul routes can be manually reconstructed. Select "Backhaul" from the submenu.

I\ 2k —)

Reconstruct backhaul routes.

) Pl

Backhaul route reconstruction (rerouting) can also be performed with a reroute switch on the device

itself.

I 10.5logging

You can output the log of the internal part of the device for maintenance purposes. In case of

equipment failure, click the button to download the log to your own PC and send it to PicoCELA.

7

w0 Click to download the log to your PC
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11 Connection settings with PicoManager

In order to use PicoManager's cloud service functions, you need to register an account for PicoManager
and a license for each device in advance. After the pre-registration is completed, the activation process for
each device is executed. After the activation is completed, you can use services such as remote monitoring
and device diagnostics from PicoManager.

PCWL-0500 comes bundled with the standard PicoManager functions. For more information, please
contact the distributor where you purchased the PCWL-0500 or PicoCELA.

I 11.1 PicoManager account registration and license registration

I How to register an account

Please follow the steps below to register an account with PicoManager.
1. Check the "Subject: Invitation to Account Portal" email sent by the distributor or PicoCELA
2. Access the URL in the invitation e-mail.
3. Agree to the Terms of Use on the account registration screen, and register the prescribed
items (all required items) on the following screen.

4. After registering each item, click the "Save" button to complete registration.

0441

KAT-F

THIVE HLEE
SEFROTATY MOETE, 1 FIP7, 117 AR

x5

Ea HEE

HFES {EFT

THEES FAX

T
o

BALYI-

|

Japanese Asia/Tokyo(UTC+0

I Account Verification

Please follow the steps below to verify the account you have registered with PicoManager.
1. After registering an account, check the email with the following subject line sent by
PicoManager
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Subject: Notification of PicoManager Account Registration Completion

2. Access the PicoManager URL in the email
Sign in with your registered login name and password.
4. Select "Account Management" from the menu on the left side of the screen and confirm the
contents of the registered information.
PicoManager’ ITaTIEE -
THYYEE
& APl
O tH1U7q HAEE 2e2 gk
(= IR . P
@ Arvay s HEA

2e2
-

it
2l

opf

ja

)
Zm

LAYV Asia/Tokyo

I How to register a license

Please follow the procedure below to register PicoManager license for each device (node).

1.

Confirm that you have completed the account registration described in the previous section.

If the account is not registered, the license cannot be registered.
Access the license registration site by scanning the QR code on the "WELCOME Card" that

comes with the device with your smartphone camera.
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WELCOME a2

PicoManager® 25| AT 3(C(d. BRAICABBOSILIABBRNILETT

Scan the QR code according

CO QR - FhB7O AL TLESL

EH(C PicoManager® OPHHY OFITEL TS

H : El REERBENDCERSNIEA—IDBPHDY M RITHTEET
to the instructions on the : AT PRSP VAR

i~

AR — b IAVFEDNASTHBRARE CON—FD QR J— FEAF v LTS
QR J— RIClE PicoManager® 0 URL h'Ee#fian TL\ET

ZO URL H'5 PicoManager® AOG 4 YL TLIZELN

BEHHIC MAC 7 FLAD B&SNET

EBCBHTEONOLBER. BRENTVIH/AVAIHE TS
BALLZZTOMIBTLE LTS

52 T7#. PicoManager® ®/—F B UEHBIRRINSIEED

A5 8 OEDIRN ECOEELTIZLLT O URL SDTHERBESLY

hnps://p;co(ela.com/products'manual/OSOO.html

3. When the following login page appears, follow the steps to sign in with the login name and
password registered in the account registration.

iPhone is used as an example.

Language

l Softaan B 22:89 6%

il S0l Bank 2255 58%
Fli% & tdev.picomanager.net & C,

[l % & h-dev.picomanagernet =5 ()

ot
PcoManager”

£3C%

Login Loain

PicoCELA. Wi-Fi6lZ feTv 59—
75 A XEHEXA Y > 2 Wi-Fi "PCWL-... ) o
PlecoManagerF 1% kNG £EM 5kt

LANT — 7 )L OB A REICHIRT B2 &nTES A desararsaa B AL T
EFNI VY —TSAXFR/AyaT7o /09—
EEEUCERY 7 ARV M ERBLTWS... o

CWL-0500>Y—-X

o]
7 Click the Login button

Click on the red
frame to display the

----------

4. After signing in, the following license registration screen will appear. Confirm that the account

name and the MAC address of the device to be registered are correct, and click the Register
button to register the license.
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5.

PicoManager’ TAYSEE v
License Register
FHIY R FHoY LR )
S E&%T |~
MAC7 KL 2 HWIROMACT F L &SR

FERAB TV AEERLET,

FPHOYEELUMACFELRDELWZ &

EHBOE, BRRYEIUyILTLES
(AN
= B EE Ly o

TOTA Y LTLIEE W,

) D777

& account.dev.picomanager.net

Verify that each item is correct.

If correct, click the "Register" button

at the bottom of the screen to
complete registration.

registration completion screen is displayed.

PicoManager’

License Register

FhovhE

ThYY FRED
BUEL ;2255
MACZ KL A BEOMACT F L REE

FRABTIIEVANERENFE L,

ERTINAAAZ 21— SERETEXT,

BTN R

® 2022 PicoCELA Inc. All
rights reserved.

# account.dev.picomanager.net

Thovbra «

After clicking the "Register" button, the license registration is complete when the following
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6. If you have purchased more than one device, follow steps 2 through 5 to register licenses for
all devices.

7. After completing the license registration of all devices, access the account management
screen, select "Connected Devices" from the menu, and check the device registration status.
The process is complete when all registered devices are displayed.

Perform the activation process for each device in the next section.

ProManager’
LRl & ERTINA
Foa
O 51 POWLDSOO/S IDET B A DET RidPicoManager MR ARRINTUET, 2B TV RIETVARLAE, ESLAMRECETNETIET, #h. NETEGA T e
REARETEZY,
& A3 (

FPIF«R-iay L L £ MACTFLA fesEa FAF4n-23VB

Displays devices that

have been registered for —

CLLEELLELDE

1012002 PoSCILA I, 4 righes reservt.

I 11.2 PicoManager Activation

The PicoManager activation process is required for all devices to use PicoManager services. The
activation process consists of two operations: automatic activation and manual activation. Once the

activation is completed, the standard PicoManager services are available.

I auto-activation

Once an account and license have been registered in advance and the device is ready for Internet
communication, the device will automatically connect to PicoManager and perform the activation process.
To see the result of the activation process, access the Account Management screen, select "Connected

Devices" from the menu, and the following screen will be displayed.

Check if all the MAC addresses of the licensed devices are displayed. If not, check the Internet
communication status of the device and whether or not a license has been registered. It may take several
minutes to display the information.

If your network environment requires connection via a proxy server, please refer to "Manual Activation

Operation" in the next section.
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PicoManager’

# TaoUNEE < ERTIMA

& ARl

© tFUFr PCWL0500/5102Z BB NDEE f# [FPicoManagerhEEE WET. BEBATYIVRIER . BELAHNEEETHRTEET. $- ABAREAT AN SHETESE

& .
OF =65 ’ \ 4 '
& 7Yy o S .
TIF4R-v3Y wER MACTFLZ fEmE PIT4R-¥3VR BRIF
v PCWL-0400 04:28:88:00:25:22 2019-11-08T07:12:30.000000 2021-12-14 06:10:53
v PCWL-0400 04:2B:BB:00:25:37 2019-11-08T07:12:56.000000Z 2022-06-01 08:52:44
M PCWL-0400 04:2B88:00:25:91 2019-11-08T07:13:21.000000Z 2021-12-14 07:09:40
v PCWL-0400 04:2BBB00:4T:1E 2021-12-14T04:22:35.000000Z 2021-12-14 09:44:54 ﬁl]&
PCWL-0400 04:28B8:00:25:33 2021+12+14T04:24:43 0000002

v PCWL-0400 04:2BBB:004B:62 2022-12-227T06:27:12.000000Z 2023-01-04 23:54:37
v PCWL-0400 04:28:8B:00:4B:77 2022-12-22T06:28:30.000000Z 2022~ EIJ!%
v PCWL-0400 04:2BBB:00:85:6A 2023-01-17T0240:13.000000Z 2023-01-17 02:49:41
v PCWL-0500 04:28:88:01:0081 2023-01-26T04:54:51.000000Z 2023-01-26 05:02:19 guuﬁ

Displays the date and time
of the activation

activation status
vDisplay is complete

© 2022 PicoCELA Inc. All ights reserve.

I Manual Activation Operation

Activation of PicoManager can be performed manually. Access the unit's WEB UI (administration
screen), click "PicoManager Related Settings" in the main menu, and select "Activation" in the submenu to

display the following screen.

PIOTANR—23> o _
Perform activation to use PicoManager

POF1A—

VPN O3 O &a
Set for http/https communication

and connection via VPN proxy

VPN O ARA example-proxy_picomanager.net

VPN OF= fi—

Do not turn off the device and maintain the Internet connection for several minutes until the
activation operation is complete and appears in the "Connected Devices" section of PicoManager's Account

Management screen.
The connection between PicoManager and the device communicates via https protocol. If your network

environment requires http/https connection via a VPN proxy, please set the VPN proxy to "Enabled (v)"

and configure the VPN proxy host name and VPN proxy port settings.
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12 Application Usage Settings

To use the built-in applications of the IF1-WFO01, settings on the IF1-WF01 must be made on the IF1-
WFO01. To configure the settings on the device side, select "Applications" from the main menu to display

the application settings screen.

I 12.1 Shared File Server Settings

By inserting a USB memory stick into the USB connector on the rear panel of the unit, it can be used as
a shared file server within a local network.

USB memory sticks can be installed regardless of Core/Branch. They can also be attached to multiple
devices to increase the capacity of a shared file server.

Supported file systems are exFAT/FAT32/FAT16/ext4. NTFS is not supported.

The following is the setup procedure for using a shared file server, which must be set up on all PCWL-
0500s with USB flash drives installed.
1. Attach a USB memory device to the unit (insert and remove the USB memory device when the
unit is turned off).
2. Turn on the monitoring system and connect a PC to access the management screen.
3. After making changes, click "Save" at the bottom of the screen to save the settings.

4. Select "Applications" -> "Samba" from the main menu to move to the following screen

A Cwindowsw O—o Tl EEES
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13 Building a Wireless LAN Area with PCWL: The Basics

I 13.1BH and AP

PCWL (devices in the following figures are shown as PCWL-0500, and PCWL-0510 as well)
has two functions: a wireless relay function called a wireless backhaul (wireless BH) and an access
point function called an AP.

The access point function (AP) serves as an access line for wireless LAN (Wi-Fi) and, like a general
access point, has an SSID and is capable of WEP/WPA/WPA?2 security. The frequency bands used are
2.4GHz and 5GHz, supporting 802.11b/g/n/ax in the 2.4GHz band and 802.11a/n/ac/ax in the 5GHz
band.

The wireless relay function (wireless BH) uses our proprietary algorithm to efficiently communicate
and relay between PCWLs. The frequency band used is equivalent to W52, W53, and W56 of
802.11a/n/ac/ax in the 5 GHz band. Therefore, W52 and W53 are for indoor use only when set to
W52 and W53. During relay, data is protected by AES128 encryption for secure communication.

Both relay and access lines correspond to Layer 2 (data link layer) as a protocol stack.

Access line ( Wi-Fi )

. Access line ( Wi-Fi ) i

I 13.2 Parent (core) and child (branch)

PCWLs are broadly classified into a core unit, which is the parent, and a branch unit, which is the
child/grandchild connected to the core unit. Both the core and the branch are the same device, but the
core (parent) and the branch (child/grandchild) can be switched by setting

the operation mode in the backhaul setting & screen of the Web UI configuration screen.

i i

Subsidiary (Branch)

~So Sun machine (Branch)
V4 N\

102




: iRk i'm'i'

Parent unit (core)

I 13.3 Optimal route construction and rerouting

In wireless communication between access points, each device generally determines the upper access
point according to its own policy, and the network is constructed by overlapping them. It is also called a
mesh network because of its mesh-like shape. While this form of network is said to be highly

autonomous and fault-tolerant, it also has problems such as the possibility of redundant communication
paths, inconsistent upI and downlink routes, and Iar

rgg Jluctuations in.,egmmunication quality.
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PCWL achieves stable communication by forming a quasi-static path with a tree structure centered on
the core through intercommunication between devices (JP-A-2008-18337). The construction of a stable
communication path with this tree structure and the inclusion of a radio module specialized for relaying
enables high communication quality to be maintained even when the nhumber of radio hops increases
Furthermore, by pressing the reroute button on one PCWL, the optimal route construction algorithm
operates in waves, and all PCWLs in the same network reconstruct the optimal route based on the latest

information. In other words, anyone can build a wireless network at the touch of a button, which
normally requires specialized wireless knowledge.

U ‘.ll. [ “" i ‘.....’ o
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0“‘ i i “
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I 13.4 Network partitioning

One core can logically have 256 branches connected to it. However, for practical purposes, it is
desirable to separate the network by a few to several dozen units for several reasons.
» Load is placed on the core corresponding to the root in the tree structure (speed may be reduced
here)
» Increased hop count (reduced speed)
» If the number of PCWLs in a network is large, the number of Wi-Fi terminals using that network
also increases, which increases the communication volume and places a burden on the relay lines.
Also, networks may be divided in consideration of the number of users and communication
volume (data volume and communication frequency).
To separate the networks, change the relay line (Mesh) settings. If the channel used and the common
encryption key (network identifier) are the same, they will be the same network. If these values are
different, even if PCWLs are adjacent to each other, they will be different networks and wireless relay

will not be performed.

Channels used: 44ch =
Channels used: 36ch Common encryption key: R R
Common encryption key:

I 13.5 Prospects
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The frequency bands used in wireless LAN (both 2.4 GHz and 5 GHz bands) have strong linear
propagation characteristics. Therefore, it is necessary for two wireless LAN devices to be in an
unobstructed position where they can see each other.

In the case of PCWL, there are two types of lines: access lines for communication with wireless LAN
terminals and wireless relay lines for communication between PCWLs. For access lines, a line of sight is
required "between wireless LAN terminals and PCWLs" and for wireless relay lines, a line of sight is

required "between PCWLs".

o |
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There is a having no
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In addition, radio quality is affected by various factors such as distance, presence of obstructions,
presence or absence of reflective objects and their reflectance (absorptance), and air flow. Considering
these factors, it is desirable to install at a height that is not easily affected by the movement of people or
objects.

In addition, radio waves pass through objects that do not conduct electricity easily, such as wood and
glass, and are reflected by objects that conduct electricity easily, such as metal. For this reason, when
the shielding material is glass, it is unlikely to be an obstacle, but reinforced concrete beams and the like

are obstacles for radio waves.

I 13.6 Importance of temporary installation

When installing PCWL, be sure to perform a test by temporary installation, not by sudden
installation work.

Especially when two or more PCWLs are used to form a wireless LAN area, since mutual communication
between PCWLs is essential, temporarily install PCWLs as close as possible to the planned installation
location and check the wireless status of the relay line (PCWL link status), access line, and throughput.

Since it is not possible to change the installation location once the actual installation work is done, first
check these items in a temporary installation, and if there are any problems, change the installation

location or change the number of units to be installed.

I 13.7 How to check the wireless status of the access line
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Check the wireless strength of the access line. A simple way to check is to display a list of access
points on a wireless LAN (Wi-Fi)-equipped smartphone, iPad, or laptop computer, and check the strength

using icons or other means.

The icon next to the list of access points allows
you to check the approximate wireless strength

*Screenshots are for Windows 10

s (D)
BCW710J- B KRR
F7244-A WAT-F iVl

I 13.8 How to check the wireless status of relay lines

Since the relay line uses stealth mode for wireless communication, it cannot be checked in the same
way as the access line. Therefore, it is checked by the link establishment status between PCWLs.
1. A supervisor will be assigned to each of the two temporarily installed PCWLs so that the LED

lights of the two PCWLs can be checked.

i Y W TTT
i *
3. Check the color of the Link LED lamp.

11 it
| |

I L

'i.ln\ n\ *

The LED lamps blue, green, yellow, and red indicate increasing link strength in that order. If the link is not
established, the light is off or
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Flashing.

- If the LED lamp is red or off or keeps blinking, please reconsider the installation location, change
the location, and recheck.

Recommended is blue or green light

I 13.9 IP network partitioning

Similar to the network partitioning at the Wi-Fi level described in 8.4 Network Partitioning, IP
networks can be properly partitioned for easier management.

By using PCWL's router mode, a new IP network can be configured at the access point (AP) and LAN side.

BREORY 72 FLWRY bP7—7

WANBIDF— k APRULAN@IDH — +

The new IP network will have a different IP address, netmask, and default gateway than the existing IP
network. After setting the router mode, connect a terminal to confirm that the correct settings are

reflected.

14 Building a Wireless LAN Area with PCWL: Applications

I 14.1 About Channels

This section explains how to set up the appropriate channels.

The access line can be configured for either the 2.4 GHz frequency band
compliant with 802.11 b/g/n or the 5 GHz frequency band compliant with
802.11a/n/ac/ax.

In the 2.4GHz band, there are 1 to 11 channels in 5MHz increments. Since
the channel width is 22 MHz, it is necessary to separate channels by at least 5
channels to prevent interference, and generally 1ch/6ch/11ch is used. In

Example of adjacent node

channel configuration
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addition, neighboring nodes can use different channels to prevent
interference.

In the 5 GHz band, channel settings vary depending on the bandwidth setting of 20 MHz, 40 MHz, or
80 MHz. 4 channels (36, 40, 44, 48) are available for 802.11a/n/ac/ax W52 when set to 20 MHz; 4
channels (52, 56, 60, 64) for W53; 11 channels (100 11 channels of 104, 108, 112, 116, 120, 124, 128,
132, 136, and 140 are available; when 40MHz or 80MHz bandwidth is set, the selectable channels are
limited and only the selectable channels are displayed on the setting screen. When using the 5 GHz band
for the access line, there is a possibility of interference with the relay line, so please set the channels used
for the access line and the relay line as far apart as possible. For example, if W52 is used for the relay line,

W56 should be assigned to the access line.

The relay line uses the 802.11a/n/ac/ax W52, W53 and W56 5GHz frequency bands. When the
bandwidth is set to 20MHz, there are 4 channels (36¢ch/40ch/44ch/48ch) for W52, 4 channels
(52ch/56c¢ch/60ch/64ch) for W53, 11 channels
(100ch/104ch/108ch/112ch/116¢ch/120ch/124ch/128ch/132ch/136¢h/140ch) for W56. When the 40MHz
or 80MHz bandwidth is set, the selectable channels are limited and only the selectable channels are

displayed on the setting screen. The setting screen displays only the selectable channels.

VA SN

Network A Network B
Example of channel configuration for adjacent

networks
Note that the channels assigned to W52 and W53 are for indoor use only. Please change the

setting to the W56 channel for outdoor use.

§ 14.2 About DFs

This section describes the differences in behavior when W52 (36¢h to 48ch), W53 (52ch to 64ch), or

W56 (100ch to 140ch) is set as the channel used for the relay line.

The frequency bands defined in W53 and W56 overlap with the frequency bands used by various
existing radars (weather radar, etc.). Therefore, when using this frequency band, it is required by law that
a function to change the frequency band used, called DFS (Dynamic Frequency Selection), be installed to

ensure that wireless LAN communications do not affect weather radar and other radar systems.
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Therefore, when W53 or W56 is set, the behavior is different from that of the W52 setting. In addition,
when radar waves are detected, the DFS function changes to another channel, resulting in the following
behavior.

» A channel scan is performed to determine the channel to be changed. During this time, the LINK
LED blinks quickly and the wireless terminal cannot access the Internet. This condition may last for
more than one minute.

» After the channel scan, a period of time (60 seconds or more) is required to check for the presence
of radar signals, called a CAC (Channel Availability Check). When the LINK LED lights up, the
channel transition is complete and Internet access is available.

» Since the channel is automatically changed, it may operate on a different channel than the one you
have set.

» When a radar wave is detected on the relay line and the channel shifted overlaps with the channel

of the access point, the relay line has priority and the channel shift of the access line occurs.

DFS activation is determined by analyzing the reception patterns of interfering waves in the band in
accordance with the standards specified by laws and regulations. In rare cases, DFS activation may
also be determined for interfering waves other than radar waves, but this is not abnormal.

*When DFS is activated, communication is temporarily disconnected for a minute or more
(several minutes in longer cases). This is a measure to comply with legal standards and is not

abnormal.

I High-speed DFS function

PCWL-0500 has a dedicated device for radar wave detection. During startup, the dedicated device
continuously monitors radar waves on a channel other than the one used for the backhaul line. When
radar waves are detected on the backhaul channel, the system immediately shifts to the pre-monitored
channel if no radar waves are detected on the other channel in the last minute. Compared to conventional
equipment, this system significantly reduces the instantaneous network breakdown time when radar
waves are detected on the backhaul channel.

Depending on the occurrence of radar waves in the pre-monitoring channel, the network momentary
breakdown time may be longer.

When the device starts up, it takes time to detect radar waves for 1 minute before Wi-Fi signal output.
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I 14.3 About Wired Backhaul

Normally in PCWL, relaying between nodes (PCWL) is done wirelessly, but instead of wireless, a wired
LAN cable can be used to create a relay route. This is the wired backhaul function. This is useful when
wireless relay is difficult due to obstructions.

B Wired BH configuration image

| L[| [l [ "‘1
‘ U radio BH [ i Cable BH r Il radio BH [ :
L > TEEFTRRRERTNT 2 E EEEFFREREREN] = L

ki il LAN cable ||| il
core Branch 1 (upper) Branch 2 Branch 3

A wired backhaul connection can be constructed by connecting ETH-down on the upper side and ETH-up
on the lower side. Please note that a wired backhaul connection cannot be established if the connection is
made in the opposite direction.

It is also possible to use both wired and wireless backhaul as shown below.

B Image of wired and wireless BH configuration
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*

.0
*
.0
<>

radio BH "<, | H “
", A Il
"\ radio BH [

W ‘IIIIIIIIIII’ r‘rl}

Branch 4 Branch 5

I 14.4 Forgot your login password?

If you forgot the password for accessing the web management screen (factory setting: picocela) in the
password change, you must reset it to the factory setting.

If the password is forgotten, the Web UI screen cannot be accessed; use the reset switch on the rear
panel of the unit. Press and release the reset switch for at least 12 seconds to perform settings
initialization (factory default).

Also, please note that if the settings are initialized, all settings will be initialized to the factory defaults.
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15 Interconnection with PCWL-0400 series

PCWL-0500/0510 and PCWL-0400 can be interconnected for backhaul. This chapter describes the
connection specifications for interconnection.

Description.

I 15.1 PCWL Series Interconnection Specifications

PCWL-0400 series (hereinafter referred to as PCWL-0400) and PCWL-0500 are connected according to

the following rules.

Connection between PCWL-0400 via IEEE802.11ac wireless LAN standard
Connection between PCWL-0400 and PCWL-0500 via IEEE802.11ac wireless LAN standard
Connection between PCWL-0500 and PCWL-0500 using IEEE802.11ax wireless LAN standard
When PCWL-0400 is the parent unit (Core), connect with the set bandwidth
If PCWL-0500 is the parent unit (Core) and the backhaul bandwidth is set to 160 MHz, PCWL-
0400 will be connected with a bandwidth of 80 MHz.
(Note) If the PCWL-0400 firmware is v2.9.4, the backhaul bandwidth of the PCWL-0500
parent unit will be

Set to 80 MHz. 160 MHz setting is not guaranteed.

1. PCWL-0400 parent unit (core) in operation

PCWL-0400 PCWL-0500
Core Slave

2. PCWL-0500 parent unit (core) in operation

PcWL-0500 [Eul Pcwi-0500 [ENnadiE Pcwi-0200 [adE PCWL-0400
Core 160MHz Slave 30MHz Slave S0MHz Slave

80MHz - 80MHz 80MHz
40MHz ~lax ggm:z 40MHz
20MHz 160MHz ~~20MHz 20MHz

80MHz ~~
40MHz o PCWL-0500
20MHz Slave
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I 15.2 Interconnection Limitations

I PCWL-0400 firmware version limitations

To interconnect, update the PCWL-0400 series firmware version to the latest version after the following
version.
PCWL-0400 firmware version: V2.10.1 or later

In addition, the following restrictions apply depending on the PCWL-0400 firmware version
V2.9.3 or earlier PCWL-0500 cannot be interconnected with PCWL-0500.
V2.9.4 : Backhaul bandwidth of 160MHz for PCWL-0500 cannot be set
All nodes are backhauled with 802.11ac wireless LAN standard

I 802.11k (proximity AP reporting) roaming restrictions

When PCWL-0500 and PCWL-0400 are mixed, the proximity AP list information cannot be shared
between PCWL-0500 and PCWL-0400. Therefore, the reconnection time (network disconnection time)
when roaming between PCWL-0500 and PCWL-0400 will be longer than when they are not mixed.

I Prohibition of 2.4GHz backhaul operation

PCWL-0500 does not support 2.4GHz backhaul connection; interconnection operation is not possible
when PCWL-0400 is used for 2.4GHz backhaul connection.

Wired backhaul operation connecting PCWL-0400 and PCWL-0500 with a LAN cable is also not
supported. 5GHz radio frequency band should be used for operation when constructing a backhaul
network by mixing PCWL-0500 and PCWL-0400.

PCWL-0400 2.4GHz PCWL-0400 spbalva  pcwi-oso0 I Rl  °C\WL-0500
Core Slave Slave Slave
PCWL-0400 2.4GHz PewL-0400  [akimadl PcwL-0500 [mual PCWL-0500
Core [N Slave Slave Slave

Backhaul connection to the PCWL-0500 at the latter stage is possible by setting the PCWL-0500
connected by wire as the parent unit (core) when connecting to a wired LAN in the above

configuration.
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I Limitations of parent unit (core) redundant operation

The PCWL series can have redundant parent units (cores). When performing redundancy of the parent
unit (core), the parent units should be configured as PCWL-0400 units or PCWL-0500 units. Redundant
configurations that mix PCWL-0400 and PCWL-0500 parent units are not supported.

(a7 RRIL#ERL]

PCWL-0400

PCWL-0500
Core

PCWL-0400

PCWL-0500  [EsMGA]
Core o

PCWL-0400
Slave

AT TDH

\\
~
* PCWL-0400RI£ MM "s\‘ PCWL-0500
- PCWL'05ODIﬁ:|: Slave

I Limitations of Fast DFS Operation

(2 7RRALFRH]

PCWL-0400 MG PCWL-0400
Core Slave

PCWL-0500 mw!wa'j_'fe__’\ PCWL-0400
Core Slave
BH Keg.A .
BN PCwi-0500
Slave

PCWL-0500 has high-speed DFS functionality, but the following limitations occur when mixed with

PCWL-0400.

High-speed DFS function is disabled when PCWL-0400 is the parent unit (core)

When PCWL-0500 is the parent unit (core)

» Route construction between PCWL-0500 by high-speed DFS
» PCWL-0400 is incorporated into the route after CAC as before

An example of mixed use is shown below.

PCWL-0500 . PCWL-0400
Core Slave

________ PCWL-0500
Slave

Q L — & —ifizHes, PCWL-0500f TS EDFSMEIC & V) B EEIEE

PCWL-0500 |
Core

I PCWL-0500
Slave

~ - PCWL-040013CACE. Un—h#REL, BH~BIALNS

PCWL-0300 PCWL-0400
Core Slave

________ PCWL-0500
Slave
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16 salient points

f§16.1 PCWL-0500 main specifications
<Access line
(data) item various factors or elements

Wireless LAN Standard™

2.4GHz: IEEE802.11b/g/n/ax
5GHz : IEEE802.11a/n/ac/ax

maximum transmission

rate™

802.11b: 11Mbps 802.11g: 54Mbps

802.11a: 54Mbps 802.11n: 288Mbps (20MHz), 600Mbps (40MHz)

802.11ac: 346Mbps(20MHz), 800Mbps(40MHz), 1733Mbps(80MHz)/
(80+80MHz)

802.11ax: 572MBps (20MHz), 1144Mbps (40MHz), 2400Mbps (80MHz)
/(80+80MHz)

MIMO spatial stream

4*3 (Both 2.4GHz and 5GHz are supported)

Peak Antenna Gain

2.4GHz: 3dBi
5 GHz: 4 to 6 dBi (depending on frequency band)

Wireless output

17dBm Max *QOutput level varies depending on frequency bandwidth

frequency band™

802.11b/g/n/ax: 2.412 to 2.462 GHz (1 to 11channels)
802.11n/a/ac/ax: 5.15 to 5.850 GHz

W52: 36 to 48 channels

W53: 52 to 64 channels

W56: 100 to 144ch

W58: 149 to 165ch

multiple SSID

Up to 16 settings possible (2.4GHz: 8, 5GHz: 8)

stealth SSID

configurable

Maximum number of

128 (2.4GHz)

terminals that can be 128 (5GHz)
connected
Wireless Authentication OPEN

Security

WPA/WPA2-Personal
WPA2-Personal
WPA/WPA2-Enterprise
WPA2-Enterprise
WPA3-Personal
WPA2/WPA3-Personal
WPA3-Enterprise
WPA2/WPA3-Enterprise
WPA3-Enterprise (192bit)
OWE
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Other Functions IEEE802.11k, IEEE802.11r/v (PicoManager linked function)
VLAN support, terminal-to-terminal communication settings
MAC address filtering

AP off function

DTIM interval setting

Maximum retransmission count setting

<Relay line
(data) item various factors or elements
Operation Mode Bridge mode, router mode (PPPOE connection also possible)
Wireless LAN Standard IEEE802.11n/a/ac/ax (5GHz)
maximum transmission IEEE802.11ax
rate”? 572Mbps (20MHz), 1144Mbps (40MHz), 2400Mbps (80MHz), 4800Mbps
(160MHz)
frequency band™ 4.90 to 5.00 GHz (W49: 184 to 196ch)
5.15 to 5.25 GHz (W52: 36 to 48ch )
5.26~5.36GHz (W53 : 52~64ch)
5.47 to 5.725 GHz (W56: 100 to 140ch )
5.725~5.850GHz (W58: 149~165ch)
MIMO spatial stream 4"3
Peak Antenna Gain 5 GHz: 4 to 6 dBi (depending on frequency band)
Wireless output 19dBm Max *Output level varies depending on frequency bandwidth
Wireless Security AES encryption with SAE method
routing control method PicoCELA proprietary method
Dynamic tree control method with adaptive route update function
frame transfer method PicoCELA proprietary method
L2 multistage bridge system  with periodic intermittent transmission
applied
Other Wired/wireless hybrid relay
WLAN Interface setting function (Eth-up port/PPPoE)
Minimum CW length variable setting function
Variable maximum retransmission count setting function
Fast route recovery function
Leaf mode setting function (setting conditions for route construction)

*1) When using the 5GHz band, the same channel as the relay line cannot be used.
*2) Maximum transmission rate means bearer rate and does not guarantee the achievement of each
speed
*3) However, when 11n/ac/ax mode is used
*4) Access lines and relay lines may interfere with each other depending on their respective frequency
assignments. Frequencies should be allocated as far apart as possible. Available frequency bands are
defined by the country.
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<Hardware

(data) item various factors or elements
SoC IPQ8072A
processor Quad-core ARM A53
storage 2GB RAM/16GB eMMC
Body size L260xH52xD205(mm)
Antenna length 153cm

Main unit weight

Approx. 1700g

Power consumption Max 30W
DC input 12V £ 5%
interface USB3.0 x1

Reroute button x1

Reset button x1

2.5GbE port x2 (RJ45 modular jack)

6 LED lamps (Power, Link, Stat, INET, PM, BLE)
Antenna connection terminal: RP-SMA connector x 10

4 for access line, 4 for relay line, x1 for Radar Scan, x1 for Bluetooth

Operating temperature

range

0 to 50°C

Storage temperature

range

-30 to 70°C

Power Over Ethernet

PoE power receiving (Eth-up port/IEEE802.3at/bt)™

<AC adapter (option): HYT-1205000

(data) item

various factors or elements

Input voltage

100 to 240Vac

Input frequency 50 to 60Hz
input 1.5A max
Output voltage 12V + 5%
Output current 5A max
Output power 60W max

Plug Dimensions

2.1p x 5.5 x 9.5mm CRCmO)

Dimensions

53(L) x 34(W) x 119(H)mm

weight
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DC cord length

1.5m

*5) When supplying power to the main unit via PoE, connect to Eth-up.
When connecting a device to the USB terminal, power the unit with IEEE802.3bt (60W).

§ 16.1 PCWL-0510 main specifications

<Access line

(data) item

various factors or elements

Wireless LAN Standard™

2.4GHz: IEEE802.11b/g/n/ax
5GHz : IEEE802.11a/n/ac/ax

maximum transmission

rate™

802.11b: 11Mbps 802.11g: 54Mbps

802.11a: 54Mbps  802.11n: 288Mbps (20MHz), 600Mbps (40MHz)
802.11ac: 346Mbps(20MHz), 800Mbps(40MHz), 1733Mbps(80MHz)/
(80+80MHz)

802.11ax: 572MBps (20MHz), 1144Mbps (40MHz), 2400Mbps (80MHz)
/(80+80MHz)

MIMO spatial stream

4*3 (Both 2.4GHz and 5GHz are supported)

Antenna Gain

2.4GHz: 4.5dBi 2.4GHz: 13.5dBi
5GHz : 7dBi 5GHz :15.5dBi

Wireless output

17dBm Max *Output level varies depending on frequency bandwidth

frequency band™

802.11b/g/n/ax: 2.412 to 2.462 GHz (1 to 11 channels
)802.11n/a/ac/ax: 5.15 to 5.850 GHz

W52: 36 to 48 channels

W53: 52 to 64 channels

W56: 100 to 144ch

W58: 149 to 165ch

multiple SSID

Up to 16 settings possible (2.4GHz: 8, 5GHz: 8)

stealth SSID

configurable

Maximum number of

128 (2.4GHz)

terminals that can be 128 (5GHz)
connected
Wireless Authentication OPEN

Security

WPA/WPA2-Personal
WPA2-Personal
WPA/WPA2-Enterprise
WPA2-Enterprise
WPA3-Personal
WPA2/WPA3-Personal
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WPA3-Enterprise
WPA2/WPA3-Enterprise
WPA3-Enterprise (192bit)
OWE

Other Functions

IEEE802.11k, IEEE802.11r/v (PicoManager linked function)
VLAN support, terminal-to-terminal communication settings
MAC address filtering

AP off function

DTIM interval setting

Maximum retransmission count setting

<Relay line

(data) item

various factors or elements

Operation Mode

Bridge mode, router mode (PPPOE connection also possible)

Wireless LAN Standard

IEEEB02.11n/a/ac/ax (5GHz)

maximum transmission

rate™?

IEEE802.11ax
572Mbps (20MHz), 1144Mbps (40MHz), 2400Mbps (80MHz), 4800Mbps
(160MHz)

frequency band™

5.15 to 5.25 GHz (W52: 36 to 48ch )
5.26~5.36GHz (W53 : 52~64ch)

5.47 to 5.725 GHz (W56: 100 to 140ch )
5.725~5.850GHz (W58: 149~165ch)

MIMO spatial stream

4"3

Peak Antenna Gain

5GHz : 7dBi

Wireless output

19dBm Max *Qutput level varies depending on frequency bandwidth

Wireless Security

AES encryption with SAE method

routing control method

PicoCELA proprietary method

Dynamic tree control method with adaptive route update function

frame transfer method

PicoCELA proprietary method
L2 multistage bridge system  with periodic intermittent transmission
applied

Other

Wired/wireless hybrid relay

WLAN Interface setting function (Eth-up port/PPPoE)
High-speed DFS

Minimum CW length variable setting function

Variable maximum retransmission count setting function
Fast route recovery function

Leaf mode setting function (setting conditions for route construction)

*1) When using the 5GHz band, the same channel as the relay line cannot be used.
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*2) Maximum transmission rate means bearer rate and does not guarantee the achievement of each

speed

*3) However, when 11n/ac/ax mode is used

*4) Access lines and relay lines may interfere with each other depending on their respective frequency

assignments. Frequencies should be allocated as far apart as possible. Available frequency bands are

defined by the country.

<Hardware
(data) item various factors or elements

SoC IPQ8076A
processor Quad-core ARM A53
storage 2GB RAM/16GB eMMC
Body size L304xH294xD82(mm)
Antenna length 183cm
Main unit weight Approx. 3200g
Power consumption Max 30W
DC input 12V £ 5%
interface Reroute button x1

Reset button x1

2.5GbE port x2 (RJ45 modular jack)

6 LED lamps (Power, Link, Stat, INET, PM, BLE)

Antenna connection terminal: N connector connector x 10

4 for access line, 4 for relay line, x1 for Radar Scan, x1 for Bluetooth

Operating temperature

range

-30 to 70°C

Storage temperature

range

-30 to 70°C

Power Over Ethernet

PoE power receiving (Eth-up port/IEEE802.3bt)"®

<AC adapter (option): RKPO-JET125000CD-6

(data) item

various factors or elements

Input voltage

100 to 240Vac

Input frequency 50 to 60Hz
input 1.5A max
Output voltage 12V + 5%
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Output current 5A max
Output power 60W max
Plug Dimensions M8

Dimensions

140mm(L) x 50mm(W) x 36(H)mm

weight

Approx. 3200g

DC cord length

2.7m

*5) When supplying power to the main unit via PoE, connect to Eth-up.
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Use Manual Statement

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed \
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

This device complies with part 15 of the FCC rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

Caution: Any changes or modifications not expressly approved by the party responsible
for compliance could void the user's authority to operate this equipment.

RF Exposure

This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This device and its antenna must not be co-located or
operating in conjunction with any other antenna or transmitter.

No necessary to perform SAR testing

PCWL-0500
The antennas used for this transmitter must be installed to provide a separation distance
of at least 20 cm from all persons and must not be co-located or operating in

conjunction with any other antenna or transmitter.” upplying power to the main unit via
PoE, connect to Eth-up.

PCWL-0510

The antennas used for this transmitter must be installed to provide a separation distance
of at least 55 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.” upplying power to the main unit via
PoE, connect to Eth-up.
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