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Summary of Test Result

Report | Ref Std. Required n Result
Clause| Clause CBSD | DP for Cert. Test Case ID Test Case Title (PASS/FAIL) Remark
- 6.1.4.1.1 X - C1l WINNF.FT.C.REG.1 | Multi-Step registration N/A -
) ) Domain Proxy Multi-Step )
6.1.4.1.2 X C1 WINNF.FT.D.REG.2 registration N/A
Single-Step registration for
- 6.1.4.1.3 X - c2 WINNF.FT.C.REG.3 Category A CBSD N/A -
Domain Proxy Single-Step
- 6.1.4.1.4 - X Cc2 WINNF.FT.D.REG.4 |registration for Cat A N/A -
CBSD
Single-Step registration for
3.1 |6.14.15 X - C3 WINNF.FT.C.REG.5 |CBSD with CPI signed PASS -
data
Domain Proxy Single-Step
- 6.1.4.1.6 - X C3 WINNF.FT.D.REG.6 | registration for CBSD with N/A -
CPI signed data
) Registration due to change of an )
6.1.4.1.7 X X C6 WINNF.FT.C.REG.7 installation parameter N/A
) Missing Required parameters )
32 |6.1421 X M WINNF.FT.C.REG.8 (responseCode 102) PASS
Domain Proxy Missing Required
- 6.1.4.2.2 - X M WINNF.FT.D.REG.9 parameters N/A -
(responseCode 102)
) Pending registration )
3.3 |6.14.23 X M WINNF.FT.C.REG.10 (responseCode 200) PASS
Domain Proxy Pending
- 6.1.4.2.4 - X M WINNF.FT.D.REG.11 |registration (responseCode N/A -
200)
Invalid parameter
34 |6.14.25 X - M WINNF.FT.C.REG.12 (responseCode 103) PASS -
DomainProxyInvalid parameters
- 6.1.4.2.6 - X M WINNF.FT.D.REG.13 (responseCode 103) N/A -
35 |61427| X | - M |WINNFFT.CREG14 |Blacklisted CBSD PASS |-
(responseCode 101)
- |61428| - | X M |WINNFFT.D.REG.15 |Domain Proxy Blackiisted CBSD NA |-
(responseCode 101)
) UnsupportedSASprotocolversion )
3.6 |6.14.29 X M WINNF.FT.C.REG.16 (responseCode100) PASS
Domain Proxy Unsupported
- 6.1.4.2.10 - X M WINNF.FT.D.REG.17 |SAS protocol version N/A -
responseCode 100)
37 [614211 X | - M | WINNF.FT.C.REG.18 %%Jp Error (responseCode PASS |-
) ) Domain Proxy Group Error )
6.1.4.2.12 X M WINNF.FT.D.REG.19 (responseCode 201) N/A
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WINNF-TS-0122 TEST REPORT

Report No. : FG331707

- |61431| X | X | C2 |WNNFFT.CREG2o |CategoryACBSD location NA |-
Update
Unsuccessful Grant
3.8 |6.34.21 X X M WINNF.FT.C.GRA.1 |responseCode=400 PASS -
(INTERFERENCE)
Unsuccessful Grant
39 |6.34.22 X X M WINNF.FT.C.GRA.2 |responseCode=401 PASS -
(GRANT_CONFLICT)
Heartbeat Success Case
3.10 | 64411 X - M WINNF.FT.C.HBT.1 (first Heartbeat Response) PASS -
Domain Proxy Heartbeat
- 6.4.4.1.2 - X M WINNF.FT.D.HBT.2 |Success Case N/A -
(first Heartbeat Response)
Heartbeat responseCode=105
3.11 [ 64421 X X M WINNF.FT.C.HBT.3 (DEREGISTER) PASS -
Heartbeat responseCode=500
3.12 | 6.4.4.22 X - M WINNF.FT.C.HBT.4 (TERMINATED_ GRANT) PASS -
Heartbeat responseCode=501
3.13 | 6.4.4.23 X X M WINNF.FT.C.HBT.5 |(SUSPENDED_GRANT) PASS -
in First Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) )
3.14 | 64424 X X M WINNF.FT.C.HBT.6 in Subsequent Heartbeat PASS
Response
Heartbeat responseCode=502
3.15 | 6.4.4.25 X X M WINNF.FT.C.HBT.7 (UNSYNC_OP_PARAM) PASS -
Domain Proxy Heartbeat
- 6.4.4.2.6 - X M WINNF.FT.D.HBT.8 |responseCode=500 N/A -
(TEMINATED_GRANT)
Heartbeat Response Absent
3.16 |6.4.431 X X M WINNF.FT.C.HBT.9 (First Heartbeat) PASS -
Heartbeat Response Absent
3.17 | 6.4.43.2 X X M WINNF.FT.C.HBT.10 (Subsequent Heartbeat) PASS -
318 | 64441 X | X O |WINNFFT.CHBT.11 | SuccesstulGrantRenewalin PASS |-
) B R : HeartbeatTestCase
- |65421| x | - C4  |WINNF.FT.C.MES.1 | Registration Response contains N/A -
measReportConfig
Domain Proxy Registration
- 6.5.4.2.2 - X C4 WINNF.FT.D.MES.2 | Response contains N/A -
measReportConfig
- |65423| X | x| ©5 |WINNF.FT.C.MES.3 |Crant Response contains NA |-
measReportConfig
- |65424] x | - C5  |WINNF.FT.C.MES.4 | Heartbeat Response contains NA |-
measReportConfig
Domain Proxy Heartbeat
- 6.5.4.2.5 - X C5 WINNF.FT.D.MES.5 | Response contains N/A -
measReportConfig
3.19 | 6.64.1.1 X - M WINNF.FT.C.RLQ.1 | Successful Relinquishment PASS -
Domain Proxy Successful
- 6.6.4.1.2 - X M WINNF.FT.D.RLQ.2 Relinquishment N/A -
TEL : 886-3-656-9065 Page Number  : 5 of 47
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Unsuccessful Relinquishment,

3.20 | 6.64.21 X - o WINNF.FT.CRLQ3 responseCode=102

PASS -

Domain Proxy Unsuccessful
- 6.6.4.2.2 - X O WINNF.FT.D.RLQ.4 | Relinquishment, N/A -
responseCode=102

Unsuccessful Relinquishment,

3.21 6.6.4.3.1 X - (@] WINNF.FT.C.RLQ.5 responseCode=103 PASS -
Domain Proxy Unsuccessful
- 6.6.4.3.2 - X (@] WINNF.FT.D.RLQ.6 |Relinquishment, N/A -
responseCode=103
3.22 | 6.74.11 X - M WINNF.FT.C.DRG.1 | Successful Deregistration PASS -
Domain Proxy Successful
- 6.7.4.1.2 - X M WINNF.FT.D.DRG.2 Deregistration N/A -
Deregistration
3.23 6.74.2.1 X - (e} WINNF.FT.C.DRG.3 responseCode=102 PASS -
Domain Proxy Deregistration
- 6.7.4.2.2 - X (@] WINNF.FT.D.DRG.4 responseCode=102 N/A -
324 | 67431 X | X O |WINNF.FT.C.DRG.5 | Deregistration PASS |-
responseCode=103
Successful TLS connection
3.25 6.8.4.1.1 X X M WINNF.FT.C.SCS.1 |between UUT and SAS Test PASS -
Harness
326 | 68421 | X | X M  |WINNFFT.Cscs2 | TLS failure due to revoked PASS |-
certificate
327 | 68422 | X | X M |WINNF.ET.C.Scs.3 | LS failure due to expired PASS |-

server certificate

TLSfailurewhenSASTestHarness
3.28 6.8.4.2.3 X X M WINNF.FT.C.SCS.4 | certificateisissue PASS -
by unknown CA

TLS failure when certificate at
3.29 6.8.4.2.4 X X M WINNF.FT.C.SCS.5 |the SAS Test PASS -
Harness is corrupted

330 | 71411 | X X M WINNE.PT.C.HBT.1 | YUT RF Transmit Power PASS |-
Measurement

Notel:

+ M: Mandatory for certification

+ O: Optional. Not required for certification.

¢ C: Conditional. Mandatory if CBSD supports relevant functionality.

Note2: The unit under test type is CBSD without Domain Proxy and Conditional Test Case Definitions are C3.
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Conformity Assessment Condition:

1. The test results (PASS/FAIL) with all measurement uncertainty excluded are presented against the regulation
limits or in accordance with the requirements stipulated by the applicant/manufacturer who shall bear all the
risks of non-compliance that may potentially occur if measurement uncertainty is taken into account.

2. The measurement uncertainty please refer to each test result in the chapter "Measurement Uncertainty".
Disclaimer:

1. The product specifications of the EUT presented in the test report that may affect the test assessments are
declared by the manufacturer who shall take full responsibility for the authenticity.
2. The test configuration was written in this test report are declared by the manufacturer.

Reviewed by: Sam Chen

Report Producer: Sandy Chuang
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1 General Description

1.1 Product Feature of Equipment Under Test

Product Feature of Equipment Under Test

EUT Type

CBSD

Power Type

From power adapter or POE

Category of EUT

X category A
[] Category B

Professional Installation

X Yes
] No

EUT in Test ID

] EUT with Domain Proxy
X EUT without Domain Proxy

Domain Proxy Hardware Version

CBSD Firmware Version 1.0
CBSD Software Version N/A
CBSD Hardware Version 1.0
Domain Proxy Firmware Version N/A
Domain Proxy Software Version N/A

N/A

Note: The above information was declared by manufacturer.

TEL : 886-3-656-9065
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1.2 Accessories
Accessories
Equipment Brand Model :
Name Name Name Rating
INPUT: 100-240V~ 2.5A, 50-60Hz
PoE PHIHONG POE90U-1BT-5
OUTPUT: 56V, 0.80A, 45W
Others
Cradle*1
1.3 Support Equipment
Support Equipment
No. Equipment Brand Name Model Name FCC ID
A Notebook (SAS) Lenovo L440 N/A
B Notebook MSI MS16JB N/A
C UE Upurple Naomi Color White N/A
D Notebook MSI MS16JB N/A
1.4 Testing Location

Testing Location Information

Test Lab. : Sporton International Inc. Hsinchu Laboratory
ADD: No.8, Ln. 724, Bo'ai St., Zhubei City, Hsinchu County 302010, Taiwan (R.O.C.)

Hsinchu
(TAF: 3787)

TEL: 886-3-656-9065

FAX: 886-3-656-9085

Test site Designation No. TW3787 with FCC.

Conformity Assessment Body Identifier (CABID) TW3787 with ISED.

Test Environment

Test Condition Test Site No. Test Engineer Test Date
(°C /%)
Mar. 22, 2023~
RF Conducted THO3-CB Jeff Wu 22.1~23.9/58~63 Apr. 20, 2023
TEL : 886-3-656-9065 Page Number  : 9 of 47
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2 Measurement Environment

Measurement Environment Information

Test Harness version 1.0.0.3

Operating System Microsoft Windows 10
TLS version 1.2

Python 2.7.13

2.1 Conditional Test Case

[ ]| C1 |Mandatory for UUT which supports multi-step registration message

Mandatory for UUT which supports single-step registration with no CPI-signed data in the registration
[]| Cc2 |message. By definition, this is a subset of Category A devices which determine all registration

information, including location, without CPI intervention.

Mandatory for UUT which supports single-step registration containing CPI-signed data in the

X | c3

registration message.

Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT measurement report
type.

1| ca

]| €5 |Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT measurement report type.

Ol ce Mandatory for UUT which supports parameter change being made at the UUT and prior to sending a

deregistration.

Note: The above information was declared by manufacturer.
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2.2 Test Configuration

Test configuration without Domain Proxy Test configuration with Domain Proxy
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3 Protocol Test Results
3.1 WINNFFT.C.REG.S - Single-Step registration for CBSD with CPI
signed data
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e  UUT has successfully completed SAS Discovery and
1 Authentication with SAS Test Harness
e UUT s inthe Unregistered state
e Alloftherequired and REG-Conditional parameters shallbe configured
and CPI signature provided
CBSD sends Registration request to the SAS Test Harness:
e Therequireduserld,fccldandcbsdSerialNumberandREG- Conditional
chsdCategory, airinterface, measCapability and cpiSignatureData
registration parameters shallbe sentfrom the CBSD and conformto
2 properformatandacceptable PASS --
ranges.
e Any optional registration parameters that may be included in the
message shallbe verifiedthatthey conformto proper
format and are within acceptable ranges.
e SASTestHarnesssendsaCBSDRegistrationResponseas follows:
3 — cbsdld =C _ _
— measReportConfig shall not be included.
— responseCode =0
After completion of step 3, SAS Test Harness does not provide any
4 positiveresponse (responseCode=0)tofurtherrequestmessages from the -- --
UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3 iscomplete. Thisistheendofthetest. Verify: PASS -
e UUT shall not transmit RF

TEL : 886-3-656-9065
FAX : 886-3-656-9085
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3.2 WINNFFT.C.REG.8 - Missing Required parameters (responseCode
102)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld
— responseCode =R

After completion of step 3, SAS Test Harness does not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF

TEL : 886-3-656-9065 Page Number  : 13 of 47
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3.3 WINNFFT.C.REG.10 - Pending registration (responseCode 200)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUTisinthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld
— responseCode =R

Aftercompletionofstep3,SASTestHarness does notprovideany positive
4 response (responseCode=200)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF

TEL : 886-3-656-9065 Page Number  : 14 of 47
FAX : 886-3-656-9085 Issued Date : May 03, 2023
Report Template No.: CB-A18_2 Verl.2 Report Version : 01



WINNF-TS-0122 TEST REPORT Report No. : FG331707

3.4 WINNFFT.C.REG.12 - Invalid parameter (responseCode 103)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUTisinthe Unregistered state
2 CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld

— responseCode =R
Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response (responseCode=103)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.5 WINNFFT.C.REG.14 - Blacklisted CBSD (responseCode 101)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUTisinthe Unregistered state
2 CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld

— responseCode =R
Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response (responseCode=101)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.6 WINNFRFT.C.REG.16 - Unsupported SAS protocol version
(responseCode 100)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e  UUT has successfully completed SAS Discovery and _ _
Authentication with SAS Test Harness
e UUT s inthe Unregistered state
2 CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 — SASresponse does not include cbsdld h -
— responseCode =R
Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response (responseCode=100)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -
e UUT shall not transmit RF

TEL : 886-3-656-9065
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3.7 WINNF.FT.C.REG.18 - Group Error (responseCode 201)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUTisinthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does not include cbsdld
— responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response (responseCode=201)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.8 WINNFFT.C.GRA.1 - Unsuccessful Grant responseCode=400
(INTERFERENCE)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfully with SAS TestHarness, with -- --
cbsdld =C
2 UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R
After completion of step 3, SAS Test Harness does not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -
e UUT shall not transmit RF
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3.9 WINNFFT.C.GRA.2 - Unsuccessful Grant responseCode=401
(GRANT_CONFLICT)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfullywith SAS TestHarness, with -- --
cbsdld =C
2 UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R
Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response (responseCode=401)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -
e UUT shall not transmit RF
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3.10 WINNF.FT.C.HBT.1 - Heartbeat Success Case (first Heartbeat

Response)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfullywith SAS TestHarness, with -- --
cbsdid =C
UUT sends a message:
2 e Ifmessageistype SpectrumInquiryRequest,gotostep3,or -- --

e Ifmessageistype GrantRequest, gotostep 5

UUT sends Spectrum Inquiry Request. Validate:

3 e chsdld=C PASS _
e ListoffrequencyRange objects sentby UUT are withinthe
CBRS frequency range

SAS TestHarness sends a Spectrum Inquiry Response message, including
the followingparameters:

4 e chsdld=C - -
e availableChannelisanarrayofavailableChannelobjects
e responseCode =0

UUT sends Grant Request message. Validate:

e cbsdld=C
e maxEIRPisatorbelowthelimitappropriate forCBSD category _
5 ! PASS
as defined by Part 96

e operationFrequencyRange, F,sentbyUUTisavalidrange
within the CBRS band

SAS Test Harness sends a Grant Response message, including the parameters:
e chsdld =C

6 e grantld=G =avalidgrant D -- --

e grantExpireTime=UTCtimegreaterthandurationofthetest

e responseCode =0

UUT sends a first Heartbeat Request message.
VerifyHeartbeatRequestmessageisformattedcorrectly,including:

7 e cbsdid =C PASS --
e grantld =G
e operationState =“GRANTED”

SAS TestHarness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
8 e grantld =G h -
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0
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Forfurther Heartbeat Request messages sentfrom UUT after completion
ofstep8,validatemessageissentwithinlatest specified
heartbeatinterval, and:

e chsdld =C
e grantld =G
e operationState =" AUTHORIZED”
9 and SAS Test Harness responds with a Heartbeat Response message including PASS -
the following parameters:
e chsdld =C
e grantld =G
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0
Monitorthe RF outputofthe UUT from startoftestuntilUUT
transmission commences. Verify:
10 e UUTdoesnottransmitatanytimepriortocompletion of the first PASS _

heartbeatresponse

e UUTtransmitsafterstep8iscomplete, anditstransmission
is limited to within the bandwidth range F.
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3.11 WINNF.FT.C.HBT.3 - Heartbeat responseCode=105 (DEREGISTER)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUT hasregistered successfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantis forfrequencyrange F, power P
O grantExpireTime=UTCtime greaterthanduration of the test
e UUTisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval
specified in the latest Heartbeat Response, and formatted correctly, including:
2 e chsdld=C PASS -
e grantld =G
e operationState ="AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e cbhsdld=C
3 e grantld =G h -
e transmitExpireTime =T =CurrentUTCtime
e responseCode =105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the RF output of the UUT. Verify:
5 e UUT shall stop transmission within (T + 60 seconds) of PASS -
completion of step 3
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3.12 WINNF.FT.C.HBT.4 - Heartbeat responseCode=500
(TERMINATED_GRANT)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e UUT hasregistered successfullywith SAS TestHarness

e UUT has avalid single grant as follows:
O valid cbsdld =C

1 O valid grantld =G -- --

O grantisfor frequency range F, power P

O grantExpireTime=UTCtime greaterthanduration of the test

e UUTisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

2 e cbsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e cbhsdld=C
3 e grantld =G h -
e transmitExpireTime=T =currentUTCtime
® responseCode=500(TERMINATED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any _ _

further grants to the UUT.

Monitor the RF output of the UUT. Verify:

5 e UUT shall stop transmission within (T + 60 seconds) of PASS -
completion of step 3
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3.13 WINNFFT.C.HBT.5 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in First Heartbeat Response

# Test Execution Steps Results
Ensurethefollowingconditionsaremetfortestentry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantis for frequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTIisinGRANTED, butnotAUTHORIZED state (i.e.hasnot
performed its first Heartbeat Request)
UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageisformattedcorrectly,including:
2 e cbsdld=C PASS --
e grantld =G
e operationState ="GRANTED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

e chsdld=C

e grantld =G

e transmitExpireTime =T = current UTC time
e responseCode = 501 (SUSPENDED GRANT)

After completion of step 3, SAS Test Harness shall not allow any
further grants to the UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:

e cbsdld=C
e grantld =G
5 e operationState ="GRANTED” PASS --

B. UUT sends a Relinquishment request message. Ensure message
is correctly formatted with parameters:

e chdsld=C

e grantld =G
Monitor the RF output of the UUT. Verify:

e UUT does not transmit at any time
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3.14 WINNF.FT.C.HBT.6 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in Subsequent Heartbeat Response

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantis for frequency range F, power P
O grantExpireTime=UTCtime greaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:
2 e cbsdld=C PASS -
e grantld =G
e operationState =" AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e chsdld=C
3 e grantld =G h -
e transmitExpireTime =T = current UTC time
e responseCode = 501 (SUSPENDED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:
e chsdld =C
e grantld =G
5 e operationState ="GRANTED” PASS _
B. UUT sends a Relinquishment Request message. Ensure message
is correctlyformatted with parameters:
® chdsld =C
e grantld =G
Monitor the RF output of the UUT. Verify:
e UUT shall stop transmission within (T + 60 seconds) of
completion of step 3
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3.15 WINNFFT.C.HBT.7 - Heartbeat responseCode=502
(UNSYNC_OP_PARAM)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUT hasregistered successfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantis for frequency range F, power P
O grantExpireTime=UTCtime greaterthanduration of the test

e UUTisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval,and is formatted correctly, including:

2 e chsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

e cbhsdld=C
3 e grantld =G h -
e transmitExpireTime=T=CurrentUTC Time
e responseCode = 502 (UNSYNC_OP_PARAM)
Aftercompletion of step 3, SAS Test Harness shall notallow any further
4 - -
grants to the UUT.
Monitor the SAS-CBSD interface. Verify:
e UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
O chdsld=C
5 0 grantld=G PASS ”
Monitorthe RFoutputofthe UUT. Verify:
e UUT shall stop transmission within (T+60) seconds of
completion of step 3.
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3.16 WINNF.FT.C.HBT.9 - Heartbeat Response Absent (First Heartbeat)

#

Test Execution Steps

Results

Ensurethefollowingconditionsare metfortestentry:
e UUT hasregistered successfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
O valid grantld =G
O grantis forfrequencyrange F, power P
O grantExpireTime=UTCtime greaterthanduration of the test

e UUTIisinGRANTED, butnot AUTHORIZED state (i.e.hasnot
performed its first Heartbeat Request)

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

e chsdld=C
e grantld =G
e operationState ="GRANTED”

PASS --

After completion of Step 2, SAS Test Harness does notrespondto any
furthermessagesfrom UUT tosimulateloss of network connection

Monitorthe RF outputofthe UUT from start oftestto 60seconds after step 3.

Verify:
e Atanytimeduringthetest, UUT shallnottransmiton RF
interface

PASS --
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3.17 WINNF.FT.C.HBT.10 - Heartbeat Response Absent (Subsequent
Heartbeat)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUT hasregisteredsuccessfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantisfor frequency range F, power P
O grantExpireTime=UTCtime greaterthanduration of the test
e UUTisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:

2 e chsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C

3 e grantld =G h -
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0

4 After completion of Step 3, SAS Test Harness does not respond to any _ _

further messages fromUUT

Monitor the RF output of the UUT. Verify:
5 e UUT shallstopalltransmission on RFinterface within PASS
(transmitExpireTime+60seconds), usingthe
transmitExpireTime sent in Step 3.
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3.18 WINNF.FT.C.HBT.11 - Successful Grant Renewal in Heartbeat Test

Case
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUT hasregisteredsuccessfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
O valid grantld =G
O grantisfor frequency range F, power P
1 e UUTisinAUTHORIZEDstateandistransmittingwithinthe grant - -
bandwidth F on RF interface.
e Granthasthefollowing parameters atthe start of the test:
O grantExpireTime =UTCtime equal totime at start of test + 300
seconds = Tgrant_expire
O transmitExpireTime=UTCtime equaltotime at startof test + 200
seconds
0 heartbeatInterval = 60 seconds
UUT sends a Heartbeat Request message.
2 If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else -- --
go to Step 3.
VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:
3 e cbsdld=C PASS --
e grantld =G
e operationState ="AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, with the
following parameters:
e chsdld=C
4 e grantld =G - -
e transmitExpireTime=current UTC +200seconds
e grantExpireTime=sameas Step 1
e responseCode =0
5 Go to Step 2 -- --
Verify Heartbeat Request messageis sent withinthe latest specified
heartbeatinterval, and is formatted correctly, including:
e cbsdld =C
6 e grantld =G PASS -
e operationState ="AUTHORIZED”
e grantRenew =TRUE
TEL : 886-3-656-9065 Page Number  : 30 of 47
FAX : 886-3-656-9085 Issued Date : May 03, 2023

Report Template No.: CB-A18_2 Verl.2 Report Version : 01



WINNF-TS-0122 TEST REPORT Report No. : FG331707

SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
7 e grantld =G - -
e grantExpireTime =UTCtime setfarin the future

e transmitExpireTime=currentUTCtime+200seconds

e responseCode =0
ContinuetorespondtoanysubsquentHeartbeatRequestfromCBSD with
Heartbeat Response with the following parameters:

e chsdld=C
8 e grantld =G - -
e transmitExpireTime =same as Step 7
e responseCode =0
MonitorRFtransmissionof UUT fromstartoftestuntil Tgrant_expire
9 +60 seconds and ensure UUT continues to transmit throughout the time PASS --
period.
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3.19 WINNFRFT.C.RLQ.1 - Successful Relinquishment

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness
e UUT hassuccessfully registered with SAS TestHarness, with
cbsdld=C
e UUT hasreceived avalid grantwith grantld=G
e UUTisinGrant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
InvoketriggertorelinquishUUT Grantfromthe SAS TestHarness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:

e cbsdld=C
e grantld =G

PASS --

SASTestHarnessshallapprovetherequestwithaRelinquishment Response
message with parameters:

— cbsdld =C
— grantld =G
— responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0)to further request
messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

e UUTshallstop RFtransmission atany time betweentriggering the
relinquishmentand UUT sendingtherelinquishment
reguest

PASS --
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3.20 WINNF.FT.C.RLQ.3 - Unsuccessful Relinquishment,
responseCode=102

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and

Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C -- --

e UUT hasreceived avalid grant with grantld =G

e UUTisinGrant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
InvoketriggertoRelinquishUUT Grantfromthe SAS TestHarness
UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:
e cbsdld=C
e grantld =G

SAS Test Harness shall send a Relinquishment Response message with parameters:

e cbsdld=C

e Nograntld

e responseCode =R
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

5 e UUT stopped RFtransmissionatanytime betweentriggering the PASS -
relinquishmentand UUT sendingtherelinquishment
request
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3.21 WINNFFT.C.RLQ.5 - Unsuccessful Relinquishment,
responseCode=103

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C -- --

e UUT hasreceived a valid grant with grantld=G
e UUTisinGrant State AUTHORIZED and is actively
transmitting within the bounds of its grant.
InvoketriggertoRelinquishUUT Grantfromthe SASTestHarness
UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:
e chsdld =C

e grantld =G
SAS Test Harness shall send a Relinquishment Response message with parameters:
e cbsdld=C
e Nograntld

e responseCode =R
Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
4 response (responseCode=103)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

5 e UUTstoppedRFtransmissionatany time betweentriggering the PASS -
relinquishmentand UUT sendingtherelinquishment
request
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3.22 WINNF.FT.C.DRG.1 - Successful Deregistration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - -

e UUT hasreceived avalid grantwith grantld=G

e UUTisinGrant State AUTHORIZED and is actively
transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives
Relinquishment response with responseCode=0

UUT sends Deregistration Requestto SAS Test Harness with cbsdld=
C

SASTestHarnessshallapprovetherequestwithaDeregistration Response
message with parameters:

e cbsdld=C
e responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
5 response (responseCode=0) to further request -- --
messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step4iscomplete. Thisistheendofthetest. Verify:

e UUTstoppedRFtransmissionat any time between triggering
6 the deregistration and either A OR B occurs: PASS --

A. UUT sending a Registration Request message, as this is not
mandatory

B. UUT sending a Deregistration Request message
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3.23 WINNF.FT.C.DRG.3 - Deregistration responseCode=102

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - -

e UUT hasreceived avalid grant with grantld =G

e UUTisin Grant State AUTHORIZED and is actively
transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives

2 Relinquishment response with responseCode=0 B B
3 UUT sends Deregistration Requestto SAS Test Harness with cbsdld= _ _
C
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 e Nochsdld - -

e responseCode =102

After completion of step 3, SAS Test Harness will not provide any positive
5 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitorthe RFoutputofthe UUT from start oftestuntil60 seconds after Step 4 is
complete. Thisisthe end of the test. Verify:

e UUTstoppedRFtransmissionatanytimebetween triggering
6 the deregistration and either AOR B occurs: PASS --

A. UUT sending a Registration Request message, as this is not
mandatory

B. UUT sending a Deregistration Request message
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3.24 WINNF.FT.C.DRG.5 - Deregistration responseCode=103

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness
e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - -
e UUT hasreceived avalid grant with grantld =G
e UUTisin Grant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives

2 Relinquishment response with responseCode=0 B B
3 UUT sends Deregistration Requestto SAS Test Harness with cbsdld= _ _
C
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 e Nochsdld - -

e responseCode =103

After completion of step 3, SAS Test Harness will not provide any positive
5 response(responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitorthe RFoutputofthe UUT from start oftestuntil60 seconds after Step 4 is
complete. Thisisthe end of the test. Verify:

e UUTstoppedRFtransmissionatanytimebetween triggering

6 the deregistration and either AOR B occurs: PASS -
A. UUTsendingaRegistrationRequestmessage,asthisisnot mandatory
B. UUTsending aDeregistration Request message
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3.25 WINNF.FT.C.SCS.1 - Successful TLS connection between UUT and
SAS Test Harness

# Test Execution Steps Results

e UUT shall start CBSD-SAS communication with the security procedure
e The UUT shall establish a TLS handshake with the SAS Test Harness
1 using configured certificate. PASS -

e Configurethe SAS TestHarnesstoacceptthe security
procedure and establish the connection

e Make sure that Mutual authentication happens between UUT and
the SAS Test Harness.

e Makesurethat UUT uses TLSv1.2
e Makesurethatciphersuitesfromoneofthefollowing is

selected,
2 e TLS RSA WITH AES 128 GCM_SHA256 PASS -
e TLS RSA WITH_AES 256 _GCM_SHA384
e TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256
e TLS ECDHE_ECDSA WITH_AES 256 GCM_SHA384

e TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

Asuccessfulregistrationisaccomplishedusingoneofthetest cases described in
section 6.1.4.1, depending on CBSD capability.

3 e UUTsendsaregistrationrequesttothe SAS TestHarnessand the SAS PASS -
TestHarness sends aRegistration Response with
responseCode = 0 and chsdld.

Monitor the RF output of the UUT from start of test until 60 secondsafter
4 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.26 WINNF.FT.C.SCS.2 - TLS failure due to revoked certificate

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.
3 UUT may retry for the security procedure which shall fail PASS --
SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.27 WINNF.FT.C.SCS.3 - TLS failure due to expired server certificate

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.
3 UUT may retry for the security procedure which shall fail. PASS --
SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.28 WINNF.FT.C.SCS.4 - TLS failure when SAS Test Harness certificate is
iIssued by an unknown CA

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS .
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity oftheserver certificate PASS -
e Make surethat Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall nottransmit RF
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3.29 WINNF.FT.C.SCS.5 - TLS failure when certificate at the SAS Test
Harness is corrupted

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththe security PASS .
procedures
e MakesurethatUUTuses TLSv1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.30 WINNF.PT.C.HBT.1 - UUT RF Transmit Power Measurement

Items Parameters
Maximum rated power (EIRP, dBm/MHz) 7 dBm/MHz
Transmit dynamic range (EIRP, dBm/MHz) 7,5, 2,-1,-3dBm/MHz
Occupied bandwidth (OBW) 40MHz
maxEirp values 7 dBm/MHz

Spectrum

ltem | Connection | Shielded Length

1 RJ-45 cable No 1.5m

2 RJ-45 cable No 1.5m

Note: To ensure EUT transmits with full power across the Bandwidth during the on duration of duty cycle, EUT is
running maximum traffic during the test.
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Spectrum Analyzer Setting Parameters
Center Frequency 3630 MHz
Frequency Span 50 MHz
RBW / VBW 1 MHz / 3MHz
Channel Power Meas Bandwidth 10 MHz
Sweep Time 1ms

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication withthe SAS Test Harness

e UUT hasregistered withthe SAS, withCBSD ID=C

e UUT hasasingle valid grant G with parameters {lowFrequency
= FL, highFrequency = FH, maxEirp = Pj}, with grant in

AUTHORIZED state, and grantExpireTime set to a value far past the

duration of this test case

Note:inorderforthe UUTtorequestagrantwiththeparameters

{lowFrequency, highFrequency, maxEirp), the SAS Test Harness may need to
provide appropriate guidance in the availableChannel object ofthespectruminquiry
responsemessage,andtheoperationParam objectofthegrantresponsemessage.
Alternately,theUUTvendor may provide the abilityto setthose parametersonthe

UUT sothat
the UUT will request a grant with those parameters.

UUT and SAS Test Harness perform a series of Heartbeat
Request/Response cycles, whichcontinuesuntilthe otherteststeps are
complete. Messaging for each cycle is as follows:

e UUT sends Heartbeat Request, including:

O cbsdid =C

O grantld=G
e SAS Test Harness responds with Heartbeat

Response, including:

cbsdld =C
grantld =G
transmitExpireTime=currentUTCtime +200seconds
responseCode =0

O000O0
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Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement methodisoutofscope
ofthisdocument, butmayinclude additional configurationofthe UUT,asrequired,
tofulfiltherequirementsofthe power measurement method.
3 PASS -
Note:itmayberequiredforthevendortoprovideamethodor configurationto
bringthe UUTtoamodewhichisrequiredbythe measurement methodology. Any
such mode is vendor-specificand
dependsuponUUTbehaviorandthemeasurementmethodology.
Antennal Conducted PSD Grant
Frequency|Bandwidth _ maxEirp _
Gain Port 1 Port 2 Port 3 Port 4 maxEirp |Result
(MHz)
(MHz) (dBi) |(dBm/MHz)|(dBm/MHz)[(dBm/MHz)[(dBm/MHz)|(dBm/MHz)|(dBm/MHz)
3630 40 3.98 -4.559 -3.28 -4.05 -3.207 6.26 7 PASS
3630 40 3.98 -9.26 -8.496 -9.052 -7.647 1.43 2 PASS
3630 40 3.98 -14.46 -14.39 -14.31 -13.59 -4.17 -3 PASS
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4 Test Equipment and Calibration Data

. - Calibration Calibration
Instrument Brand Model No. Serial No. Characteristics Date Due Date Remark
Conducted
Spectrum analyzer R&S FSV40 101028 9kHz~40GHz Dec. 30, 2022 | Dec. 29, 2023
(THO3-CB)
. . Conducted
RF Cable-high Woken RG402 High Cable-11 | 1 GHz -18 GHz | Oct. 03, 2022 | Oct. 02, 2023
(THO3-CB)
. . Conducted
RF Cable-high Woken RG402 High Cable-12 | 1 GHz —18 GHz | Oct. 03, 2022 | Oct. 02, 2023
(THO3-CB)
. . Conducted
RF Cable-high Woken RG402 High Cable-13 | 1 GHz —18 GHz | Oct. 03, 2022 | Oct. 02, 2023
(THO3-CB)
. . Conducted
RF Cable-high Woken RG402 High Cable-14 | 1 GHz —-18 GHz | Oct. 03, 2022 | Oct. 02, 2023
(THO3-CB)
. . Conducted
RF Cable-high Woken RG402 High Cable-15 | 1 GHz —18 GHz | Oct. 03, 2022 | Oct. 02, 2023
(THO3-CB)
. Conducted
RF Power Divider Woken 2 Way THO3-DV-01 1GHz ~ 6GHz Oct. 04, 2022 | Oct. 03, 2023
(THO3-CB)
. Conducted
RF Power Divider Woken 3 Way THO3-DV-02 1GHz ~ 6GHz Oct. 04, 2022 | Oct. 03, 2023
(THO3-CB)
Note: Calibration Interval of instruments listed above is one year.
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5 Measurement Uncertainty

Test Iltems

Uncertainty

Remark

Conducted Emission

3.2dB

Confidence levels of 95%
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RF Measurement Plots

Appendix A

RF measurement plot for WINNF.FT.C.HBT Test Case ID

ﬁ Keysight Spectrum Analyzer - Swept SA

RL RF | s0q AC

Start Freq 3.550000000 GHz
PNO: Fast G
IFGain:Low

| SENSE:INT] [MALIGN AUTO/NO RF [11:40:17 PM Mar 24, 2023
Avg Type: Log-Pwr

Avg|Hold:>100/100

. Trig: Free Run
#Atten: 10 dB

Ref Offset 20.2 dB

1LU dBidiv._ Ref 10.20 dBm

TracelDetector

MKR| MODE TRC

SEI

m
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 2 (1TX)

i Keysight Spectrum Analyzer - Channel Power E‘\Eﬂé‘
id RF [ [ SENSE:INT] [ ANALIGN OFF [02:05:25 AM Apr20, 2022
Center Freq 3.630000000 GHz Center Freq: 3.630000000 GHz Radio Std: None Frequency
—»— Irig: Free Run Avg|Hold: 100/100
#FGain:Low #Atten: 20 dB Radic Device: BTS

Ref 19.20 dBm

Center Freq
3630000000 GHz

Center 3.63 GHz Span 50 MHz
#Res BW 1 MHz #VBW 3 MHz #Sweep 1ms

Channel Power Power Spectral Density

0.74 dBm /10 MHz -9.260 dBm /MHz

IMSG STATUS
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BWA40M_Grant maxEirp 2 (2TX)

i Keysight Spectrum Analyzer - Channel Power

] I [ SENSE:INT] [ A\ALIGN OFF [02:05:45 am Apr2n, 2023

Center Freq 3.630000000 GHz Center Freq: 3.630000000 GHz Radio Std: None Frequency
- 1rig: Free Run Avg|Hold: 100/100

#Atten: 20 dB

#IFGain:Low Radio Device: BTS

Ref 19.20 dBm

Center Freq
3.630000000 GHz

Span 50 MHz
#VBW 3 MHz #Sweep 1ms 5.00(%08;1?42

Auto Man

Channel Power Power Spectral Density e
Freq Offset

1.50 dBm /10 MHz -8.496 dBm /MHz 0Hz

IMSG STATUS
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 2 (3TX)

i Keysight Spectrum Analyzer - Channel Power

i RF [ [ SENSE:INT] [ /NALIGN OFF [02:08:32 AM Apr20, 2023

Center Freq 3.630000000 GHz Center Freq: 3.630000000 GHz Radio Std: None Frequency
—»— Trig: Free Run Avg|Held: 100100

#Atten: 20 dB

#IFGain:Low Radio Device: BTS

Ref 19.20 dBm

CenterFreq
3630000000 GHz

Center 3.63 GHz Span 50 MHz CF Ste
#Res BW 1 MHz #VBW 3 MHz #Sweep 1ms 5.000000 MH';

Auto Man

Channel Power Power Spectral Density Zemien i |
Freq Offset

0.95 dBm /10 MHz -9.052 dBm /MHz 0Hz
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 2 (4TX)

i Keysight Spectrum Analyzer - Channel Power

[ SENSE:INT] [ /NALIGN OFF [02:06:50 AM Apr20, 2023
Center Freq: 3.630000000 GHz Radio Std: None Frequency
Trig: Free Run Avg|Hold: 100/100
#Atten: 20 dB

Center Freq 3.630000000 GHz

#FGain:Low

——

Radio Device: BTS

Ref 19.20 dBm

CenterFreq
3630000000 GHz

Center 3.63 GHz Span 50 MHz CF Step
#Res BW 1 MHz #VBW 3 MHz #Sweep 1ms 5.000000 MHz

Auto Man

Channel Power Power Spectral Density |
Freq Offset

2.35 dBm /10 MHz -7.647 dBm /MHz 0Hz
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 3 (1TX)

i Keysight Spectrum Analyzer - Channel Power

I [ SENSE:INT] [ /NALIGN OFF [02:11:44 AM Apr20, 2023
Center Freq 3.630000000 GHz Center Freq: 3.630000000 GHz Radio Std: None Frequency
—»— Trig: Free Run Avg|Hold: 100/100
#Atten: 20 dB

#IFGain:Low Radio Device: BTS

Ref 19.20 dBm

CenterFreq
3630000000 GHz

Center 3.63 GHz Span 50 MHz CF Step
#Res BW 1 MHz #VBW 3 MHz #Sweep 1ms 5.000000 MHz
Auto Man

Channel Power Power Spectral Density |
FreqOffset
-4.46 dBm /10 MHz -14.46 dBm /MHz 0Hz
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BWA40M_Grant maxEirp 3 (2TX)

i Keysight Spectrum Analyzer - Channel Power
1 i RF 500 AC | SENSE:INT] [ A\ALIGN OFF [02:12:02 aM Aprauo, 2022
Center Freq 3.630000000 GHz Center Freq: 3.630000000 GHz Radio Std: None
—»— Trig: Free Run Avg|Hold: 100/100
#FGain:Low #Atten: 20 dB Radio Device: BTS

Frequency

Ref 19.20 dBm

CenterFreq
3.630000000 GHz

#VBW 3 MHz #Ssﬁfe"eg" e e

Auto Man

Channel Power Power Spectral Density |
FreqOffset

-4.39 dBm /10 MHz -14.39 dBm /MHz 0Hz

IMSG STATUS
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 3 (3TX)

i Keysight Spectrum Analyzer - Channel Power

[ SENSE:INT] [ /NALIGN OFF [02:12:14 AM Apr20, 2023
Center Freq: 3.630000000 GHz Radio Std: None Frequency
Trig: Free Run Avg|Hold: 100/100
#Atten: 20 dB

Center Freq 3.630000000 GHz

#FGain:Low

——

Radio Device: BTS

Ref 19.20 dBm

CenterFreq
3630000000 GHz

Center 3.63 GHz Span 50 MHz CF Step
#Res BW 1 MHz #VBW 3 MHz #Sweep 1ms 5.000000 MHz

Auto Man

Channel Power Power Spectral Density |
Freq Offset

-4.31 dBm /10 MHz -14.31 dBm /MHz 0Hz
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 3 (4TX)

i Keysight Spectrum Analyzer - Channel Power

1 T RF 500 AC | SENSE:INT| [ A\ALIGN OFF [02:12:54 am Apr2o, 2023
Center Freq 3.63000000( Center Freq: 3.630000000 GHz Radio Std: None
—w»— Trig: Free Run Avg|Hold: 100/100

#FGain:Low #Atten: 20 dB Radio Device: BTS

Frequency

Ref 19.20 dBm

CenterFreq
3.630000000 GHz

#VBW 3 MHz #Ss?,fe"ego s e

Auto Man

Channel Power Power Spectral Density |
Freq Offset

-3.59 dBm /10 MHz -13.59 dBm /MHz 0 Hz

IMSG STATUS
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 7 (1TX)

i Keysight Spectrum Analyzer - Channel Power

(= R )

{ T RF

500  AC

Ref Value 19.20 dBm

——
#FGain:Low

Ref 19.20 dBm

Channel Power

5.44 dBm /10 MHz

| SENSE:INT| [ /NALIGN OFF [01:59:19 aM Aprag, 2023

Center Freq: 3.630000000 GHz
Trig: Free Run Avg|Hold: 100/100
#Atten: 20 dB

Radio Std: None

Radio Device: BTS

#VEBW 3 MHz

Power Spectral Density

-4.559 dBm /MHz

IMSG

STATUS

Screen Image

Themes
3D Color
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BWA40M_Grant maxEirp 7 (2TX)

i Keysight Spectrum Analyzer - Channel Power

I [ SENSE:INT] [ /NALIGN OFF [01:59:50 AM Apr20, 2023

Center Freq 3.630000000 GHz Center Freq: 3.630000000 GHz Radio Std: None Frequency
—»— Trig: Free Run Avg|Held: 100100

#Atten: 20 dB Radio Device: BTS

#FGain:Low

Ref 19.20 dBm

CenterFreq
3630000000 GHz

Center 3.63 GHz Span 50 MHz CF Step
#Res BW 1 MHz #VBW 3 MHz #Sweep 1ms € iy
Auto Man
Channel Power Power Spectral Density e
FreqOffset

6.72 dBm /10 MHz -3.280 dBm /MHz 0Hz

IMSG
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RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 7 (3TX)

i Keysight Spectrum Analyzer - Channel Power

1 T RF 500 AC | SENSE:INT| [ /NALIGN OFF [02:00:21 &M 2prag, 2023
Center Freq 3.63000000( Center Freq: 3.630000000 GHz Radio Std: None
—w— Trig: Free Run Avg|Hold: 100/100

#FGain:Low #Atten: 20 dB Radio Device: BTS

(= R )

Save

Stater

Ref 19.20 dBm ———

Data
(Export) »
Trace 1

#VBW 3 MHz Screen |
Image

Channel Power Power Spectral Density

5.95 dBm /10 MHz -4.050 dBm /MHz

IMSG STATUS

Sporton International Inc. Hsinchu Laboratory Page No. © 120f13
Report No. . FG331707



RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW40M_Grant maxEirp 7 (4TX)

i Keysight Spectrum Analyzer - Channel Power

1 T RF 500 AC | SENSE:INT| [ /NALIGN OFF [02:00:42 aM 2prao, 2022
Center Freq 3.63000000( Center Freq: 3.630000000 GHz Radio Std: None
—w— Trig: Free Run Avg|Hold: 100/100

#FGain:Low #Atten: 20 dB Radio Device: BTS

Frequency

Ref 19.20 dBm

CenterFreq
3.630000000 GHz

#VBW 3 MHz #Ss?,fe"ego s e

Auto Man

Channel Power Power Spectral Density |
Freq Offset

6.79 dBm /10 MHz -3.207 dBm /MHz 0 Hz

IMSG STATUS
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Wireshark Plots Appendix B

Wireshark Plots for WINNF.FT.C.SCS.1 Test Case ID

Ml TrER - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmJ® & ] & = & L= aqQn
[ [ip.adds = 192.168.138.101 && sl [X] -]+
Hao Time Souree Protocol Length  Info —_—

72 42.170970 192.168.138.100 TLSv1.2 227 Client Hello

73 42.198555 192.168.138.101 TLSvA.2 3503 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hellc Done

79 42.204427 192.168.138.100 TLSv1.2 426 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted He

81 42.214511 192.168.138.101 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

83 42.214769 192.168.138.100 TLSv1.2  29@ Application Data

84 42.216014 192.168.138.1081 TLSv1.2 188 Application Data

85 42.216161 192.168.138.100 TLSv1.2 1453 Application Data

87 42.282983 192.168.138.101 TLSv1.2 1@ Application Data v
< >

Frame 73: 3583 bytes on wire (28824 bits), 35@3 bytes captured (28824 bits) on interface \Device\NMPF_{FCFC32D3-E91B-4CC6-95FA-3A6CCB9B36CE}, id @ A

Ethernet II, Src: WistronI_23:43:77 (54:ee:75:23:43:77), Dst: SuperMic_@f:25:a3 (3c:ec:ef:8f:25:a3)
Internet Protocol Version 4, Src: 192.168.138.181, Dst: 192.168.138.188
Transmission Control Protocol, Src Port: 9899, Dst Port: 58792, Seq: 1, Ack: 174, Len: 3449
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 89
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 85
Version: TLS 1.2 (@x8303)
Random: 23a85atecdb@fl36f76d76f68503d36daec5d71670923278a201a4c052942fbd
Session ID Length: 32
Session ID: 58791db3838dca3442b2867de894bblfcBdbd8b2f7cbe37bfdddcbcdd43543b9
Cipher Suite: TLS _ECDHE RSA WITH_AES 128 GCM SHA256 (@xc@2f)

Compression Method: null (@) v

43 b9 c@ 2f 00 80 8d ff @1 00 @1 e 68 ob 60 a4 c--/ ~

v

O 7 wireshork_ZA$BISTHZALL peapng Packets: 320 - Displayed.: 18 (5.5%) Profile: Default
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Wireshark Plots Appendix B

Wireshark Plots for WINNF.FT.C.SCS.2 Test Case ID

Ml TrER - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

w3 & ] & = & 4= aqQn
[ [ip.adds = 192.168.138.100 && sl [X] -]+
Hao Time Souree Destination Protocol Length  Info —_—

41 12.850419 192.168.138.100 192.168.138.101 TLSv1.2 311 Client Hello

42 12.859821 192.168.138.101 192.168.138.18@ TLSv1.2 3615 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done

48 12.860608 192.168.138.100 192.168.138.181 TLSv1.2 1495 Certificate

51 12.915491 192.168.138.100 192.168.138.181 TLSv1.2 449 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Mess:

52 12.921280 192.168.138.101 192.168.138.100 TLSv1.2 1688 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

145 56.729582 192.168.138.100 192.168.138.181 TLSv1.2 227 Client Hello

146 56.749293 192.168.138.101 192.168.138.180@ TLSv1.2 3638 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done

149 56.750401 192.168.138.100 192.168.138.181 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked) v
< >

Frame 42: 3615 bytes on wire (28920 bits), 3615 bytes captured (28920 bits) on interface \Device\MPF_{FCFC32D3-E91B-4CC6-95FA-3A6CCB9B36CE}, id @ A

Ethernet II, Src: WistronI_23:43:77 (54:ee:75:23:43:77), Dst: SuperMic_@f:25:a3 (3c:ec:ef:8f:25:a3)
Internet Protocol Version 4, Src: 192.168.138.181, Dst: 192.168.138.188
Transmission Control Protocol, Src Port: 9899, Dst Port: 36898, Seq: 1, Ack: 258, Len: 3561
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 66
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 62
Version: TLS 1.2 (@x8303)
Random: f48bf9ddefacab88eladeddc57@dfdd1lfba8bo98cce2b520a77903935¢7d0582
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Compression Method: null (@)

Extensions Length: 22 v

pace 82 @0 (U4 0@ 88 16 ff @1 @0 1 60 08 eb 80 84 @a

v

O 7 Cipher Suite (s handshake ciphersuite), 2 byte(s) Packets: 218 - Displayed: 17 (7.8%) * Dropped: 0 (0.0%) Profile: Default
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Appendix B

Wireshark Plots for WINNF.FT.C.SCS.3 Test Case ID

M 7 xEE - X
File Edit Visw Go Capture Analyze Statistics Telephony Wirsless Tools Help
Am i@ [IBRE ] &=E S Eaaanw
[ [ip.adds = 192.168.138.100 && sl [X] -]+
Hao Time Souree Protocol Length  Info ]
129 57.127342 192.168.138.100 TLSv1.2 227 Client Hello
13@ 57.161005 192.168.138.101 TLSvA.2 3502 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hellc Done
133 57.161628 192.168.138.100 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)
138 57.217850 192.168.138.100 TLSv1.2 227 Client Hello
139 57.241971 192.168.138.101 TLSv1.2 3582 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
142 57.242472 192.168.138.16@ TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)
147 57.292451 192.168.138.100 TLSv1.2 227 Client Hello
148 57.314518 192.168.138.101 TLSv1.2 3582 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done v

>

Frame 13@: 3502 bytes on wire (28016 bits), 3502 bytes captured (28016 bits) on interface \Device\NPF_{FCFC32D3-E91B-4CC6-95FA-3A6CCB9B36C6}, id @
Ethernet II, Src: WistronI_23:43:77 (54:ee:75:23:43:77), Dst: SuperMic_@f:25:a3 (3c:ec:ef:8f:25:a3)
Internet Protocol Version 4, Src: 192.168.138.181, Dst: 192.168.138.188
Transmission Control Protocol, Src Port: 9899, Dst Port: 35282, Seq: 1, Ack: 174, Len: 3448
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 89
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 85
Version: TLS 1.2 (@x8303)
Random: 2883671bdd2d3618cd726c4@catadl77530a34923804d5a86358b75d2c9908c7
Session ID Length: 32
Session ID: 86c9767d628dal441f8407edefd6+02b23fdd01085ceflea31132cdd8d95e582
Cipher Suite: TLS ECDHE RSA WITH AES 128 GCM SHA256 (@xc@2f)
Compression Method: null (@)

v

080 eS 82 [dA0P4] 0@ 80 6d ff ©1 00 01 0@ 00 6b @0 84

~
v

O 7 Cipher Suite (s handshake ciphersuite), 2 byte(s) Pockets: 226 * Displayed: 12 (5.2%)  Dropped: 0 (0.0%)

Profile: Default
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Wireshark Plots for WINNF.FT.C.SCS.4 Test Case ID

M 7 xEE - X
File Edit Visw Go Capture Analyze Statistics Telephony Wirsless Tools Help
Am i@ [IBRE ] &=E S Eaaanw
[ [ip.adds = 192.168.138.100 && sl [X] -]+
Hao Time Souree Protocol Length  Info ]
70 48.818788 192.168.138.100 TLSv1.2 227 Client Hello
71 408.848489 192.168.138.101 TLSvA.2 3504 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hellc Done
74 48.849178 192.168.138.100 TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)
79 48.985369 192.168.138.100 TLSv1.2 227 Client Hello
80 40.934322 192.168.138.101 TLSv1.2 3584 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
83 48.934995 192.168.138.16@ TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)
89 48.985395 192.168.138.100 TLSv1.2 227 Client Hello
9@ 41.015440 192.168.138.101 TLSv1.2 3584 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done v

>

Frame 71: 3504 bytes on wire (28832 bits), 3504 bytes captured (28832 bits) on interface \Device\MPF_{FCFC32D3-E91B-4CC6-95FA-3A6CCB9B36CE}, id @
Ethernet II, Src: WistronI_23:43:77 (54:ee:75:23:43:77), Dst: SuperMic_@f:25:a3 (3c:ec:ef:8f:25:a3)
Internet Protocol Version 4, Src: 192.168.138.181, Dst: 192.168.138.188
Transmission Control Protocol, Src Port: 9899, Dst Port: 34234, Seq: 1, Ack: 174, Len: 3450
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 89
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 85
Version: TLS 1.2 (@x8303)
Random: a2184dee@bd@bfc6481c4308e5d5+2d52898792070bb5482842286cb1b71dd8e
Session ID Length: 32
Session ID: 96d3b9297ce@b762ea899523dec3e?edeb954edb7e22f7bb45e2cd3bda7deed?2
Cipher Suite: TLS _ECDHE RSA WITH_AES 128 GCM SHA256 (@xc@2f)
Compression Method: null (@)

v

0080 ee 42 [d70P4; 0@ 00 6d ff ©1 00 01 0@ 00 6b @0 84 E

~
v

O 7 Cipher Suite (s handshake ciphersuite), 2 byte(s) Packets: 109 + Displayed: 12 (11.0%) * Dropped: 0 (0.0%)

Profile: Default
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Wireshark Plots for WINNF.FT.C.SCS.5 Test Case ID

M 7 xEE - X
File Edit Visw Go Capture Analyze Statistics Telephony Wirsless Tools Help
w3 & ] & = & 4= aqQn
[ [ip.adds = 192.168.138.100 && sl [X] -]+
Hao Time Souree Destination Protocol Length  Info ]
103 40.417229 192.168.138.100 192.168.138.101 TLSv1.2 227 Client Hello
104 40.434677 192.168.138.101 192.168.138.18@ TLSv1.2 35@3 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
187 48.435567 192.168.138.100 192.168.138.181 TLSv1.2 61 Alert (Level: Fatal, Description: Bad Certificate)
112 40.491311 192.168.138.100 192.168.138.101 TLSv1.2 227 Client Hello
113 40.582659 192.168.138.101 192.168.138.100 TLSv1.2 3583 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
117 48.5083337 192.168.138.16@ 192.168.138.101 TLSv1.2 61 Alert (Level: Fatal, Description: Bad Certificate)
122 48.553024 192.168.138.100 192.168.138.181 TLSv1.2 227 Client Hello
123 40.562790 192.168.138.101 192.168.138.180 TLSv1.2 3583 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done v

>

Ethernet II, Src: WistronI_23:43:77 (54:ee:75:23:43:77), Dst: SuperMic_@f:25:a3 (3c:ec:ef:8f:25:a3)
Internet Protocol Version 4, Src: 192.168.138.181, Dst: 192.168.138.188
Transmission Control Protocol, Src Port: 9899, Dst Port: 32830, Seq: 1, Ack: 174, Len: 3449
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 89
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 85
Version: TLS 1.2 (@x8303)
Random: 31ccBd8cB6belBbc3453c25a32ed3bbbef5ldelflals52a0603ac106291906F2
Session ID Length: 32
Session ID: 8aBc5f61a385b30b4982c8ce7e5e9483c7ddcbbdbb25082fe368d853771d73711
Cipher Suite: TLS _ECDHE RSA WITH_AES 128 GCM SHA256 (@xc@2f)
Compression Method: null (@)

Frame 104: 3583 bytes on wire (28024 bits), 3503 bytes captured (28024 bits) on interface \Device\NPF_{FCFC32D3-E91B-4CC6-95FA-3A6CCB9B36C6}, id @

v

2088 37 11 90 66 Bd £ ©1 60 01 09 66 Ob 80 84 7M. c-eco---

~
v

O 7 Cipher Suite (s handshake ciphersuite), 2 byte(s)

Packets: 157 * Displayed: 12 (7.6%)  Dropped: 0 (0.0%)

Profile: Default
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CRL and OCSP Verify Plots Appendix C

CRL and OCSP Verify Plots for WINNF.FT.C.SCS.2 Test Case ID
M 7R — x
Fle Edit View Go Capture Analyze Statistics Telephony Wireless Took Help
A0 0 [ BRB & =S = Eaaamn
[ [hitp BHED -]+
Ho, Time Source Destination Protocol  Length  Info
57 12.932867 192.168.138.180 192.168.138.101 HTTP 270 GET /crlserver.crl HTTP/1.1
58 12.954240 192.168.138.1081 192.168.138.188 PKIX-C.. 143@ Certificate Revocation List
Frame 57: 27@ bytes on wire (2160 bits), 270 bytes captured (216@ bits) on interface \Dewice\NPF_{FCFC32D3-E91B-4CC6-95FA-3A6CCBIB36CE}, id @
Ethernet II, Src: SuperMic_@f:25:a3 (3c:ec:ef:8f:25:a3), Dst: WistronI_23:43:77 (54:ee:75:23:43:77)
Internet Protocol Version 4, Src: 192.168.138.180, Dst: 192.168.138.101
Transmission Control Protocol, Src Port: 43770, Dst Port: 8@, Seq: 1, Ack: 1, Len: 216
~ Hypertext Transfer Protocol
GET /fecrlserver.crl HTTR/1.1\r\n
Host: 192.168.138.181\r\n
Connection: keep-alive\r\n
Accept-Encoding: gzip, deflatel\r\n
Accept: */*\r\n
User-Agent: python-requests/2.6.8 CPython/2.7.5 Linux/3.10.0-1127.18.2.rt56.1116.e17.x86_64\r\n
\r\n
[Full request URI: http://192.168.138.101/crlserver.crl]
[HTTP request 1/1]
Response in frame: 58
54 ee 75 23 43 77 3c ec ef 8f 25 a3 08 @@ 45 @@ T- u#Cwg % E "
v
¥ Hypertest Transfer Protocol: Frotocol Packets: 218+ Displayed: 2 (0.9%) - Dropped. 0 (0.0%) Profile: Default
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