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Callout | Name Description

Displays the model number of the product. The same is

S. Model configured with the factory settings ofthe device and
reflects in this section on systembootup

6. Product Name Displays the name of the product

7 Current Mode Dis'plays the current acting mode ofthe AP (Thick mode or
Thin mode)

8. Current Partition Displays the current partition in use

. Displays the date and time details according to the time zone
0. Local Time

allocated in the “System Configuration” screen

) Displays the time duration since the respective AP board is
10. | Systemuptime L
up and successfully running without any shutdown

11. | Average Load Displays the average load on the device

12. Memory Displays the free and available memory ofthe respective
device

13. Network/IPv4 Address Displays the IPv4 address of the respective device

14. Network/IPv6 Address Displays the IPv6 address of the respective device

14.2  System software

A basic layout of the system software is given below:

AUTO REFRESH ON

Status 3

System Summary Il Software || Hardware

Current Firmware Version 12280 q

Altenate Firmware Version

12270

© 2018 HFCL. Al rights reserved.
Figure 26: Basic layout of the system sofiware screen
Follow the steps given below to view the system software information:

Table 18: List of information displayed in the system software screen

Callout | Name Description
L. Status Click on the “Status” dropdown
2. Overview Click on “Overview” option
3. Software Click on “Software” option

Displays the current and alternate firmware version of the
4. Firmware Version respective AP. The operating systemis based on openwrt

project model
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14.3  System hardware

A basic layout of the system hardware is given below:

AUTOREFRESH ON

Status

e = ey 4

I Hardware Version RV-1.0 I
Device Type ion8(i) 5

Serial Number CBT12345678

I MAC-Address 00:06:ae:ff fe:f2 I

© 2018 HFCL. All rights reserved.
Figure 27: Basic layout of the system hardware screen
Follow the steps given below to view the system hardware information:

Table 19: List of information displayed in the system hardware screen

Callout | Name Description
1. Status Click on the “Status” dropdown
2. Overview Click on “Overview” option
3. Hardware Click on “Hardware” option
4. Hardware Version Displays the current hardware version of the respective AP
5. Device Type Displays the device type (Indoor or Outdoor)

Displays the serial number of the respective AP. The same is
6. Serial Number configured with the factory settings ofthe device and
reflects in this section on systembootup

Displays the MAC address assigned to the product. The

7. MAC-Address same is configured with the factory settings ofthe device

and reflects in this section on systembootup
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14.4  System wireless

A basic layout of the thick AP systemwireless overview is given below:

® Logout

Status

AUTO REFRESH ON.

System Summary | Software | Hardware I Wireless Summary |

—JRadio 5 GHz 802.11anac (wifi0) |

SSID Mode

Channel Bitrate ESSID Encryption

) HFCLION Master
100%

173 (5.865 GHz) 72 Mbivs 00:06:AE:FFFE-F0 WPA2 NONE (CCMF)

—JRadio 2.4 GHz 802.11bgn (wifi1) |

SSID Mode
m— —

Channel Bitrate ESSID Encryption
— — s— —

a HFCLION Master
100%

11 (2.462 GHz) 11 MbiUs 00:06:AE-FF FECED WPA2 NONE (CCMP)

© 2018 HFCL. All rights reserved.

Figure 28: Basic layout of the thick AP system wireless overview screen

Follow the steps given below to view thick AP systemwireless overview:

Table 20: List of information displayed in thick AP system wireless overview

Callout

Name

Description

Status

Click on the “Status” dropdown

Overview

Click on “Overview” option

Wireless

Click on “Wireless” option

Radio 5 GHz

Displays the current radio operating mode of theaccess
point at 5 GHz. Refer the section for 5 GHz radio
configurations

SSID 5 GHz

Displays all configured SSIDs operating at 5 GHz in a listed
form along with some basic details as shown in the figure
above. Refer the section for configuration of SSIDs
operating at 5 GHz radio

Radio 2.4 GHz

Displays the current radio operating mode of the access
point at 2.4 GHz. Refer the section for 2.4 GHz radio
configurations

SSID 2.4 GHz

Displays all configured SSIDs operating at 2.4 GHz in a
listed form along with some basic details as shown in the
figure above. Refer the section for configuration of SSIDs
operating at 2.4 GHz radio
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15 System maintenance screen

The maintenance activities of the respective access point are executed from this screen. The list of options available
for the useris given below:

1. System general and log settings
2. Admin password configuration
3. Backup/Flash Firmware

4. Reboot

5. Factory Reset

15.1  System general settings

The user can configure the basic aspects of the respective access point, like its hostname and the timezone. A basic
overview of the screenis given below:

AUTO REFRESH ON.

System

Here you can configure the basic aspecls of your device like its hostname of the limezone

System Properties

v I 4
Administration

2 Local Time I Tue Feb 26 14:50:39 2019 (@ Sync with browser I
kup / Flash Firmware
Hostname I HFCI I 5

Timezone [ Asiakolkala v

Time Synchronization

Enable NTP client E 7
IF s canddates

Save & Apply m

system

Figure 29: Basic overview of the system general settings screen for thick AP
Follow the steps given below and configure the system general settings for the thick AP:

Table 21: List of actions to configure the system general settings for thick AP

Callout | Name Description

L. System Click on “System” dropdown

2. System Click on “System” option

3. General Settings Click on “General Settings” option
Displays the local date and time of the region. The user

4. Local Time can click on “Sync with browser” option to sync the
date and time

5 Host Name Enter the “Hostname”. The same will be reflected in the

systemsummary of status overview screen

Select the respective “Timezone” from the dropdown list. It
6. Time Zone represents the region of the globe that observes a uniform
standard time for legal, commercial, andsocial purposes.
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Callout | Name Description

The date and time of the respective timezone will be

reflected in the systemsummary of status overview screen.
7. Time sync/ NTP Click on the check box and enable or disable the NTP client

8. NTP Server candidates Click on the +icon and add multiple servers

Click on “Save & Apply”to save the systemadmin password configuration or click “Reset” to configure the same
again.
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15.2  System log settings

If user wants to see the back-end logs or if userfaces any issue, logs relevant to the AP’s application software are
populated in the Diagnostic/System LogError! Reference source not found. screen for monitoring purpose. The

same can be uploaded to an external server and the configuration for the same is performed in this screen. Event

messages or corresponding messages will be sentto the logging server based on the configured log level.

A basic overview of the screen is given below:

® Logout

sh Firmware

System

AUTO REFRESH ON.

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties |

Extemal system log server

Extemal system log server port

Time Synchronization

Enable NTP dlient 7

NTP semver candidales

=)
A

Figure 30: Basic overview of the system general settings screen for thick AP

Follow the steps given below and configure the system general settings for the thick AP:

Table 22: List of actions to configure the system general settings for thick AP

Callout | Name Description
1. System Click on “System” dropdown
2. System Click on “System” option
3. Log Settings Click on “Log Settings” option
External systemlog Enter the “External systemlog server” add.ress. Th.e systemlogs are
4. uploaded to the external server onregular interval if the external
server server is specified with this option
5. Extemal systemlog Enter the “External systemlog server port” number
server port
Select the “Log output level” from the dropdown list
(Debug/Info/Notice/ W arning/Error/Critical/ Alert/Emergency).
Categorization ofthe systemlogs is specified in the backend. The
selection of “Log output level” determines the type of logs to be
6. Log outputlevel . . .
displayed in systemlog screen. The “Debug” option shows all of the
systemlogs. E.g.: If “Debug” is selected, all logs from debug to
emergency will be logged and if “Notice” is selected, logs from
Notice to Emergency will be logged
7. Time sync/ NTP Click on the check box and enable or disable the NTP client

00O N O U
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Callout | Name Description
8 NTP Server Click on the +icon and add multiple servers
' candidates

Click on “Save & Apply” to savethe systemadmin password configuration or click “Reset” to configure the same

again.
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15.3 Set Password for thick AP

This screen provides the user with options to change the default password for respective thick access point. The
default username is “root” and the default admin passwordis “root”.

A basic overview of the screenis given below:

Router Password
Changes the administralor password for accessing the device 3

e Fasserd .

Systex
) Contematan Passsiord .
2 / Flash Firmware |

© 2018 HFCL. Al rights reserved.

Figure 31: Basic overview of the system admin password configuration screen for thick AP
Follow the steps given below and configure the system admin password for the thick AP:

Table 23: List of actions to configure the password for thick AP

Callout | Name Description
1. System Click on “System” dropdown
2. Administration Click on “Administration” option
3. Password Enter the new “Password”
4, Confirm Password Enter the password again for “Confirm Password”

Click on “Save & Apply”to savethe systemadmin password configuration or click “Reset” to configure the same
again.
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15.4  Backup/Flash Firmware

Downloading the configuration files at an external drive location and updating the configuration files from an

external file is a common feature. It helps theuser to keep a backup of different configuration files and even makes

it easier to apply the same in multiple devices. The device supports dual firmware.

15.4.1  Generate Backup

Download the existing configuration of the device in a file with this option. The user can use this backup file and
apply the same configuration again from “Upload configuration or backup” screen. This avoids configuration of

each and every parameter again and again, if a similar configuration is already available in the backup files.

A basic overview of the Backup/Flash Firmware screento generate the backup is given below:

Flash operations

Adtions

Backup / Restore

Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware 1o its initial state, click "Perform resef” (only possible with squashfs images)

Download backup ([ Generate arcnve | [ 3

To restore configuration files, you can upload a previously generaled backup archive here.

Restore backup Browse... | (@ Upload archive

Flash new firmware image

Upload a sysupgrade-compat

image here to replace th ware. Check "Keep seftings™ 1o refain the current configus

Keep seftings:

Image Browse.. | (@ Flashimage

Status
Partitions Status Firmware OIS
1 Secondary(Current) 1290

2 Primary

Figure 32: Basic overview of the backup/flash firmware screen to generate backup

Follow the steps given below to generate a backup of current device’s configuration and files:

Table 24: List of actions to generate a backup of current device’s configuration and files

Callout | Name Description
1. System Click on “System” dropdown in navigation tollbar
2. Backup/Flash Firmware Click on “Backup/Flash Firmware” option
Click on “Generate archive” option to download the backup.
3. Download backup The user can select the location in his computer to extract
and save the configuration and systemfiles.

CONFIDENTIAL

55



InANite POSSIItes

2x2 Indoor & Outdoor Access Points

Revision: A0-00

15.4.2  Upload configuration or backup

Use an existing valid configuration file or device backup file and change the device parameters respectively from

this screen. The user can apply similar configuration to multiple devices or can apply different type of
configurations to various set of devices with minimal of the effort.

A basic overview of the Backup/Flash Firmware screento upload data and configuration from an external file is

given below:

Administration

Backup / Flash Firmware

® Logout

Flash operations

Actions

Backup / Restore
Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click “Perform reset” (only possible with squashfs images).

Download backup: | ) Generale archive

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: Il Browse... f 0 Upload archive I

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firnware. Check "Keep settings” to retain the current configuration (requires an OpenWrt compatible fiimware image)

Keep settings:  [£]

Image: Browse... | (@ Flash image

Status
Partitions Status Firmware O/S
1 Secondary(Current) 1200
2 Primary

Figure 33: Basic overview of the backup/flash firmware screen to upload configuration

Follow the steps given below to upload data and configuration from an external file:

Table 25: List of actions to upload configuration from an external file

Callout | Name Description
1. System Click on “System” dropdown in navigation tollbar
2. Backup/Flash Firmware Click on “Backup/Flash Firmware” option
Click on “Browse” option and select the file in your
3. Browse/Restore backup computer to and restore the backup file or any other valid

configuration file

4. Restore backup

Click on “Upload archive” option to apply the
configurations from selected file
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15.4.3  Upgrade firmware

The firmware is stored in the flash memory and can be updated with new versions to include new features or to
modify the existing one. This AP has two partitions. The firmware version is always uploaded in the alternate
partition to keep the current firmware image restored which is located in the current partition ofaccess point. When
we upgrade new firmware, the existing firmware will become backup firmware. If any issues found in new
firmware, thebackup firmware will be booted.

Save the software file in systemdrive of yourlaptop or system. Refer the image below:

BB B | Softwareimage

GO Home  share  View (2]
« “ 4| » ThisPC > NewVslume (D:) > Official > HFCL > Projects > WIFl » UBR » Jio > Softwareimage v ) | Search Software image r
Project Software ~ Name - Date modified Type Size
Official [ HFCL_TDMA_2.0.10.12 08+ 32 12Fie 252128

e HFCL
BSKL Microwave tendor
Amit document

Project Data

Figure 34: Software file in the system drive

In the above figure, the software file is saved in the “D” drive.

A basic overview of the Backup/Flash Firmware screen to upgrade the firmware from an external file is given
below:

Flash operations

Actions

Backup / Restore

Click “Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset" (only possible with squashis images).

Download backup @ Generale archive

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup Browse... | [ Upload archive.

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings™ to retain the current configuration (requires an Open'rt compatible firmware image)

| 5
Image: Il_ Browse. IIJ Flash image I
Status | 4

Fartitions Status Firmware /S
1 Secondary(Current) 1290
2 Primary

Figure 35: Basic overview of the backup/flash firmware screen to upgrade the firmware
Follow the steps given below to upgrade the firmware from an external file:

Table 26: List of actions to upgrade the firmware from an external file

Callout | Name Description
1. System Click on “System” dropdown in navigation tollbar
2. Backup/Flash Firmware Click on “Backup/Flash Firmware” option

3 Selection box/Keep settings Click on “Selection box” to retain the existing device

configuration (or) deselect the “Selection box” to discard the
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Callout | Name Description
same while updating the firmware ofthe device with a new
version.
Click on “Browse” option. A popup window will appear on
the screen. Go to the respective folder of software file and
4, Browse/Image L
select the sysupgrade-compatible image to replace the
running firmware. Refer image below.
Lo v P <« WIFl > UBR > Jio » Softwareimage v & Search Software image 0o
Organize v Mew folder =~ [ e
Testing + Name - Date medified Type
issue register [ HFCL_TOMA_2.0.10.12 08-01-201902:32  12File
Jio
Software image
Testing 2.0.10.12
‘& OneDrive
[ This PC
) 3D Objects
[ Desktep
“| Documents
* Downloads
b Music v € >
File name: [HFCL_TDMA_2.0.10.12 | |AllFiles v
Click on open, once the compatible images is selected.
5 I Click on “Flash image” to upload a sysupgrade-compatible
. e . .
& imagec a'l
. Displays the firmware versions in primary and seconda
6. Firmware status play . primaty Y
partition of the access point

It will show a new page, which will have checksum, file size and other information. Refer image below:

Backup / Flash Firmware

X Logout

Backhaul Network Overview = Tabe aphic | Al I
System Wireless Link
Name Mac Address Alarms GPS Mode 1P Address Channel MCS Index Tx Power RSSI SNR Bitrate
Local 449D 44 DCERTF 0 Locked Master AN 64-532GHz Auto(0-9)9 19 aBm 47 oBm 4808 173.3Mb/s
) N i ’ 2405:200:1413:13321123 o s = 8
Paer 00:03.7F 48:F0:01 0 Locked Slave faBa 8Ty 64-5326GHz Auto(0-9)9 18 dBm 47 aBm 4808 173.3Mb/s
; o 2405:200:1413:1333/1123 —— o h )

4 Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed” below to start the flash procedure.

1e1841e7c76cd0388cbA3e9399a8bCTS

Figure 36: Verify sofiware upgrade

Click on Proceed after checking software version.
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15.5 Reboot

Reboot restarts the device with existing configuration. We can change the firmware when the device is rebooted

with different partitions. Based on the selected partition, the corresponding firmware will be loaded into the device

as working firmware

A basic overview of the Reboot screen is given below:

System
Status
Partitions. Status Firmware 0/§ Actions
taton 1 Secondary(Current) 1290
Backup / Flash Firmware 3
i I—
Factory Reset 4
Figure 37: Basic overview of the reboot screen
Follow the steps given below and reboot the AP:
Table 27: List of actions to reboot the AP
Callout | Name Description
I. System Click on “System” dropdown in navigation tollbar
2. Reboot Click on “Reboot” option
Click on “Reboot to Current partition” option. Device will
3. Reboot to Current partition boot from current partition, and the firmware version present
in the current partition will be in use
Or
Click on “Reboot to alternate partition” option. Device will
boot from alternate partition, and the firmware version
4. Reboot to Alternate partition | presentin the alternate partition will be in use. The firmware
upgrade always happen on alternate partition. Use this
option and reboot to the latestuploaded firmware version.
59

CONFIDENTIAL



InANite POSSIItes

2x2 Indoor & Outdoor Access Points

Revision: A0-00

15.6  Factory Reset

The device has factory assigned settings and configurations on deployment. The user can setthe device to the same

from this screen. The device will be configured back to factory settings and the existing settings and configurations

will be discarded. It is recommended to take backup before setting the device to factory reset.

A basic overview of the Factory Reset screen is given below:

System

Factory Reset

Factory Resetting the operating system of your device

Perform Faclory Reset

© 2018 HFCL. All rights reserved.

Figure 38: Basic overview of the factory reset screen

Follow the steps given below and factory reset the access point:

Table 28: List of actions to factory reset the access point

Callout | Name Description
1. System Click on “System” dropdown in navigation tollbar
2. Factory Reset Click on “Factory Reset” option
3 Perform Factory Reset Click OTI “Perform F?ctory Reset” option to factory reset the
respective access pomt
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16 Network interfaces of thick AP

A basic overview of the network interface screen for thick AP is given below:

AUTO REFRESH ON

il Interfaces 4

Interface Overview

[Network Status Actions

LAN1 MAC-Address: 00-06:AE:FF FF FF

RX: 14.93 MB (101346 PKis.) I 4 Eat : 5
- TX: 1.35 MB (6903 PKis.)
1PV4: 192.168.34.190/20

figuration

DHCP and DNS

Rl © 2018 HFCL. All rights reserved.
Figure 39: Basic overview of the interface configuration screen for thick AP
Follow the steps given below to view/edit the interface configuration of thick AP:

Table 29: List of actions to view/edit the network configuration of thick AP

Callout | Name Description
L. Network Click on “Network” dropdown
2. Interfaces Click on “Interfaces” option
) Displays the type of network interface available in the
3. Networl/Interface overview deVIi)ce}.,The alz,(l))ve figure shows the LAN interface overview
4. Status Displays the status ofthe LAN interface with the respectto
the parameters shown in above figure
5. Edit Click on “Edit” option to configure the LAN-interface

settings

The user can click on “edit” option to further modify the following configurations:

1. General setup
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16.1 General Network interface setup configuration for thick AP

The default IP address ofthe access pointis set to 192.168.1.1. The user can change the current static IP address of
the device from this screen. DHCP client (DHCP client or DHCPv6 client) option is to get the dynamic IP address

from reachable DHCP server in the network. Once the protocolis set to DHCP client or DHCPv6 client, the device
will automatically get the IP address (IPv4 or IPv6) from the DHCP server.

Click on the “Edit” option in interface screen as shown in “Figure 39: Basic overview of the interface configuration
screen for thick AP”. A basic overview of the network interface setup configuration screen to switch network
protocol is given below:

AP Configuration - LAN1

Common Configuration

Advanced Settings

Status = MAC-Address: 00.06:AE FF.FF.FF
eth0 RX: 22.54 MB (153391 Pkis.)
TX: 2.54 MB (10334 Pkis.)
IPv4: 192.168.34.190/20

GUIURL  nici_FFFF local 2

Protocol I Stalic address

Feall suiten protocor?
&) Back to Qverview Save & Apply

Figure 40: Basic overview of the network interface setup configuration screen to switch protocol for thick AP
Follow the steps given below to switch network protocol:

Table 30: List of actions to switch network protocol for thick AP

Callout | Name Description
1. General Setup Click on “General Setup” option
2. Protocol Select the protocoldesired protocol from the dropdown list
(Static address/DHCP client/DHCPv6 client)
3. Really switch protocol Click on “Switch protocol” to confirm the protocol switch
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16.1.1 Static IP configuration for thick AP

The default IP address ofthe access pointis set to 192.168.1.1. User can change the default IP address with an
unused [P address. Refer “Figure 40: Basic overview of the network interface setup configuration screen to switch

protocol for thick AP” and set the protocol to static address.

Refer the figure below to provide the static address parameters:

AP Configuration - LAN1

Common Configuration

General Setup Advanced Settings

Stalus

£ MAC-Address: 00:06 AE FF-FF-FF
etho RX: 33.93 MB (226852 PKis.)

TX: 3.42 MB (14738 PKis.)

1Pv4: 192.168.34.190/20

GUIURL  nfci_FFFF.local

Protocol I Static address

Only Static IPv4

2 Protocol Selection I:Rr-:wr IPva/IPv6

v ]—(—)— Only Static IPv6

IPv4 Address I 192.168.100.10

4 IPv4 Netmask l 255.255.255.0

IPv4 Gateway I 192.168.32 1

6 IPv4 Broadcast l 192.168.32.2

Use Custom DNS Servers I 8888

8 IPv6 Assignment Length lc:-s.-il\\;cl

ssign a part of given length of every public IPv6-prefix to this interface

IPv6 Address I 2001:0:9d38:6ab8:1484:502:3157 5

484:502:3157:« 1

10 IPv6 Gateway l 2001:0:9d38

+] Back to Overview

Figure 41: Basic overview of static address parameters for general network interface setup for thick AP

Follow the steps given below to provide static address parameters for thick AP:

Table 31: List of actions to provide static address parameters for thick AP

Callout | Name Description
The protocolis setto “’Static address”. Enter the following
L. Protocol
parameters for the same
Set the static address protocol to [Pv4/IPv6/IPv4 & IPv6.
2. Protocol Selection Below parameters are shown with respectto IPv4 & IPv6
protocol selection
Enter the “IPv4 address”. This i i dd fth
3 P4 address er the . v4 address is is a unique address of the
Host/Device eg.192.168.100. 10
Enter the “IPv4 netmask”. This specifies the number of bits
4. IPv4 netmask
for network part and host part e.g.255.255.255.0
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Callout | Name Description

Enter the “IPv4 gateway”. Gateway address is given to reach
other network device e.g.192.168.100.254

Enter the “IPv4 broadcast”. Broadcast address is to
6. IPv4 broadcast

5. [Pv4 gateway

broadcast message in a network e.g. 192.168.100.255
Enter the “DNS server”. Click on add icon to add multiple
7. Use custom DNS servers DNS servers. DNS serveris toresolve the transition of

domain name to [P and IP to domain name

Specify the prefix length for [IPv6 address. Specifies the
number of bits that belong to network part. The prefix-
length specifies a range of devices

e.g. IPv6 prefix length = 64 means range of IP addresses
between 2001:0DB8:ABCD:0012:0000:0000:0000:0000 and
2001:0DB8:ABCD:0012:FFFF:FFFF .FFFF.FFFF.

Provide below parameters if [Pv6 prefix lengthis setto
disabled

Enter the “IPv6 address”. Unique address ofthe Host/Device
€.2.2001:11::100

Enter the “IPv6 gateway”. Gateway address is given to reach
other network device e.g.2001:11::1

8. IPv6 prefix length

9. IPv6 address

10. IPv6 gateway

Click “Save” to save the general network setup configuration or click “Reset” to configure the same again.
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16.1.2 DHCPw4 client configuration for thick AP

If the protocolis setto DHCPv4 client, the device will automatically get the [IPv4 address from the DHCP server.

Refer “Figure 40: Basic overview of the network interface setup configuration screen to switch protocol for thick
AP” and set the protocolto DHCPv4 client.

Refer the figure below and switch the protocol to DHCPv4 client for thick AP:

LAN
Interfaces - LAN

Common Configuration

General Setup

Status o MAC-Address: 00:06:AE:FF:FE:80
br-lan RX: 43.30 MB (281717 Pkts.)
TX: 7.68 MB (21811 Pkts.)
IPv4: 192.168.35.184/20

GUIURL  hfci_FE80.local 1
Really switch protocol?
2 |
%] Back to Overview m
Figure 42: Basic overview of network interface screen to set the protocol to DHCPv4 for thick AP
Follow the steps given below to set the protocol to DHCPv4 for thick AP:
Table 32: List of actions to set the protocol to DHCPv4 for thick AP
Callout | Name Description
1 Protocol Set the protocol from the dropdown list (Static
’ address/DHCPv4 client/DHCPv6 client) to DHCPv4
2. Really switch protocol Click on “Switch protocol” to confirm the protocol switch
Click “Save” to savethe general network setup configuration or click “Reset” to configure the same again.
65

CONFIDENTIAL



2x2 Indoor & Outdoor Access Points Revision: A0-00

InANite POSSIItes

16.1.3 DHCPv6 client configuration for thick AP

If the protocolis setto DHCPv6 client, the device will automatically get the IPv6 address from the DHCP server.

Refer “Figure 40: Basic overview of the network interface setup configuration screen to switch protocol for thick
AP” and set the protocolto DHCPv6 client.

Refer the figure below and switch the protocol to DHCPv6 client for thick AP:

LAN
Interfaces - LAN

Common Configuration

General Setup

Status o MAC-Address: 00:06:AE:FF:FE:80
brlan RX: 43.30 MB (281717 Pkts.)
TX: 7.68 MB (21811 Pkts.)
IPv4: 192.168.35.184/20

GUIURL  hfci_FE80.local 1
Really switch protocol?
2 |
|#] Back to Overview
Figure 43: Basic overview of network interface screen to set the protocol to DHCPv6 for thick AP
Follow the steps given below to set the protocol to DHCPv6 for thick AP:
Table 33: List of actions to set the protocol to DHCPv6 for thick AP
Callout | Name Description
1 Protocol Set the protocol from the dropdown list (Static
’ address/DHCPv4 client/DHCPv6 client) to DHCPv6
2. Really switch protocol Click on “Switch protocol” to confirm the protocol switch
Click “Save” to save the general network setup configuration or click “Reset” to configure the same again.
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16.2 Network/Wireless/Radio and SSID configuration of thick AP

The wireless configuration screen of thick AP GUI enables the userto view and configure radio and SSID

parameters. Multiple SSID can be added separately for 2.4 and 5 GHz radio. Radio configuration remains same for

all SSIDs operating at the respective 2.4 and 5 GHz radio. All clients associated with respective SSID are also listed

in a tabular form in this screen along with some basic information.

A basic overview of the wireless configuration screen for thick AP is given below:

and

Stalic Routes

@ Logout

Wireless Overview

AUTO REFRESH ON

&

« Radio § GHz 802.11anac (wifi0)
= Channel: 56 (5.280 GHz) | Bitrate: 1733 Mbit's

4 SSID: HFCLION | Mode: Master
100% BSSID: 00:06:AE-FF:FE:FO | Encryption: WPA2 NONE (CCMP)

Ei o

&

Radio 2.4 GHz 802.11bgn (wifi1)
= Channel: 6 (2.437 GHz) | Bitrate: 800 Mbit/s

o SSID: HFCLION | Mode: Master
100% BSSID: 00.06 AE FF FE E0 | Encryption: WPA2 NONE (CCMP)

_

S.No.

1 o

2 il

Associated Stations

MAC-Address

00:EC:0A9D:2D:25

00:EC:0A9D:2D:25

© 2018 HFCL. All rights reserved.

\—
SSID IPv4-Address RX Rate TX Rate

Signal Noise

HFCLION ? 68 dBm 95 dBm 150.0 Mbit/s 150.0 Mbit's

HFCLION ? -68 dBm -85 dBm 150.0 Mbit/s 150.0 Mbit/s

Figure 44: Basic overview of the wireless configuration screen for thick AP

Follow the steps given below to view the wireless configuration of thick AP:

Table 34: List of actions to view the wireless configuration of thick AP

[=1—4

Callout | Name Description
1. Network Click on “Network” dropdown
2. Wireless Click on “Wireless” option
3 5 GHz overview Displa.ys the overview of 5 GHz radio along with the list of
associated SSIDs as shown in the above figure
4 Add SSID/Radio Click on the “Add” option to configure a new SSID or to
) Configuration update the radio configuration parameters at 5 GHz
5 Edit SSID Click OP “Edit” option to m.odify the parameters of
respective SSID configuration at 5 GHz
6. Remove SSID Click on “Remove” option to delete the respective SSID at 5
GHz
7 2.4 GHz overview Dlsplays. the overview of 2.4 GHZ radio along with the list
of associated SSIDs as shown in the above figure
8 Add SSID/Radio Click on the “Add” option to configure a new SSID or to
' Configuration update the radio configuration parameters at 2.4 GHz
9, Edit SSID Click 0? “Edit” option to m.odify the parameters of
respective SSID configuration at 2.4 GHz
10. Remove SSID SEC]((}(I)H “Remove” option to delete the respective SSID at
. z

3
5
6
8
10
9
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16.2.1 5 GHz radio configuration

This screen provides the user with options to configure the 5 GHz radio parameters such as channel bandwidth,
respective channel or the channel selection process, and the power for the radio signal transmission. Refer the
“Figure 44: Basic overview of the wireless configuration screen for thick AP” and click on Add SSID/Radio
Configuration option (4) to configure 5 GHz radio parameters.

A basic overview of the 5 GHz radio configuration screen is given below:

Wireless Network: Master "HFCLION" (ath0)

The Device Gonfiguration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all defined wireless
networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Inferface Configuration.

Radio Configuration

Advanced Settings
1 Q Status 4l Mode: Master | $SID: HFCLION

100% BSSID: 00:06:AE:FF:FE:FO | Encryption: WPA2 NONE (CCMP)
Channel: 56 (5.280 GHz) | Tx-Power: 23 dBm
Signal: -97 dBm | Noise: -95 dBm
Bitrate: 1733 Mbit/s | Country: IN

2 |

Radio Status I Enable v I
Transmit Power | 23 3
4 & Supported range from 14dBm to 23dBm
802.11a+n
Mode lSU.HIac v Iﬂ—b 802.11a
802.11ac
5 Channel Width rl 80MHz v I
Channel l Auto ~ I 6
20 MHz Channels | 40 MHz Upper Channels | | 40 MHz Lower Channels | | 80MHzChannels | | 150 MHz Channels ||

Figure 45: Basic overview of the 5 GHz radio configuration screen
Follow the steps given below and for 5 GHz radio configuration of thick AP:

Table 35: List of actions for 5 GHz radio configuration of thick AP

Callout | Name Description
1. General Setup Click on “General Setup” option
2. Radio Status Enable or disable the 5 GHz radio with this option

Enter the “Tx Power” value. The wireless radio signal will

3 be transmitted with the specified Tx power value. The user
. Tx Power (dBm)

can setthe Tx power value from the range of 14 dBm to 23

dBm
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Callout | Name Description
Select the radio operating mode from the dropdown list (802
4. Mode 11a/ac/atn). Channel width and channel list varies with

respectto the selected mode (802 1la/ac/a+n)

Select the “Channel Width” from the dropdown list

5. Channel Width (20 MHz/40 MHzLower/40 MHz -Upper/80 MHz/
80+80 MHz/160 MHz)

Select the “Channel” from the dropdown list. The device
will choose the channel by itself, if “auto” channelis

selected. For 20 MHz channel width, available channels are:
36/40/44/48/52/56/60/64/149/

153/157/161/165/169/173. For 40 MHz Lower channel
6. Channel . .

width, available channels are: 40/48/56/60/64/
153/161. For 40 MHz Upper channel width, available
channels are: 36/44/52/60/149/157. For 80 and 80+80 MHz
channel width, available channels are: 42/58/155. For 160
MHz channel width, available channel is 50

Click “Save & Apply” tosavethe 5 GHz radio configuration ofthick AP or click “Reset” to configure the same
again.
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16.2.2 2.4 GHz radio configuration

This screen provides the user with options to configure the 2.4 GHz radio parameters such as channel bandwidth,
respective channel or the channel selection process, and the power for the radio signal transmission. Refer the
“Figure 44: Basic overview of the wireless configuration screen for thick AP” and click on Add SSID/Radio
Configuration option (8) to configure 2.4 GHz radio parameters.

A basic overview of the 2.4 GHz radio configuration screen is given below:

Wireless Network: Master "HFCLION" (ath1)

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all defined wireless
networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Interface Configuration

Radio Configuration

Advanced Settings

Status di  Mode: Master | SSID: HFCLION
100% BSSID: 00:06:AE:FE:FE:AC | Encryption: WPA2 PSK (CCMP)
Channel: 6 (2.437 GHz) | Tx-Power: 19 dBm
Signal: -97 dBm | Noise: -95 dBm

2 Bitrate: 800 Mbit's | Country: IN
Radio Status I Enable v I
Transmit Power 19 ! 3
4 c) Supported range from m to

Mode \'I 802.11g+n v

Channel Widlhrl 40MHz and channel above

Channel I Auto « B 6
1
20 MHz Channels 40 MHz Lower Channels I 802.11b Channels I I 802,11g Channels I

1(2412 €
2.4
24

Figure 46: Basic overview of the 2.4 GHz radio configuration screen
Follow the steps given below and for 2.4 GHz radio configuration of thick AP:

Table 36: List of actions for 2.4 GHz radio configuration of thick AP

Callout | Name Description
1. General Setup Click on “General Setup” option
2. Radio Status Enable or disable the 2.4 GHz radio with this option

Enter the “Tx Power” value. The wireless radio signal will
be transmitted with the specified Tx power value. The user

3. Tx P dB:
x Power (dBm) can setthe Tx power value from the range of 7 dBm to 19
dBm
Select the radio operating mode from the dropdown list (802
4. Mode

11b/g/g+n). Channel width and channel list varies with
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Callout | Name Description

respect to the selected mode (802 11b/g/g+n). Channel width
parameter is required, if the mode is setto “802.11b/g”
Select the “Channel Width” from the dropdown list
S. Channel Width (20 MHz/40 MHzLower/40 MHz -Upper). This parameter
is needed only if the mode is setto “802.11g+n”
Select the “Channel” from the dropdown list. The device
will choose the channel by itself, if “auto” channelis
selected. For 20 MHz channel width, available channels are:
1/2/3/4/5/6/7/8/9/10/11/12/13
6 For 40 MHz Lower channel width, available channels are:

. Channel
5/6/7/8/9/10/11/12/13.
For 40 MHz Upper channel width, available channels are:
1/2/3/4/5/6/7/8/9.
Available channels in 802.11b/g are:
1/2/3/4/5/6/7/8/9/10/11/12/13

Click “Save & Apply” tosavethe 2.4 GHz radio configuration of thick AP or click “Reset” to configure the same
again.
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16.2.3 Advanced radio configuration (2.4 GHz and 5 GHz)

This screen provides the user with options to configure the advanced radio parameters (2.4 GHz and 5 GHz) suchas

country code and Tx/'Rx chain mask. Refer the “Figure 44: Basic overview of'the wireless configuration screen for
thick AP” and click on Add SSID/Radio Configuration option (8) for 2.4 GHz or Add SSID/Radio Configuration

option (4) for 5 GHz to configure advanced radio parameters.

A basic overview of the advanced radio parameters (2.4 GHz and 5 GHz) configuration screen is given below:

AUTO REFRESH ON

Wireless Network: Master "HFCLION" (ath1)

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all defined wireless
networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Inferface Configuration

4 Country Code I IN - India ¥ I

@ Use ISO/IEC 3166 alpha2 country codes.

Radio Configuration
General Setup
1 1X1 Radio
Tx/Rx Antenna Chain mask I I‘-—b T
Regulatory Domain I : 3

Figure 47: Basic overview of the advanced radio parameters (2.4 GHz and 5 GHz) configuration screen
Follow the steps given below for advanced radio parameters (2.4 GHz and 5 GHz) configuration of thick AP:

Table 37: List of actions for advanced radio parameters (2.4 GHz and 5 GHz) configuration of thick AP

Callout | Name Description
1. Advanced Settings Click on “Advanced Settings” option
) Tx/Rx Antenna Chain Select the chain mask from the dropdown list
’ mask (1x1/2x2)

3. Regulatory Domain Enter the regulatory domain
Select the country code from the dropdown list.

4. Country Code Channels are listed in accordance to the selected
country

Click “Save & Apply” to save the advanced radio parameters (2.4 GHz and 5 GHz) configuration of thick AP or
click “Reset” to configure the same again.
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16.2.4 SSID configuration

Refer the “Figure 44: Basic overview of the wireless configuration screen for thick AP” and click on Add
SSID/Radio Configuration option (8) for 2.4 GHz or Add SSID/Radio Configuration option (4) for 5 GHz to
configure new SSIDs. Click on Edit option (9) for 2.4 GHz or Edit option (5) for 5 GHz to edit existing SSIDs. This
screen provides the user with options to configure the SSID operating at both 2.4 and 5 GHz radio. The SSID
configuration parameters are further categorized as follows:

1. General setup

2. Wireless Security
3. MAC Filter

4. Advanced Settings

16.2.4.1 SSID/General setup (2.4 GHz and 5 GH7)
Three type if SSIDs are created from this screen as follows:

1. Access Point SSID: By default the SSID mode is setto “Access Point”. This type of SSID is used by the
clients to connect with the respective access point.

2. Access Point WDS SSID: This type of SSID mode is used to achieve wireless distribution systemfeature.
Apart from operating as a normal access point SSID to serve the connecting clients, these SSIDs also act as
repeaters for client access points of wireless distribution system. This type of SSID is needed for a client
WDS SSID to complete the WDS link. Make sure to create at least one Access Point WDS SSID before
configuring any Client WDS SSID.

3. Client WDS SSID: This type of SSID mode is used to achieve wireless distribution systemfeature. These
SSIDs are used by the client access points of wireless distribution systemto connect with the respective
service provider Access Point WDS SSID.

Refer the “Figure 44: Basic overview of the wireless configuration screen for thick AP” and click on Add
SSID/Radio Configuration option (4) to configure 5 GHz radio parameters or click on Add SSID/Radio
Configuration option (8) to configure 2.4 GHz radio parameters. A basic overview of'the screen to configure general
SSID parameters is given below:

SSID Configuration

Wireless Security MAC-Filter

VAP Status I Enable e I

Advanced Settings

SS]Dl’I HFCLION

(g Minimum 2 characters allowed 1

Mode I Access Point v 4
Network rl lan v I
Hide SSID I Enable > I 6

Figure 48: Basic overview of the screen to configure general SSID parameters
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Follow the steps given below and configure the general SSID parameters:

Table 38: List of actions to configure the general SSID parameters

Callout | Name Description

L. General Setup Click on “General Setup” option

Enable or disable the VAP with this option. Once disabled,
the SSID will notbe available in the search anymore.

3. SSID Enter a unique name for the SSID

2. VAP Status

Select the SSID operating mode from the dropdown list
(Access Point/Access Point WDS/Client WDS). If “Client
WDS” option is selected, provide the valid parameters of
Access Point WDS SSID

5. Network Select the network interface from the dropdown list
Enable/Disable SSID broadcast with this option. Once
disabled, the SSID will notbe available in the search
anymore. The user can still associate with the SSID if valid
authenticated credentials are provided

4. Mode

6. Hide SSID

Click “Save & Apply” to save the general SSID configuration of thick AP or click “Reset” to configure the same
again.
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16.2.4.2 SSID/Wireless security (2.4 GHz and 5 GHz)

By default the wireless security is setto “No Encryption”, and otheroptions are provided to change the encryption
accordingly as follows:

1. No Encryption: Any device can connectto the network. Not recommended.

2. WPA-PSK(Wi-Fi Protected Access): WPA is part of the wireless security standard (802.11i) standardized
by the Wi-Fi Alliance and was intended as an intermediate measure to take the place of WEP while the
802.11 standard was being prepared. It supports TKIP/AES encryption. The personalauthentication is the
pre-shared key (PSK) thatis an alphanumeric passphrase shared with the wireless peer.

3. WPA2-PSK: WPA2 is the implementation ofsecurity standard specified in the final 802.11i standard. It
supports AES encryption and this option uses pre-shared key (PSK) based authentication.

4. WPA-PSK/'WPA2-PSK Mixed mode: Allows both WPA and WPA?2 clients to connect simultaneously
using PSK authentication.

5. WPA2-EAP: Allows youto use WPA2 with RADIUS server authentication.

A basic overview of the screen to configure wireless security parameters of SSID is given below:

SSID Configuration 2

General Setup MAC-Filter Advanced Settings

3
[T |WPA2-PSK ~ [ =1

Cipherl- Force CCMP (AES) v I

Key I ........ I @ 4
2 Special characters are not allowed in starting and ending. Consecutive spaces are not allowed

Figure 49: Basic overview of the screen to configure wireless security parameters of SSID
Follow the steps given below and configure the wireless security parameters of SSID:

Table 39: List of actions to configure the wireless security parameters of SSID

Callout | Name Description

L. Wireless Security Click on “Wireless Security” option

Select the encryption protocol from the dropdown list
(Open/WPA-PSK/WPA2-PSK/ WPA2-PSK Mixed Mode/
WPA2-EAP). No passphraseis needed in case of “Open”
type network authentication protocol

This aread only parameter and the user doesn’t need to
3. Cipher do anything with "cipher" option, by default “Auto”
option is selected.

2. Encryption

4. Key Enter a unique password for the SSID

Click “Save & Apply” to save the wireless security configuration of SSID or click “Reset” to configure the same
again.
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16.2.4.3 SSID/MAC filter (2.4 GHz and 5 GHz)

The user can add multiple MAC addresses with allow and deny policy and the same is mapped with respective
SSID. A basic overview of the screen to configure the MAC filter for SSID configuration is given below:

SSID Configuration [ — 1

s 1 AG:F €

General Setup Wireless Security MAC-Filter Advanced Settings Allow listed only 3221
Allow all except listed )

MAC-Address Filter 1 EUWEELLTNT v P
2 I ‘
# IC:6° F

MAC-List I v;]l O

+) Back to Overview
Figure 50: Basic overview of the screen to configure the MAC filter for SSID configuration
Follow the steps given below and configure the MAC filter for SSID configuration:

Table 40: List of actions to configure the MAC filter for SSID configuration

Callout | Name Description
1. MAC-Filter Click on “MAC-Filter” option
Click on the dropdown and disable or set the allow/deny
policy for the MAC filter
Click on the dropdown and select the MAC address from the

3. MAC List list or click on “Custom” to add the MAC address manually.
Click on the “+” icon to add multiple MAC addresses

2. MAC address filter

Click “Save & Apply” to savethe MAC filter configuration or click “Reset” to configure the same again.
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16.2.4.4 SSID/Advanced settings (2.4 GHz and 5 GH?)

A basic overview of the screen to configure the advanced parameters of SSID configuration is given below:

SSID Configuration
General Setup Wireless Security MAC-Filter
Client Isolation I @ Prevents client-to-client communication I 2
Disah]e—CoexI- Enable v I

3 Fragmentation Threshold | 300 < 4
2 Supported range from 256-
RTSICTS Thvesholt'l. 400
5 & Supported range from .

Wi-Fi Multimedia I Enable ‘: 6
Wi-Fi Multimedia Power SavGI-I Enable ¥ I
Number of Spatial Streams | 4 I 8
palial Streams 1-2 1 SUPPOrie
M\MCl-I Enable 'I

|£] Back to Overview

somt o

Figure 51: Basic overview of the screen to configure the advanced parameters of SSID configuration
Follow the steps given below and configure the advanced parameters of SSID configuration:

Table 41: List of actions to configure the advanced parameters of SSID configuration

Callout | Name
1. Advanced Settings

Description

Click on “Advanced Settings” option

Click on the check box and enable or disable the client
isolation feature. If the feature is enabled, it prevents
client to client communication

Enable/Disable the co-existence option

Set the fragmentation threshold value. The supported
range is between 256 to 2346

Set the RTS/CTS Threshold value. The supported
range is between 256 to 2347

2. Client Isolation

3. Disable-Coext

4. Fragmentation Threshold

S. RTS/CTS Threshold

6. Wi-Fi Multimedia Enable/Disable the Wi-Fi Multimedia option
7 Wi-Fi Multimedia Power | Enable/Disable the Wi-Fi Multimedia Power Save
' Save option
8. Number of Spatial Set the number of spatial streams between 1 to 4
Streams
9. MIMO Enable/Disable the MIMO feature. This option is

available only for 5 GHz radio SSID

Note: The MIMO feature is not available in 2.4 GHz radio SSID

Click “Save & Apply” to save the advanced parameters of SSID configuration or click “Reset” to configure the

same again.
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16.3 Network/Mesh configuration of thick AP

A wireless mesh network serves as a network of radio nodes organized in a mesh topology. All APs participating in
mesh topology does notneed to have a wired connection for backhaul connectivity and only one root AP serves that

purpose.
Mesh configuration require access points to operate in two operating modes as follows:

1. Root Access Points: Root Access Points have wired connections, for example, Ethernet backhaul toa
wired network and to Wireless LAN Controller.

2. Repeater: Repeats wireless signals to extend range without being connected with cable to Access Point, or
with clients.

Mesh configuration allows access points to connect with each other in mesh topology. An access point (Root AP) is
connected to the wired network with the use of wireless connections overthe 802.11 radio backhaul and other access
points act as repeaters in mesh topology.

A basic overview of the mesh configuration screen for thick AP is given below:

Mesh Configuration 3

Mesh Mode

Enable/Disable nable ~

AP Mode § RootA

\p -l )
— Twe | B
I
SSID I : 6
e —

Encryption | No Encryption

e T

Figure 52: Basic overview of the mesh configuration screen for thick AP

Follow the steps given below to view the mesh configuration of thick AP:

Table 42: List of actions to view the mesh configuration of thick AP

Callout | Name Description
L. Network Click on “Network” dropdown

2. Mesh Configuration Click on “Mesh Configuration” option
Enable or disable the mesh mode. If enabled, provide the
following parameters

3. Mesh Mode

Select the contributing mode of the access pointin the mesh
topology from the drop down list

(Root AP/Repeater AP). If the AP mode is setto “Root AP”,
make sure thatthe AP is connected to the wired network

4. AP Mode

Select the type of mesh configuration from the dropdown list
5 T (Auto/Manual). In case of “Auto” the connection between

. e
P and root AP and repeater AP is fixed automatically and in

case of “manual” the userneed to define the SSID and
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Callout | Name

Description

encryption parameters. For a successfulmesh configuration
the SSID and the encryption parameters of root and repeater
APs should match with each other

6. SSID

Enter a unique name for the mesh SSID. Only a single SSID
is used throughout the mesh network. This SSID operates in
two hidden modes, one as master (receiver) and the other as
managed (provider). Between a root AP and repeater AP, the
managed mode of the root AP SSID connects with the
master mode of the repeater AP. Between two repeater APs,
the managed mode SSID of the 1%t repeater AP connects
with the master mode of the next repeater AP. This way all
APs are connected wirelessly with each other in a mesh
network. If any of the repeater is missing from the mesh
network, the associated repeater AP connects itself with the
next available repeater or Root AP in a similar way as
discussed above

7. Encryption

Select the encryption protocol from the dropdown list
(Open/WPA-PSK/WPA2-PSK/ WPA2-PSK Mixed Mode).
No passphraseis needed in case of “Open” type network
authentication protocol

Click “Save & Apply” to save the advanced parameters of SSID configuration or click “Reset” to configure the

same again.
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