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Intended Audience
This manual is for technicians trained to install and service Parabit Systems, Inc.® MMR2 card readers.

Trademark Acknowledgments

ACS-1EUL, ACS Enterprise, AFH Service, AVA, AXSView Service, MMR2, and SkimGard are registered
frademarks of Parabit Systems Inc. or its subsidiaries in the United States and/or other countries.

Parabit Systems, Inc. and Parabit are frademarks of Parabit Systems Inc. or its subsidiaries in the United
States and/or other countries.

All other tfrademarks and frade names are the property of their respective owners.

FCC Compliance Statement (United States)

This device complies with Part 15 of the Federal Communications Commission (FCC) Rules. Operation
is subject to the following two conditions:

This device may not cause harmful interference.

This device must accept any interference received, including interference that may cause undesired
operation.

CAUTION:

Changes or modifications to this unit not expressly approved by the party responsible for compliance
could void the user's authority to operate this equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursu-
ant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in aresidential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the manufacturer's instructions,
may cause interference harmful to radio communications.

There is no guarantee, however, that interference will not occurin a particular installation. If this equip-
ment does cause harmful inferference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment to an outlet on a circuit different from that to which the receiveris con-
nected.

Consult the dealer or an experienced radio or TV technician for help.

The FCC identifier for this device is FCC ID:2AUGM-MMR2.

This device contains FCC Certified RF module with FCC ID: 2AA9B0S.

Co-location of this module with other tfransmitters that operate simultaneously has been evaluated
using the FCC multi-transmitter procedures.

MMR2 Installation and Service Manual Ver 1 1



Preface

How to Use this Guide

This guide provides concise, step-by-step instructions for set-up, configuration, and operation of the
ACS-1E and ACS-1EUL systems.

Conventions Used in this Guide

This guide contains the following conventions:

Convention Example

Screen names, dialog box names, tab names,
window names, field names, and menu names Click the Customer box.
appecar in bold fonf.

File names are italicized. AxsView.Transceiver.Installer.msi

1. Click Save and Close to save the information
before closing the dialog box, or click Can-

Steps to be performed in order are numbered cel fo close the dialog box without saving
and/or lettered. the information.
2. From the Login screen, click Setup, and then
click Login.

» Microsoft® Windows® 7 or greater
+ Microsoft® Net 3.5 and .Net 3.51

* To select (enable) a checkbox setting, click
in the checkbox. The checkbox has a check
mark.

Unordered steps are presented in bullets.

Checkboxes * To clear (disable) a checkbox setting, click
on the check mark in the checkbox. The
checkbox is empty.

Series of menu options to click Click Options > User Management > Add New

Warnings, Cautions, and Notes are used to draw immediate attention to matters of importance. The
following is a definition of their meanings:

WARNING: INDICATES A POTENTIALLY HAZARDOUS SITUATION THAT, IF NOT AVOIDED, COULD RESULT IN
SERIOUS INJURY.

CAUTION: Indicates a hazardous situation that, if not avoided, could result in data loss or product
damage.

Note: Indicates additional information.

2 MMR2 Installation and Service Manual Ver 1



Preface

Navigating this Manual as a PDF

This manual includes embedded hyperlinks for quick access to procedures and other sections when
viewing the manual as a PDF. Click on any section fitle or page reference to immediately display that
content. Here are some helpful keyboard shortcuts when using the Adobe Reader:

* To return to your previous location in the manual after following a hyperlink, press Alt+Left Arrow.

* Toreturn to the hyperlink destination after returning to the previous location, press Alt+Right Arrow.

e To open a Search window, press Ctrl+Shift+F. Enter your search term in the text field and click
Search. Every instance of the search term that appears in the manual will display in the Search win-
dow. Click on any of the instances to jump directly to that section.

Contact Us

Parabit Systems, Inc.
35 Debevoise Avenue
Roosevelt, NY 11575

1 (888) 3-PARABIT

MMR2 Installation and Service Manual Ver 1 3
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Chapter 1

Follow these instructions to begin installing your MMR2 card reader.

1.1 MMR2 Card Reader INSTAlIAtioON ......... .o iiiiieeeccceceeeeeeeereree s eseeeeeeeenessssssnsssssssnssssnens 5
1.2 Electrical INSTAIIAHON ...ttt crece e eeeeeeresere s e sssesesessessssssssssssssnssssnane 8

1.1 MMR2 Card Reader Installation

1.1.1 Overview

The MMR2 uses Near Field Communication (NFC) to read contactless EMV cards and mobile devices
as well as magnetic stripe cards.

WALL OPENING L_-—\'_'——_'f/ & - e
4INCH DEPTH MIM, ] 625 g e i
.F""-—FF—

1/4° THICK SPACER
WITH TAMFER SWITCH

TOP VIEW

MME WITKIMGARD

W\,

..-"’/ =

SITE PREP FOR 1/4" SPACER FRONT VIEW SIDE VIEW

1.1.2 MMR2 Install Diagrams

The drawings on the next 2 pages contain basic installation examples to assist with proper placement
of the MMR2 card reader.
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MMR2 Card Reader Installation

MMR2 Card Reader Installation

Note:

Although the diagrams reference SkimGard (IMSR) readers, these diagrams should be used for

MMR and MMR-BT installs, as well.
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MMR2 Card Reader Installation MMR2 Card Reader Installation
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MMR2 Card Reader Installation Electrical Installation

card reader

7 f BOLLARD POST MOUNTING
///% :e SCANNING
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A

FROMNT ELEV OF POST WITH SKIMGARD VIEW OF POST WITH SKIMGARD

1.2 Electrical Installation

1.2.1 MMR2 Wiring

The wiring for the MMR?2, including all of the input and output termination points, is shown in the dia-
grams on the following pages.

Take care to wire all ends (card reader, circuit boards, door locks and additional power sources) cor-
rectly and to label the sheathed cables for input devices (card readers, exit switches, door-sense
switches, sensor devices) and output devices (electrical door locks, alarm controllers, etc.). Be sure to
make a list of the terminal functions the colored wires are assigned.

1.2.1.1 Wiring the Card Readers and Basic Input Devices
The basic input wiring for the MMR2 card reader is shown in the diagrams below.

Note:  Although certain diagrams reference SkimGard™/ IMSR readers, these diagrams should be
used for MMR and MMR-BT installs, as well.

8 MMR2 Installation and Service Manual Ver 1



Electrical Installation

Note:

MMR2 Card Reader Installation
The wiring diagram below applies to both the ACS-1E and ACS-TEUL.

Egress Push-Button

Example
Input Wiring for the Card Reader, Egress,
C:"‘____“‘__‘_:;; and Door Sense Switches. (The Piezo
® Sounder is included for convenience.)
Py -
o Door Sense Switch
20,
525
EXIT
.x\ Egress White (COM)

Piezo Door Buzzer
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Buzzer Red Wire

Secondary Sheathed Cable ™\
N

SkimGard Collar with
& Tamper Switch

XX (NotUsed)

@

()
o White Wires J/
=

Primary Sheathed Cable ‘\
SkimGard Reader

6 Conductor Sheathed Cables
(*For fhe Tamper Switch, the while connecting leads
are Bsued from the MMR or MMRC Card Readers.

For al other options - such as the Egress Switch
and the Door Sense Switch — use the colored
wires from a second Sheathed Cable )

-0 Acceptable Splicing Method - Can be any

one of various connection methods that

provide for a good weather-resistant con-
nection.




MMR2 Card Reader Installation Electrical Installation

1.2.1.2 ACS-1EUL Card Reader and Input Device Wiring

The other ends of the sheathed cables and their connection to various ACS-1EUL input devices is
shown below.

L

Example
The opposing ends of the Sheathed Cables with
input device lead extensions connecting to the
ACS1E Second Card Reader Board inputs.

(Mot Used]

Primary Sheathsd Cable (Card Reader Input)
Secondary Sheathed Cable (Egress & Door Senas)

-\.;\'

op 19

ETHERNET BCK &

INPUT

}EDI TAMPER

LOCK OVER-
RIDE INFUT
With defult
] jmperin place

Upper area of ACS1E.UL Main Board
(With Input Device Terminals)
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Electrical Installation MMR2 Card Reader Installation

The wiring configuration for the Second card reader board is similar to that of the Conftroller.

Exampile
The opposing ends of the Sheathed Cables with
input device lead-extensions connecting to the
ACS1E Second Card Reader Board inputs.

Secondary Sheathed Cable (Egress & Door-Sense) Primary Sheathed Cable (Card Reader Input)
® ¥ (Mot Used)

O ::: [l 'S

NO E O D D g

HE =

couo %ﬁ ?-ﬁiz i

wo o u

ne (o R

coM|n - :
i hibe BEETET

dOUTUTTueT

ACS1E.UL Second Card Reader Board
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MMR2 Card Reader Installation Electrical Installation
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Chapter 2

This chapter contains information about the Options Menu.

2.1 Post-INSIAllAiON CHECKS ...ttt seeee s ee s s e e ae e sessaassaae s sesssssaaessnnen 13
2.2 Post-INStAllAtion TESHNG .....ccooiiiiiieccetteccceee et ssare e e e e ssae e ee s e s sraae e aesssssanaaasssnns 15
2.3 TrOUDBIESNOOTING ....oiiiiee et et e s e sraae e ee s e s sasae e ae s sessraaaaaeessssssaaaessnnns 18

2.1 Post-Installation Checks
Once the MMR2 card reader has been installed, its functionality must be thoroughly tested.

2.1.1 Default Settings

Each MMR2 leaves the Parabit factory after passing a full set of operational tests. Any test configura-
tions are then removed and the MMR2 is returned to its default configuration.

During testing, the MMR2 card reader(s) are mated to the ACS-1E or ACS-1EUL Controller (and Second
Card Reader Board) and checked for operation before boards and readers are separated and
packed for shipping. In order to check the initial operation of the ACS-1E Controller, the installer should
know the default settings, which are listed in the table below.

TABLE 2-1. Controller Default Settings

numbers.

Function Description Default Settings
. . Inserted in ACS-1E memory for both
BIN Files NYCE list of acceptable magnetic card card reader files with tifle: *“Demo”
numbers. " "
or "Reduced.
One of five modes which determines how the
Card Mode card reader filters magnetic cards Set fo mode: “*Any Card.”

Card Reader Relay
Activation Time

Delay time for an active door-control relay
after a valid card is read.

5 seconds

Conftroller Time Zone

Selectable Time Zone

Eastern Standard Time

Daily Schedule

24-hour per day, 7-day per week schedule
Map. Card readers can be set to CARD,
LOCK, OPEN, or [BLANK].

Card Readers are set to “Card”
24/7. Reader indicator glows amber.

Door Jam Detect Time

Time-value which determines when the
Controller willissue a “door open” alert. (Note:
available only if door contact is installed.)

60 seconds

Door Sense

Auto-Relock; cuts door-control activation
time down to one second when active.
(Note: available only if door contact is
installed.)

Normally-Closed (NC) with jumper
across the terminal block when door
sense switch is not required.

MMR2 Installation and Service Manual Ver 1
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Post-Installation Checks and Testing Post-Installation Checks

TABLE 2-1. Controller Default Settings

Function Description Default Settings

Near coin-cell battery and Maintenance
Door Sense Jumper (JP1) Mode push-button. Sets the Door Sense
to normally-closed (NC) when in place.

Jumper in place on Door Sense terminal
block and on JP1.

Normally-Closed (NC); with jumper
across the terminal block when Exit
switch is not required.

Input opens door (activate door relay) for

Egress (Exif) Switch Input selected amount of time.

Delay fime for an active door-control relay

after an Egress switch is activated. I STeeMes

Egress Activation Time

Normally-Closed (NC); with jumper
Door Override Input Activates door-confrol relay(s). across the ferminal block when Door
Override output signal is absent.

Standard holiday schedule file for current

Standard Holiday Schedule in place
years (or next year).

Holiday Schedule

Port Number Value Internet port number value Port 2000

Allows configuration of Outputs 1 & 2 (and
I/O Relay Outputs), assignment of Card All assignments are blank
Reader alerts, I/O Inputs, and Inhibit functions.

Sensor Configuration
Mapping

System expects: 9999999999999999 string in
Suspect Card BIN File Stolen Card Binfile or Conftroller will lock up 9999999999999999 in Stolen Card Binfile
after first card-read.

Controller scans up to 50 stolen or
“suspected” cards from a small Binfile, locks
down the Card Reader(s) and door control
relay(s) when a suspected value is detected.

Suspect Card Function Not selected/activated

2.1.1 Preliminary Tools and Materials

* Ix Small flat-blade screw driver (for wire terminal blocks)
* Ix Medium Phillips screw driver (for circuit board mounting screws)
* Ix Digital Multimeter {DMM} (with Low Resistance range or “Continuity” function)

2.1.2 Preliminary MMR2 Hardware Check

Make sure the white wires from the card readers are properly connected to the white wires of the
Tamper-Detect switch in the mounting collar or box. Make sure the card reader is properly seated in its
mounting collar or box and the Tamper-detect switch “finger” is depressed.

14 MMR2 Installation and Service Manual Ver 1



Post-Installation Testing Post-Installation Checks and Testing

2.1.1 Visual Inspection of the MMR2 Card Reader

Conduct the following visual inspection of the card reader assembly by referring to the letters in the
diagram and corresponding checks below.

a o
C
e d
C
o

a. LED: Check the presence and color of the LED light indicator.

*  Amber Light - Insert Card
e Green Light - Door Unlocked
* Red Light - Door Locked

b. Screws: Parabit-provided security torque screws must be used.
Note: NEVER use power tools to tighten Card Reader screws.

c. Sensors: All 4 sensors must be visible with no abnormalities.
d. Card Slot: Check the card slot for foreign objects.

e. NFC Logo: NFC Logo must be present and positioned along the LED side in the direction shown
in the picture.

2.2 Post-Installation Testing

Review the diagrams below and complete the tests for the MMR2 card reader.

MMR?2 Installation and Service Manual Ver 1 15



Post-Installation Checks and Testing

Post-Installation Testing

2.2.1 Main Card Reader Tests

PHYSICAL COMPONENTS AND
ORIENTATION POSITION OF CARD
READER:

Front Whew

a) LED

b] Serews

] Eyebrow design
d] Sensors

&) Card Slot

fl WFC Symbol

g} Face Plats Suface

Card Read Test:
Insert a valid magnetic
card in the Main Card
Reader and remove it,

quickly and
smoothhy

Tamper Alert Test 1:
Remove Card Reader
mounting screws and
slide the Reader out of
its mounting collar or
box

Tamper Alert Test 2:
Replace Card Reader
into its mounting
collar or box and
retighten the
Mounting screws.

a. Card Reader LED
Indicator

b. Door Control relay LED

on Main Board

{zee #1 8 in Figure 1 or the

blue arrow in Figure 3)
c. Main Door

d. PIEZD BUZZER (if used)

FIEZO BUZZER

Card Reader LED Indicator

Door Control Relay LED on

Main Board
{zee #18& in Figure 1 or
blue arrow in Figure 3)

Tamper LED Indicator on
Main Board
(zee #14 in Figure 1 or
#15 in Figura 3}

Tamper LED Indicator on
Mairi Board
{zee #14 in Figure 1}

a. Card Reader LED Indicator turns

GREEM for 5 Seconds

b. Door Control relay LED comes

on for the duration
€. Main Door unlocks

d. PIEZ0 BUZZER (if used) issues
an audible whistle at the Card

Reader lacation.

Fails to sound off

Turns RED and blinks

Fails to activate
Glows RED

Fails to glow
Coes OFF

Stays lit

PASS

Check the PIEZO BUZZER lead
connections. Tighten the PIEZ0 BUZZER
terminal screws in the E-circuit terminal
block {J10) on the Main Board.

Possible DAILY SCHEDULE ERROR or
wrong Card Match Mode. Also: Card has
a bad magnetic stripe. Try a Second or
third card.

Possible corrupted Main Board
programming or defective Door Control

relay.
PASS

Defective LED Indicator or defective
Reader {fails to transmit digital
“Tamper” code.}

PASS

Check Tamper switch on Card Reader
mounting frame or box. Check for
damaged “white wire” Tampear lzads at
the Reader and on the Tamper switch.

MMR2 Installation and Service Manual Ver 1



Post-Installation Testing

Post-Installation Checks and Testing

Skim Detector Test 1:
Cover the Card Reader faceplate

Skim Detector Test 2: Uncowver the
Card Reader faceplate

Cable-Cut Test 1:
Execute this test from the
Controller
box. With power OM, lift one of
the Card Reader wires from the
&—circuit tarminal block at the top
of the Main Board

Cable-Cut Test 2: Replace the
Card Reader wire removed from
the 6-circuit terminal block at the
top of the Main Board

Skim Activity
LED &
Skimnmer LED

Skim Activity
LED

Skirn Activity &
Skimmer LED}

Cable-Cut LED
(see #14 in
Figure 1 or #15
in Figure 2}

Cable-Cut LED
(see £14 in
Figure 1 or #15
in Figure 3}

Observation
For ACS-1E, Skim Activity RED LED Indicator
(see #12 in Figura 1) should come on after
10 -15 Seconds. For ACS-1EUL, Skimmer
LED (zee #15 in Figure 3} should start
blinking after 10-15 seconds.
Skimmer LED (see #14 in Figure 1 or #15 in
Figurae 3} should glow after 20 minutes.

Fails to blink after 10-15 seconds.

Fails to constantly light up after 20 mins of
blinking.

For ACS-1E, Skim Activity RED LED Indicator
(see #12 in Figure 1) should go out after 10
-15 Seconds. For ACS-1EUL, Skimmer LED
(see #15 in Figure 3) should go out after
10-15 seconds.

Skimmer LED (see #14 in Figure 1 or #15 in
Figurz 3} should also go out after 10 -15
Seconds.

Glows after 10 to 15 Seconds

Fails to glow

GCoes out immediately after wirz is
reconnected.

2.2.2 Additional Test Procedures for the MMR2 Card Reader

Result / lssue [ Action

PASS

Possible defective Reader
{Defective sensors or Reader
fail= to transmit digital
“Skimmer” code).

PASS

Possible defective Main Board
fail= to assert digital “Cable-
Cut” alert when Card Reader is
disconnected OR Cable—Cut
LED is defective.

PASS

Refer to the tests and owtcomes for the Main Card Reader and repeat for the Second Card Reader

Field technicians installing the MMR2 system should possess a smartphone with a digital wallet installed

containing one active credit card.

When planning to perform an MMR2 skim test, a device that operates as an NFC reader is required.

Begin by turning on the ACS-1E or ACS-1EUL controller and performing MMR2 System Configuration.
(Assistance from an administrator may be required.)

Then, if the MMR2 reader is newly installed or replaced, perform the serial match operation by shorting

the JP6 pins.
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Post-Installation Checks and Testing Troubleshooting

Complete the following tests to confirm the normal operation of the MMR2 system.

Confirm the tamper alarm

message via the audit trail or with

the glowing red tamper LED on

the controller. Note: If confirming
Tamper LED via the tamper LED, note that the

controller will eventually

recognize the new face plate

position as its default, causing the

tamper LED to no longer glow red.  PASS

Accelerator Functionality Test: Connect
the white wires if loose or keep the
mechanical switch in the closed state.
Then Rotate the MMR face plate 90
degrees (landscape to portrait or vice
versa) for 10-15 Seconds.

Install the MMR module in its final

position.
Press the maintenance button to place Card Reader LED
the AC5-1E system in the Card Reader Confirm the amber state of the
mode (aftar hours mode). status LED on the MMR face plate  PASS

Place the contactless device in front of
the MMR face plate. (Repeat with various
contactless devices in multiple
positions.) Door opens and LED turns greem.  PASS
If testing the MMR Skim feature, place
the NFC reader in front of the MMR

Card Reader LED

module for the time egual to MMR Skim /A
count x 4 minutes (recommeanded: skim Comnfirm the NFC skim detact
count of 5 x 4 minutes = 20 minutes). miessage via the audit trail PASS

2.3 Troubleshooting

Follow the procedure below to troubleshoot common MMR2 card reader issues.
Is the Card Reader reading cards?

* If no, what coloris the LED on the reader?
e Solid red = lock out mode; will not accept any cards
* Solid amber = card accept mode (see below)
e« Green = on schedule; open

* If the reader is amber and not reading cards, remove and wire the reader directly to the con-
troller and test.

* If the reader works at the controller, check your wires at the front and tone out cable for
continuity

* |f the reader does not work at the controller, replace reader

* If you swipe the reader and reader works but door does not open, ensure the reader is wired

to the correct relay at the board. If it is, make sure power is being sent to door locking
devices.
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